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ABSTRACT
Inspired by natural swarms, swarm robotics systems are used in

safety-critical tasks due to their scalability, redundancy, and adapt-

ability. However, their design exposes them to two primary vul-

nerabilities. First, their homogeneity makes them vulnerable to

large-scale attacks. Second, logical flaws within swarm algorithms

can be exploited, leading to mission failures or crashes. While ex-

isting studies can effectively identify these vulnerabilities using

system testing and verification, they are often time-consuming and

might require repetition following software updates. To this end,

we propose a complementary, two-level diversification approach.

The first level tackles system homogeneity through software di-

versification. The second level introduces algorithmic randomness

to minimize the exploitability of logical flaws. By leveraging a so-

cial force model, we can ensure that the introduced randomized

behaviors do not compromise safety. Our evaluations show that the

performance overheads remain within acceptable limits, notably at

2% for missions characterized by self-organizing behaviors.
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1 INTRODUCTION
A swarm robotics system is a revolutionary approach that harnesses

the power of collective intelligence to perform challenging tasks

efficiently. Drone swarms, for instance, have been a topic of heated
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discussion in recent years, especially with respect to their vast

applications in logistics [1] and search-and-rescue [8].

However, certain vulnerabilities are inherent to the design na-

ture of swarm robotics systems. The primary concern arises from

the homogeneity of its implementation. Swarm robotics systems

are predominantly composed of agents that are physically and be-

haviorally uniform. This design choice often stems from ethological

models. However, homogeneity has its downsides. Attackers can

easily obtain an identical copy of the common software running on

the targeted systems and search it for vulnerabilities. After convert-

ing a vulnerability into an exploit [22], they can target all systems

using that vulnerable software version. The second vulnerability

stems from the swarm algorithm. A swarm mission is controlled

by a swarm algorithm, which coordinates the actions of multiple

robots. Logical flaws in a swarm algorithm can result in various

failures. Existing literature [10] showcased the potential to exploit

these logical flaws, leading to mission failures or even crashes.

Existing Work. Randomization [12] effectively addresses the pri-

mary vulnerability of homogeneity. However, for tackling logical

flaws, current methodologies primarily rely on testing [10, 11, 24]

and verification [18]. While these methods can effectively identify

bugs, they often require substantial time and manual efforts, and

may need to be repeated following software updates.

Our Solution. In this paper, we introduce a complementarymethod

to existing approaches: a two-level diversification strategy designed

to tackle the two types of vulnerabilities mentioned earlier. The first

level, software diversification, mitigates homogeneity issues. This

is achieved through compiler-generated software diversification [9].

For the second level, which we also refer to as behavior diversifica-

tion or algorithm-level diversification, we introduce randomness

into the agents’ behaviors. Based on the observation that attacks

on swarm algorithms are tailored to specific scenarios, behavior

diversification increases the unpredictability of these exploitable

scenarios, thereby reducing the attack surface. While software-level

diversification is well understood, diversification at the algorith-

mic level has never been studied in previous research. A primary

challenge in achieving algorithmic diversification is ensuring that

randomized behaviors do not introduce new safety concerns. To

address this, a social force model [7] is utilized to predict potential

collisions for all candidate behaviors. Based on these predictions,
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behaviors that present no risk of collisions are selected for runtime

randomization.

Evaluation Results. Our evaluations on swarm drones [17] and

swarm vehicles [2] indicate that the overheads are within acceptable

ranges. Specifically, software diversification results in negligible

runtime overhead. As for algorithm-level diversification, its impact

on mission completion time varies significantly based on the type

of mission. For missions characterized by more self-organizing

behaviors, our method incurs only a 2% overhead. One limitation of

our study is that we did not evaluate the effectiveness of our method

against attacks. Future work will address this gap and further delve

into optimizing the behavior randomization scheme.

2 BACKGROUND
2.1 Preliminary of Swarm Robotics Systems
Drawing inspiration from the coordination observed in natural

swarms of animals like ants, swarm robotics systems capitalize on

the strengths of a collection of autonomous robots that work col-

laboratively in a decentralized manner. These robots operate based

on local interactions with the environment and neighboring robots,

allowing themselves to adapt to uncertain conditions since each

individual can make decisions based on its perception. Homogene-

ity emerges as a crucial attribute that characterizes swarm robots

by uniformity [23]. Since each robot shares the same physical at-

tributes, functionalities, and control mechanisms, this uniformity

contributes to a synchronized collective behavior that enables the

swarm to work seamlessly as a unit. These robots are able to ex-

hibit consistent responses to control inputs by sharing the same

communication protocols and control algorithms.

From the perspective of swarm engineering, swarm algorithm

design paradigms can be categorized into behavior-based design

and automatic design [3]. As a more commonly adopted paradigm,

behavior-based design defines individual behaviors for autonomous

agents to achieve more sophisticated collective behaviors. Among

these behavior-based design methods, the finite state machine [3]

(FSM) is the most widely adopted method for achieving collective

behaviors in swarm robots. In this approach, each state in the ma-

chine represents a specific behavior, and the transitions between

these behaviors are determined by the sensory inputs of a robot,

as well as the ongoing behaviors of other robots. The behavior

generated by the FSM subsequently guides the execution of the

underlying controllers responsible for actuation. This paradigm dis-

tinctly separates decision-making from control into an independent

layer [4], facilitating a more straightforward design for develop-

ment and maintenance. The approach proposed in this paper is

built upon this design paradigm.

2.2 Swarm Robotics System Security
In comparison to a single robot, a swarm robotics system introduces

two primary types of vulnerabilities. The first is the increased

complexity of communication between robots. The second pertains

to the collective behavior that is coordinated amongst the robots.

Communication Security. In terms of communication, a few re-

search efforts, such as LISA [5] and SCRAPS [20], address the scal-

ability challenge of remote attestation schemes in swarm scenarios.

However, [19] highlights additional pitfalls in existing communica-

tion pairing techniques, which still remain open.

Logical Flaws in Swarm Algorithm. Prior works have also in-

vestigated the potential exploitation of logical flaws in swarm al-

gorithms to induce mission failures or crashes. SwarmFuzz [24]

investigated the potential of using GPS spoofing on one drone to

alter its behavior, which in turn influences other drones in the

swarm. This may result in erroneous control commands in the af-

fected drones. Such incorrect commands can force these drones to

stray from their planned routes, raising the risk of collisions. Simi-

larly, SwarmFlawFinder [10] highlights the potential for a malicious

drone to create similar disruptive effects. To address such vulnera-

bility, SwarmFuzz [24], SwarmBug [11], and SwarmFlawFinder [10]

employ testing methods to identify these logical flaws or miscon-

figurations. In contrast to these testing-based approaches, [18] em-

ployed a model-checking approach to pinpoint discrepancies be-

tween design requirements and actual implementation, thereby

uncovering logical flaws. Our method complements these previ-

ous work by providing continuous protection, consistently making

vulnerabilities harder for attackers to exploit.

3 THREAT MODEL
Attacker’s Goal. We consider an active attacker who aims to com-

promise the swarm algorithm in a swarm robotics system, ulti-

mately disrupting its normal operation. For example, the attacker

may seek to crash swarm drones during mission execution by ex-

ploiting behavioral flaws [10] or spoofing GPS signals [24].

Attacker’s Knowledge and Capabilities. In line with common

assumptions made in existing works [10, 22], we assume that the

attacker is aware of exploitable vulnerabilities in the target swarm

robotics system. This awareness could be gained either through

public software vulnerability disclosures or by reverse engineering

after obtaining the corresponding firmware via physical access. Fur-

thermore, we assume that the attacker can deploy a malicious agent

to disrupt the target swarm’s operation by exploiting vulnerabilities

in swarm algorithms.

4 APPROACH
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Figure 1: An example of a probabilistic finite state machine
for collective foraging, adapted from [14].

This section introduces a two-layer diversification approach.

Since existing randomization techniques [12] are widely recognized,

the focus will be on algorithm-level diversification. This is also

referred to as behavior diversification.
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4.1 Behavior Diversification
The proposed approach is built upon Behavior-based swarm algo-
rithm, which is the predominant design paradigm in swarm sys-

tems [3]. Within this paradigm, behaviors and their transitions

are typically represented using a Finite State Machine (FSM). Fig-

ure 1 illustrates the FSM for collective foraging as described in [14],

where each state represents a distinct behavior. By introducing

randomness to the transitions between behaviors within the FSM,

the proposed approach enhances the unpredictability of the victim

agent’s behaviors.

Introducing Randomness to Swarm Behaviors. Behaviors are
chosen either deterministically or probabilistically, guided by pre-

defined criteria. These decisions hinge on sensor inputs and the

observed behaviors of other agents. To introduce the unpredictabil-

ity in behaviors, we’ve integrated a randomization mechanism into

the behavior decision-making process. This mechanism selects be-

haviors at random rather than adhering to the pre-established rules.

Given that the attack strategy outlined in [10] relies on scenarios

with specific behavior patterns, introducing diversified behaviors

makes it harder for attackers to predict and exploit these scenarios.

Mitigating Collision Risks from Randomized Behaviors. In-
troducing randomized behavior poses a challenge: the selected

behavior might inadvertently lead to safety issues. A solution is

needed to estimate potential collisions so that these behaviors can

be avoided. To this end, we utilize the social force model [7] (SFM).

SFM interprets individual agent’s movements as particles influenced

by forces such as the desired movement direction and repulsions

from other agents or obstacles. Continuously assessing these forces

allows the SFM to anticipate potential collisions. Our choice of

SFM is driven by two factors: its flexibility in modeling a range of

swarm scenarios through parameter adjustments, and its capabil-

ity for real-time computation, which is vital for real-time robotics

systems. Once a candidate behavior is selected, its corresponding

target position is pre-calculated using the underlying controller.

This predetermined target position is then input into the SFM to

assess the potential for collisions. If a collision is predicted, the

behavior will be aborted and a new behavior will be re-selected.

Returning to the Previous State. After executing the diversified

behavior for a predefined short period, the robot returns to its origi-

nal state and resumes its mission. Subsequently, the randomization

will be triggered again at configurable intervals. Such occasional

behavior diversification causes disruptions in the planned mission,

resulting in delays to the mission completion time. The effects on

mission delays are evaluated preliminarily in §6. The analysis of

the associated trade-offs is left for future research.

How does SFM predict with the presence of malicious be-
havior? While the predictions made by the Social Force Model

(SFM) are effective only for benign behaviors, a malicious drone

could deceive other drones by exhibiting counter-intuitive actions.

Nevertheless, these deceptive actions wouldn’t affect the predic-

tions related to the behaviors of benign agents. In the worst-case

scenario, a benign agent might incorrectly predict the adversarial

drone’s behavior, leading to a collision. However, if an adversarial

drone’s intent is to physically collide with its target, such a collision

could be inevitable.

5 IMPLEMENTATION
Software Diversification. The software diversification is imple-

mented using compiler passes in LLVM 16. Three types of passes

have been implemented: Global Data Randomization, which handles
the random reordering and padding of global variables; Function
Randomization, which reorders the layout of functions; Stack Ele-
ment Randomization, which randomizes the stack layout.

Behavior Diversification. Behavior diversification has been im-

plemented in a selection of swarm algorithms using ARGoS [21]. To

facilitate this, LLVM passes were employed to extract the names of

all functions. Subsequent manual inspections were then conducted

to discern the specific behaviors associated with each function,

ensuring precision in the extraction process. The utilized social

force model is built upon a widely recognized derivative within

the field of robotics [15] with manual customized parameters. For

effective monitoring and ensuring real-time responsiveness, the

state-checking interval is configured to be 0.5𝑠 , allowing for timely

adjustments in the behavior of the swarm if necessary.

6 EVALUATION
This section aims to address two primary questions: 1) What are

the performance impacts of software-level diversification? and 2)

How much delay does algorithm-level diversification introduce to

mission completion?

(a) PX4 in Gazebo. (b) Diffusion in ARGoS3. (c) Diffusion in ARGoS3.

Figure 2: Evaluation scenarios.

Experimental Setup. We conducted two sets of experiments in

two simulated environments, as depicted in Figure 2, to evaluate

software diversification and algorithm diversification, respectively.

Software Diversification. The first environment is set up in Gazebo,

using the PX4 Autopilot [17] as the control software for drones. To

emulate swarm behavior, we chose an open-source fleeting swarm

algorithm based on MAVROS [16] to coordinate three drones in

the simulation. The control software stacks were executed on a

Raspberry Pi 3B+ with 1GB RAM.

Algorithm Diversification. The second environment is based on AR-

GoS3 [21], a simulation engine that supports the ground-based

marXbot robot [2]. Among the built-in missions in ARGoS3, we

selected five to run using both the original algorithm and the modi-

fied one. We then compared the mission completion times across

the two versions to evaluate the delays introduced by our methods.

These experiments were conducted on MAC OSX with a 2.6 GHz

6-Core Intel Core i7 and 16GB 2667 MHz DDR4 RAM.

Software Diversification Overhead. Table 1 presents the over-
heads introduced by instrumentation on software diversification.

Observing the computational time associated with the trajectory

control algorithm, the overheads span a range of 1.36% to 4.55%.
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Table 1: Software Diversification Overhead

Time (ms) Memory (Bytes) Code Size (Bytes)

Baseline 0.614020 421.108M 0.0512M

Function 0.622344 (+1.36%) 427.788M (+1.59%) 0.0541M (+5.7%)

Global Variable 0.638285 (+3.95%) 427.788M (+1.59%) 0.0545M (+6.4%)

Stack Padding 0.641954 (+4.55%) 427.788K (+1.59%) 0.0549M (+7.2%)

Notably, across all three diversification variants, the memory over-

head for the controller remains consistent at 1.59%. Furthermore,

the post-instrumented code size overhead is approximately 7%.
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Figure 3: Evaluation on behavior diversification.

Behavior Diversification Overhead. Figure 3 presents the mis-

sion completion time for both before and after the adoption of

behavior randomization. We observe that there is a 2% to 30% in-

crease in mission completion time. This overhead largely hinges on

the specific type of mission. For instance, in the foraging mission,

which exhibits the least overhead, all robots collaboratively engage

in foraging. Their behaviors in this context are inherently random.

In contrast, for the eyebot_circle mission, the robot’s tasks are more

deliberate, defined as a sequence of behaviors in a set order. In

such scenarios, randomized behavior is more prone to disrupt the

mission’s progress. A more in-depth exploration of this trade-off is

reserved for future work.

7 DISCUSSION
Currently, individual behaviors are manually extracted, which is

not scalable for more complex swarm algorithms. In the future,

we aim to explore the possibility of automatically extracting be-

haviors directly from the source code. This could potentially be

achieved through static analysis techniques that parse program

semantics [18]. Furthermore, behavior randomization has the po-

tential to modify the workload of a task, thus affecting its real-time

performance. With this challenge in mind, our future work will

focus on the co-design of behavior randomization and real-time

adaptation. This can be achieved by utilizing timing analysis [13]

to optimize randomization policy as well as system-level support

for dynamic workload [6].

8 CONCLUSION
In this paper, we introduce a novel two-level diversification ap-

proach as a moving-target defense strategy to address vulnera-

bilities in swarm robotics systems. Our approach integrates both

software and algorithm diversification. To mitigate potential un-

safe behaviors from algorithm diversification, we utilize the social

force model to predict and minimize collision risks. Our evaluations

on swarm drones and vehicles demonstrate that the introduced

diversification methods incur an acceptable level of performance

overhead, rendering them suitable for practical deployment.
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