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ABSTRACT

Dynamic spectrum access (DSA) is a powerful approach to mitigate the spectrum scarcity
problem caused by rapid increase in wireless communication demands. Based on architec-
ture design, DSA systems can be categorized as centralized and distributed. To successfully
enable DSA, both centralized and distributed systems have to deal with spectrum manage-
ment issues including spectrum sensing, spectrum decision, spectrum sharing and spectrum
mobility. Our work starts by investigating the challenges of efficient spectrum monitoring in
centralized spectrum sensing. Since central controllers usually require the presence informa-
tion of incumbent users/primary users (IUs) for decision making, which is obtained during
spectrum sensing, privacy issues of IUs become big concerns in some DSA systems where
IUs have strong operation security needs. To aid in this, we design novel location privacy
protection schemes for IUs. Considering the general drawbacks of centralized systems includ-
ing high computational overhead for central controllers, single point failure and IU privacy
issues, in many scenarios, a distributed DSA system is required. In this dissertation, we also
cope with the spectrum sharing issues in distributed spectrum management, specifically the
secondary user (SU) power control problem, by developing distributed and secure transmit
power control algorithms for SUs.

In centralized spectrum management, the common approach for spectrum monitoring is to
build infrastructures (e.g. spectrum observatories), which cost much money and manpower
yet have relatively low coverage. To aid in this, we propose a crowdsourcing based spectrum
monitoring system to capture the accurate spectrum utilization at a large geographical area,
which leverages the power of masses of portable mobile devices. The central controller
can accurately predict future spectrum utilization and intelligently schedule the spectrum
monitoring tasks among mobile SUs accordingly, so that the energy of mobile devices can
be saved and more spectrum activities can be monitored. We also demonstrate our system’s
ability to capture not only the existing spectrum access patterns but also the unknown
patterns where no historical spectrum information exists. The experiment shows that our
spectrum monitoring system can obtain a high spectrum monitoring coverage with low energy
consumption.

Environmental Sensing Capability (ESC) systems are utilized in DSA in 3.5 GHz to sense the
IU activities for protecting them from SUs’ interference. However, IU location information
is often highly sensitive in this band and hence it is preferable to hide its true location under
the detection of ESCs. As a remedy, we design novel schemes to preserve both static and
moving [U’s location information by adjusting IU’s radiation pattern and transmit power.
We first formulate IU privacy protection problems for static IU. Due to the intractable nature
of this problem, we propose a heuristic approach based on sampling. We also formulate the



privacy protection problem for moving IUs, in which two cases are analyzed: (1) protect IU’s
moving traces; (2) protect its real-time current location information. Our analysis provides
insightful advice for IU to preserve its location privacy against ESCs. Simulation results
show that our approach provides great protection for IU’s location privacy.

Centralized DSA spectrum management systems has to bear several fundamental issues,
such as the heavy computational overhead for central controllers, single point failure and
privacy concerns of IU caused by large amounts of information exchange between users and
controllers and often untrusted operators of the central controllers. In this dissertation,
we propose an alternative distributed and privacy-preserving spectrum sharing design for
DSA, which relies on distributed SU power control and security mechanisms to overcome
the limitations of centralized DSA spectrum management.
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GENERAL AUDIENCE ABSTRACT

Due to the rapid growth in wireless communication demands, the frequency spectrum is
becoming increasingly crowded. Traditional spectrum allocation policy gives the unshared
access of fixed bands to the licensed users, and there is little unlicensed spectrum left now
to allocate to newly emerged communication demands. However, studies on spectrum occu-
pancy show that many licensed users who own the license of certain bands are only active
for a small percentage of time, which results in plenty of underutilized spectrum. Hence,
a new spectrum sharing paradigm, called dynamic spectrum access (DSA), is proposed to
mitigate this problem. DSA enables the spectrum sharing between different classes of users,
generally, the unlicensed users in the DSA system can access the licensed spectrum oppor-
tunistically without interfering with the licensed users. Based on architecture design, DSA
systems can be categorized as centralized and distributed. In centralized systems, a cen-
tral controller will make decisions on spectrum usage for all unlicensed users. Whereas in
distributed systems, unlicensed users can make decisions for themselves independently. To
successfully enable DSA, both centralized and distributed DSA systems need to deal with
spectrum management issues, such as resource allocation problems and user privacy issues,
etc. The resource allocation problems include, for example, the problems to discover and
allocate idle bands and the problems to control users’ transmit power for successful coexis-
tence. Privacy issues may also arise during the spectrum management process since certain
information exchange is inevitable for global decision making. However, due to the Federal
Communications Commission’s (FCC) regulation, licensed users’ privacy such as their loca-
tion information must be protected in any case. As a result, dynamic and efficient spectrum
management techniques are necessary for DSA users.

In this dissertation, we investigate the above-mentioned spectrum management issues in
both types of DSA systems, specifically, the spectrum sensing challenges with licensed user
location privacy issues in centralized DSA, and the spectrum sharing problems in distributed
DSA systems. In doing so, we propose novel schemes for solving each related spectrum
management problem and demonstrate their efficacy through the results from extensive
evaluations and simulations. We believe that this dissertation provides insightful advice for
DSA users to solve different spectrum management issues for enabling DSA implementation,
and hence helps in a wider adoption of dynamic spectrum sharing.
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Chapter 1

Introduction

In this chapter, we first introduce a high level overview about DSA. Then we introduce
the spectrum management for DSA systems, including the issues in both centralized and
distributed spectrum management mechanisms. Next, we present the scope of our work and
address our ideas on solving the above-mentioned issues. Finally, the research outline and
work-flow are presented.

1.1 Dynamic Spectrum Access

Radio frequency spectrum is an important and limited resource for wireless communication.
Due to the rapid growth in wireless communication demands, the spectrum is becoming
increasingly crowded. Figure 1.1 strongly reveals this situation.

In traditional spectrum allocation policy, unshared access of fixed bands are given to licensed
users [3]. However, this old allocation policy causes spectrum scarcity problem, where there
is little spectrum left now to allocate to newly emerged communication demands. Moreover,
studies on spectrum occupancy show that many licensed users who own the license of certain
bands are only active for a small percentage of time, which results in plenty of underutilized
spectrum.

Despite of the limited opportunities, actions have been taken towards exploring new unen-
cumbered frequency bands for the use of wireless activities. Meanwhile, the idea of spectrum
sharing has started to attract a great deal of interest from both academia and industry.
Hence, DSA is then proposed to enable the spectrum sharing between 1Us/PUs and SUs to
mitigate the above mentioned spectrum scarcity problem.

There are five spectrum initiatives in the U.S. for enabling DSA [4]: (1) TV bands: Low power
unlicensed users are permitted by FCC to access the unused channels in the TV broadcast
bands (TVWS). A database-driven approach is mandated by FCC in this bands. To obtain
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Figure 1.1: US frequency Allocation Chart [1]

the spectrum access permission, the unlicensed devices must register with a database that
informs the spectrum availability. (2) AWS-3 Band: The auction of AWS-3 licenses in the
1695 - 1710 MHz, 1755 - 1780 MHz, and 2155 - 2180 MHz bands are completed by FCC in
2015. The IUs in this band are federal systems, including the federal meteorological-satellite
(MetSat) systems. To protect the incumbents, the unlicensed users, e.g., the cellular service
providers, operate on this band based on the manual coordination of protection zones. (3) 3.5
GHz Band: The new Citizens Broadband Radio Service (CBRS) is promulgated by the FCC
for dynamic spectrum sharing between government and commercial users in the 3500-3700
MHz (referred to as 3.5 GHz band) [4,5]. This new sharing paradigm allows CBRS devices
(CBSD), which are also called SUs, to opportunistically use the 3.5GHz band in locations
and times where federal IUs are not using this band. (4) 5 GHz Band: FCC intends to
increase the utility of 5 GHz band by modifying the rules of the operation of Unlicensed
National Information Infrastructure (U-NII) to ensure that U-NII devices do not trigger
harmful interference to the IUs of these bands. (5) Millimeter Wave Bands: Non-federal use
of Millimeter Wave Bands, which is commonly known as the 60 GHz band, are promoted by
FCC to improve the use of unlicensed spectrum.

DSA systems deployed in 3.5 GHz band is one of the eminent DSA architectures. This
architecture is composed of a SAS server and an ESC system [6], as shown in Figure 1.2.
ESC system is a distributed network of sensors built to detect the IU’s presence in 3.5 GHz
band and inform SAS with its received signal strength (RSS) of IU signals. SAS is responsible



for granting and coordinating SUs’ access to the spectrum based on the reported activities of
both IUs and SUs. Specifically, SAS cannot allow any SU access the licensed channel unless
it can be concluded from ESC-provided IU sensing results that no harmful interference to the
[Us will be triggered by the SUs’ transmission. In this way, DSA can utilize the considerable
amount of underutilized spectrum [7].

SuU

SAS Server

I

I

I

I

< —I—>

I

|

I

I

I

B I
I

Figure 1.2: DSA system model in 3.5 GHz.

In terms of architecture design, DSA systems can be categorized as centralized coordinated
and distributed coordinated. In centralized coordinated system, a central controller is re-
sponsible for resource allocation to intended users; while distributed systems allow each
SU to independently collect, exchange, and process the wireless information to utilize the
spectrum resources [8].

1.2 Spectrum Management for Dynamic Spectrum Ac-
cess

DSA is envisioned to provide mobile users the capability to share the radio frequency with
licensed PUs or IUs in an opportunistic manner. Each user in DSA has to face many
challenges [9]: 1. Determine the white space of spectrum; 2. Choose the best available
channel; 3. Coordination among mobile users; 4. Interference protections to IUs. As a
result, dynamic and efficient spectrum management techniques are necessary for DSA users.

Spectrum management is very challenging for enabling DSA which includes four main func-
tions [9]:



1. Spectrum sensing: Before access to any frequency band, SU must detect if there are
primary signals to avoid interference with PU. This goal can be realized through a
powerful sensing mechanism of SU.

2. Spectrum decision: SU chooses an available channel to use after it obtains the sens-
ing information of the presence of PUs. Meanwhile, this allocation decision not only
depends on spectrum availability. There are other factors such as the quality of the
wireless channels and PU-SU coexistence schemes that may also impact the SU’s de-
cision.

3. Spectrum sharing: As multiple SUs want to share the wireless channel simultaneously,
a coordination of SU transmissions such as a media access control protocol must be
utilized to avoid collisions.

4. Spectrum mobility: Once the SU transmissions on a specific channel are paused due
to the presence of IU, the SUs should be able to switch between the available bands to
continue their communication.

Based on different architecture designs for DSA systems, spectrum management can also be
deployed in centralized or distributed manner. There are different challenges for spectrum
management in centralized and distributed DSA systems, as covered in the next subsections.

1.2.1 Issues in Centralized Spectrum Management

In centralized spectrum management, a central controller will make the decision for SU
resource allocation based on the collected spectrum usage information of IUs as well as the
channel state information of SUs.

The first issue in a centralized spectrum management system is spectrum monitoring. A
centralized system demands accurate and comprehensive monitoring of the constantly and
rapidly changing spectrum usage information in its service area. Building such a powerful
spectrum monitoring infrastructure in DSA systems [10] is difficult. Hence, researchers have
proposed many crowdsourcing techniques for centralized spectrum management. Crowd-
sourcing takes advantage of sensors embedded in mobile smart devices of individuals to
perform complex sensing tasks, such that the burden on spectrum monitoring is spread to
each SU and hence the need of an dedicated monitoring infrastructure is removed. Such
system requires highly efficient data collection and processing algorithm because the com-
putational resource of each SU is very limited, and the SU’s daily operation should not be
influenced at any time.

The second issue is scalability. The heavy computational overheads and communication
overheads over the central controller make the system hard to scale.



Finally, the privacy of IUs is also a concern for many DSA systems where operation security
of IUs are critical demands. This is because the spectrum sensing results may reveal the
location and operation status of IUs. While encryption is a common solution to prevent an
adversary eavesdropping on sensing results that are transmitted to the central controller, the
additional encryption operations further increase the computational overheads. Furthermore,
the central controller is not necessarily operated by a trusted party. Hence the possibility of
its being compromised by an adversary means that an adversary may still gain access to the
sensing results despite encryption on the communication channel and threaten the privacy of
[Us. The current proposal in 3.5GHZ from FCC uses ESC system to mitigate this OPSEC
challenge. Because the location and activity information of IUs are not directly revealed
to SAS, such an ESC-based system can provide some simple and basic OPSEC protection.
However, we argue that the OPSEC protection in ESC-based system is not enough for highly
sensitive TU operation data. ESC-based system will still send TU sensing results (i.e. RSS
measurements) to SAS, which can then be used to derived IU locations through RSS-based
radio localization. This can create potential OPSEC violation if either SAS or ESCs are
compromised by adversaries.

1.2.2 Issues in Distributed Spectrum Management

In distributed systems, SU can make a decision on spectrum access independently and au-
tonomously [8]. Since each SU has to collect information about the ambient radio environ-
ment and make its decision locally, SUs will consume more computational resources than
that are consumed by SUs in centralized system [8]. Also, it is difficult for SUs to make an
optimal decision independently only based on its local information. Moreover, the amount
of signaling overhead may get prohibitive as network dimension increases. Furthermore,
considering the IU privacy issues, there should not be any IU sensitive information that are
transmitted to potentially untrusted components even though frequent control message and
information exchanges often exist in distributed systems. Therefore, how to design a system
which can achieve the global optimal of its own objective as well as can satisfy each user’s
QoS requirement and IU privacy demands becomes a major difficulty.

1.3 Scope of the Work

In this work, for centralized DSA systems, we provides solutions for two issues: sensing and
IU privacy protection. For sensing, we focus on crowdsourcing based spectrum monitoring
to search for the idle bands for SU access. In our algorithm, the mobile SUs act as both
users of available spectrum and moving spectrum monitoring devices to achieve efficient and
low-cost spectrum monitoring at a large geographical scale. For IU privacy protection, we
address the IU OPSEC problem through the use of smart antenna on the IU side. Our
scheme ensures that even when either SAS or ESCs are compromised, the location privacy



of both static and mobile IUs are still protected.

For distributed DSA systems, we mainly focus on the distributed SU power control within
the spectrum sharing problem. Two primary challenges for power control in DSA scenarios
are: (1) to guarantee IU’s received interference below some tolerable limit during the simul-
taneous transmission of IUs and SU transmitters; (2) to protect IU’s operation privacy. In
this dissertation, we propose two power control schemes to overcome these challenges, which
alm at minimizing system’s power consumption and maximizing sum of SU rates in uplink,
respectively. Both schemes satisfy the IU’s interference requirement and the SUs’ QoS re-
quirements (e.g., the SUs’” minimum SINR requirements and transmit power constraints),
while do not reveal any sensitive IU information.

1.4 Research Outline

In this section, we outline the research topics discussed in this dissertation.

1. Part I (Background & Introduction):

e Introduction

— In this chapter, we first provide a high level overview about DSA. Then we
introduce the issues in both centralized and distributed spectrum manage-
ment mechanisms for DSA systems. Next, we show the related topics of our
work and address our ideas on solving the above-mentioned issues. Finally,
research outline and work-flow are presented.

e Background

— This chapter describes the technical background about spectrum monitoring,
IU location privacy protection and power control algorithms, as well as a
literature review related to each topic.

2. Part IT (Spectrum Sensing Issues in Centralized Dynamic Spectrum Access):

e Crowdsourcing Spectrum Monitoring at A Large Geographical Scale

— Spectrum monitoring is one major approach to search for the idle bands for
SU access. In this chapter, we propose a crowdsourcing based spectrum moni-
toring scheme to share the central controller’s computational overhead during
spectrum monitoring. In our algorithm, mobile SUs act both as users of avail-
able spectrum white space and moving spectrum monitoring devices. With
a central controller coordinating a large amount of commodity secondary
mobile devices through our proposed algorithm, our algorithm can achieve
low-cost spectrum monitoring at a large geographical scale. Our algorithm is
simulated based on real world spectrum occupancy data.



e Preserving Incumbent User’s Location Privacy Against Environmental Sensing
Capability

— In this chapter, both static and moving IU’s location privacy problems are
formulated and are solved through the use of smart antenna on the IU side.
The proposed scheme adjusts IU’s radiation pattern and transmit power to
tune the antenna gains of an IU transmitter dynamically, such that it creates
uncertainty in an [U’s location. We give a thorough availability analysis which
provides insightful advice for IU to preserve its location privacy against ESCs.
Our scheme ensures that even when either SAS or ESCs are compromised,

the location privacy of both static and mobile IUs are still protected.

3. Part III (Power Control Strategies in Distributed Dynamic Spectrum Access):

e Distributed and Secure Power Control for Secondary Users in Dynamic Spectrum
Access

— In this chapter, we formulate the problem of SU transmit power control in
distributed DSA system and propose a distributed SU power control algo-
rithm. Our scheme achieves the energy consumption minimization. It can
enable SINR-guaranteed coexistence between SUs and 1Us and protect IUs
from harmful interference, while requiring no information directly from IUs.
ESC’s local measurements of IU signals also undergo a security masking pro-
cess to ensure IU location cannot be derived from its outputs, providing strong
privacy protection for IUs. Our scheme’s convergence and stability proper-
ties, as well as its privacy-protection strength, are both theoretically analyzed
and experimentally demonstrated through simulations.

e Distributed and Secure Uplink Power Control in Dynamic Spectrum Access

— In this chapter, we develop secure and distributed transmit power control
algorithm to achieve the optimal uplink utility in DSA networks. Our al-
gorithm enables optimal SU power allocation to maximize the sum of SU
rates. The desired SINR of SUs are guaranteed to maintain effective commu-
nication, while no security sensitive information is required to avoid harmful
interference at IUs. Convergence and stability properties of the algorithm
are analyzed and demonstrated. Our scheme only requires locally observ-
able measurements and processed insensitive information provided by BSs.
Finally, simulation results are presented to validate the effectiveness of our
proposed algorithms.

4. Part IV (Future Work and Conclusions):

e Future work is discussed in this chapter.

e This chapter gives a conclusion of this work.

Figure 1.3 shows the relations between different chapters in this dissertation.
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Figure 1.3: The dissertation organization.
1.5 Main Contributions

This dissertation presents novel solutions to the spectrum management issue in both cen-
tralized and distributed DSA systems.

First, we present a novel crowdsourcing based spectrum monitoring algorithm for a large
geographical area that leverages the power of masses of commodity mobile devices [11].
The system accurately predicts future spectrum utilization depending on the past spectrum
occupancy patterns, and intelligently schedules the spectrum monitoring tasks among mobile
secondary users accordingly, so that the energy of mobile devices can be saved and more
spectrum activities can be monitored. Besides the existing spectrum access patterns, our
algorithm can also capture the unknown patterns where no historical spectrum information
exists. Compared with existing works related to spectrum monitoring, our algorithm reduces
the cost for spectrum monitoring and improves the efficiency. Our work is the first that
leverages the idea of crowdsoucing in a spectrum monitoring system with intelligent task
scheduling algorithms to coordinate among mass mobile devices.

Second, because the central controller usually requires IU presence information obtained
during spectrum sensing to accurately allocate the spectrum resources, IU privacy protec-
tion becomes a primary concern in spectrum management. We argue that the protection
provided by current ESC-based systems is not enough for highly sensitive IU operation data,
since ESC may also be compromised. Specifically, IU location information is often highly
sensitive and hence it is preferable to hide its true location under the detection of ESCs.



10

In this chapter, we design novel schemes to preserve both static and moving IU’s location
information by adjusting IU’s radiation pattern and transmit power. With our schemes,
large biases are introduced to IU location estimation results generated by the adversary.
Our problem formulation and analysis provide insightful advice for IU to preserve its lo-
cation privacy against ESCs. Moreover, our scheme doesn’t require IU participation or a
third party. It needs little computational overhead and is also simple for implementation.
Simulation results show that our algorithm enhances IU location privacy protection even in
the worst case where ESC are all compromised.

Third, as centralized systems must face several fundamental issues, in many scenarios, dis-
tributed systems are required. Hence, we also investigate the spectrum sharing issues in
distributed DSA, specifically the power control problem. We propose two novel distributed
SU transmit power control algorithms with different objectives, one of which aims at min-
imizing the system energy consumption and another achieves the optimal uplink network
utility. Our schemes can enable SINR-guaranteed coexistence between SUs and IUs and
protect IUs from harmful interference, while requiring no information directly from IUs.
ESC’s local measurements of IU signals also undergo a security masking process to ensure
IU location cannot be derived from its outputs, providing strong privacy protection for IUs.
To the best of our knowledge, our algorithms are the first two power control algorithms that
meet the CBRS operational security requirements for 3.5 GHz DSA.

1.6 Chapter Summary

In this chapter, we provide an overview and background of the spectrum management for
DSA systems. We discuss the spectrum monitoring issues and the IU location privacy issues
on centralized spectrum management, and then introduce our ideas on solving SU power
control problems in distributed spectrum management. Finally, the organization and outline
of the dissertation are listed.



Chapter 2

Background

This chapter presents the technical background and literature review related to the disser-
tation topics.

2.1 Spectrum Monitoring in Dynamic Spectrum Ac-
cess

As mentioned above, SU must detect the presence of IU before accessing the idle bands.
One major way to search for the idle bands for SU access is spectrum monitoring. Spectrum
monitoring is a powerful tool that help users effectively manage the frequencies to avoid
improper usage and determine the sources of interference.

In centralized DSA, there are some dedicated spectrum monitoring observatories and sta-
tions providing detailed spectrum occupancy information. These systems keep scanning the
spectrum, and extract useful information, which will be finally stored in various spectrum
databases. Spectrum occupancy pattern is a common type of the extracted information.
Each pattern represents the spectrum utilization block in both time and frequency domain.
It is a time-frequency representation of corresponding PU’s behavior.

Nevertheless, there are two crucial disadvantages of the old systems and monitoring ap-
proaches. Firstly, today’s spectrum observatories are not widely deployed and are mostly
installed by government or well-capitalized enterprises due to the expensive and cumbersome
hardware that is difficult to manipulate. Secondly, most of these systems merely scan the
spectrum sequentially which is naive and inefficient.

To address the current limitations, we propose to leverage the power of mass on the concept
of crowdsourcing [12]. Specifically, we let the mobile SUs to act both as users of available
spectrum white space and moving spectrum monitoring devices. With a central controller

11
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coordinating a large amount of commodity secondary mobile devices, we can achieve low-cost
spectrum monitoring at a large geographical scale.

Crowdsourcing based spectrum monitoring face two non-trivial problems: limited energy and
dynamics in crowd distribution. Mobile users have their own daily usage routines. Spectrum
monitoring functions should not interfere with the normal operation of other applications.
Therefore, the energy of the mobile devices that can be spared on spectrum monitoring
is limited. Also, one important characteristic of mobile users is mobility. The number of
devices within an area that can be used to monitor the spectrum varies at different times
and may lead to temporary insufficiency in local device number. Hence, the difficulty lies
in how to achieve the highest spectrum monitoring coverage with the limited energy and
changing number of mobile users.

We solve these challenges by leveraging the PU occupancy pattern. As defined in [13], PU
pattern is essentially a consecutive time sequence of this PU’s signals which represents how
this PU acts in both time and frequency domain. In our study we will use the same definition
of spectrum pattern used in [13].

2.2 Location Privacy Issues of Incumbents in Dynamic
Spectrum Access

Another issue that must be addressed by DSA users is the operation privacy protection for
[Us/PUs. The prosperity of DSA system is contingent on how privacy issues of federal PUs
are handled. On one hand, for the SAS system to accurately grant SUs spectrum access
permissions, it must leverage the presence information of IUs. On the other hand, IUs in
the 3.5 GHz band are mostly military systems, like U.S. naval radars. Locations of these
IUs are highly sensitive. Directly revealing IU location information to the SAS system will
compromise incumbents operation security (OPSEC). These conflicting requirements create
a significant challenge for designing CBRS in 3.5GHz.

From 2015, the Wireless Innovation Forum (WINNF) has been developing requirements to
preserve OPSEC as required by FCC for operation in 3.5GHz band [14]. The current proposal
from FCC uses Environmental Sensing Capability (ESC) system to mitigate this OPSEC
challenge. ESC is a distributed network of sensing devices used for the protection of IUs from
CBSDs’ transmissions [15-17]. ESC systems measure the received signal strength (RSS) of
IU signal and provide such information to SAS. Deriving the IU presence information from
the RSS information, SAS then allocates the unused frequency bands to CBSDs so that it
can guarantee that CBSDs do not have mutual interference with IUs [18]. Since the location
and activity information of IUs are not directly revealed to SAS, such an ESC-based system
can provide some simple and basic OPSEC protection.

However, we argue that for highly sensitive IU operation data, the OPSEC protection in
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ESC-based system is not enough. This is because ESC-based system still sends IU sensing
results (i.e. RSS measurements) to SAS. Such sensing results can be used to derived IU
locations through RSS-based radio localization. This can create potential OPSEC violation
if either SAS or ESCs are compromised by adversaries.

2.3 Power Control in Dynamic Spectrum Access

In a SAS-based DSA system, SAS cannot allow any SU access the licensed channel unless it
can be concluded from ESC-provided IU sensing results that no harmful interference to the
IUs will be triggered by the SUs’ transmission. Power control for secondary networks, thus,
can be a viable way to ensure an SU can obtain such transmission permission to coexist with
[Us. One crucial challenge of designing power control schemes for the DSA system is that
some U information (e.g. IU location information) required in making an optimal power
allocation is sensitive and cannot be revealed to any other user. Therefore, efficient power
control strategies which have been proposed for improving the user performance in mobile
networks cannot be directly applied to DSA networks, because they do not take IU privacy
into consideration. SU power control in DSA networks should protect both the transmission
and privacy of IUs with the highest priority to avoid any deterioration in IU’s performance
or any invasion of IU’s operation privacy.

Fortunately, SU transmit power control aiming at different goals, such as efficient channel
reuse and network utility optimization, is also studied in literature. Several existing works
attempt to partially address the SU power control problem, and they can be classified into
three categories: centralized optimization algorithms, distributed power control algorithms
for SUs only and distributed power control algorithms for all tiers of users. Centralized
optimization algorithms, such as those proposed in [19,20], lack scalability when the num-
ber of SUs in the system is large because the central controller has to coordinate all SUs
and becomes the bottleneck. In addition, the central controller needs to know sensitive IU
operation data, violating IU’s privacy protection demand. Distributed SU power control
strategies, such as [21-23], solves the scalability issues, but is even worse in IU privacy pro-
tection since they have to distribute sensitive IU location and interference level information
to all SUs. Distributed power control algorithms for all tiers of users, such as [24,25], do not
share the IU’s information with SUs, but they assume that all users (including both SUs and
[Us) will participate in the power adaptation procedure simultaneously. Such assumption is
also not feasible in 3.5 GHz DSA since IU operations in this band, which are satellite and
radar, are independent to SU operations and classified. Thus, none of these existing schemes
can properly handle the SU power control problem in DSA.
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2.4 Literature Review

In this section, we review the existing works related to our scope of work including dynamic
spectrum access and cognitive radio, crowdsourcing spectrum monitoring, incumbent user’s
location privacy protection, and power control theory in cognitive radio networks.

2.4.1 Dynamic Spectrum Access

Research on DSA has grown explosively in recent years due to the increasing demand of
spectrum for all kinds of users and services. DSA implementations has attracted much
interest from regulatory agencies (e.g., NTIA, FCC, OFCOM) to various of industrial or
educational standardization forums such as IEEE and ACM [26]. There are plenty of DSA
techniques spanning different areas such as spectrum sensing and sharing from physical layer
to network layer. A survey on DSA can be found in [27].

Research in physical layer includes the topics like spectrum sensing, adjacent channel inter-
ference control and physical layer security challenges and so forth [28-30]. Specifically, high
sampling rate, high speed signal processors and high resolution analog to digital converters
(ADCs) with large dynamic range are necessary hardware requirements of spectrum sensing
for DSA implementations [31].

In MAC layer, there exist many studies focusing on designing MAC protocols to facilitate
DSA. Typical MAC protocol for DSA systems can be categorized into collaborative and
collaborative MAC protocols [32]. In non-collaborative MAC protocols [33], each SU in-
dependently makes probabilistic decisions by monitoring the channels and predicting other
SUs’ behaviors via the proposed reasoning process. Based on different types of negotiation
among SUs that are used to allocate spectrum, collaborative MAC protocols are classi-
fied into sender-receiver negotiation or group negotiation [32]. The core idea behind the
sender—receiver negotiation based MAC protocols is that the sender first sends a request
packet including the available channel list through the common control channel to the re-
ceivers, then the receiver replies with a selected channel based on some proposed decision
making policy. In group negotiation based MAC protocols, the channel information obtained
by each group member will be sent over a common control channel.

Many routing protocols are designed for DSA schemes in network layer. Most of existing
routing protocols for DSA networks are traditional multi-channel routing protocols with
spectrum-awareness adding into path selection, and joint routing protocols are utilized for
spectrum assignment to select a path for upper layer protocol [34].

Cross layer design is also an emerging topic in DSA. For example, [35] and [36] present
a physical-network cross-layer resource allocation design for overlay DSA, [37] provides a
physical-network cross-layer scheme based on DQN for an ad-hoc secondary network working
with underlay DSA.
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2.4.2 Crowdsourcing Spectrum Monitoring

Mobile crowdsensing (MCS) is increasingly growing in popularity due to the extensive use
of sensor-equipped mobile devices, and has been adopted in a diverse of sensing applications
ranging from environment monitoring to human activities detection [38]. This paper mainly
focuses on MCS works related to the real world spectrum monitoring. These works can be
categorized into two aspects: (1) Hardware implementation [39,40]: These existing works
have built the hardware prototypes for distributed spectrum monitoring systems using com-
modity mobile devices. However, these papers do not address how to manage their systems
for optimal monitoring performance. (2) Spectrum monitoring based on fized sensors [2,41]:
These works assume spectrum sensors are dedicated and fixed devices. Their sensor coor-
dination schemes are also simply letting each sensor to sequentially scanning the spectrum.
An exception to this is a smart scheduling algorithm proposed in [13]. But this work is
only designed for a single fixed sensor. Our work is the first that designs a crowdsoucing
based spectrum monitoring system with intelligent task scheduling algorithms to coordinate
among mass mobile devices (e.g. smartphones with spectrum monitoring capability).

To participate in crowdsourcing spectrum monitoring, mobile users would naturally expect
certain payoff for the consumed time and energy. This situation requires effective incentive
mechanisms. It is divided by [42] into the following categories: (1) Incentive schemes designed
for collecting certain number of data samples through adjusting the reward [43,44]. (2)
Incentive schemes based on quality [45,46]: in this kind of schemes, not only the quantity and
cost of collected data but also the quality are taken into consideration. (3) Incentive schemes
considering the Qol and credibility of the collected data [47,48]. These existing incentive
schemes for attracting users to participate in crowdsourcing tasks are complementary to our
spectrum usage monitoring system. We can adopt any one of them in our system.

Other related existing works focus on how to classify PU patterns [49,50] and how to predict
future spectrum utilization [49,51]. PU pattern classification and prediction are also required
in our system, but they are not the emphasis of this work. We apply a classic pattern
classification method for PU pattern classification [52] and adopt an approach from [13] for
future pattern prediction.

2.4.3 Incumbent User Location Privacy Protection

In terms of privacy protection in DSA, there is a wealth of literature done to protect IU’s
location privacy. Works in [6,53-57] assume that IUs participate in the spectrum allocation
process, by adding noise or distortion on their location data or encrypting the data using
homomorphic cryptosystems. Such a design is impractical in many DSA systems since it
demands modification of IU designs. The work in [58] does not assume IUs’ participation
in spectrum allocation and leverages a proxy re-encryption scheme to encrypt the ESC’s
input to SAS. But this scheme requires a central trusted Key Issuer to distribute keys to
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SUs and ESCs. It is not clear how an IU can trust such a Key Issuer. In addition, the heavy
encryption schemes used in [58] lead to high computation and communication overhead,
where communication overhead and handling time per SU operation permission are in the
magnitude of hundreds of MB and thousands of seconds, respectively. Such high overhead
makes the scheme not scalable. Moreover, in an ESC-based DSA system, IU location data
will not be sent to SAS. Instead, SAS obtains received signal strength indication (RSSI)
measurements of 1U signals from the ESC.

In an RSS-based localization system, there are multiple signal receivers placed at specific
locations which measure the RSS of wireless nodes and report the measurements to the
system [59]. These signal receivers are referred as ”"anchors”. Localization algorithms are
then used to compute location estimates based on anchor measurements. In DSA scenario,
ESCs are the anchors measuring the RSS of incumbent transmitters and may potentially use
this information to localize the transmitter. As previously discussed, IU location privacy is
often highly sensitive, and thus the question becomes: is it possible for an IU to make its
location or moving trajectory undetected even under ESCs’ localization measurement?

Fortunately, most of the robust RSS based localization schemes all have limited effectiveness
no matter what statistical methods they use [60]. In addition, [61] has shown that it is
possible to spoof the location of a radio transmitter through tuning its antenna patterns.
However, [61] assumes that the radio localization system believes the targeted transmitter is
using omni-directional antenna and the localization system is unaware that the transmitter
can tune its antenna pattern. In addition, [61] does not provide any strategy in terms of
how a radio transmitter can best hide its location. Our scheme, on the other hand, does
not rely on the assumption that the adversary is oblivious to the [U’s capability of radiation

pattern tuning. Our scheme also provides best privacy-protection strategy for both static
and mobile IUs.

2.4.4 Secondary User Transmit Power Control

Several existing works can partially address the optimal SU power control problem in DSA,
and I will discuss them in three categories: centralized optimization algorithms, distributed
power control algorithms for SUs only and distributed power control algorithms for all tiers
of users.

In the first category [62-65|, several centralized algorithms are proposed to achieve the op-
timal power allocation. These algorithms either offer some theoretical and mathematical
solutions such as convex relaxation and branch-and-bound methods to the target optimiza-
tion problem, or provide some centralized strategies with a central controller to manage the
transmit power of all SUs within its coverage. The theoretical solutions provide no indi-
cation on the implementation, and centralized algorithms lack scalability when the number
of SUs in the system is large because the central controller has to coordinate all SUs and
becomes the bottleneck. Also, SU and IU privacy is a concern in centralized power con-
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trol because the central controller needs to know the location information and operation
states of SUs and IUs. For example, to handle the constraint on IU’s received interference,
the theoretical methods or central controller in a centralized method need to measure the
channel gain between SU and IU, and this is impractical in 3.5 GHz DSA because it leads
to the failure of CBRS operational security (OPSEC) as described in [66]: "It is required,
for OPSEC purposes, that ESCs and SASs not reveal any information pertaining to the
movement or position of any federal system. Thus, ESC operators and SAS Administrators
interfacing with one or more ESCs must ensure at all points in their design that the location
of incumbent activity cannot be accurately estimated or tracked.”

Second group of approaches [67-72] focus on distributed SU power control strategies, where
SUs distributively adapt their transmit power based on some optimal formulation with target
objective functions and constraints. Only locally observable measurements and received
information are used for SU power adaptation. This type of algorithm solves the scalability
issues, but is even worse in IU privacy protection since they have to distribute sensitive
IU location and interference level information to all SUs. Many of them assumed that IU’s
location is known to all SUs and hence each SU can locally measure the channel gain between
IU and itself. Some even need to put a genie near an IU to obtain the interference level at
the IU’s location. Thus, these algorithms will not be compatible with the strict IU operation
privacy protection requirement in the 3.5GHz DSA system.

Algorithms in the third category [24,25] distributively adjust the transmit power of different
tiers of users (including SUs and IUs) simultaneously to achieve maximum network utility.
They developed the cognitive radio network duality which decouples the transmit power,
SINR assignment and the interference threshold allocation. IU’s location information is
assumed unknown to SU in their algorithms. However, the assumption that IUs will coordi-
nate with SUs to simultaneously adapt their transmit powers is also not feasible in 3.5 GHz
DSA since IU operations in this band, which are satellite and radar, are independent to SU
operations and classified.

All of the above schemes require IUs to either reveal their private information or actively
join the power adaptation in secondary networks to ensure their received interference will
not exceed an allowable threshold, which violates the CBRS OPSEC requirements in 3.5
GHz DSA. Our algorithm successfully avoids the above problem. It does not require IU to
participate in either information exchange or power adaptation process. In our designs, ESC
does not provide any information directly related to an IU’s location to SAS, it only gives
SAS some masked values indirectly related to IU signal strength.
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2.4.5 Practical assumptions for power control in 3.5 GHz DSA

and the corresponding FCC regulations

As discussed, the assumptions of the existing power control algorithms on U, SU, ESC and
SAS operations are not applicable in 3.5 GHz DSA. Thus, we list the practical assumptions
that are used in our algorithms and the corresponding regulations.

1. SU transmit power adaptation must not cause any harmful interference to IUs.
Regulations:

(a)

(b)

2. IUs’

47 CFR §§ 2.106, 97.303(d), (f): ”Non-federal amateur services operating in the

3.3-3.5 GHz portion of the band must not cause harmful interference to operations
such as radio astronomy stations and stations authorized by other nations for
radiolocation service.” [73]

3.5 GHz R&O and FNRPM, 30 FCC Recd at 3962, para. 4: ”Incumbent users re-

ceive interference protection from Citizens Broadband Radio Service users.” [73]

location information in the 3.5 GHz DSA system is highly sensitive and hence

should not be derived from any messages transmitted at any point of our power control

system.
Regulations:

(a)

CBRS Operational Security: "It is required, for OPSEC purposes, that ESCs and

SASs not reveal any information pertaining to the movement or position of any
federal system. Thus, ESC operators and SAS Administrators interfacing with
one or more ESCs must ensure at all points in their design that the location of
incumbent activity cannot be accurately estimated or tracked.” [66]

3. SAS cannot store or transmit any sensitive information on IU’s location (e.g. channel
gain between SU and IU).
Regulations:

(a)

The FCC Part 96 rules: 796.55 — Information Gathering and Retention — (c) The
SAS shall only retain records of information or instructions received regarding fed-
eral Incumbent User transmissions from the ESC in accordance with information
retention policies established as part of the ESC approval process.” [74]

The FCC Part 96 rules: ”96.63 — Spectrum Access System Administrators — (n)(2)
Ensure that the SAS does not store, retain, transmit, or disclose operational infor-
mation on the movement or position of any federal system or any information that
reveals other operational information of any federal system that is not required
by this part to effectively operate the SAS.” [74]

4. ESC cannot store or transmit any sensitive information on IU’s location.
Regulations:
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(a) The FCC Part 96 rules: 796.67 - Environmental Sensing Capability — (¢)(7) En-

sure that the ESC ... does not store, retain, transmit, or disclose operational
information on the movement or position of any federal system or any informa-
tion that reveals other operational information of any federal system that is not
required by this part to effectively operate the ESC.” [74]

(b) R2-ESC-[SENSOR CONSTRAINTS]: ”The ESC shall meet the following require-

ments:

Sensors shall not store or transmit any time-series data for detecte incumbent
signals.

Sensors shall not store or transmit any incumbent radar signal characteristics
other than the minimum required for incumbent radar activity determination.
Sensors shall not convey timing information whose accuracy and precision is
sufficient to enable geolocation techniques.

Sensors shall only report quantized received signal strength indication (RSSI)
measurements.

Sensors shall not employ highly directional antennas for purposes of precision
angle of arrival (AoA) estimation.

The intent of these requirements is to prevent the ESC from performing any form
of precision geolocation.” [66]

2.5 Chapter Summary

This chapter discussed the technical background of the research topics studied in this disser-
tation, including spectrum monitoring issues and IU’s location privacy problem in centralized
DSA and SU transmit power control strategies in distributed DSA. A literature review of
the topics is also provided.
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Chapter 3

Crowdsourcing Spectrum Monitoring
at A Large Geographical Scale

This chapter studies the topic on crowdsourcing based spectrum monitoring. Spectrum
monitoring is an important way to search for the idle bands for SU access. A crowdsourcing
based spectrum monitoring system for a large geographical area is proposed that leverages
the power of masses of portable mobile devices. The system can accurately predict future
spectrum utilization and intelligently schedule the spectrum monitoring tasks among mobile
SUs accordingly, so that the energy of mobile devices can be saved and more spectrum
activities can be monitored. We also demonstrate our system’s ability to capture not only
the existing spectrum access patterns but also the unknown patterns where no historical
spectrum information exists. The experiment shows that our spectrum monitoring system
can obtain a high spectrum monitoring coverage and low energy consumption.

3.1 Introduction

This section presents an introduction of the crowdsourcing based spectrum monitoring and
the challenges that must be faced.

Spectrum monitoring is a powerful tool in DSA to help SUs access the unused spectrum
white space. The common approach for spectrum monitoring is to build infrastructures
(e.g. spectrum observatories), which cost much money and manpower but have relatively
low coverage. Crowdsourcing based spectrum monitoring face two non-trivial problems:
limited energy and dynamics in crowd distribution. Mobile users have their own daily usage
routines. Spectrum monitoring functions should not interfere with the normal operation
of other applications. Therefore, the energy of the mobile devices that can be spared on
spectrum monitoring is limited. Also, one important characteristic of mobile users is mobility.
The number of devices within an area that can be used to monitor the spectrum varies at
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Figure 3.1: From top to bottom, 4 examples of PU patterns from Cityscape Spectrum
Observatory [2] used in our experiment.

different times and may lead to temporary insufficiency in local device number. Hence, the
difficulty lies in how to achieve the highest spectrum monitoring coverage with the limited
energy and changing number of mobile users.

We solve these challenges by leveraging the PU occupancy pattern. As shown in Figure 3.1,
real spectrum access behaviors exhibit clear patterns. In this figure, a white block denotes a
period of channel idle time, and the dark parts with some bright texture denote the behavior
of active spectrum users. Thus, recorded past spectrum dataset not only can be used to
extract past spectrum access patterns, but also can implicate the future dynamics in spec-
trum access. Thus, our spectrum monitoring system uses a smart scheduling algorithm that
discovers the dynamic patterns of past spectrum activities to improve monitoring efficiency
and reduce energy consumption within this system. Besides existing patterns, our system
also includes an algorithm to intelligently watch for and learn new patterns that have not
been found in past history.

The rest of this chapter is arranged as follows. Section 3.2 explains our system model. Section
3.3 and 3.4 describes how we use pattern information to intelligently assign monitoring tasks
among SUs and how we discover new patterns. Section 3.5 evaluate our schemes.

3.2 System Model

As in Figure 3.2, our system is built upon a model where there are multiple PUs and a large
group of SUs scattered inside a large geographical region. The SUs are controlled by the
central controller. The design of our model is based on two fundamental observations [13]:
(1) PU signal has semi-regular pattern. The spectrum usage pattern represents how PU
acts in both time and frequency domain. Because a PU’s activities will not be completely
random, we are able to find a certain distribution for the corresponding spectrum usage
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patterns. We refer a burst of a PU’s transmission as one PU occurrence and the PU’s
pattern is essentially a sequence of its signal occurrences. In general, the intervals between
consecutive occurrences of a PU have an uneven distribution. (2) PU’s occurrence can be
learned from history. The probability of a PU occurrence appearing within a certain time
period can be calculated using the PU pattern’s probability density function (PDF). Figure
3.3 shows the distributions of the occurrence intervals of 4 different PUs from real spectrum
monitoring trace [2], which shows distributions similar to Gaussian distributions.

[ Central Controller J

Figure 3.2: Our system model.

We assume some PUs are static and some PU can be mobile. All SUs are assumed to be
mobile. According to [40], there already exist several distributed spectrum monitoring pro-
totypes built on smartphones. Hence, we can also assume all SUs have spectrum monitoring
capabilities.
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Figure 3.3: PDFs of 4 kinds of pattern interval 7.
3.3 Existing PU Pattern Monitoring

In this chapter, we deal with two types of PU activity patterns. The first type is called
existing PU pattern, which refers to on-going PU transmission activities that also appeared
in the past and hence were recorded. The second type is called unknown PU pattern, which
refers to PU transmission activities that are not included in existing recorded dataset. In
this section, we discuss our existing PU pattern monitoring scheme. In section 3.4, we will
outline unknown pattern monitoring.

Existing PU pattern monitoring leverages PU activity history in the spectrum databases for
future spectrum monitoring. However, the PU activity information in these databases are
all raw data. Therefore, a PU pattern classification procedure is required to identify existing
PU patterns and compute the statistical distribution of occurrences in each pattern.

We extract PU patterns from existing PU activity datasets by the following two steps. First,
we obtain the raw in-phase and quadrature (I/Q) information from the datasets and generate
time-frequency occurrences. Second, we group PU occurrences into pattern groups based on
similarity of the occurrences in frequency and time domain. The similarity is characterized
by a 2D cross-correlation function [75] as:

X v
Py o Py(z,y) = ZZPlsz2x+z y+7), (3.1)

=0 j=

where Py, P; denote two occurrences, (X, Y') represent the discretized size of each occurrence
at time and frequency domain, and the z, y denote the shifts of P, in time and frequency
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respectively. If two occurrences have a high cross-correlation, they are very similar in both
time and frequency domain, thus they can be considered as in the same pattern.

For each existing pattern identified in the above process, we derive the statistical distribution
of intervals between neighboring occurrences. Based on these distributions, a smart schedul-
ing algorithm then assigns targeted monitoring tasks of existing PU patterns among SUs,
so that we can reduce the energy consumption of PU monitoring. Essentially, our existing
PU pattern monitoring algorithm leverages the fact that efficient monitoring of known pat-
terns does not need to monitor every frequency band all the time. It can perform targeted
monitoring only on time and spectrum range where the patterns have a chance to occur.

Three approaches for existing PU pattern monitoring are proposed as follows: The method
named ideal optimal assignments is explained in Section 3.3.1. This method generates the
optimal monitoring assignments under ideal and unrealistic assumptions. Its performance
is treated as the upper bound for other approaches. A heuristic algorithm is presented in
Section 3.3.2. It can be regarded as a substitute to ideal optimal assignments with realistic
assumptions

3.3.1 Ideal Optimal Assignments

The core of existing PU pattern monitoring is essentially the problem of coordinating SUs
to achieve the optimal monitoring assignments based on PU occurrence time.

Consider a case where K PUs are scattered on a certain area, and N SUs are moving inside
the area. K PUs generate a total number of M PU occurrences within a certain long period
of time T' (e.g. a day). The appearance time of the kth occurrence is denoted as Tfppear and
assume the indexes of the occurrences are sorted in ascending order of their occurrence time
(ie. j <k —=T] oor < Tk car) The energy budget in any SU i at time ¢ for monitoring jobs
is the energy left by all the other applications and is denoted as E;(t) . For SU i (i € [1, N])
and occurrence j (j € [1, M]), define A7 = 1(0) as (not) assigning SU 4 to detect occurrence
j. L? denotes the relation of SU i and occurrence j such that L] = 1(0) represents that SU
i is (not) close enough to detect occurrence 7. When monitoring the spectrum, SU devices
require a short period of lead time to switch to a targeted frequency band, which is called a
switching delay sd. Sensing duration dt is the time that an SU needs in sensing an occurrence
of PU transmission. Monitoring power p; is the power used when SU is active on spectrum

monitoring.

Ideally, given all the parameters mentioned above, the problem is essentially to optimally
assign the SUs to monitor all of the PU occurrences while minimizing the total energy
consumed by monitoring assignments, which is formulated as the optimization Problem 1 in
Table 3.1. Sometimes due to the lack of SU devices or available energy for monitoring, the
optimal formulation in Problem 1 becomes infeasible. If this happens, the goal of optimal
assignment changes into finding an SU monitoring schedule that maximizes the number of
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Table 3.1: Ideal optimal assignments
Given: L!, E; fori € [1,N], j € [1, M]
Sd7 Tappeara Di, dt
Find: A’/

Problem 1: Minimize Energy Consumption
Minimize: Z;\il SOV AL xdt < p;
Subject to:  (3.2), (3.3), (3.4), (3.5)
Problem 2: Maximize Monitored Occurrences
Maximize: E]]\il SN Al
Subject to:  (3.2), (3.3), (3.4), (3.6)

PU occurrences that are monitored. This can be formulated as the optimal Problem 2 in
Table 3.1.

There are four constraints for optimal formulation in step 1. The first constraint specifies
that each SU only has a limited monitoring range. During assignments, SU ¢ cannot be
assigned for occurrence j if occurrence j is out of SU ¢’s geographical sensing range, which
can be formulated as:

if L) =0,then Al =0, foriec[1,N], j€[l,M]. (3.2)

The second constraint indicates that one SU can only be assigned at most one time to
monitor one PU occurrence among the occurrences that appear within a period shorter than
switching delay. This can be formulated as:

if j<kandTF  —TI < sd + dt, then

appear appear

k
‘ 3.3
Y A< fori€[1,N], j, ke [1,M] &

J1=j

The third constraint needs to ensure that PU monitoring should not deplete energy for other
SU normal activities. Thus, this constraint states that the algorithm can only use the leftover
energy from other applications, as expressed as:

J1
ij ith<E¢Tglear+dt,
; i P < Ei(Tap ) (3.4)

foriel[l,N], j1 €[l,M]

The fourth constraint ensures that each PU occurrence should be detected by at least one



27

SU, as shown as:

N
Y Al>1, forje(l,M] (3.5)

i=1

When the formulation in Problem 1 is infeasible, we will execute the formulation in Problem
2. The constraints for Problem 2 are the same to Problem 1 except for constraint (3.5).
Under Problem 2, the last constraint states that an SU should not be assigned to monitor
the same PU occurrence twice. This can be formulated as:

N
Y Al <1, forje(1,M] (3.6)
=1

3.3.2 Fast Heuristic Algorithm

Note that the optimal assignment problem 1 and problem 2 in the last subsection only
provide an upper limit on the performance of SU assignment algorithm. This is because
they demand that the appearing time of every future occurrence and the leftover energy at
every SUs are precisely known, which is impractical. Thus, in this subsection, we propose a
heuristic algorithm based on uncertain future as a practical solution for existing PU pattern
monitoring. This heuristic strategy can handle the uncertainty in the time and frequency
information of PU occurrences and energy budget. Note that when there is uncertainty in
PU occurrences, an SU may need to monitor a frequency band for a much longer amount of
time than the sensing duration dt while listening and waiting for the possible PU occurrence
to appear. Thus, the essence of our heuristic approach is to heuristically allocate the energy-
limited monitoring time so that we can maximize our statistical coverage of PU occurrences
in a short period T, from the current time. The heuristic computation is then repeated at
the beginning of every Ty, as time progresses. In the following, we describes the detail of
this heuristic approach.

To maximize the monitoring tasks’ statistical coverage of PU occurrences, the first step is
to analyze the statistical distribution of PU occurrences. As in Figure 3.3, the occurrence
time of each pattern will follow a certain distribution which can be learned from history.
Probability that a PU occurrence appears within a certain time range can thus be computed
based on the distribution. If we assign SU’s limited monitoring time to span only those time
ranges with high occurrence probability, we can maximize our coverage.

We define the time between two consecutive occurrences of a same pattern as the pattern in-
terval 7. The statistical distribution of 7 is computed based on this pattern’s historical data.
Its mean ;v determines the mean occurrence interval, and standard deviation o measures the
variation of occurrences intervals in each pattern.

As in Figure 3.4, the distribution of 7 can be used to generate a reliable future occurrence
sequence in Ty, Assuming 1. is the last time where we observed a PU pattern’s occur-
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rence, distribution of the pattern’s k;, future occurrence after 7;,,; can be computed as the
PDF function in Figure 3.5 with the mean shifted to ku + Tj,s;. The cumulative density
function (CDF) for each PU pattern is calculated based on PDF function. We then assign
an SU monitoring time to maximize the probability of occurrence detection based on the
CDFs.

Tste
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Figure 3.4: Future occurrences of the pattern after 7;,,; can be computed as PDF function
with its mean shifted to ku + Tj,s. Here, different color represents occurrences in different
patterns.

Since the exact energy budget for monitoring (i.e. leftover energy of other applications) is also
uncertain, a prediction of energy budget for spectrum monitoring in the current 7y, is also
needed to figure out the limit on monitoring time in each SU. In our heuristic optimization,
the prediction is based on profiles of mobile device usage. Using the usage information,
at the current time ¢, we can predict the time when the next charging event will happen,
denoted as Tiparge , and other applications’ future energy consumption till the next charging
event, denoted as Eqy,(t). We can also obtain the current battery energy Ejpqery(t). Hence,
the energy budget for each SU per T, can be estimated by

lagaﬁery( ) lEépp( )
total number of Tseps before T,

Ei(t) = , (3.7)

charge

We further suppose that SUs report their locations at the beginning of each T, and they
will stay adjacent to this location within Ty, Thus, the relation L] between SU i and
occurrence j can be computed using the location information.

Essentially, the heuristic algorithm is an iteration method to quickly generate the assignments
with limited loss in coverage for this Ty, time. The heuristic algorithm has two steps: step 1
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is to identify segments as assignment units to simplify the PDF of each predicted occurrence;
step 2 is the segment-based SU scheduling.

Step 1: In step 1, we first divide the PDF of a PU occurrence from the center into 7
sensing segments, and each segment has a length of a standard deviation o of the PDF
as shown in Figure 3.5. Assuming that PU occurrences follow a PDF similar to normal
distribution, which has been validated in analysis of PU behaviors as shown in Figure 3.3,
the probability that an occurrence appears outside of the 7o range can be approximated as
0. Each segment is the smallest time unit considered in our scheduling algorithm. Given
the energy that should be reserved for each SU at each Ty.,, the goal of our scheduling
algorithm is to properly utilize the energy within each T, to monitor as much segments
as possible for all pattern occurrences in Ty.,. If each segment of every occurrence has an
assigned SU to monitor the corresponding PU’s activity, then all PU activities will almost
surely be captured by our scheduling algorithm.

1st occurfen

PDFA 2nd occurrence

time

- ] >
(h-1)-th Tstep ' ¢ h-th Tstep

Figure 3.5: An example showing how we divide the PDF into 7 portions. The interval
between 2 consecutive dash lines are a portion of o.

Step 2: In step 2, we assign SU’s monitoring jobs in unit of segment. There are two
scheduling cases for each segment: (1) If there exists any SU that is capable of monitoring
the PU for the entire sensing segment, the task of this segment will be allocated to a single
SU. (2) For the segment with no feasible assignment, we will use best effort assignment
strategy.

For both cases, we first compute the relation LZ at the beginning of T.,. Based on Lz, we
can obtain a list of SUs which are close enough to detect a PU j’s signal. For each segment
of a PU occurrence, we further narrow down the SU list to only include those with sufficient
energy and have no other on-going monitoring assignment to cover the entire segment. If the
resulted list is not empty, we have case 1 and use a metric rewardﬁ ; for picking the best SU
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from the list to monitor the target segment. The higher the value of rewardﬁ ; 18, the more
preferable that SU i is for monitoring segment k& of PU j’s occurrence. When we cannot
find any SU that has adequate energy or time to sense an entire segment, we have case 2
and will use best effort strategy. In this case, SU with the largest reward metric rewardﬁ j
will provide its best effort to cover as much of the segment as possible, and then leave the
rest of the segment to the SU with the second largest reward and so forth, until the segment
is entirely covered, or there is no assignable SU left. Essentially, the two cases described
above ensures that we first try to assign a single SU to monitor an entire segment before
we resort to the best effort assignment that assigns monitoring tasks with finer time span.
This preference for larger time unit in assignment is because an SU needs to pay the cost
of switching delay. Thus, assignment of an SU to monitor a too small time period is not
efficient in terms of monitoring time management.

For both cases, we use a metric rewardf; ; for picking the best SU from a list of SU candidates
to be assigned to monitor the target segment. This Tewardi-f ; is designed to be a product of
three factors as follows:

rewardﬁj = W;kj x B; x valuel, (3.8)

where VVZ"“] denotes SU 7’s relative profit of sensing the segment k£ of PU j’s occurrence

comparing to the choices of monitoring the segments of other PUs’ occurrences; Ualueg
denotes how valuable is SU 4’s potential monitoring service for occurrence j comparing to
the other possible choices of SUs for this monitoring job. The calculation for energy budget
E; follows equation (3.7). W}, is computed as below:

wﬁj = probf X Lf; VVZkJ = wll-fj — mafoif wij >0 (3.9)
where prob? is the probability that an PU j’s occurrence appears in segment & , wéf ; denotes
the absolute profit (i.e. chance of capturing an occurrence) if we assign SU 4 to monitor
segment k of PU j, and mafo is defined as the largest w value that can be obtained by
SU ¢ if SU 7 spends segment k’s time to monitor other PUs occurrences instead of PU j’s
occurrence. Mathematically,

mafo = max wﬁLéOf}m,W,j satisfying L7 = 1, (3.10)
Jm ’

where Oﬁ’lm = 1 if segment k of PU j’s occurrence time overlaps with segment m of PU

[’s occurrence time and O;’Zm = 0 for other cases. Essentially maxI/Vf is a loss that should
be taken into account for relative profit calculation because an SU cannot simultaneously
monitor multiple PUs. If an SU is allocated to monitor a segment of one PU, it will lose the
probability of capturing occurrences of other PUs.

The design of the value{ is based on the following rationale. Assuming an SU ¢ is able to
hear more than one PUs’ signal, the urgency of mandating SU ¢ to monitor a particular PU
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j’s segment is related to the number of SUs within the area that can also sense PU j’s signal.
If many SUs can detect PU j’s signal, then it is not a big issue to arrange SU ¢ to sense
other PUs’ signal since it is easy to find alternative SUs for the monitoring task of PU j.
Thus, the value] will be small in this case. Based on this reasoning, we define:

X.

=1 (3.11)
ZlES(i) X

where X; denotes the number of SUs that can hear PU j’s signal and S(i) is defined as the
set of PUs whose signal can be heard by SU 1.

value! =1 —

At the beginning of each T, we determine which case will be encountered and then perform
the reward metrics computation. The procedure will be repeated for each Ty,.

3.4 Unknown PU Pattern Monitoring

So far, we only mandated SUs to monitor the PU patterns occurred in the past. However,
historical information will grow inaccurate as time goes by due to PUs’ spectrum access
behavior change and mobility, which will finally degrade the performance of our proposed
system. To keep our system updated with PU dynamics, we also need to discover new PU
patterns, which is defined as pattern exploration in [13].

Using unknown pattern to represent new PU patterns that are not included in our existing
pattern dataset, our design aims to watch as many unknown patterns as possible while stably
monitoring the occurrences of existing patterns.

3.4.1 Heuristic Algorithm based on SU Location

Suppose that after finishing existing pattern detection at the beginning of each T,, some
SUs may still have extra remaining energy and idle time to be utilized for detecting unknown
PU occurrences. Optimal assignments for this scenario can be generated using the same
optimization formulation as in Table 3.1 of Section 3.3.1, except that occurrence ¢ in this
formulation means unknown pattern occurrence ¢. Again, the optimal assignments strategy
assumes an ideal situation where pattern occurrence sequence and the locations of all SUs
and PUs are known beforehand.

Due to the optimal assignments’ unrealistic assumptions, we propose another heuristic algo-
rithm for unknown PU pattern monitoring. The core of this algorithm lies in: (1) Without
any prior information on new PU patterns, SUs randomly scan the spectrum to capture new
PU occurrences. (2) If any new occurrences are detected, the central controller will quickly
model the distribution of intervals between new occurrences, so that future monitoring job
assignments on new PU patterns can be more targeted and accurate.
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The design of the heuristic algorithm has five parts: grouping SUs based on locations,
deciding SUs’ monitoring schedule, random monitoring, targeted monitoring, and updating
patterns in existing pattern sets.

Group SUs based on locations

Intuitively, different SUs will have high correlation in sensing outputs if they are geograph-
ically close enough. We define the SUs whose sensing ranges have adequate overlap as one
group, closeby SUs belonging to the same group are considered to monitor the same area. We

treat the SUs in a group as an aggregate for monitoring jobs to reduce energy consumption
of each SU.

There is a trade-off between energy consumption and sensing accuracy when choosing the
overlap threshold. On one hand, smaller overlap threshold may result in a loss of sensing
coverage since the algorithm may not detect new PU signals that only occurred in the
non-overlapping area. On the other hand, the number of SUs in a group decreases as the
threshold increases, which means an SU will need to spend more energy and time to handle
this group’s monitoring tasks. In this work, we set the overlap threshold to 80% of a device’s
sensing range. This value is adjustable based on the desired level of trade-off between energy
consumption and sensing accuracy.

Decide SUs monitoring schedule

For each group, we need to decide the monitoring schedule of SUs inside it to maximize
the aggregated monitoring time. There are two problems: How much usable time will this
group have? How much time and energy each SU should contribute to this group? For each
Tiiep, the assignable time of a group is determined by the idle time and energy of its SUs.
Our goal is to assure as much usable time as possible for that group. Therefore, we set a
metric Ryser in_group @s the criterion to allocate SUs” idle periods to the groups. A SU is more
valuable to its group if it has larger Ryser in_group compared to other SUs. This metric R is
determined by the sensor priority Sp and energy budget F; of SU ¢ as:

Ruser,in,group = sz X E; (312>

Sensor priority is a parameter characterizing the importance of an SU’s monitoring service
in a group, which is related to the number of SUs in that group. If a group contains many
SUs, it is trivial not assigning a particular SU to sense an occurrence since it is easy to find
alternative SUs for that monitoring job. The priority of SUs in a group is computed as the
reciprocal of the group’s SU number. If an SU is included in multiple groups, it will be
treated as different devices as in computing the corresponding metrics. For example, if SU 1
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is in both group A and B, suppose group A and B has 2 and 3 SUs respectively, the rewards
of SU 1 in group A and B are calculated as Ry ;, 4 = % X B and Ry, g = % x Fj.

In each step, all the values of Ryser in group are sorted in a descending order. Then, we
allocate the idle time of each SU to its corresponding group following this list of Ryser_in_group-
Specifically, when taking an entry of R, ;,, 4 in the list, we first check if T, is totally covered
in group A. If the answer is yes, we skip to check the next entry in the list. Otherwise, we
allocate SU 4’s idle time for monitoring job in group A. The process continues until Ty, is
totally covered in every group or no usable time or energy of the SUs is left. Time segments
of different SUs assigned to the same group should not be superposed as to reduce energy
consumption.

Random monitoring

Note that there is no prior knowledge on where and when a new pattern will appear. Hence,
we uniformly divide a groups’ sensing time into multiple small pieces and randomly select a
frequency band to sense during each time piece. If any unknown occurrences are found, we
record the time and frequency of those occurrences, and the locations where the SUs stayed
when detecting the new occurrences. We also cluster the occurrences into different patterns.
This stage creates the unknown pattern dataset.

Targeted monitoring

After capturing some new PU occurrences, we can enter the targeted monitoring stage, where
we compute the mean and deviation of each new pattern’s intervals to model its statistic
distribution.

When a new pattern just starts to occur, it is more likely that there is not enough occurrence
observations to accurately characterize the new pattern’s occurrence distribution. However,
we can see from the observations in Figure 3.3 that the distributions of different pattern
intervals are usually approximate Gaussian distributions. Therefore, when pattern samples
are inadequate, we model the pattern intervals as Gaussian distributions using computed
mean and deviation. If only two occurrences of a pattern are found, we use the interval
between these two occurrences as the mean value, and choose the average deviation of all
kinds of patterns within the dataset as the new pattern’s predetermined deviation. If just
one occurrence of a pattern is detected, we use both the average mean and deviation of all
kinds of patterns as the preset values for modeling. The mean and deviation value will be
updated after each Ty

We will be able to leverage the rough pattern interval models to predict where and when
other new occurrences of this PU pattern will appear in the next Ty,.,. Heuristic algorithm
in Section 3.3.2 is adopted here to generate a group’s sensing scheduling, except that the
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"worker” in this section is changed from SUs to groups.

After group scheduling is finished, we again do the random monitoring by uniformly dividing
each group’s remaining sensing time and randomly choosing a frequency band to monitor,
in order to explore more unknown PU patterns.

Update patterns in existing pattern sets

There are two updates in existing pattern sets at the end of each Tyep,: (1) we will add newly
discovered patterns to the pattern sets, and update the mean and deviation value of each
pattern interval distribution. We will check if the location where we discovered a PU pattern
is moving. If it is, the location information will be updated. (2) we will remove PU patterns
that have not occurred for a long time from the sets.

Unknown pattern monitoring algorithm ensures that our system can start to function even
when no historical data is provided. It gradually creates the pattern set and improve its
monitoring intelligence based on the past data. New pattern exploration is not isolated
from our scheduling algorithm. The scheduling algorithm always uses up-to-date spectrum
information obtained from both existing and unknown monitoring algorithms, thus is not
wedded to a wrapped dataset.

3.4.2 Update Relations between PU and SU Locations

In all previous discussions of existing and unknown pattern monitoring, we assume that we
know PU and SU locations so that we can determine if an SU can hear a PU’s signal. An
SU’s location is easy to obtain from its location updates which are commonly performed by
modern-day mobile devices. The location of PU, on the other hand, is not readily available
. In this section, we will explain how we obtain and update the location information of PU.

During unknown PU pattern monitoring, the initial random assignment of monitoring jobs
ensures that the occurrences of a new PU pattern will likely be detected by different SUs.
These SUs are at different locations and the sensing results of these SUs can then be used to
localize the PU through radio localization techniques such as trilateration and proximity [60].

When a new PU pattern becomes stably detected at predicted appearing times, it becomes
an existing pattern.

At this stage, it is possible that only one SU is assigned by the existing PU pattern monitoring
algorithm to monitor this pattern. Overtime, a mobile PU may drift away from its old
location and the SU assigned by existing PU pattern monitoring algorithm using its old
location may not hear the PU’s signal anymore. If the unknown PU pattern monitoring
algorithm in other SUs picked up the PU’s signal before this happens, we know that this
known PU has moved its location and can use radio localization techniques to recompute its
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new location. If the unknown PU pattern monitoring algorithm did not pick up the moving
PU’s signal before it went off the radar, this PU is considered disappeared. However, the
PU is not lost permanently. It may soon get picked up by the unknown pattern detection
algorithm at some SU as a new pattern and its new location will be identified again following
the procedure of the previous paragraph.

3.5 Simulation Results

In this section, we evaluate the performance of our crowdsourcing based spectrum monitoring
scheme using simulations that are based on real world data. We did two sets of simulations.
The first set examines the case where all patterns are stable and there is no unknown pattern,
and the second set evaluates the cases where there are many unknown patterns. In the first
set of simulations, we evaluated the heuristic algorithm and use the ideal optimal assignments
as the benchmark. In the second simulation set, we evaluated the performance of heuristic
algorithm with the ideal optimal assignments as a higher bound and a naive random detection
method as a lower bound.

In our simulation, 44 types of real PU patterns in TV frequency bands are extracted from
data in Cityscape Observatory spectrum databases [2], where 34 of them are used as existing
PU patterns that are present from the beginning of an simulation, and another 10 patterns
start in the middle of the simulation to act as unknown PU patterns. We also artificially
makes 3 of the existing PU patterns to be from mobile PUs since the mobility of PUs should
also be under consideration. The mobility of the PU is reflected in the changes of signal
strength in SU’s sensing results. We have to add artificial mobility of PU into the spectrum
monitoring results because such sensed signal strength changes were not observed in existing
spectrum dataset. Hence, we manually add the traces to some PUs to simulate the case
where a PU is also moving. Figure 3.1 shows 4 examples of the PU patterns.

We utilize 100 taxi trajectories from mobility traces dataset of taxi cabs in San Francisco [76]
to represent SU mobility traces. Figure 3.6 shows a smaller scale illustration of our simulation
setting with 60 taxi traces and 10 PU deployment.

To ensure our evaluation is based on realistic energy consumption on mobile devices, we
utilized a Device Analyzer dataset from University of Cambridge [77] which contains: (1)
times when a phone is turned on and off; (2) times at which the phone is charging; (3)the
real time battery level and voltage, etc. Hence, we are able to compute from this dataset
the real energy consumption of phone applications, which can be used for computing (3.7) in
heuristic algorithm. For the energy consumption of spectrum sensing, according to [40], SU
devices being active on sensing draws about 1.5W as the monitoring power and the sensing
duration dt is set to be bms based on [13]. We also set the frequency switching delay sd in
our simulation to 50ms based on the empirical measurement in [40].
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Figure 3.6: A trace-driven simulation. (dash-dot lines: taxi movement trajectories. circles:
PUs.) We also add movements (yellow lines) to 3 PUs.

3.5.1 Existing PU Pattern Monitoring

In this experiment, we simulated a crowdsourcing spectrum monitoring scenario of 2 hour
duration, in which 34 PUs transmitting known patterns are deployed among 10 to 100 SU
traces. A Ty, lasts for 5 seconds. At each Ty.p, SUs report their locations to the central
controller.

First, we compare existing pattern coverage, defined as

Detected Existing Pattern Number

EP =
coverage Total Existing PatternNumber

(3.13)

among optimal assignments and fast heuristic algorithm in Figure 3.7. In the experiment,
the SU number is increased from 10 to 100 to see the changes in the coverage. For each
parameter setting, we run 10 independent random simulations and show the average results
in Figure 3.7. From the figure, it can be observed that the coverage is apparently increasing
with the growth of SU numbers.

Figure 3.8 further shows the total energy consumption of our spectrum monitoring algo-
rithm in the above experiment, which is the summation of energy consumption of spectrum
monitoring from all the SUS.

We also plot an energy ratio (presented in dash-dot lines) to show how much energy spectrum
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Figure 3.7: Existing pattern coverage comparison. (Yellow line: Optimal assignments. Blue
line: Heuristic algorithm)

sensing really consumed against the total usable energy budget, which is defined as:
TotalUsed EnergyForSensing
TotalU sable Ener gy Budget

From Figure 3.8, it can be seen that as the number of SUs increases, more total energy is
used to get better coverage of PU signals, while the per SU’s energy consumption actually
decreases since more sensors are sharing the monitoring responsibility.

EnergyRatio = (3.14)

Figure 3.9 shows how the number of SUs available for spectrum monitoring jobs changes
over time. An SU is available if it has extra energy to monitor spectrum in the next Ty,
time. We define the available SU ratio as:

, , AvailableSU Number
AvailableSU Ratio = ToralSU Namber (3.15)

and record its changes in each Ty.,. As shown in Figure 3.9, the available SU ratio of
heuristic algorithm fluctuates. This is due to the randomness in the energy budget, which
is caused by the randommness in other applications’ energy consumption. However, we do
not observe drastic decrease in available SU numbers, because the energy budget used by
spectrum monitoring at each Ty, is portioned based on an SU’s past energy profile.

3.5.2 Unknown PU Pattern Monitoring

In this set of simulation, we add an additional 10 unknown patterns besides the 34 existing
patterns. The other settings of the simulation is the same. As a reference, we run a random
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Figure 3.8: Energy consumption evaluation. Left side shows the total energy consumption in
J. Optimal assignments and heuristic algorithm are presented using solid blue and green lines,
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detection algorithm, which divides available sensing time of each SU uniformly into small
time chunks of 50 ms in length. Each time chunk is assigned to monitor a random frequency
band and the algorithm is not able to learn from history.

First, we show an unknown PU pattern coverage comparison over optimal assignments, SU
location based heuristic algorithm and the random detection method. The coverage repre-

sents the method’s capability of capturing new patterns. This unknown pattern coverage is

defined as:
DetectedUnknownPattern Number

TotalUnknownPattern Number

U Pcoverage = (3.16)

As in Figure 3.10, the output of random detection method is barely 25% percent of the
output of our heuristic algorithm. This is because our heuristic algorithm can learn from
history to assign the limited SU monitoring time on the most likely frequency and time of
PU occurrence. There is still a gap between our heuristic algorithm and the ideal optimal
assignments since the optimal assignment unrealistically assumes known future, while the
heuristic algorithm is designed with uncertain future.

1 T T T T T T T T T
Q .| = Optimal assignments [
% Heuristic algorithm based on SU locations
E) 0.8 Random detection ’
o - -
o
c 06r |
2 I |
g
204t -
3 _ _
e
2 0.2+ .
-] L 4

0 | | 1 | | 1 1 |

0 20 40 60 80 100

SU number

Figure 3.10: Unknown pattern coverage comparison. Blue line: Optimal assignments. Yellow
line: Heuristic algorithm based on SU location. Red line: Random detection.

Since unknown PU pattern monitoring consumes energy, it may affect future energy budget
for existing pattern monitoring. Thus, we compare existing pattern coverage of our heuristic
algorithm with and without the unknown pattern monitoring part. Figure 3.11 shows the
results. There is indeed a small coverage drop after adding unknown pattern monitoring.
However, we believe that this small drop in existing pattern coverage is worthy to ensure
our system can detect dynamic PU patterns as well as mobile PUs.



40

08 ! i T T T T T T

Heuristic algorithm w/ UPM
Heuristic algorithm w/o UPM
Optimal assignments

Existing pattern coverage

1 1 Il Il

10 30 50 70 90
SU number

Figure 3.11: A comparison showing how the unknown pattern monitoring (UPM) affects
existing PU pattern coverage.

3.6 Chapter Summary

Efficient and low-cost spectrum monitoring is one of the important methods to capture the
spectrum utilization. To improve efficiency and reduce the computational overhead of the
central controller, this chapter presents a novel crowdsourcing based spectrum monitoring
system, which can intelligently schedule the monitoring tasks for masses of portable mobile
devices, by leveraging the PU occupancy patterns. We propose novel scheduling algorithms
based on practical spectrum usage data for existing pattern monitoring and unknown pattern
monitoring. Simulation results show that our system achieves a high spectrum monitoring
coverage. Our system is also capable of running efficiently even when no historical spectrum
information is available.



Chapter 4

Preserving Incumbent User’s Location
Privacy Against Environmental
Sensing Capability

Due to large amount of data exchange during the centralized sensing process, privacy issues of
IUs become big concerns. According to CBRS OPSEC requirements, the protection provided
by current ESC-based systems is not enough for highly sensitive IU operation data, since ESC
may also be compromised. Specifically, IU location information is often highly sensitive and
hence it is preferable to hide its true location under the detection of ESCs. In this chapter,
we design novel schemes to preserve both static and moving IU’s location information by
adjusting [U’s radiation pattern and transmit power. Firstly, IU privacy protection problem
is formulated for static IU. Due to the intractable nature of this problem, we propose a
heuristic approach based on sampling. We also formulate the privacy protection problem
for moving IUs, in which two cases are analyzed: (1) protect IU’s moving traces; (2) protect
its real-time current location information. Our analysis provides insightful advice for TU
to preserve its location privacy against ESCs. Simulation results show that our approach
provides great protection for IU’s location privacy.

4.1 Introduction

In DSA, ESC systems are implemented to detect the IU activities for protecting them from
SU interference as well as maximizing secondary spectrum usage. However, IU location
information is often highly sensitive and hence it is preferable to hide its true location under
the detection of ESCs.

In this chapter, we address the IU location privacy problem in 3.5GHz ESC-based DSA
system through the use of smart antenna on the IU side. Our design uses the fact that the
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location and configuration of each ESC sensor are registered at FCC, which then are posted
publicly. Leveraging these public information, our scheme tunes the antenna gains of an IU
transmitter dynamically, such that it creates uncertainty in an IU’s location even when an
adversary obtains the ESC sensing results and uses RSS-based localization scheme to derive
the IU’s location. We provide a thorough theoretical analysis on how IU can maximize its
location uncertainty, assuming that an adversary has full access to all ESCs sensing results.
Our scheme ensure that even when both SAS and ESCs are compromised, the location
privacy of IUs are still protected. Our scheme can be used to protect location privacy of
both mobile and static IUs.

The remainder of the work is organized as follows. Section 4.2 introduces the general system
models for static IU and moving IU. Section 4.3 provides the formulation and our approach
for static IU location privacy preserving problem. Formulation and approaches for moving
IU’s location privacy preservation is described in Section 4.4. Experimental results are
reported in Section 4.5.

4.2 General System Model

4.2.1 Attack Model

The general attack model for IU privacy in 3.5GHz is illustrated in Figure 4.1. A moving [U
transmitter and multiple ESCs are distributed in a certain area. ESCs measure the RSS of
IU transmission. IU can control its radiation pattern so that it can tune its antenna gains
at different directions subject to the constrain of its antenna capability. The adversary has
full access to all ESC sensing results and knows the IU’s full capability in tuning radiation
pattern. The goal of the adversary is to localize and track the IU.

4.2.2 Location hiding using radiation pattern tuning

The design of our privacy-protection scheme is based on the following observation. If the
RSS readings at ESCs for an IU at location A are the same as the RSS readings for the TU
at location B, there is no way for an adversary to differentiate these two locations no matter
how he analyzes the data. Since both A and B can be the IU’s possible locations, this lowers
the chance of finding this IU’s location by half. Thus, by creating a large amount of possible
locations that satisfy the above condition, an IU can greatly increase its location uncertainty
and hence avoid being localized by the adversary.

To create such a large number of possible locations, an IU cannot use conventional omni-
directional antennas with fixed transmit power. This is because the path loss from IU
location to all ESCs will be different from the path loss from any other locations as long as
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Figure 4.1: General system model.

the distance between them are different. Uniform transmit power to all directions cannot
mask such location-dependent uniqueness from ESC sensing results.

Thus, in our scheme, we propose that a privacy-sensitive IU uses more advanced antenna de-
signs, such as smart antenna that can electronically tune its radiation pattern or mechanical
rotating directional antenna that can adjust its transmit power towards different directions.
These advanced antenna designs are commonly found in IUs in 3.5GHz, which are often mil-
itary radar systems. They can vary their transmit power to different directions, subject to
hardware restrictions on their functionality, to mask the unique path loss characteristics of
its location, and hence create ambiguity in ESC sensing results. Essentially, through tuning
of antenna gains to different direction, an IU in location x with radiation pattern A can
create the same ESC sensing results as an IU in a large set of other possible locations with
various radiation patterns. Our IU privacy preservation scheme seeks to find the optimal
antenna tuning strategies that maximize the set of possible locations.

In the remainder of this chapter, without loss of generality, we assume that the IU is equipped
with a circular phased array antenna. The phased array antenna consists of N, isotropic
elements placed over a circle with radius R and the 7;, antenna element is located with the
phase angle ¢;. The radiation pattern of this circular phased array antenna is expressed
as [78]:

Nant

g(0,w) = Z w; exp[jQTﬂRcos(Q — )] (4.1)

where 6 represents the direction, ) is the signal wavelength and w = [wy,wy, ..., wy,,, |7 is the
complex weight vector which can be tuned to change the radiation pattern, and generally
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these weight vectors have limited range due to hardware and functionality restrictions hence
Wmin S w S Wmazx-

For simplicity, let:
exp[j =t 2T Reos (O — ¢1)]

he exp[j ”RC?S(% — ¢)] (42)

explj 5 Reos (O — ¢, )]

Circular antenna array is used in this work as an example for problem illustration because it
can produce flexible asymmetric radiation patterns and easily deflect a beam through 27 [61].
However, our analysis is not restricted to any specific antenna model. We can plug different
antenna models into the analysis by replacing Equation (4.1) with their corresponding radi-
ation functions. For example, Dolph-Tschebyscheff array antenna can use radiation pattern
function:

9(0,w) = S Nemt/2 . cos](2n — 1)),

=1
when Ny, 1S even

( ) E(Nant 1)/2 wiCOS[QnU], (43)
when Ny, 1S odd
u = Tdcos(0/2)

to replace Equation (4.1).

For mechanically rotating directional antenna, we can use radiation pattern:

Nant

9(0, we) Z We,i (4.4)

to replace Equation (4.1). Here, 6 denotes the antenna’s rotating angle, wy is the antenna
weights under 6, and () is an indicator function expressed by:

1(0) = { 0, otherwise (4.5)

The antenna’s rotating angle is divided into M parts, each of which is denoted by (¢;, ¢;41),
j € [1,M —1]. To control its directional antenna gain and hence change the RSS readings
at ESCs, IU tunes the antenna weights when it rotates to the direction of each ESC between

corresponding (¢;, ¢j+1).

4.2.3 Radiation pattern tuning under radar’s performance require-
ments

The performance requirements for IU radars vary a great deal based on their specific services,
such as range or angle determination and target tracking. Without loss of generality, this
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work focuses on tracking radar as an example to show that the proposed radiation pattern
tuning strategy will not affect incumbent radar’s performance.

Two required factors in tracking radar systems are probability of detection Pp and probabil-
ity of false alarm Py, under a specific range. Given the required Pp and Py,, the acceptable
signal-to-noise ratio (SNR) for radar receiver can be generated using many approximations.
One very accurate model proposed in [79] is:

Pp =~ 0.5 x erfe(y/=InP, — VSNR +0.5) (4.6)

Considering both noise and interference, the radar’s signal-to-interference-noise ratio SINR
can be computed as [80]:

Ps
(14+10710) x Py

where Pg is the received signal power; Py is the noise power; and I N R is the interference-
to-noise ratio at the radar receiver, which is specified to be at most —6dB by regulatory
authorities [81].

SINR =

(4.7)

Apparently, changing the radar’s transmit power and antenna radiation pattern will affect
its SINR and will possibly degrade the radar’s performance. To avoid this situation, in this
chapter, we ensure that all the tuning strategies will not break the Pp, Py, and SINR require-
ments by adding a constraint on the required minimum SINR in our problem formulation.

4.3 Location privacy protection for Static IU

A simple model for preserving static IU’s location privacy is presented in Figure 4.2, where
the circles denotes ESC sensors, the triangle is an IU at its true location and the square
represents a possible IU location where the IU can create the same ESC sensing result as
at the true IU location. The shaded area is the union of all possible IU locations given the
ESC Sensing\result. PL; denotes the path loss between an IU’s true location and the ky,
ESC, and PLj denotes the path loss between the possible IU location and the ky, ESC. Pt
represents the IU’s transmit power at its true location. Pt is the transmit power that the
IU should use at the possible location. Gt, and Gt are the antenna gain of the IU at true
location and the possible location in the direction of k;, ESC, respectively.

4.3.1 Problem Formulation

To understand how the IU can tune its transmitter to force the adversary to generate the
largest possible IU area given ESCs’ sensing outputs, we divide the analysis into two parts.
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Figure 4.2: Model for static IU.

First part is from the adversary’s perspective to compute the area of possible IU locations;
second part is for IU to control the size of this area by tuning the transmit power and radiation
pattern or rotating directional antenna gain. As in Figure 4.2, the space is segmented
into grids to simplify the procedure of contouring the possible location area. Each grid is
represented by its center position.

From adversary’s perspective

Suppose the space is uniformly divided into N grids. There are K ESCs and their locations
are denoted by (zx,yx), k = 1,2, ..., K. The true location of the U is (z,y). Each ESC will
have a RSS reading received from the IU. The received power at the ky, ESC from the U at
true location (z,y) is Pry, and the received power at the ky, ESC if the IU is at the iy, grid
[; is denoted by f’\nk The < @, Pt > tuple represents a feasible combination of antenna

weight vector and transmit power that generates a J/D\nk approximately the same as Pry, if
IU locates at grid [;.

After obtaining Prj from ESCs, adversaries will determine how many grids are possible TU
locations. To do this, an adversary traverses every grid [; to check whether, if the IU is at
l;, there exists a < W, Pt > tuple that makes every Pr;; approximate to the corresponding
Pry within a small noise threshold . If the solution exists, this grid I; will be determined
as a possible IU location and the number of possible locations Npossitieroc Will be increased.
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This procedure is illustrated in Table 4.1, where Z is the set of of the possible locations of
the TU.

Table 4.1: Procedure for adversary
From an adversary’s perspective:
given Pry,Vk=1,2,--- | K
for each [;, Vi =1,2,--- N

find < @, Dt >:

& € [Whnin) Winaz)y Pt € [Plyin, Plias)

that satisfy: ‘Prk - f’\rzk(a, f’\t)’ <9,

Vk=1,2,---  K;i=1,2,---N
if solution exists

NpossibleLoc = NpossibleLoc +1
Z =7ZUl;

ﬁi7k(@, l/D\t) in the formulation is computed by:

Pr;4(@, Pt) = Pt; + Glix(@) — PLi + Gr — Lr (4.8)

where ]/D\tZ is what the transmit power of the IU should be if it is located at [; and J/D\tl €
[Ptomin, Ptmasz)|. Here, Pt and Pt,,., respectively denote the minimum and maximum IU
transmit power. Gr and Lr are the gain and loss at the receiver side. é\tlk(a) denotes the
feasible antenna gain of the IU at [; towards the direction of k;, ESC, which is calculated
by: .

G (@) = 10logio |g(6: k. ©)| (4.9)

where g(0,w) is the function of the antenna’s radiation pattern.

In Equation (4.8), the expected path loss PL;j from the center of I; to the ky ESC is
expressed as:

4
PL; = 20l0g10(77r) + 10nlog1o(d; k) (4.10)

where n is the path loss exponent, which is set to n = 2 in this work. d;; denotes the
distance between [; and the ky ESC, and A denotes the transmitted wave length. However,
our analysis is not constrained to this model. We can plug path loss models with other
geometric forms into the analysis by replacing Equation (4.10) with their corresponding
functions.

After traversing all the grids through the procedure discussed above, the adversary is able
to depict an area of possible locations for the targeted IU.
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From IU’s perspective

Besides preserving its location privacy, an U first needs to complete its tasks (e.g. object-
tracking in this work), hence any change it makes on transmit power or antenna gain must en-
sure that SINR at radar receiver should be no smaller the required minimum SNR, (SN R,.;,,)-
To protect its location privacy, the IU tunes its transmit power Pt and antenna weight vec-
tors w to control the RSS readings at ESCs, and attempts to find a group of readings that
ensures the adversary to compute the largest area of IU’s possible locations. Here, we assume
that the IU knows the locations of all surrounding ESC sensors, which are published by FCC
according to 3.5GHz regulation.

The above problem from IU’s perspective is formulated in Table 4.2. In Table 4.2, for each [;,
if there exist two groups of IU parameters, < w, Pt > for IU at true location and < @, Pt >
for IU at [;, that make the corresponding Pry(w, Pt) and Pr; (@, Pt) at ESCs approximately
the same, and also satisfy the SNR requirement in which SN R,,;, is the minimum SINR
for radar operation, the IU confirms this /; to be a possible IU location and increases the
count of possible locations N(w, Pt)possivicroc- Finally, the IU can obtain a set of < w, Pt >
that maximize the N(w, Pt)possibicLoc; and these < w, Pt >s are the optimal choices for IU’s
transmit power and antenna weight vector.

Table 4.2: Procedure for IU
From IU’s perspective:

foreach [;, Vi=1,2,--- N
find w, Pt, @, Pt:
W, & € [Wmins Wmaz), Pt, Pt € [Ptumin, Plmaa]
that satisfy: constraint 1: SINR(w, Pt) > SN R,
constraint 2: | Pry(w, Pt) — f’;’m(a, f)\t) <4,
Vk=1,2-- Kii=1,2---N
if solution exists
N(w, Pt)possivieroc = N (w, Pt)possibieroc + 1
Z(w, Pt) = Z(w, Pt)Ul;

Wopt » Ptopt = argmaXN(wa Pt)possibleLoc
w,Pt

Claim 1: The problem in Table 4.2 is NP-hard in general.
Proof: See Appendix A.1.
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4.3.2 Approximation Algorithm and Worst Case
Approximation Algorithm

Since the problem of preserving static [U’s location privacy formulated in Table 4.2 is gener-
ally NP-hard, we cannot obtain the optimal solution by directly solving it. Therefore, in this
subsection, we introduce a heuristic algorithm whose results approximate the optimal solu-
tions. In the next subsection, we will explain the worst case where our heuristic algorithm
is deviated from the optimal solution. We will also provide an analysis on how to determine
whether the worst case will happen at given circumstances.

To find the optimal < w, Pt > s that maximize the number of possible locations, instead
of searching over continuous variable spaces as in Table A.1, we uniformly sample each
variable into discrete points such that w € [wy,ws, -+ ,wy,| and Pt € [Pty, Pty, -, Pty,].
We define a tuple U; =< wy,,, Pt,, > (Vny € [1,Ny], no € [1,Ns], i € [1, N1 Ny]) as a
sampled IU transmit parameter setting. In this way, the problem formulated in Table 4.2
is approximately converted to the problem of finding the optimal U; among all the sampled
discrete parameter settings. Next, we describe how to find this optimal U; that maximize
the number of possible IU locations.

As in Table 4.2, if a grid [; is a possible IU location, there must exist a real IU parameter
U; =< wy,, Pt,, > at the IU’s true location and at least another IU parameter set U; =<
@, Pt > for an IU located at [;, such that both constraint 1 and 2 are satisfied in Table 4.2.

To find the condition where such a U; and (/]\Z pair exists, let us first exam constraint 1. Note
that U; at the IU’s true location must satisfy constraint 1 (the radar’s SNR requirement).
In addition, according to Equation (4.7), SINR x Ps, Ps < P; + Giarget(w) + A, where A
denotes all the other constant parameters. Based on Equation (4.1), (4.3) and (4.4), we can
further see that for many commonly used antennas, Gigpget(w) o w where Gigpget(w) denotes
the antenna gain of IU towards the direction of the target. Thus, SIN R is monotonically
increasing with respect to P; and w. This means that constraint 1 directly restricts the
feasible domain of U; =< w,,, Pt,, >. Essentially, for [; to be a possible IU location, in
constraint 1’s feasible domain of U;, a pair of U; and (7 ; that satisfies constraint 2 must exist.

Next, we find the condition that such a U exist for a given U; in the feasible domain of
constraint 1. Let us look at the relation between Pr and U =< @, Pt > first. According
to Equation (4.8), Pris monotonically increasing at Pt and @. Hence, no matter which [;
is considered, the minimum received power at k, ESC from I; is found at minimum Pt and
minimum @, that is, min_ Prl = PrZ & (Wmins Ptiin); and the maximum received power at

each ESC is found at maximum Pt and maximum @, that is, max_ Pm = Pn k(Wiaz, Ptmaz)-

Due to the monotonicity of Pr at @ and Pt, for a grid [;, the condition for U; to exist can
be expressed as: - e
min_Pr;;, — 0 < Pri(wy,, Pty,) < max_Pr;;+9 (4.11)
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Vk = 1,2,---, K. When this condition is satisfied, there must exist at least one (/J\Z =<
@, Pt > for IU at [; that satisfies constraint 2, i.e.: Vk =1,2,--- | K
Pri(@, Pt) — 6 < Pri(wn,, Ptn,) < Priy(@, Pt) +6 (4.12)

Based on the discussion above, we design a brute-force algorithm in Table 4.3 that searches
for the optimal tuple U; as follows. The algorithm iterates through all possible U; samples.
For each U; that is in constraint 1’s feasible domain, the algorithm then iterates through all
possible [; locations. For each [; location, if U; that satisfies Equation (4.11) can be found,
l; is a possible TU location and the algorithm increases the count of possible IU location for
U;. Eventually, the U; of the maximum possible location count is identified.

Table 4.3: Heuristic algorithm
Heuristic Algorithm:
suppose 1U is at location (z,y)
for each [;, Vi=1,2,--- N

compute the possible minimum received power min_Pr;; and

maximum received power mam,ﬁi,k at ky, ESC by:
min,ﬁ%k = ﬁ"@k(wmma Ptmin)
max—f);i,k = ﬁ‘i,k(wmax; Ptmax)
Vk=1,2,--- K
for each tuple U; = [wy,,, Pty,]
Vg € [1,2,-++ , N1], ng € [1,2,-+- | Ny
compute SIN R(U;)
it SINR(U;) > SN Ry,
compute Pry(wy,,, Pt,,)
if min,ﬁ’i,k — 0 < Pri(wp,, Pt,,) < max,lg;’@k + 0,
Vk=1,2,--- | K
/* count the number of possible locations
corresponding to each TU configuration */
N(wn,, Pty )possibieroc = N (Wny, Ptyy)possibienoc + 1
/* record the area of possible locations
corresponding to each IU configuration */
Z(wnp,, Pty,) = Z(wy,, Pty,) Ul
(Z(wn, Pt,): possible IU area given w,,, Pt,,)

Wopt Ptopt = argmaXN(w, Pt)possibleLoc
w,Pt

Worst case

Table 4.3’s algorithm first samples the variable spaces and then traverses all the tuples of
sampled variables for each [; and each ESC to determine whether it is a possible location
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for TU. If the variable space is sampled finely enough, we can approach the optimal solution
boundlessly. Apparently, the accuracy of the heuristic algorithm is closely related to the
sampling interval. In this section, we define the worst case for the algorithm and provide
the relation between the error and sampling interval.

The worst case occurs when the algorithm in Table 4.3 deviates the furthest in its computa-
tion results from the algorithm in Table 4.2. This happens when all discrete samples of U; in
Table 4.3 cannot satisfy the constraints, while feasible setting of parameters do exist between
sample intervals for algorithm in Table 4.2. In the following, we analyze the mathematical
conditions when the worst case happens.

Let us look at a simple scenario for the worst case. In the worst case, for a sampled position
l;, we cannot find any sampled parameter set U; =< w,,, Pt,, > that makes [; a possible
IU location in Table 4.3. But, there exists at least a U; =< w,,, + Aw, Pt,, + Ap >, that
satisfies the conditions for [; to be IU’s possible location in Table 4.2, where Aw, Ap are small
portions of the corresponding sample intervals. The lengths of complete sample intervals are
denoted as Ap,ner and Aw,,q, respectively. Note that when Aw, Ap equal to 0 or a complete
sample interval, the point at < w,,, + Aw, Pt,, + Ap > then becomes a sample U; in Table
4.3. For example, U; =< wy, + Awnaz, Pln, + Appmae > equals to tuple U; 11 =< wy, 41,
Ptn2+1 >.

Given above assumptions, we have the following group of inequalities for the worst case:

Pri(wn,, Pty,) < mm,ﬁ“lk -0
or
Pry(wn,, Pty,) > maa:'J/D\ri,k +9
Vni,my € [1, N1], Vng,mo € [1, Mj] (4.13)
min,l/:’\’ri,k — 0 < Pri(w,, + Aw, Pt,, + Ap) <
max,]?’;i,k + 9,3y € [1, N1], ng, € [1, Ny
0 < Ap < Appaz; 0 < Aw < Awpgs

\

Note that the above inequality does not include formulas that are derived from constraint
1. This is because, due to the monotonically increasing nature of Ps in respect to U;, if two
neighboring sample U; and U, all fail constraint 1 in Table 4.3, then there does not exist
any other U; in their sample interval that can satisfy constraint 1 in Table 4.2.

To find the Aw, Ap that can solve inequalities (4.13), we define a function fy, for a sample
Ui as fu,(Aw, Ap) := Pry(wn, + Aw, Pt,, + Ap).

As discussed before, received power Pry at ky, ESC is monotonically increasing at Pt and
w. Hence, fy,(Aw,Ap) is monotonically increasing at Aw and Ap. The maximum of
fu,(Aw, Ap) is determined as

fmax = fUi(Awmaxa Apmax) = ijl (O; 0)7
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where the tuple Uj; = < Wy, +AWnaz, Plo, +ADmae >=< Wy, 41, Pty,+1 >, and the minimum
can be found at

fmin - fUi<Awmina Apmm - ijZ (07 O)

where Ujs = < wy, + AWnin, Ply, + ADmin >=< wy,, Pt,, >. Hence f,4, is obtained at Uj,
fmaz = Pri(wp,+1, Ptp,+1) and fr, is obtained at Uja, fiin = Pri(wp,, Pty,). According
to the assumptions, there are three cases for f,,., and fn:

L foin < frae < min,ﬁ“ak —J: since we cannot find any fy, (Aw, Ap) between f,,4, and
fmin that satisfies min_Pr;, — o < fo < max_Pr;j + 0, the inequalities are infeasible.

2. foaz = fmin > max_Pr;; + d: same as above.

3. fraz > mam,ﬁ"i,k—i-é and frim < min,ﬁ“iyk—é: since fy, (Aw, Ap) is continuous within
[ frmins fmaz], there must be a set of solutions that satisfy min_Pr; ;—d < fu,(Aw, Ap) <

max,ﬁ“w + 0. Only in this case the inequalities are feasible such that the worst case
happens.

Hence, for k; ESC, if all sample of IU parameter settings cannot make [; a possible IU
location, whether a worst case exists between tuple U; =< w,,, Pt,, > and its adjacent
tuple U; 11 =< wy, 41, Ptn,+1 > can be examined directly using the values of Pry(w,,, Pt,,)
and Pry(wp, 11, Pty,11). If the values satisfy the condition in the third case, we can say that
the worst case exists between wy,, ,Pt,, and @,,, , I/D\th. Otherwise, it does not.

4.4 Location Privacy Protection For Moving IU

So far, we discussed how to preserve IU location privacy for a static IU. However, IUs
like shipborne radars are often mobile. It is also critical to protect their location privacy
even when they are moving. We consider two location privacy cases for mobile IUs. The
first case is to hide an IU’s real-time current location and the second case is to hide an
[U’s entire moving trajectory. Hiding real-time current location prevents the IU from being
located at the current moment, while hiding moving trajectory attempts to keep additional
information confidential, such as the IU’s past route and moving direction. Same as in the
static IU model, adversaries have the capability to calculate the area where IU may appear
at each moment using both current and historical RSS readings at ESCs. Meanwhile, they
can also estimate the IU’s possible moving ranges based on the feasible range of IU speed.

In this section, we present our algorithm that tunes an IU’s transmit power and radiation
pattern during movement to optimally preserve its privacy. We assume that the IU knows
its future moving route, which is reasonable since a mobile TU usually knows where it is
going and hence can plan its route beforehand. The design of our algorithm is based on
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the relation between IU’s tunable parameters and the adversary’s estimation of the possible
moving traces of [U. We assume the IU can adjust its transmit power and radiation pattern
at any moment subject to hardware restrictions on its functionality.

4.4.1 Location Privacy Model for Moving IUs

Model for moving U is the same as in Figure 4.2 except that the IU is mobile in this case.
Consider a discrete time range T = [t1,...,1,], where each time slot ¢; is of the same size.
During time 7', IU is moving along a planned route and ESCs detect the IU’s signal and
record the RSS readings at each time slot. From these RSS readings, the possible IU area
at a time slot ¢; € T' can be computed and is denoted as Z;.

It is important to note that computing 7, is different from Section 4.3’s computation of the
area of static IU possible locations. This is because the adversary has access to historical
RSS data and there is realistic upper limit on IU moving speed. From the adversary’s
point of view, the past possible location area Z; ; constrains the possible locations of 1U at
current time t; because the distances between possible locations cannot be larger than an
[U’s maximum moving speed times a time slot. For example, the shape of Z; will restrict
the area of Z,, and the shrunken Z; will further impact Z3. Conversely, feasible area of
possible U locations at current time ¢; (i.e. Z;) will also cause shrinking of the possible 1U
area estimation for previous time slots. This essentially means that the current Z; will also
reduce Z; ; and all the way to Z;, essentially restricting the size of the past moving trajectory.
The algorithm in Table 4.4 shows how the adversary can narrow down the possible location
traces of moving [Us through such correlation between historical location estimation and
current location estimation. In this algorithm, the adversary assumes the maximum speed
of IU is A per time interval.

An example in Figure 4.3 shows how adversaries generate possible area for a moving IU using
the algorithm in Table 4.4. The procedure can be divided into three steps: (1) Step 1: Based
on Table 4.1, an adversary uses the RSS readings obtained from ESCs’ sensing results to
compute the initial estimations of Z; and Z on IU’s possible area at time ¢; and t5. (2) Step
2: Since the past possible location area Z;_; constrains the possible locations of IU at current
time t;, the adversary update current estimation Z, at ¢ based on the past estimation Z; at
t1. The blue area refers to the updated possible IU area at time t5 and the gray area refers
to the pruned old possible TU area at time 5. It is no longer considered as possible area,
because the locations inside the gray area cannot be reached by any locations in initial Z;
within a time slot due to the IU speed limit. (3) Step 3: The gray area is removed from
possible TU area Z; since the feasible IU area at current time ¢, will also impose an effect
on feasible IU area of previous Z;. Based on the 3 steps above, given a current time t,, the
adversary can obtain all the final possible IU area Z;, j € [1,n].

With the above assumption on how an adversary leverages historical ESC readings, the
problem of maximizing the privacy protection for moving IUs must consider the correlation
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Step1: Compute initial Step2: Update initial Step3: Update past
estimations at t1 and t2: estimation at t2: location estimations:

t1 t2 t1 t2 t1 t2
< i <
K 1
F> ,
\ /

l:| Updated possible IU area at t2
l:] Updated possible IU area at t1

[ ] Locations removed from old possible IU areas at t1 and t2

Figure 4.3: An example showing how adversary generates possible areas for moving IU.

Table 4.4: Procedure for adversary to generate possible areas for moving [U
Adversary generates possible areas for moving IU:
At the current time ¢,:

Given the RSS readings at ¢,
Step 1: Compute initial estimation of Z,, using RSS
readings according to Table 4.1 in Section 4.3.
Step 2: /* update current Z, by Z, 1 */
Z, ={l;|l; € Z, and 3l; € Z,_such that|l; — ;] < A}
Step 3: /* Update past location trajectory based on Z,*/
From t; = t,_1 to t; = t;:
Z; ={lg|ly € Z; and 3, € Zjqsuch that|l, — 1| < A}
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between past moving trajectory and current location estimation. Hence, selecting the optimal
IU transmit parameters at each time slot is not equivalent to finding one single global optimal
parameters for the entire time period. Instead, an IU must dynamically tune its antenna
patterns and transmit power at each slot to defend its moving trajectory and current location.
Next, we will present our analysis about (1) how an IU can hide its true moving trajectory;
(2) how an IU can hide its real-time current location.

4.4.2 Conceal IU’s Moving Trajectories

We know that an IU can change the RSS readings at ESC side by adjusting its transmit
power and radiation pattern, so that it can control an adversary’s estimation on the area of
possible IU locations. Thus, assuming the IU knows its future route, it can make a plan of
how to adjust these tunable parameters along its way to reduce the adversary’s probability
on finding out the IU’s true trace. We define this probability as a summation of the reciprocal
of the size of possible IU area Z; (V j € [1,n]) for every time slot ¢; in 7. The problem of
concealing IU trajectory, thus, can be formulated as:

n

1
optw;,optPt; . = argmin .
j J.jeltn] wy Pty gelln] size(Z;(w;, Pt;))

(4.14)
The algorithm in Table 4.5 compute the above Equation (4.14). Here, we assume the ad-
versary will use the algorithm in Table 4.4 to compute Z; and the IU can estimate the RSS
readings at ESCs for each of its future location based on the published ESC locations and
some radio propagation model.

4.4.3 Conceal IU’s Real-time Location

Consider that an adversary is using the algorithm in Table 4.4 to obtain the feasible area
of possible IU locations at any moment given the IU parameters. If the IU wants to best
conceal its location at a current time ¢,, it needs to find a certain group of IU parameters
that minimize the probability on finding out its true location at ¢,,, which can be formulated
as minimizing the reciprocal of Z,, as follows:

1
optw,,, op aiggin size(Zn(wp, Pty))

(4.15)

An algorithm similar to the one in Section 4.4.2 can be used to find the solution for this
goal. The only change is in Step 4, where the metric of selecting the optimal tuning sequence
should be Equation (4.15) instead of Equation (4.14).
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Table 4.5: Procedure for IU to maximize the number of possible traces
IU maximize the number of possible traces:
Step 1: Discretizes the IU’s future route plan into

a series of points, where a point L; corres-
ponds to the planed IU position at time ¢;.
Step 2: For each location point L;, run algorithm in
Table 4.3 to compute the set of Z;(wh,, Pty,),
which is the collection of possible location
areas for each possible IU configuration at
time ¢;. Denote the set as
Z; = {Zi(wWn,, Pty,)| for all (w,,, Pt,,)}
Step 3: For every possible sequence of IU parameter
tuning, which is denoted as
s = {(wn,y, Pty,)ili = 1..n} |
retrieve the corresponding sequence of Z;
and narrow down these Z; based on
Step 2 and 3 in Table 4.4.
Step 4: Pick the best sequence S,,; that satisfies
Equation (4.14) among all sequences.

4.5 Simulation Results

In this section, we simulate the static IU and the moving IU location privacy protection
problem described in Section 4.3 and 4.4 to analyze the feasibility of our privacy-protection
scheme under different circumstances. We assume the [Us are equipped with tracking radars.
Our simulation confirms that by adjusting its transmit power and antenna’s radiation pat-
tern, probability of the IU’s location being detected by adversaries using ESCs’ sensing
outputs can be reduced to a very low level. We also analyze how different numbers of
antenna elements, noise thresholds, and ESC number will affect the simulation results for
preserving an 1U’s location privacy.

Simulation results for static IUs using circular phased array antenna are shown in Figure
4.4. The parameters used in this simulation are N,,;, = 2 or 5, § = 2dB, K = 4, the grid
length is set to 100m. The target of IU’s tracking radar is located in grid (4,104), which is
approximately 10km away from the IU. Pp and Py, are set to 0.96 and 107° at a range of
60km. In Figure 4.4, the circle represents a true IU location, the plus signs represent ESCs’
locations and the asterisks represent possible IU locations computed by adversaries. We can
see that the true IU location is successfully hidden inside the computed possible locations. It
is not surprising that the areas close around true location will have high probabilities to be a
possible IU location, and the simulation results proved this speculation. However, there are
many points very far away from the true location that still end up as possible IU locations,
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which shows the strong feasibility for preserving IU’s static location privacy.

# Possible IU location ¥ | K | k| k| ok k| k| Ok
ar <+ ESC location ar
sl *| O True U location sl * ok ok kK K F ¥
) =+ * | o# + ¥ Ok Ok ¥ ¥ ¥ ¥
¥ 7E
* *  #* * ok ok #  *  #*
61 6L
* * * ¥ ¥ * ok ok #  *  #*
5+ 5
* * * *  #* * * *
4+ -+ 4t +
¥ ¥ @ + ¥ ¥ ¥ @ #* #* +
3F 3
* o  #* * % ¥ ¥ *  *  *
2+ 21
* ¥ * + ¥ * ¥ * * ¥ + *  *
T+ 1F
* | * * * % * * *
3 i i i i i i i i i .3 i i i i i i i i i i
a 1 2 3 4 5 5] k] a 10 a 1 2 3 4 5 <] 7 8 a 10
(a) Nant =2 (b) Nant=5

Figure 4.4: Examples showing maximized possible location area for static IU when Ng,; = 2
and Na’nt = 5

In our simulation of mobile IUs, we set the speed of IU as between 0 to 2 (grid per time
interval). Figure 4.5 shows an example of possible IU locations at 6 consecutive points of
time while an IU is moving, where N,,; is set to 2 and K equals 4. As in each sub-figure, the
IU is successfully hidden within a bunch of possible IU locations, which is a positive factor
for protecting the IU’s location information. Though the possible locations tend to appear
around the true IU location, many of them also exist in distant grids, which is another
positive factor to preserve moving IU’s location privacy.

Figure 4.6 (a) shows 10 randomly picked possible traces for one IU’s real route (There are
many more that we cannot show for figure clarity reason). We can see that merely using 2
antenna elements, an [U can still befog ESCs with many fake traces.

The most dissimilar trace to the true IU route is presented in Figure 4.6 (b). Similarity
between two traces is measured by:

dist = i V(L1 — L2,)? (4.16)

t=t1

where n is the number of time points of these two traces, and L1, is the location of trace 1
at time ¢ (¢ € [t1,1,]), L2; is the location of trace 2 at time ¢. As in Figure 4.6, the existence
of the possible traces that are far away from the true trace make preservation of moving [U’s
location privacy feasible.

Table 4.6 shows the number of possible IU trajectories computed under five different routes
of the IU, and the amount of possible trajectories varies much on different IU routes. The
maximal distance refers to the similarity between true IU route and possible traces. It is
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Figure 4.6: Sub-figure (a) shows 10 randomly picked possible IU traces in dash-dot lines and
the IU’s real route in a sold red line. Sub-figure (b) shows an example of the most dissimilar
trace, t;,1 € [1, 6] denotes each time step.
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computed by Equation (4.16). The total distance between a true route and a possible trace
within 6 points of time is as large as thousands. The average Euclidean distance (max dist. /6
time points) between true IU trace and possible IU trace is usually larger than 200m.

Table 4.6: Possible IU traces computed under 5 different IU routes

IU routes number 1 2 3 4 5
Possible routes 1389 | 2567 | 2158 | 7169 | 4443
max dist. (x100m) | 18.11 | 14.36 | 16.99 | 15.63 | 22.39

Table 4.7: Number of possible U traces and current locations

5 K Nant == 2 Nant = 5
4 40 6124905
Possible TU ¢ 1dB 6 14 4924908
Ossible LU traces 5 qp LA | 1389 10153583
6 186 9037580
e E—
Possible IU locations
9 dB 4 12 &9
6 8 86

Next, we assume an IU moves within 6 time steps, and record the number of possible IU
locations at last time step, which can be regarded as the possible current locations for the
IU. We also record the number of possible IU traces along the way. Three general trends
in Table 4.7 can be observed. First, both the number of possible current IU locations and
the number of possible IU trajectories increases when the number of antenna elements N,
increases. This is because a smart antenna array with more elements has more flexibility
in adjusting the radiation pattern. Mathematically, more antenna elements leads to more
tunable w and hence larger degree of freedom in the problems. Therefore, it is easier for an
IU to create different RSS readings at ESCs. Second, the number of possible IU locations
and trajectories also increases as the value of acceptable noise level increases. The reason is
that larger noise level indicates looser bounds in determining a possible IU location. Third,
both the numbers of possible IU locations at last time step and possible IU trajectories
decrease when the number of ESCs (i.e. K) grows. Mathematically, adding ESCs means
adding extra constraints to problem in Table 4.2, and further reduce the [;’s probability of
being regarded as a possible IU location.

4.6 Chapter Summary

Since [Us in the 3.5 GHz band are mostly military systems such as US naval radars, whose
location privacy is highly sensitive, it is preferable to hide IU’s true location under the
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detection of ESCs. In this chapter, we analyzed the feasibility of preserving both static
and moving IU’s location privacy by adjusting its radiation pattern and transmit power.
We defined the way to preserve an IU’s location privacy as to hide its true location inside
all other possible U locations estimated by adversaries using ESCs’ RSS readings. We
investigated how an IU’s transmit power, radiation pattern and ESC deployment influence
the TU’s capability of hiding its location. We formulated the problem for a static IU to
protect its location information, and show this feasibility problem is NP-hard in general. We
then proposed a sampling method to solve this problem. Based on this, we then formulated
the problem for moving 1Us, in which two cases are analyzed: the first is to protect an IU’s
moving traces and the second is to protect its real-time location information. Our analysis
provides insightful guidance for an IU to preserve its location information whether it is static
or moving against the potential localization attack of ESCs. Simulation results also show
that our approach provides great effectiveness for an IU’s location privacy protection.
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Chapter 5

Distributed and Secure Power Control
for Secondary Users in Dynamic
Spectrum Access

In this part, we focus on SU power control problem in distributed DSA. As mentioned
previously, in many DSA systems, the location and interference level of an IU are often
considered sensitive data that should not be revealed, making it very challenging for a
system to ensure the QoS of both the IU and SUs while protecting IU operation security. In
this chapter, we propose a novel distributed SU transmit power control algorithm to solve
this challenge and achieve minimum energy consumption. Our scheme can enable SINR-
guaranteed coexistence between SUs and IUs and protect IUs from harmful interference,
while requiring no information directly from IUs. ESC’s local measurements of IU signals also
undergo a security masking process to ensure U location cannot be derived from its outputs,
providing strong privacy protection for IUs. Hence, we demonstrate that our algorithm
satisfies the CBRS OPSEC requirements in 3.5 GHz band. Our scheme’s convergence and
stability properties, as well as its privacy-protection strength, are both theoretically analyzed
and experimentally demonstrated through simulations.

5.1 Introduction

Due to the rapid growth in wireless communication demands, the frequency spectrum is
becoming increasingly crowded. DSA is then proposed to enable the spectrum sharing be-
tween IUs and SUs in underutilized spectrum to mitigate the spectrum scarcity problem.
This chapter focuses on the DSA architecture used in the 3.5 GHz band since it is one of the
most prominent DSA system architectures. Besides IUs and SUs, this target architecture
also includes a SAS and an ESC system [16]. ESC is a distributed network of sensing devices
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that monitor IU signal’s received signal strength (RSS) and then provides such sensing infor-
mation to SAS. Based on ESC inputs, SAS then grants spectrum access permissions to SUs
accordingly. IUs in 3.5GHz are often military radars and satellite services, whose operation
data is classified and demands strong privacy protection from the SAS-based DSA system.

In such a SAS-based DSA system, SUs can only be permitted to access the licensed bands
when these SUs do not cause any harmful interference to the 1Us based on ESC’s IU sensing
results and SUs’ transmission parameters (e.g. SUs’ transmission power and locations).
Adaptive SU power control based on ESC’s IU sensing results, hence, can be a viable way to
ensure an SU can obtain such transmission permission to coexist with IUs. Multiple such SU
power control schemes have been proposed recently. Unfortunately, none of these existing
schemes can properly solve the SU power control problem in DSA. These existing SU power
control algorithms can be classified into two categories: centralized and distributed power
control [22]. Centralized power control algorithms, such as those proposed in [82,83], lack
scalability when the number of SUs in the system is large because the central controller has
to coordinate all SUs and becomes the bottleneck. In addition, the central controller needs
to know sensitive IU operation data, violating [U’s privacy-protection demand. Distributed
power control strategies, such as [22,23,84], solves the scalability issues, but is even worse
in IU privacy protection since they have to distribute sensitive IU location and interference
level information to all SUs.

Due to the limitations of existing schemes, in this chapter, we propose a novel distributed
and secure SU power control algorithm for SAS-based DSA systems. We theoretically prove
the algorithm’s convergence and also show that the maximum interference limit at U and
the minimum SINR requirement of SUs are both satisfied at the stable point. In addition,
in our scheme, each SU self-adjusts its transmit power based on locally observable measure-
ments and a few broadcasted global parameters from SAS. Hence, the system has excellent
scalability since the central SAS does not need to perform per-SU computation. Further-
more, our proposed algorithm ensure that sensitive operation information of IU cannot be
derived from the information exchanged in this system. The algorithm does not even require
sharing of the raw IU signal strength sensed by ESC. Instead, ESC only gives SAS some
masked values indirectly related to IU signal strength. Since only the masked values are
shared among participating entities in our power control algorithm, even if the information
is leaked, an adversary will not be able to infer sensitive information of the IU.

In the rest of the chapter, we will discuss our algorithm design using the following orga-
nization. Section 5.2 introduces the system model and the QoS requirements for SU and
IU. Section 5.3 describes our power control algorithm for SUs to distributively adjust their
transmit power. In Section 5.4, we demonstrate the convergence and stability properties of
our algorithm under different conditions. Section 5.5 further shows how IU’s interference re-
quirement is statistically guaranteed. Section 5.6 analyzes that even when the ESC-supplied
information is leaked, it is still difficult for adversaries to infer the true IU location. In
Section 5.7, we present the evaluation of the proposed algorithm using simulations.
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Figure 5.1: System model.

5.2 Problem Formulation

The system model in our algorithm is illustrated in Figure 5.1. Specifically, we assume that
an IU, a SAS server, m ESC sensors, and n pairs of SU transmitters (SU-TX) and receivers
(SU-RX) are distributed in an area. Both the IU and SU TXs/RXs can be mobile. All SU-
TXs transmit on the same frequency band. We assume a SU-TX i (i € [1,n]) only transmits
towards a SU-RX 7. If some transmitter transmits to multiple receivers, the transmitter can
be modeled as multiple co-located SU-TXs, each transmitting to one receiver. Similarly, a
receiver that receive messages from multiple transmitters can be simply modeled as multiple
co-located SU-RXs, each receiving from one transmitter.

To formulate the power control problem, denote the transmit power of SU-TX ¢ as P;. The
path attenuation from SU-TX i to SU-RX j is denoted by g;;. ¢ denotes noise level at each
SU-RX, including both the additive receiver noise and other environmental noise. The SINR
at SU-RX 17, thus, can be expressed by SINR; = %. The QoS requirements of TU
e
and SUs that our power adaption algorithm needs to satisfy, thus, can be formulated as:
%—Ti:@ie[lan] (a)
Prob(3, 9P <T) > x (b) (5.1)
OSBSPmawaie[Ln] (C)7

where 7; denotes the desired SINR level at SU-RX 4, which is needed to maintain effective
communications as shown by constraint (a). g;; represents the signal attenuation from SU-
TX i to the IU. T is the IU’s interference tolerance threshold. Constraint (b) essentially
states that the probability that the aggregated SU interference on the IU is no larger than
T must be no smaller than a threshold y. F; is upper bounded by P,,,;, the maximum
SU-TXs’ transmit power, as shown by constraint (c).

While the constraints in (5.1) are straightforward, they are hard to guarantee directly. Due
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to privacy protection of IU’s location information, g;; in (5.1) should not be revealed to
any SU/SAS/ESC. Thus, direct estimate of interference suffered by IU is not feasible. In
addition, in 3.5GHz band, an IU usually does not have realtime communications with any
SU/ESC/SAS. Thus, it is also impossible for IU to inform SU/SAS about its local interference
level.

To solve this problem, we translate the constraints on IU interference level to the constraints
on ESC’s interference level, which can be either directly measured by ESC or theoreti-
cally estimated since ESC’s locations are public information according to FCC regulation in
3.5GHz [18]. Specifically, we propose that when an ESC e has sensed the existence of an IU,
it uses its sensing data to derive its requirement on local maximum SU interference level,
denoted as T,. T, is computed in a way such that if the aggregated SU-TXs signals on each
ESC does not exceed T, the interference received at the IU is likely constrained to be below
T'(See Section 5.5 for details). Hence, the constraint formulation in (5.1) is converted into:

s, —=0i€Ln] (a)
> 9P <T.,e€li,m] (b) (5.2)

0< Py < Prassi € [Lin] (o),
where g;. is the signal attenuation from SU-TX i to ESC e.

Denote the set of SU power settings that satisfy (5.2) as the solution set R := {P|P satisfies (5.2)},
where P is a column vector and P = {P;,i € [1,n]}. In the following sections, we will prove
that when the solution set R is not empty, our algorithm successfully stabilizes at a unique
equilibrium point in R. When a solution to (5.2) does not exist (a.k.a. R = (), meaning that

a power setting that satisfies all three constraints in (5.2) does not exist, our power control
algorithm will converge to a stable point that guarantees IU’s QoS requirement (5.2b), while

the constraint (5.2a) may be violated. We believe this is a desirable feature of our algorithm
because, in an DSA system, the guarantee of 1U’s QoS is generally a strict requirement,
while degrading SU communication quality is often acceptable when the system becomes

too crowded with SUs.

5.3 Our Distributed Power Control Algorithm

In this section, we present our distributed dynamic power control algorithm. The algorithm
includes three parts: the ESC update algorithm, the SAS update algorithm, and the SU-TX
update algorithm.

ESC update algorithm: Each ESC e measures its local aggregated SU interference, denoted
as C., and computes and periodically updates SAS with

W, = 51(066_,652T€),

(5.3)
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SAS update algc

: SAS periodically broadcasts global parameters €2.,e € [1,m] and
['nin to all SU-TXs, which are computed based on ESC-supplied w, as follows:

Qe = f/(we) : )\37
Lyin = min(—w,),

where f(z) := max(0, z).

Each A, for e € [1,m] is a non-zero positive time dependent variable that is updated by the
following differential equation:

dXe

A= =20 = —Buf(w) - 2Ac. (5.7)

where [, is a positive number. 3, is designed to always guarantee A\, > 0 when it is updated
by ensuring:

. 1
>\e+>\e=>\e—ﬁef(we)'2>\e>0:>0<Be<m (5.8)

Note that the initial A\.(0) must be positive, and it is easy to achieve because A.(0) can be
determined by SAS itself.

SU-TX update algorithm: SU-TX 7 adapts its transmit power by:

. dP; ~ ~
Pi = L= Pz ieQePi» 5.9
= + E g (5.9)
here P, — T _1)p (5.10)
where P, = o SINE, i .
o = ai(rminvgieaQea'S’[NRi) (5-11)

In the above adaption algorithm, SU-TX ¢ can obtain SINR; from its receiver SU-RX i’s
feedback. SU-TX can compute g;. for each ESC sensor e using radio propagation model
based on the sensor’s location, which is public information. «; is a locally computed step
size based on a step size control function described in Section 6.5.3. «; depends on both
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locally observable g;c and SINR;, and global scalar parameters ). and I',,;, from SAS
broadcasts.

Our algorithm is very simple to implement. Only locally observable information and some
insensitive aggregated information broadcasted by SAS are required for each SU-TX to
update its transmit power distributively. The broadcasted information from SAS reveals no
IU location or IU interference levels. The information transmitted from ESC to SAS also
cannot be used to derive IU location or interference level. The computation in SAS side
is not difficult and require no privacy sensitive IU information. Since our algorithm does
not require one-to-one information exchange between SU-TXs and SAS, it is highly scalable.
In the next section, we prove that our system will asymptotically converge into a unique
equilibrium point in R whenever R is nonempty. Then, we demonstrate how the system
stabilizes when R is empty.

5.4 Convergence and Stability

To prove our algorithm’s convergence, first note that theoretically, the aggregated SU inter-
ference at ESC e can be expressed as C, = ) . P;g;e. Combining this with (5.3) (5.4) (5.7)
(5.9) (5.10), the transmit power update algorithm at SU-TX ¢ can be expressed as:

P' _I' Zf Zpgze 52 gze za (512)
where P =i | —p—— 1 P, (5.13)
Héz Pjgjit+e
Z sze &1
Ae = Be - 2. 5.14

According to (5.3) and (5.6), because C, and & are positive, we can see that the value of
f'(we) is identical to f'(weC./&1). Thus we use f'(>°, Pigic — &%) to represent f'(w.) in the
following analysis. Essentially, in this section, we will examine the system’s convergence to an
SU transmit power allocation set R that is defined as R := {P|P satisfies all the constraints in (5.15)}:

% —7,=0,i€[1,n] (a)
> i GiePs < &T, e € [i,m] (D) (5.15)

0< P < Prag,i € [1,n] (c)

Since R C R, once the system converges into é, it converges into R. We will prove that
whenever there exists an nonempty power allocation solution set R, our algorithm will sta-
bilize at a unique solution inside R and hence is guaranteed to meet both IU and SUS’
requirements. Even when an solution does not exist (i.e. R = ()), the system asymptotically
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converges to a unique stable point which always satisfies the ESC’s interference constraint
(5.15b).

Our proof includes two parts. In part 1, we prove the system’s convergence under the case
where R is nonempty. In Part 2, the case where R is empty is considered. In this case,
SUs’ SINR requirements, SU’s upper transmit power limit and IU’s interference requirement
cannot be satisfied simultaneously. The system in (5.12) - (5.14) will never converge to a
point that satisfies all the constraints in Equation (5.2) since equilibrium points do not exist.
Therefore, we propose a supplementary approach for this case which treats IU’s interference
constraint with higher priority than SU’s SINR requirement. We prove the supplementary
approach’s convergence.

5.4.1 Part 1: Solution set R to (5.15) exists

In this subsection, we prove that whenever R # (), meaning that there exists some feasible
setting of SU-TX transmit power that satisfies (5.15), our algorithm stabilizes at a unique
point inside R. The proof is divided into two phases.

1. Phase 1: We relax the maximum power constraint in (5.15)to get a new relaxed solution
set Z, such that all P € Z satisfies:
—ufi o —0iel,n] (a)
i 9Pite ’ ’
Y i GiePi < &T, e € [i,m] (D) (5.16)
P; > 0,i € [L,n]. (c)

Then, we analyze the algorithm’s convergence and stability properties whenever Z
exists.

2. Phase 2: We demonstrate that our algorithm will iteratively converge to Rif Ris a
nonempty set.

Phase 1: convergence to a relaxed solution set Z

In this phase, we analyze the algorithm’s convergence to a unique equilibrium in Z under
the condition that Z is nonempty. The analysis is summarized in two theorems. Theorem 1
demonstrates that our algorithm asymptotically converges to an invariant set Z. Theorem
2 states that our algorithm will stabilize at a unique equilibrium point in Z.

Theorem 1. Starting from any initial state P;(0) > 0, the system described in (5.12) to
(5.14) asymptotically converges to an invariant set Z.
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Proof. The proof includes two steps. At Step 1, we prove that every point in 7 is a sad-
dle point. At step 2, by constructing a Lyapunov function, we prove that the system is
asymptotically stable inside Z if it is an nonempty set.

Step 1: Denote P* = {P},i € [1,n]} as a saddle point of the system. Setting P, = 0 and
Ae = 0,¢e € [i,m], P* is defined by:

P = q PT; —1]P'=0 (5.17a)
ZJ#% Jgﬂ"'_tp
 Pr e Te
Ae = _ﬁef(fl Zl i 9 52 ) 20 =0 (517b)

Zi B gie

Since A > 0 and Pg;e — 1. # 0, from (5.17b), it is clear that f(>_, P’g,e — T.) = 0, which,
based on f(-) definition in (5.6), means  ; P*gic — T, < 0. Based on (5.13), the solution set
for P,=0is S = {S; := P — - (2,295 + ) =0,i € [1,n]}. Thus, (5.17a) and (5.17b)
can be converted to:

— T —1,Vi€[l,n]
i i (5.18)
> i Prgie < &T., Ve € [1,m)]

Clearly, (5.18) is equivalent to the definition of Z. Hence, Z is the saddle points P* for the
system.

Step 2: In this step, we prove that P* € Z is an equilibrium point of the system. We first

show the convergence property of P; alone. From (5.13), P, can be rewritten as:

( Y giP - R) Oz—ap AP +b, (5.19)

b

where A = {a;; }nxn 1S @ n X n matrix with strictly negative entries along the diagonal and
only positive entries off the diagonal. a; = —o, and a;; = aﬁgﬂ for i # j. b= {b;}, is a
vector of n entries, and b; = ag ®.

To further our proof of P,’s convergence, we introduce Lemma 1 and 2 from existing literature
[21,88,89].

Lemma 1. : If an n X n matriz has non-negative entries off the diagonal, and if it maps an
n x 1 vector, all of whose entries are positive, into an n X 1 vector, all of whose entries are
negative, each of the n eigenvalues of the matriz has negative real parts [88].

Lemma 2. Given the dynamic system & = Ax, for any Q = Q' > 0, there exists a positive
definite solution M of the Lyapunov AT M +MA = —Q. The solution M is unique if and
only if every eigenvalues of A has negative real parts [89].
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Note that in phase 1 we assume 7 is not empty. There exists P* € 7 that makes P, =0.
Thus, according to (5.19), AP* = —b. According to Lemma 1, all the eigenvalues of A have
negative real parts. Thus, we can apply Lemma 2 and find a positive definite matrix M that
solves ATM + M A = —Q given any Q = Q" > 0. Hence, we can construct a Lyapunov

function V (P) for P; as

V(P):=(P—-P) M(P—-P)>0 (5.20)
The time derivative of V' (P) is calculated by

: oV (P) =

v = TP - (PP - P <0 (5.21)
Clearly, P, asymptotically converges to P whenever S = {S; :== P, — = 91+ ) =
0,i € [1,n]} exists. Based on eigenvalue decomposition theorem, let us pick @ = H' DH,
where D is an n X n eigenvalue matrix and each of its eigenvalue ¢ is denoted by d;,7 € [1,n].

Define y := {y1,%s, ...yn} = H(P — P*). Hence, V(P) can be re-expressed as:

V(P) = a‘g—g)é => o’ (5.22)

% %

Given the convergence properties of P, now we will prove the convergence and stability of
the system with both P, Vi € [1,n] and A, Ve € [1,m] by constructing a Lyapunov function
K (X, P) for the system as

K\, P):= F(A, P) — F(\*, P*), (5.23)
where F(A, P):= Y f(W(P) > i - §2Te> A2, (5.24)
W(P) :=V(P) +e. (5.25)

In the construction, A*, P* are the equilibrium points of the system. € is a sufficiently large

positive number such that e > ZTE and e makes the following inequality always true:

i Jie

W(P)> g —&T. = (V(P)+6) Y gie — &Te > 0. (5.26)

7 (2

Note this is possible because V(P) is a definite positive function. Theorem 5 in the Appendix
shows that K (A, P) is the Lyapunov function for the system and K = 0 if and only if

P = PZ* = % <Zj;£i gjz‘Pj* + (,0) Vi e [l,n] (5‘27)
> i Pigie — &T, < 0,Ve € [i,m)].
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The above equation is equivalent to the definition of Z. Hence, we prove that the system
asymptotically converges into Z. O]

Theorem 2. 7 only contains one equilibrium.

Proof. Considering a large number of SUs moving inside a large geographical area, the n x n
matrix A and n x 1 matrix b defined in (5.19) can be assumed to be sufficiently random
according to [21]. Hence matrix A and b can be assumed to have n distinct eigenvalues with
probability one. Therefore, when 7 is nonempty, there is only one unique point in Z , which
the system converges to. O]

With Theorem 1 and Theorem 2, we now can conclude that the system asymptotically
converges to a unique equilibrium in Z when Z # ().

Phase 2: convergence to solution set R

Since Z is the solution set for relaxing the SU-TX transmit power upper limit and R is the
solution set where P; < Py, is enforced, we have R C Z. Since a non-empty Z only contains
a single unique equilibrium point P*, if R is also not empty, we must have P* € R = Z
and P’ < Pz, i € [1,n]. Since we have proved that the system converges to the unique
equilibrium P* € Z , we can state that as long as R # (), starting from any initial state
P(0) > 0, our algorithm iteratively converges to P* € R.

5.4.2 Part 2: Solution set R to (5.15) is empty

So far we have proved that, whenever Ris nonempty, our algorithm asymptotically converges
to a unique stable point P* € R. However, solution set R may not exist for some SUs and
IU distribution. This may happen in two cases:

1. Case 1: This is the case where P* € Z exists but P > P, for some 7. In such a

case, R is an empty set due to constraint on SU maximum transmit power. We show
a stopping criterion of the algorithm in (5.12) - (5.14) to handle this case.

2. Case 2: This is the case Z = (. This means SUs’ SINR requirement and IU’s interfer-
ence requirement cannot be guaranteed at the same time. To handle this situation, a
step size control method is proposed to always guarantee IU’s interference requirement
while sacrificing the SINR of SUs. Essentially, the algorithm treats IU’s interference
constraint with a higher priority than SU SINR.

Next, we introduce the details of our solution for these two cases.
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Case 1: Stopping Criterion

In this case, even when the transmit power P; of SU-TX i already reaches P,., a solution
still cannot be reached. In other words, the solution P* € Z exists in the range P; > P,,,,. In
this case, SU-TX ¢ will simply stop increasing its P; and keep P; = P,,,, unless the algorithm
guides it to decrease the transmit power, while other SU-TXs keep on updating their transmit
power until the convergence of the system. By this procedure, the system can stabilize at a
sub-optimal point where >, .\ P gie < &Te,e € [1,m] and 0 < P < Pap, @ € [1, 7] hold.
However, this sub-optimal solution may fail to meet the SINR requirement.

Case 2: Step Size Control

When Z = (), meaning that it is impossible to guarantee SUs’ SINR requirement and I1U’s
interference requirement at the same time, we choose to ensure [U’ interference requirement
first and sacrifice the SINR of SUs. This is because in DSA, FCC regulation demands that
[U’s performance has to be guaranteed. We realize this preferential treatment on IU by
requiring our algorithm to stabilize at a point P* meeting Y, PFg;c < &Te,e € [1,m].

This can be achieved by a step size control procedure that computes the feasible step size
a; in (5.9). The procedure need to ensure that the ESC’s interference at any iteration to be
smaller than its threshold 7, by enforcing :

Z (P, + Pz-)gie < T, ec[l,m] (5.28)

1€[1,n]

In this way the requirement ) . P;"g;c < T, can be guaranteed. Since C. denotes the received
interference at ESC e from all SU-TXs, given (5.3) - (5.9), (5.28) can be rewritten as:

T
(o= — (1 Qegic) Pigie < T, 2
Ce+zi:aZ(S[NRi )( +z@: egze) i0ie < Le (5 9)

To guarantee (5.29), we set «; to make the following inequality hold Vi € [1, n]:

T;

SINR;

O./Z‘(

- 1)(1 + Z Qegie) < Fmina (530)

which essentially means that SU-TX picks the stepsize a; following:

1
svm, — D42, Qegic)”

1. If

1
(1+Ze Qegie) )

2. If SI]\Z/Ri —1<0, a > me(SI-]r\;Ri_l)

By choosing «; following the above rules, starting from any initial point P(0), the require-
ment . P,gie < Te,e € [1,m] is always guaranteed even when Z = ().
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Based on the discussion above, we have proved that the system will converge to a stable
point which always meets ESC interference requirements, if the step size «; for SU-TX i is
tuned in each iteration by the proposed step size control method.

5.5 ESC interference requirements

As discussed in Section 5.2, due to the sensitivity in IU’s location privacy, the interference
from SU-TXs to an IU cannot be directly measured and thus the problem formulation in
(5.1) cannot be solved directly. Therefore, we estimate the interference from SU-TX to
ESC instead and create problem formulation (5.2). In Section 5.4, we have proved that our
algorithm asymptotically stabilize at an equilibrium that solves the problem in (5.2). In
this section, we describes how our algorithm computes ESC’s interference constraint 7., and
verify that using this 7, computation, the solution to the problem in (5.2) is approximately
also a solution to the problem in (5.1).

On a high level, denoting Tg as the set of all T,, Tg is computed by solving the following
formula:

U(Tg) :=Pr(I <T|C.<T.,foralleec[l,m]) >V (5.31)

where the constant threshold ¥ € [0,1] and ¥ ~ 1. The left side of (5.31), denoted as
U(Tg), represents the conditional probability that the IU’s received SU interference I does
not exceed its requirement 7' given that the SU interference level at each ESC e is bounded
by Tg. The formula essentially means that Tg should be set at a right value so that the
probability on the left side will be close to 1.

Next, we explicitly derive the expression of U(Tg). To achieve this, we first derive the
statistical distribution of C\, in Section 5.5.1. In Section 5.5.2, we model the conditional
statistical distribution of I, given ESC’s local RSS of IU. Next, Section 5.5.3 solves (5.31)
as a cumulative density function of a conditional normal distribution, and use this function
to identify T that guarantees U(Tg) > V.

5.5.1 Distribution of C,

To derive the statistical distribution of C, = Zie[l’n] P, g;. for ESC sensor e, the path loss g;.
between SU-TX ¢ and ESC e needs to be estimated. Since an SU-TX’s location is usually
not known to an ESC due to SU location privacy protection, we can not measure or compute
gie directly. Thus, we establish a statistical model of g;, between SU-TX and ESC.

Without loss of generality, we assume that each ESC is in charge of detecting the IU’s
presence in a large circular area centered at itself with a radius [, and SUs are uniformly
distributed inside this area. Based on the simplified propagation model, g;. = nd;.” ", where
d;e is the distance between ith SU-TX and eth ESC, v is the path loss exponent and 7 is a
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small constant coefficient. Note that the probability density function (PDF) of d;., denoted
as pp,(d;e), can be expressed as pp,(d;.) = 2215'6. Using pp, (die), the distribution of channel

gain g, is derived by:

Prob(gie < g) =1 — Pr(di. < (2) ") (5.32)
n
B OProb(gie < g) B 77% _1l+v g._1
pGe(-g) - 89 - v g pDe((/r]) ) (533)

The expectation and variance of g;., denoted as p, and o2 respectively, can be calculated
based on:

24v

ne; " 277%9—% ney " 277%9_ -
e = / dg, o¢= / (9= pe)*——"5—dg (5.34)
n n

[—v Ul2 [—v Ul2

where ¢€; is the minimum distance between an SU and ESC.

Since all SU-TXs are independent, g, Vi € [1,n] is i.i.d. Using the Central Limit Theorem
and the Law of Large Numbers, when n increases, C. = > | P,g;e can be approximated by

a normal distribution, C, ~ N (ji., %), where

n

fie=) Ppe, 07=) (P)ol. (5.35)
1=1

=1

5.5.2 Distribution of /

In this section, we model the statistical distribution of an IU’s received SU interference I.
Denoting g;; as the path loss from the ¢th SU to the IU, we have I = Zie[l’n] P;g;;. Same
as how we compute C.’s distribution by modeling g;. in the previous section, to model I,
we again need to derive g;;’s statistical distribution. Since the IU’s location is not explicitly
known due to IU location privacy protection, g;; has to be estimated using ESC’s local
measurement, of TU signals. Note that due to FCC’s security regulation, ESCs must not
share any IU’s location-related information. Thus, each ESC must independently calculate
gir- No exchange of these [U-related information with other ESC is allowed.

The first step is to roughly estimate the IU’s location distribution using ESC’s local mea-
surement. Note that the distance between an ESC and the IU, denoted as dy, is given by
dy = (%0)’%, where gy denotes the channel gain from the ESC to the IU. In addition, we
have go = P,/P,, where P, is the IU’s transmit power and P, is the ESC’s received IU signal
strength. Since it is easy to find the common transmit power of radar systems, which are
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the main types of IUs in the 3.5GHz band, we assume P; is known. Assuming IU’s signal is
transmitted through a Rayleigh fading channel, the cumulative distribution function (CDF)

of P,, thus, can also be modeled as Zpg(P,) = 1 —exp (—2%), where r? is the expectation of

P,, which can be measured by ESC sensor e. Therefore, the CDF of gy can be derived by:
- P,
miten (90) =1- €xXp <_%)r2t)- (536)
The CDF of dy is then computed by:
_ d, P,
=y (do) = exp (— 2 2” =), (5.37)
r€
and the probability distribution function (PDF) of dj is:
Pnd," vP,
Py (do) = exp(— 20 T oo, (5.38)

2r2 7 2r2
The above CDF and PDF of d are essentially a location distribution of the IU expressed in
the form of a uniform distribution over a circle of a radius dy and a center at an ESC. Using
this IU location distribution, we can derive the distance between ith SU and the IU, denote
as d,z, as follows. Note that the PDF of d;; conditioned on dy, denoted as pp,|p,(dir|do), is:

(dir|do) 2 0= di=t=do (5.39)
i = . 242 2 :
PD1|Do Gl %0 2y arccos(—df’;jilé”l ), l—do < dif <1+ dp.
Thus, combining (5.39) with (5.38), pp,(d;;) can be computed by:
Jo it exp(=F3) Sy dds,
0<di; <1
PD (dzj) = ) 24 g2 g2 o X —v (540)
’ Jy, -1 5 awccos(SEE)- - exp(—F3E0)
Y d v ddy, | < d; <2l

The relation between d;; and g¢;; is the same as the relation between d;. and g;. in (5.33),
the expectation y; and variance o7 of g;; can be computed by:

1

v

it = / P = oy ((2)4)ddodg (5.41)
gJdo Y n
—_— 2 % 14+v
ot = [ [ R (), (5.42)
g Jdo v U

Because all SU-TXs are independent, the distribution for g;; is also i.i.d Vi € [1,n]. Using
the Central Limit Theorem and Law of Large Numbers, as n increases, I =Y | Pigi; can
be approximated by a normal distribution, I ~ N(jir,5%), where
fir=Y P, o61=) (P). (5.43)
i=1

i=1
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5.5.3 Determine ESCs’ interference constraints

As discussed in Section 5.5.1 and 5.5.2,C, and I are both approximated by normal distribu-
tions. The remaining problem is how each ESC e computes a proper value of T, to satisfy
U(Tg) > W in (5.31), which can be rewritten to:

UTe) = Pr( Y Pgu < T| Y Pgie < T foralle € [Lm]) > U. (544)

i€[1,n] i1€[1,n]
Note that since ¢g;; and g;. are all positive, we have:

Pr <Zi€[l,n] Pigir <T ’Ziep,n] P,g;. < T, for all e)
> Pr (Zie[l,n] Pigir <T ’Zie[l,n} P,g;e < T, for some e)
> Pr (Zie[l,n] Pgir <T )Zie[l’n} P.g;. = T, for some e)

Thus, as long as each ESC sensor e locally chooses a T, that guarantees the following in-
equality:
Pr(I<T|C.=T,) >V, (5.45)

we know (5.44) must hold, which means IU’s interference requirement is statistically satisfied.

According to the theory of conditional normal distribution [90], the conditional random
variable I|C, = T, is normally distributed, whose fij. and variance 7;. are:

. . by .
Hre = fr + 2_12<Te — fle), (5.46)
22
22
bre = L1 — =2 5.47
or 11 2227 ( )
where ¥1; = cov(I, 1), %15 = cov(l,Cy), (5.48)
Y99 = cov(Ce, Cy), (5.49)

Here, function cov(-) is the covariance of the two input distributions. With the distribution
of I|C, = T, known, given a U, the fi;. value that makes Pr (I <T|C, =T., ) > ¥, denoted
as o, can be computed as

po =T — 67,9 (W), (5.50)
where ®!(+) is the quantile function of standard normal distribution. Then, based on (5.46),

T, can be computed by
L2 .
Te = (no = fur) 5~ + fre- (5.51)
12
(5.51) is the formula that each ESC e uses to generate T, independently as its interfer-
ence requirement. Bring this 7, into (5.3), the IU’s interference requirement is statistically

guaranteed.
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5.6 Analysis on IU privacy protection

In this section, we demonstrate that our algorithm is secure in the sense that, even if every
message exchanged in the system is leaked, the location of incumbent activity still can-
not be accurately estimated. Through this analysis on IU location privacy protection, we
demonstrate that our power control algorithm meets the requirements for CBRS OPSEC.

The security threat model for the overall ESC/SAS is described in [91] including compromised
CBSD, compromised SAS operator and compromised ESC operator, etc. WINNF document
[66] gives a general threat model under consideration for CBRS OPSEC: " The threat model
under consideration for CBRS OPSEC is where an Internet-connected device is able to probe
the Spectrum Access Server (SAS) ecosystem through spectrum access queries and as a result
learn information about military operations at a higher level of fidelity than can be reliably
discovered from other Internet-connected sources such as news reports about naval activity.”

As seen from our algorithm, since ESC is responsible for detecting an IU’s existence in the
spectrum and measuring the average received 1U signal strength, ESC is the only entity that
obtains information directly related to the IU’s location. Thus, in the threat model for our
power control system, we assume ESCs are trustworthy so an adversary cannot know its raw
measurement of [U RSS. However, an Internet-connected adversary can also probe the SAS
to obtain the IU-related parameters. It is also possible for the adversary to eavesdrop the
communication channel if he is somewhere near the SU network. The attacker will attempt
to derive sensitive IU location data from information that they observed.

According to (5.3) - (5.11) and Section 5.5, each ESC e uses the average detected IU signal
strength 7, to generate its interference requirement 7,, and computes w. which is then sent
to SAS and SUs. From the adversary’s perspective, since w,’s computation is based on T,
which is again related to the distance between IU and ESC e, w, may carry some IU location
information and can be used to infer the changes in IU’s true location. To ensure that TU-
ESC distance changes cannot be discovered in a sequence of w,, our method increases the
randomness in the value of w, by using random numbers &; and & in the generation of w,
as shown in Equation (5.3). To analyze if the variations in w, are related with the changes
in IU’s location, one can calculate the correlation and p-value between the sequence of w,s
and the IU-ESC distances [92]. A lower p-value can be interpreted as a stronger correlation
between two sets of data, and a p-value higher than 0.05 means that the correlation is
not statistically significant [92]. If the sequences of w.s and IU-ESC distances have a low
correlation coefficient with a large p-value, we can say that the correlation between w,s
and TU-ESC distances is not statistically significant, and the attacker can hardly use w.s to
infer the IU’s true location. Using this method, in evaluation section 5.7.3, we compute the
correlation coefficient and p-value using simulation. The results show that the correlation
is not statistically significant. Thus, it is difficult for an attacker to infer IU’s true location
changes.
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5.7 Evaluation

In this section, we evaluate the proposed transmit power control algorithm by simulations.
To create a realistic distributions of SU nodes in our simulation, we assume the SU com-
munication system follow a infrastructure-based architecture that is similar to WiFi, where
multiple SU user-end devices (UE) communicate with SU base stations (BS). Specifically,
the simulation area is set to a 6km x 6km square coastal area. We randomly distribute mul-
tiple SU BS inside the area. Around each BS, 10 UE associated with the BS are normally
distributed with a scattering standard deviation of 40m. Both the BS and its pairing UE can
be regarded as SU-TX or SU-RX. We consider two scenarios in the simulation. In Scenario
1, the BS serves as the receiver and its UEs are transmitters. The BS can be modeled as
10 co-located SU-RXs each receiving from one associated UE (i.e. a SU-TX). In Scenario
2, the BS acts as the transmitter and transmit to its UEs. The BS is then modeled as 10
co-located SU-TXs, each transmitting to one associated UE (i.e. SU-RX). We assume that
all SU-TXs/RXs are located inland and the IU is in the sea. Five ESCs are randomly situ-
ated near the coast line for detecting the IU’s activity. Both IU and SUs are mobile in the
simulation. The speed of each SU-TX is set to 1m/s and the speed of U is 20m/s. Figure
5.2 shows an example of our simulation topology setting.

For every millisecond, each ESC senses the interference from both SUs and IU, and SAS
broadcasts the global parameters. Each SU-TX reads its location information at a rate of
10Hz from a GPS sensor. A standard path loss model is applied for each SU-TX. The path
loss exponent is set to 4. The environment interference ¢ is set to -80dbm. The system is
assumed to be stable when the fluctuations in every SU transmit power are smaller than

0.0001W.

5.7.1 Stability analysis

The evaluation first examines the stability of our algorithm under different cases discussed
in Section 5.4. We denote the case where solution set R to (5.15) exists as Case 1, the case
where R is empty but solution set 7 exists as Case 2, and the case where 7 is empty as
Case 3. The different parameter settings for Case 1, 2 and 3 are given in Table 5.1. For
each simulation setting, we run the simulation 100 times. FEach simulation simulates 10
minutes operation time of the DSA network (600000 iterations). Simulation results for the
three cases in both Scenario 1 and 2 are shown in Table 5.2 and 5.3. In Table 5.2, it can be
observed that, on average, an SU-TX only spends less than 3% of its total operation time
in the convergence process in all cases, even though mobility of IUs and SUs are constantly
changing the system states.
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Figure 5.2: Example of our simulation settings.

Table 5.1: Parameter settings for Case 1, 2 and 3
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Parameter Case 1 2 3
number of SU BSs 9 16 25
SU SINR target 7 50 100 100
SU’s maximum transmit power (W) 2 1 1
IU’s allowable interference (W) 10°¢ 107¢ 107°

Case 1: Solution set R to (5.15) exists

The first simulation examines our algorithm’s performance when the optimal power settings
in R exist to satisfy both the IU’s interference requirement and the SU-TXs” SINR require-
ments within the SU-TXs’ maximum power constraint. As shown in Table 5.3, the fraction
of time an SU’s SINR does not satisfy its target 7 is very small due to quick convergence
of our algorithm and the algorithm’s stable point’s guarantee of SU’s SINR under case 1.
IU’s interference requirement is satisfied 100% of time because our algorithm guarantees IU’s
interference constraint at any time.

Case 2: R is empty but solution set 7 exists

The second simulation looks at those cases where not all SU-TXs can achieve the required
SINR all the time because of the maximum transmit power limit on SU-TXs. To simulate
this case, as shown in Table 5.1, we increase the number of SU-RX to 16 and the target
SINR of SU BSs to 100, and decrease an SU’s maximum transmit power to 1W. This will
make it harder for all SU-TXs to satisfy their RXs” SINR requirements within the allowable
range of transmit power. In this case, we expect some SU-RX will not get its SINR satisfied
despite its SU-TX using maximum transmit power, while other SU-RXs can maintain their
SINR. Table 5.3’s simulation results exactly match this expectation. In addition, Table 5.3
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Table 5.2: Average convergence speed of SU-TXs’ transmit power in Case 1, 2 and 3 of
Scenario 1 and 2

Fraction of time

used for convergence
Scenario 1 0.0241 | 0.0245 | 0.0251
Scenario 2 0.0239 | 0.0241 | 0.0244

Case 1 | Case 2 | Case 3

Table 5.3: Simulation results for Case 1, 2 and 3 in Scenario 1 and 2

Fraction of Fraction of | Fraction of
time transmit | time when | time when SU
power < SU’s SINR | interference
the maximum | > 7 to IU < T
Seen- Casel |1 0.9784 1
o 1 Case 2 | 0.5260 0.5840 1
Case 3 | 1 0.0422 1
Seen- Case 1 |1 0.9771 1
ATio 2 Case 2 | 0.5423 0.6267 1
Case 3 | 1 0.0531 1

shows that our scheme still ensure the IU’s interference level is below the threshold in this
case.

Case 3: 7 is empty

In the third simulation, as shown in Table 5.1, we reduce the IU’s interference requirement to
an extremely low 107°W, and further increase the number of SU BS to 25. As discussed in
Section 5.4.2, such a setting makes it impossible to guarantee SU-RXs’ SINR requirements
due to the strict IU interference constraint. In this case, our algorithm should ensure IU’s
interference requirement first and sacrifice the SU’s SINR. This expectation matches results
in Table 5.3. SU’s SINR requirement is hardly satisfied in the simulation due to the extremely
low IU interference requirement, while this extremely-low IU’s interference requirement is
still always satisfied.

In addition, as shown in Table 5.2, only a tiny increase in the convergence time is observed
as the total number of SUs increases from 90 to 250 among the three cases, which indicates
good scalability of our algorithm.
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Figure 5.3: Left figure shows 500 iterations of one sequence of IU-ESC distances and right
figure shows the corresponding w, sequence.

5.7.2 Efficiency evaluation

We compare our algorithm with the existing IU protection schemes [93,94] in terms of
network capacity under the same IU interference protection level. A geographic exclusion
zone (GEZ) scheme in [93] calculates the minimum radius of the primary exclusion zone
based on the primary outage constraint, and [94] proposes a shapeless PU protection scheme
called the discrete exclusion zone (DEZ), which is achieved by switching off the first & — 1
nearest neighboring SUs surrounding the PU. With the number of SUs equal to 500, in order
to ensure IU’s interference requirement equal to 1078, the minimum radius of exclusion
zone in GEZ is set to 3000 m and the number of SUs being switched off in DEZ is set to 150.
The results show that under these settings, our scheme can improve the total SU capacity
by 50% over GEZ and by 47% over DEZ.

5.7.3 Evaluation on IU location protection

In the evaluation, we randomly generate 500 settings of the locations of a moving U, 3 ESCs
and 250 static SUs. Each simulation with one setting lasts for 60000 iterations. Figure 5.3
zooms in for the 500 iterations of example sequences of IU-ESC distances and w.s. The
average correlation coefficient between the sequences of IU-ESC distances and w,s is around
0.08 which can be considered negligible [95], and the p-value is around 0.28 which is larger
than 0.05 [92]. Hence we can conclude that the correlation is not statistically significant.
Such low correlation indicates that it is difficult for an attacker to infer IU’s true location
from w,s.

5.7.4 FEvaluation of communication overhead

We also compare the communication overhead of our algorithm with other privacy preserva-
tion schemes for DSA systems. Because in our algorithm the messages transmitted between
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entities only contain several 64-bit numbers, the average communication overhead per SU
per convergence period is around 0.00112MB in our simulation. However, in the existing [U
privacy protection schemes [57,58], the communication overhead for each SU to obtain a tem-
porary permission is in the magnitude of dozens or hundreds of MB. Our algorithm requires
much lower communication overhead compared with these existing IU privacy-preserving
works.

5.8 Chapter Summary

Adaptive power control is a feasible way to enable successful coexistence between [Us and
SUs. In this chapter, we proposed a distributed SU transmit power control algorithm aiming
at effective channel reuse in DSA, subject to IU’s interference requirement and SU-TXs’
SINR requirements and upper power constraints. Due to security considerations, our al-
gorithm does not depend on any sensitive information from IU. Each SU-TX only requires
locally observable measurements and aggregated insensitive information provided by ESC to
adjust its transmit power distributively. To the best of our knowledge, our algorithm is the
first power control algorithm that meets the CBRS OPSEC requirements in 3.5 GHz DSA.
Through the analysis on the algorithm’s convergence and stability properties, we demon-
strate that our algorithm will converge to a unique stable point which always satisfies the
IU’s interference constraint. Whenever there exists a power setting meeting both IU and
SUs’ requirements, our algorithm will stabilize at that setting. Finally, the simulation results
validate the effectiveness of the proposed algorithm.



Chapter 6

Distributed and Secure Uplink Power
Control in Dynamic Spectrum Access

Different from the previous chapter which presents an SU power control algorithm to achieve
minimum power consumption, in this chapter, we develop another secure and distributed SU
transmit power control algorithm aiming at optimal network utility in uplink. This algorithm
enables optimal SU power control to maximize the sum of SU rates. The SINR-guaranteed
coexistence between SUs and IUs are enabled to maintain effective communication, while
no information is directly required from IUs. Local measurements of IU signals provided
by ESCs also undergo a security masking process to ensure that IU location cannot be
derived from its outputs. Convergence and stability properties of our algorithm, as well as
its privacy-protection strength, are both theoretically analyzed and experimentally evaluated
through simulations.

6.1 Introduction

Spectrum scarcity problem has been exacerbated due to the rapid growth in the demand for
wireless communication. DSA has been proposed as a promising solution to mitigate the
scarcity problem. The key form of the DSA recommended by NTIA [96] and FCC [97] is
to share the licensed bands belonging to government incumbents with commercial wireless
broadband devices. DSA systems deployed in 3.5 GHz band is one of the eminent DSA
architectures. This architecture is composed of a SAS and an ESC system [6]. ESC system
is a distributed network of sensors built to detect the IU’s presence in 3.5 GHz band and
inform SAS with its RSS of IU signals. SAS is responsible for granting and coordinating SUs’
access to the spectrum based on the reported activities of both IUs and SUs. Specifically,
SAS cannot allow any SU access the licensed channel unless it can be concluded from ESC-
provided IU sensing results that no harmful interference to the IUs will be triggered by
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the SUs’ transmission. Power control for secondary networks, thus, can be a feasible way to
ensure an SU can obtain such transmission permission to coexist with IUs. in this chapter, we
mainly focus on the uplink SU power control in 3.5 GHz DSA systems aiming at maximizing
secondary network utility.

One crucial challenge of designing optimal power control schemes for the above DSA system is
that some IU information (e.g. IU location information) required in making an optimal power
allocation is sensitive and cannot be revealed to any other user. Essentially, when making an
optimal power assignments, all SUs need to be jointly coordinated to optimize the network
utility, which traditionally requires a centralized controller with global knowledge of the
entire network (including both IUs and SUs). However, centralized optimal power allocation
is not feasible considering IU privacy protection and the inevitably heavy computational
overheads on the controller. A practical scheme, thus, has to be distributed without requiring
any sensitive information exchange between users .

Several existing works attempt to partially address the optimal SU power control problem,
and we will discuss them in three categories: centralized optimization algorithms, distributed
power control algorithms for SUs only and distributed power control algorithms for all tiers of
users. Centralized optimization algorithms, such as those proposed in [19,20], lack scalability
when the number of SUs in the system is large because the central controller has to coordinate
all SUs and becomes the bottleneck. In addition, the central controller needs to know
sensitive IU operation data, violating IU’s privacy protection demand. Distributed SU power
control strategies, such as [21-23], solves the scalability issues, but is even worse in IU
privacy protection since they have to distribute sensitive IU location and interference level
information to all SUs. Distributed power control algorithms for all tiers of users, such as
[24,25], do not share the IU’s information with SUs, but they assume that all users (including
both SUs and IUs) will participate in the power adaptation procedure simultaneously. Such
assumption is also not feasible in 3.5 GHz DSA since 1U operations in this band, which are
satellite and radar, are independent to SU operations and classified.

To fill in the void of existing works, in this chapter, we formulate the uplink power control
problem in DSA scenarios as a utility maximization problem, which is then solved using a
proposed distributed and secure algorithm. Downlink power control problem in 3.5 GHz DSA
is studied in our previous work. We theoretically prove the uplink power control algorithm’s
convergence at the maximum of network utility, and also show that both IU’s interference
constraint and SU’s power limit and minimum SINR requirement are satisfied at the optimal
stable point whenever the formulated uplink optimization problem is feasible. When the
optimization problem is infeasible, our algorithm can still converge to a sub-optimal point
where all requirements are satisfied except some SU’s minimum SINR constraints. In this
case, SINR of SUs is sacrificed due to IU’s interference protection or SU’s power limit. This
is reasonable because in DSA, FCC regulation demands that IU’s performance has to be
guaranteed and SU’s maximum power limit cannot be exceeded. Furthermore, no exchange
of sensitive IU operation information (e.g. IU’s location or its received interference level)
is required in the algorithms. Instead of directly sharing the raw IU signal strength sensed
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by ESC, we proposed a geometry-based model so that the algorithm only requires some
ESC processed values related to IU signal strength. Our algorithm ensures that accurate
operation information of IU cannot be derived from the masked information exchanged in
this system.

The remainder of this chapter is organized as follows. Section 6.2 introduces the system
model and formulates the uplink power control problem in the DSA system. Section 6.3
provides a brief introduction on D.C. programming as a preliminary to our algorithm. Section
6.4 describes how each SU uses our uplink power control algorithm to distributively adjust
its transmit power, and the convergence and stability properties of the uplink algorithm are
demonstrated in Section 6.5. Section 6.6 further shows how IU’s interference requirement is
statistically guaranteed based on geometry modeling. Section 6.7 analyzes that even when
the ESC-supplied information is leaked, it is still difficult for adversaries to infer the true IU
location. Evaluations are provided in Section 6.8.

6.2 Problem Formulation

The system model considered in the paper is illustrated in Figure 6.1. Specifically, we
assume that m; [Us, my ESC sensors, and n pairs of SUs and BSs are distributed in an area.
Both the IUs and SUs can be mobile. In uplink, all SUs transmit on the same frequency
band. We assume an SU i (i € [1,n]) only transmits towards a BS i. Note that a BS that
receives messages from multiple SUs can be simply modeled as multiple co-located BSs, each
communicating with one SU.

6.2.1 Uplink Power Control Problem

One typical objective of an uplink power control problem is to find the optimal power al-
location that maximizes the sum of individual rates in uplink. To formulate the problem,
denote the transmit power of SU ¢ as P;. The path attenuation from SU 7 to BS j is denoted
by gi;. i denotes the environmental noise between SU ¢ and BS 7 including the additive
receiver noise. The SINR of SU 4, thus, can be expressed by SINR; = %. Since
the QoS requirements of IU and SUs need to be satisfied, the uplink power control problem
can be formulated as:
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Incumbent user (IU)
all=

Environmental sensing -

capability (ESC) ~ ESC

Figure 6.1: System model.
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0 <P, < Pz, i € [1,n] (6.1c)

The objective is to maximize the sum of SU rates. 7 denotes the minimum required SINR
level for SU to maintain effective communications as shown by constraint (6.1a). Note that
the constraints in (6.1a) are actually the linear constraints. Constraint (6.1b) shows the IU’s
interference requirement. g;; represents the signal attenuation from SU ¢ to the IU, and T
denotes the IU’s interference tolerance threshold. Constraint (6.1b) in essence states that
the probability that the aggregated SU interference received at IU is no larger than the IU’s
interference requirement 7" must be no smaller than an acceptable threshold A. Constraint
(6.1c) shows that SUs’ transmit power F; is not allowed to exceed its maximum P,

Though the constraints in problem (6.1) are straightforward, it is hard to guarantee them
directly. Due to IU’s location privacy protection, g;; in problem (6.1) should not be revealed
to any SU/BS/ESC. Thus, neither the direct measurement nor the theoretical estimate of
interference suffered by IU is feasible. In addition, an IU in 3.5GHz band usually does not
have real-time communications with any SU/BS/ESC. Thus, it is also impossible to expect
IU to inform SU about its local interference level.

Our solution is to translate the constraints on IU’s received interference to the restrictions on
ESC’s received interference, which can then be directly measured or theoretically estimated
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by ESC since ESCs’ location information can be found publicly according to FCC regulation
in 3.5GHz [18]. Specifically, we propose that once an ESC e has detected the existence of U,
it uses the sensing results of IU to derive its local requirement on the maximum allowable
SU interference, denoted as T,. The computation of T, demonstrates that the aggregated
SU signals at IU is likely to be constrained below T if every ESC’s received interference from
SUs does not exceed T, (See Section 6.6 for details). Thus, the problem formulation in (6.1)
is converted into (6.2):

- Pigii
max loga( +1) (6.2)
P 2:1: > i Pigji + @i
Pigii :
s.t. > 7,1 € [1,n] (6.2a)
> i Pigji + @i
> Pigie < Tooe € [i,my (6.2D)
0 <P, < Pz, i € [1,n] (6.2¢)

where g;. is the signal attenuation from SU 7 to ESC e.

Denote the SU power assignments that solve the optimization problem in formulation (6.2) as
a solution set S := {P|P solves (6.2)}, where P is a column vector and P = {P;,7 € [1,n]}.
Note that S exists only when constraints (6.2a)-(6.2c) can be guaranteed together. In the
following sections, we will present our distributed uplink power control algorithm and analyze
the convergence and stability of our algorithm. When the solution set S exists, meaning that
constraints (6.2a)-(6.2c) can be satisfied together, our algorithm successfully converges at the
optimal stable point in S. When a solution to (6.2) does not exist (a.k.a. S = )), meaning
that a power setting satisfying all three constraints in (6.2) does not exist, our algorithm
will converge to a sub-optimal point that guarantees IU’s QoS requirement (6.2b) and SU’s
upper power limit constraint (6.2c), while the constraint (6.2a) may be violated. We believe
this to be a desirable feature of our algorithm because in DSA system, guarantee of IU’s
QoS is generally a strict requirement, while degrading SU communication quality is often
acceptable when the system becomes too crowded with SUs.

6.3 D.C. Programming

The uplink power control problem in (6.2) has a non-convex objective, and thus can be
hard to solve. Fortunately, D.C. programming is extensively developed to cover almost all
non-convex global optimization problems. Among the general D.C. approaches, DCA is a
robust and efficient method to solve large-scale DC programs [62].

Based on DC programming, rewrite (6.2) as:
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II'II:E}X hl (P) — hQ(P)
s.t. (2a),(2b), (2¢)

where 7 (P) = Y71 loga (D7, Pgji+wi) and ho(P) = >0 loga(37,; Pjgji+ i) are concave
functions.

(6.3)

As presented in [62], DCA iteratively locates the global optimal solution of (6.3) by gener-
ating a sequence {P® t =0,1,2,...} of improved feasible solutions. Specifically, initialized
from a feasible starting point P(®), Pt*1 is computed as the optimal solution to the ¢-th
convex sub-problem, which is formulated as:

max  hi(P) — ha(PO) = Vhy(PY)T(P — P1)

(6.4)
s.t. (2a),(2b),(2¢)
where th(lf’i(t)) is the gradient of ho(P®) at each P as expressed as:
51y _ 1 9ij
ho(P) = — .
Tha(R) = 5 3 (6.5)
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Since (6.4) is a convex problem, whenever the global optimal solution P*+1) to (6.4) exists,
it must be unique.

Also, it has been proved in [62] that the sequence {P®) ¢ =0, 1,2, ...} of improved solutions
always converges in finite iterations. The iterative process can be terminated at [P —
P <eor |, E(t)gij > P,-(t_l)gm < €y, where ¢y > 0 is some threshold. Note that
DCA is designed only based on its local characteristics, it cannot theoretically guarantee
the globality of converged solutions for general DC programs. However, in practice, DCA
converges quite often to a global solution, and is proved to be more robust and more efficient
than related standard methods [98-100]. In Section 6.8, we compare the performance of
DCA and a global optimizer, which shows that DCA indeed performs better in our case.

Essentially, the procedure of DCA can be regarded as a nested loop. The inner loops are
responsible for computing each P® as the solution to every (¢ — 1)-th convex sub-problem
(6.4) to form the sequence of improved solutions {P® ¢ =0, 1,2, ...}, so that the outer loop
(envelope) can approach the optimal solution to the original non-convex problem (6.3) (i.e.,
problem (6.2)) based on the sequence {P® ¢ = 0,1,2,...}. DCA provides a theoretical idea to
find the global optimum of D.C. problems efficiently. However, it cannot be directly applied
to the scenario of uplink power control in 3.5 GHz DSA systems, because it does not have any
indication on a practical way to solve the sub-problems (6.4) in such scenario. In our proposed
SU transmit power control algorithm, presented in the following sections, we adopt the
general idea of DCA and demonstrate that our algorithm can solve the sub-problem (6.4) in
a practical and distributed manner repeatedly to generate the sequence of improved solutions,
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and thus the optimal solution to original problem (6.2) can be approached iteratively and
distributively.

6.4 Our Distributed Uplink Power Control Algorithm

In this section, we present our distributed uplink power control algorithm. As discussed, the
procedure of DCA is a nested loop. Thus, our algorithm also contains an outer loop and
several inner loops. Similar to DCA, our algorithm will generate the sequence of improved
solutions {P® ¢ = 0,1,2,...} which construct the envelope, and each element P inside
the sequence is essentially the converged SU transmit power of each (¢ — 1)-th inner loop
and is also the initial transmit power of ¢-th inner loop. In our algorithm, the solution P®
to every convex sub-problem (6.4) will be distributively computed, and hence the optimal
power allocation of original problem (6.2) can also be gradually approached in a distributed
way. The algorithm can be divided into four parts: the ESC update algorithm, the SAS
update algorithm, the BS update algorithm, and the SU update algorithm. The procedure
of our algorithm is presented in Table 6.1, and the details of each part and each parameter
will be described in the following.

Table 6.1: Our distributed uplink power control algorithm

Our distributed uplink power control algorithm:

For each iteration ¢ in outer loop do
Each BS j (j € [1,n]): a) compute th)
b) broadacst th) to SUs
For each iteration k£ in inner loop do
Each ESC e (e € [1,my]): a) compute A, based on (6.6)
b) forward A, to SAS
SAS: a) compute A based on SAS update algorithm
b) forward A to BSs
Each BS j (j € [1,n]): a) for every associated SU i,
compute f/, and A; based on (6.7)-(5.8)
b) broadcast ;, A, and f/\? for all i to SUs
Each SU i (i € [1,n]): update transmit power P; based on (5.12)

end
end

ESC update algorithm: As in Table 6.1, each ESC e measures its local aggregated SU in-
terference, denoted as C., and then updates SAS in every iteration inside each inner loop
with

Ae = (T]QTe — 06)7]1, (66)
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Here, 11 and 7, are two random numbers in the range of (0, 1]. Both n; and 7, take different
values for each A, computation to increase the variations in the value of A, to ensure privacy-
protection of IU. The detailed analysis for IU location protection can be found in Section
6.7. T, is the maximum allowable interference at ESC e. ESC e generates T, based on its
local RSS of IU and the 1U’s maximum acceptable interference level T" posted by the IU. In
Section 6.6, we will discuss the details of T, generation.

In the ESC update algorithm, we assumes ESC to be able to differentiate U signals from SU
signals based on the dissimilarities in their signal characteristics (e.g. modulation schemes).
Such signal classification can be realized through many existing approaches [85-87]. Most
of current and proposed ESC design proposals already have this capability.

SAS update algorithm: SAS calculates the minimum value of ESC-supplied A.s, denoted by
A, which is computed by A = min(A,, e € [1,mz]), and then forwards A to all BSs in every
iteration within each inner loop.

BS update algorithm: As in Table 6.1, at every t-th point of the outer loop, BS j will

broadcast a parameter F;t) which is the sum of its received SU interference and environmental
noise level. While in each iteration of the inner loops, BS j will broadcast a set of parameters
including A, and f/\? and ; for each associated SU i. We will explain the details of each
parameter in the following.

In the inner loops, the BS’s parameter f! for its associated SU i is computed as follows:

/ / 1, S]NRi<T
f! ::f(T—S[NRZ-):{O SINE - r (6.7)

where f(z) := max(0, z). (6.8)

In addition, for each associated SU i, \; is a non-zero positive time dependent variable that
is updated by the following differential equation:

d\;

A =

dt

where (; is a positive number. f; is designed to always guarantee \; < \,42, Where \,qz iS
a very large number. f; is updated by ensuring:

)\i + >\z = )\z + ﬁzf(T - SINRZ)2)\1 S )\max

/\ma:c - /\z (610)
;<
= 0< i< o — SINRY

Note that the initial \;(0) must be positive and satisfy \;(0) < Aqp to ensure A; and S; to
be non-negative. And it is easy to achieve because \;(0) can be determined by BS itself.

= Bif (1 = SINR;)2\;. (6.9)

In the inner loops, BS j also computes its total received signal and noise strength, denoted
as 25, which is the sum of its received signal level and environmental noise level. BS j then
broadcasts (2, in every iteration of every inner loop.



91

Thus, each BS j broadcasts the parameter I‘;t) at the each ¢-th point of the outer loop, and

it also broadcasts the global parameters A, Q;, fI\? for i € [1,n] to its associated SUs in
every iteration within each inner loop. The update frequency and information exchange rate
between BS j and its associated SUs is evaluated in Section 6.8.

The SU update algorithm: SU ¢ adapts its transmit power P; in every iteration inside each
inner loop by:

P = ayx; (6.11)
gzk gzk’
Xi = - gzz + Z fk/\kngk (612)
k k:;éz k#i

1
| (6.13)
NXiGie

where a; < A

In the above adaption algorithm, as mentioned, A, Q;, f/IA? (i € [1,n],j € [1,n]) are
broadcasted by BSs at every iteration of each inner loop, while Fy) is broadcasted by BSs at
each outer loop iteration and remains the same during the entire inner loop. Channel gain
gir, from SU ¢ to BS k can be measured by SU i using downlink reference (e.g. beacon signal).
For example, in time-division duplex (TDD) systems, BSs will broadcast beacon signals at
a fixed reference power once or twice within each frame. Due to channel reciprocity in TDD
systems, SUs can measure its uplink channel gain to various BSs based on these downlink
reference signals [101,102]. SU i can estimate its channel gain g;. to each ESC sensor e using
radio propagation model based on the sensor’s location, which is public information. «; is a
locally computed step size based on a step size control function described in Section 5.4.2.
The step size value depends on both locally observable and measurable parameters g;. and
Xi, and a global scalar parameter A from BS’s broadcasts.

In our algorithm, only locally observable and measurable information and some insensitive
aggregated information broadcasted by BSs are required for each SU to update its transmit
power distributively. The broadcasted information from BSs reveals no IU location or IU
interference levels. Also, accurate IU location or interference level can not be derived using
the information transmitted from ESC to BS. The computation in BS side is not difficult
and requires no privacy sensitive information from IU. In Section 6.5, we prove that our
system will asymptotically converge into an optimal stable point in the set S whenever §' is
nonempty. Then, we will demonstrate how the system stabilizes when S is empty.

6.5 Convergence and Stability of Our Uplink Power
Control Algorithm

In this section, we prove the convergence of our uplink power control algorithm. Note that
theoretically, the aggregated SU interference at ESC e can be expressed as C, = ) . P;gje, the
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total received signal and noise strength €2; at BS j can be written as §2; = Zk Prgu; —l—goj, and

(®)

the received SU interference and noise level I';” at BS j is expressed as I';” = >, oy Pk gkj

¢;. The value of FEO will not change during inner loop iterations.

Combining this with (6.9), (6.11) and (6.12), transmit power update algorithm at SU i in
essence can be re-expressed as:

B =il — [N+ FiNrgul P (6.14)
P

where P
Z >k Plcgk:] + 903
Gij
Z 6.15)
— (t) 9 (
izt 2 D G 0

Ai =Bif[=(Pigin — 7Y Pigri + #1))12:. (6.16)
pn

Since f(z) in (5.6) is not differentiable at z = 0, we only consider the convergence of the
algorithm in the domain where P;gi; > 7(3_,; Prgri + ¢i), i € [1,n] to ensure the existence
of f! over [0, P4z Essentially, in this section, we will examine the system’s convergence to
an uplink transmit power allocation set S that is defined as S := {P|P solves (6.17)}:

Pigii
max lo +1 6.17
P 121 92(21@# Prgri + ¢ ) (6.17)
Pigiz .
s.t. >T1,1€ |1,n 6.17a
> kzi Prgri + @i L) (6.17a)
(20), (2¢)

Comparing S to the solution set S to problem (6.2), we have S C S. Thus, once the system
converges into S , it also converges into S and solve problem (6.2). We will prove that
whenever S is nonempty, our algorithm will stabilize at it and hence maximizes the sum of
SU rates in uplink as well as satisfies both IU and SUs’ requirements. Even when an optimal
solution does not exist (i.e. S = (), all three constraints cannot be guaranteed together), the
system will asymptotically converge to a sub-optimal stable point which always satisfies the
ESC’s interference constraint (6.2b) and SU’s maximum power constraint (6.2c).

As mentioned, our algorithm should converge to an optimal solution P**1 of the convex

sub-problem (6.4) during the inner loop inside the t¢-th iteration of the outer loop, such that
the improved sequence {P(t),t =0,1,2,...} is gradually generated, and the optimal power
allocation of problem (6.17) can be asymptotically approached. Note that the constraints
of problem (6.17)’s corresponding convex sub-problem are also (6.17a), (6.2b) and (6.2¢).
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Our proof includes four stages and a special case. We only consider the case where (6.17)
is feasible (i.e., S is not empty) in the four stages. Convergence in the special case where
= () is analyzed in Section 6.5.5.

For S # (), in stage 1, we first consider a simplified optimization problem by removing SU’s
SINR constraint (6.17a), its upper power limit (6.2c) and IU’s interference constraint (6.2b)
in sub-problem (6.4). Through the relaxed problem, we derive the first condition that an
optimal power allocation must satisfy to maximize the objective of (6.4). In the next stage,
constraint (6.17a) is reconsidered. We prove the system’s convergence at a point satisfying
both the optimal condition derived in stage 1 and the constraint (6.17a). In stage 3, a step
size control method is proposed to guarantee ESC’s interference constraint (6.2b). In stage
4, we show how SU’s maximum power constraint (6.2c) is guaranteed with a simple stop
criterion. Since IU’s interference constraint should be treated with higher priority than SU’s
SINR requirement, we prove that by using this algorithm, TU’s requirement is satisfied in any
cases even when SUs’ and IUs’ requirements cannot be satisfied simultaneously (i.e. S = ().

6.5.1 Stage 1: A relaxed problem

To derive the first condition for the optimal solution of convex sub-problem (6.4), let’s
consider a simplified problem by removing SU’s constraints (6.17a) and (6.2c) and IU’s
interference constraint (6.2b). The problem now becomes:

max  hi(P) — ho(PO) = Vhy(PY)T (P — P1)

where hy (P Z logs Z 5G5i + i), (6.18)

hy(PW) = Zlogg ZP gji + ¢i)-

JF

Since it is a convex problem, the unique optimal solution to (6.18) is given by:

1 Gij = (t) .
— —Vho(FP7)=0,i€ |1,n

Essentially, the optimal power allocation solution for (6.17) must satisfy (6.19), meaning
that the equilibrium of our power control algorithm must first satisfy (6.19).
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6.5.2 Stage 2: Proof of system convergence at a point satisfying
(6.19) and (6.17a)

In this subsection, we take SU’s SINR constraint (6.17a) into account. We prove that the
system will stabilize at a unique point satisfying both the optimal condition (6.19) derived
in Section 6.5.1 and constraint (6.17a), such that the objective in (6.4) is maximized and
SUs’” SINR requirements are guaranteed.

For ease of notation, denote the power setting meeting the optimal condition (6.19) and SUs’
SINR constraint (6.2a) as a column vector Z := {P|P satisfies (6.19) and (6.17a)}.

Theorem 3. Starting from any initial state 0 < P;(0) < Pyaz, the system described in (6.14)
to (6.16) asymptotically converges to an optimal power allocation setting Z.

Proof. The proof includes two steps. At step 1, we prove that the power setting 7 is a saddle
point of our algorithm. At step 2, by constructing a Lyapunov function, we prove that the
system is asymptotically stable at Z.

Step 1: Denote P* = {P},i € [1,n]}, A* = {\},i € [1,n]} as the saddle point of the system.
Setting P, = 0 and \; = 0,4 € [i,n], P* is defined by:

(
B = ailB = fIXga+ 3 N gul P =0 (6.20a)
ki

= Gij
B = - _ (6.20b
; > b k;gkj + @ Z ® )

j#i Zk;ﬁj Pk Gkj + Pj

A= fl=(Prgi — 7> Pigwi +:))2A =0 (6.20¢)
L ki

Since A; > 0, from (5.17b), it is clear that f[—(P gi — 7(3 4. Py gri + ¢i))] = 0, which,

e Prgii Lt
based on f(-) definition in (5.?), means W.ggmm > 7. Hence, f/ = 0,Vi € [i,n], and

P, = 0 becomes equivalent to P, = 0. Thus, (6.20a) to (6.20c) can be converted to:

* 0. 6.21
Ko > rvie[ln] (621)

SR VRN S
{ J 2k Plakjt+e; J# Ek;ﬁjpk(t>gkj+@j7
Zk;si Prgrite:

Based on (6.5) and (6.19), clearly (6.21) is equivalent to the definition of Z. Hence, Z equals
the saddle point P* for the system.

Step 2: Given the system’s saddle point Z , now we will prove that 7 is the equilibrium point
of the system and the system converges at Z by constructing a Lyapunov function K (X, P)
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for the system as
K\ P):=V(X\, P)+ F(\ P),

where V : Zln Z Pegr; + ©5) Z th P In2, : )
6.22

F: Zf Zpkgk] ‘|‘SOJ Pjgjj])‘
j k#j

Theorem 4. K(A, P) defined in (6.22) is a Lyapunov function for the system defined in
(6.14) - (6.16). In addition, K = 0 if and only if P* =

Proof: The partial derivative of V(A, P) in (6.22) over P, is derived as:

ov - Gij Gij
P_;kakgkj-ir%’ Z 5, (¢

7 2 e 9k T @5 (6.23)

)

Similarly, the partial derivative of F((X, P) in (6.22) over P; and \; are derived as:

oF
aP _fz)\z Gii + Z f]é)\zngk’ (624)
ki
or
oN, Z Pigri + 1)) — Figa]2X;
’ ki

Then we prove that K (-) is a Lyapunov function for the system described by (6.14) - (6.16).
Since we are discussing a maximization problem, the convergence condition are K > 0 and
K(-) is upper bounded, and K = 0 if and only if P* = Z.

Firstly, we show that K () is upper bounded. The function K(-)’s second order partial

derivative over P; satisfies 2 W < 0, thus, K(-) is concave over P,. From (6.10) we can see

that A\; < A\jpae is always true. Thus, K (-) is also upper bounded over ;.
Next, the time derivative of K(-) is computed by

K= Z Z (6.26)

Based on (6.25), the value of >, 2K )\ can be calculated as following:
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8[(

o= ZA /B: >0, (6.27)
and ), 2K e 9K X, = 0 if and only if ng}mw > 7,4 € [1,n]. In this case, f/ = 0,7 € [1,n].

Next step is to compute S, 25 P Given (6.14), (6.15), (6.23) and (6.24),

i OP;
0K . ov.  OF . . 1 .2
p = P = P>
P, Z(ap " op zi:aipi i 20 (6.28)
Hence, ). gf,fP — 0 if and only if P, = 0. Since f/ = 0, P* = Z. K(-) is proved to be a

Lyapunov function of our system.

[]

6.5.3 Stage 3: Step size control for IU’s interference constraint

So far we only consider the constraints (6.17a) in the problem (6.17). In this section, the
ESC’s interference constraint (6.2b) is taken into account. We show that the IU’s interference
requirement (ESC’s interference constraint) can be guaranteed in any case by proposing a
step size control method.

The step size control method need to ensure that the ESC’s interference at any iteration to
be smaller than its threshold T, by enforcing:

> (Pi+ P)gie <T..e € [1,my) (6.29)
1€[1,n]

In this way the requirement Y. Pg;c < T. can be guaranteed. Since C. = >, P,g;e, given
(6.11), we can have:

Z Pigie = Z A XiGie S Z ai‘X’i’gie S Te - Ce (630)
Since T, — Ce > A, > A, (6.30) must hold if the following inequality (6.31) is satisfied:

> ailxilge < A. (6.31)

Thus, our algorithm limits oy, Vi € [1,n] setting by:

1
a; <A |. (6.32)
nXiGie
Essentially, each SU ¢ tunes the step size «; in each iteration based on the above inequality,
which ensures the ESC’s interference requirements will not be exceeded at any time.
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6.5.4 Stage 4: Stopping criterion

Finally, we handle the maximum power constraint (6.2c) of SUs. There are cases when the
transmit power P; of SU ¢ already reaches P,,.., while the optimal solution has not been
achieved. In this case, SU ¢ will simply stop increasing its P; and keep P; = P,,,, unless the
algorithm guides it to decrease the transmit power, while other SUs keep on updating their
transmit power until the convergence of the system. Now, we have proved that our algorithm
will asymptotically converge to the optimal solution P**+1) of sub-problem (6.4) through the
inner loop at every t-th outer loop iteration. Hence, the optimal power allocation of problem
(6.17) can be gradually approached based on the constructed sequence {P®, ¢t =0,1,2,...}
of improved solutions.

6.5.5 Special case: S=10

There are cases where all three constraints in (6.17) cannot be guaranteed together (i.e.,
S = (). In such a case, our algorithm chooses a rational step size based on (6.32) to ensure
at least TU’ interference requirement is always satisfied. Moreover, the stopping criterion
is applied to guarantee that SU’s transmit power is within the allowable range. Note that
in this case, the algorithm sacrifices the SINR of SUs. Thus, the constraint (6.2a) may be
violated. This is reasonable because in DSA, FCC regulation demands that IU’s performance
has to be guaranteed and SU’s maximum power limit cannot be exceeded. Therefore, in this
special case, some SUs have to fix their transmit power due to ESC’s interference requirement
or SU’s transmit power limit unless the algorithm guides them to update the transmit power,
while other SUs keep on updating their transmit power until the convergence of the system.

6.6 ESC interference requirements

As discussed in Section 6.2, due to the sensitivity in IU’s location privacy, the interference
from SUs to an IU cannot be directly measured and thus the uplink problem formulation
in (6.1) cannot be solved directly. Therefore, we estimate the interference from SU to ESC
instead and create problem formulation (6.2). In Section 6.5, we have proved that our
uplink power control algorithm asymptotically stabilize at an equilibrium that solves the
respective optimization problems with ESCs’ requirements. In this section, we describe
how our algorithm computes ESC’s interference constraint 7. and verify that using this 7,
computation, the solution to the uplink problem in (6.2) is approximately also a solution to
(6.1).

From a high level, denoting Tg as the set of all T,, Tg can be computed by solving the
following formula:

U(Tg) :=Pr(I <T|C. <T.forallee[l,mg]) >V (6.33)
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where W is a constant threshold satisfying ¥ € [0,1] and ¥ &~ 1. We denote the left side of
the inequality as U(Tg), which represents the conditional probability that the aggregated
SU interference I at IU does not exceed its requirement 7" given that the SU interference C,
received at each ESC e is bounded by Tg. The formula essentially means that ESCs should
choose a proper Tg to ensure the probability on the left side to be close to 1.

In the next sections, we derive the explicit expression of U(Tg). To achieve this, we first
present the geometric model of our system in Section 6.6.1. Based on the model, we derive
the statistical distribution of C, in Section 6.6.2. In Section 6.6.3, we model the conditional
statistical distribution of /. Next, in Section 6.6.4, (6.33) is solved as a cumulative density
function (CDF) of a conditional normal distribution, and use this CDF to determine T that
guarantees U(Tg) > V.

6.6.1 Geometry-based heterogeneous network modeling

The network architecture used in our model is shown in Figure 6.2. Here we consider a
heterogeneous network containing different tiers of SUs. The IU is denoted by a green
triangle. In this section, we take one IU case as an example for detailed explanation. The
case of multiple IUs is discussed in Section 6.6.5. All SUs are denoted by the red crosses.
SUs inside each orange area form a cluster, and are regarded as the small cell users (hotspot
users). The average number of hotspot SUs per cluster is n,. The center of clusters, denoted
by blue dots in Figure 6.2, are modeled as a homogeneous Poisson Point Process (PPP)
with the density of p;. Hotspot SUs are distributed around cluster centers according to a
Gaussian distribution (a.k.a. Thomas cluster process [103]) with a scattering variance of
o2. SUs outside the clusters are the macro cell users. The locations of macro cell SUs are
also modeled as a homogeneous PPP with the density of p,. ESC is denoted by a black
square. Without loss of generality, we assume that each ESC is in charge of detecting the
IU’s presence in a large circular area centered at itself with a radius [. Thus, the average

number of hotspot SUs in the given area is pingml?, and the average number of macro cell
SUs is pyml?.

6.6.2 Distribution of C,

To derive the statistical distribution of C, for ESC sensor e, the path attenuation between
SU ¢ and ESC e needs to be estimated. Since SU locations are usually not known to an
ESC due to SU’s location privacy protection, we can not measure or compute the channel
gain directly. Thus, we establish a statistical model of channel gain between SU and ESC.
According to Section 6.6.1, the SUs are categorized into macro cell users and hotspot users.
Thus, we model the distribution of distance between hotspot SU and ESC, denoted as u;,
and the distribution of distance between macro cell SU and ESC denoted as us, respectively.
in this chapter, we adopt the simplified path loss model P"(d) = P'cd™* for analysis since it
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Figure 6.2: Network of SUs and IUs in the two-tier user-centric deployed HetNets, where
the clusters with high user density are regarded as hotspots.

captures the main characteristics of ray tracing. Here, P"(d) denotes the received power at
distance d and P! denotes the transmit power. c is a constant which is given by ¢ = Prg?db,
d is a reference distance, and ¢ is the path loss exponent. Hence, the channel gain between
an ESC and a hotspot SU can be computed by g,, = cu; ™", and similarly ¢,, = cus™". Next,

we examine the statistical distributions of u; and us, which are used for modeling g,, and
Gua -

Distribution of distance u; between hotspot SU and ESC

We assume that the centers of SU clusters follow a homogeneous PPP, and hotspot SUs are
normally distributed inside its cluster. The relation among hotspot SU, ESC and cluster
center is illustrated in Figure 6.3, x¢ denotes the distance between cluster center and ESC.

xXSuU

x0

® (x0,0)

[
ESC (0,0) cluster center

Figure 6.3: The relation among SU, ESC and cluster center.

According to [104], conditioned on the distribution of a cluster center, the distance u; from
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20 g 9)=% 4 2 cogTia
w1 [P <—(6)—0>-10<%>dxodg (6.38)

ok 20?2 2

2 1
_ p2mocicig it (9~ + 5 cigTiag
0'527u1 = /_L /0(9 - gm)QTeXp(—T‘go) .]O(O—)dxodg (6.39)

s

ESC to an SU follows the Rician distribution, and the conditioned probability density func-
tion (PDF) can be written as:

2 2
U1 uiy +x UL
Eonix (ur]zo) = ;eXp(_ 12 : 0. Io( g ) (6.34)

s

where [y(-) is the modified Bessel function with order zero and o2 is the scattering variance.
Since cluster centers are uniformly distributed, and the PDF is given by £y (zg) = 2""”0. Thus,
the PDF of u; can be computed as following;:

Eu, (ur) Z/ Euyx (ur]wo)Ex (o) dag

[ 2 2
2
- / T ep(— L0y L g (20 g
0

22 2
o2l 20?2 2

(6.35)

Distribution of distance us between macro cell SU and ESC

As discussed, we assume that macro cell SUs are uniformly distributed inside the given area.
2us

The PDF of uy, denoted as (usz), can be expressed as &y, (ug) = 5.

Distribution of ¢,,, g,, and C,

So far we have derived the PDF's for distance u; and us, and the distributions of their
corresponding channel gain ¢,, and g,, can be derived based on the following equations:

Prig < g) = Prin = (9)5) =1 - Pr(u < (3)7) (6.36)

aPT ulg C% _ 14 1 _1
b (9) = THILZD g (el (637

L

Furthermore, the expectation g,, and variance o2
Guy

(6.39), where € is the minimum distance between an SU and ESC.

of gy, can be expressed as in (6.38) and
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The PDF of g,, is derived in the same way as in equation (6.37), and the expectation and
variance of g,,, denoted as g,, and U§u27 can be calculated based on:

EIL 2C_Zg_2
Gus :/ Ll—ng (6.40)

—t

€ 3 20_79_ .
U;ug = /L (g - gu2)2 le dg (641)

Since all hotspot and macro cell SUs are independent, g,, is ii.d. and g,, is also i.i.d..
C. is then re-expressed as C, = Y 0" gl Plg,, + 577 ol P"g,,, where P! and P™ denote
the transmit power of hotspot SU and macro cell SU, respectively. Given the number of
hotspot SUs pin,ml? and the number of macro cell SUS pol? in the model, when pyn,mi?
and poml? increase, using the Central Limit Theorem and the Law of Large Numbers, C,
can be approximated by a summation of two normal distributions which is still a normal
distribution, C. ~ N (pe, 0?), where

pinsml? paml?
He = Z F)ihgm + Z B G,
i=1 =1
p1n57rl2 p27rl2 (642)

2 _ h22 m22
= 2 (B, + 2 (B,
i=1

6.6.3 Distribution of /

In this section, we model the statistical distribution of the IU’s received SU interference I.
Denoting ¢g,, as the path loss from a hotspot SU to the IU and g¢,, as the path loss from a

macro cell SU to the U, we again re-express [ as [ = Z’“"s”l Phg,, + me Pmg,,. Same
as C., to model I, we again need to derive g,, and g,,’s statistical distribution while IU’s
location is not explicitly known due to IU location privacy protection.

The first step for modeling ¢g,, and g,, is to to establish the statistical model of IU’s location
range to ESC, denoted as djy, given ESC’s local measurement of IU signal strength. Then,
based on this model, each ESC independently estimate dy, which leads to the derivation of
gv, and g¢,, as well as the distribution of I and U(Tg) in (6.33). It is important to note
that this calculation process satisfies FCC’s security regulation, which demands that ESCs
must not share any IU’s location-related information. In our algorithm, ESC only uses local
information and there is no exchange of any IU-related information with other ESC or other
parties in the system.
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Distribution of dy based on ESC’s local IU signal strength

We assume IU’s transmit power Pj; is known since the general transmit power of 3.5GHz
IU transmitters, such as radar systems, is easily found [105]. Hence, given the received
IU signals, denoted as Pj;, an ESC can roughly model the distribution of its channel gain
to IU as gy through a path loss formula gy = Pj;;/P};. Thus, the distance between ESC
and IU, denoted as dy, is given by dy = (‘(c’—g)’% where ¢y is a constant. Assuming IU’s
signal is transmitted through a Rayleigh fading channel, the CDF of Pj;; can be modeled as
Epr(Ply) =1—exp (—%), where s, is the expectation of Pj;, which can be measured by

ESC e. Therefore, the CDF of gy can be derived by:

Ea(90) = Pr(Go < g0) = Pr(Pry < goPry)
- Pt (6.43)
= Zpr(g0Ply) = 1 — exp (~F10)

The CDF of dy is then computed by:

EDo(d(]) - PT(DO < do) = Pr(go > Codab)

- _ cody" P! (6.44)
=1 - Zgy(cndg") = exp (- 2L

Furthermore, the PDF of dj is expressed as:
coPlydy* ) tco Pt
Se Se

€po(do) = exp(— UdaL_l (6.45)

Distribution of distance v; between hotspot SU and TU

The relation among IU, ESC, SU and cluster center is illustrated in Figure 6.4. From an
ESC’s perspective, the possible location of IU is uniformly distributed on a circle that is
centered at itself and has a radius of dy. As in Figure 6.4, r denotes the distance from
cluster center to IU, and 6 denotes the angle between dy and z.

(x0,0)

ESC (0,0) cluster center

Figure 6.4: The relation among IU, ESC, SU and cluster center.
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d2 2 Pt d=t Pt
/ / —arccos—r [exp(—co itk )LCO ]Udobl} ddodzg  (6.47)
2d0130

Se Se

d : coPiydy" | teo Py 2
gR(T) dr R(r) /0 / \/1 d2+x0—r2 [GXP( Se ) Se 0 :| oo
2dopxo
(6.48)

To derive the distribution of v;, we need to compute the distribution for r. Clearly, r satisfies
r? = d3 + x3 — 2dyxo cosf. Thus, the CDF of r, denoted by Zx(r), is given by:

Er(r)=Pr(R<r)

= Pr(\/dg + 22 — 2dgxgcosf <)

:/// x0.0.00 (%0, 0, doy)dzodOddy
/@+aZ—2dyzo cos H<r

Since o, 6, dy are independent, and the PDF of 6 is £g(0) = £, Ex(r) can be computed based
n (6.47). Thus, r’s PDF £g(r) is derived as in (6.48).

(6.46)

Having &g(r), the next step is to compute the PDF of v;. Similarly, conditioned on the
distance r between an IU and a cluster center, the distance v; from IU to the SU, who is in
a Thomas cluster process, is also Rician distributed, and the conditioned PDF is given by
(6.49).

2 2
! vy +r
Evilr(vilr) = U—gexp(— 52 Mol

) (6.49)

Then the PDF of v; can be derived by (6.50).

2l 2
B v G + 7?2
§V1 (Ul) —/0 0_3 GXP( 20_3 / 7Tl2/ \/1 d2+330—r2

2doo (6.50)

Pt d>t P!
LA

4 dgL‘Z] ddodxodr
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_ t g

B Ol v2 Ql%exp(_copgido )LCO IUd—L 1dd0, 0< vy < I )

5‘/2 (UQ) - l 20 d2+vZ—12 coPldg "t \ teo P, IU d_L 1dd l <9 (65 )
fw | 3 arccos( T ) Xp( L )= 0, l<vy<

g 17” 2 2
2 2rcig” Lfo((z) ) cig 4’
d2+a?— exp(— 202 )
@ 0o 7Tl2\/1 2;;;; s (6.53)

56 €

veo PY

[exp(— Ydy=2| ddodzodrdg

Distribution of distance v, between macro cell SU and IU

From an ESC’s perspective, once the value of dy is determined, the possible location of TU
should be uniformly distributed in a circle that is centered at itself and has a radius of d.
Denote vy as the distance between a macro cell SU and IU. The PDF of vy conditioned on
do, denoted as &y, p, (v2|do), is expressed as:

v, 0<wv <l-—d
£ (va]dg) = { 5 e (6.51)

2u2 arccos( i, )y L—do<va<l+do

Thus vy’s PDF can be computed based on (6.52).

Distribution of g¢,,, g,, and I

Given the derived the PDF's for distance v; and vy, the corresponding PDFs of channel gain
gv, and g,, can be derived in the same way as shown in equations (6.36) and (6.37).

The expectation g,, and variance o7

of g,, are calculated following equations (6.53) and
(6.54). Similarly, g,,’s expectation g,, and variance ngz are given by equations (6.55) and

(6.56), where €3 is the minimum distance between an SU and IU.

Because all hotspot and macro cell SUs are independent, g,, is i.i.d. and g,, are also i.i.d..
When the number of hotspot SUs and the number of macro cell SUs increase, using the

(9%

/ /Ql/ /l27“g Gu)2cigTi T (L T) ( (%)‘fﬂn?)
= exp(——“———)-
gl v 71_[2\/1 d+x0—r 20’3

@07 o (6.54)
Plydy" 1P}
[exp(—CO W20 ) MU 452 ddydaodrdg
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2cig dj+crg v —1 co Pl d P
+ / ) —ZQZ arccos(— gg ——) exp(— 0 170 )LCO U g5~ ddydg
e 7 ()7 2do(2) "> Se Se
(6.55)
€ " l—(ﬂl)f% 202 -2 Pt od=t Pt
c _ Lg L C L e
031’2 - l / (g—gvg)Ql—QeXp(— 0 ;U 0 ) SIUdO Lddydyg
—t 0 e e
o L 2cig i Bycigtt -1 coPlydy" | teo Py
+ o (9= 9w) Tarccos( ) exp(— )
@y /(D)7 T 2do (%)™ Se Se

(6.56)

Central Limit Theorem and the Law of Large Numbers, I = > %' tngml? Phg,, + Zp”l P"g,,
can be approximated by a normal distribution, I ~ N ([L 1,0%), Where

prngml? paml?

> Plg,+ > PG,

=1 =1

p1n57r12 p27rl2 (657)
=S e, 4 S,

=1

6.6.4 Determine ESCs’ interference constraints

In Section 6.6.2 and 6.6.3, we approximate C, and I by normal distributions. The remaining
problem to solve U(Tg) > V¥ in (6.33) is how each ESC e independently chooses a proper
value of T,. To achieve this, we rewrite (6.33) to

p1nsml? paml?
U(Tg) = PT( Z Pihgm + Z P gu, < T|
=1 =1
p1ns7rl2 p27rl2

S° Plgn+ > Plg, < T Ve e [Limo]) > 0. (6.58)
= =1

Given that gul, Guss Gv, and gv2 are all positive, and I = meﬂrl Pih o, + me P™g,, and
C Zplnsﬂl Phgu1 +Zp2ﬂl Pimguza we have:

Ydy~tddydg
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Pr(I<T|C.<T,foralle)
>Pr (I <T|C, <T,,for some e) (6.59)
>Pr (I <T|C, =1T,,for some e)

Thus, so long as each ESC sensor e independently computes a 7, that satisfies the following
inequality:
Pr(I<T|C.=T,) >V, (6.60)

we know (6.58) must hold, meaning that IU’s interference requirement is statistically guar-
anteed.

Based on the theory of conditional normal distribution [90], the conditional random variable
I|C, =T, is also normally distributed, with expectation p. and variance ;. computed by:

by
Pre = pir + Z_<Te — le); (6.61)
22
22
ore =11 — Z—Z (6.62)
where 311 = cov(1,1), %15 = cov(l,Ce), (6.63)
Yo = cov(C,, C.), (6.64)

where function cov(-) calculates the covariance of the two input distributions. Since the
distribution of I|C, = T, is known, given a W, the value of yy., denoted as o, that makes
Pr(I <T|C.=1T,)> V¥ can be computed as:

po =T, — o7.D (W), (6.65)

Here, ®~!(-) is the quantile function of standard normal distribution. Thus, based on (6.61),

T, can be calculated by
Y99

Te = (po — MI)E_IQ + fe- (6.66)

(6.66) is the formula used by each ESC e to generate T locally as its interference requirement.
By using a proper 7, in the adaptive algorithm described in (6.6), the IU’s interference
requirement is statistically guaranteed.

6.6.5 Multiple IU Cases

So far only the scenario with one IU is considered. However, the way to handle multiple
[Us in ESC requirement computation is straightforward. If an ESC e detects the existence
of multiple IUs, it can simply compute the constraint threshold for each IU and choose the
minimum one as final 7T,, such that (5.44) is guaranteed for every IU.
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6.7 Analysis on IU location protection

In this section, we demonstrate how the IU’s location privacy is protected in our algorithm.
As seen from our algorithm, since ESCs are responsible for detecting an IU’s existence in the
spectrum and measuring the average received IU signal strength. ESCs are the only entities
that obtain information directly related to the IU’s location. In our attack model, we assume
ESCs are trustworthy so an adversary cannot know its raw measurement of IU RSS. But the
adversary may see all the information exchanged in the DSA system by compromising SAS,
BSs, SUs or the communication channel. The attacker will attempt to derive sensitive TU
location data from information that they observed.

According to (6.6) - (6.13) and Section 5.5, each ESC e uses the average detected IU signal
strength s. to generate its interference requirement 7T, and computes A, to be sent to SAS.
The minimum value A of A.s is then forwarded to SUs. From the adversary’s perspective,
since A’s and A.’s computation are both based on T, which are again related to the distance
between IU and ESC e, A, and A may carry some IU location information and can be used
to infer the changes in IU’s true location.

In this section, we mainly focus on the case with one IU to analyze the strength of A, on
IU location protection. If the attacker cannot infer IU location changes from A.s in this
simple case, neither can he derive the IU location changes from A or in multiple TU cases.
This is because A is the minimum value of A, e € [1,my]. Thus, it contains no additional
information regarding IU locations comparing to A.s. In multiple IU cases, A.s calculated
by ESC e in different iterations may not match to the same IU. Thus, A, in this case may
not have the consecutive location information of any IU, which makes deriving a single TU
location change even harder comparing to a single IU case.

Consider a single IU case. To ensure that IU-ESC distance changes cannot be discovered
in a sequence of A., our method increases the randomness in the value of A, by using
random numbers 7; and 7, in the generation of A, as shown in equation (6.6). To analyze
if the variations in A, are related with the changes in IU’s location, one can calculate
the correlation and p-value between the sequence of A, and the IU-ESC distances [92].
Correlation coefficient and p-value are often used together to measure the strength of the
relationship between two variables. A lower p-value can be interpreted as a stronger relation
between two sets of data, and a p-value higher than 0.05 means that the correlation is
not statistically significant [92]. If the sequences of A, and IU-ESC distances have a low
correlation coefficient with a large p-value, we can say that the correlation between A.s
and IU-ESC distances is not statistically significant, and the attacker can hardly use A.s to
infer the IU’s true location. Using this method, in evaluation section 6.8.3, we compute the
correlation coefficient and p-value through simulation. The results show that the correlation
is not statistically significant. Thus, it is difficult for an attacker to infer IU’s true location
changes from A, sequence.
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6.8 Evaluation

In this section, we evaluate the performance of the proposed uplink power control algorithm
by simulation. The simulation platform is MATLAB 2018a on a macOS Sierra with 2.7
GHz Intel Core i5 processor. Evaluation for the proposed algorithm is divided into two sets.
The first set considers the scenario with static SUs and IUs, and the second set assumes
the mobility of SUs and IUs. Both sets examine the secondary network utility, convergence
speed of SU transmit power, SINR of SUs and the SU interference received at IU.

Figure 6.5 shows an example of our simulation setting. Both IUs and SUs can be mobile in the
simulation, and cases with different speeds of IU and SU are evaluated in the second set of the
simulation. In terms of parameter settings, the number of macro cell BS is set to {2,5,10},
the number of small cell BS is set to {2,4,6}, the number of SUs communicating with each
BS is set to 15, and the ESC number is chosen from 2 to 4. The range of SU’s minimum
required SINR 7 is selected from 30 to 100, and IU’s maximum allowable interference T’
is set to {107"W,1075W,10~°W}. Each ESC senses the interference from both SUs and
IU 100 times per second. Each BS broadcasts the required information per 10 millisecond.
We assume that in our algorithm the messages transmitted between entities are all 16-bit
floating point numbers. By using time series compression with delta encoding [106,107], the
data transmission rate of each BS to its SUs is around 7 Mbps. Each SU reads its location
information at a rate of 10Hz from a GPS sensor. A standard path loss model is applied for
each SU. The path loss exponent ¢ is set to 4. The maximum SU transmit power is 1. The
environment interference ¢; to BS ¢ includes both the receiver noise and other environment
noises, and is set to —80dbm. The parameters used by ESC to theoretically estimate its
interference threshold are shown in Table 6.2.

(m) ' n
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O : macro cell BS
e :SU
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Figure 6.5: Example of our simulation settings.
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Table 6.2: Parameter settings

Parameter Description Value
01 Density of cluster centers 5 x 107°/m?
02 Density of macro cell SUs 1 x 1075 /m?
N Avg. No. of hotspot SUs 15
Os Scattering variance 40m
[ ESC sensing range 1000m
Pl IU’s transmit power 1000W

6.8.1 Stability analysis
Case with static IU and SU

In the first set of simulation, we examine the algorithm’s performance given static IU and
SU.

Table 6.3 shows the average convergence speed of SU’s transmit power. In this case, 7 = 50,
T = 1075W, numESC = 3. The system is assumed to be stable when the fluctuations in
transmit power are smaller than 0.0001W. It can be observed that SU’s transmit power
converges quickly in less than 200 iterations. Only a slight increase in the convergence speed
is observed as the total number of SU increases from 60 to 240, which indicates the good
scalability of our algorithm.

Table 6.3: Average convergence speed of SU’s transmit power
SU number 60 135 240

Avg. iterations used 139.2122 | 146.0846 | 151.3658
for convergence

Next, we evaluate our algorithm’s performance in achieving the maximum network utility
(sum of SU rates) with a optimization solver called Global Search [108]. Global Search uses
a multi-start framework designed to find global optima for pure and mixed integer nonlinear
problems with many constraints and variables. We randomly generate 100 simulation settings
for the comparison. Table 6.4 presents the ratio that the maximum network utility obtained
by our algorithm is larger than the utility obtained by Global Search algorithm. We can
see that our algorithm outperforms Global Search almost in every test. As mentioned, DCA
converges quite often to a global solution in practice, Table 6.4 at least demonstrates that our
algorithm performs better than a commonly used global solver in finding the global optima
of the given uplink power control problem. Moreover, for each setting, the average running
time of our algorithm for convergence is around 3.5 seconds, and it is much smaller than the
running time of the Global Search algorithm which is around 70.5 seconds.

Table 6.5 shows the average percentage of SU satisfying its SINR requirement given different
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Table 6.4: Comparison between our algorithm and global search
SU number | 60 | 135 | 240
ratio 1 |1 0.99

number of SUs and SU SINR requirements. We can observe that the amount of SUs who
have their SINR guaranteed is gradually decreasing as the minimum required SINR, grows.
This is intuitive since it becomes more difficult to meet every SU’s required SINR when all
SUs are demanding for higher SINR. However, given a certain SINR, there is only a slight
decrease in the percentage as the total SU number increases, which also indicates the good
scalability of our algorithm.

Table 6.5: Ratio of SU satisfying its SINR requirement

total SU
- mumber gy 35 | 240
mum SINR
30 0.9973 | 0.9876 | 0.9780
50 0.9324 | 0.9249 | 0.9203
70 0.8822 | 0.8625 | 0.8581
100 0.8112 | 0.8075 | 0.7898

We also calculate the ratio of IU satisfying its interference requirement under different pa-
rameter settings, where the number of SU ranges from 60 to 240, the number of ESC ranges
from 2 to 4 and the IU’s interference requirement is set to {1077, 10~°W,107°W}. We
observe from the results that the interference received by IU is guaranteed 100% of time to
be below their requirements under all the above settings.

Case with mobile IU and SU

The second set of simulations takes the mobility of IU and SU into consideration. Each
simulation lasts for 10 minutes (i.e. 60000 iterations). In the simulation, both ESC and BS
broadcast their information per 10 ms, and SU updates its location information 10 times per
second. The number of macro cell BS is set to 10 and the number of small cell BS’s is 6.
ESC number is set to 3 in this case.

We first set IU’s moving speed to 10m/s and SU’s moving speed to 1m/s. In Table 6.6, it
can be seen that each SU only takes around 2% of its total operation time in the convergence
process through processing all the SUs” data. We can also observe that the average amount
of time during which the SU’s SINR is satisfied is gradually decreasing as the minimum
required SINR grows, since it becomes more difficult to guarantee the SUs’” target SINR if
they are requiring for higher SINR. However, IU’s interference requirement is satisfied 100%
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of time, because our algorithm treats IU’s interference constraint with higher priority than
SU’s SINR requirement. By using this algorithm, IU’s interference requirement is statistically
guaranteed by ESC’s interference threshold in any case even when SUs’ and TUs’ constraints
cannot be satisfied simultaneously (i.e. S = 0).

Table 6.6: Our algorithm’s performance under different minimum SINR
minimum SINR 30 50 100
Ratio of time used for 0.0249 | 0.0251 | 0.0244
convergence per SU

Ratio of time when SU’s SINR
is satisfied

Ratio of time when IU’s QoS
is satisfied

0.9765 | 0.9221 | 0.7886

Figure 6.6 shows our algorithm’s convergence under different IU’s and SU’s moving speeds.
In this case, the required SU SINR is set to 50. In the left figure of Figure 6.6, SU’s moving
speed is set to 1m/s and IU’s moving speed varies from 1m/s to 30m/s. We can see that
the system’s convergence time is not obviously influenced by the changes in IU’s speed,
because IU’s location only affects the calculation of ESC’s interference requirement which
only provides an upper bound on SU’s power adaptation step size. In the right figure of
Figure 6.6, IU’s moving speed is fixed to 10m/s and SU’s moving speed ranges from 1m/s
to 20m/s (e.g., from walking speed to freeway speed). It can be seen that the average
convergence time per SU slightly increases as the SU’s moving speed increases. It is intuitive
because when an SU’s speed increases, its movement within an iteration becomes larger and it
becomes harder to converge. However, the observed increase is relatively small, which means
our algorithm is not very sensitive to the SU’s moving speed. In addition, by processing all
the results, we also observe that IU’s interference requirement is always guaranteed under
different moving speeds of both SUs and IUs.

6.8.2 Efficiency evaluation

We compare our algorithm with the existing primary user (PU) protection schemes [93,94] in
terms of network throughput under the same IU interference protection level. A geographic
exclusion zone (GEZ) scheme in [93] calculates the minimum radius of the primary exclusion
zone based on the primary outage constraint, and [94] proposes a shapeless PU protection
scheme called the discrete exclusion zone (DEZ), which is achieved by switching off the first
k —1 nearest neighboring SUs surrounding the PU. With IU’s interference requirement equal
to 1078W and the number of SUs equal to 240, the minimum radius of exclusion zone in
GEZ ends up to be 1000m and the number of SUs being switched off in DEZ becomes 70.
Under these settings, our scheme can improve the total SU capacity by 56% over GEZ and
by 48% over DEZ on average.
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Figure 6.6: Left figure shows the ratio of time used for convergence per SU given different
[U’s moving speed, and the SU’s speed is set to 1m/s. Right figure shows the ratio of time
used for convergence per SU given different SU’s moving speed, and the TU’s speed is set to
10m/s

We also compare our algorithm with three power control algorithms all aiming at throughput
maximization subjected to satisfying a minimum target SINR for all SUs. [62] developed an
efficient centralized DC algorithm that achieves the global optimal throughput. A binary
power control algorithm is proposed in [69] to maximize the total SU throughput in a CRN
while limiting the interference to the PU within an acceptable range. [71] proposed a dis-
tributed algorithm aiming at maximizing the throughput with minimum power consumption.

In the evaluation, we assume 9 to 36 pairs of SU transmitters and receivers are distributed
in a 500m x 500m square. Note that because the formulation of [62] and [71] do not consider
PU(IU) interference constraint, we assume the PU(IU) locates far enough from SU network,
and hence the PU(IU) will not be affected by the SUs, the PU(IU) interference requirement
in our algorithm and [69] will not be violated even when all SUs transmit at the maximum
power simultaneously. 100 simulation settings are randomly generated for each number of
SU pair. The average throughput of each algorithm is measured. From Figure 6.7, we can see
that our algorithm outperforms binary algorithm [69] and the algorithm for energy efficiency
and throughput maximization [71]. The average throughput achieved by our algorithm and
centralized DC algorithm [62] are almost the same. This is because our algorithm and [62]
both refer to Frank and Wolfe feasible direction algorithm [109] to locate the global optimal
solution to the formulated non-convex problem.

6.8.3 Evaluation on IU location protection

In the evaluation of IU location protection, we randomly generate 500 settings of the locations
of a moving U, 3 ESCs and 240 static SUs. Each simulation with one setting lasts for
60000 iterations. Figure 6.8 zooms in for the 500 iterations of example sequences of TU-ESC
distances and A.s. The average correlation coefficient between the sequences of TU-ESC
distances and A.s is around 0.07 which can be considered negligible [95], and the p-value is
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Figure 6.8: Left figure shows 500 iterations of one sequence of IU-ESC distances and right
figure shows the corresponding A, sequence.

around 0.31 which is much larger than 0.05 [92]. Hence, we can conclude that the correlation
is not statically significant. Such low correlation indicates that it is difficult for an attacker
to infer IU’s true location from A.s.

6.9 Chapter Summary

In this chapter, we studied the uplink power control problem in 3.5 GHz DSA systems
with the objective of utility maximization subject to SU’s transmit power limit and SINR
constraints and IU’s interference constraints. Due to security considerations, the proposed
distributed SU transmit power control algorithm does not depend on any sensitive informa-
tion from IU. IU’s interference requirement is proved to be guaranteed by our algorithm in
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any case. Each SU only requires locally observable measurements with aggregated insensitive
information provided by ESCs and BSs to adjust its transmit power distributively. Our al-
gorithm satisfies the CBRS OPSEC requirements for 3.5 GHz DSA. Through the analysis on
the algorithm’s convergence and stability properties, we demonstrate that our algorithm will
converge to a stable optimal point which always satisfies the IU’s interference constraint.
SUs” SINR requirements will also be satisfied whenever the utility maximization problem
is feasible. Finally, the simulation results demonstrate the effectiveness of our proposed
algorithm.
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Future Work and Conclusions
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Chapter 7

Future Work

As a future work, we are going to conduct two field experiments for validating the practical
feasibility of the two algorithms proposed in III.

7.1 Field Experiment for Crowdsourcing-based Spec-
trum Monitoring

First, we are going to implement a crowdsouring based spectrum monitoring platform using
the fast heuristic algorithm proposed in Section 3.3.2 with software defined radio (GNU
Radio) and hardware (multiple USRP N210s and laptops), to verify the feasibility of the
proposed crowdsouring spectrum monitoring algorithm.

The experiment setup of the spectrum monitoring field test is shown in Figure 7.1, which
includes:

e A central controller: A Dell Inspiron personal computer. It is responsible for making
the monitoring task assignments for SUs through the proposed Fast Heuristic algo-
rithm.

e Multiple PUs: multiple WLAN routers located in Virginia Tech’s Durham hall. In
the experiment, the routers are selected to act as PUs which should not be mutually
interfered when they are transmitting.

e Multiple SUs: two Ettus Research USRP (Universal Software Radio Peripheral) N210s.
Two USRPs are used as SUs. They will be controlled by the proposed Fast Heuristic
Spectrum monitoring algorithm. GNU Radio is selected as the software of choice to
implement the spectrum monitoring scheme with the USRPs.
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Figure 7.1: Experiment setting for crowdsourcing spectrum monitoring field test.

The reasoning behind choosing the USRP as the hardware of choice and GNU Radio as the
software of choice has been covered in later subsections.

7.1.1 USRP and GNU Radio

The hardware devices that are going to be used in this spectrum monitoring field test are
USRP N210s. USRP devices, which are developed by Ettus Research, are designed to work
along with or support the open source SDR platform known as GNU Radio [110]. The USRP
is perfect for implementations such as DSA schemes because of its high dynamic range
processing capability. Typically a USRP consists of a motherboard for signal processing,
multiple daughter boards, multiple extension sockets, an FPGA, ADCs, DACs and a Gigabit
ethernet interface. Via this ethernet interface, the USRPs can connect to the host computer
or central controller.

Specifically, the USRP N210 has several components including two 100 MSamples/second
14-bit ADCs and a FPGA [111]. These ADCs are used to down convert and demodulate
the signals captured by the daughterboards. The FPGA is used to send the discrete signal
samples to the host computer through the ethernet interface after converting them from
continuous signals. One of the advantages of the N210 family of USRP devices (part of the
Networked Series products developed by Ettus Research) is that it offers a Multiple Input
Multiple Output (MIMO) capability, so that users can simultaneously use this device as a
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transmitter and a receiver.

GNU radio is one of the open source software toolkit that is able to work with USRP
N210. The reason for choosing GNU radio is that all the modules for both transmitters and
receivers in GNU radio are defined by software, and hence provide the users with a great
deal of flexibility and convenience.

7.2 Field Experiment for IU Location Privacy Protec-
tion

To address the feasibility of the proposed IU location privacy protection algorithm (Section
4.3 and 4.4) in real world, we will implement the scenario of IU location privacy preservation
in 2.4 GHz band. Since 3.5 GHz band is mainly registered for military and governmental
use, we are not authorized to conduct the experiment on this frequency band, instead, we are
going to build our prototype with the techniques in 2.4 GHz band which will also demonstrate
our algorithm’s feasibility in terms of real world application.

Our hardware platform will include a router playing the role of IU transmitter, a Yagi
directional antenna attached to the router, a rotating plate which helps rotate the antenna,
four laptops as the malicious ESCs, and a grid area. The router has a transmit power
ranging from 0 dB to 30 dB, the directional antenna provides the antenna gain of 15 dBi
with -3 dB beamwidth of 30 degree. Due to the hardware limitation, we cannot change the
antenna gain of this antenna. Hence, instead of tuning the antenna gain and the router’s
transmit power independently, we decide to only tune the router’s transmit power to control
the final output power which is the sum of those two parameters in this experiment. Four
laptops record the RSSI readings from the router with antenna. From Equation 4.4 and 4.5,
we assume a transmitter with a rotating directional antenna is able to change its transmit
power and antenna gain to the optimal values every time it faces with an ESC. To achieve
this, in this experiment, we will manually rotate the antenna in the direction of a laptop
before the laptop starts to record the RSSI readings. The RSSI is set to update at every 0.5
seconds, with a total length of 20 seconds. Then the average value is used as the final RSSI.
The size of the grid area is decided as b5m x 4m so far, and it is uniformly divided into the
grids with 0.5m x 0.5m in size.

Several adjustments should be done to guarantee the repeatability of the experiment and
reduce the experimental error. Due to the small size of the predetermined grid area, pathloss
vectors will be influenced by the locations of the antenna and laptops in vertical direction,
and the RSSI readings will be further affected. Hence, we need to place the antenna and the
laptop on the same horizontal plan. Note that in the DSA scenario, the distance between
IU and ESC is much larger than the distance in our field test, RSSI error caused by vertical
difference between IU and ESC’s locations is negligible. In the field test, to ensure that the
antenna is accurately faced with the laptop, we will determine the antenna’s output direction
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to be perpendicular to the back of the laptop. Moreover, we will fix a laser pointer on the
center of upper surface of the antenna so that we can make sure the antenna always target
the same point at one laptop precisely.

According to the theoretical analysis in Section 4.4 and the proposed heuristic algorithm in
Table 4.3, temporarily we design the experiment procedure as following, which is divided
into three steps:

1. Step 1: Given a setting of receiver laptop placement and the router’s predetermined
trace, we calculate the optimal transmit power Ptw_opt(t) for the router at each time
step in the simulation, based on Table 4.5.

2. Step 2: According to the algorithm in Table 4.3, for every grid, we determine if it is
a possible location of the router whose transmit power is set to the simulated optimal
power Ptw_opt(t) from Step 1.

3. Step 3: Last, we narrow down these Z(Ptw_opt(t)) based on Step 2 and 3 in Table 4.4.

Through this procedure, we are able to obtain the maximized possible locations of the router
at each time step based on field test results.

7.3 Fairness Comnsiderations in distributed SU power
control

Efficiency and user fairness are two mostly concerned metrics for power control algorithms. In
the two proposed power control algorithms, we did not take user fairness into consideration.
Hence, in the future work, we will add SUs’ SINR fairness into problem formulation. Some
commonly seen SINR fairness definitions include a—fairness, max-min fairness and weighted
sum-SINR fairness, etc. Moreover, the scenario with selfish users where each SU competes
to maximize its own utility would be another project to work on.



Chapter 8

Conclusions

DSA is a powerful approach to solve the spectrum scarcity problem caused by rapid increase
in wireless communication demands. Based on architecture design, DSA systems can be
classified as centralized and distributed. In this dissertation, we study the spectrum man-
agement issues in both types of systems, particularly the spectrum sensing issues with 1U
location privacy issues in centralized DSA, and the spectrum sharing problems in distributed
DSA systems.

First, Part I including Chapter 1 and Chapter 2 provides the introduction and background
related to the dissertation topics.

In Part II, we focus on the spectrum sensing issues in centralized DSA.

For the topic of centralized spectrum monitoring, a novel crowdsourcing based spectrum
monitoring system is presented in Chapter 3 in Part II. To improve efficiency and reduce
the cost for complicated infrastructure, our algorithm intelligently schedules the monitoring
tasks for masses of portable mobile devices, by leveraging the practical spectrum usage
data. We propose two algorithms based on the uneven distribution of the intervals between
occurrences of each PU pattern, which can be learnt from history. One of the algorithms is for
existing pattern monitoring and another aims at unknown pattern monitoring. Simulation
results show that our system achieves a high spectrum monitoring coverage. Our system is
also capable of running efficiently even when no historical spectrum information is available.

Since the central controller usually requires IU presence information obtained during spec-
trum sensing to efficiently coordinate SU access, [U privacy protection becomes a big concern
in spectrum management. In Chapter 4 in Part II, we analyzed the feasibility of preserving
both static and moving [U’s location privacy by adjusting its radiation pattern and transmit
power. We defined the way to preserve an IU’s location privacy as to hide its true location
inside all other possible IU locations estimated by adversaries using ESCs” RSS readings. We
investigated how an IU’s transmit power, radiation pattern and ESC deployment influence
the IU’s capability of hiding its location. We formulated the problem for a static IU to
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protect its location information, and show this feasibility problem is NP-hard in general. We
then proposed a sampling method to solve this problem. Based on this, we then formulated
the problem for moving IUs, in which two cases are analyzed: the first is to protect an IU’s
moving traces and the second is to protect its real-time location information. Our analysis
provides insightful guidance for an IU to preserve its location information whether it is static
or moving against the potential localization attack of ESCs. Simulation results also show
that our approach enhances the [U’s location privacy protection even in the worst case where
all ESCs are compromised.

In Part III, we study the spectrum sharing issues in distributed DSA, particularly the power
control problems with different objectives.

As mentioned, in a DSA system, SUs can only be permitted to access the licensed bands
if these SUs will not cause any harmful interference to the IUs. Hence, adaptive SU power
control can be a viable way to ensure an SU can obtain such transmission permission to
coexist with IUs. In Chapter 5 in Part III, we proposed a distributed SU transmit power
control algorithm aiming at minimizing the system’s power consumption, subject to IU’s
interference requirement and SU-TXs’ SINR requirements and upper power constraints. To
meet the CBRS OPSEC requirements, our algorithm does not require IUs’ location informa-
tion or IUs’ participation in the power control in SU networks. Each SU-TX only requires
locally observable measurements and aggregated insensitive information provided by ESC
to adjust its transmit power distributively. Through the analysis on the algorithm’s conver-
gence and stability properties, we demonstrate that our algorithm will converge to a unique
stable point which always satisfies the IU’s interference constraint. Whenever there exists a
power setting meeting both IU and SUs’ requirements, our algorithm will stabilize at that
setting. Finally, the simulation results validate the effectiveness of the proposed algorithm.

Chapter 6 in Part I1I investigates the uplink power control problem in 3.5 GHz DSA systems.
This problem is similar to the power control problem in Chapter 5, but with a totally different
objective. The objective function of this problem is uplink utility maximization subjected
to SU’s transmit power limit and the minimum required SINR and IU’s interference require-
ments. Due to security considerations, the proposed distributed SU transmit power control
algorithm does not depend on any sensitive information from IU. To adjust the transmit
power distributively, each SU only requires locally observable measurements with some in-
sensitive IU information which undergoes a security masking process. Through the analysis
on the algorithm’s convergence and stability properties, we demonstrate that our algorithm
will converge to a stable optimal point which satisfies the IU’s interference requirement in
any case. SUs’ SINR requirements will also be satisfied whenever the utility maximization
problem is feasible. The effectiveness of our proposed algorithm is demonstrated through
simulations. Since only masked values are shared among participating entities in our al-
gorithm, even if the information is leaked, an adversary will not be able to infer sensitive
information of the IU.

Finally, Part IV discussed the future work and concludes this dissertation.
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Appendix A

A.1 Proof of Claim 1

To prove the feasibility of the problem in Table 4.2, let us consider a sub-problem, which is
to determine whether a single [; is a possible IU location:

Table A.1: Sub-problem
sub-problem:
find any w, Pt, @, Pt
that satisfy: SINR > SNR,,in

Pt|a hy|”
’10[0910 (%Ek)Q

Pt’thk‘Q
T?Qngé

Vk=1,2- K
<¢

— 10[0910

Pi|ofhy|” | Pt|w! hy|®

(4zdy,)? (di)?

1

<:>§_

In Table A.1, SINR at a radar receiver is computed using Equation (6.2a), SN R, is
calculated based on Equation (4.6) given the required minimum Pp and maximum F,.

Firstly, we relax the SINR constraint from the sub-problem by setting SN R,,;, to be in-
finitesimal. Then we have the relaxed version of sub-problem without the SINR constraint.
The original sub-problem’s feasible domain is a subset of the relaxed sub-problem’s feasible
domain. If we prove the relaxed sub-problem to be NP-hard, the original sub-problem should
also be NP-hard.

To prove the feasibility of the relaxed sub-problem, let us consider its complementary problem
(for simplicity, let fj, = % and fy ) in Table A.2.

e = Iz
Tdk by dy

The relaxed sub-problem is feasible if and only if the solution ¢* to complementary problem
in Table A.2 satisfies t* > % and it is infeasible if and only if ¢* < %. Conversely, assume
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Table A.2: Complementary problem and equivalent problem
complementary problem:

ﬁpHﬁf}K

max t= min{

A H £ |2
w,Pt,&,Pt k Ptlw? fi| k=1
— — 2
Ptlaka|
b, ——<¥ k=12 K.
St g SO k=12

equivalent problem:
find any w, Pt, @, Pt

o PURTRT
that Satley. Ui S W S )
V=12 K

relaxed sub-problem can be solved in polynomial time, then for any given value of n that
lies in [0, ], we can also solve the following equivalent problem in Table A.2 in polynomial
time.

Comparing two problems in Table A.2, if we can find the maximum value of 77 which makes
equivalent problem feasible, we can obtain the solution to the complementary problem.
Since n € [0, d], suppose there exists a turning point 7" such that when n < 7/, equivalent
problem in Table A.2 is feasible, while for n > 7/, the equivalent problem is infeasible.
Thus this turning point 7’ is exactly the maximum value of n and is the solution to the
complementary problem in Table A.2. Bisection method can be used here to find this turning
point n’. Because bisection method computes within polynomial time, the reduction from
complementary problem in Table A.2 to problem in Table A.1 is also polynomial. Hence,

to prove that relaxed sub-problem is NP-hard, we can first show complementary problem in
Table A.2 is NP-hard.

Now consider the case where the solution to complementary problem in Table A.2 is obtained

PiloHFF 2
t|w—f’“2, and then we have Table A.3.
Pt|wH fr|

when t* =

Table A.3: Equivalent problem

Pilat 7|’
|2

max __ -
w,Pt,&,Pt Pt|wH £}

Pilat | _ PieF|
2 Z 2
PtlwH fi Ptlef*|

To make the analysis simpler, we change the objective function in this formulation into

PiloETFF 2 ) . . .
e 7| > to the other side of the inequality, the problem is
Pt|wa,:|

finally reformulated as in Table A.4.

logarithmic form. By moving
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Table A.4: A multivariate optimization problem
max__ log Pt — log Pt + log ‘wak’ — log |u)ka|2
w,Pt,®, Pt
Pt\aka] ,
Iiﬂwa/k\‘QQ S 6/\ .
Pt|&3ka|2 _ Pt|oH £y >0
PtlwH fi| Pt|wa*| -

/\H ~
oY <Pt| IRl Ptlekof’“fk ) wsd

This is a multivariate optimization problem. Commonly, to find absolute maximum and
minimum values of such functions, we first try to determine all critical points of this function
and evaluate it at these points. In our case, suppose we want to find the critical points over
w, we need to treat all the other variables as constants. Now the problem is reduced to a

univariate problem. Hence, if we can show this reduced problem is NP-hard, we prove that
problem in Table A.4 is NP-hard too.

s.t.

As observed in Table A.4, fifZ now becomes a Hermitian positive semi-definite matrix and

ﬁ\t * pxH ﬁ\t H
(Ptlef£!2fk T )

is an indefinite matrix. Thus, the reduced problem is a non-convex quadratically constrained
quadratic programming (QCQP) problem, which is NP-hard in general [112]. Thus, com-
plementary problem in Table A.2 is NP-hard in general and so is sub-problem in Table A.1.
Since the sub-problem should be computed for each /; in order to solve the problem in Table
4.2, clearly problem in Table 4.2 is also NP-hard in general.



Appendix B

Theorem 5. K (A, P) defined in (5.23) is a Lyapunov function for the system defined in
(5.12) - (5.14). In addition, K = 0 if and only if P = P* and ), P,g;c < T..

Proof: The partial derivative of F/(A, P) in (5.23) over P; and A, are derived as:

oF OF oW  OF 0V

oP,  OW 0P, 0w 0P, (B-1)
OF ,

8W W Z Gie — 52 )\e Z gie] > 0 (B2)
aF = f( WZgw &T) 20 > 0 (B.3)

To prove K is a Lyapunov function of the system, we prove that (1) K is positive definite
and (2) the time derivative of K satisfies K < 0. K = 0 if and only if P = P* and P* € Z.

Step (1): Clearly, when P = P* and A = A*, K(A,P) = 0. Then we need to prove
that K'(A, P) > 0 for all values of P # P* or X # A*. It is equivalent to prove that
F(X, P)— F(A*,P*) > 0 when P # P* or XA # A\*.

From (5.8) and (5.14) we can see that A, < 0 is always true. Thus, starting from any initial
point A, the equilibrium A} will always be no larger than the initial A, and will be the
smallest value within the initial A.’s feasible region. Also, it is already proved that V(P) is
a positive definite function based on the (5.20). Moreover, given (5.24) and (5.25), it is seen
that F'(X\, P) is increasing with respect to A(A > 0) and V(P). Now it can be proved that
F(X, P) > F(X*, P*) when X # X* or P # P*. Therefore, K is a positive definite function.

Step (2): The time derivative of K is computed by
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K= Z P+Z (B.4)

We first calculate the value of Z )\ as following:
oK OF
— A = —2 — Pigie — &TL) | < .
e = 2 gy, ( f@ iGic — & e>> <0, (B.5)
and ), 2K e QK X =0 if and only if Z Pigic < &T,

9K P Given (5.21), (5.22), (B.1),

Next step is to compute »; 55

oK . oF
l a_PZPz: 8P <P+ZQegze 7,>

= Z Pl (1 + ZQegie) Sy’ <0

Hence, ). gf,fP = 0 if and only if y; = 0, that is P = P*. K is proved to be a Lyapunov

function of our system.

(B.6)



