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Abstract
This paper explores the concept of timeliness in covert communi-

cations when faced with eavesdropping and jamming. We consider

a transmitter-receiver pair communicating over a wireless channel

where the choice of a resource block (frequency, time) to transmit

is the result of a Reinforcement Learning policy. The eavesdropper

aims to detect a transmission to perform a steering attack. Using

two multiarmed bandit systems, we investigate the problem of min-

imizing the Age of Information (AoI) regret at the legit receiver,

while maximizing the AoI regret at the adversary. We present an

upper bound for regret and demonstrate through simulations the

validity of the bound and the vulnerabilities introduced by the use

of metric-guided policies such as age-aware policies.
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1 Introduction
This paper aims to contribute to the characterization of the util-
ity of information and the effect of timeliness in a decision
process using Reinforcement Learning (RL) in an adversarial
environment. The importance of advancing the theoretic under-

standing in this topic is exacerbated by the prevalence of data-based

processes and the integration of computation, communication, and

control tasks in several areas, such as the Internet of Things (IoT),

Cyber Physical Systems (CPS), and Intelligent Autonomous Systems

(IAS). Having relevant and timely information is paramount
for effective decision making, including but not limited to those

applications bringing the latest technology to the battlefield, hence

our focus on scenarios with the presence of an adversary.
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The starting point is the concept of Age of Information (AoI),
defined as the time since the most recent data point was generated.

AoI has received a great deal of attention in the past ten years (see

[20] for an overview), and it remains relevant to applications that
require fresh information. Although prior work has considered

RL to optimize AoI (e.g., [2]), the effect of outdated information on

the learning process of RL has received little attention, particularly

when in the presence of an intelligent adversary.

We consider two inter-dependent intelligent systems modeled

as multi-armed bandits, with one representing the primary user

of the communication resources and the other representing the

adversary. We define an age-based regret function for this coupled

system and present an AoI-based algorithm where a transmitter

aims to optimize its communication in the presence of an intelligent

adversary. We provide an upper bound on the regret as a function

of the number of suboptimal decisions during a sequence of time

slots. Results show that non-adversaries using age-aware policies

in the presence of an adversary can make it easier for the adversary

to manipulate the non-adversaries decision-making, leading to less

regret for the adversary and better steering attack results.

2 Related Work
The pioneer work in [13] introduced the concept of AoI. Initial

work on AoI [13, 14, 19] focused on queuing models to establish

new performance metrics for timeliness. Work by Ephremides et al.

contributed to those initial steps, helping to sparkle interest from

the wireless network research community [1, 10, 11]. The applica-

tions that require such timeliness metrics are numerous; refer to

Figure 1: Covert communication model from [9] demonstrat-
ing Alice attempting to communicate to Bob on her best
channel and the adversary Eve attempting to detect and steer
Alice to her best channel for observing Alice.
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[20] for an introduction and survey. This shift to considering infor-

mation timeliness also led to a new paradigm of communications

that accounts for the quality of information, as opposed to quantity
in the traditional approach [8, 16].

The impact of hostile interference on AoI was first addressed

in [3], where the interaction is formulated as a non-zero-sum two

player game to determine the transmission and interference power

levels. The work in [18] proposed a dynamic game to study the

selection of transmission times, focusing on medium access for the

definition of utilities. The work in [7] extended [3] for the case

with background noise, presenting the Nash equilibrium strategies

as a function of the updating rate, and a Stackelberg equilibrium

with the transmitter as a leader. Channel access and scheduling

for AoI-focused transmissions in adversarial environments have

also been considered in [4] and [17], which show that AoI can be

minimized against adversaries.

Adversarial environments can contain a number of attacks, from

jamming to eavesdropping. Of interest here is a ML-based attack

called a steering attack, a form of policy manipulation where an in-

telligent adversary aims to direct a non-adversary towards a target

policy through direct manipulation of the environment [9]. The

algorithm in [9] showed that steering attacks in wireless commu-

nications are possible and should be defended against as it does

not take many directed, intelligently crafted transmissions from

an adversary to manipulate a non-adversaries learning policy. It is

unclear how AoI affects the performance of a steering attack and

should be studied for proper defense as more systems employ AoI.

3 System Model
3.1 Communication Model
We consider a transmitter (Alice) sending time-sensitive informa-

tion to a receiver (Bob) in a hostile environment where an active

adversary (Eve) can potentially eavesdrop and interfere with the

attempted communication. Eve aims to steer Alice’s policy to her

target channel 𝑒∗, which is the channel through which Eve can

best detect Alice. We assume that communication takes place using

fixed and independent resource blocks, and Alice selects a resource

block by selecting the transmit frequency at each time slot.

3.2 Adversary Model
We assume that the ill intended eavesdropper (Eve) is constantly

listening to channels to detect ongoing communication in the link

between Alice and Bob. While Alice selects a resource block to

transmit by selecting the frequency, Eve selects a frequency to tune

in and listen. We assume that channel propagation effects such as

noise and fading may prevent Eve from detecting a transmission

between Alice and Bob, an effect known as the hidden node. Eve’s
objective is to detect the transmission and steer Alice to transmit

in the channel where its probability of detection is higher. The

algorithm by which steering is performed without considering AoI,

is presented in Algorithm 2 [9, Algorithm 1].

3.3 Status Updating Model
We consider a just-in-time model, where messages are generated

immediately before transmission. In this case, there is no queuing

of packets waiting for transmission. We assume Alice will not

Algorithm 1 Steering Attack Algorithm with Age-Aware Alice

Result: 𝑘𝑎∗ ← optimal action from Alice’s learned policy

1: for 𝑡 = 1 : 𝑇 do
2: 𝑙𝑖𝑚𝑖𝑡 (𝑡) = min𝑘∈𝐾

1

𝜇𝑘 (𝑡−1)
3: if 𝑎𝑜𝑖_𝑎𝑙𝑖𝑐𝑒 (𝑡 − 1) > 𝑙𝑖𝑚𝑖𝑡 then

Alice chooses her best channel 𝑎∗ (𝑡) = 𝑎𝑟𝑔𝑚𝑎𝑥 (𝜇)
4: else if 𝑎𝑜𝑖_𝑎𝑙𝑖𝑐𝑒 (𝑡 − 1) ≤ 𝑙𝑖𝑚𝑖𝑡 then

Alice transmits using TS with Normal-Gamma prior

5: end if
6: Use Algorithm 2 for Eve and policy updates

7: if Alice’s transmission is successful then
𝑎𝑜𝑖_𝑎𝑙𝑖𝑐𝑒 (𝑡) = 1

8: else
𝑎𝑜𝑖_𝑎𝑙𝑖𝑐𝑒 (𝑡) = 𝑎𝑜𝑖_𝑎𝑙𝑖𝑐𝑒 (𝑡 − 1) + 1

9: end if
10: if Eve’s attack is successful then

𝑎𝑜𝑖_𝑒𝑣𝑒 (𝑡) = 1

11: else
𝑎𝑜𝑖_𝑒𝑣𝑒 (𝑡) = 𝑎𝑜𝑖_𝑒𝑣𝑒 (𝑡 − 1) + 1

12: end if
13: end for
14: Calculate 𝑅(𝑇 )

Algorithm 2 Eve’s steering attack against Alice from [9]

Initialize: Randomly generate 𝐶1, 𝐶2, and 𝐶3 with frequency

response 𝐻𝑎→𝑏 , 𝐻𝑎→𝑒 , 𝐻𝑒→𝑏
1: for 𝑡 = 1 : 𝑇 do
2: Decide Alice’s action through Thompson Sampling with

Normal-Gamma prior

3: Eve decides best channel for detection of Alice 𝑒∗ (𝑡) through
MAB policy

4: Eve estimates Alice’s next move 𝑎𝑎𝑙𝑖𝑐𝑒 (𝑡) based on spectrum

sensing detection

5: Decide Eve’s action 𝑎𝑒 (𝑡)
6: if 𝑎𝑎𝑙𝑖𝑐𝑒 (𝑡) = 𝑒∗ (𝑡) then

𝑎𝑒 (𝑡) = 𝑁 + 1← Eve listens

7: else if 𝑎𝑎𝑙𝑖𝑐𝑒 (𝑡) ≠ 𝑒∗ (𝑡) then
𝑎𝑒 (𝑡) = 𝑎𝑎𝑙𝑖𝑐𝑒 (𝑡) ← Eve probes (i.e. attacks)

8: end if
9: 𝑟𝑎𝑙𝑖𝑐𝑒 (𝑡) =

|𝐻𝑎→𝑏 |
|𝐻𝑒→𝑏 | , where |𝐻𝑒→𝑏 | = 𝑃𝑒𝑣𝑒 ∗ |𝐻𝑒→𝑏 | if Eve is

present

10: 𝑟𝑒𝑣𝑒 (𝑡) = |𝐻𝑎→𝑒 |
11: Update MAB policies for Alice and Eve

12: end for

hold packets if they are ready to be transmitted, meaning that

Alice is only silent when she has no packets to transmit. A packet

transmission has fixed duration as determined by the system’s

resource block size. The decision to transmit a packet using a given

channel depends on the policy that Alice is learning and optimizing.

See Algorithm 1 for howAlice uses AoI in her policy to optimize her

communication with Bob. When Alice sees that AoI is low based on

her policy, she acts greedily and chooses to transmit on her current

best channel to increase her chances of completing transmission to

Bob. Otherwise, Alice explores through Thompson Sampling (TS).

Meanwhile, Eve is also performing her steering attack.
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4 Performance Analysis
4.1 Communication Timeliness
We denote with 𝑆𝐵 (𝑡) and 𝑆𝐸 (𝑡) the indicators of successful trans-
missions in the two links, Alice-Bob and Alice-Eve, respectively.

The AoI increases by one unit when the transmission is not suc-

cessful, and it is reset to one when the transmission is successful.

We write the AoI at Bob and at Eve, respectively as

𝑎𝜋
𝐵
(𝑡) = (1 − 𝑆𝐵 (𝑡)) (𝑎𝜋𝐵 (𝑡 − 1) + 1) + 𝑆𝐵 (𝑡)

𝑎𝜋
𝐸
(𝑡) = (1 − 𝑆𝐸 (𝑡)) (𝑎𝜋𝐸 (𝑡 − 1) + 1) + 𝑆𝐸 (𝑡) (1)

This process can be described as a Discrete Time Markov Chain

(DTMC) [6]. At state 𝑘 the chain transition to state 𝑘 + 1, when no

packet is received, or to state 1, when a packet is received and AoI

is updated. The steady state distribution is 𝑝
Δ𝑖

𝑘
= (1 − 𝑆𝑖 )𝑘−1𝑆𝑖 , for

all 𝑘 , where 𝑖 ∈ {𝐵, 𝐸}. The average AoI is calculated as

Δ̄𝑖 =
∞∑︁
𝑘=1

𝑘 (1 − 𝑆𝑖 )𝑘−1𝑆𝑖 =
𝑆𝑖

1 − 𝑆𝑖

∞∑︁
𝑘=1

𝑘 (1 − 𝑆𝑖 )𝑘 . (2)

As a result, we have Δ̄𝑖 = 1/𝑆𝑖 . Since packets are not ‘aging’ in

a queue, Alice would generate and transmit a packet in every re-

source block. However, introducing some uncertainty to confuse

the adversary has advantages to Alice, and we are interested in

better understanding how Alice can make decisions with these

conflicting objectives, namely to deliver fresh information to Bob

and to evade the attacks from Eve. We discuss this in Section 5.

4.2 Age Regret
Our system model is composed of two multi-armed bandit (MAB)

systems coupled. One MAB represents the link between Alice and

Bob, indicated with sub-index {𝑏, 𝐵}, while the other MAB repre-

sents the link between Alice and Eve, indicated with {𝑒, 𝐸}. We

refer to the selection of a channel for transmission as the choice of

a bandit arm. We assume that Alice should select a policy that will

minimize the AoI at Bob, while maximizing the AoI at Eve.

We denote with 𝑡 the current time slot, and𝑇 the total number of

time slots in a sequence. The bandit arms are identified with index

𝑘 ∈ {1, . . . , 𝐾}. Each arm is associated to a success probability 𝜇𝑘 ,

and we define 𝜇𝑚𝑖𝑛 = min𝑘 𝜇𝑘 and 𝜇∗ = max𝑘 𝜇𝑘 . We identify the

best arm with 𝑘∗ = arg max𝑘 𝜇𝑘 . Let 𝑘 (𝑡) be the arm selected at

time slot 𝑡 and 𝜋 denote the policy that determines the selection of

arms throughout the sequence of length 𝑇 . We defined the regret

as the difference between the age-regret for the communication

link between Alice and Bob and the age-regret for the link between

Alice and Eve, as follows.

Definition 1. Age Regret for Covert Communication. For a given
policy 𝜋 , the AoI at Bob at time 𝑡 is denoted with 𝑎𝜋

𝐵
(𝑡), while

the AoI at Eve at time 𝑡 is denoted with 𝑎𝜋
𝐸
. The AoI under the

optimal (genie) policy is denoted with 𝑎∗
𝐵
(𝑡) and 𝑎∗

𝐸
at Bob and Eve,

respectively. We define Alice’s Age regret for a fixed interval of

duration 𝑇 time slots, as

𝑅(𝑇 ) = 𝑅𝐵 (𝑇 ) − 𝑅𝐸 (𝑇 ), (3)

Figure 2: [5, Lemma 3] proves that re-ordering optimal time
slots to the end of a sequence can only increase average AoI.

where

𝑅𝐵 (𝑇 ) =
𝑇∑︁
𝑡=1

E
[
𝑎𝐵 (𝑡) − 𝑎∗𝐵 (𝑡)

]
, (4)

𝑅𝐸 (𝑇 ) =
𝑇∑︁
𝑡=1

E
[
𝑎𝐸 (𝑡) − 𝑎∗𝐸 (𝑡)

]
. (5)

To define the bounds to the AoI regret, we first identify in the

following lemmas the bounds in literature that have been applied

to the case of a single multi-armed bandit system.

Lemma 1. Number of draws of suboptimal arms [12, Theorem 2]:
Let 𝑁𝑘 (𝑇 ) be the number of times the suboptimal arm 𝑘 is drawn
during a sequence of 𝑇 time slots. Then for 𝑡 > 𝐾 ,

E [𝑁𝑘 (𝑇 )] ≤ O (𝐾 log𝑇 ) . (6)

Lemma 2. An upper bound on cumulative AoI [5, Lemma 3, Lemma
4]: Let 𝑁 (𝑇 ) be the total number of suboptimal draws during the
sequence of length 𝑇 , and E[𝑁 (𝑇 )] its expectation. We define 𝜇∗ =
max𝑘 𝜇𝑘 and 𝜇𝑚𝑖𝑛 = min𝑘 𝜇𝑘 . Reordering the sequence of actions
so that optimal selections are last, as shown in 2, can only increase
the expected accumulated AoI during the sequence. Furthermore, the
cummulative expected AoI can be bounded as a function of 𝑁 (𝑇 ),

𝑇∑︁
𝑡=1

E [𝑎(𝑡)] ≤ 𝑓 (𝑇, 𝜇∗, 𝜇𝑚𝑖𝑛) + 𝑔(𝜇∗, 𝜇𝑚𝑖𝑛)𝑁 (𝑇 ), (7)

where the two functions acting as coefficients are

𝑓 (𝑇, 𝜇∗, 𝜇𝑚𝑖𝑛) =
𝑇

𝜇∗
+ 1 − 𝜇∗
𝜇∗𝜇𝑚𝑖𝑛

(8)

𝑔(𝜇∗, 𝜇𝑚𝑖𝑛) =
1

𝜇𝑚𝑖𝑛
+ 1

𝜇∗
(9)

Given the definition of AoI regret in (3), and the bounds in Lemma

1 and Lemma 2, the upper bound for our system of two coupled

MABs is stated in the following theorem.

Theorem 2. Let 𝑁𝐵 (𝑇 ) =
∑
𝑏≠𝑏∗ 𝑁𝑏 (𝑇 ) denote the total number

of suboptimal selections in the link Alice-Bob during a sequence of
T slots, and 𝑁𝐸 (𝑇 ) denote the analogous for the link Alice-Eve. Note
that selection of one arm in the multi-armed bandit system represent-
ing the link to Bob automatically determined the arm at the system
representing the link to Alice. We also define the gaps to the best
bandit arm, Δ𝑚𝑎𝑥 𝜇∗ −max𝑘≠𝑘∗ 𝜇𝑘 , and Δ𝑚𝑖𝑛𝜇∗ −min𝑘≠𝑘∗ 𝜇𝑘 . The
regret 𝑅(𝑇 ) defined as the difference in (3) is upper bounded as

𝑅(𝑇 ) ≤ 𝑓 (𝑇, 𝜇∗𝐵, 𝜇𝑚𝑖𝑛,𝐵)E [𝑁𝐵 (𝑇 )]
+ 𝑔(𝜇∗𝐵, 𝜇𝑚𝑖𝑛,𝐵)Δ𝑚𝑖𝑛,𝐵E [𝑁𝐵 (𝑇 )]

2

−
𝑇Δ𝑚𝑎𝑥,𝐸

𝜇∗
𝐸

E [𝑁𝐸 (𝑇 )] . (10)
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Proof. We use the equations describing the evolution of AoI in

(1) to write the AoI regret as

𝑅(𝑇 ) =
𝑇∑︁
𝑡=1

E [(1 − 𝑆𝐵 (𝑡))𝑎𝐵 (𝑡 − 1) −(1 − 𝑆∗𝐵 (𝑡))𝑎
∗
𝐵 (𝑡 − 1)

]
−

𝑇∑︁
𝑡=1

E [(1 − 𝑆𝐸 (𝑡))𝑎𝐸 (𝑡 − 1) −(1 − 𝑆∗𝐸 (𝑡))𝑎
∗
𝐸 (𝑡 − 1)

]
. (11)

In the first summation term in (11), we replace the AoI under the

genie policy with the AoI under the policy 𝜋 , and the result can

only be larger, as the genie policy has the smallest possible expected

value for AoI. For the second summation, we replace the AoI with

the optimal value under the genie policy, and the resulting term can

only be smaller. Combining the two terms, we have the inequality

𝑅(𝑇 ) ≤
𝑇∑︁
𝑡=1

E [(1 − 𝑆𝐵 (𝑡))𝑎𝐵 (𝑡 − 1) −(1 − 𝑆∗𝐵 (𝑡))𝑎𝐵 (𝑡 − 1)
]

−
𝑇∑︁
𝑡=1

E
[
(1 − 𝑆𝐸 (𝑡))𝑎∗𝐸 (𝑡 − 1) −(1 − 𝑆∗𝐸 (𝑡))𝑎

∗
𝐸 (𝑡 − 1)

]
. (12)

We rearrange the terms to write

𝑅(𝑇 ) ≤
𝑇∑︁
𝑡=1

E
[
(𝑆∗𝐵 (𝑡) − 𝑆𝐵 (𝑡))𝑎𝐵 (𝑡 − 1)

]
−

𝑇∑︁
𝑡=1

E
[
(𝑆∗𝐸 (𝑡) − 𝑆𝐸 (𝑡))𝑎

∗
𝐸 (𝑡 − 1)

]
. (13)

We use the equivalent system as described in [15]. Define {𝑈 (𝑡)}𝑡≥0

as independent and identically distributed random variables, uni-

formly distributed in (0, 1).With this definition,E [(𝑆∗ (𝑡) − 𝑆 (𝑡))] =∑
𝑘≠𝑘∗ ⊮{𝑘 (𝑡) = 𝑘}P(𝜇𝑘 ≤ 𝑈 (𝑡) ≤ 𝜇∗), where ⊮{·} is an indicator

function [5]. Using the independence between 𝑎(𝑡 − 1) and the

result of the selected arm at time 𝑡 , we rewrite the upper bound as

𝑅(𝑇 ) ≤
𝑇∑︁
𝑡=1

E [(𝑎𝐵 (𝑡 − 1)] ×
∑︁
𝑏≠𝑏∗
(𝜇∗𝐵 − 𝜇𝑏 )P (⊮{𝑏 (𝑡) = 𝑏} = 1)

−
𝑇∑︁
𝑡=1

E
[
(𝑎∗𝐸 (𝑡 − 1)

]
×

∑︁
𝑒≠𝑒∗
(𝜇∗𝐸 − 𝜇𝑒 )P (⊮{𝑒 (𝑡) = 𝑒} = 1) . (14)

Note that the AoI under the genie policy is a geometric random

variable. Replacing 𝜇𝑏 with the minimum over all suboptimal arms

𝑏 ≠ 𝑏∗, and replacing 𝜇𝑒 with the maximum over all suboptimal

arms 𝑒 ≠ 𝑒∗, and using previously defined Δ𝑚𝑖𝑛 , Δ𝑚𝑎𝑥 , 𝑁𝐵 (𝑇 ), and
𝑁𝐸 (𝑇 ) we have an upper bound as

𝑅(𝑇 ) ≤
(
𝑇∑︁
𝑡=1

E [(𝑎𝐵 (𝑡 − 1)]
)
Δ𝑚𝑖𝑛,𝐵E[𝑁𝐵 (𝑇 )]

− 𝑇

𝜇∗
𝐸

Δ𝑚𝑎𝑥,𝐸E[𝑁𝐸 (𝑇 )] . (15)

Using the result in (7), we obtain the desired result in (10). □

5 Numerical Results
All simulations were performed with 𝑇 = 1000 steps and 𝑛 = 10000

Monte Carlo trials. Each link was modeled as a Rayleigh frequency

fading channel, as set up in [9], discretized into 𝑁 = 10 channels,

Figure 3: Success probability of Eve’s steering attack against
Alice as Eve increases her transmission power.

Figure 4: Number of times Alice pulled her best channel 𝑎∗

as Eve’s transmission power increases.

and then normalized to be between 0.05 and 0.9. Eve was modeled

as an additive barrage jammer that, when transmitting on the same

channel as Alice, raised the noise floor at the receiver Bob (in dB).

Algorithm 1 was tested for increasing powers of Eve (from -20 dB

to 25 dB) and compared against a non-age-aware (non-AA) policy

for Alice to demonstrate how an age-aware (AA) Alice differs in

performance. A random policy for Alice was also tested as a baseline

performance for both the non-AA and AA policies.

Figs. 3-6 show the performance of Alice and Eve when Alice

behaves with a random policy, non-AA policy, and AA policy and

is under a steering attack from Eve. When Alice adopts the random

policy, Eve’s steering attack fails, as shown in Fig. 3. Conversely,

when Alice employs a MAB, Eve is able to achieve her steering

attack more efficiently, and the attack is successful in both the

Non-AA and AA policy cases. However, based on Figs. 4, 5, and

6, the behavior of Alice and Eve differs for the non-AA and AA

policies. As shown in Fig. 4, when Alice is AA, AoI is helpful in

Alice’s learning process when Eve’s effect (power) is not strong

and not effective to Alice’s policy (below 0 dB), as demonstrated by
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Figure 5: Number of times Alice pulls Eve’s target channel 𝑒∗

as Eve’s transmission power increases.

Figure 6: Cost of Eve’s attack as her transmission power
increases. Cost is the number of times Eve transmitted to
achieve her steering goal.

the 700 plus pulls by Alice of her best channel 𝑎∗ as compared to

approximately 350 pulls in the Non-AA results. When Eve’s effect

is above 0 dB, Figs. 4 and 5 show that Eve can manipulate Alice

into favoring the target channel 𝑒∗ over her optimal channel 𝑎∗.
At high power, Eve forces Alice to pull 𝑒∗ nearly twice as often

under AA compared to non-AA. Furthermore, Fig. 6 shows that Eve

is able to achieve this feat at a lower attack cost, i.e. less number

of transmissions, when Alice is AA. Hence, these results show

that though Alice improves performance like in [5] under little to

no attack, but feature-based policies may be exploited negatively

when an attacker is strong enough. The main intuition behind

this phenomenon and the reason AA becomes vulnerable when an

attacker like Eve is present is because when Alice prioritizes AoI,

she is only exploiting and is no longer exploring other possibilities

and changes in the environment. When Alice prioritizes AoI in her

policy and her AoI is low, she is greedily choosing her best channel

according to her policy. With no attacker in the environment or

when Eve is not powerful enough, Alice greedily chooses her best

Figure 7: Total regret as Eve increases her transmission power
for different policy settings.

channel 𝑎∗. As Eve becomes more powerful in her attacks, Alice’s

policy is manipulated more towards 𝑒∗, fooling Alice in thinking

𝑒∗ is 𝑎∗. Thus, Alice will also think choosing 𝑒∗ means lower AoI

and Alice will select Eve’s target channel more often, missing the

opportunity to explore again. This makes it easier for the attacker

to perform a steering attack and results in better regret for Eve and

worse regret for Alice, as shown in Figs. 7-9.

Fig. 7 shows the total regret as Eve increases transmission power

in her steering attack. When Alice is AA, Eve accumulates large

regret when her transmission power is under 0 dB because it is not

enough to manipulate Alice’s policy. Conversely, Alice achieves

lower regret because the extra exploitation caused by the priori-

tization of AoI causes her to choose her target channel 𝑎∗ more

often. However, when Eve’s power is high, Eve achieves less regret

because Alice is being steered to 𝑒∗ and Eve is able to do so with

less transmissions (i.e. cost). Alice, consequently, accumulates more

regret because she is not achieving her goal in choosing 𝑎∗ and
is steered to a suboptimal result. Figs. 8 and 9 show a closeup of

the regret for Alice and Eve, respectively, over the horizon 𝑇 when

Eve’s transmission power is 20𝑑𝐵. Alice achieves larger regret when

adopting AA versus non-AA policy, while Eve achieves lower regret

with AA versus non-AA due to Alice continuously exploiting 𝑒∗.
Lastly, Fig. 10 plots the upper bound found in Equation 15 against

the Non-AA and AA policies found empirically through Algorithm

1 to verify its validity. As shown, the bound holds since the total

regret never exceeds this boundary for the entire horizon 𝑇 .

6 Conclusion
This paper discussed the trade-offs involving communication relia-

bility, timeliness, and stealthiness, characterizing the AoI in a hostile

RF environment with an active adversary performing a steering at-

tack. We have defined AoI-based regret functions, and modeled the

interactions between the channel user Alice and the adversary Eve

as two interdependent multi-armed bandit systems. Alice aims to

learn a transmission policy that selects time and frequency blocks to

minimize the AoI regret at its receiver Bob. Eve aims to disrupt the

communication and steer Alice to transmit in its selected frequency.
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Figure 10: Total regret at a transmission power of 20 dB for
Eve for different policy settings. Upper bound is provided to
validate Equation 15.

Figure 8: Total regret for Alicewhen Eve has her transmission
power at 20𝑑𝐵 for different policy settings.

Figure 9: Total regret for Eve when Eve has her transmission
power at 20𝑑𝐵 for different policy settings.

Through simulation, we compared the Age-Aware (AA) and non-

AA policies of Alice under different effects of the adversary Eve.

We show that an metric-based policy as AA policy renders the user

more susceptible to manipulation by the adversary due to increased

predictability of the selected actions. Though metric-based policies

can improve performance, it should not come at the cost of security

and further research should be performed to investigate how to

design robust policies that mitigate this vulnerability. Future work

includes investigating how to design a policy for Alice that can be

age-aware while simultaneously evading Eve’s steering attack.
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