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(ABSTRACT)

The application of robust estimation methods to the power system
state estimation problem was investigated. Techniques using both nonlinear
and combinatorial optimization were considered, based on the requirements
that the method developed should be statistically robust, and fast enough to
be used in a real-time environment.

Some basic concepts from robust statistics are introduced. The various
estimation methods considered are reviewed, and the implementation of the
selected estimator is described. Simulation results for several IEEE test
systems are included. Other applications of the proposed technique, such as
leverage point identification in large sparse systems, and robust meter

placement are described.
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Chapter 1 : Introduction

This dissertation is based on the premise that the predominant method used
currently in control centers for state estimation, the Weighted Least Squares
estimator (and derivatives thereof), is not adequate. Due to its ease of
implementation, and high speed, this method has continued to be in wide
use, despite its many drawbacks. Though alternate methods have been
proposed, they have either lacked demonstrably superior statistical
properties, or have been too slow to be of practical significance. In this
dissertation, concepts from robust estimation theory will be introduced, in
order to demonstrate systematically the weaknesses of the Least Squares and
related methods. Based on this theoretical foundation, alternate estimators
will be described, which possess much more desirable statistical properties
than those currently used. Since the use of these estimators is in the real-
time control of power systems, the implementation of these techniques to
achieve maximum speed is crucial, if they are to be competitive with the
Least Squares. Hence computational issues such as sparsity, parallel
programming and hierarchical estimation will be addressed. The use of some
of these robust methods to related subjects such as meter placement and
leverage point identification will be described.

In Chapter 2, the state estimation problem is defined in terms of its reduction

from a nonlinear power system model to a more tractable linearized form.
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Some of the practical difficulties encountered in solving this problem in a
real-time environment are described, especially in the context of how these
influence the choice of an estimation algorithm. The conventional methods
that have been used in control centers since the introduction of practical
state estimators in the early 1970's are discussed, and the more recent
attempts to address the deficiencies in these methods are described. This
chapter serves as a review of the state of the art, and defines the problems
and issues that this dissertation seeks to resolve.

The main reason that some of the recent developments have not been fruitful
is that they have occurred without a sufficient knowledge of the progress
made by statisticians in formulating a theory of robust estimation. These
advances have created a strong theoretical foundation for describing the
robustness and other properties of estimators. Great improvements have
occurred, starting with the work of Huber, Hampel, and Tukey. In Chapter
3, the basic tenets of robust estimation theory will be described, and these
tools will be used to analyze the weaknesses in the methods that were
discussed in Chapter 2. Several terms which have a specific meaning in the
context of robust estimation, such as the term robust itself will be defined,
and concepts such as the breakdown point of an estimator, the influence
function, and leverage point will be introduced here.

Chapter 4 describes a new class of estimators that have been developed
recently, namely the High Breakdown Point Estimators. The theoretical
properties that make these estimators attractive for use in power system
state estimation will be discussed, as well as the potential problems that

could be encountered in implementing these methods in large sparse
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systems. Some discussion of the issues to be faced in implementation of
these methods will be given, along with algorithms for both direct nonlinear
minimization and combinatorial optimization.

Chapter 5 discusses the actual implementation of the Least Median of
Squares estimator, with particular focus on making this method competitive
(in terms of computational speed) with the Least Squares based estimators
that are prevalent currently. The use of speedup techniques such as sparse
matrix methods, parallel processor utilization, and the division of the task
into on-line and off-line portions will be described. Test results from various
IEEE test systems will be presented, especially with cases that have multiple
interacting bad data. These will be contrasted with results for the same
cases obtained using other estimation methods ; this will be used to illustrate
the vastly superior robustness properties of the High Breakdown Point
Estimators.

The issue of leverage points in power systems is the subject of Chapter 6.
The definitions and concepts introduced in Chapter 3 will be used to show
that leverage points are common in power system state estimation, and that
without the use of appropriate precautions, they can cause the Least
Absolute Value (LLAV) estimator to fail. This estimator is becoming more
popular, as it seems to combine the speed of the Least Squares estimator
with some of the robustness properties of the High Breakdown Point
Estimators. Methods for detection and identification of leverage points based
on projection pursuit techniques have been devised for use in large, highly
sparse systems. These provide a robust estimate of the Mahalanobis distance

for such systems. Results from the application of these methods to the IEEE
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test systems will be given, and these methods will be validated by testing
them using the statistical programming language S-PLUS, and through
Monte Carlo simulations of the LAV estimator.

Chapter 7 contains a summary of the contributions of this dissertation
towards advancing the state of the art in power system state estimation. The
conclusions reached as an outcome of the work described will be reviewed,
both in terms of their immediate application, and their potential use as the
computing power in the control center increases. As a result of this work,
there are several other research topics related to state estimation that can
benefit from the use of these robust methods. These include robust meter
placement, hierarchical state estimation by the decomposition of large power
systems into smaller sections, and alternate estimation methods based on
incorporating the robust Mahalanobis distance estimates of Chapter 6 into
the state estimation procedure. Chapter 7 will also discuss these issues,
some of which are the subject of ongoing research at Virginia Tech. Some
possible directions of future research in the area of robust power system state

estimation will also be suggested.
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Chapter 2 : Overview of Power System State Estimation

2.1 : Introduction

A. C power systems began as a single generator in each city serving the local
customers, with the generation, transmission and distribution of power all
occurring at the same voltage. With the invention of the transformer in the
1880's, it became possible to generate the power at the most economical
voltage, typically 13.2 kV or less, and then to step up the voltage ( usually to
the 345 kV - 765 kV range) by a transformer connected to the transmission
line. The voltage magnitude is reduced by transformers at the remote end of
the transmission line to the level required by the loads, which ranges from
120 V for households, to 13.2 kV for industrial establishments. This
development was primarily responsible for the predominance of a.c systems
over d.c systems, since no d.c equivalent of the transformer existed. It also
allowed power systems to become much larger, since the generating plants
could now be located near the resources they required ( rivers for cooling, or
near coal mines for thermal plants, etc). Since then, a.c power systems have
evolved into a huge interconnection of generators, transmission lines and
loads. The entire continental U.S, for example, is served by three large

synchronous interconnections. With this complex network in place, it became
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increasingly difficult for a utility to monitor its system, which could have
components located over a thousand miles from each other. Early power
systems used decentralized control, where each plant operator made
decisions based on local conditions ; this later evolved into a system-wide
control center, where operators kept in touch with the generating plants over
the phone, and co-ordinated the control of the system. The growth of power
systems, especially the dramatic boom after World War II made this method
of monitoring the system impractical, and utilities were quick to use
computers to aid them in this process as soon as they became available. The
control center became a hub where real time measurements from the remote
ends of the system were received, and processed by the computers, which
then provided the data for the operator to analyze. Some aspects of power
system operation became highly automated, such as the load-frequency
control and the economic dispatch of generators for minimizing the cost of
operation.

Though these control centers were a great improvement over the prior ones,
they still were not adequate. There was no method of synthesizing a global
picture of the state of the system by combining all the measurements ;
instead the knowledge of one area of the system was determined by
measurements from that area alone. This left the process vulnerable to
failure, since if some of those measurements were corrupt, there was no way
to counteract this using the other measurements that were available. This
situation was acceptable until events in the 1960's made it essential to
improve the secure operation of the system. Analytical tools were developed

which required as their input the "state" of the entire system ( the state of
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the system is the set of all bus voltages and phase angles) ; these tools were
used to forecast loads, identify equipment being operated beyond ratings etec.
Therefore it became important to devise a technique, which could utilize all
the measurements available at the control center, and combine them to
produce a snapshot of the system state at that instant. This process is called
power system state estimation.

Power system state estimation became a topic of active research interest after
the blackouts of the 1960's, especially the Northeast blackout of 1965. With
the improvement in SCADA systems it became possible to gather a large
number of real-time measurements at the control center, and it was
envisioned that this database could be used to greatly enhance system
security, as well as improve other aspects of power system operation [1]. It
soon became evident to some researchers that though this database was a
vast improvement over that previously available, it could not be used directly
as is. The database typically consisted of the breaker status information and
the real power measurements used in Automatic Generation Control ; while
most security and optimization programs required as their primary input the
state of the power system. What was required then was a procedure to
convert the available measurements into the form desired ; in essence, a real
time loadflow was needed.

The conventional steady state loadflow assumes that the injection at each
load bus is known accurately, and that the generator bus voltages are known.
From this it determines the state of the system; the procedure is
deterministic in that the number of unknown variables is equal to the

number of equations. There is no redundancy in the input data; if one of the
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assumed values is inaccurate, the result will be wrong. This approach cannot
be used with the real time loadflow, for several reasons. Due to the
measurements being taken at remote sites and telemetered to the control
center, the possibility of communication errors introducing bad data was very
real. Since the output of the state estimator would be used in real-time for
vital system control operations, the usual procedure of checking the data and
output for plausibility would not be sufficient. It would not be fast enough,
and considering the increasing size and complexity of power systems, would
be humanly impossible. The other reason redundancy is required is the
nature of the power system. A conventional single-phase loadflow is based
on the assumption that the three-phase power system can be represented by
a single-phase equivalent, in effect assuming that the system is balanced,
that the n-circuit model used is accurate, and that the line parameters are
known. When the output of the loadflow is used for planning studies and
simulations, the consequence of small errors in the output is not immediate,
nor is it drastic. This is not the case in state estimation, where the operator
takes action to ensure the secure and reliable operation of the system based
on the results, and where control actions are taken immediately after the
results become available. It was clear then that a new method had to be
developed to perform the function of the real time loadflow ; it should be
based on having some redundancy in the input data, it should use the
existing measurements and supplement them with as few additional meters
as necessary ( due to the cost of the equipment, and more importantly the

cost of the communication links to the control center).

Overview of Power System State Estimation 8



2.2 : Formulation of the Problem

The measurement set that is typically available consists of bus voltage
magnitude measurements, line power flow measurements ( real and
reactive), and bus injection measurements (real and reactive). These are
related to the desired outputs, the bus voltages and angles, by a set of
simultaneous nonlinear equations, as derived below. Let the transmission

line between bus i and bus j be represented by its n-circuit equivalent, which

is the complex series impedance Rij +J Xij , and half the shunt admittance

(Bjj /2) at nodes i and j. The real power flow Pj; and reactive power flow Qj;

between bus i and bus j are then given by equations (1) and (2)

PIJ = |Tl| sinﬁij +%Jl Sin(eij - 6ij) 1)
|V;|2 By Vil IVjl
Qjj =7 —(cosdyj -5 - 57— cos(By - &) 2)

where Z /dij is the polar representation of the impedance Rjj + 1 X

ijs Vi and VJ

are the voltage magnitudes at nodes i and j respectively, and 0;; is the phase
angle difference across the line. The injection at bus i can be written in
terms of the sum of all the flows out of bus i, due to Kirchoff's law, while the
voltage magnitude measurements are direct measurements of a component of
the state vector. (Until recently, it was not possible to measure the bus phase
angles directly. = An ongoing project at Virginia Tech, the phasor
measurement project, has made this feasible, and some implications of this
development will be addressed in a later chapter). Thus if we define the

vector of measurements as 2z, of length m (the total number of
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measurements), and the state vector x (of length 2n - 1, where n is the
number of busses, since one bus is taken as the reference for the phase
angles), then the system can be modeled by the equation z = h(x), where h(x)
represents the set of equations just described. The number of measurements
is usually at least 2 times n, so that there is adequate redundancy. This is a
nonlinear estimation problem, to determine the state vector x that fits the
measurements z optimally.

As mentioned before, there is a great deal of commonality between the
loadflow and the state estimation problem. This extends to the use of the
fast decoupled loadflow concepts in state estimation. Essentially, as can be
seen from (1) and (2) , there is a relatively weak connection between the real
power measurements and the voltage magnitudes, and between the reactive
power measurements and the voltage angles. The larger estimation problem
can then be divided into two smaller segments, which provides a significant
computational advantage. Throughout the remainder of this dissertation, we

will be using the decoupled form of the state estimator.
2.3 : Sources of Bad Data

Practical experience with operating state estimators [2] has shown that at
almost every run ( typically, every 15 minutes) , there is some data present
that does not match the model. Van Slyck et al report that over a period of
13 years, only 5 days were completely free of bad data, with an average of
between 1 and 2 % of all measurements being so classified. These discordant
measurements are generally called bad data, though this term can be
misleading. The implication that there is something "wrong" with the data is

not necessarily true ; there are many situations in which a measurement can
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be perfectly accurate, and yet be classified as bad by the estimator. In this
section, some of the common causes for bad data will be reviewed, since
ultimately, these provide the greatest motivation for the development of the
estimators described later in this dissertation.

The most common cause of bad data is that the data is actually bad. The
measurement that reaches the control center has gone through several stages
of processing, each of which provides an opportunity for the introduction of
an error. The first step in the measurement process is the transducer that
interfaces directly to the transmission line ; either a current or a voltage
transformer. These are susceptible to errors such as mis-calibration, bias,
drift due to temperature variations, rounding errors, as well as device
failures [3]. A more subtle source of error at this stage is the timing skew;
this occurs when the data is not sampled simultaneously throughout the
system. Since the overall measurement set is assembled at the control
center, and is assumed to be a snapshot of the system at some instant ; if
some measurements are taken at a different time than others, the picture of
the system presented will not be uniform. There are enormous difficulties,
both financial and technical, in synchronizing all the measurements. The
phasor project mentioned earlier requires much more accurate
synchronization, and solves this problem by using the Global Positioning
System satellites. There have been proposals to implement a system-wide
timing signal using a fiber-optic communication system at some utilities, but
this is not yet economically viable.

The next stage in the collection of the measurements is the transmission of

the raw data from the substations to the control center. The most common
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source of error here is the noise present in the communication channels ; this
effect is lessening as digital transmission technology with error-correcting
codes is becoming more prevalent, but the problem persists in analog
channels. Some of the larger utilities use data concentrators, which act as
regional control centers, which collect the data from a large part of the
system, and forward it to the control center ( for example, AEP uses four data
concentrators, one of which is in Roanoke). Any malfunction at these
intermediate sites will impact significant portions of the data.
The other reason for discrepancies between the data and the model is
inadequacies in the model. The mathematical model that is at the heart of
the state estimation process embodies a series of assumptions, most of which
are usually accurate. The accumulated effect of these errors however may
result in the measured data not fitting the model. Some of these
assumptions are :
(1) The numerical values used for various system elements in the model
are subject to error. There are minor variations in line impedance due to
temperature ; and in other cases the data is just not known accurately.
In addition, some portions of the system model are actually a reduced
equivalent of the external power system, which is based on other
approximations, and uses data whose current value cannot be confirmed
easily, if at all.
(2) All existing state estimation algorithms use a linearized version of
the nonlinear system model, in order to reduce the computational
burden. If the number of iterations used is large enough, this does not

cause any error. It can result in numerical convergence problems if the
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system is heavily loaded.
(3) State estimators generally use a single-phase model of the power
system, which implicitly assumes a balanced 3-phase system. This is not
usually true, due to factors such as the instantaneously varying load, and
the presence of untransposed transmission lines.
(4) Topology errors, which are the worst kind of error to detect. An
operating power system is not static ; lines are switched in and out,
transformer tap settings are changed, static var systems and switched
capacitors dynamically change the shunt admittance of the power
system. The control center may not always be aware of these changes in
time to respond to them.

In general, the errors due to approximations of one kind or another result in

mild outliers, while device failures and mis-calibration cause gross errors.
2.4 : The Weighted Least Squares Estimator

The first such method was described by Schweppe et al in their seminal
series of papers [4] in 1970, which introduced the concept of the state
estimator being a filter which determined the state of the system as a
weighted function of the input measurements. These papers lay the
foundation for most of the work on static state estimation in the subsequent
two decades. Essentially, the measurements and the state of the power

system were assumed to be related by the nonlinear equation
z=hXx + e 3

where z is the measurement vector, x is the state vector and e is the

measurement error vector. In the case of a conventional load flow, e is
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assumed to be null, and the dimensions of x and z are equal. In state
estimation however, the number of measurements m, is greater than the
number of unknowns, n ; with m/n typically being about 2. At this point, a
critical assumption was made which led to the computation of the state
estimate being made much faster, and the analysis of the statistical
properties of the estimator much easier. This was the assumption that the
components of the error vector e, (eq, es, ... e,,) are independently distributed
random variables following a Gaussian distribution with zero mean. Then
the measurement error covariance matrix R, which is the expected value of

[e.el] is a diagonal matrix, with its entries as

R = Diag (0’12, 0‘22, 032, Omz ) (4)

From this the probability density function of z can be written as

exp{ -0.5 [z-h@)]t R [z-h@)]}
(2m)m/2(det R)0-5

f(z) = (6))

where det R is the determinant of R. The question is then to find an
"optimal" x. One of the accepted methods of doing this is the maximum
likelihood estimator approach, where we seek to maximize the likelihood that

the observed measurements were the values actually observed. That is, if the

observed measurements are ( zy, 29, ... ,Zy, ) , then the likelihood function
L = f(z1).f(z9) f(z3). ... f(z,) (6)

is to be maximized. Since R is independent of the actual value of z, this is
equivalent to maximizing the numerator of (5), or minimizing the magnitude

of the exponent term. The problem then reduces to minimizing the quadratic
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function which is a classic least squares problem. If we now define H(x)) as

d(h(x))/dx, this is equivalent to finding & so that Ht(X). R™L. [z-h(X)] = O ( this
m
is also equivalent to minimizing zriz , which is why this method is known

i=1

as the Least Squares Estimator). H is then by definition the Jacobian matrix
of the measurements. The problem now has been reduced to one very similar
to that in conventional load flow problems, where the problem is to find x
such that a nonlinear function of the Jacobian matrix is as close to zero as
possible. This makes the use of all the computational enhancements that
were devised for the solution of the load flow problem applicable to the state
estimation problem. In particular the Newton Raphson iterative algorithm
for the solution of nonlinear equations, and the sparse matrix techniques
described by Tinney et al [5,6] can be applied directly. Since the objective
function being minimized is globally convex, and has only one minima, the
choice of the starting point for the state estimation iterations is important
only for the speed of the solution. Regardless of the starting point, the final
solution will always be the same ; this is not true of some of the estimators
that will be discussed later in this chapter.

Attempts to directly implement such schemes with existing measurement
sets were not as successful [7,8] as expected. There were numerical problems
with the convergence of the estimator, and the issue of its bad data handling
properties had not been addressed satisfactorily. However, the method was
fast enough that it could be implemented on the computer systems then
available, and be run every fifteen minutes or so, which was the typical cycle

time used in control centers then. Operating experience revealed almost
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immediately that without taking some precautions against the presence of
bad data, the output of the estimator could not be relied upon. Until then,
the optimization process was assumed to be a success if the final value of the
objective function was sufficiently small, with little attention paid to the
measurement residuals, r = z - h(x).

At first, the new procedures were based substantially on the weighted least
squares method. The first step was the use of the chi-square test applied to
the weighted residuals

Ty = z-Th(x) ¢))

where o is the vector of the diagonal elements of R. It was shown that the

weighted residuals followed a Xzf’a distribution, where a = m - n, the number

of degrees of freedom. Therefore subsequent to the estimation, a detection

test based on the weighted residuals would be performed, and if none of the

ryw were greater than the threshold from the x2f’ o distribution, then it was

assumed that no bad data were present. The weighted residual test however
does not identify the bad data in all cases ; it merely indicates the presence of

bad data. A more rigorous test was devised, based on the normalized

residuals ry,

I o
r, = T‘v‘; (8)

where w is the vector of the diagonal elements of the residual sensitivity

matrix W, where W is defined by

W=1- HHEH RB!H (9)
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and is derived from the equation r = We. It was shown that if only one bad
data point were present, it could be identified as the measurement with the
largest normalized residual. In this case then, the bad data point would be
deleted from the measurement set, and the estimation process repeated with
the reduced set. This is computationally expensive, but was the only known
way at the time to handle bad data using a least squares estimator. In
principle, the normalized residuals could also handle the case of multiple
non-interacting bad data ; that is if the bad data points were "far away" from
each other. There was no clear definition of what constituted being "far
away" ; in practice it was assumed that if the bad data occurred at nodes
electrically distant from each other, they would not interact. On the other
hand, if the bad data points were "close" to each other and interacted, this
would result in the largest normalized residual not always corresponding to
one of the bad data. In fact, a masking effect was observed, where the effect
of adding the second bad data point was to make the normalized residuals for
both the bad data very small, and cause false identification of a good data
point as a bad input.

In summary, these methods were the fastest computationally, the simplest to
implement, and if the measurement errors were normally distributed, they
were optimal in the sense of having the minimum variance of the estimate.
If a single bad data point was present, it could be identified by the weighted
least squares test, and identified by a normalized residual test. If a bad data
point were identified, the estimation would have to be redone with the bad

point deleted.
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2.5 : Non-Quadratic Estimators

Due to the limitations mentioned in the previous section, it was clear that
though the Normalized Least Squares estimator was adequate, it would be
necessary to investigate estimators that did not suffer from the same
drawbacks. The basic problem with least squares based methods was in the
assumption of the normality of the measurement errors ; hence it was logical
to test estimators which were not optimal under the Gaussian distribution,
but performed better under longer-tailed distributions, which were more
common in practice. Though such estimators had already been introduced by
statisticians some years previously under the general classification of M-
estimators, Schweppe et al described them first in the power systems field as
Non-Quadratic Estimators [9,10]. The reason for this nomenclature will be
discussed in Chapter 3.

Basically these estimators minimize a function of the residuals; if the
function happens to be the quadratic function, then the resulting estimator is

the Least Squares estimator. For example, if the criterion is to minimize

m
2 |r;], then this becomes the Least Absolute Value (LAV) estimator. In

i=1

general, these estimators put less weight on those measurements which have
a large value of rj. Therefore these measurements do not have as large an
effect on the estimate, resulting in a more robust estimator. To some degree,
these estimators combine the estimation and detection phases into one step,
since the suspected bad data are automatically downweighted during the
estimation process. The objective function used need not be smooth; in fact

some of the best estimators of this type do not have derivatives at all points.
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This causes some problems from a numerical standpoint, since the most
common method for the solution of nonlinear equations in power systems is
the Newton-Raphson technique. This cannot be used here, if the derivative
of the objective function cannot always be evaluated. Also, depending on the
exact nature of the function, the useful convexity property of the quadratic
function may not hold true ; this implies that the objective function may have
many local minima, and that it is therefore necessary to choose the initial
starting point for any numerical search procedure carefully. The superior
bad data handling properties of these estimators were not recognized
sufficiently at that time in the power system area, due to a lack of familiarity
with the robust estimation theory that had recently been developed by
statisticians. These methods were not investigated as thoroughly, since their
drawbacks were immediately apparent, while their advantages over the least
squares were not as readily comprehended. Such estimators will be
described in detail in Chapter 3.

Since the introduction of these estimators, research in the state estimation
area has focused on two approaches. One approach is to use the LAV
estimator, and to overcome the computational problems associated with this
nonlinear minimization by reformulating it as a sequence of linear problems,
each of which can be solved using Linear Programming (LP) methods [11,12].
This approach takes advantage of the progress made in the field of
operations research towards solving LP problems rapidly, such as the
Simplex method of Dantzig and more recently the geometric approach of
Karmarkar. The sparse nature of power system models is also well suited to

the application of the LP methods. However most of the research by power
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system engineers has concentrated on making the estimator faster, rather
than determining if this type of estimator is really suitable for application in
state estimation. In Chapter 3, a theoretical analysis of this estimator will be
presented, which shows that there are other drawbacks with the LAV
estimator.

The other approaches that were investigated in the early 1980's concentrated
on improving the Normalized Least Squares estimator. The hope was to find
some test, which when applied to the residuals, could always detect and
identify multiple interacting bad data. Various methods were proposed, such
as the combinatorial optimization methods of Monticelli et al [13], the
geometric optimization methods of Clements et al [14], and the Hypothesis
Testing and Identification methods of Mili et al [15-17]. Again these method
were mostly ad hoc procedures, developed without much attention to the
intrinsic properties of the least squares estimator. These all relied on
detection tests based on the residuals from the least squares, without
considering the possibility that the very fact that the residuals were from a

Least Squares estimate condemned their efforts to failure.
2.6 : Summary

Since the inception of static state estimation, there has been a constant
introduction of new techniques, usually based on the work of statisticians.
These include the bad data analysis tests for the weighted least squares
estimator, the M-estimator and other non-quadratic estimators, and the
Least Absolute Value Estimator. In this chapter, the fundamental concepts
underlying these methods have been reviewed, though it is beyond the scope

of this dissertation to describe each of these techniques exhaustively,
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