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How good are large language models at product risk assessment?

Zachary A. Collier! | Richard J. Gruss' | AlanS. Abrahams®

Abstract

Product safety professionals must assess the risks to consumers associated with the
foreseeable uses and misuses of products. In this study, we investigate the utility of
generative artificial intelligence (Al), specifically large language models (LLMs) such
as ChatGPT, across a number of tasks involved in the product risk assessment pro-
cess. For a set of six consumer products, prompts were developed related to failure
mode identification, the construction and population of a failure mode and effects anal-
ysis (FMEA) table, risk mitigation identification, and guidance to product designers,
users, and regulators. These prompts were input into ChatGPT and the outputs were
recorded. A survey was administered to product safety professionals to ascertain the
quality of the outputs. We found that ChatGPT generally performed better at diver-
gent thinking tasks such as brainstorming potential failure modes and risk mitigations.
However, there were errors and inconsistencies in some of the results, and the guidance
provided was perceived as overly generic, occasionally outlandish, and not reflective
of the depth of knowledge held by a subject matter expert. When tested against a sam-
ple of other LLMs, similar patterns in strengths and weaknesses were demonstrated.
Despite these challenges, a role for LLMs may still exist in product risk assessment to
assist in ideation, while experts may shift their focus to critical review of Al-generated
content.
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1 | INTRODUCTION (Rausand & Utne, 2009). More specifically, product safety

engineering involves an analysis of risk, identifying all of the

Firms that manufacture and sell consumer products must
effectively manage product safety risks. Defective and haz-
ardous products can cause costly product recalls that may
result in lost sales due to products being taken off the market,
replacement and repair costs, potential fines, reputational
damage, and legal costs (Ameer & Othman, 2023; Mayo
et al.,, 2022). The recall process itself, which can often
be lengthy, is costly for the entire supply chain, including
retailers and manufacturers (Wowak et al.,, 2022). Even
though companies have an incentive to manufacture and
sell safe and high-quality products, quality and safety issues
can still occur for a number of reasons, such as cost-cutting
and inattentiveness (Ball et al., 2018) and from outsourcing
(Steven et al., 2014).

Product manufacturers must take precautions to ensure that
their products are safe, while not being too costly to produce

relevant hazards associated with the product during the dif-
ferent lifecycle stages, and then eliminating or mitigating the
hazards (Rausand & Utne, 2009). The product safety engi-
neering process parallels the general risk analysis process
described by Kaplan and Garrick (1981), in which the ana-
lyst asks “What can go wrong,” “How likely is it,” and “What
are the consequences,” as well as the risk management ques-
tions posed by Haimes (2012): “What can be done, and what
options are available,” “What are the trade-offs among all rel-
evant costs, benefits, and risks,” and “What are the impacts of
current decisions on future options.”

One of the most challenging steps is hazard identification,
where the failure to identify hazards can be a major source
of error (Redmill, 2002). Not identifying all scenarios ren-
ders an analysis incomplete and ineffective (Haimes, 2012).
Another challenge lies in the identification of risk treatment
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or response alternatives (Hillson, 1999). While a risk analysis
can provide information about how much various courses of
action might reduce risk, there is often a disconnect between
the risk analysis results and the decision making needed to
balance costs and benefits (Linkov et al., 2014; Paté-Cornell
& Dillon, 2006;).

Recent developments in generative artificial intelligence
(AI), especially large language models (LLMs), have the
potential to assist safety engineers in the product risk assess-
ment process. In this article, we investigate how LLMs
can support product risk assessment. Specifically, we used
OpenAI’'s ChatGPT 3.5 to generate product risk assess-
ment output and guidance for a set of consumer products.
We then developed a survey in which we asked product
safety professionals to evaluate the quality of the generated
responses.

The remainder of the article is organized as follows. In
Section 2 we summarize the process of product safety engi-
neering from a risk management perspective and provide an
overview of recent applications in the literature of Al for risk
assessment and management. In Section 3, we describe our
methodology. Section 4 describes the results of the study,
Section 5 provides a discussion of the results, and Section 6
discusses limitations. Finally, Section 7 highlights our con-
clusions, the managerial implications, and future research
opportunities.

2 | BACKGROUND AND RELATED
WORK

In the following subsections, we review closely-related work
in product safety engineering, and in the application of Al to
product risk analysis.

2.1 | Product safety engineering

Product safety engineering is concerned with eliminating
or reducing the potential risk associated with product fail-
ures that can result in hazardous situations (Rose, 1989),
and involves product risk assessment, which is “determining
whether a product is safe for consumers to use” (Hunte et al.,
2022). Products that are defective or cause injury to users (or
the user’s property) may result in liability for the manufac-
turer or retailer (Ryan, 2003). Safe product design requires
balancing safety (including legal and regulatory requirements
and standards) on one hand and production cost, functional
performance, and schedule constraints on the other (Rausand
& Utne, 2009).

The product risk assessment process starts with haz-
ard identification, where a hazard is a potential source of
harm (Hunte et al., 2022). Hazard identification requires
understanding who the product user is, their abilities and lim-
itations, how the user will interact with the product, and the
environment in which the product will be used (McRoberts,
2005). Beyond the intended use, there may be foreseeable

misuses that the manufacturer did not intend (Wright, 2007).
Such misuse can arise due to misunderstanding by the user,
misreading the instructions, or erroneous assumptions about
the product’s use (Rausand & Utne, 2009; McRoberts, 2005).

The next step is risk estimation (Hunte et al., 2022). In
this step, identified hazards are quantified in terms of severity
and occurrence frequency or probability (Hunte et al., 2022;
Iyenghar et al., 2022). Risk is often calculated as the product
of severity and occurrence, and the resulting risk level may
be categorized (Hunte et al., 2022; McRoberts, 2005).

Finally, the risk evaluation stage uses the results of the risk
estimation to determine whether the product risk is acceptable
and what decisions should be made regarding risk reduction
(Hunte et al., 2022; McRoberts, 2005). Alternatives for risk
reduction are identified and applied in this step. Risk reduc-
tion alternatives can typically be prioritized according to a
“safety hierarchy,” stating that if possible, the hazard should
first be eliminated through design. If this is not possible,
then protective safeguards should be added to the design.
Finally, if this is also not possible, then warnings should be
provided to the user, as well as training and instruction and
personal protective equipment (PPE) (Barnett & Brickman,
1986; Ross, 2021).

A number of standards exist related to product safety.
For example, ISO 10377 provides guidance on consumer
product safety, including methodology for hazard identifica-
tion, assessment, and reduction, as well as risk management
and provision of warnings to consumers (ISO, 2013). More
specialized product-category-specific standards exist as
well, including, for example, ASTM F963-23, “Standard
Consumer Safety Specification for Toy Safety” (ASTM,
2023), ANSI/WCMA A100.1-2022, “American National
Standard for Safety of Corded Window Covering Products”
(ANSI/WCMA, 2022), NFPA 10, “Standard for Portable
Fire Extinguishers,” (NFPA, 2022), and many others. Prod-
uct designers must be familiar with all of the applicable
standards and regulations that apply within their industry.

Failure mode and effects analysis (FMEA) is a methodol-
ogy that is used to identify and assess risks of products during
the new product development process (Moreira et al., 2021).
An FMEA is used to identify failure modes and their causes
and the effects that the failure will have on the system or prod-
uct (Carlson, 2014). It is a tool that aids in the assessment and
prioritization of failure modes, and facilitates the identifica-
tion of risk treatment activities (Carlson, 2014). According
to the American Society for Quality (ASQ), failure modes
are defined as “ways, or modes, in which something might
fail. Failures are any errors or defects, especially ones that
affect the customer, and can be potential or actual” (ASQ,
n.d.). Breyfogle (2003) defined a failure mode as the way
“a design might fail to perform its intended function.” Fail-
ure modes are distinct from their effects, which describe “the
effects of the failure mode on the function from an internal
or external customer point of view” and their causes, which
indicate “a design weakness that causes the potential failure
mode” (Breyfogle, 2003). One of the key characteristics is
a numerical score assigned to each failure mode along three
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dimensions of Severity (S), Occurrence (O), and Detection
(D), each typically being defined on a 1-10 scale. A risk pri-
ority number (RPN) is calculated as the product of the three
scores, RPN = § X O X D, and is used to prioritize fail-
ure modes that are of greatest concern (ASQC/AIAG, 1995).
Industry standards such as IEC 60812:2018 (IEC, 2018) and
SAE J1739_202101 (SAE, 2021) provide guidance on how
to perform and document FMEAs.

2.2 | Al and LLMs for product risk analysis
The term “artificial intelligence” was coined in the 1950s, and
can be thought of as a general term for computational meth-
ods that seek to mimic human intelligence (Howard, 2019).
Al simulates human intelligence by collecting, processing,
and acting on data in ways that allow it to learn through
the acquisition of new data (Canhoto & Clear, 2020). While
there are many types of Al algorithms, LLMs have recently
gained popularity through a number of available platforms
such as ChatGPT, Gemini, and others. These LLMs have
differentiated themselves from previous Al through their abil-
ity to excel at creative, analytical, and writing-based tasks
(Dell’ Aqua et al., 2023).

While these tools appear to have the potential to increase
worker performance, the capabilities of these Al tools are
still somewhat unevenly distributed, creating what Dell’ Aqua
et al. (2023) described as a “jagged technological frontier,”
where Al overperforms on certain tasks yet underperforms on
others of similar difficulty. While AI tends to excel at tasks
that are analytic in nature, humans still excel at decision-
making tasks that require intuition and where there may
be multiple divergent interpretations of a situation (Jarrahi,
2018). Overreliance on Al output in task domains that are
beyond AI’s technological frontier can result in a decrease
in task performance (Dell’Aqua et al., 2023). Al therefore
has the potential to both create value and destroy value in
businesses (Canhoto & Clear, 2020).

Generative Al tools have many known limitations (Chang
et al., 2023), including challenges with abstract reasoning in
complex contexts, robustness issues in the face of unexpected
inputs, trustworthiness (e.g., hallucination of statements
ungrounded in reality), questionable ethics and bias, diffi-
culty representing human disagreements, and a shortage of
benchmark tasks across varied domains to evaluate domain-
specific performance. Indeed, when we prompted ChatGPT
to self-reflect on the limitations of Generative Al tools, it
acknowledged that Generative Al tools may be data depen-
dent (limited by biased or incomplete data), repetitive (repeat
similar patterns or samples), suffer from uncertainty about
quality or relevance, lack precision or control over specific
attributes in the generated output, may generate harmful or
misleading content, may be difficult to interpret or understand
or explain due to the complexity of the underlying model
and difficulty debugging or refining the model’s behavior,
may respond with unexpected or undesirable outputs when
inputs are subject to perturbations, and may raise legal and

regulatory challenges relating to, inter alia, intellectual prop-
erty rights. ChatGPT concluded with the optimistic assurance
that research may address these challenges and “unlock new
opportunities [for the use of Generative Al] for creative
expression, problem-solving and innovation.” These chal-
lenges are relevant and important for product safety engineers
to acknowledge when considering whether to use Generative
Al tools for risk assessment. The Generative Al output may
be incomplete, incorrect, or biased, potentially impacting the
quality of the risk assessment for which the output is used.

Measuring the true performance of Al is hugely challeng-
ing, and shoddy assessment of AI’s capabilities would itself
introduce risks (Roose, 2024). Various authors have proposed
benchmarks to test the question-answering, classification,
algebraic computation, and general reasoning capabilities,
of LLMs. For a review of LLM benchmarking techniques,
see (Ott et al., 2022; Valmeekam et al., 2024). Examples
of LLM benchmarks include CommonSenseQA (question
answering), BigBench (basic reasoning), PlanBench (action
and change reasoning), AQUA-RAT (Algebraic Question
Answering with Rationales), AQuA (label quality), and oth-
ers. However, no specific benchmarks have been proposed for
LLM application to product risk characterization. Providing
a systematic method to assess LLM response quality on prod-
uct risk characterization challenges is an unmet need for the
risk analysis community, which we attend to in this article.

Ideally, an LLM should provide the complete response at
the first prompt—so-called ““zero-shot reasoning” (Henrick-
son & Merofio-Pefiuela, 2023; Kojima et al., 2022), without
having to be prompted with additional examples or prompt
variations (“multi-shot reasoning”). Iterative experimentation
with prompt variations to improve output quality is referred
to as “prompt engineering,” and has been investigated for
both general LLM response tasks (Ekin, 2023; Henrickson
& Meroiio-Pefiuela, 2023; Marvin et al., 2023; White et al,
2023a,2023b), and diverse domain-specific tasks, such as
academic writing (Giray, 2023), healthcare (Mesko6, 2023),
entrepreneurial pitch-writing (Short & Short, 2023), and
other domains, though not, to our knowledge, evaluated in
the particular context of product risk assessment. Therefore,
a major unmet need for the risk analysis community, which
we attend to in this article, is the assessment of LLM prompt
engineering variations (tactics) specifically on product risk
assessment tasks.

A number of Al applications related to risk analysis
exist across many disciplines. For example, Baryannis et al.
(2019) surveyed the supply chain risk management literature,
finding that the majority (84%) of Al applications focused on
selecting risk responses. Comparatively little attention was
placed on risk identification, risk assessment, or combina-
tions of identification, assessment, and response (Baryannis
et al., 2019). Aziz and Dowling (2019) reviewed applica-
tions of Al for risk management in the financial industry.
They found that financial institutions were applying Al for
managing credit risks, market risks, operational risks, and
for compliance and regulatory risks. Specifically, Al models
were applied for the detection of fraud, and for stress testing
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risk models (Aziz & Dowling, 2019). Within the field of
disaster risk management, Al is used to process and analyze
remote sensing data to improve predictive risk models and
distribute disaster aid (Gevaert et al., 2021).

Related to product safety, Zaman et al. (2024) developed
a partially automated process that performs text analytics
on online product reviews in order to assess product risk,
though this process used conventional Machine Learning
(ML) rather than LLMs. Iyenghar et al. (2022) described an
Al-based assistant that uses conversational inputs to deter-
mine the expected risk reduction associated with machinery
safeguards.

While previous research has evaluated the potential of Al
to perform product risk analysis, most of these projects have
conceptualized “AI” specifically as ML. To our knowledge,
ours is the first study to assess LLMs at this task.

3 | METHODOLOGY

Our approach to assessing the ability of LLMs to aid in
product risk assessment consisted of the following steps: (1)
Identify a small number of consumer products with known
hazards to use as case studies, (2) generate a thorough risk
assessment of each product using ChatGPT, and (3) receive
feedback on the output from product safety experts. These
steps are explained in detail below.

3.1 | Identifying consumer products

To identify a set of products that pose potential safety
risks, we downloaded the recall data from the US Consumer
Product Safety Commission (CPSC) database.' This dataset
consists of 8,753 product recalls between June of 1973 and
September of 2023. We sorted the data according to the prod-
ucts with the most recalls and most units affected, and derived
a candidate list of 12 products (Table 1). We then selected
a subset of six products that would represent a wide variety
of risks: fire extinguishers, dehumidifiers, hammers, window
blinds, dry erase boards, and bath toys. In each product case,
we used the product type name, rather than a specific model
or brand name, in order to allow for an expansive set of
potential failure modalities, rather than a narrow set of failure
modes peculiar to a particular model or brand.

As the examples that follow illustrate, the selected con-
sumer products have documented failure modes and have
been known to cause injuries. Fire extinguishers are pres-
surized vessels, and therefore require periodic inspection of
their components, including any seals, hoses, nozzles, valves,
etc., as well as inspection to ensure that they are properly
pressurized (Garcia-Martin et al., 2019). For example, Dal-
ton (2005) described an instance of a stress-corrosion crack
failure of a carbon dioxide fire extinguisher, resulting in a

Uhttps://www.cpsc.gov/Recalls

sudden release of pressure. Furthermore, failure of fire extin-
guishers to properly discharge has resulted in the recall of
dozens of models, comprising over 40 million units in North
America (CPSC, 2017). Dehumidifiers can pose fire hazards,
as a recent CPSC recall illustrates, where approximately 1.5
million dehumidifiers were recalled because of the possibil-
ity of overheating and catching fire (Rahman, 2023). Owen
et al. (1987) observed the number of patients over a 4-year
period who sustained eye injuries (interocular foreign body)
from using hammers. They found 55 patients sustained eye
injuries, six of whom were rendered blind in the affected
eye. The cords attached to window blinds have caused hun-
dreds of strangulation deaths in children since the 1970s
(Bendix, 2023). Approximately 1.6 million dry erase boards
were recalled due to laceration hazards posed when the thin
magnetic metal layer can become separated from the wooden
layer (Neal, 2017). Finally, millions of bath toys have been
recalled due to impalement and laceration hazards (Archie,
2023).

3.2 | ChatGPT-based risk assessment
A product risk assessment entails identifying failure modes,
constructing an FMEA table, suggesting risk mitigations, and
providing guidance for relevant stakeholders. We had Chat-
GPT (version 3.5) go through these steps by sequentially
entering the prompts listed in Table 2. This was completed
on November 4, 2023. No additional guidance was provided
to ChatGPT with respect to the prompts, such as length
or format, which were left to the AI’s discretion. How-
ever, all responses were approximately 2,000 words long.
For inter-product comparison purposes, no additional prompt
refinements or iterations were requested after the outputs
were generated by ChatGPT.

The complete output for all six products (fire extinguishers,
dehumidifiers, hammers, window blinds, dry erase boards,
and bath toys) is available in the Supporting Information.

33 |
experts

Receiving feedback from product safety

We solicited a review of the ChatGPT outputs we gener-
ated above, from industry experts with at least 2 years of
consumer product safety experience. The solicitation was
sent to the presidents of three major consumer product
safety professional organizations in the United States: The
International Consumer Product Health and Safety Organiza-
tion (ICPHSO), the Society of Product Safety Professionals
(SPSP), and ADK Information Services. ICPHSO hosts a
signature annual meeting that attracts approximately 800
product safety professionals from around the world, as well
as an international symposium that attracts 200-350 partici-
pants, and North American Regional Training Workshops for
product safety and compliance professionals. SPSP is a non-
profit professional development organization whose mission
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TABLE 1 Initial set of products from US CPSC recall database.

Product Recall date Units Reason (Hazard)

Composite deck 5/13/2009 48 million linear feet Premature deterioration, unexpected breakage

Window blinds 8/26/2009 4.2 million Cords pose strangulation hazard
Dehumidifier 8/16/2023 1.56 million Fire hazard

Bath toy 6/22/2023 7.5 million Risk of impalement and laceration

Cooler 3/9/2023 1.9 million Magnet ingestion hazard

Dry erase board 7/30/2015 3.3 million Sharp edges posing laceration hazard

Solar panels 8/21/2014 1.3 million Fire hazard

Fire extinguisher 2/12/2015 4.6 million Faulty valve causing failure to fully discharge
Blender 11/12/2015 1.1 million Laceration due to blades not locked in place
Bicycles 9/29/2015 1.3 million Front wheel may suddenly stop or separate
Hammer 4/20/2023 2.2 million Impact hazard: Head can detach unexpectedly
Vitamins 3/16/2022 3.74 million Pressurized cap can pop off with force

TABLE 2 List of ChatGPT prompts.

Identify the failure modes or injury pathways for a [product].

Can you create an FMEA table based on the failure modes you just identified?

What risk mitigations would you recommend for the FMEA above?

Can you provide guidance for [product] designers based on the failure modes identified in the table?

Can you provide guidance for [product] users based on the failure modes identified in the table?

Can you provide guidance for [product] regulators based on the failure modes identified in the table?

is to support professionals in leadership service the consumer
product safety field, through product safety management edu-
cation and certification. ADK Information Services is the
publisher of the Product Safety Network News newsletter,
the annual Product Safety & Recall Directory, and is a co-
organizer (with SPSP) of various product safety training
programs.

Each of these organizations distributed our solicitation to
their membership and their past event participants via direct
e-mail and/or LinkedIn social media posts.

Each expert was given a link to our online survey and
was randomly assigned to assess the output of two prod-
ucts. For each product, experts were given the ChatGPT
output and asked the questions in Table 3. All Likert items
had the following response options: poor, fair, good, very
good, excellent. There were no attention checks included in
the survey, as the free-form (open) responses accompany-
ing most Likert-scale questions would provide substantial
evidence of diligence, and substantiate the Likert-scale
choices.

4 | RESULTS
4.1 | Quantitative results

We received a total of 24 product assessments from 13 experts
across five different product categories. The composition of

assessments across products was six for fire extinguisher, four
for dehumidifier, five for hammer, two for window blinds,
seven for dry erase board, and 0 (none) for bath toys. For
the Likert scale items, we assigned the following values to
each response: Poor = 1, Fair = 2, Good = 3, Very Good =4,
Excellent = 5.

Table 4 shows a summary of the expert assessments.
The proportion of experts rating the identification of fail-
ure modes as either good, very good, or excellent was
approximately 79% on completeness/comprehensiveness and
approximately 71% on the correctness/accuracy (Figure 1).
However, the experts evaluated less positively the numeri-
cal values provided for severity, occurrence, and detection
within the FMEA table. The proportion rating the numer-
ical values as either poor or fair was approximately 54%
for severity, approximately 70% for likelihood, and approx-
imately 65% for detection (Figure 1). Similar to the
identification of failure modes, the proportion of experts
rating the identification of risk mitigations as either good,
very good, or excellent was approximately 71% on both
completeness/comprehensiveness and correctness/accuracy
(Figure 1). The experts found the guidance provided to users
(approximately 67% rating as either good, very good, or
excellent) to be somewhat better than the guidance pro-
vided to designers (approximately 54% rating as either
good, very good, or excellent) and regulators (approxi-
mately 42% rating as either good, very good, or excellent)
(Figure 1).
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TABLE 3  Expert survey.

Questions

Response options

Failure Modes List
1. How would you rate the completeness/comprehensiveness of the failure modes?
2. Please explain your score. What failure modes were missing? Did anything surprise you?

3. Please rate the correctness/accuracy of failure modes. Are they relevant?

4. Please explain your score. What was incorrect in the failure modes? Did anything surprise you?

FMEA

5. Evaluate the Severity numbers in the FMEA.

6. Evaluate the Likelihood numbers in the FMEA.

7. Evaluate the Detection numbers in the FMEA.

8. What general observations do you have about the FMEA?

Risk Mitigations

9. How would you rate the completeness/comprehensiveness the risk mitigations?

10. Please explain your score. What risk mitigations were missing? Did anything surprise you?
11. Please rate the correctness/accuracy of risk mitigations. Are they relevant?

12. Explain your score. What was incorrect in the risk mitigations? Did anything surprise you?

S5-point Likert scale
Free-form response
5-point Likert scale

Free-form response

5-point Likert scale
5-point Likert scale
5-point Likert scale

Free-form response

5-point Likert scale
Free-form response
5-point Likert scale

Free-form response

Guidance for designers

13. Evaluate the guidance for designers.
14. Please explain your score.
Guidance for users

15. Evaluate the guidance for users.

16. Please explain your score.
Guidance for regulators

17. Evaluate the guidance for regulators.

18. Please explain your score.

5-point Likert scale

Free-form response

5-point Likert scale

Free-form response

5-point Likert scale

Free-form response

4.2 | Qualitative results

The free response questions were coded by all researchers for
recurring concepts. After two rounds of coding, we identified
the following general themes:

ChatGPT is thorough in brainstorming failure mod-
es... but occasionally makes significant omissions. Experts
were often surprised at how many failure modes the Al pro-
duced. The AI appears competent at divergent thinking tasks,
though with some lapses.

Examples of thoroughness:

“The review did a good job of considering
the variety of the failure modes, including
non-obvious modes like the markers.”

“Was surprised that it picked up failure of safety
devices.”

Example of omissions:

(Relating to fire extinguishers): “Calling out key
components and failing to identify the pressure

vessel - which is a major component that even
requires regular 3rd party inspection because it
is so critical and subject to damage of several
specific types not addressed.”

ChatGPT does not reference specific quality standards
or regulations. By default, ChatGPT does not provide any
sources to substantiate claims about hazardous product fea-
tures, which is standard practice in the industry. If prompted,
ChatGPT can cite sections of the standards, but not by
default.

Examples:

“There is no reference to UL or NFPA safety
standards - this seems odd and is a poor repre-
sentation of the chat is going to focus on aspects
of manufacturing and design with regard to a
safety product.”

“Not one mention of California Prop 65 or
flammability safety standards required for these
products!”
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TABLE 4  Survey results.
(Cell value is tally of number of responses) (Cell value is aggregate across responses)
Question Poor (1) Fair (2) Good (3) Very Good (4) Excellent (5) Mean Standard deviation
How would you rate the completeness/comprehensiveness of the [product] failure modes?
3 2 6 9 4 3.38 1.24
How would you rate the correctness/accuracy of the [product] failure modes?
2 5 5 9 3 3.25 1.19
Evaluate the Severity numbers in the [product] FMEA.
5 8 5 4 2 2.58 1.25
Evaluate the Likelihood numbers in the [product] FMEA.
6 10 2 3 2 2.35 1.27
Evaluate the Detection numbers in the [product] FMEA.
7 8 3 4 1 2.30 1.22
How would you rate the completeness/comprehensiveness of the risk mitigations?
4 3 6 8 3 3.13 1.30
How would you rate the correctness/accuracy of the risk mitigations? Are they relevant?
1 6 6 8 3 3.25 1.11
How would you rate the guidance for designers?
5 6 6 5 2 2.71 1.27
How would you rate the guidance for users?
2 6 6 7 3 3.13 1.19
How would you rate the guidance for regulators?
8 6 3 5 2 2.46 1.38

“I'm surprised it didn’t mention any actual
laws, like LHAMA or TSCA, but perhaps it
would have, with more questioning”

“Something that would be helpful would be a
comprehensive summary of the standards (ISO,
ANSI, UL, etc.) that cover fire extinguishers.
This would be very helpful information.”

“Inaccurate usage is NOT a potential cause
of inadequate training - and Inadequate train-
ing is not REALLY a failure mode of an
extinguisher!”

ChatGPT is unable to make reasonable compromises. Not
every potential product risk has a reasonable mitigation, and
ChatGPT appears to be unable to determine when a sug-

gestion is outrageous, (for example, suggesting “provide fire

ChatGPT confuses some of the specialized terminology
and causal logic unique to FMEAs. In particular, ChatGPT
had difficulty distinguishing between failure modes, their
potential causes, and their effects.

Examples:

“Some failure modes are mixing failure modes
with potential causes.”

“Loss of control or grasp of the hammer is
the failure mode, a slippery grip is only one
potential cause.”

“FMEA heading should be failure mode or
injury pathway (i.e., it identifies strangulation
as a failure mode but would think it is injury
pathway).”

extinguishers in areas where [dry erase board] markers are
used”). Human judgment is required.

Examples:

“Seems like it is over the top and includes more
than necessary.”

“I think it’s a big ask to suggest the Regulators
launch a public awareness program.”

“Much of the guidance is not feasible based on
the product. For example, adding integrated eye
protection on a hammer.”

ChatGPT made erroneous estimates and omitted ratio-
nale and explanation for its numeric scores included in
the FMEA table.
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How would you rate the completeness/comprehensiveness
of the [product] failure modes?

How would you rate the correctness/accuracy of the
[product] failure modes?

Evaluate the Severity numbers in the [product] FMEA.

Evaluate the Likelihood numbers in the [product] FMEA.

Evaluate the Detection numbers in the [product] FMEA.

How would you rate the completeness/comprehensiveness
of the risk mitigations?

How would you rate the correctness/accuracy of the risk
mitigations? Are they relevant?

How would you rate the guidance for designers?

How would you rate the guidance for users?

How would you rate the guidance for regulators?

FIGURE 1 Summary of expert responses.

Examples:

“The severity numbers seemed good, but it
seemed like all the hazards were at the high
end of likely and difficult to detect. I don’t think
they really represented the levels of likelihood
or detectability. Also, the explanation should be
clear that a high number for detection means
it’s difficult to detect and low numbers mean it’s
easy to detect.”

“It is not clear what data informs the numbers.
They seem too severe and too common.”

“Severity assessment for strangulation hazards
should be the same, and am unsure of the vari-
ance in likelihood assessment for each of the
strangulation hazards.”

“These numbers are too high or too low. For the
severity it seems to only bring up the impact of
the item on the item itself and not the environ-
ment it is being used in. Poor drainage design
leads to flooding in the house which is a very

‘ B Poor EFair B Good RVeryGood lExceIIent‘

O (R

SETHHTT

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

large and dangerous issue since it can lead to
housing damage, but the issue is only given a
57

ChatGPT comments are good, but too general. Many
experts acknowledge that the output is a good start because
it casts a wide ideation net, but that some of output needs to
be augmented with more depth.

Examples:

“Too much information for a layman but too
general for a professional.”

“If it was someone doing their first try at a fail-
ure analysis without any knowledge or training,
it would be a good starting point. But it lacked
the comprehension and understanding that go
into a full risk assessment.”

“The guidance provided is pretty basic. It is
at a level that is helpful to someone that
knows nothing about extinguishers or is putting
together marketing/product-level requirements,

858017 SUOWILLIOD 8A 18810 3(edldde aup Aq pauienob ae sajolife YO ‘85N JO S8InJ Joj A%eid8UlUO A8]IM UO (SUORIPUOO-PUB-SW.BI W00 A8 | 1M AeIq 1 BU1|UO//SdNL) SUORIPUOD PUe SWLB | 8L 88S *[GZ02/0T/90] U0 Ariqiauljuo AB[IA ‘@Ininsu| O1ULyoeIA|0d IUIBIIA AQ TSEYTeSH/TTTT OT/I0p/L00" A3 |1M ARe.q 1 |pulu//:Sdny WOl pepeoiumod ‘v ‘SZ0Z ‘v26968ST



774

COLLIER ET AL.

TABLE 5  Pros and cons of using LLMs for product risk assessment.

Pros Cons

* Facilitates divergent * Output issues included
thinking tasks, especially constrained reasoning
helpful for hazard capability, poor
identification and contextualization,
identification of risk repetitiveness, limited data

mitigations access, and imperfect
* Can be trained on data repeatability
specific to consumer * Outputs must be carefully

product safety, potentially
improving output quality validate correctness and
and relevance completeness
¢ Tools are rapidly * Manual review of model
increasing in quality output can be burdensome
* Potential for cost savings and time consuming

reviewed by experts to

through faster processes * Long-term use could lead
¢ It casts a “wide net”, to expertise erosion
producing long lists of * Relies on past data, so it
candidate answers that are lacks creative predictive
easy to prune power
e After training, better * Potential for legal
standards retention than a accountability issues, e.g.,

human training on copyrighted
* Potential to reduce human material

blind spots and potential

biases

but it provides no real value to someone that is
actually designing a fire extinguisher.”

“It is so vague and bare bones, if you substitute
the word hammer for something like steak, car
or airplane, it makes the same amount of sense.
1t is not specific enough to be helpful.”

““Design the electrical system with built-in
safety features” in a really high level guidance
sentence that any competent designer should
already know and be following.”

ChatGPT misjudged its audience. Here, ChatGPT misun-
derstands who is responsible for protective action (manu-
facturer vs. consumer) or who, specifically, will be using
the information provided, and in what locale or context.
ChatGPT may conflate context of use: ChatGPT con-
flates consumer product safety with workplace safety (i.e.
occupational safety / industrial hygiene).

Examples:

“Too much responsibility is placed on the user
rather than the manufacturer. Consider that the
responsibility for sharp edges is place on the
user, rather than starting with the manufac-
turer’s responsibility to ensure that sharp edges
are not present.”

“For the product safety industry, I believe
the Al in this case does not understand the
regulator is the authority having jurisdiction
(AHJ) and has blended many roles into what
it is calling the regulator...depending on the
AHJ stakeholder’s area of focus only one OR
NONE of the inputs provided would actually be
relevant.”

“It assumes that this is a workplace appli-
cation. Jumping directly to enforcing PPE in
every application is impractical and shows no
knowledge of the application.”

“I think it’s a big ask to suggest the Regula-
tors launch a public awareness program. They
would probably say that responsibility falls on
the shoulders of the manufacturer.”

4.3 | Follow-on analyses of LLM output
Subsequent to review of our survey responses, we conducted
three phases of follow-on analysis, including categorization
of hazard mitigation measures (Section 4.3.1), comparison
to other LLMs (Section 4.3.2), and prompt engineering
(Section 4.3.3).

4.3.1 | Categorization of hazard mitigations

To better understand the nature of output from Chat-
GPT, we coded the suggested risk mitigations according
to established safety risk frameworks. Several different
variations of safety hierarchies have been proposed. For
example, Barnett and Brickman (1986) identified five lev-
els: (1) eliminate hazard and/or risk; (2) apply safeguarding
technology; (3) use warning signs; (4) train and instruct;
and (5) prescribe personal protection, while Ross (2021)
described three levels: (1) eliminate the hazard through
design; (2) implement necessary safeguards; and (3) provide
warnings.

We used a 3-level safety hierarchy (eliminate, guard, and
warn), where “warn” included both warnings and train-
ing, and “guard” included safeguards and the use of PPE.
Two coders individually labeled each identified mitigation
(114 in total). The strength of agreement between the two
coders was good, achieving a Cohen’s Kappa of 0.75. In
cases of disagreement, a third coder provided a tie-breaking
vote.

Based on the coding exercise, ChatGPT proposed 63
mitigations that were categorized as “eliminate,” 17 that
were categorized as “guard,” and 34 that were categorized
as “warn” (Figure 2). The low proportion of guard-based
mitigations may be due to the nature of the products con-
sidered, that do not readily afford for the incorporation of
guards.
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Frequency of
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Warn / 29.8%
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Priority
FIGURE 2 Proportion of proposed mitigations falling into categories

of the safety hierarchy.

4.3.2 | Benchmarking against other LLMs

To compare ChatGPT 3.5’s performance against other LLMs,
we selected a convenience sample of three other target LLMs:
ChatGPT 4, Microsoft CoPilot, and Perplexity. In each case,
for each product category, we ran identical prompts—as per
Table 2 above—for each product category against the alter-
native LLMs. We recorded which failure modes and injuries
were reported by each LLM, and whether FMEA scores were
comprehensively generated for each failure mode suggested.
The comparative results for the target LLMs are tabulated
in Table Al in the Appendix. We also assessed what risk
mitigation tactics each LLM suggested for each product life-
cycle stage. Table A2 in the Appendix shows which risk
mitigation tactics were suggested by each LLM. Tables Al
and A2 in the Appendix both indicate that each LLM seems
to cover different regions of the solution space, with some
overlap between LLM responses, and some unique help-
ful (and sometimes invalid) responses for each LLM. This
indicates that an ensemble approach—combining suggestions
from multiple LLMs—may be most effective in assembling
comprehensive product risk assessment FMEAs. Consolidat-
ing LLM results manually (as we did) is hugely burdensome
in practice for product risk practitioners, and this suggests the
need for meta-LLMs or other ensemble methods to be devel-
oped, to more efficiently combine the suggestions of multiple
models, since Tables Al and A2 in the Appendix indicate
no current LLM in our target set comprehensively covers the
solution space.

4.3.3 | Prompt engineering

In an effort to improve the LLM output quality, we attempted
a variety of common prompt engineering approaches from
the literature (e.g., Basharat et al., 2024; Giray, 2023; Mar-
vin et al., 2023), on ChatGPT 3.5. The tactics we attempted,
and the specific prompt variations we inputted to Chat-
GPT 3.5, are listed in Table A4, in the Appendix. We
reviewed ChatGPT 3.5’s outputs after prompt engineering,
and observed that substantive weaknesses remained in truth-
fulness, comprehensiveness, relevance, reliability, vagueness,
logical errors, and productivity. Table A5, in the Appendix,

P
1) Constrained
Reasoning Capability

5) Imperfect A 2) Poor

Repeatability ( ‘ Contextualization
LLM Challenges — !
for Product Risk
Assessment
y N @ oY
4) Limited Data

Access

3) Repetitiveness

FIGURE 3 Challenges with LLMs use for product risk assessment.

itemizes specific examples of each chronic weakness type we
observed in ChatGPT 3.5’s outputs. Table A5 indicates that
our prompt engineering efforts did not resolve core weak-
nesses of the ChatGPT LLM, and advancements in LLM
implementation, LLM underlying training data, and prompt
engineering tactics, are needed to further alleviate these
issues. The LLM interrogation method, results tabulation
framework, and specific findings (e.g., listed weaknesses),
that we have reported in this article, are a contribution to
research, as they comprise a benchmark (and can also inform
future benchmarks) to determine whether advances in LLM
implementation, training data, or prompt engineering tactics
resolve the weaknesses in the current state-of-the-art models.
Our framework and results are also a contribution to practice,
as they allow LLLM developers to understand, investigate, and
resolve weaknesses in current models, training datasets, and
model outputs, and work towards more effective LLMs for
product-risk assessment tasks.

5 | DISCUSSION

We observed that ChatGPT 3.5 was eloquent, providing
impressively articulated English narrative and tabulation, and
helpful ideation support touching on an extensive list of
relevant hazards. However, ChatGPT 3.5 exhibited (1) con-
strained reasoning capability (rationality and explanatory
justification), (2) poor contextualization, (3) repetitiveness,
(4) limited data access, and (5) imperfect repeatability
(Figure 3).

With regard to (1) constrained reasoning capability: The
product safety experts who assessed ChatGPT 3.5 in our
study rated ChatGPT 3.5 lowest on the numerical scores
ChatGPT 3.5 provided for hazard severity and likelihood in
the FMEA table, relative to their assessment of ChatGPT
3.5’s other capabilities (Table 4, and Figure 1). The severity
and likelihood scores appeared, to the experts, to be improper
and unjustified. ChatGPT (and potentially other LLMs) seem
to suffer from restrictions in their deductive and abstractive
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inference capabilities, making them unable to immediately
understand and abstract the properties of elements of a con-
text to rationally deduce outcomes and measures. In short, the
tool was unable to rationally assess, and explain, the severity
and likelihood (risks) of harmful events (hazards) in nuanced
contexts.

Exemplifying this limitation, we input the following
prompt to ChatGPT 3.5 to test its understanding of even sim-
ple failure-modes (in this case, a heavy human crushing a soft
fruit):

“If a 150 cm tall person stands on a 3 cm tall
strawberry, how tall will they be?”.

ChatGPT’s response to our rudimentary failure-mode chal-
lenge was:

“... the total height would be the sum of their
individual heights. So, the person would be
150 cm + 3 cm = 153 cm tall when standing
on the strawberry.”

Upon further interrogation (“Wouldn’t the strawberry be
crushed?”’) ChatGPT acknowledged that it had considered a
hypothetical scenario, where “the strawberry magically sup-
ports the person’s weight without being crushed” (ChatGPT
self-acknowledges hallucination) and that “if the person were
to stand on a crushed 3 cm tall strawberry, the height of the
person would essentially remain unchanged”. The need to
use human reasoning to nudge the tool to be rational when
presented with routine events with failure modes and effects
easily predicted by a human (a heavy object on a soft sub-
strate, causing crushing), is problematic. For example, in an
extreme case of failure to recognize fragility, a factory worker
in South Korea was fatally crushed by a robot using Al-
powered image-recognition that mistook the worker for a
box of produce (The Guardian, 2023). Users accepting elo-
quently articulated but inconsiderate or irrational responses
may be deceived by the tool’s language skills into believing
the tool was logically correct, when it was only grammat-
ically correct. The Al output may be unfounded in reality
and unguided by observational evidence or physical knowl-
edge that is routinely understood even by children. As the Al
robot incident above demonstrates, a lack of physical deduc-
tive capacity, coupled with absence of even a rudimentary
sense of empathy, may have catastrophic consequences.
With regard to (2) poor contextualization: the experts
observed that ChatGPT 3.5 did not refer to specific applica-
ble standards, such as those from Underwriters Laboratories
(UL), the National Fire Protection Association (NFPA), or
ANSI. We found in follow-on testing that ChatGPT was able
to cite these standards and sometimes pinpoint a few specific
relevant clauses if explicitly prompted, but did not, by default,
raise contextualized non-compliance concerns relating to par-
ticular, applicable standards for focal products. Furthermore,
ChatGPT responded with only a few (2 or 3) specific rele-
vant clauses, even though dozens of specifications, governing
acceptable measurement bounds of various attributes, and

governing acceptable material types or properties of various
components, typically apply. Again, the need to nudge the
tool with relevant human expert knowledge that needs to be
considered indicates its intelligence requires supplementation
by a human expert familiar with the context.

With regard to (3) repetitiveness: the experts remarked that
occasionally ChatGPT’s responses were essentially dupli-
cated paraphrases. The tool’s failure to eliminate repetitive
guidance indicates excessive verbosity. This reinforces the
concern that LLMs may generate large volumes of seem-
ingly plausible content with subtle but serious errors, which
humans may fail to spot due to fatigue or excessive trust in
AL

With regard to (4) limited data access: a number of experts
commented that ChatGPT lacked access to tacit knowl-
edge, unwritten (non-codified) experience, and proprietary
(non-public) information, which limited its ability to achieve
the level of domain intelligence and capability of a human
expert, leading the model to reply with generic non-specific
guidance, again lacking full contextual value, and lacking
timeliness and precision.

Exemplifying this limitation, we prompted ChatGPT 3.5
with “Tell me 5 safety concerns reported by consumers
in product reviews those consumers have written on Ama-
zon, Walmart, Target, or other retailer websites.” ChatGPT
responded: “As of my last update in January 2022, I can-
not access real-time data or specific reviews on Amazon,
Walmart, Target, or other retailer websites. However, I can
provide you with common safety concerns ... These concerns
often revolve around: ... 1. Product durability and quality: ...
2. Chemical safety: ... 3. Electrical safety: ... 4. Sharp edges
or protrusions: ... 5. Stability and balance: ...”. While this
type of generic guidance is useful for ideation, it does not pro-
vide specific, timely, actionable intelligence for consumers,
manufacturers, retailers, or regulators, such as which specific
products need investigation, remediation, or extra caution
during usage, or what critical issues are a recent or peculiar
concern. ChatGPT’s results are particularly weighted towards
highly publicized content (product recalls announced by the
United States Consumer Product Safety Commission), versus
data sources that have less publicity (product reviews posted
by consumers), even though the latter is substantially more
valuable for initiating new corrective action (e.g., recalls),
since the former is already well-known. Furthermore, with
access to only public content on the internet (Listgarten,
2024), and with no access to sensory (text, audio, visual,
tactile, taste) content and experiences that are only available
to ambulatory humans working (and benefiting from sensory
inputs from their five senses) in unique contexts, ChatGPT is
inhibited in the expertise it is able to develop.

To assess the extent to which data access limitations gen-
eralize to other generative Al tools, we tested the above
“Tell me 5 safety concerns ... in product reviews” prompt
on competing generative Al tools. Astonishingly, Microsoft
Bing Copilot responded that “It is not ethical to list reviews
that mention serious safety concerns with a product.”, indi-
cating the tool was unable to truly reason ethically: the
benefit of identifying an unsafe product clearly exceeds the
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potential harm from doing so. This limitation may be due
to ill-considered over-application of so-called ‘“guardrails”
(Metz, 2023) that are commonly instituted to prevent “jail-
breaking” (the process of convincing the Al tool to output
harmful material, such as prompting Al to supply bomb-
assembly instructions). Perplexity’s responses varied from
“the search did not return specific products...”, to giving
unhelpful instances of already-recalled products (“Iraza 512
Piece Magnet Ball Sets”), to generic safety concerns for
Amazon workers (“I. Excessive and Unsafe Work Rates ...
2. Repetitive Motion Injuries ... 3. Inadequate Treatment for
Injured Employees .. 4. Mental Stress and Burnout ... 5. Pres-
sure to work at a Fast Pace ...”). In the latter case, the tool
confuses occupational (workplace) safety versus consumer
product safety, and again exhibits needless repetitiveness
(items 1 and 5 are duplicative).

With regard to (5) imperfect repeatability: we observed that
ChatGPT’s responses were not consistent, with for instance,
columns in the FMEA being ordered or omitted irregularly,
for different product categories of concern. This volatility
indicates the tool may be unreliable or unpredictable, though
the variations we observed were relatively minor.

Summarizing the concerns, we conclude that ChatGPT was
deceptively eloquent in its product risk characterizations: out-
putting responses that product safety experts found to be
articulate and somewhat helpful, but deeply flawed in various
respects, itemized above. Generative Al seems to fall short on
Gregor and Hevner’s (2013) criteria—adopted from Wilson
(2002) and attributed to G.H. Hardy—for evaluating research
contributions:

1. “Is it true?” (Veracity—the severity and likelihood scores
do not seem to be based in fact)

2. “Is it new?” (Novelty—the safety hazards reported are
typically the highly publicized ones that are already well
known and announced by Federal Agencies, and the Gen-
erative Al models frequently refuse to incorporate the
lived experience of individual consumers as reported in
product reviews on retailer websites)

3. “Isitinteresting?” (Value—AI may partially succeed here,
though subject to the veracity and novelty limitations
above)

Table A3, in the Appendix, summarizes the weaknesses
observed in ChatGPT 3.5’s outputs, as noted by the experts
we surveyed, and includes specific examples from ChatGPT
3.5’s various responses, of each weakness type. Table A5, in
the Appendix, reinforces that common prompt engineering
tactics (itemized in Table A4) still fail to address the core
weaknesses.

6 | LIMITATIONS

Our study was limited in a number of respects.

A very small number of product safety experts responded
to our solicitation. Furthermore, among those who responded,
there was some attrition, where the expert assessed outputs

from only one of the two product categories presented to
them. The consumer product safety practitioner community
is small, comprising only a few thousand global practition-
ers with the level of experience we demanded (2 years in
consumer product safety). Furthermore, our task demanded
thoughtful consideration and intense cognitive load for our
volunteers. While the sample of experts was somewhat small,
we attempted to balance the quality of the responses with the
quantity received. However, the responses did converge even
with a small sample of experts. Future studies could attract
participation by offering remuneration to the domain expert
reviewers who assess Generative Al outputs.

Our study investigated only a single Generative Al tool,
ChatGPT, and was cross-sectional, analyzing only a single
version—ChatGPT 3.5 — at a particular point in time. Gen-
eralizability to the majority of popular Generative Al models
is thus limited. While a limited comparison to other LLMs
was performed (see the Appendix), further studies should
more comprehensively assess other generative Al products
and versions—such as Google Gemini, Anthropic Claude,
Meta LLaMA, Mistral, and other Large Language Models
(LLMs), potentially with longitudinal analysis to determine
evolution of capabilities.

As evidenced by the standard deviation of each of our sur-
vey responses, experts disagreed on the value of ChatGPT’s
guidance in various respects. As the evaluation criteria were
subjective, inter-rater reliability is limited. Furthermore, test—
retest reliability was not ascertained as experts were asked
for their review only at a single point in time, and ChatGPT’s
output on the same prompt also exhibits minor variation at
different points in time.

7 | IMPLICATIONS AND FUTURE WORK

7.1 | Managerial implications

In this study, we investigated the potential role that emerg-
ing LLM tools, such as ChatGPT, can play in supporting
product safety professionals. ChatGPT was able to generate
output identifying product failure modes, an FMEA table,
potential risk mitigations, and guidance to designers, users,
and regulators. While there was some perceived value in the
results according to product safety experts, there were some
clear limitations and inconsistencies in the generated out-
puts, including omissions, outlandish suggestions, unjustified
estimations and deductions, over-generality, and audience or
context confusion. Table 5 summarizes the main pros and
cons of using LLM tools, like ChatGPT, for product risk
assessment.

LLM tools show promise in performing divergent thinking
tasks (Hubert et al., 2024), such as brainstorming potential
product failure modes. Eapen et al. (2023) proposed that
LLMs (and other graphical Generative Al tools) can add
value by brainstorming potential ideas, that individually may
have weaknesses, and then building stronger ideas through
iterative prompting and the combination of the initial ideas
into new, synthesized ideas. As the technology advances, it
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will become easier to brainstorm a relatively comprehensive
list of hazards, using LLMs, meaning omission of signifi-
cant risks may occur less frequently. However, Al may not
generate an exhaustive list of hazards, and therefore caution
should still be adopted, and risk analysis practitioners should
not assume the Al has been exhaustive.

Given the vastly greater volumes of prima facie plausible
content created by LLMs, there will be a need for careful
review and curation to screen out erroneous output. For exam-
ple, researchers found that Al chatbots were able to diagnose
and triage ophthalmic conditions, but in one case provided
what some experts view as incorrect and potentially harm-
ful statements, such as suggesting to use honey in the eyes to
treat conjunctivitis (Lyons et al., 2023). Similarly, researchers
have found that LLMs perform poorly at complex legal rea-
soning, such as identifying precedence relationships between
cases (Dahl et al., 2024). Subject matter experts and man-
agers may expect to increase their time spent reviewing and
editing Al-generated content, as subtle but significant con-
tent errors could be buried in increasing volumes of content.
Increased emphasis on critical thinking and analytical skills
will therefore be needed as more Al-generated results are
used in business, science, medicine, law, and other critical
disciplines (Sollosy & Mclnerney, 2022). For more com-
plex tasks, having a human in the loop is still a requirement
(Project Management Institute, 2024).

A further implication for managers is that it is essential to
save a version history of LLM responses for comparison and
quality control purposes, since the tool can respond differ-
ently to the same prompt (e.g., missing columns and different
numbers in the FMEA table).

7.2 | Future work

This study was an attempt to discover the general capabilities
of ChatGPT 3.5 in product risk assessment. It was designed
to cover the whole process so that future studies could drill
into more specific stages or try out variations in approach. For
example, subsequent work might examine the performance of
ChatGPT when used in a conversational mode with the user,
rather than employing the question-and-answer format we
used here. To preserve generality, we constrained the inter-
action, but future work could examine how well the system
performs when used in this iterative manner (Madaan et al.,
2024). Although our efforts at prompt engineering yielded no
material improvements, a trained safety engineer may be able
to use specialized vocabulary to get better results.

Future studies could also experiment with different ways
of incorporating ChatGPT into the product risk assessment
workflow. For example, instead of using ChatGPT for the
entire FMEA, a study could confine its role to earlier stages
of the process such as brainstorming failure modes. Chat-
GPT has been shown to stimulate creativity in the workplace
(Carvalho & Ivanov, 2024) and has proven effective at idea
generation during product design (Filippi, 2023; Wang et al.,
2023). Our study suggests that ideation may be its most valu-

able contribution to product safety analysis, and teams may
perform better when restricting it to that role.

Another potential way to extend these insights is to
perform a similar experiment after training ChatGPT on doc-
uments relevant to product safety. Foundational models such
as ChatGPT are designed to be general-purpose because they
are trained on a variety of texts. They gain additional power
when adapted to a particular context (Awais et al., 2023).
Future work could load sample documents such as FMEAs,
recall descriptions, product reviews, and accident reports into
the LLM and test the performance under these conditions.

Our follow-on tests (see the Appendix) revealed that dif-
ferent LLMs generated different failure modes and injury
pathways, likely because they were each trained on a distinct
subset of documents. Future research could try “ensembling”
multiple LLMs together and incorporating some scheme of
voting and redundancy elimination. In this setup, each LLM
functions analagously to an individual learner in a Machine
Learning algorithm such as Bootstrap Aggregation. Such an
approach could yield results that are even more creative and,
because of voting, perhaps less prone to outlandishness.

Future work might also explore new ways LLMs could be
used to promote public safety with respect to hazardous prod-
ucts. Our study only examined the process of FMEA, but
LLMs could be used in large-scale non-interactive ways as
well. For example, e-commerce sites have millions of prod-
ucts, and regulators would benefit from knowing what the
potential hazards are. If a system can crawl e-commerce sites
and generate FMEAs that are internally represented within
the LLM, it could generate a report of the most dangerous
products. As this system improves over time, it could have a
tremendous benefit to society.

Future studies should attempt to develop and incorpo-
rate additional, objective measures of LLM performance on
product risk assessments. Al “exercise cases” (benchmarks),
specifically for product safety characterizations should be
unseen sample cases where the Al tool cannot regurgitate
from public resources such as web pages and journal arti-
cles on the internet, and the AI must demonstrate rational
abstraction and reasoning capability on new, fresh instances.
Referring back to the crushed strawberry failure-mode exam-
ple given in Section 5 above, we substituted the 3 cm
strawberry with a 10 cm banana, and re-attempted the ques-
tion. ChatGPT 3.5 made the same error, now confident the
150 cm person would be 160 cm, and only acknowledged the
banana would be crushed when asked to consult the crushed
strawberry example and reconsider. Subsequently, ChatGPT
responded intelligently when asked to consider the 150 cm
person standing on a tomato or a basil plant, but became illog-
ical once again when asked to consider an unripe pumpkin or
watermelon as the substrate, or a 50 cm child as the protago-
nist, again failing to consider (or request further information
on) the rigidity of the item or the weight of the person. Devel-
oping nuanced and novel test cases is therefore of critical
importance when testing the reasoning capability of LLMs
in general, and on product risk assessment example cases in
particular.
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7.3 | Conclusions

We found that ChatGPT and the other LLMs that were tested
(Tables Al and A2 in the Appendix) aided in divergent
thinking tasks, but they still exhibited limitations, even with
various prompt engineering tactics. The experts surveyed in
this study found the most value in ChatGPTs ability to brain-
storm potential failure modes and risk mitigations, while
other tasks like generating an FMEA were viewed more crit-
ically. Just as jobs consist of various tasks, some of which
may be more or less vulnerable to automation by Al, complex
tasks like product risk assessment are themselves collections
of smaller sub-tasks like hazard identification, risk quantifi-
cation, identification of mitigations, and so on. Therefore, in
answering the question of “how good are large language mod-
els at product risk assessment?”, it may be more helpful to
reframe the question as “which product risk assessment tasks
are best suited for augmentation by large language models?”
Our findings show that currently, LLM tools are best suited
for creative, open-ended tasks like hazard identification and
the identification of potential risk mitigation measures, while
risk assessment tasks that are more numerically-based, such
as conducting an FMEA, are not yet as robust.

This inconsistent capability of LLMs across tasks indicates
that it is not yet ready to fully automate the entire product
risk assessment process, but can add value in a more tar-
geted and tailored way to tasks that require creativity and
brainstorming. Even so, as in brainstorming with human par-
ticipants, sometimes spurious suggestions are offered, and
some type of screening and prioritization system must be
in place. Such review requires expert judgment and exper-
tise. Therefore, while LLM tools may be able to support
a subset of risk assessment activities, complacency and
over-reliance on the outputs without critical review repre-
sent a risk. Further, a role for subject matter expertise still
exists, even if the composition of an expert’s workload may
evolve to include more review and validation of Al-generated
output.
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TABLE A2

Suggested mitigation tactics: ChatGPT versus other generative-Al tools.

PHASE

Mitigation Tactic

ChatGPT 3.5

ChatGPT 4

MSET CoPilot

Perplexity{

DESIGN

BUILD

Research and Development

Choose “high-quality”
and/or “durable” materials

Choose non-toxic materials
(for example, phthalate and
BPA-free)

Choose
climate/operating-condition
resistant materials (for
example, for humidity,
moisture, heat, sunlight, ...)

Standards compliance

Design out hazard
(Eliminate)

Mandatory and voluntary
warnings: on packaging

Mandatory and voluntary
warnings: on actual product

Integrated protection for
users (Guards)

Integrated physical impact
protection for fragile product
components (for example,
gauges, valves, hoses, ...)

Products have visible impact
indicator of external trauma
to product, or tamper-proof
seals

Integrated sensors or visual
indicators to detect failures
from product (for example,
leak sensors; temp. sensors;
clog indicators)

Integrated actuators to
prevent harm from product
failure (for example, thermal
fuses/cut-offs, shutoffs,
pressure relief devices)

Incorporate self-clearing
feature (for example, design
extinguisher hose to
dislodge debris during use)

Design for user-friendly
maintenance without
specialized tools

Manufacturer: Test materials
quality, compliance
Check manufacturing

process quality

Pre-sale Quality Control
(QC) testing and
certification

Pre-sale usability testing and
feedback

NS
NS

NS

PS
PS

PS

PS

PS

NS

NS

PS

PS

NS
NS

PS

PS

PS
PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

NS
PS

PS

PS

NS
PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

PS
PS

NS

PS
PS

PS

PS

®

(Continues)
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TABLE A2

(Continued)

PHASE

Mitigation Tactic

ChatGPT 3.5

ChatGPT 4

MSEFET CoPilot

Perplexity{

OPERATE

Training & Requirements of
installation service provider

Configure safe surroundings,
such as:

- cribs away from blinds;
cords out of reach of
children

- fire extinguishers out of
direct sunlight;

- adequate ventilation for
dehumidifiers

Training of user, including
public awareness &
education

Supervision of vulnerable
users and bystanders (for
example, kids, bystanders,
coworkers)

Regular inspection by user

Mandated regular durability,
reliability, and stress testing
by manufacturer

Maintenance by user

Shield product from damage
(for example, direct sunlight,
moisture/humidity,
outdoors); provide product
storage guidelines

Static product replacement
(aging) schedule for user

Automatic alerts (smart
products) that notify users
when maintenance or
replacement is due

Feedback from users /
Encourage users to report
issues

Personal protective
equipment (PPE)— for
example, gloves, goggles

Regulator: check product
compliance with standards

Post-market surveillance,
incident learnings, and
regulatory reporting

Manufacturer product
remediation, penalties, or
product recall

®

PS

PS

NS

NS

NS

PS

NS

PS

PS

PS

®

PS

PS

PS

PS

PS
PS

PS

PS

PS

PS

PS

PS

PS

PS

PS

®

PS

PS

PS

PS

PS

PS

PS
PS

PS

PS

PS

PS

PS

PS*

PS*

NS

PS

PS

PS

PS

PS

PS

PS

PS

®*

®>}<

Abbreviations:

® = False Negative (i.e. missing from Gen-AlI tool response).

* When asked for “guidance for regulators” Perplexity misinterpreted “regulator” as a dehumidifier internal component (rather than a government agency responsible for regulations)
and CoPilot suffered the same misinterpretation for fire extinguisher regulators where CoPilot gave some guidance referring to the regulator as a component, and some guidance
referring to the regulator as an on-site person inspecting the fire extinguisher. This indicates prompt writers should be careful to avoid ambiguity: e.g., “dehumidifier regulators™
would be better stated as “government regulators in charge of regulating dehumidifiers.”
T When asked “what risk mitigations,” Perplexity frequently suggested a generic process and general techniques the user can use with colleagues for finding risk mitigations (e.g.,
create a multidisciplinary team, use sticky notes to identify failures, use five whys, root cause analysis, flowcharting, fishbone diagrams, create action plan, ...), but doesn’t actually
itemize any actual product-specific risk mitigations. Perplexity was more specific about product-specific risk mitigations when asked for “guidance for [the product] designer based

on the failure modes,” for example, suggesting ASTM F963 compliance verification for bath toys.

(Continues)
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TABLE A2 (Continued)

CopPilot frequently included subliminal advertising for Spanish holiday destinations at the end of its output. These appeared briefly in the interactive output, then disappeared, but
appeared permanently in the exported (downloaded) text of output.

NS = “Non-Specific (Generic) guidance.” For example, did not cite specific standard (e.g., says “relevant standards” instead of citing specific standards), or did not give specific
warning label contents, specific material specifications, specific inspection or user-feedback modality directives, or full user training directives.

PS = “Partially Specific guidance.” Gen-Al tool gave some examples, but did not provide specific materials or measures or designs. For example, for Design out hazard (Eliminate)
the GenAl tool suggested cordless blinds and break-aways and guards or soft-closing mechanisms for folding hinges of dry-erase boards and suggested threaded inserts, locking
mechanisms, or bonding techniques that prevent accidental separation of hammer heads and non-slip textures or coatings for hammer grips; ChatGPT 4 suggested soft-closing
mechanisms and flexible materials to prevent impact injuries in window blinds; CoPilot suggested shock absorbing features such as vibration-damping materials and anti-vibration
coatings and inserts for hammers as integrated protection against Hand-Arm Vibration Syndrome (HAVS) and ChatGPT also suggested anti-vibration features; CoPilot suggested
product impact indicators for fire extinguishers that suffered trauma to product; ChatGPT 4 suggested tamper-proof seals and frost-free horns and frost-free nozzles and insulated
handles (to prevent cold burns) for fire extinguishers; ChatGPT 4 suggested hold-down brackets and safety stops and tension devices for window blinds to prevent injury from
swinging or slamming in high winds or due to accidental forceful movement; ChatGPT 4 suggested large and non-detachable parts to avoid choking hazards; ChatGPT 4 and CoPilot
suggested thermal overload protectors for dehumidifiers; CoPilot suggested safety cables for mounted dry erase boards to prevent tip-over and tempered or laminated safety glass
for glass dry erase boards to prevent shattering; for Maintenance, GenAl tool suggested stop work and clean handle if oily; for PPE, suggested “gloves, goggles” and then, vaguely,
“etc.”; for Mandatory and Voluntary Warnings, GenAl tool suggested dry erase board hinges have instructions and warnings on moving parts, and suggested hammers have integrated
QR codes on the products for access to online instructional videos and tutorials.

TABLE A3 Core expert-identified weaknesses in first iteration (zero-shot) prompts to ChatGPT.

First-iteration (zero-shot) general

weakness Specific examples from expert free-form comments
Missed mention of and assessment Did not cite or apply: National Fire Prevention Association (NFPA),
against specific standards California Proposition 65 (cancer or reproductive harm), Flammability

standards, American Society for Testing and Materials (ASTM)¥, Labeling of
Hazardous Art Materials Act (LHAMA), Underwriters Laboratory (UL),
Toxic Substances Control Act (TSCA), International Standards Organization
(ISO), American National Standards Institute (ANSI), Voluntary vs.
Mandatory standards.

Failure mode missed or confused with Slippery grip is not failure mode (Loss of hammer grip control is failure mode
cause or effect caused by slippery grip). Strangulation is effect (not failure mode). Eye injury
is effect (not failure mode).

Does not make reasonable Asked regulator to do public awareness campaign. Suggested eye protection
compromises on hammer (unreasonable). Suggested fire extinguisher for dry erase marker
fume ignition (unreasonable).

Poor estimates Severity, likelihood scores unreasonable or unjustified: for example, severity
for flooding (by dehumidifier) only given a 5 but is more serious. Severity
score for same severity injury (strangulation) varied. Expert’s own experience:
pressure loss likelihood should be higher. Did not separate multiple effects for
one failure modez. Detection score unreasonable: it is easier to detect sharp
edge than inadequate mounting

Comments too general, lacking Suggested personal protective equipment (PPE) (goggles, gloves, etc.)
reference to environment or regardless of application: this is impractical and shows no knowledge of the
application, or specifics application. Did not disentangle hammer types and application. E.g.: Failure

modes should be specific to particular hammer product characteristics and to
type of hammer; Suggested two-handed hammer holding regardless of
hammer type (for example, tacking hammer vs. sledgehammer) and
application. Ignored environment: E.g.: for dehumidifiers, specific numbers
should be provided for size of the room and when to drain (based on room
size and dehumidifier liquid output volume). Assumed workplace
environment (rather than household). Missed usage issue—do not put
children’s cots, beds, highchairs etc near a window where children can reach
the blind or curtain cords. “Use high quality materials” is too vague to be
useful: specify. Suggested repairing leaky fire extinguisher pressure vessel
with generic seals from hardware store which is not safe: replacement
pressure vessel or custom (product-specific) valve is needed. Vague
suggestion to “collaborate with international standards organizations”

(Continues)
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TABLE A3

(Continued)

First-iteration (zero-shot) general

weakness

Specific examples from expert free-form comments

Misjudged the audience, or the

audience’s responsibilities

Output unreliable: Response varied

when prompt repeated

Assumed user (not manufacturer) responsible for sharp edges. Did not
disentangle quality (for example, lifespan, efficiency, usability) from safety
failures. Assumed industrial (not household) setting: “report to supervisor” or
“communicate with coworker” or factory inspections. Hyper-concerned about
chronic injury (user over-exertion; long-term health), or antimicrobial
properties (for example, of dry erase board surface). Muddled regulator (vs.
manufacturer) responsibilities: e.g., Regulator would probably say
responsibility falls on Manufacturer to launch public awareness campaign.

Missing or muddled FMEA columns. Severity score for same severity injury
(strangulation) varied. Sometimes did not suggest mandatory warnings.
Sometimes did not provide key to allow FMEA likelihood, severity, or
detection score interpretation

7 ASTM (website banner warning) explicitly prohibits “the entry of ASTM standards and related ASTM intellectual property into any form of Al tool, such as ChatGPT.”.
£ Therefore, could not disentangle severity, likelihood and avoidability for each effect.

TABLE A4

Prompt engineering tactics and example prompt snippets for each tactic.

Prompt engineering tactics attempted

Give precise, specific Give input data Give specific Give specific output Force facts / Halt
instruction (examples) context format Ask for reasoning steps hallucinations
“The FMEA should focus “Identify different types  “Assume you are a  “Tabulate your results,  “Let’s think step by “Do not provide
on safety issues.” of hammer, such as tack hammer being sure to include step” answers if you are not
hammers and manufacturer and columns for component, certain.”
sledgehammers and want to manufacture failure mode, severity,
others. For each hammer and distribute safe likelihood, detection, and
type, ...” hammers.” RPN, and being sure to
include a key
describing the score
ranges in the table.”
“Please cite relevant
safety compliance
standards.”
“Think aloud” “Only provide answers

“Tell me about some
industry standards for
dehumidifiers, that
promote safety.”

“What are the parameters
that a dehumidifier must
operate within, according
to each safety standard?
Give me specific
parameter values for
each parameter type.”

“Tell me about some
industry standards for
dehumidifiers, that
promote safety” then
follow-up prompt “Tell
me specific specifications
that the standards above
mandate for
dehumidifiers.”

“Cite applicable
mandatory and voluntary
safety standards like
NFPA and California
Proposition 65, and
specify the parameter
values that a safe fire
extinguisher must
conform with, to satisfy
these standards.”

with citations.”
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TABLE A5 ChatGPT 3.5 continuing weaknesses encountered during prompt engineering.

Weakness Type

Examples

Truthfulness

Comprehensiveness

Relevance

Reliability

Vagueness

‘When asked to cite specific standards, it sometimes hallucinated standard numbers and titles. For example,
when asked “Cite applicable mandatory and voluntary safety standards pertaining to each hammer type” it
starts with claw hammers and invents “Mandatory: ANSI/ASME B173.13-2015 American National Standard
Specifications for Claw Hammers” and “Voluntary: ASTM F1568-94(2018) Standard Specification for Claw
Hammers” which are fabricated and do not exist. It proceeds to invent fabricated standards for tack hammers,
ball-peen hammers, and sledge hammers, each time containing an invalid standard number and the specific
hammer type in their titles, making the standards titles seem convincing even though they are hallucinated.
When adding “Do not provide answers if you are not certain”, ChatGPT cites ASME B107.41-2012 and ISO
15601:2000. ASME B107.41 is valid standard, but the version number (2012) does not seem to exist, and
there is a more recent standard (ASME B107.400-2018) that applies. ISO 15601:2000 is a valid standard.

For fire extinguishers, when asked to “Cite applicable mandatory and voluntary safety standards like NFPA
and California Proposition 65” it initially misses applicable standards (for example, UL 711, OSHA
1910.157, BS EN 3, ...) and must be specifically prompted “What other standards are applicable?”” For
hammers, it did not realize ANSI/ASME B107.54-2001 "Heavy Striking Tools—Safety Requirements" is
applicable, even when asked specifically for safety standards for hammers. When asked to list hammer
subtypes and provide FMEAs for each, it provides FMEA for only one hammer subtype at a time, even when
asked to do multiple, possibly due to response length limitation. It instructs the user to repeat the process for
the other listed hammer types.

When asked to list specific standards some are irrelevant or rare outlier cases. for example, For
dehumidifiers, it gives an edge-case standard for portable generators in case the dehumidifier is powered by a
portable generator. When asked about fire extinguisher standards, it gives standards for horizontal directional
drilling of polyethylene pipe, standards for determining relative humidity of concrete floors, standards for
bunk beds (claiming their placement might impact fire extinguisher accessibility), and standards for fire
resistive cabling. When asked to think step-by-step, it itemizes the functions of the dehumidifier during its
thinking (Extract moisture from the air, collect condensed water, ...), even though these aren’t directly
helpful (it reports all its thinking, even if some paths were dead-ends). When asked to do the FMEAs one
hammer subtype at a time, it sometimes includes failure modes like “hammer peen deforming” or “head
warping” which are quality issues (not safety issues) and don’t seem to be a plausible cause of potential hand
injury.

When asked to do the FMEA’s one hammer subtype at a time, it gives briefer (2-3 items, instead of 5-7
item) failure mode lists, possibly due to response length limitations. It frequently omits failure modes like
“head separating” or “grip comes lose” or “material is toxic” (even though there have been historic recalls
for these specific issues: “head of the sledgehammers can loosen prematurely and detach unexpectedly
during use”; “The head of the sledge hammer can loosen and detach”; “the molded grip on the hammer can
come loose”; “mallets ... contain levels of lead that exceed the federal lead paint ban”). When asked to do
the FMEA’s one hammer subtype at a time, it sometimes omits failure modes like “head separating,” and
sometimes adds failure modes like “handle splintering,” “head chipping.” It gives inconsistent scores for
severity for the same hazard (for example, Fire), even though Fire should have the same severity throughout.
In new iterations for dehumidifiers, it forgot moisture accumulation leading to mold and respiratory illness.
When asked to do FMEA broken down by component, it added [for dehumidifiers] cracked
housing/enclosure (leading to electrocution), insufficient ventilation of housing/enclosure (leading to fire and
burns), seizure of motor (leading to electrocution) and blade obstruction (leading to cuts), and it added [for
fire extinguishers] pressure gauge incorrect reading, hose leakage, valve sticking, and extinguishing-agent
caking, though it wasn’t concerned about those issues when originally asked to do FMEA without specific
guidance to break down by component. When asked to provide a key to help interpret the scores, it decided a
scale of 1-5 was good for severity, likelihood, and detection (previously it used a 1-10 range). It had to be
pressed, in an additional iteration, to provide those scores on a 1-10 scale.

When asked what parameters apply to a product type according to each safety standard, it provided only
parameter types; had to ask for specific parameter values for each parameter type in order to get specific
parameter upper and lower limit values. Often responses “within specified parameters” instead of provided
the numeric parameter lower and upper bounds, “within specified parameters” is too vague to be actionable.
When adding “Do not provide answers if you are not certain,” ChatGPT outputs only two specific parameter
values (“Handle Material: Must withstand a force of at least 500 Ibs without fracturing. Head Material: Must
be securely attached to the handle, with no detachment during testing under 1000 1bs of force.”) even
thought the standard is more specific, likely due to output length restrictions for ChatGPT. When adding “Do
not provide answers if you are not certain” and “Only provide answers with citations” together, ChatGPT
doesn’t actually provide any specific citations, and instead kicks the can down the road, saying it will need to
research standards from ANSI, ASME, ISO, and others: “We’ll need to research and cite mandatory and
voluntary safety standards pertaining to each hammer type. This will depend on the region and industry
standards. Common standards bodies include ANSI (American National Standards Institute), ASME
(American Society of Mechanical Engineers), ISO (International Organization for Standardization), and
others.” So, the engineered prompt asking for citations seems to make the response worse, with ChatGPT
effectively parroting the question back to the end-user.

(Continues)
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TABLE A5 (Continued)

Weakness Type

Examples

Logical errors

Productivity

‘When asked to think step-by-step, in its bulleted thinking it says cracked housing/enclosure leads to
“electrical exposure” but in the tabulated results it refers to cracked housing/enclosure as a mechanical
hazard (not an electrical hazard), and says resultant injury is “None” even though the resultant injury would
be electrocution (for electrical exposure), laceration (for sharp edge in crack), or even perhaps lung injury (if
crack was in refrigerant enclosure or refrigerant canister or coils and led to refrigerant leak). Even when
asked to focus on safety hazards it generated some rows that specify “None” as Hazard, and “None” as
injury. Strangely, it gives these “None” injuries severity scores that range from 3 to 6 (on a scale of 1 to 10),
as well as variable likelihood (5 or 6 out of 10) and detection (7 or 8 out of 10) scores, even though the
Hazard and Injury are “None.” Says “refrigerant leakage” is “rarely detectable” even though refrigerant has
an odor of ether, chloroform, or sweetness (according to US Dept of Energy) and this odor is often
noticeable. Claims users will notice compressor failure by “sudden lack of dehumidification, though it is
more rapidly noticed from sudden lack of compressor operating noise.

User needs to try multiple prompt variations, each with somewhat unpredictable output, and the task of
figuring out what is missing or new or untrue or irrelevant in the large volumes of ChatGPT output, becomes
almost as burdensome as manually doing the FMEA from scratch.
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