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Automated Testing for Data-Intensive Scalable Computing

Ahmad Humayun

(ABSTRACT)

Data-Intensive Scalable Computing (DISC) systems such as Apache Spark, Hadoop, Flink,
and Beam have become central to modern data processing. These systems enable developers
to write applications as dataflows composed of user-defined functions operating over large
and often unstructured datasets. However, testing such applications and the underlying
frameworks remains a significant challenge. Conventional testing techniques struggle in this
space due to the complexity of dataflow semantics, the scale and heterogeneity of input data,
and the need to reason about operator interactions, schema variability, and program logic
simultaneously. This thesis presents a set of techniques for extracting and leveraging rich,
fine-grained properties that are unique to DISC workloads in order to inform automated input
generation for effective testing across various levels of the data-centric software stack. The
first thrust of this work focuses on generating inputs that can avoid trivial parsing errors and
effectively exercise the deeper logic in DISC applications. By analyzing how code interacts
with different parts of the input data, we test the code where it matters most instead of
wasteful fuzzing cycles finding parsing issues. The second thrust explores how to create
realistic and meaningful test data that reflects the structure and semantics of real-world
inputs, while still achieving high coverage and fault detection. The final part of this work
shifts focus to DISC frameworks, recognizing that applications are only as reliable as the
systems they run on. By generating diverse dataflow programs, we systematically test internal

components like optimizers, extending fuzzing to the entire DISC stack.
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(GENERAL AUDIENCE ABSTRACT)

Modern data-intensive applications operate at extraordinary scale; historical sales analyses at
companies like Amazon may require examining billions of records. To handle such volumes,
practitioners rely on Data-Intensive Scalable Computing (DISC), a paradigm in which a
program coordinates thousands of machines to process massive datasets in parallel. DISC
frameworks, such as Apache Spark and Hadoop, provide the underlying execution machinery,
allowing developers to express complex data transformations without managing the low-
level details of distributed computing by hand. As DISC programs and their frameworks
grow in complexity, automated testing techniques designed for conventional single-machine
software are proving inadequate, creating an urgent need for new approaches tailored to the
distributed setting. This thesis presents novel methods for automated testing across the full
data processing stack. The first contribution proposes a technique for detecting faults in
programs that combine and cross-reference multiple large datasets. The second develops
methods that generate realistic-looking input data while simultaneously exposing program
defects. The third introduces techniques to test the underlying infrastructure that coordinates

and executes DISC computations, a layer that prior work has largely left untested.
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Chapter 1

Introduction

1.1 Background and Motivation

Modern large-scale computing systems increasingly rely on dataflow-oriented programming
models to express and execute complex workloads. Frameworks in the Data-Intensive Scalable
Computing (DISC) domain, such as Apache Spark and Hadoop MapReduce, offer high-level
APIs that allow developers to compose programs as Directed Acyclic Graphs (DAGs) of
operators like map, join, and groupBy, often embedding user-defined functions (UDFs) within
these operator chains [51]. This abstraction enables efficient parallelism and composability
across distributed clusters, making it a common foundation not only for big data analytics
but also for machine learning systems like TensorFlow [11], which use dataflow graphs to

represent both computation and mutable state.

However, despite their popularity, these frameworks and the programs that run on top
of them, remain difficult to test in a systematic way. Their execution semantics involve
deep inter-operator dependencies, large-scale input datasets, and UDFs with potentially
non-deterministic behavior. These characteristics make bugs hard to detect and reproduce,
especially semantic faults that arise only under specific configurations or optimization rewrites.
Existing automated testing methods are ill-suited for such settings due to their inability to

reason about the structural and semantic complexity of dataflow-based computation [101].

1



2 CHAPTER 1. INTRODUCTION

Automated testing for DISC applications, and their underlying frameworks, face three key

challenges:

o DISC applications operate over massive, structured input spaces governed by implicit
constraints (e.g. join keys across datasets) that are difficult to satisfy systematically.
This makes it hard for any testing approach to achieve meaningful code coverage or

surface deep bugs.

« DISC applications are designed to process natural, production-like data, yet inputs
that reflect real-world distributions rarely drive applications through diverse execution
paths. Reconciling input realism with broad path coverage is a fundamental tension in

testing DISC systems.

o DISC frameworks expose their core functionality through dataflow APIs that no
general-purpose testing technique currently targets directly. SQL-oriented approaches
can partially substitute when a framework offers an SQL frontend, but they cannot
express stateful operators and UDF-heavy pipelines, and offer no foothold at all on

frameworks without SQL support.

Because of the unique challenges in the DISC domain, existing automated test generation

techniques are often ineffective. This thesis aims to close that gap.

Fuzzing is an effective software testing approach for many complex programs [2, 21, 25, 43,
64, 69, 85, 102, 111]. Fuzzers make small perturbations (mutations) to inputs to increase the
likelihood of exercising uncovered application logic. Such traditional fuzzing may take a long
time to generate meaningful inputs for DISC applications because a large input data has
too many locations to mutate. Not only is it necessary to identify which rows and columns

are worthwhile to mutate, the generated input must also satisfy complex constraints from



1.1. BACKGROUND AND MOTIVATION 3

mixing dataflow operators and user-defined functions. Mutations used in fuzz testing today
fail to account for such co-dependence and thus may not exercise application logic beyond
certain dataflow operators. This problem is further exacerbated because, unlike SQL, there
is no explicitly defined schema to identify columns, and the inputs for DISC applications are
usually parsed on the fly. This thesis investigates how to analyze the interaction between
programs and their input data to uncover co-dependencies across different parts of the data,
and how to leverage this information to guide more effective and targeted input mutations

during fuzzing.

Moreover, even when DISC fuzzers achieve high code coverage, they tend to produce unnatural
and unreadable test inputs that hinder debugging and developer trust. This is because
most fuzzers are designed with the primary goal of maximizing code coverage, without
considering the naturalness or realism of the generated inputs as an objective. While machine
learning-based synthetic data generators like Synthetic Data Vault (SDV) [84] can create
realistic-looking datasets by learning patterns from existing data, they are intended for use
cases such as simulation or privacy-preserving analytics. These tools are not designed to
explore diverse program behaviors or execution paths, and therefore fall short when applied
to software testing. As a result, they perform poorly when it comes to exploring diverse
execution paths or triggering deep semantic logic within programs, leading to low code
coverage. Additionally, such generators typically rely on well-defined schemas or explicit type
information to learn and generate new data. This requirement limits their applicability in
big data analytics contexts, where input datasets are often unstructured or semi-structured
and field types are inferred dynamically at runtime rather than declared upfront. This thesis
introduces techniques that leverage the abundance of data in typical DISC deployments to
generate unseen data via interleaving mutations, striking a balance between exploration and

naturalness.



4 CHAPTER 1. INTRODUCTION

While generating high-quality input data is essential for exercising application logic, testing
the underlying DISC frameworks themselves requires generating entire programs, specifically,
diverse and valid compositions of dataflow operators that reflect real execution patterns.
DISC frameworks like Apache Spark and Hadoop MapReduce offer high-level APIs that
allow developers to construct computation pipelines as Directed Acyclic Graphs (DAGs) of
operators such as map, join, and groupBy, with user-defined functions (UDFs) embedded
within these flows [51]. This abstraction promotes modularity and parallelism, making it
foundational not only for big data processing but also for modern machine learning systems
like TensorFlow [11], which represent both computations and mutable state as dataflow graphs.
Figure 5.1 illustrates code examples across different dataflow APIs. Despite their popularity,
these frameworks remain difficult to test systematically. The combination of deeply composed
operator chains, large-scale data movement, and often non-deterministic behavior of UDFs
leads to subtle and hard-to-detect bugs [101]. Traditional testing techniques are ill-equipped
to handle these complexities, especially when bugs do not manifest as crashes but rather as
silent semantic errors. To date, there is no general-purpose fuzzing framework that targets
dataflow APIs in a principled way. While automated test generation has proven useful in
specialized domains such as deep learning API testing [104], database fuzzing [18, 61, 93],
and DISC application-level testing [51, 53, 105, 111], these approaches are either limited to
specific domains or tightly coupled to particular input formats (e.g., SQL). What is still
missing is a framework-agnostic fuzzing approach capable of synthesizing arbitrary operator
DAGs, including complex compositions of joins, filters, unions, and UDFs, to comprehensively
exercise the execution engines and optimizers that operate beneath high-level dataflow
interfaces. This thesis addresses this gap by proposing the first DAG-based fuzzing framework
for dataflow-oriented APIs by treating the DAG of operations as a first-class artifact for test

generation.
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The central hypothesis of this thesis is that we can develop a set of techniques for extracting
and leveraging rich, fine-grained properties that are unique to DISC workloads in order to
inform automated input generation for effective testing across various levels of the data-centric
software stack. We explain our contributions and the planned future work in detail in the

following section.

1.2 Contributions

This thesis presents three contributions that build on the central idea of analyzing and

leveraging fine-grained workload structure to improve testing of DISC systems.

1.2.1 Dependency Guided Input Generation for DISC Programs

The first contribution is a technique for dependency-guided test input generation at the
DISC application layer. The goal is to generate test data that exercises hard-to-reach regions
of application code by understanding how data is used across the program. The approach
performs fine-grained taint tracking to establish which rows and columns of which datasets
influence specific parts of the application logic. It further identifies co-dependence constraints
across datasets induced by dataflow operators such as join, enabling coordinated mutations

across datasets to satisfy these constraints.

To realize this approach, Spark programs written in Scala are instrumented by overriding
dataflow operators and UDFs to capture row-level, column-level, and dataset-level provenance.
Using this provenance, fuzzing retains only the relevant parts of input data for mutation,
significantly improving efficiency without sacrificing code coverage. Experimental evaluation

on 17 DISC applications shows that the technique outperforms prior fuzzers like Jazzer and
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BigFuzz in coverage, fault detection, and depth of faults uncovered.

We instantiate this idea in a tool called DEpPFuzz, which is publicly available, dockerized®,

and runnable [52].

1.2.2 Natural Input Generation via Interleaving Mutations

The second contribution is a technique for natural input generation via interleaving mutations
that extends dependency-guided provenance but shifts focus toward test input quality and
realism. The goal is to maintain the naturalness of test data while still achieving high coverage
and fault detection. The approach profiles program execution to understand which parts
of the input influence branching behavior, then applies interleaving mutations that splice

together meaningful parts of different rows and columns.

This method leverages data provenance to map branching conditions to input fields, allowing
it to generate realistic synthetic inputs that retain semantic consistency. It is evaluated on
TPC-DS-based applications and achieves significantly higher coverage and fault detection
than prior fuzzers, while also producing inputs that are demonstrably more natural based on
perplexity metrics. The generated outputs are more readable and closer to real-world data,

which aids debugging and makes the approach more appealing to developers.

We develop a prototyle implementation of this technique called NaTurALFuzz, which is

available on github as a dockerized and runnable tool?.

"https://github.com/SEED-VT/DepFuzz
2https://github.com /SEED-VT /NaturalFuzz
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1.2.3 DAG-based Workload Generation for DISC Frameworks

The final contribution is a technique for DAG-based workload generation that broadens the
scope of fuzzing to the DISC framework layer. While the previous two contributions focused
on fuzzing applications written using dataflow APIs, this approach targets the frameworks
themselves, especially their query planning and optimization components. The idea is to
synthesize logical operator DAGs as first-class test artifacts rather than relying on surface-level

grammars or SQL strings.

The approach incrementally lowers logical DAGs into semantically valid executable programs
across Apache Spark, PyFlink, Polars, and Dask, enabling fine control over operator compo-
sition, UDF placement, and data dependencies. This enables the discovery of optimizer-level
faults and semantic inconsistencies that traditional SQL-based fuzzers cannot expose. A
plan-based oracle detects violations of non-deterministic UDF contracts, and the technique
has uncovered multiple previously unknown bugs in production DISC optimizers. Compared

to SQLSmith, it achieves substantially higher optimizer reachability and coverage.

Together, these three contributions demonstrate how extracting structured workload knowl-
edge and building targeted mutation strategies can systematically improve the quality and

scope of automated testing across the entire DISC stack.

We instantiate this idea in a tool called DAGGER, which is open-source and has discovered

several faults in real-world DISC frameworks®.

3https://github.com/ahmayun /dag-fuzzer-generalized /tree /main



Chapter 2

Review of Literature

2.1 DISC Application Testing

Prior work has explored a range of challenges in testing DISC applications. BiFuzz [111] is
a black-box fuzzing technique that uses schema-aware mutations to mitigate trivial parsing
errors, increase coverage, and employs framework abstraction to allow local fuzzing of DISC
applications. Symbolic execution techniques [48, 66, 67, 81] also exist for testing DISC
applications; among these, BigTest [48] was the first to explore framework abstraction for this
purpose. NaturalSym [105], augments typical symbolic execution to bias generation towards
more natural looking inputs. However, symbolic execution approaches cannot easily generate
constraints that respect co-dependence relationships within multiple datasets, created by the

complex interaction between dataflow operators and UDFs.

Fuzzing has gained popularity in industry and academia relatively recently due to its black-box
nature and ease of adoption [82]. A common challenge is generating structurally valid inputs;
Zest [83] attempts to address this using parametric generators. While there is no work that
specifically targets generating dataflow programs, several tools have built data fuzzers for
DISC programs. Tools like Titian [58] and BigDebug [46] focus on data provenance and
interactive debugging, providing insights into the lineage of data and facilitating identification
of root causes in complex dataflows. These works target finding faults in top-level DISC

applications rather than the frameworks themselves. This thesis presents a set of techniques
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for holistic testing of the entire stack i.e. the application and also the framework.

2.2 Taint-Based Fuzzing

One of the closest lines of work to some tools developed in this thesis is taint-based fuzzing.
At a high level, all taint analysis techniques attempt to isolate regions within an input that
are critical to mutate. For example, Bekrar et. al. [21] propose taint-based fuzzing that
identifies input regions on which to focus mutations. Other security-focused techniques such
as TaintScope [102] and BuzzFuzz [43] attempt to isolate regions of the input used inside
sensitive library calls to increase the chances of finding security bugs. PATA [69] performs
path-aware taint analysis to mitigate over-tainting and under-tainting by employing path
information. Although these techniques isolate critical input regions, none target DISC
applications, and none can discover underlying co-dependence relations by analyzing dataflow
operators and UDFs. The inputs to DISC applications are very large and consist of multiple
datasets, making existing byte-level taint tracking inefficient. Work in this thesis addresses
these problems by handling multiple datasets and tracking taints at the level of dataset
IDs, columns, and rows from unstructured inputs. Additionally, none of these fuzzers target
realistic input generation; work in this thesis on natural fuzzing for DISC applications is the

first to incorporate the notion of naturalness in this context.

2.3 Fuzzing Rare Paths

The idea of triggering hard-to-reach regions of a program has been explored frequently in the
literature. FairFuzz [64] is a targeted mutation strategy that avoids mutating input regions

triggering rare branches; work in this thesis similarly analyzes the use of fusion operators to
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co-mutate certain regions, though it uses dataflow structure rather than a simple masking
strategy. AFLFast [25] prioritizes inputs that trigger rare paths in the code by instrumenting
the program binary and performing runtime coverage analysis. Both FairFuzz and AFLFast
are unsuitable for DISC applications because they do not analyze dataflow operator usages
and internal UDF semantics to infer co-dependent input regions in large datasets, and neither
performs provenance-aware duplication to resolve aggregations, which are extremely common

in DISC applications.

Driller [99] switches to symbolic execution to resolve difficult branches that AFL fails to pass,
inheriting the limitations of symbolic execution. Steelix [68] attempts to produce a single
input passing a difficult-to-hit branch and employs source-level instrumentation similar to
some tools in this thesis; however, it is unsuitable for DISC applications with large inputs

due to a lack of fine-grained data tracking.

2.4 Provenance Techniques in DISC

TaintStream [109] implements cell-level provenance for Apache Spark in the context of policy
enforcement. Some tools developed in this thesis also track provenance at the cell level,
but unlike TaintStream—which requires extending the original dataset with tags—their
cell-level tracking is fully automatic and requires no conversion of the original dataset. The
taint analysis used in this thesis is similar to that of FlowDebug [100], as both instrument
primitive data types and application code without requiring modifications to original datasets.
However, FlowDebug concerns taint analysis only and does not generate test data nor identify

co-dependency constraints among input datasets.

Existing data provenance techniques [29, 54, 55, 56, 72] perform taint analysis only at the

row level, support only a single dataset, and do not support tracking at the column or cell
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level. Spark-specific solutions such as Titian [58] are similarly limited to row-level provenance
for a single input dataset. BigSift [47] extends delta debugging for DISC applications but
isolates at the level of rows rather than at the level of dataset IDs, rows, and columns, as

work in this thesis does.

2.5 Data Generation for Database Testing

Parts of this thesis have parallels with database testing [12, 24, 50]. Houkjeer et. al. [50]
propose a graph-based method to guide data generation. Bruno and Chaudhuri [24] propose
a language-based technique for general-purpose data generation. Other approaches target
schema coverage [12]. These tools generate synthetic data with the goal of testing database
performance and workloads, and none target DISC applications. In contrast, work in this
thesis on natural fuzzing utilizes real-world data to generate minimal and realistic test inputs

with the goal of discovering program faults.

We also compare against ML-based fake data generators such as SDV [84] and more primitive
synthetic generators such as Faker [8], which have been used to generate fake data in prior
work [109]. However, these synthetic data generators require manual configuration and do

not account for the complex constraints introduced by dataflow operators in the program.

2.6 Semantic and Grammar-Based Testing

Another related line of work is automated testing to find semantic faults. Zest [83] relies on
program feedback to find semantic faults while avoiding syntax errors. Other works rely on
context-free grammars of the input domain to generate inputs that avoid syntax errors and

better explore the semantic stages of the program under test [22, 30, 44, 75, 97]. However,



12 CHAPTER 2. REVIEW OF LITERATURE

these techniques require grammar rules that are complex to write or infer. In contrast, the

natural fuzzing approach developed in this thesis does not rely on any grammar rules.

2.7 SQL Generation and Fuzzing

SQLsmith [93] uses a grammar-based approach to generate syntactically valid SQL queries,
prioritizing always-valid syntax at the cost of query complexity. SQLancer [18] generates
semantically valid SQL queries using a rule-based approach and detects logic bugs via oracles
like Pivoted Query Synthesis and Ternary Logic Partitioning. CERT [19] extends SQLancer
by identifying issues in cardinality estimation by the optimizer, which can cause sub-optimal
query plans. Squirrel [112] improves upon grammar-based approaches by using coverage-
guided fuzzing and type-aware mutations over an intermediate representation (IR) of SQL.
DynSQL [61] advances SQL fuzzing further by interleaving query generation with execution,

dynamically extracting the updated schema and data state after each statement.

Tools such as Thanos [42] and Puppy [103] target the storage system or plan generator of
specific DBMSs, restricting their testing to one-off campaigns against a single system. Work
in this thesis, by contrast, operates at the dataflow level rather than SQL syntax, enabling
fuzzing of a broader class of applications and transformations that are difficult to reach with
SQL-specific generation alone. Unlike DynSQL, the dataflow-level tool developed in this
thesis does not need to execute a query to identify state updates; it instead uses the dataflow

graph and API specification information to perform high-level updates to state.
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2.8 API Fuzzing

API fuzzing has evolved to handle stateful interfaces where call sequences and dependencies
are critical. RESTler [17] analyzes OpenAPI specifications to generate dependency-respecting
request sequences; MINER [73] combines data-driven techniques with machine learning to
predict critical parameters; and APIRL [41] uses deep reinforcement learning to adaptively
explore API behaviors. However, these tools focus predominantly on RESTful services
and require existing API specifications. Work in this thesis operates at the dataflow level,
generating and testing complex operator DAGs without requiring detailed API schemas,

offering a schema-agnostic approach applicable to diverse data processing frameworks.

2.9 LLM-Based Fuzzing

Large language models (LLMs) have recently been applied to fuzzing, leveraging their ability to
generate syntactically valid and semantically meaningful inputs. Fuzz4All [106] is a universal
fuzzer that uses LLMs to generate and mutate inputs across a variety of programming
languages and input formats, relying on an “autoprompting” strategy to distill a system
prompt from user-provided specifications. TitanFuzz [35] and FuzzGPT [36] apply LLM-based
generation to deep learning library APIs, using models to synthesize programs that trigger
edge-case behavior in frameworks like TensorFlow and PyTorch. CodaMosa [65] integrates
LLMs into search-based test generation to escape coverage plateaus, querying a code model
when traditional search makes no progress. OSS-Fuzz-Gen [70] uses LLMs to automatically
generate fuzz harnesses for open-source projects, reducing the manual effort typically required
to bootstrap fuzzing campaigns. ChatAFL [77] leverages LLMs to enrich protocol mutation

in network fuzzing by inferring message structure from protocol specifications.
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These techniques predominantly target single-language or single-framework settings and do not
handle the multi-dataset input structure characteristic of DISC programs. Additionally, even
when the technique is an end-to-end LLM-based general-purpose fuzzer (like Fuzz4All [106]),
each iteration requires expensive LLM calls that require access to specialized hardware. Work
in this thesis, by contrast, presents techniques where each fuzzing iteration is much cheaper

than an LLM call and does not require any specialized hardware.



Chapter 3

Co-Dependence Aware Fuzzing for

Dataflow-based Big Data Analytics

3.1 Introduction

Data-Intensive Scalable Computing (DISC) applications have become a prevalent way to
process large-scale data. DISC frameworks like Hadoop MapReduce [3] and Apache Spark [4]
offer APIs that contain dataflow operators such as map, join, and groupByKey for parallel
data processing across thousands of machines. A typical DISC application builds on a series
of dataflow operators in conjunction with user-defined functions (UDFs) that are passed as
arguments to the dataflow operators. Despite the widespread usage of DISC applications,
testing remains difficult due to their large input size and the applications’ complex interactions

with data.

Fuzzing is an effective software testing approach for many complex programs [2, 21, 25, 43,
64, 69, 85, 102, 111]. Fuzzers make small perturbations (mutations) to inputs to increase the
likelihood of exercising uncovered application logic. Such traditional fuzzing may take a long
time to generate meaningful inputs for DISC applications because a large input data has too
many locations to mutate. Therefore, it is necessary to identify which rows and columns are
worthwhile to mutate when a fuzzer attempts to reach a new code location. Naive mutations

cannot satisfy complex input constraints from mixing dataflow operators and user-defined

15
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functions. For instance, join concatenates rows from two datasets that have matching values
in designated key columns. This introduces an implicit equality constraint between the fields
of multiple datasets. Consequently, to exercise code inside the UDF funcl of map in the
code snippet datasetl.join(dataset2) .map(funcl), input mutations must simultaneously
operate on both datasets datasetl and dataset2 to observe the co-dependence constraint
i.e., there must exist a row in datasetl with the same key as the dataset2’s first column in
order for join to produce any data on which map can apply funcl. Mutations used in fuzz
testing today fail to account for such co-dependence and thus may not exercise application
logic beyond join. This problem is further exacerbated because, unlike SQL, there is no
explicitly defined schema to identify columns, and the inputs for DISC applications are

usually parsed on the fly.

We propose DePFuzz, a fuzzer that performs co-dependence aware row selection and column
mutation while ensuring that constraints among multiple datasets are observed. DepFuzz
combines row-level and column-level data tracking via taint analysis. In other words, it
identifies which rows and which columns from which dataset are operated by individual
lines of application code. This knowledge of row-level provenance helps reduce data size for
subsequent fuzzing iterations, as DEPFuzz retains only selected rows and mutates them, as
opposed to the entire dataset during mutational fuzzing without sacrificing code coverage. By
inferring co-dependence relations among different columns from multiple datasets, it increases
the chance of generating meaningful unstructured inputs that can reach the later stages of

the application after operations such as join and co-group are used.

DepFuzz instruments the program under test by overriding dataflow operators and UDF
components to capture row-level, column-level, and dataset-level provenance. This is done
by implementing dynamic taint tracking for UDFs and dataflow operators. By leveraging

co-dependence aware row selection and column mutations, it generates inputs that can reach
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deeper regions (i.e., UDFs in the later stages of dataflow operators).

To evaluate DepFuzz, we use 17 DISC applications and measure (1) statement coverage, (2)
fault detection capability, and (3) fuzzing speed-up. To assess fault detection capability, we
inject faults at different depths in terms of the program’s joint dataflow and control flow
graph. We evaluate DepFuzz against two baseline techniques: Jazzer [57|, a coverage-guided
greybox fuzzer for Java bytecode based on LibFuzzer [94]; and BigFuzz [111], a greybox fuzzer
for DISC applications. Comparison against Jazzer and BicFuzz serves to assess the overall
benefit in terms of fault detection and speed-up, when orchestrating input mutations across
multiple datasets by identifying co-dependence constraints. DEpFuzz achieves 87% statement
coverage, which is 29% and 13% more than Jazzer and BicFuzz. It also obtains coverage
2.1x and 1.3x faster than Jazzer and BicFuzz, respectively. Since faults appearing in earlier
stages tend to be easier to find (e.g., due to ill-formatted inputs) than those faults appearing
in later processing stages, we evenly distribute injected faults in all dataflow operators for
fairness. The average depth of a fault found by DepFuzz is 3.7 operators deep compared to

2.8 and 2.6 by Jazzer and BiGFuzz, respectively. Our contributions are as follows:

o We present a new fuzz testing approach that leverages rich provenance information to
increase mutational fuzzing’s effectiveness and efficiency for DISC applications. This is
the first test generation approach that extracts co-dependence constraints at the level
of rows, columns, and datasets fully automatically without requiring an explicit schema

from a user.

e Our evaluation includes an extensive comparison against two baselines on 17 different
benchmark programs for 24 hours each. The results show DePFuzz reaches previously
uncovered code faster, finds faults faster, and reaches deeper code locations of later

stages than existing fuzzers.
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val airports_and_coords = M : 32556 , PGO371 , 08-22 07:25 , 08-22 09:50 , KRO , DME , Arrived
: : : 22019 , PG0240 , 09-03 15:00 , 09-03 02:50 , HMA , DME , Arrived
airports : : . ’ ’ ’ , ,
p vt a i H 31522 , PG0338 , 09-03 08:55 , 09-03 10:20 , ARH , DME , Arrived
i DME , Domodedovo Airport , 37.91 , 55.41 , Moscow
val aflights_and_coords = Airports.csv ARH , Talagi Airport ; 40.72 , 64.60 , Moscow
flights : HMA , Khanty Airport , 69.09 , 61.03 , Yekaterinburg
8 .nan ) : KRO , Kurgan Airport , 65.42 , 55.48 , Yekaterinburg
3 join (airports_and_coords) i (2] ln (3]
B.map (. . ) DME , (37.91 , 55.41)
DME , 32556 ARH , (40.72 , 64.60) KRO , 32556
DME , 22019 HMA , (69.09 , 61.03) HMA , 22019
DME , 31522 KRO , (65.42 , 55.48) ARH , 31522
val flights_and_distances = i n N
flights i
map. . DB i DME , (32556, (37.91 , 55.41)) |[xmo , (32556, (65.42 , 55.48))
LN : DME , (22019, (37.91 , 55.41)) HMA , (22019, (69.09 , 61.03))
B.Jo:_n(alrports_and_coords) ! DME , (31522, (37.91 , 55.41)) ARH , (31522, (40.72 , 64.60))
.map(. . .) ! P
B join(aflights_and_coords) lﬂ l
.map(. . .) : 32556 , (DME, 37.91 , 55.41) 32556 , (KRO, 65.42 , 55.48)
.collect() i 22019 , (DME, 37.91 , 55.41) 22019 , (HMA, 69.09 , 61.03)
31522 , (DME, 37.91 , 55.41) 31522 , (ARH, 40.72 , 64.60)
def dist(dep: Tuple[Float], arr: Tuple[Float]): 32556 , ((KRO, 65.42 , 55.48) , (DME, 37.91 , 55.41))
Float = { 22019 , ((HMA, 69.09 , 61.03) , (DME, 37.91 , 55.41))
EEEE 31522 , ((ARH, 40.72 , 64.60) , (DME, 37.91 , 55.41))
// Fault: should be 1-a instead of .1-a
val ¢ = 2*math.atan2(math.sqrt(a), math.sqrt(.1-a)) ig

(6373.0 * ¢ * 0.621371).toFloat 32556 , (KRO, DME, 1901.31
22019 , (HMA, DME, 2165.32)

(a) DISC Application in Spark : (b) Directed Acyclic Graph  : (c) Data Processing | 31522 . (aRs, DuE, 528.17)

Figure 3.1: A DISC application with a fault in the UDF of step JfJ, map: (a) code in Scala.
(b) the corresponding dataflow graph, and (c) an illustration of data manipulation in 9 steps.
Blue and red colored texts are co-dependent regions identified by DepFuzz.

o DErFuzz is built on extended dynamic taint tracking and analysis of dataflow operators.
It has comprehensive support for Apache Spark-based DISC applications written
in Scala, and its key idea generalizes to other dataflow-based big data applications
such as Google’s MapReduce or Apache Hadoop. DEepPFuzz is publicly available at

https://github.com/SEED-VT/DepFuzz [52]

3.2 Motivating Example

This section motivates DEPFuzz with a concrete example. Suppose a data analyst computes
the distance traveled by airplanes for each flight in 2017 from two input datasets: flights
contains millions of flights flown worldwide in 2017 and airports contains the geographic

location of airports. The top two boxes in Figure 3.1 (c) show sample rows from each
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dataset. The f1ights dataset has a flight ID, the departure and landing times, the departure
and arrival airport codes, and the flight status, all separated by commas. The airport
dataset maps airport codes to their airport name, longitude and latitude coordinates, and
the corresponding city. Figure 3.1 (a) shows a DISC application written in Spark. It consists
of dataflow operators, such as map and join, where some dataflow operators, such as map,
take a user-defined function (UDF) as an argument. For example, the [fJ map takes a UDF

that computes distance using the Haversine formula, shown in the expanded text box.

In |, the analyst extracts the airport code and longitude and latitude values from airport.
From flights, she selects the departure and arrival airport codes and the flight ID, as the
first column and the second column in J and [, respectively. She uses join in [f§ and
to join the arrival and departure airports with their longitude and latitude coordinates.
joins the two data streams using a flight ID. [ applies the dist function on the pairs of

latitude-longitude tuples to compute the Haversine distance.

While writing the Haversine formula, she mistakenly writes sqrt (.1-a) instead of sqrt(1-a)
(text box for fJ in Figure 3.1 (a)). This error is hard-to-spot and subtle and causes NaN

exceptions.

Limitations of Existing Fuzzers. To reveal such errors, suppose that she runs a commer-
cially used, coverage-guided greybox fuzzer, Jazzer [57]. After a 24-hour fuzzing campaign,
even with coverage guidance, Jazzer cannot produce an input to reach code beyond custom
parsing logic at BJ, where it persistently triggers the same ArrayOutOfBoundsException.
Jazzer achieves a maximum statement coverage of 27%. Due to a lack of schema and a lack
of awareness of co-dependent regions, it continues to generate random strings for the two

datasets that cannot pass beyond the parsing stage (i.e., map at [|).

Similarly, BicFuzz [111] requires an input schema (as shown in Figure 3.2) to apply schema-
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Flights Dataset:
Int,String,String,String,String,String,String
20199,PG0320,08-09 06:55,08-09 09:15,MRV,PEE
Airports Dataset:
String,String,String,Float,Float,String
TOF,Bogashevo Airport,Tomsk,85.21,56.38,Krasnoyarsk
Duration:

24

ZETt

Figure 3.2: A sample configuration file required by BicFuzz. The file contains schemas and
seed inputs for the flights and airports dataset, and a user-specified time cut-off for the
fuzzing campaign.

Flights dataset:
-17252,P*34,4GJn50:0k0G,Zu:CS0.9-,D)N,D)N,Ali%e(
-17252,PG04,09-00"'gc:k7,2zq-j01:55" ,D)N,D)N,]ZTed
Airports dataset:
D)N,SYhkutkl:irp7rS,Gap/ns4,1.64E9,1.30E9, JUSg3sk+

Figure 3.3: A test case generated by DepFuzz that causes a NaN exception in the program in
Figure 3.1

aware mutations such as changing the numerical value, changing integers to float, adding/re-
moving columns, or changing the delimiter. These mutations help BicFuzz avoid some trivial
parsing errors. Although BiGFuzz achieves 98% statement coverage in 24 hours, it is still
unable to trigger the fault in [, because to pass beyond join at [, the three columns
(column 0 of airports and columns 4 and 5 of f1lights) must have the same value to satisfy
co-dependence constraints to exercise the UDF of map at [fJ. Since Jazzer and BicFuzz mutate
all columns independently of each other, this three-way constraint is highly unlikely to be

satisfied by their mutations.

Benefits of DepFuzz. Suppose that the data analyst uses DEpFuzz to generate new test
inputs. She does not need to provide an explicit schema and simply provides the current
dataset to DEPFuzz. At the end of 24 hours, DeEpFuzz generates new inputs as shown in

Figure 3.3, leading to a NaN error, reaching the faulty line inside the corresponding UDF of

map at [
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DepFuzz detects the two sets of co-dependent regions (highlighted in blue and red in Figure
3.3) and mutates them such that they can still satisfy the implicit constraints imposed by
the three join operators (|, H, and ). The rows in blue (i.e., -17252) must be equal since
performs a self-join. The red cells (i.e., D)N) are co-dependent by equality due to join
and [J. Close inspection of the application execution on this input shows that variable ¢
is faulty at fJ in Figure 3.1 (b). The developer spots this error on the second last line and

replaces sqrt(.1-a) to sqrt(1-a) in accordance with the Haversine formula.

4 = —— = ——— N O\
DISC App. 1 DISC App 1 Phase Il Operator Col Row Dataset
— M= » b 5
\ | + Taint Analysis 1 Join4 4 0 0
ﬂ —_ 1 +Co-Dependence Monitors | Join4 0 3 1
S | pamserr | | PN e oins s o o
= Phase |
C S— Join5 0 4 1
~_ ;
S— (DO, col(4),row(0))
Phase IV Phase Il
o e
- Test Result (Do, col(Si, row(0))
> High-quality
_8- Iy v Fuzzing Campaign Concise Seed Input (D1, col(@),row(4))
S |2 X Co-dependency Between
o DepFUZZ Input Regions
A\ y

Figure 3.4: Workflow of DepFuzz.

3.3 Approach

The key contribution of DepFuzz is to detect co-dependent regions across multiple datasets
and orchestrate input mutations on the co-dependent regions accordingly. In this section, we
formally define co-dependence and provide details of how DepFuzz detects them. DepFuzz
consists of four phases as shown in Figure 3.4. Phase I automatically instruments a given
DISC application to enable fine-grained taint analysis at the level of rows, columns, and

dataset IDs. This allows it to track data provenance through dataflow operators and UDFs
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£ id t depart t land from to
32556 , 08-22 07:25 , 08-22 09:50 , KRO , DME
22019 , 09-23 05:00 , 09-23 02:50 , HMA , DME
31522 , 10-03 08:55 , 10-03 10:20 , ARH , DME
54522 , 05-15 16:55 , 05-16 14:22 , LHE , IAD

data.filter { row =>
if(row.t_depart.time.after(13:00))
return true
else
return false

.join(..)
.map(..)
.reduceByKey(...)

.map(...)

(a) The first three rows (shown in red) are dropped by the filter
condition (shown in green) and therefore do not influence any code
beyond the filter operation

data.monitoredFilter { row =>
if(monitoredPredicate(row.t_depart.time.after(13:00)))
return true
else
return false

}

.monitoredJoin(..)

.map(..)
.monitoredReduceByKey(...)

.map(..)
(b) Co-dependence monitors are attached to each branch in the JDU
Graph.

Figure 3.5: The red color rows do not participate in the join operation since the filter
operation removed them earlier.

to capture co-dependence relationships. Phase II executes this instrumented program on the
entire dataset to capture co-dependence constraints among multiple input datasets. Phase
IIT leverages this provenance tracking capability to select a precise subset of rows from each
dataset to use as seeds for subsequent fuzzing iterations. Phase IV then initiates a fuzzing
campaign with the selected rows from Phase III and applies co-dependence aware mutations
to expose deeper faults. After reaching a user-specified time limit, DEPFuzz outputs a set of

test inputs.

Formalizing Input Co-dependence. Co-dependence is a dependency created between

multiple input regions by an operation (e.g., a dataflow operator or a binary operation
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that affects control flow in UDFs) that operates on such input regions. An input region is a
contiguous sequence of bytes in an input dataset. We formalize co-dependence as follows.
Given a DISC application, we define its dataflow graph (DFG) with two types of vertices:
operators and datanodes, similar to the traditional DFG representation [63]. In the case of
DISC applications, Operators are functions in a program that operate on data (e.g., join()
dataflow operator or == in UDFs). A comprehensive list of trackable operators is shown in
Table 3.1. Datanodes represent data that propagate from one operator to another (i.e., input

and output of an operator). Thus, we define a DISC application’s DFG, G, as
G=(OUN,E)

where O = {04, 04, ...,0,} is a set of operators, N = {n,,n,,...,n,,} is a set of datanodes.
E C(Ox N)U(N x 0O) is a set of directed edges connecting operators with datanodes. An
atomic unit of this DFG has three nodes and two edges i.e., an operator with an incoming
edge from an input datanode and an outgoing edge to an output datanode. Furthermore, a
datanode n holds data in the form of a byte sequence byb,...b,,. Let D(n) be the set of all
possible subsequences of the byte sequence in a datanode n, i.e., {by,bq, ..., b by, ..., by ...0. }.
Input datasets of DISC applications are defined as S, a set of initial datanodes which are
external inputs to the DFG. We combine regions in input datasets in S’, a union of D(n)

across all input datanodes.

S = U D(n)

VnesS

Finally, we characterize co-dependency among input regions as a set of tuples, C'
C={(o,R)| RC S VoeO}

The first element, o, is an operator in the dataflow graph; and the second element, R, is a
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case class TaintedString(value: String, t: Taints){
// A Tainted String class
def concat(other: String): TaintedString =

return new TaintedString(value.concat(other), t)

def concat(other: TaintedString): TaintedString =
return new TaintedString(
value.concat(x.value),
union(t,x.t)

)

// more overloaded operators

Figure 3.6: Taint analysis enabled String type in Scala

subset of the regions in the input datasets that are co-dependent due to operator o. Let
I(0) be the incoming data to an operator o. Since co-dependence can only occur between
regions of the original datasets, we must extract R from I (o), which can be any arbitrary
byte sequence in the incoming datanode of operator o. To extract such information, we define

monitors that are concretely explained in Section 3.3.1.

M,: I(0) — P(S")

where P(S”) is the powerset of S”. A monitor, M, is an operator-specific function that takes
I(0) as input and outputs a set of byte sequences (i.e., input regions) from the original input
datasets considered co-dependent w.r.t. given operator. The precise logic behind this map-
ping depends on the semantics of the operators, which we capture using dynamic tainting in
DepFuzz. Take for example a == operation in a.substr(0,5) == b.substr(0,5). The mon-
itor, M

==

should yield {a.substr(0,5), b.substr(0,5)}, resulting in a co-dependence
tuple (==, {a.substr(0,5), b.substr(0,5) }). Table 3.1 lists concrete examples of op-

erators, their monitors M, and the respective mutation strategies.
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Datasetl Taint Dataset2
Data (Dataset ID,Column,Row) Data Taint
€5365:Algorithms,John Smith, 51 (0,0, 0) «—— val datasetl = fileWithTaint("classes") C5365:51,Room 234 (1,0,0)
CS365:Algorithms,Jane Doe,S2 (0, 0, 1) . . A " " )
€S563:Advanced 0S,Jack Joe,S1 © 0, 2) val dataset2 = fileWithTaint("rooms") === (S365:52,Room 121 (1,0,1)
datasetl €S563:51,Room 404 (1,0,2)
Data Taint Data Taint Data Taint Data Taint .map(s => s.split(regex=",|:"))
CS365 (0,0,0) Algorithms (0,1,0) John Smith (0,2,0) S1  (0,3,0) 4—
CS365 (0,0,1) Algorithms (0,1,1) Jane Doe (0,2,1) S2 (0,3,1) .map {
€S563 (0,0,2) Advanced 05(0,1,2) Jackloe (0,22) S (0,3,2) (code, title,name,section) =>
Data Taint Data Taint / val key = code.concat(s":$section”)
Cs365:51 (0,0,0) | (0,3,0) Algorithms  (0,1,0) return (key, title)

€5365:52 (0,0,1) | (0,3,1) Algorithms  (0,1,1)

€S563:51  (0,0,2) | (0,3,2) Advanced OS (0,1,2) dataset2 Data  Taint Data Taint

. . .map(s => s.split(",")) €S365:51 (1,0,0) Room 234 (1,1,0)

Data Taint Data Taint €5365:52 (1,0,1) Room 121 (1,1,1)

€5365:51  (1,0,0) | (0,0,0) | (0,3,0) Room 234 (1,1,0) .join(dataset1) C5563.51 (10.2) Room 408 (1.1.2)
€5365:52  (1,0,1) | (0,0,1) | (0,3,1) Room 121 (1,1,1) —

€s563:51  (1,0,2) | (0,0,2) | (0,3,2) Room 404 (1,1,2)

Figure 3.7: Taint propagation through a simple dataflow program. Yellow colored highlighted
text is the provenance of red colored text at the bottom left table.

3.3.1 Phase I: Enabling Fine-Grained Taint Analysis

Phase I instruments a given input program to enable taint analysis and to capture co-

dependence information.

Enabling taint analysis via instrumentation DgpFuzz uses taint analysis to identify
precise columns and rows in the input datasets contributing towards a specific intermediate
output or a final output. DePFuzz first replaces primitive data types with equivalent tainted
types. The tainted data type is a tuple of an original type and a list of offsets representing
taints, (Value[T], List[0ffset]). DepFuzz overrides all APIs of the original data type
with taint-enabled equivalent versions to propagate their taints. For example, concat in
tstrl.concat(tstr2) concatenates two tainted strings, tstrl and tstr2, and attaches a
new taint with the union on the two corresponding taints. Figure 3.6 shows the implementation
of concat in TaintedString. DepFuzz provides an instrumented version of data loading
APIs that read the input datasets in tainted types instead of primitive types. Similarly,
we instrument APIs for Int, Float, Double and Boolean. Apache Spark’s textFile API

reads each row as a String, while the taint-analysis equivalent version reads each row as a
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TaintedString with a row offset and a dataset ID.

Taint propagation at the level of rows, columns, and datasets Randomly mutating
the entire row will likely mutate non-participating regions in the input. In Figure 3.1, the
second, third, fourth, and seventh columns in the first dataset are never used by the application
code. DeEPFuzz implements an extended taint analysis at the level of a dataset ID, a column
offset, and a row offset i.e.,(Value[T], List[(DatasetID, ColOffset, RowOffset)]. For
example, in Figure 3.7, CS363:Advanced 0S, Jack Joe, S1 has a taint [0,0,2] meaning
the data is from the first dataset, the first column, and the third row. To reduce the storage
overhead of attaching a tainted object, DEpFuzz encodes the three offsets into a single 32-bit

integer.

Co-dependence monitors In order to associate taints at the level of branches and
dataflow operators, DeEpFuzz injects co-dependence monitors at each dataflow operator
and at each branch predicate within UDFs, as shown in Figure 3.5. For example, this
process replaces a dataflow operator join with monitoredJoin and replaces if (p) with
if (monitoredPredicate(p)) within UDFs. This co-dependence monitor injection enables
DEeprFuzz to identify which rows and columns from which datasets directly influence individual
branching decisions. Branches in a DISC application include both an explicit control predicate
from an if statement or a for loop in user-defined functions and implicit branches from

dataflow operators (e.g., join and filter).

3.3.2 Phase II: Fine-Grained Taint Tracking

DepFuzz runs the instrumented, taint-analysis enabled version from Phase I on the original

datasets. Figure 3.7 shows how data is tracked through the execution of a taint-enabled
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Table 3.1: Summary of how each class of operators produces co-dependent regions in the
input dataset. For simplicity, we use row[1].col[3] as a human-readable representation of

input byte region b;,...b;, where 0 < < j < size(dataset)

Operator Class

Sample Operators

Example of Identified Constraint

Mutation strategy

datal. join(data2)

My, ({datal, data2}).
Possible output of A;,;,:
{datal.row[1].col[3], data2.row[23].col[0]}
{datal.row[31].col[3], data2.row[52].col[0]}

Any mutation applied to
datal.row[1].col[3]
also be applied to
data2.row[23].col[0].
If no rows with matching keys

must

Fusions datal.intersection(data2) .
datal. cogroup(data2) Co-dependence tuples: exists, select a
- cogroup (==, {datal.row[1].col[3], data2.row[23].col[0]}) row from datal and copy
(==, {datal.row[31].col[3], data2.row[52].col[0]}) datal.col[3] to
data2.col[0].
A’L'sducsByKey({dar’a})‘
Possible output of M, jccpyrey Any mutation applied to
. . =2,co0l=2 st als
data. aggregateByKey (udf) {data.row[2] .col[2], data[r?w col=2] must also
data. reduceByKey (udf) data.row[43].col[2], be applied to
Aggregations ’ yEey data.row[63].col[2]} datal[row=43,col=2].
data.groupByKey () . ) :
data. countByKey () Co-dependence tuple: Duplicate rows and apply same
’ yhey (==, {data.row[2].col[2], mutation to
data.row[43].col[2], key columns of duplicates.
data.row[63].col[2]})
My, data}).
Mt’?r“ ata}) ) Any mutation applied to
Possible output of Mg,
wte data.col[0] and
{data.row[23] .col[0], data2.row[23].col[5]} data. col [5] must ensure that
Filters data.filter(col0 > col5) {data.row[31].col[0], data2.row[31].col[5]} . A

Co-dependence tuples:
(> , {datal.row[23].col[0], data2.row[23].col[5]})
(>, {datal.row[31].col[3], data2.row[31].col[5]})

there is a
true and false row for the pred-
icate.

UDF Operators

if (a.contains(b))
if(a != b)
if(a > b)

Meontains({a,0}).
Possible output of M_,,,,ins:

{data.row[1].col[0], data2.row[1].col[2]}
Co-dependence tuples:

(contains , {datal.row[1].col[0], data2.row[1].col[2]})

Any mutation
data.col[0] and
data.col[2] must ensure that
string a

contains b for some mutations.

applied to

It must also

ensure it occasionally creates
inputs that violate

this.

program.

Co-Dependence detection

Dataflow operators and UDFs pose implicit and explicit

co-dependence constraints. For instance, join enforces an implicit constraint that, for each
output row, the keys of the two joining datasets must be equal. Similarly, if (airporta ==
airportb) imposes an explicit constraint that the airporta and airportb (derived from
specific rows and columns of input datasets) are equal. Co-dependence also arises between
the rows of the same dataset. For example, aggregation operators such as reduceByKey and
groupByKey result in co-dependence where one or more rows must have the same key to have

an output row with the same key. Our insight is that while random mutations are unlikely
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to satisfy co-dependence constraints by chance, coordinated mutations to specific row and

column offsets that respect co-dependency constraints are likely to reach deeper code.

Exactly how taints are transformed into co-dependence constraints depends on the monitored
dataflow operator type. For example, for join, the key columns of the two participating
datasets must be the same (equality). For an if condition if (columnO > column5), the

co-dependence is a "greater than” relationship.

Once the instrumented application’s execution on the original datasets completes, DErFuzz
consolidates co-dependence information, documenting each monitor’s relative position in
terms of dataflow operator depth and the list of taints containing offsets at the level of rows,
columns, and dataset IDs. For example, in Figure 3.1, join [ has a depth of two and forms
a co-dependence between column 5 of flights and column 0 of airports which act as the
keys for the join. Note that DepFuzz can detect transitive co-dependence when there are
overlapping constraints across multiple operators. For example, Figure 3.1 has a three-way

co-dependence among three input regions since airports column 0 overlaps with join |g.

3.3.3 Phase III: Row Selection for Data Size Reduction

To speed up fuzzing, DepFuzz identifies a small subset of data rows that retain the same
branch coverage as the original dataset. This reduces large-scale datasets to a set of seed
inputs that are small enough for iterative fuzzing. Because the original input data may be
very large with millions of rows, this step significantly reduce the scope of potential locations
to mutate, increasing efficiency. For each branch, DEpFuzz reduces the original input datasets
to a subset of rows reaching that particular branch. It then consolidates the corresponding
rows for all branches. Figure 3.5 (a) shows an example of how row selection creates a smaller,

effective seed. A filter operator removes all flights departing before 13:00 on a given day.
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Therefore, the rows highlighted in red will not influence any code beyond the first filter.

DEepFuzz thus retains only the green row in the seed input for subsequent fuzzing iterations.

3.3.4 Phase IV: Co-Dependence Aware Mutation

Phase IV performs a grey-box fuzzing campaign by designing new mutations that target
various co-dependence types. The output of DeEPFuzz is a list of errors and test inputs
revealing those errors. Different from standard grey-box fuzzing, DepFuzz prioritizes where to
apply input mutations based on fine-grained taint tracking at the level of rows, columns, and
datasets. DEPFuzz designs a novel input mutation strategy that maintains co-dependency.
Based on the co-dependent constraints, we categorize dataflow operators into four classes:
Fusions, Aggregations, Filters, and UDF Operators. Table 3.1 summarizes mutation strategies

for each class of operator.

o For fusion operators like join, DEPFuUZzZz applies the same set of mutations on the key
columns of the two joining datasets to ensure equality. In Figure 3.1 (c), when DepFuzz
mutates KRO in row 0 of the flights dataset, it applies the same mutations to KRO in

row 3 of airports, ensuring a non-empty output for join.

» For aggregation operators like reduceByKey, DEPFuzz duplicates a row and applies the
same set of mutations on the key column of those rows, ensuring at least 2 rows in each
output group. Suppose if reduceByKey is applied on the fourth column of flights in
Figure 3.1. DepFuzz duplicates a row >1 times and applies the same mutation on the

key of the original and duplicated rows.

o For filter operators like filter, DEPFuzz applies mutation on the columns used in the

filtering predicate. In case of filter(data.col[0]) > data.col[1], DepFuzz can
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create at least one row where this predicate can be true or at least one row where this

predicate is false.

For UDF' operators like map and flatMap that take UDFs as arguments, DepFuzz
handles control predicates in user-defined functions similar to filter. For example, in
the case of a.contains(b), DEPFuZzz identifies the provenance of the strings a and b
as data.col[0] and data.col[3] respectively. DErFuzz then enforces the true path

for this condition by embedding b in a during the mutation process.

Evaluation

We evaluate DepFuzz on four criteria: code coverage, fault detection, fault depth, and testing

speed, transcribed into the research questions below.

RQ1:
RQ2:
RQ3:
RQ4:
RQ5:

What is DepFuzz’s test coverage compared to baseline fuzzers?
How many errors can DepFuzz detect compared to baselines?
Can DepPFuzz detect errors located in deeper code regions?
How much overhead does DepFuzz’s instrumentation incur?

Does DepFuzz achieve code coverage faster than baselines?
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Table 3.2: Subject programs used in DeEpFuzz’s evaluation. All programs represent real-world
DISC use cases and are adopted from prior work. The data and code characteristics of
benchmark programs are also shown. D, O, d, and R denote the number of datasets, number

of operators, maximum operator depth, and total rows, respectively.

ID Program Description D O d R Operators Used

P1  Webpage Segmentation [27, 40] Find overlapping UI componentson 2 9 6 1M  map, groupByKey,
a webpage join, filter

P2 Customer Rewards [23] Find the top-3 customers w.r.t 2 9 8 2M map, groupByKey,
purchase history join, filter, sortBy

P3  Flight Distance [9) Compute distance travelled by a 2 9 5 500K map, join
given flight

P4 Bus Delays [76] Identify bus routes that are delayed 2 9 8 2M  flatMap, join,
frequently reduceByKey, filter

P5 Commute Type [48] Identify the transportation type 2 4 4 1M map, mapValues,
used on a trip aggregateByKey

P6  WordCount [48] Find the frequency of words 1 2 2 1M map, flatMap,

reduceByKey

P7 Delivery Faults [78] Identify vendor sets leading to 1 5 5 1M map, groupByKey,
faulty deliveries filter

P8 ExternalCall [111] Find the frequency of words 1 3 3 1M map, flatMap,

reduceByKey, filter

P9 FindSalary [111] Total income of individuals earning 1 4 4 1M  map, filter, reduce
< $300 weekly

P10 StudentGrade [111] List of classes with more than 5 1 4 4 1M map, reduceByKey,
failing students filter

P11 MovieRating [48] Total number of movies with rating 1 3 3 1M  map, reduceByKey,
>4 filter

P12 InsideCircle [111] Check whether the point (x,y)isin 1 2 2 1M map, filter
a circle

P13  MapString [111] String mapping 1 1 1 1M map

P14 NumberSeries [111] Find the numbers whose 3n+1 1 3 3 1M map, filter
series’ length is 25

P15 AgeAnalysis [111] Total number of people with 1 3 3 1M map, filter
different age ranges

P16 IncomeAggregation [48] Average income per age rangeina 1 5 5 1M  map, mapValues,
district filter, reduceByKey

P17 LoanType [111] The count of loan type within a 1 2 2 1M map

region
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Benchmarks Existing dataflow benchmarks like TPC-DS [7] or Big Data Benchmark [6]
are purely performance benchmarks written in SQL and therefore do not contain UDFs and
non-relational dataflow operators. In contrast, the subject programs introduced by prior work
on fuzzing in DISC only operate on a single dataset, omitting an entire class of operators
related to real-world multiple dataset analytics. Therefore, we evaluate DEPFuzz on 17 unique
big data applications accumulated from nearly all publicly available prior work on DISC
testing [48, 111], DISC debugging [100], and real-world DISC use cases [9, 23, 27, 40, 76,
78]. Collectively, our benchmark programs comprise (1) a variety of dataflow operators
transformation (flatMap, map), fusion (join), and aggregation (reduce, group) operators,
(2) UDFs, which are integral to DISC applications, and (3) both single and multiple input

datasets, which are critical for practical data analysis.

The complete list of subject programs is shown in Table 3.2. For example, P7 [78] identifies
the type of transportation used to perform the daily commutes i.e., bus, car, or walk. It
consolidates information on trips from two datasets to find the starting and destination zip
codes, the distance traveled for the trip, and the time it took to cover this distance. Another
program P2 is inspired by a commercial case study of Apache Spark [23]. It analyzes customer
purchase history and rewards eligible customers (more than three instances of $100 spending
in the current year) with coupons valued proportionally to spending. This is a multi-dataset
program that joins the customer information table with the purchase history table. Overall,
the benchmark programs’ size is comparable to real-world industry DISC applications [107],

which are in the order of hundreds of LOC but closed-sourced.

Baselines We compare DeEpFuzz against two baselines: (1) a state-of-art schema-aware
DISC application fuzzer, BicFuzz [111]; and (2) the most advanced commercial-grade coverage

guided fuzzer for the JVM, Jazzer [57], developed in part by Google. We compare against
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these baselines because they are the state-of-the-art fuzzers for DISC applications and JVM-
based applications, respectively. We use scoverage [90] to monitor Scala statement coverage
of the applications. We provide BicFuzz with a seed input constructed by randomly sampling
a row from the dataset, along with a schema of the dataset as in the original work. For
Jazzer, we write interfacing code that converts the random byte stream generated by Jazzer

into formatted datasets expected by the DISC application.

Evaluation Environment We run each tool for up to 24 hours, which is a standard
experimental setting for fuzzing benchmarks, and measure statement coverage (%), cumulative
error detection (%), and error depth (# of operators) in the dataflow graph of the benchmark
programs. We perform these experiments on a 13-node cluster computing environment with
112 cores at 3.10GHz, 52TB storage, and 832GB memory. We run our experiments on Apache
Spark 3.0 and HDFS 2.7.

3.4.1 Test Coverage Against Baseline

Figure 3.8 shows how cumulative statement coverage increases throughout the 24-hour fuzzing
campaign with DEPFuzz and the two baselines. Y-axis represents the percentage of statement
coverage achieved, and the X-axis represents the time elapsed in seconds. DepFuzz significantly
outperforms baselines for programs ingesting multiple input datasets and containing fusion,
aggregation, and filter operators) such as P1-P5. For programs that ingest only a single
dataset (i.e., P6-P17), DepFuzz shows slightly better performance on average in terms of

coverage.

Program P1’s seventh operator is join, where each dataset’s key is a concatenation of three
columns. Since there are six co-dependent columns related by this equality and both baseline

fuzzers mutate each of the six columns independently of the others, they fail to generate
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Figure 3.8: Statement coverage of three tools on 17 benchmark programs during 24 hours
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even a single input with matching keys to pass this join. Even with its schema-aware
mutations, BicFuzz only achieves 28% coverage. Similarly, Jazzer struggles to push beyond
20% coverage with its byte-level mutations. DepFuzz manages to capture the co-dependence
between six columns created by join. It immediately satisfies the constraints early in the
fuzzing campaign through tailored mutations for fusion operators. DEpFuzz achieves 99%

coverage within 24 hours of fuzzing.

In P7, we observe a drastic increase in statement coverage in the first iteration of DEpFuzz,
compared to the baselines. This program uses an aggregation operator, groupByKey, followed
by filter that requires a minimum number of rows with the same key to exercise the code
after filter. Mutations that randomly duplicate any row are unaware of the aggregation’s
key column. Thus, baseline fuzzers do not generate the required rows to pass through filter.
DepFuzz identifies the groupByKey along with the input column that influences the key.
It then duplicates input rows to satisfy the joint constraint imposed by aggregation and

filter. DePFuzz’s superior performance in P2-P4 can be attributed to similar reasons.

DepFuzz also performs better for single dataset applications P6-P17 that do not have any
fusion operators (due to only one input dataset), and their average dataflow operator depth is
only three. DepFuzz performs 140K fewer but more effective fuzzing iterations than baselines
on average due to the higher algorithmic complexity of applying co-dependent mutations.
The baseline Jazzer performs better in P16 because some statements in the program are only
reachable on one specific input value. The chances of reaching such statements (e.g., stmtl
in if (45<x<60){stmt1}) are purely random. Thus, the technique with a higher number of
iterations is more likely to reach these statements. In P16, Jazzer performs twice as many
iterations as DeEpFuzz, which increases its likelihood of arbitrarily changing the input row
from 90024,28,10990 to 90024,46,10990, achieving additional statement coverage. In a

24-hour fuzzing campaign, DepFuzz achieves 29% higher coverage than Jazzer and 13% higher
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coverage than BicFuzz.

To answer RQ5, we evaluate how quickly DEpFuzz achieves coverage compare to baselines by
performing curve fitting with y = ma as the objective function on the cumulative coverage
graphs since the gradient of this line represents the average rate of gain of coverage over the
course of the entire campaign. We find that DepFuzz is 1.3x faster than BicFuzz and 2.1x

faster than Jazzer in terms of the coverage increase rate.

3.4.2 Fault Detection

We measure the fault detection capability of DEpFuzz compared to the baselines. For this
experiment, in each subject program, we inject one fault at each depth of a dataflow graph
and then record the number of faults. We define a fault’s depth as the number of dataflow
operators an input row has to go through before reaching a faulty statement. For example, if
a fault is seeded in a UDF f, where f is an argument to n'” dataflow operator, the fault is
seeded at depth n. For example, the fault in [J-Figure 3.1 has a depth of five because there
are five dataflow operators before the faulty code. We count only the faults triggered from
correctly-formatted inputs, as JaAzzer generates a massive number of ill-formatted inputs that
all lead to parsing errors such as ArrayIndexOut0fBound exception from split(",") [k] due
to missing k' column in input data. Parsing errors are caused by processing ill-formatted
inputs in a program. These errors normally appear in the first operation of a DISC application
that takes a raw, unstructured input and parses it into individual data fields and their types
e.g., keys and values, similar to the first map applied on datasetl and dataset?2 in Figure 3.7.
These errors do not appear if the input data format conforms to the program’s parsing logic.
We evaluate fault detection on two levels: 1) the total number of unique faults detected and

2) the depth within the dataflow graph at which a fault is detected. Note that each dataflow



3.4. EVALUATION 37

— DepFuzz --- Jazzer BigFuzz

. (c) Total Average (b) Single Dataset Average (a) Multi Dataset Average
= 1007 100 - 100 1

T 80| 80| —1780 |

560 e 60 e 60

240 e a0 | a0 |

2 20| 20 R I R
= O Ay FT R 0, IR TTT ATl it bl = T Ll 11l sk il v a Yl gl ey
£ 10° 10t 107 10* 10* 10° 10! 10? 10% 10* 10° 10' 10? 103 10*

Time (s)

Figure 3.9: Cumulative number of faults detected during 24 hours averaged across 17 programs.
(b) shows the average for P5-P17 which ingest a single dataset, and (c¢) shows average for
P1-P4 which take multiple datasets as input.

operator takes a UDF as an argument.

Fault Injection We manually inject faults into the subject programs by randomly replacing
arithmetic operators, binary operators, and constants [62]. For example, sqrt(1-a) becomes
sqrt(.1-a) after injecting a fault, which can lead to NaN error. Similarly, replacing operators
like + with / will inject a division-by-zero error. Prior work on Apache Spark recognizes the
presence of such faults in real-world DISC applications [48]. We also add faults by employing
a range check that throws RuntimeException if a particular column value falls within a
narrow range. For example, a faulty program throws an exception if a string value in a

column starts with "&%".

Fault injection is widely used in practice to evaluate new testing techniques. Automated
fault injection tools such as LAVA [38] and Apocalypse [92] devise a set of principles that
mimic properties of real-world faults. When injecting faults, we also follow these principles,

which are as follows.

o Rare: The injected faults manifest for only a small fraction of possible inputs. We inject

a fault that is triggered if the first column starts with the characters "&%". The number
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Figure 3.10: Depth vs Time for all faults detected by DepFuzz and baselines. @ denotes
centroids of each tool. DeEPFuzz has more points near the top left corner, which means it
detects deeper faults faster than baselines. DEpPFuzz finds more faults than baselines.
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of inputs that can trigger this fault is ~ 256'%. Assuming all inputs are equally likely,
the probability of random mutations triggering this fault is ~ 0.00002, assuming the
row length of 20 ASCII characters. Note that this is an overestimate since, depending
on where the fault is injected, several other control flow and data flow criteria will need
to be met for the execution to reach the injected fault, further restricting the space of

inputs that can trigger this fault.

o Uncorrelated: Finding one injected fault neither increases nor decreases the likelihood

of finding any other faults.

e Reproducible: The faults are deterministic and reproducible in that a single input can

prove the existence of a fault.

o [Fuair: The faults are injected in locations that can be feasibly reached by an automated
technique. For example, no fault is guarded by a branch that requires solving an
infeasible mathematical problem, such as factoring a large integer into its constituent

primes.

In total, we inject 45 faults across 17 benchmark programs. Since the location of a fault may
favor certain techniques, we ensure fairness in fault injection by injecting a fault at each data

processing step in every program.

Fault Detection Figure 3.9 shows the cumulative average number of faults detected on
the subject programs. We report a summary of all detected program faults in Table 3.3. In
Figure 3.9, the Y-axis represents the percentage of cumulative faults detected, and the X-axis
represents the fuzzing duration. DeEpFuzz outperforms baseline techniques in terms of fault

detection. For example, the majority of the inputs produced by Jazzer have an insufficient
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number of columns, which leads to data parsing errors (i.e., ArrayIndexOutOfBound excep-
tion) after the split operation. Similarly, in P1, BicFuzz spends over 50% of its iterations
triggering the same four parsing faults in the first UDF, causing only NumberFormatException.
Table 3.3 lists the total faults detected by DepFuzz, BicFuzz, and Jazzer. On average, DEpFuzz
finds 3.4x more faults than Jazzer and 84% more faults than BicFuzz due to co-dependence
aware mutations. DepFuzz’s strengths in fault detection are noticeable in P1-P4 and P7,
where co-dependence aware mutations help DeEpFuzz go past the fusion operators and reach

deeper dataflow operators.

Detecting Deeper Program Faults We stratify the injected faults by their dataflow
operator depth. Figure 3.10 shows a scatter plot that visualizes the depth of the faults across
17 programs. The top of the plot represents deeper, hard-to-reach faults, whereas the bottom

represents faults in the initial phases of the application.
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Table 3.3: Running time of the original subject program and the instrumented program with
taint analysis along with total errors detected by each tool.

Application Execution Time Faults Detected

Program Original Instrumented  Overhead DerFuzz BigFuzz Jazzer
P1 9.4 36.2 3.9 7 0 0
P2 15.6 149.2 9.6 3 0 0
P3 54.8 768.4 14.0 3 2 0
P4 11.2 27.8 2.5 1 1 0
P5 17.4 174.2 10.0 1 1 0
P6 7.0 13.0 1.9 1 1 0
P7 7.0 17.6 2.5 1 0 0
P8 7.0 12.8 1.8 2 2 1
P9 5.8 6.6 1.1 2 2 1
P10 6.8 12.0 1.8 3 2 3
P11 6.6 12.0 1.8 4 1 0
P12 4.8 5.8 1.2 1 1 0
P13 5.0 9.6 1.1 1 1 1
P14 5.0 6.0 1.2 2 2 2
P15 5.0 5.8 1.2 1 1 0
P16 6.8 8.0 1.2 1 1 0
P17 4.8 6.0 1.2 1 1 0

Total Faults Detected 35 19 8

The scatter plot shows that, overall, DEpFuzz finds faults that reside at a deeper dataflow
depth. In P1, for instance, DErFuzz finds a total of 7 faults across three different dataflow
depths (3, 4, and 6), whereas both BicFuzz and Jazzer are unable to find any. The plot also

shows that DeEpFuzz is consistently faster at finding deep faults than baselines. For example,
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in P3, the deepest bug is triggered by BicFuzz a little over an hour into the fuzzing campaign,
whereas DePFuzz finds it within the first minute. Although the time difference is smaller for
single dataset programs (P6-P17), a similar pattern can be observed. For example, in P14,
DepFuzz finds the deepest bug within the first two minutes, whereas BicFuzz takes over 13
minutes. Figure 3.10 also shows the centroids with @ for each tool. The size of @ represents
the number of detected faults. Note that the gaps between the centroids are larger than they
appear due to the log-scaled x-axis. On average, the deepest faults detected by DepFuzz are

1.1 operators deeper than BicFuzz and 0.9 operators deeper compared to JAZzZER.

3.4.3 DeprFuzz’s Instrumentation Overhead

DepFuzz enables dynamic taint analysis in a trial execution (7.e., running an instrumented
program on the original input data) to identify co-dependence relationships. Note that this is
a one-time overhead for the first run and is not a recurring overhead for each fuzzing iteration

because its goal is to infer co-dependence constraints from existing data.

Table 3.3 shows the time difference between an instrumented run and an uninstrumented
run on the original input datasets. For instance, in program P1, the trial execution for
dynamic taint analysis takes 36.2 seconds, whereas the original program takes 9.4 seconds to
process the same amount of data. This overhead is higher in programs with multiple datasets,
aggregator operators, and fusion operators, P1-P5, as they introduce complex dependencies
among columns and rows. These co-dependences are represented in dense taint objects (i.e.,
RoaringBitmaps [28]). Across the 17 programs, the first instrumented run’s overhead is 1.1x
to 14x of the first uninstrumented run. Note that this overhead is a one-time upfront cost
and the rest of the fuzzing loop does not require running an instrumented version with taint

monitors; therefore, in the long run, the cost of using DErFuzz becomes negligible compared
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to many hours of fuzz testing. DEPFuzz’s runtime overhead is on par with other taint analysis

approaches on DISC applications [95].

3.4.4 Limitations of Dynamic Taint Analysis

While dynamic taint analysis helps DEpFuzz extract curcial information from the program,
in practice, it is incomplete. Based on our benchmark and knowledge, we construct a
microbenchmark to capture patterns that cause loss of taint. Table 3.4 summarizes patterns
A-D that result in our dynamic taint analysis being incomplete, along with illustrative

examples and the corresponding microbenchmark cases.

Table 3.4: Theoretical limitations of implicit taint propagation. In each example, t is a
tainted primitive type. Ocurrences denotes the number of programs in which the pattern
appears.

ID Pattern Example Ocurrences
A Type casting t.asInstanceOf [String] 1
B Library calls math.min(t, 3) 3
C  Pattern matching case t: Int => .. 1
D  Complex types new Record(t, "init") 1

These patterns represent fundamental limitations of implicit taint propagation rather than
implementation oversights in DEpFuzz. For A (type casting), explicitly casting a tainted
primitive to another type using asInstance0f produces a value of the target type at the
JVM level, stripping away DepFuzz’s tainted wrapper in the process. Because the cast
bypasses implicit conversions, the resulting value carries no provenance metadata even though
it is derived from tainted input. While taint may be recoverable in specific cases, it is not

possible to automatically detect and repair every cast site in general. For example, P11
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casts each movie rating to Any using asInstance0f [Any], a common programmer hack for
accommodating heterogeneous data in aggregation UDFs, and this cast causes a loss of
taint. For B (library calls), standard library functions operate on plain JVM types rather
than DepFuzz’s tainted primitives. When tainted values flow into such calls, they must be
unwrapped or the call returns an untainted result, breaking the taint chain at the library
boundary. Individual library functions can be replaced with tainted versions, but no finite
instrumentation strategy can cover the full space of library APIs. For example, P3, P5, and
P17 perform calculations that rely on the Scala math library. For C (pattern matching), type
tests in a match expression such as case t: Int inspect the runtime type of the scrutinee
directly rather than through DepFuzz’s tainted wrappers. Implicit conversions are not applied
in this context, so a tainted primitive cannot satisfy the type test unless taint is preserved
explicitly in the scrutinee; otherwise the pattern is ill-typed or forces taint to be stripped
before the match. For D (complex types), user-defined and library complex types expose
arbitrary constructors, methods, and data shapes that route values through code paths
outside DepPFuzz’s implicit conversion mechanism. When tainted primitives are wrapped in or
passed through such types, taint metadata is not automatically propagated across the type
boundary, so it is not feasible to define complete, automatic propagation rules for all possible
operations. The most common way this limitation arises is through string interpolation. For
example, in P7, an intermediate row is constructed using s"$t1,$t2" where both t1 and t2
are tainted values. This string interpolation desugars to a call like StringContext(..) .s(..),
which produces a new string, but the taint information attached to t1 and t2 is lost in the
process because the construction involves a complex type and implicit library calls. Thus,

taint propagation cannot be guaranteed through such operations.

This microbenchmark can be found in the DeEpFuzz Github repository [1].
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3.5 Chapter Summary

Traditional fuzzing is ineffective for DISC applications due to requirements to handle un-
structured inputs, a lack of schema, the inability to handle multiple datasets, and their
large input size. In this work, we introduce DepPFuzz, a technique that uses fine-grained
provenance tracking to infer complex co-dependence constraints created by dataflow operators
and user-defined functions. The key insight behind DepFuzz is to orchestrate co-dependence
aware mutations on multiple input datasets in concert. DEPFuzz increases code coverage fast,
finds more defects, and finds defects that are hard to find—29% higher statement coverage,
2.1x faster, and triggering faults that are 0.9 operators deeper than the ones found by the

state of the art commercial fuzzer for JVM.



Chapter 4

Natural Input Generation for Big Data

Analytics

4.1 Introduction

Nearly all fuzzing techniques, including the one proposed in the last chapter, have one
objective: achieve high code coverage as fast as possible. Every fuzzing iteration meets this
objective by aggressively mutating the seed input. Due to the emphasis on incremental input
mutation, fuzzer-generated inputs are often unrealistic. In DISC applications, developers
are naturally reluctant to adopt such tests, as they rarely mimic real-world production data.
Prior work on database (DB) testing noted that unrealistic inputs often fail to satisfy implicit
integrity constraints [12]. Another drawback of fuzzer-generated inputs is that they implicitly
prioritize syntactic faults rather than semantic faults located in deep, hard-to-reach regions.
Albeit rarely, when fuzzing does manage to find a semantic fault, the developer may find it

difficult to fix its root cause due to lack of readability.

ML-based synthetic data generators such as Synthetic Data Vault (SDV) [84] could also
produce synthetic test data given a training dataset. However, these tools are not designed
for the purpose of exercising different program paths, suffering from low coverage. They
require an explicit schema or type information, making it unsuitable for big data analytics

that ingest unstructured or semi-structured data, where each field is identified on the fly

46
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without a predefined type. We quantify the limitation of using a synthetic data generator for

testing purposes in our experiments (Section 4).

NaturaLFuzz aims to achieve high code coverage while producing natural inputs. NATURAL-
Fuzz is built on the insight that existing datasets are themselves a rich resource for producing
natural synthetic inputs. NaturaLFuzz leverages an interleaving mutation strategy that
combines selection and splicing to generate novel inputs. It first profiles individual branches
and identifies how different regions in existing input dataset influence branching decisions
within a target program. It then splices out one constituent part from one input region and
injects it into another, creating a brand new input that is sourced from different parts of the
original input. For instance, if an application analyzes sales in November of 2022, the input
dataset may contain over several years of sales data, making most of it irrelevant for testing

this particular application.

To this end, NaTuraLFuUzz dynamically profiles individual rows. It collects the provenance
of each variable used in boolean expressions. For example, for sales.filter(year ==
"2022" AND month == "Nov"), using fine-grained data provenance, it replaces year with
sales.col(10) and month with sales.col(11) by tracing these variables to sales’s 10th
column and 11th column respectively. NATURALFuUZZ uses this provenance to identify whether
each row in the dataset reflects a true or false branch evaluation. This branch-level profile is
encoded as a bit vector. Finally, NATurRALFuUzz leverages this information to efficiently identify
a subset of input rows that are likely to explore new, unseen branch coverage. NATURALFUZZ
only needs to run the application with the full data once for profiling, after which it performs

fuzzing locally.

To evaluate NaTUurRALFUZZ, we use a set of eight data-intensive applications from the TPC-
DS benchmark [7]. We compare our technique against two available baseline techniques:

Jazzer [57], a coverage-guided greybox fuzzer for Java bytecode based on LibFuzzer [94]; and
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BicFuzz [111], a greybox fuzzer for DISC applications. Our evaluation aims to answer three
questions about our fuzzer. Does NaTuraLFuzz achieve more coverage than the baselines?
Does NaturaLFuzz detect more faults? Are the inputs generated by NaTturaLFuzz more
natural? In order to evaluate the fault detection capability of the techniques, we use mutation
testing. We inject faults into the benchmark programs by flipping binary operators to create

mutant programs and compare outputs against the reference program.

NaturaLFuzz achieves an average of 77.6% coverage, across programs adapted from com-
mercial benchmarks in data analytics, which is 19.9% more than BicFuzz and 46.5% more
than Jazzer. It also finds 11.3x more faults than Jazzer and 1.7 x more faults than BicFuzz.
In addition to outperforming baselines, NATUrRALFuUzz adheres to the strict constraints of
generating only inputs that are natural, which we define to be inputs that are likely to
be observed in the original datasets. We use perplexity [87], a well-known metric in the
language modeling literature to quantify the naturalness of inputs generated by all tools.
We also compare our tool against a state-of-the-art machine learning-based synthetic data
generator and compare the feasibility of such a tool for natural test generation compared to

NaturaLFuzz.

The contributions of our work are summarized below:

o« We are the first to incorporate the notion of naturalness and realism into fuzzer-

generated data without sacrificing coverage and fault detection potential.

o Borrowing insights from the machine learning community, we use language modeling to
quantify the naturalness of inputs generated by our technique and compare it to SDV,

a synthetic data generator.

o We develop novel interleaving mutations that can generate novel, yet natural inputs.

We quantify the naturalness of our inputs relative to baselines using a well-known
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dates.csv \‘: store_sales.csv !
date_sk,year,month,day,holiday ss_item_sk,ext_price,discount,sold_date_sk
2415326,1999,11,23,Y ey 14386,387.31,5.03,2451181
2415327,1989,11,24,N 14386,387.31,5.03,2451181
FILTER | | e .
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month == 11 ;
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JOIN <
\ 4
date_sk == sold_date_sk
‘ FILTER
manufact_id == “apple”
JOIN < |
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REDUCE BY KEY .g 1998,9013003,exportiunivamalg #3,2329.48 A

. R 1998,4004001,edu packedu pack #1,1655.33 A
SUM: {ex‘t_pr‘1ce+c.llscount} > 1998,4004001,edu packedu pack #1,1655.33 A
KEY: year,brand_id,brand 1998,4004001,edu packedu pack #1,1655.33 A

Figure 4.1: Dataflow graph of a program that computes the total sales price of items from a
particular manufacturer for each year. The + operator in the reduceByKey should be a —
and is incorrect, leading to incorrect values in the output.

metric in the natural language processing literature.

o We implement our technique in a tool called NaATurRALFUZZz. NATURALFUZZ is developed
in Scala for Apache Spark and its key idea generalizes to other big data analytics that
ingest unstructured or semi-structured data. We make our code and data available at

https://github.com/SEED-VT/NaturalFuzz.git

4.2 Motivating Example

To motivate realistic input generation, we discuss Query 3 from the TPC-DS suite, a

commercial benchmark used to measure the performance of decision support queries.

TPC-DS Query 3 finds the total revenue generated in November by all item brands of


https://github.com/SEED-VT/NaturalFuzz.git

50 CHAPTER 4. NATURAL INPUT GENERATION FOR B1G DATA ANALYTICS

store_sales.csv |
%
?

53533333333323333333335°¢

[ store_sales.csv
56420790, 1594439997, 936899531, 1896538575, null, 1241952722, null,..
878734717,983972108, 1282084834, 453842303, null, 1447655483, ..

| dates.csv__ )
282073180, AAIAtAA_5X@NE42,19N0-11-

1$,134407708,1753342636,77104519, ,1860796132,8051711468,1619811146, 752938603, 30
181069,451320276,s, fVnd’ ..

dates.csv

WW(s55555553535353TS5555R5555555555353333535352505

item.csv
657109236, ASAMGAAABAAAAQSV, b9S7aA)=2A, |ull, v#rQcul""t#_ sBtos(w3MD not
ps$Vi:e+1p05ly.NQjaun,1.95679629E9,4.33749536E8,1674187758,Zxpor=ib>Sud
#2,171591989,k0Js, 1621462001, Hame, 753363423, prcouHhnouH™ r,N6A, 53b782g029965dra
b316,p5ff,ssl, [nVZ+wn, 2064033299, m1<xt1641357980, }8AAAAAAB[ANiAD6,19B7E54sCw,n
b]1l,Agrlp+lturaq s(_eDke]@a no” p_ovkEy sWb# ..

33333333333333333333533333332355,5COverageNeagesure
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(c) Input generated by NaturalFuzz that exposes fault. Mutated columns are highlighted in yellow.

Figure 4.2: Sample inputs generated by each tool.

a particular manufacturer for a given store. Figure 4.1 illustrates the dataflow graph of
this query with relevant operators. The query first reads data from three CSV (comma-
separated) datasets. Dataset dates contains information on sales-related characteristics
about each day, e.g., which quarter the date belongs to, or whether a day immediately follows
a holiday or not. This table has 28 columns, although most columns are omitted for clarity.
Dataset store_sales contains each item purchased at the store. The columns ss_item_sk,
ext_price, and discount represent the serial key of the item sold, the extended price of the
item (i.e., the price after including all taxes and fees), and the amount of discount applied to
the item. Dataset item contains available items in the store. The columns brand_id, brand,
and manufact_id represent the brand identifier, the brand name, and the manufacturer

identifier respectively.

The query first applies a filter operation on dates to select dates in November. Then it
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performs an inner join with store_sales using data_sk and sold_date_sk as the joining
columns from dates and store_sales respectively. This computes all the sales that happened
in November of every year. Next, the program filters item to obtain only the items belonging
to the specified manufacturer identifier such as apple. The resulting data is then combined
with the result of the previous join via another inner join to obtain sales of products from
apple. The resulting data is then reduced using reduceByKey that adds ext_price and
discount. The operator uses brand and year as the key. The resulting data contains the

total amount earned by the store selling each item of manufacturer apple every November.

Program Fault. This application is developed with an assumption that discount is a
negative number i.e., if the discount was $4, then the column has —4. That’s why the column
discount is added to the sales price instead of being subtracted, as shown in Figure 4.1.
When some input rows have a discount column with a positive number, the test predicate
below would fail for some groups (year, brand_id, brand), since the discounted price is
greater than the original price, as shown in the final output box and the store_sales.csv

box in Figure 4.1.

def test_oracle(output_row, original_price):
if (output_row.discounted_price > original_price) false

else true

Limitations of Existing Fuzzers. We run a commercial fuzzer, Jazzer, on Query 3. Even
after 7000 iterations, it fails to generate any input that reaches the faulty statement in the
user-defined function of reduceByKey. Jazzer generated tests achieve only 58.8% statement
coverage because it spends over 2000 iterations in failing to produce the required number of
columns across the three datasets. At iteration 2017, it finally generates the correct number
of comma-separated values. Figure 4.2-(a) shows Jazzer generated tests. It struggles to

generate any sales data for November with the manufacturer apple, thus not being able to
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go beyond the first filter operation. Alternatively, we run BicFuzz, which is a domain-specific
fuzzer for Apache Spark applications. It uses schema-aware mutations, yet it fails to generate

data (shown in Figure 4.2-(b)) that satisfy the join and filtering constraints, generating data.

Both Jazzer and BicFuzz generate unintelligible inputs. Jazzer mostly produces empty
columns. Although BigFuzz’s schema-aware mutations generate correctly formatted data,
they are not natural nor comprehensible to a human. Column 3 in item.csv should have
entries in a date format. However, this column is treated as a string value, BicFuzz produces
"p9S7aA)=2A", which has no resemblance to any date formatting. Similarly, every column in
BiGgFuzz has unintelligible values making the entire input very hard for a human evaluator to

analyze.

Benefits of NaturaLFuzz. NaturaLFuzz on Query 3 achieves 95.3% coverage in the first
13 iterations and executes the faulty statement in the reduceByKey operator. It outperforms
the state-of-the-art and generates real-looking, meaningful data compared to meaningless
inputs by baselines. The inputs generated by NatruraLFuzz are shown in Figure 4.2-(c).
NaTuraLFuzz’s effectiveness as a testing tool is owing to its ability to detect branches in
the source code and associate each row in the dataset with a set of exercised branches. In
this example, NATURALFUZZ locates explicit branch conditions in two filter operations on
dates and item datasets. It also detects implicit branches in two join operators. Implicit
branches are dataflow branches that can affect the execution of downstream code if certain
dataflow conditions are not met. In the case of join, if neither dataset contains a matching
value in the key column, no data is produced as output, and dataflow is thus terminated.
NaturaLFuzz samples 10 rows that satisfy each implicit and explicit branch individually.
It performs interleaving mutations using the sampled rows, randomly slicing out columns
from one row and inserting them into different rows. By iteration 13, it generates the inputs

shown in Figure 4.1-(c), triggering the faulty code line. The outcomes generated using these
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Interleaving Mutation
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Figure 4.3: How interleaving unlocks new paths in the program

inputs indeed include rows where test oracle is violated, i.e.,, a discounted price is greater

than the original price.

4.3 Approach

There are several technical challenges in synthesizing natural inputs that also achieve high
coverage and fault detection. Multiple, large-scale inputs to big data analytics exponentially
increase the search space of potential targets to apply mutations. Operators such as join also
create co-dependence constraints on the type and location of input mutations. Since most
mutations are low-level bit or byte-level mutations, nearly all existing mutation strategies

exclude natural inputs.

NaturaLFuzz is a white-box fuzzer that uses novel interleaving input mutations instead of
traditional bit/byte level mutations to strategically create new test inputs that look natural
and achieve high code coverage. NaTuraLFuzz first performs a one-time dynamic path

profiling to capture the application’s implicit and explicit branch predicates using taint
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Figure 4.4: Branch predicate expressions, bit vectors, and augmented datasets constructed
by NaturaLFuzz.

analysis. It then uses these predicates to map every row in input datasets to a path vector for
each row. This information is then used to minimize the data, keeping only a small sample
of rows against each program branch. In the final steps, NATURALFUZZ uses its interleaving
mutation to generate inputs that look natural and directly influence some branching decisions

in the application.

4.3.1 Interleaving Input Mutation

NaturaLFuzz’s interleaving mutation mutates input datasets by substituting a piece of input
row (recipient) with a corresponding piece from a different location in the input (donor). Such
substitution of constituent input parts is highly effective in creating a natural input row that
achieves better code coverage than the two input rows alone. This is because the recipient
and donor input rows may not individually trigger new program paths. Their constituent
parts may not be effective in changing branch predicate evaluations needed to exercise new

paths. However, substituting constituent parts in the two rows may create a combination of
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constituent parts needed to flip branch predicates and trigger a new path. Figure 4.3 shows a
simple example where a branch not covered by the original data can be explored if the data

is interleaved.

Finding useful interleavings of existing data is technically challenging. First, most interleavings
of the data are redundant and do not improve code coverage. Second, the complex interaction
of input datasets with the programs creates implicit dependencies between inputs that add
another layer of constraints toward finding coverage-enhancing input interleaving. These
dependencies are often formed due to dataflow operators like join or reduce. For instance,
in join, an entry in one column of a dataset must contain in a column of another dataset,
leading to an implicit branch: if(datal.col[1].contains(data2.col[1])). Lastly, an
exhaustive search over all interleaving is not computationally feasible. To apply interleaving
mutations effectively, we must locate the precise constituent parts in each input and then
measure the impact of each row’s constituent part on every branch predicate, implicit or
explicit, in the program. This is the key information needed for the substitution of constituent

parts across input rows that will explore new program paths.

4.3.2 Fine-grained Branch Profiling

To enable effective interleaving mutations, NATURALFuzz identifies which constituent parts
(rows and columns) in input datasets influence the branching decision of a given implicit or
explicit branch in the program. This is the minimal information needed to model how certain
input rows can satisfy a path’s constraints and exercise the corresponding path. To capture
this information, NaTurRaLFuzz statically analyzes the program and locates the boolean

expressions inside branch predicates in the program.

Our key idea is that since branches are primary hurdles in achieving high coverage, we can use
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case class TaintedInt(value: Int, t: Taints, expr: Expression){
// overloaded + operator
def +(rhs: Int): TaintedInt =
return new TaintedInt(value + 1lhs,
t,
expr.add("+", rhs))
def +(rhs: TaintedInt): TaintedInt =
return new TaintedInt (
value + rhs.value,
union(t,rhs.t)
rhs.add("+", rhs.expr)
) // more overloaded operators

Figure 4.5: Taint analysis enabled Int type in Scala

fine-grained knowledge of branch predicates to select only as many rows as necessary to satisfy
constraints imposed by these branches. In addition to capturing the predicate expressions
in every branch, we associate each variable in the expression with its source in the dataset,
finding the constituent parts in input rows that directly influence the branch predicate. For
example, in the expression a > b, a may be sourced from column 22 of dataset-1 and b may
be column 3 of dataset-2. NaturaLFuzz is able to identify this and translates this expression

to dsl.col[22] > ds2.col[3].

We use fine-grained taint analysis to associate variables in the branch predicate with con-
stituent parts in inputs. We extend the taint analysis engine of FlowDebug [100] to support
column-level tainting and expression propagation. FlowDebug overloads data types and their
constituent operations to propagate taints. We augment its taint object with a third field, re-
sulting in a 3-tuple of the form (Value, Taint, Expression). The Expression is a binary
tree structure that tracks how the variable was constructed. For example, the Expression of
a variable x = a + b would be stored as Tree (Node(a), Node("+"), Node(b)). Figure 4.5
shows an example of how the primitive Integer type is modified to support taint propagation
and construct branch predicate expression. With each variable, we maintain a list of offsets

from where the variable value originates and the branch predicate expression that the variable
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influences in the form of an Abstract Syntax Tree (AST). This expression tree is a binary
tree of operators and values that are populated as operations are applied to the variable.
Each variable’s tree provides information on how to compute its value from the original
dataset, owing to taint analysis. Figure 4.4 shows how the tree is developed as operations
are performed. Similar to FlowDebug, NaTuraLFuzz applies an automatic rewrite to use

taint-enabled data types in Apache Spark.

After enabling taint analysis, NaATURALFuUZzz captures branch predicates by statically traversing
the application’s AST. It injects a monitor function around branch predicates as shown
in Figure 4.4. Monitor functions take the branch predicates as inputs and return their
evaluation at runtime. In addition to that, since Apache Spark applications run in a
distributed environment on physically separate machines, monitors make use of Apache Spark
Accumulators [10], which are Spark’s mechanism to send small amounts of information from
a worker node to the master node. We use Accumulators to send the information captured
by monitors to NaturaLFuzz. After finishing the initial application run, NATURALFUZZ
successfully retrieves the predicates from all implicit and explicit branches in the application
and the constituent parts in the original input that for each variable involved in the predicates.

Figure 4.4 shows the output of this first step.

4.3.3 Computing Path Vectors

After taint analysis, NATURALFUZZ executes the application on the original input datasets
to measure each input row’s satisfiability against every branch predicate and encode this
information in a bit vector, called path vector. A path vector is a binary number string that
encodes the result of each branch evaluation for a particular row in the dataset. Figure 4.4

shows how these vectors are computed. The fine-grained knowledge of how constituent input
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parts affect branch predicate evaluation can help synthesize new inputs by mixing constituent

parts from different rows, resulting in an unseen path vector.

In Figure 4.4, for each branch predicate, we obtain a corresponding Boolean expression.
There are a total of four branches in the program: two filters with explicit predicates; and
two joins with implicit predicates. We model the implicit predicate of join as a contains
function. This is because when an inner join is performed between two datasets, in order for
the data to flow past the join, dates must contain at least one row where the value of the

key column matches the value of the key column of at least one row in store_sales.

In order to compute the path vector for each row, we scan the dataset linearly and evaluate
each branch expression on each row, encoding the true or false evaluation as a binary value.
This creates an augmented dataset as shown in Figure 4.4. We use two bits to encode the
results of a single predicate. While it is possible to encode the result of each branch as a
single bit, we need two bits because certain rows may not affect the outcome of a predicate.
For example, in ds1.join(ds2) .filter(ds2.col[1] < 2022), the expression ds2.col[1]
< 2022 does not depend on any rows from ds1. The role of rows from ds1 is undefined for
the predicate and thus, the expression cannot be judged to be either true or false for any row
of ds1. Therefore, we need three possible values: true (10), false (01), and undefined (00).

The value of 11 is unused. 2n size bit vector is needed for a program with n branches.

4.3.4 Fuzzing with Interleaving Mutation

After gathering the branch profile of each row in the input dataset, NATURALFuUzz initiates
its fuzzing campaign that exclusively uses interleaving mutations. As with any fuzz testing

approach, a good quality seed input is required for effective testing.



o N O LA W R

HE HHE E R m
N0 A WN O ©

4.3. APPROACH 59

Algorithm 1: Seed Input Selection Algorithm

Input: A set of datasets D
Output: A set of minimized datasets D,,,;,,
D < computePathVectors (D)

aug
V<0
forde€ D,, 4 do
d?nin — {}
for row € d do

v < getPathVector (row)

if V# (V|v)then

ifd; € D,,;,, such that d;.join({row}) # 0 then
dmin — dmzn U {FOW }

V—V]|v
end
end
end
Din < Dpin U dnin
end
return D

min

Seed Input selection Using the branch profile of input datasets, NaturaLFuzz filters
the original dataset to obtain selected rows that assist it in achieving high coverage. The
goal is to obtain a set of rows that can satisfy complex constraints in the program while
being small enough for local fuzzing campaigns instead of fuzzing the entire input datasets
on the cloud, which is inefficient. Selecting a small seed input is also crucial in reducing the
potential locations to apply interleaving mutations. Our key idea is that since branches are
primary hurdles in achieving high coverage, we can minimize such locations by reducing the

input data to a small set of rows that satisfy constraints imposed by these branches.

Algorithm 1 shows how path vectors can be used for obtaining a set of rows that achieve
high coverage. It selects only those input rows that increase the cumulative code coverage.
The computePathVectors function computes the path vectors for all rows across all datasets
to create the augmented set of datasets, D,,,,. Once these path vectors have been assigned

for each row in D we iterate over all rows of all augmented datasets, selecting rows

aug’
that exercise new branch decisions, and adding those rows to the minimized dataset, d,,,,,, .

Algorithmically, we include input when the bitwise OR of (1) the path vector of the input row

and (2) the cumulative bitwise OR of the path vectors for all the rows in d (represented by

min
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V) is never seen before. Since the path vector only tracks true or false decisions, conditions
like matching keys for a join operation must be explicitly checked. In such cases, even if the
path vector for the row contains true against the implicit join condition, it may not have a
matching key in the d,,,,,. Therefore, we check for join satisfaction with relevant datasets in
D, .., before adding it to the minimized dataset. The algorithm returns the minimized set of

datasets D which will act as the seed input.

min>
Despite reducing data to only a necessary subset, we must ensure enough data for interleavings
is available to produce novel input rows triggering new paths. This entails amplifying our
donor input set by expanding on the seed input. We perform stratified sampling of the input
datasets, where each stratum represents a set of rows that explore a specific branch decision
in the application. For each branch, we filter the rows that are true for that branch by taking
a bitwise OR with 10 at that position. We sample r rows per condition from each dataset,
where r is a configurable parameter. This means that if we have b branches in the program,
the donor set will contain b * r rows. Note that the donor set is different than the seed input

(although initiated from the seed). It is simply used as a source for generating inputs.

Interleaving Mutation Application At each fuzzing iteration, NATURALFUZZ mutates the
seed input by interleaving random columns from the donor set. When applying interleaving
mutation, a random column from a random input row from a donor set is selected and spliced
into its corresponding column position in the seed input. NaTuraLFuzz performs interleaving
among input rows from the same stratum, which is also selected randomly to add variability
in new input. Since the donor set and seed input is created with high sophistication, random

interleaving between the donor and seed input set is enough to promote new coverage.
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Figure 4.6: Statement coverage progress of NaATurRaLFUzz and baselines on eight benchmark

programs.

4.4 Evaluation

Our evaluation aims to answer the following research questions:

« RQ1: Does NaturaLFuzz perform better than baselines in terms of coverage?

« RQ2: How successful is NaturaLFuzz in finding program faults compared to state of

the art?

« RQ3: How realistic are inputs generated by NaTuraLFuzz compared to baseline fuzzers?

« RQ4: How useful are state-of-the-art synthetic data generators for natural test input

generation for DISC applications compared to NaTuraLFuzz?
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Table 4.1: Benchmark programs and their descriptions as taken from the TPC-DS Specification

[7]

ID Description Datasets

A Find customers who have returned items more than 20% more often than the average 4
customer returns for a store in a given state for a given year

B Report the total extended sales price per item brand of a specific manufacturer for all 3
sales in a specific month of the year

C List all the states with at least 10 customers who during a given month bought items )
with the price tag at least 20% higher than the average price of items in the same
category

ompute the average quantity, list price, discount, and sales price for promotiona

D C te th tity, list price, di t, and sal ice f tional )
items sold in stores where the promotion is not offered by mail or a special event.
Restrict the results to a specific gender, marital and educational status

E Compute the revenue ratios across item classes: For each item in a list of given 3
categories, during a 30-day time period, sold through the web channel compute the
ratio of sales of that item to the sum of all of the sales in that item’s class

F Report the total catalog sales for customers in selected geographical regions or who 4
made large purchases for a given year and quarter

G Select the top revenue generating products bought by out of zip code customers for a 6
given year, month and manager

H Compute the total revenue and the ratio of total revenue to revenue by item class for 3

specified item categories and time periods.

Benchmarks We use a commercial benchmark suite called the TPC-DS benchmark [7],
which contains SQL queries simulating real-world workloads for decision support systems.
TPC benchmarks are considered a gold standard for database benchmarks and have been
regularly used in prior work on database testing and debugging [79]. We present the results
from eight out of the 99 TPC-DS queries. Prior work DISC application testing has mostly
used simple custom applications, such as WordCount [111], for evaluations that ingest single
input datasets, which is not representative of real-world analytics. Most production DISC
workloads perform analytics on data that typically spans several datasets [7]. We translate
the eight TPC-DS queries to Scala-based Apache Spark Applications, where every application
ingests at least three datasets. Table 4.1 shows the programs used in our benchmark, including

the number of datasets they use and their official description per the TPC-DS specification [7].

Baselines We compare NaTuraLFUZzZ against two state-of-the-art fuzzers in their respective

domains: (1) Jazzer, a commercial fuzzer for Java Virtual Machine (JVM) applications,
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and (2) BiFuzz, the current state-of-the-art for DISC application fuzzing. We provide
BicFuzz with randomly sampled rows from the datasets to act as a seed input as done in the
original work. Jazzer requires the user to manually write targets for each application, which
is interfacing code that converts a byte stream into a format relevant to the program. We
manually provide targets for all programs. None of the two baseline fuzzers are operational on
multi-datasets. To give a fighting chance, we augment the two baseline fuzzers by supporting
mutations on multiple input datasets. We use a Scala compiler plugin, scoverage, to compute

statement coverage metrics.

In addition to fuzzers, we compare NaTuRALFUZZ against SDV [84], a commercial state-of-the-
art machine learning-based synthetic data generator. We seek to evaluate how useful SDV is
for generating natural-looking inputs that are also useful for debugging DISC applications
in practice. For a debugging use case, the size of the generated test case matters i.e.,. the
more minimal the test case the better. To this end, we create three different settings of
SDV: (1) SDV-N, where 25K rows are generated by SDV and it is NOT given any schema
information for the datasets; (2) SDV-S, where 25K rows are generated and SDV is given
schema information; and finally (3) A variant of SDV-S, where only 50 rows are generated and
SDV is given schema information instead of 25K. In contrast, NATURALFuUZz only generates

1.7 rows per dataset per test case.

Fault Injection We perform mutation testing [60] to evaluate fault detection capability
for semantic faults and report the number of errors detected. In total, our fault injections
result in 64 mutant programs. We replace every binary operator in the program with another
randomly chosen binary operator. We run each tool on each mutant for a total of five minutes,
which is more than the time spent on fuzzing by prior work [111]. We further eliminate any

experimental variations by averaging our results over five runs. In total, we run approximately
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Table 4.2: Average overhead and average total errors detected by each tool.

Program Application Execution Time (s) Faults Detected
Original Instrumented Overhead NaturaLFuzz  BigFuzz  Jazzer
A 15.1 58.4 3.9 4.6 0.0 0.0
B 13.2 76.6 5.8 2.6 2.0 1.0
C 45.7 603.9 13.2 4.2 0.0 0.0
D 20.9 317.3 15.2 3.4 5.0 0.0
E 16.2 97.9 6.1 2.3 3.0 0.8
F 26.6 364.6 13.7 1.0 0.0 0.0
G 93.3 1188.6 12.8 2.3 2.0 0.0
H 14.7 79.6 5.4 0.0 0.0 0.0
Total Faults Detected 20.4 12.0 1.8

960 fuzzing jobs. We perform branch profiling steps on large-scale data on a 13-node cluster
computing environment with a total of 112 cores and perform fuzzing locally on the master
node, which simulates how these tools would typically be used. We run our experiments on

Apache Spark 3.0 and HDFS 2.7.

4.4.1 Code Coverage

Figure 4.6 shows the progression of cumulative statement coverage over the course of the
fuzzing campaign using NATURALFUZZ and two baselines. The Y-axis depicts the percentage of
statement coverage attained, while the X-axis indicates the time that has elapsed in seconds.

We observe that NaturaLFuzz significantly outperforms the baselines on average.

In benchmark A, NaturaLFuzz achieves 91.5% coverage compared to 43.9% and 12.1% by
Jazzer, respectively. This is because A ingests four datasets that are all merged together via
a join operator. As described in Table 4.1, the program finds people who return items more
often in a particular state for a particular year. The constraints for the year and state are
imposed using filter operations such as dates.filter(year == 2022). The program also
performs three inner joins to merge the four datasets, imposing a complex constraint that

spans across all four datasets requiring matching keys in every column participating in the
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joins. Jazzer struggles to meet the basic input requirement for the four datasets, resulting in
very low coverage due to failures at the parsing stage. BigFuzz produces correctly formatted
inputs with the correct number of columns due to its schema awareness. Still, it is unable
to produce any input that satisfies the filtering constraint on the dates dataset, let alone
produce any data that satisfies the constraints imposed by subsequent joins. NATURALFuzz
detects these constraints and produces a minimized set of datasets that contains all necessary
rows to satisfy the constraints, resulting in high coverage. The best case performance for
NaturaLFuzz out of five runs is 99.1% statement coverage, whereas the best case observed
for BicFuzz and Jazzer is 43.9% and 12.1%, respectively. NaturaLFuzz outperforms the

baselines on B, C, F and G for similar reasons.

There are cases where baselines perform equally well as NaturaLFuzz. For example, in E,
NaruraLFuzz achieves approximately 1.0% less coverage than BicFuzz. This program checks
if a particular sale falls within a given 30-day time period. Figure 4.7 shows a code snippet
of this program that performs the date-time comparison. It uses Java’s time.LocalDate
library to parse the date string from column 2 of the dataset and applies a range check for

the date using the library’s isBetween function.

The use of the library function is problematic for the underlying taint analysis engine [100]
that NATURALFuUZZ relies on. It loses the taint whenever a library function is called. Even
though the value row.col(2) is tainted, the variable date is not. The function LocalDate
expects an argument of type String as its first parameter, and thus, type TaintedString is
implicitly cast to String, resulting in loss of taint. Consequently, NATURALFUZZ’s coverage
stays 1% below BicFuzz's. The reason BicFuzz achieves 1% more coverage is because it
generates an incorrectly formatted date resulting in an exception being caught at line 11.
Since the NaturaLFuzz does not perform random mutations, it does not generate an ill-

formatted date, avoiding a trivial parsing exception. The results in D and H can be attributed
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import java.time.LocalDate
dates.filter {
row : Array[TaintedString] =>
val start = LocalDate("1999-01-01","YYYY-mm-dd")
val end = LocalDate("1999-02-01","YYYY-mm-dd")
try {
val date = row.col(2) : TaintedString
val conv = LocalDate(date, "YYYY-mm-dd")
conv.isBetween(start, end)
} catch { /* skip row */ }

Figure 4.7: Tainted String on line 7 is casted to String on line 8, resulting in a loss of taint.
This can cause NATURALFUZZ's expression capture to be incomplete.

to similar reasons.

4.4.2 Error Detection

We also evaluate NaTurRALFUZzz and baselines in terms of fault detection. Our goal is to
evaluate the efficacy of the tools in detecting semantic faults rather than trivial parsing
errors. To this end, we perform mutation testing and report the number of mutants killed

as detected errors. We create program mutants by traversing the AST of each program

and replacing binary operators with randomly selected operators. For example a == b is
transformed to a > b. We replace any boolean operators in the set {==, >, >=, <, <=,
=} and any arithmetic operator in the set {+, -, *, /} with some other operator in the

same set. To avoid any planting biases, we do this for every binary operator in all programs.
In total, across all programs, we create 64 mutants. Table 4.2 shows the average number
of faults detected by NatruraLFuzz and baselines. NaTuraLFuzz significantly outperforms
baselines, detecting an average of 20.4 faults compared to 12.0 and 1.8 by BicFuzz and

JazzER, respectively.

For example, in A, NaTuraLFuUzz is able to detect an average of 4.6 injected faults, whereas

BicFuzz and Jazzer are not able to detect any fault. A computes the average number of
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customer returns for a particular state for a particular year. It then multiplies this value by
1.2 and filters customers based on the criteria that customer_returns > avg_returnsx1.2.
During fault injection, this is changed to customer_returns > avg_returns-1.2. Since
this bug appears in the code after all the data has been filtered by year and all four datasets
have been joined, only NaTurRALFuUzz is able to produce data that satisfy the filters and
joins, leading to the code region. In contrast, BicFuzz and Jazzer fail to produce data that
can satisfy the filter and joins. Therefore, the filter predicate is never invoked, and the

fault is never exposed.

4.4.3 Synthetic Data Generators for Testing

Although our primary baselines are fuzzers, we seek to understand the utility of state-of-the-
art synthetic data generators towards the goal of generating realistic test inputs. For this
purpose, we use the SDV [84], a machine learning-based synthetic data generator tool. We
configure SDV to use Conditional Tabular Generative Adversarial Network (CTGAN) [108]
as the tabular data synthesizer. SDV allows users to specify the data type of each column,
such as numerical, datetime, or categorical. However, it has limited support for natural
language text columns. Due to these strict column-type constraints, SDV is unable to train
(and eventually crashes) on input rows that do not adhere to column type (e.g., null values).
Therefore, we label each column in input datasets as categorical to prevent any potential
crashes. Because CTGAN encodes all categorical columns as one-hot vectors by default, it
can result in significant training overhead. To overcome this, we sample 1000 rows from the

real table as the training data and train the model for the default 300 epochs.

DISC applications are often written for semi-structured and unstructured datasets, where

inferring correct input schema is non-trivial, if even possible. Therefore, in order to perform
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a comprehensive assessment, we evaluate SDV in three settings (1) When the input schema
is available (SDV-S) and (2) when the input schema is unavailable (SDV-N). We run both
SDV-S and SDV-N in a one-shot setting by training it on the original data and using it to
generate 25K synthetic rows. This number is roughly equivalent to the total number of rows
in all test inputs generated by NaturaLFuzz in the given time budget. We then measure the
statement coverage and fault detection capability of these 25K rows. (3) Finally, in order to
show how SDV performs when tasked with generating small test cases that are useful for

debugging, we also use SDV to generate 50 rows per dataset instead of 25K.

Table 4.3 reports the results of these experiments. The coverage and fault columns show the
average final coverage and faults detected by each tool respectively. The time column shows
the total test generation time in minutes. For NaTuraLFuzz, the test generation time is the
sum of the time it takes to profile the program and fuzz it. For SDV, the test generation
time is the sum of the total time needed to train the SDV machine learning model and the
time taken to generate 25K rows for each table. All the experiments of SDV were run on a
Dell PowerEdge R630 Server with 224GB RAM and 2 Intel Xeon E5-2640 v3 2.60GHz 8-core

processor CPUs running Ubuntu 22.04.

Coverage In terms of coverage, NaATURALFUZzZz outperforms all three baselines on average,
achieving an average final cumulative coverage of 77.6% compared to 74.9% and 63.8% by
SDV-S and SDV-N, respectively. The high coverage achieved by SDV-S is expected since
it generates 25K rows per dataset. We notice a significant drop in coverage (~ 17%) when
only 50 rows are generated. Note that NaATurRALFuUZZ achieves high cumulative coverage while
generating significantly less than 50 rows per dataset (typically two rows). We observe a
noticeable difference in coverage between SDV-S and SDV-N. Without the schema, SDV-N

is equivalent to random sampling as it considers each unique input row as a new category.
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Table 4.3: Comparison of coverage, fault detection, and generation time between SDV and
NaTuraLFuzz. Time is reported in minutes.

SDV-N (25K rows/dataset)

SDV-S (50 rows/dataset)

Program Coverage Faults Time Coverage Faults Time
A 7.2 0.0 5.8 50.1 0.0 179.5
B 65.9 2.0 5.6 62.4 2.0 196.6
C 18.6 0.0 9.4 17.5 0.0 248.4
D 73.4 3.4 7.7 67.0 2.0 200.2
E 71.9 3.0 5.6 68.8 3.0 303.4
F 66.1 1.0 7.4 62.5 1.0 335.6
G 71.3 4.0 9.6 67.5 3.0 248.9
H 66.4 0.0 5.4 66.4 0.0 316.6
Total Faults 13.4 Total Faults 11.0

Avg Coverage 63.8 Avg Coverage 57.7

SDV-S (25K rows/dataset) NarturaLFuzz (1.7 rows/dataset)

Program Coverage Faults Time Coverage Faults Time
A 60.0 1.8 181.1 90.7 4.6 6.2
B 95.5 5.6 198.2 83.8 2.6 6.6
C 57.7 1.2 250.6 74.8 4.2 15.7
D 70.1 4.0 201.9 68.2 3.4 11.6
E 71.9 3.0 305.9 71.5 2.3 6.8
F 89.6 2.0 338.3 70T 1.0 11.3
G 80.4 4.4 251.0 84.1 2.3 25.8
H 73.8 0.0 319.1 70.5 0.0 6.5
Total Faults 22.0 Total Faults 20.4

Avg Coverage 74.9 Avg Coverage 77.6

During data generation, its generative model uses the knowledge of categories to select one

category, which happens to be an input in the training data. SDV-S does not generate

completely novel input rows compared to the training dataset. However, due to its training

on columnar data, where each unique entry in a column is considered a category, it produces

new rows by selecting random categories from each column.

Fault Detection We observe that SDV-S, manages to detect 22.0 faults on average

compared to 20.4 by NaturaLFuzz. Without the schema, it detects only 13.4 faults in total
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on average. However, it is important to note that SDV is generating a single input containing
25K rows per dataset. Table 4.1 shows that benchmark programs ingest three or more
datasets. Thus, SDV must generate at least 25K rows for each dataset. For example, for A,
the total data generated will be 100K rows. Although it is expected for an input of this size
to trigger all these errors and achieve high coverage, this is not ideal for testing. In order to
test if SDV can detect these errors when generating smaller test cases, we generate only 50
rows using SDV-S, the best-performing variant. We see that the average number of total
faults detected drops to 11.0, which is significantly lower than NaTuraLFuzz, which generates

even smaller test cases.

Limitations of SDV Our experiments show that SDV-S provides almost similar fault
detection and code coverage as NATURALFuzz. However, there are some key factors that make
NaturaLFuzz a more desirable test generation tool than SDV: (1) SDV-S takes significantly
longer (22.6 x more time than NaTuraLFuUzZz) to train a model on 1000 input rows, which is
prohibitive at the scale of big data; (2) NaATurRaLFuUzz generates several minimal test cases
over the course of the fuzzing campaign, each spanning only a handful of rows, typically 2
rows per dataset. In contrast, SDV must generate 25K rows at once to achieve comparable
coverage and fault detection. This is infeasible for debugging since the 25K rows are too large
of an input to pinpoint the error-inducing rows. (3) SDV requires a schema and configuration
effort for each new program, whereas NATURALFuUZZ’s performance is out-of-the-box, with no

special configuration required for each program.

4.4.4 Test Input Naturalness

Although it is evident from visual inspection that the inputs generated by NaTturaLFuzz

are more natural than those generated by baselines, we still quantify the naturalness of the
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Table 4.4: Average naturalness scores of inputs generated by NaATurRALFuzz and baselines.

Original BicFuzz JAzzER SDV-S SDV-N NaturaL Fuzz

Data
DistilGPT2 1.6 164.0 3327.0 2.4 2.1 2.0
DistilBERT 12.5 388.2 NaN 18.8 11.9 12.1

generated inputs w.r.t the original data. We borrow tools that are well-established in the
machine-learning community to achieve this. In particular, we make use of the perplexity
score [87], which is used to measure the naturalness of text generated by language models.
Intuitively, a perplexity score encapsulates the probability of observing a given piece of text
in a corpus. However, since perplexity is the inverse of probability, it can be thought of as
how surprised or “perplexed” a language model is when observing a row w.r.t the distribution
it has modeled. Therefore, in terms of identifying more natural inputs, lower perplexity score
reflects more natural input. This metric is useful for us since a natural test input is one that
is likely to be observed in the original dataset and least surprising for the language model
that has modeled a given distribution (i.e.,, the original dataset). Perplexity is a relative
metric, so we formally define naturalness for generated inputs in the following manner: given
a dataset and two generated test inputs a and b, a is more natural than b if P(a) < P(b),

where P is the perplexity function.

We sample 30 test input rows generated by each tool for each dataset and report the average
perplexity. We employ two language models to evaluate the naturalness of the generated data:
DistilGPT2, a lightweight version of OpenAl’s well-known GPT2 model [86] and DistilBERT,
a lightweight version of Google’s BERT model [37]. Although architecturally similar, BERT
is an encoder designed to learn the language and create general-purpose representations
that can be used for any downstream task, such as text summarization. GPT2 is a decoder
whose primary purpose is to generate new text. We compute the BERT score for a row by

exponentiating the loss of the trained model on the row. Since BERT randomly masks tokens
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from the row, the score is not stable. Therefore we average the score over 10 repetitions for

each dataset.

Table 4.4 shows the average naturalness scores for each tool along with the baseline score
of the original dataset. NaTUrRALFUZZ achieves a low perplexity score of 2.0, which is only
slightly higher than the perplexity for the original dataset, i.e.,., 1.6. In comparison, test
inputs generated by BicFuzz and Jazzer achieve an average perplexity of 164.0 and 3327,
showing that they are unlikely to be found in the original dataset. SDV-N achieves the
second-lowest perplexity owing to random sampling from the dataset. The BERT score for
Jazzer resulted in NaNs, presumably because the loss value was very high, resulting in a
NaN when exponentiated. Note that the BERT score for NaturaLFuzz and SDV-N is even
lower than the original data, which is possible since we are working with samples, which may

introduce variability.

4.4.5 Threats to Validity

We evaluate NaturaLFuzz on eight benchmark programs. While prior work in big data
application fuzzing uses a similar number of benchmarks, it is possible that our results may
not fully generalize to all possible big data analytics. We mitigate this issue by adapting
programs solely from the TPC-DS benchmark, which is the most widely-used benchmark
of real-world DISC workload. Furthermore, we perform a quantitative assessment of data
generated by NATURALFuUzz and the baselines by finding the naturalness score on only a
sample of 30 rows, which may not represent the naturalness of all generated data rows.
We mitigate this issue by utilizing two different classes of language models to validate the

correctness of our naturalness results.
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4.5 Chapter Summary

In this chapter, we presented NaturaLFuzz, a fuzzer that achieves high code coverage as fast
as possible using natural, synthetic inputs only. NaturaLFuzz achieves this goal through its
novel interleaving mutations that mix constituent parts of different rows in the input dataset.
When tested on popular database benchmark queries, NaturaLFuzz reaches 77.6% statement
coverage compared to 46.5% and 19.9% by baseline fuzzers, Jazzer and BicFuzz, respectively.
More importantly, NaTurRALFuUzz generates only natural test inputs when fuzzing, facilitating
the downstream fault localization and debugging process. NaTuraLFuzz is the first work that
demonstrates that existing fuzzer do not need to sacrifice the naturalness and readability of

their test inputs to reach high code coverage.

4.5.1 Future Outlook

Since this work was published, LLMs have matured significantly. While modern LLMs can
siginificantly improve naturalness-oriented testing for DISC applications, there are certain
tradeoffs to consider. Most importantly, despite advances in reducing compute costs, it is still
cheaper and more efficient to perform simple interleaving mutations as opposed to training
an LLM to produce natural data. However, NaTURALFuUzzZ still assumes that some consistent
structure can be imposed on the data. In cases where data is completely unstructured natural
language text, NaturaLFuzz may not be perform any interleaving mutations due to unclear
boundaries. This limitation can be mitigated by incorporating LLM-based technique to
modify data in a natural way. However, producing natural data via LLMs that is consistent

with production distributions yet still novel remains a research challenge.



Chapter 5

DAG-based Workload Generation for
Testing Data Intensive Scalable

Computing Frameworks

5.1 Introduction

Data Intensive Scalable Computing frameworks such as Hadoop MapReduce [34] and Apache
Spark [14] are integral to the data processing needs of today’s distributed, stream-processing,
and machine-learning systems. These frameworks expose dataflow-based APIs that let
developers build processing logic as a DAG of relational and dataflow operators (e.g., map,
join, groupBy) with UDFs embedded in these flows [51]. This dataflow-based model enables
highly composable and parallelizable computations across clusters, and it underpins not only
big data platforms but also machine learning systems like TensorFlow [11]. Figure 5.1 shows

examples of dataflow APIs usage in various frameworks.

DISC frameworks are error-prone, and systematically testing them remains an unsolved
challenge [101]. The combination of complex operator dependencies, massive data, and
custom user-defined logic can lead to subtle bugs triggered only by highly coordinated

workloads. To the best of our knowledge, no general-purpose DISC workload-generation

74
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@ Spark Java @ Flink framework Java

DataSet<Integer> result = data
.map(x -> x * 2)
.filter(x -> x > 5)
.flatMap((x, out) -> {..})
.returns(Types.INT)
.distinct()
.sortPartition(x -> x, Order.ASCENDING)
.reduce((a, b) -> a + b);

int result = data
.map(x -> x * 2)
.filter(x -> x > 5)
.flatMap(x -> Arrays.asList(..)
.distinct()
.sortBy(x -> x, true, 1)
.reduce((a, b) -> a + b);

beam.Create([1, 2, 3, 4, 5])

beam.Map(lambda x: x * 2)

beam.Filter(lambda x: x > 5)
beam.FlatMap(lambda x: [..])

beam.Distinct()

beam.combiners.Top.0f (1000, key=lambda x: Xx)
beam.FlatMap(lambda x: x)
beam.CombineGlobally (sum)

beam.Map(print))

@ PySpark @ Apache Beam

Figure 5.1: Dataflow programs in various frameworks exhibit a similar, DAG-based substruc-
ture.

result = data.map(lambda x: x * 2)
.filter(lambda x: x > 5)
.flatMap(lambda x: [..])
.distinct()

.sortBy(lambda x: x)
.reduce(lambda a, b: a + b)

framework exists today for testing DISC frameworks. While some frameworks do provide
an auxiliary SQL frontend, as we will discuss in Section 5.4, recent DBMS testing work

[18, 19, 42, 93, 103] are not generally applicable to DISC frameworks.

As Figure 5.1 shows dataflow APIs, by their nature, exhibits a rigid DAG-based sub-structure.
This is because a distributed framework must lower the program into a workload represented
as a DAG of tasks. This DAG data structure is the native input to the query analyzer,
optimizer, and execution engine. Our key idea is to treat the DAG-based sub-structure of
the DISC workload as a first-class artifact for DISC test generation and then systematically
lowering it to concrete programs. By generating tests directly at the DAG level, we can
decouple test generation from any particular high-level syntax or API and instead target the
core dataflow abstractions shared across DISC frameworks. However, realizing DAG-based

workload generation introduces several key challenges: (1) constructing a valid DAG that can
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be mapped to a semantically valid program; (2) selecting appropriate operators to effectively
exercise optimizer transformations; (3) populating operator parameters with meaningful
values; and (4) translating the abstract DAG into executable code for the target DISC

framework’s API and language.

We design our DISC test generation in four steps, addressing each challenge. First, we
generate a DAG adhering to in-degree and sink constraints derived from the semantics of
typical dataflow operators. Second, we associate each node, based on its characteristics, with
an appropriate operator from a provided API specification. Third, we generate arguments
for each chosen operator that respects the data dependencies, e.g. for a join operation, we
generate two valid columns that are in-scope at its particular location in the dataflow path.
Finally, we lower the resulting structure into a textual program that respects the topological

order of operations. The details of each step are discussed in Section 5.3.

We instantiate this approach in an automated DISC test workload generation framework,
DAGGER. DAGGER implements DAG-based test generation across multiple DISC frameworks,
including Apache Spark [110], PyFlink [26], Polars [96], and Dask [91]. We evaluate DAGGER
in 24-hour testing campaigns for each framework and perform an ablation study to motivate
our design. However, since DAGGER is the first DISC test workload-generation approach,
it lacks an immediate baseline. We therefore adapt a widely used SQL-based DBMS test

generation tool, SQLSmith [93], to act as a baseline via the SQL frontend.

DAGGER demonstrates notably high reachability into deeper regions of the DISC framework
and high framework code coverage, which enables it to find real-world, previously undetected
bugs in DISC optimizers. The experiments show that, through careful DAG-based program
generation, DAGGER achieves 7.8 x higher proportion of deep-reaching valid queries than the
baseline. Furthermore, by generating diverse operator combinations and their parameters

(including UDFs), DAGGERr-generated test workloads cover 15.5% more lines in the optimizer



5.1. INTRODUCTION 77

than the baseline across all the tested frameworks, on average, with the highest coverage
difference of 50.0% in Polars. DAGGER can effectively uncover unseen bugs. For instance, it
exposed a Spark query optimizer bug in the handling of nondeterministic UDFs, leading to
output mismatch and state corruption. It also discovered 9 additional unseen bugs across
PyFlink, Polars, and Dask, all from a 24-hour bug finding campaign. Finally, we demonstrate
that DAGGER is highly extensible, as it can be adapted to any new dataflow API-based
framework. It takes, on average, 2.6 X fewer lines of code (LOC) than it takes to port
SQLsmith to the four frameworks. The author, previously unfamiliar with the Dask and
Polars API, took an average of 3 hours to enable DAGGER on these two frameworks. In

summary, this chapter makes the following contributions:

First DAG-Based DISC Testing: To the best of our knowledge, DAGGER is the

first general, extensible framework for generating test DISC workloads.

e Prototype Implementation: We implement DAGGER to support four widely used
DISC frameworks, including Apache Spark and PyFlink. DAGGEeRr produces valid DISC
workloads at a substantially higher rate, enabling deeper, high-impact testing beyond

the parser logic.

« Plan-Based Oracle for UDF Safety: We design a novel oracle that compares
optimized and unoptimized logical plans to detect violations of plan validation properties.
This allows DAGGER to automatically flag cases like the ones where non-deterministic

UDFs have been incorrectly transformed or duplicated by the optimizer.

« Real-world Bug Discovery: Through our experiment, we demonstrate that DAGGEr
is capable of finding real-world previously unseen bugs in open-source frameworks.

Within 24 hours, DAGGER exposed 9 bugs across four different frameworks.
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5.2 Motivating Example

def fetchRiskScore(txn: Txn): Double = { /\

val score = ExternalAuditor.getRiskScore(txn) el Feng)

ExternalAuditor.logAudit(txn) \ Detection Service

score id Score __—
}.asNondeterministic() 1001 0.65

1002 0.85 transactions

spark 1003 0.25 id features

.read 1001 Txn(...)

.parquet("hdfs://transactions") / 1002 xn(...)

.orderBy (fetchRiskScore(col(”features"))) 1003 Txn(...

.show()

OPTIMIZED PLAN
[AUDIT][TXN 1001].. ._ ppoject [id]

[PUDIU][126) AEE | +- Sort [_nondeterministic], true, ©

[AUDIT][TXN 1002].. S
[AUDIT][TXN 1002] +- Exchange rangepartitioning

[AUDIT][TXN 1003].. +- Project [id, fetchRiskScore AS _nondeterministic]
[AUDIT][TXN 1003].. +- FileScan parquet [hdfs://transactions]

Figure 5.2: Walk through of DAGgGERr identified UDF non-determinism bug in Apache Spark.

We present a motivating example derived from a previously unseen bug found by DAGGER.
DISC frameworks like Apache Spark allow developers to register UDFs that can interact
with external systems (e.g., reading from a Redis cache), introducing both side effects and
non-determinism. Spark provides a mechanism to explicitly declare such UDFs as non-
deterministic using the asNondeterministic() method. This signals to Spark’s optimizer,
Catalyst, that the UDF must not be duplicated, reordered, or otherwise transformed [16]
in ways that could lead to redundant evaluations, i.e., the UDF should be invoked exactly
once per input row. Non-deterministic UDFs arise naturally in production Spark workloads,
e.g., systems may use UDFs to enrich input records with metadata or log fine-grained
monitoring information during query execution. In such cases, redundant invocation of a

non-deterministic UDF can lead to data inconsistency.

Figure 5.2 shows a simple Spark workload that demonstrates a violation of the non-
determinism contract. The input dataset, transactions.parquet contains transaction
records with ID 1001,1002, and 1003. For each transaction ID, the table contains a Txn

object, which is a serialized instance of a Java class. Once the dataset is loaded from HDF'S,
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the program uses the orderBy operator to sort the dataset by the suspicion score, which
denotes the likelihood that the transaction is fraudulent. The score needs to be computed
via a UDF called fetchRiskScore, which takes a transaction object as input, queries an
external fraud detection service via ExternalAuditor.getRiskScore(), and logs an audit
event ExternalAuditor.logAudit (txID). Such a use of UDF is common in DISC [59]. This
UDF is marked as non-deterministic using .asNondeterministic() as it makes RESTful
calls to an external service, which must not be invoked redundantly. Results are printed

using show ().

When this workload is executed on a large-scale dataset, the UDF is invoked twice per row:
once when computing the sort key, and again when projecting the result to materialize output
columns. This leads to low performance and, more importantly, incorrect outputs (i.e., wrong

audit logs):

o The fraud detection service is queried twice for the same transaction, causing redundant

load.

o Audit logs are written twice for each transaction ID, leading to duplicated and redundant

logs as shown in Figure 5.2.

o If the external service maintains side effects (e.g., counting accesses), its counters are

incorrectly incremented, breaking operational assumptions.

Such a behavior violates the Spark UDF usage contract and is a high-severity bug in
Spark’s optimizer handling of non-deterministic UDFs. In a 24-hour testing campaign,
DAGGER successfully detected this bug in the optimizer. Digging further into the optimizer’s
behaviour, the optimized query plan appears to respect the non-determinism constraint.
The plan evaluates fetchRiskScore once in a Project node and aliases the result as

_nondeterministic, which is then used in the subsequent Sort operation. However, during
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actual query execution, the UDF is unexpectedly invoked twice per row, once when computing
the sort key and again when projecting the aliased column. This results in metrics being
updated twice per record in the audit log. Such subtle optimizer violations are difficult to
detect through conventional testing, underscoring the importance of DAG-based workloads

with UDFs and plan-based oracles.

5.3 Methodology

@ DAG Generation @Operator Selection @ Parameter Filling
DAG ("read p{ as | M,\ [AGid:INT)])  [[y(id:INT)]) [y(id:INT),
(Gotn o (shon ) D% [read(#) o 3507 osa )
(read 1+ as join_
: '
' ! :' * (read(“B’ )}-> as(“0”) y(1d INT)
DAG Config API Spec - DB Schema [[8(id:1nT)]) [[0(id:INT)])

v
def main(args: Array[String]) = {
val spark = SparkContext()
val auto@ = spark.read("A")
val autol = spark.read("B") Concrete DFG D =Node
val auto2 = auto@.as("y")
val auto3 = autol.as("0")
val auto4 = auto2.join(auto3, $"y.id") === $"0.id"))
auto4.show()
} @ Code Generation

D = State View

Figure 5.3: Four stage workflow of DAGGER.

This section describes the challenges in designing a DAG-based DISC workload generator
and how DAGGER’s design overcomes them. Figure 5.3 illustrates DAGGER’s multi-stage
test generation process to synthesize random workloads as DAGs and incrementally lower
them into concrete executable DISC programs. DAGGER first generates a context-free DAG,
where context-free means that each node is added to the DAG independently, regardless of
the context of the surrounding nodes, representing the logical structure of a workload plan.
Next, using an API specification of the framework under test, each node in the abstract
DAG is assigned a specific operator (e.g., filter, join) based on in/out degree constraints,

yielding an Abstract Dataflow Graph (ADFG) that outlines the sequence of operations without
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concrete parameters. Then, DAGGER populates the operator parameters (such as UDFs, field
names, predicates, and literals) to produce a fully Concrete Dataflow Graph (CDFG) while
maintaining a dedicated view of the data schema (or “state”) for every node in the graph.
Finally, the CDFG is translated into executable code in the target data processing framework
(e.g., Apache Spark or Flink). DAGGER repeats these steps for every arbitrary test workload,

which is then tested on the DISC framework against an oracle.

5.3.1 Stage 1: DAG Generation

First step towards generating a workload for DISC testing is to generate a random context-free

DAG. Formally:

Definition 5.1 (DAG). A DAG is a directed acyclic graph § = (V, E) where Vis a finite set
of nodes which will represent operators in the next phase, and £ C V x V'is a set of directed
edges representing data dependencies between those operators. G is acyclic, i.e., there is no

sequence of vertices vy, vy, ...,v;, € Vsuch that vy = v, and (Uj—h vj) e FEforallj=1,.. k.

We base DAGGER’s workload generation on logical DAGs due to the nature of modern dataflow
systems. In DISC frameworks, computations are internally represented as DAGs of operations;
a sequence of transformations on data (e.g., the “lineage” of an RDD/DataFrame [110] in
Apache Spark) naturally forms a directed acyclic graph of dependencies. By generating
queries directly in DAG form, we align our test workloads with the framework’s native API,
enabling more diverse plan topologies than can be expressed their the SQL front-end. Testing
at the DAG level covers a broader set of operators available in modern DISC frameworks and

thus exercises more of the post-parsing stages, like optimizers.

DAGGER uses a chain-based DAG construction method, which starts with a single-node DAG
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Fields Description
Operator type The type of the operation
Return type Return type of the operation

Parameter Name Name of an individual parameter

& Parameter Type Data type of the parameter

% Required Whether the parameter must be provided

g Default Default value if omitted (optional)

g Values Allowed set of values (optional)

A State-altering Whether the parameter modifies logical state
State-effect Description of the state change caused

Figure 5.4: Format for the API specification.

and recursively extends it by randomly adding edges and nodes. To generate well-structured
DAGs, and to align them with real-world DISC APIs, we impose two structural constraints
during the generation process: 1) In-degree constraint: Each node may have at most two
inputs. This models the fact that most dataflow operators are either unary (e.g., filter) or
binary (e.g., join), and that operators with higher arity are rare since they can be expressed
as compositions of binaries. These constraints can be modified in the configuration file as
shown in Figure 5.3 to suit different domains. 2) Single sink constraint: The DAG must
have exactly one terminal node. DAGGER adheres to these constraints and uses a random
DAG generation strategy that generates from multiple source nodes to a single sink. This
structure aligns well with common patterns in dataflow computation since most data analytics
jobs load multiple datasets (the source nodes), apply several unary transformations such
as map and filter, and merge the tables with several binary transformations such as join
and union, eventually converging to a single output (the sink node). Figure 5.3-a shows a
typical DAG produced by DAGGER containing a mixture of unary chains and binary joins, all

converging at a single sink node, mirroring the structure of real DISC workloads [45].
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{
"withColumn": {
"type n. o unary“ s

"parameters": {
"colName": {
Iltype Il: “Str",
"required": true,
"state-altering": true,
"state-effect": "column-add"
Y
"col": {
"type": "Column",
"required": true
}
Te
"returns": "DataFrame"

}
}

Listing 5.1: Example API specification for the withColumn operator in Spark Scala.

5.3.2 Stage 2: Abstract DFG Construction

Once a context-free DAG structure is created, DAGGER uses a provided dataflow API
specification to assign a specific dataflow operator to each node in a constraint-aware manner,

producing an Abstract Dataflow Graph.

Formally, given a context-free DAG G = (V, E) and a set of operators ¢ defined by the
dataflow API specification, the Abstract Dataflow Graph G, is obtained by assigning each
node in the DAG an operator from (. This assignment is captured by a function A : V' — O,
such that for all nodes v € V, A(v) denotes the operator assigned to v. The assignment
function A is defined based on the structure of the DAG and the operator metadata provided
by the API specification, as described below. Listing 5.1 shows an example specification in
JSON format, and its general format is given in Figure 5.4. The goal of this stage is to map
the shape of the DAG G = (V, E) to concrete operation types (such as scans, transformations,
and joins) without yet choosing the operation’s detailed parameters. DAGGER bases the
assignment A(v) on the in-degree of each node v € V. Each source node is designated as a

source operator (e.g., reading a table from HDFS or generating an initial DataFrame). Each
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node with an in-degree of one is assigned a unary transformation operator such as filter,
project/select, aggregate, or withColumn. Finally, each node with an in-degree of two
is assigned a binary operator, e.g., join, union, or merge. When multiple operators are
eligible, DAGGER selects one at random to introduce structural and semantic diversity into

the generated workloads.

We drive this operator selection using the API specification, which defines the operator set
0. The specification enumerates all supported operators along with metadata: the operator
name (corresponding to a method in the target API), the required number of inputs, the
parameters it takes, and rules for how it modifies the dataset’s schema or state. For example,
as shown in Listing 5.1, the withColumn operator is unary with a parameter columnName
of type str. The state-altering and state-effect properties together indicate that the
operator modifies the state at the column level by adding a new column (more details in the
next section). An entry for join would have the state-effect parameter set to false for all
its parameters since join does not modify state. This machine-readable specification enables
DAGGER to remain agnostic to the dataflow engine’s internals, as one can easily extend or
alter the set of operators by updating the JSON specifications. It also helps ensure that each

abstract node v € V'is assigned an appropriate operator A(v).

Figure 5.3-b shows how a context-free DAG is populated using this strategy. In the DAG
generated in part (a), node N1 has in-degree zero and is therefore assigned the source operator
read. Node N3, which depends on N1, is assigned a randomly selected unary operator as
based on its single input. Node N6 has in-degree two, with N4 and N5 as inputs, so it is
assigned a randomly selected binary join operator from the pool of eligible binary operators.
Finally, the terminal node N6 flows into a sink node where the show operation is applied.
By the end, we obtain an abstract dataflow graph where each node is labeled with a specific

operation type.
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5.3.3 Stage 3: State-Aware DFG Parameterization

DAGGER’s stage 3 concretizes the ADFG into a Concrete Dataflow Graph (CDFG) by
populating all operator parameters, yielding a valid, executable DISC workload. A key
challenge in this step is to ensure that the selected operators’ parameters are consistent with
one another and with the evolving state of the data as it flows through the DAG. Randomly
selecting column names and literal values will most likely produce an ill-defined workload,
with data format mismatches and type errors. Prior work on test SQL queries generation often
suffers from this issue [20]. In the case of the DISC framework, such ill-defined workloads
will result in an AnalysisException, preventing them from reaching the optimizer and
downstream components, leaving them untested. To overcome this challenge, we introduce a

state view at each node of the DAG to guide parameter selection.

Definition 5.2 (State View). For each node v in §,, DAGGER maintains a finite set &,
representing the state view at v. Each element (C,T') € 8, denotes an accessible column
C' together with its originating table T, where C' = (¢, 7, A,.) and T = (¢, A,). Here, c is
the column identifier, 7 is its type, A, is the set of aliases under which the column may be

referenced, t is the table identifier, and A, is the set of aliases associated with that table.

The state view of a node is the abstract representation of the data schema and other relevant
properties at a particular point in the pipeline. Figure 5.3(c) shows a concrete example
of how the state view &, works in practice. For instance, the arguments “A” and “B” to
read("A") and read("B") are generated by DAGGER by randomly choosing from a set of
user-provided tables. Then, DAGGER initializes the state view for each of the read using
the respective table’s schema. In this case, each table is a simple single-column dataset,
producing a state view with a single accessible column id of type INT. The next two nodes

apply as("y") and as("0"), which update the tables so that the columns may be referenced
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as y.id and o.id. Since the first parameter for as is a state-altering parameter as
specified in the API specification, DAGGER randomly generates the arguments “o” and “y”
and updates the state view by updating the alias sets associated with the corresponding tables
and columns. Formally, this corresponds to updating the table alias sets as A} < At U {y}
and A% + A% U{o}. Once the state view has been updated, it is propagated downstream in
the dataflow graph. For the node N5, which is a join, DAGGER merges the state view. The
resulting state view contains the union of (C,T) pairs from both inputs. To parameterize
the join operator, DAGGER generates a join condition with the help of the combined state
view. DAGGER generates y.id = o.id by selecting compatible columns in the state view at
Nb5. Note that DAGGER uses the new aliases to reference the tables. Finally, the last node

contains the show operator, which does not take any arguments.

UDFs can also be operator parameters. DAGGER also allows users to auto-generate or insert
their own UDFs (including UDAs, User-Defined Aggregators) in the DFG concretization
step. During generation, the state view provides the precise UDFs signatures that contain
argument types and return type for each operator that requires them. For example, consider
a filter () function at an arbitrary point in G, for which DAGGER must generate a UDF. A
random sample of N columns (C}, C,...Cy) may be extracted from §,. Since the required
output of the filter UDF is specified as a boolean, DAGGER generates the function signature

UDF :1,..T5y = {T, F}.

Generating a random UDF from its statically typed signature is a basic signature-based
program synthesis problem, for which many classical and LLM-based methods exist [49, 89].
To maintain language agnosticism, DAGGER currently provides libraries to support generating
the UDF via LLMs by leveraging a template prompt based on the type signature. However,
the user is free to extend DAGGER to implement their own UDF generation. DAGGER’s library

specifically leverages Claude API [13] to automatically synthesize these functions in the
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target language (e.g., Scala, Python, or Java). This design allows DAGGER to flexibly embed
diverse user-defined logic while remaining independent of any single programming language

or runtime backend.

The process of filling in parameters follows a topologically sorted traversal of the DAG,
ensuring that when we reach an operator node, the state of its input(s) has already been
determined. When we encounter state-altering operations, we update the state view and
propagate the state view forward to every downstream node via a depth-first search (DFS)
from the current node to the sink. The examples below illustrate how DAGGER uses the state

view to ensure validity:

« Filter predicates: When assigning a predicate to filter, DAGGER consults the input
state to pick an existing column name and a compatible literal or comparison. For
instance, if the input state has an integer column A, DAGGER may generate a condition

A > 10.

o« withColumn: For an operator that adds or modifies columns, like withColumn in
Spark, which adds a new column based on the input expression, the state view allows us
to choose a unique new column name and define its expression using existing columns.
For example, if the input has columns A and B, DAGGER may set withColumn("C",
f(A)) where fis a built-in function or a UDF (e.g., A+ 5). It then updates the current

state view to include the new column C and propagates it to the sink.

« Renaming (aliasing) with as: Some frameworks allow assigning an alias to a dataset
(e.g., Spark’s df .as("alias")). DAGGER propagates alias information in the state so
that if a later join refers to this dataset, it can qualify column names with the alias to
avoid ambiguity. For example, if one branch of a DAG is aliased as "T1” and another

as "T2” and then they are joined, DAGGER ensures the join condition follows a pattern
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like T1.X = T2.X on a common column X, rather than two unqualified Xs.

« Join conditions: For a binary join operator, DAGGER verifies that the two input
states share at least one common attribute type; if none exists, the DAG is discarded.
Otherwise, DAGGER selects one overlapping column from each side as the join key (e.g.,
an equi-join on key), and the output state is the union of both input schemas (with
duplicates resolved via qualifiers or by dropping one side’s duplicate per the API). The
join type is chosen from the four values supported by the API spec: inner, outer, left,

and right.

State-aware approach helps avoid the “short-circuit” problem noted in prior random-testing

research, where a query might be trivially unsatisfiable or error-prone [20].

5.3.4 Code Generation for Target Engines

After constructing the Concrete DFG, DAGGER ’s last step is to materialize it as an actual
workload in the target DISC framework’s API (e.g., Spark). DAGGER’s code generation is
modular and extensible, allowing different back-end languages or engines to be targeted with
minimal changes. Currently, we support code generation module for Spark Scala, PyFlink [26],

Polars [96], and Dask [91].

During code generation, DAGGER traverses the CDFG, emitting code for each node. We first
produce code for all source nodes, which typically involves reading input data or creating
initial RDD /DataFrames. For example, if a source node represents a parquet file stored in
HDFS, the Scala codegen emits val df0 = spark.read.parquet ("hdfs://path/to/df").
For each intermediate node, the emit function provides references to its parent nodes, the
schema, and a DAGGERCONTEXT object that can be used to access utility functions and

state information provided by DAGGer. We ensure that each node’s resulting DataFrame is
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assigned to a unique variable, so that it can be referenced by downstream code. The single
sink node’s dataframe (e.g., dfN) represents the final result; DAGGER can finish the program
by either displaying it, e.g., dfN.show(), or writing it out, depending on the use case for

testing.

5.3.5 Oracles for Bug Detection

DAGGER employs complementary oracles to detect bugs in dataflow systems. First, a
differential oracle monitors for exit status mismatches between optimized and unoptimized
executions e.g. crashes, runtime exceptions, and other catastrophic failures that occur during
query compilation. Beyond crashes, a plan-based oracle, described in Section 5.2, can be
used if the DISC application offers a non-deterministic UDF contract. This oracle performs
static analysis by comparing the unoptimized and optimized logical plans to detect semantic
violations without requiring query execution. This oracle is particularly effective at identifying
subtle correctness bugs, such as when non-deterministic UDFs are incorrectly duplicated
or transformed by the optimizer, or when trait metadata becomes desynchronized from the
actual schema after projection operations. By inspecting plan structure rather than query
outputs, the plan-based oracle can surface violations that would be difficult or impossible to
detect through conventional output comparison, especially for non-deterministic operations
or operations with side effects. Together, these oracles enable DAGGER to detect a broad
spectrum of bugs ranging from obvious crashes to subtle semantic violations that compromise

correctness.
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5.4 Evaluation

We currently support testing for four most popular DISC frameworks (Spark, Flink, Dask,
and Polars) in DAGGER, which can also be easily extended to additional frameworks. This
evaluation focuses on the optimizers of these frameworks as a common testing target, as bugs
in optimizers may result in incorrect rewrites, over-aggressive rule applications, and improper
treatment of operators with side effects or non-determinism, but are difficult to test fully
due to the expressive and dynamic nature of modern dataflow APIs. We ask the following

research questions.

« RQ1: Optimizer Reachability (Ablation study). Does DAGGER’s design improve

chances of a generated test to reach deeper components of the DISC framework?

« RQ2: Optimizer Coverage. Once DAGGER reaches optimizers, how extensively does

DAGGER test its optimizer logic than baselines?

« RQ3: Bug Detection. How effective DAGGER is in uncovering new, deep semantic

bugs in DISC frameworks?

« RQ4: Generalizability What is the effort of adapting DAGGER to a new dataflow

framework?

Baseline Selection. There is no direct automated testing approach yet for DISC frame-
works. The closest related work comes from the adjacent DBMS domain. While it is
technically possible to apply SQL generation tools in an ad-hoc manner as we did, their
tight coupling with SQL syntax poses three issues for their use in DISC testing. First, it
limits their ability to generalize when SQL frontends are unavailable or evolve quickly. For

example, Dask [91], a popular DISC framework, does not natively support SQL [32], relying
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on external support which is no longer maintained [31]. Second, it limits their ability to
reach deeper optimizer logic and execution engine that operates on lower-level intermediate
representations, which require a complex combination of operators and user-defined functions.
A general dataflow API (e.g., PySpark) often extends beyond SQL, supporting imperative
manipulations, external state interactions, and complex UDF logic that pure SQL fuzzing
cannot express. For instance, mapPartitions operator in DISC frameworks enables main-
taining partition-local state, a capability essential for distributed machine learning workloads
(e.g., loading a model once per partition [98]) but fundamentally incompatible with SQL’s
stateless, row-oriented evaluation model. Third, since SQL is not the primary frontend of
these frameworks, its support often lacks basic SQL features e.g. as of the writing of this
thesis, Polars still does not support multiple tables in the WHERE clause. Recursive CTEs
are still unsupported in all frameworks we tested, except Spark, for which Databricks only

recently added support [33]. Dask and Polars do not support correlated subqueries.

For our SQL baselines, we consider SQLSmith [93], a well-known SQL synthesis tool for
DBMS testing; while not natively applicable to Spark, Flink, Dask, or Polars, we incorporate
it via an off-the-shelf adaptation [74] that generates SQL queries by using SQLSmith as a
library. We also consider SQLancer [18], a state-of-the-art oracle-based DBMS testing tool,
which operates on a fundamentally narrower scope than our approach: it targets specific
correctness properties (e.g., whether a query returns correct results under a given oracle)
rather than broader optimizer coverage, crash detection, or UDF determinism. Currently, it
only has nascent Spark SQL support, restricted to a TLP oracle [88] for the WHERE clause.
Unfortunately, SQLancer is currently unable to sustain a 24-hour run on Spark. It exhausts all
JVM heap memory only after ~ 0.5 hours due to Spark’s memory-intensive runs, illustrating

the challenge of testing DISC frameworks.

Experiments are run on a machine with 8 cores, 4TB storage, 3.10GHz CPU, and 48GB
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memory on CentOS 7. We use Spark 3.5.0, Flink 2.0.0, Dask 2026.1.1, and Polars 1.37.1.

5.4.1 Optimizer Reachability Rate (RQ1)
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Figure 5.5: Error distribution across all frameworks.

We first ask, does DAGGER’s design choices help the generated DISC workloads reach deeper
regions of DISC frameworks, specifically optimizers? To reach deeper regions in the DISC
systems, a test workload must pass the parsing and analysis stages without errors to reach
the query optimizer, code generation, and finally execution stages. For a test workload to
pass the initial parsing and analysis stages of DISC, it must satisfy the target API syntax,
schema constraints, type compatibility, and scoping rules. We thus consider DISC workloads
that pass the initial syntactic and semantic checks as valid workloads and those that do not
pass as invalid. A higher number of valid workloads naturally provides better access to deeper

stages of DISC than invalid workloads, which mostly test the parsing logic.

The design of DAGGER is critical for achieving a high rate of valid queries. To evaluate
the contribution of each design choice, we create two ablations. The first, DAGGER-N3,
disables state-aware parameterization (Stage 3, Section 5.3.3). The second, DAGGER-N2N3,
additionally disables constraint-based operator selection (Stage 2, Section 5.3.2). Disabling

Stage 1 is infeasible, as doing so would cause an explosion in graph complexity. Here, disabling
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a stage means replacing it with a trivial alternative: state-aware parameterization is replaced
with random parameterization, and constraint-based operator selection is replaced with

random selection.

DAGGER achieves an average validity rate of 22.7% across all tested frameworks, which
we attribute to its state-aware parameterization and constraint-based operator selection.
Disabling state-aware parameterization (DAGGER-N3) reduces the validity rate to 11.4%, and
further disabling constraint-based operator selection (DAGGER-N2N3) reduces it to 6.1%,
demonstrating the contribution of each design stage. Note that DAGGER’s search space
includes substantially more complex and expressive queries derived from DAGs, containing
UDFs, and unconstrained by a grammar. By comparison, SQLSmith achieves only 2.9%

validity, as 94.5% of its queries fail the parsing stage and never reach the optimizer.

Having established the validity rates of DAGGER and its ablations, we now examine the
nature of the errors that do occur. Figure 5.5 presents the distribution of errors caused by
DISC applications from DAGGER and queries from the baseline. The invalid DISC workloads
generated by DAGGER are mainly due to non-standard framework-specific behavior. For
instance, Spark allows tables to contain duplicate column names, which can lead to ambiguity
during query analysis. If a query attempts to reference a column name that appears multiple
times, Spark raises an analysis exception. These issues could be mitigated by restricting
column selection to source nodes that have a unique, unambiguous path to the current node
in the DAG, ensuring the column’s origin is clear and its reference resolvable. Additionally,
certain frameworks may have structure-level behaviours that are unique e.g. in Apache Flink,
applying the 1imit() operator consecutively (df.limit(10).1imit(2)) would throw an
Exception; however, this pattern is legal in Apache Spark. While it is possible to detect
and avoid these patterns for a particular framework, we strike a balance between generation

complexity and speed so our implementation does not verify every structural property.
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Overall, DAGGer’s DAG-based test generation achieves better reachability by targeting the
native input to optimizers, deriving tests from semantic dataflow properties rather than
syntactic grammar rules. In contrast, most SQLSmith queries result in parse errors, an
inevitable consequence of targeting SQL frontends of DISC applications, which undergo
frequent breaking changes (e.g., Spark feature releases every six months [15], each with a

comprehensive migration guide [5]).

5.4.2 Optimizer Coverage Analysis (RQ2)
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Figure 5.6: Line Coverage vs Time graphs for five trials of 24-hour fuzzing campaigns. The
colored bands show one standard deviation, and lighter shades denote the min and max.

We evaluate DAGGER’s effectiveness by measuring the DISC framework’s code covered by
the tests it generates during 24-hour fuzzing campaigns. For Spark, Flink, and Polars,
we measure only the optimizer’s instruction coverage, as their implementations are neatly
organized into separate packages and are extensively documented. For Dask, we measure full
framework coverage, as its optimization logic is coupled with the framework code, with no
clear package-level boundary. We also report the distribution of coverage across different
optimizer subpackages for Spark and Flink, highlighting which components are stressed by
each approach (DAGGEr and baseline). For brevity, we will use "line” coverage for both line
and instruction coverage from hereon. We utilize JaCoCo [39] to measure coverage for Flink

and Spark. We use 11lvm-cov [71] for Polars and coverage.py [80] for Dask.
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Figure 5.6 shows the cumulative line coverage over a 24-hour campaign, averaged over five
independent trials for all frameworks, totaling ~ 2000 hours of measurements. For instance,
Figure 5.6-a compares line coverage achieved over time by DAGGER and SQLSmith for Spark.
We measure coverage for Spark’s catalyst optimizer . This scope focuses on the rule-based
optimizer in Spark, a critical component of the query planning pipeline. Each curve represents
the mean coverage across five independent runs (n=>5), with shaded bands indicating one

standard deviation and the outer envelope marking the observed min-max range.

DAGGER exhibits consistently tighter deviation bands, reflecting markedly more stable and
predictable performance across runs. This reliability arises from the specification-guided
DAG generation stages in DAGGER’s synthesis process, which constrain the search space
to semantically valid and execution-relevant DISC workloads. The ablations DAGGER-N3
and DAGGER-N2N3 exhibit progressively wider deviation bands and lower overall coverage,
consistent with their reduced validity rates. Disabling state-aware parameterization (DAGGER-
N3) and constraint-based operator selection (DAGGER-N2N3) increasingly relaxes these
constraints, introducing more invalid workloads and consequently more variable coverage
progression. Interestingly, for PyFlink and Polars, DAGGeEr-N2N3 marginally exceeds DAGGER-
N3 in coverage despite its lower validity rate, which we attribute to the reduced per-query
generation overhead from bypassing both constraint-aware stages; the resulting higher query
throughput can compensate for lower precision in these frameworks. In fact, DAGGErR-N2N3

iteration count was an average of 2.4x higher than DAGGER-N3 across the four frameworks.

In contrast, SQLSmith’s purely random generation strategy on SQL grammar produces wide
fluctuations in coverage progression, particularly during early execution, owing to its low
validity rate. This difference also explains the sharper initial rise in DAGGER’s coverage
curves relative to SQLSmith. A larger proportion of generated programs successfully execute

and contribute to coverage from the very start, whereas SQLSmith expends substantial time
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producing syntactically or semantically invalid queries. This is illustrated by the coverage
gap starting out wider and slowly becoming narrower, e.g., the average coverage increase at
the 5-hour mark is 2.2 percentage points more than the final coverage increase. Notably, the
coverage gap is more pronounced for Polars and Dask than for PyFlink and Spark, largely
because Polars and Dask have less mature SQL frontends, limiting SQLSmith’s effectiveness

on them compared to the more established, feature-rich Spark and PyFlink.
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Figure 5.7: Branch Coverage for five trials of 24-hour fuzzing campaigns on Spark and
PyFlink.

In frameworks where the baseline’s line coverage approaches DAGGER ’s after 24 hours, we
further assess the behavioral impact of the remaining uncovered lines (i.e., covered by DAGGER
but not by the baseline) by measuring branch coverage. Figure 5.7 captures the branch
coverage results from both DAGGER and baseline for Spark and Flink. As Figure 5.7 (a)
shows, DAGGER achieves substantially higher final branch coverage (an increase of 16.3% in
Spark branch coverage), indicating that while both tools reach similar code regions, DAGGER
explores deeper behaviors within those regions. In other words, DAGGER more thoroughly
exercises the control flow and code paths within the optimizer rules it reaches, uncovering
behavioral diversity that SQLSmith fails to trigger. As expected, DAGGER-N3 is able to
explore more branches than DAGGER-N2N3 since it is able to construct more valid dataflow

graphs. Interestingly, while Figures 5.7 (b) shows a similar trend for DAGGer on PyFlink,
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Table 5.1: Top component-level percentage line coverage differences between DAGGER and
SQLSmith for each framework.

Frame. Category Class / Filo SQLSmith DAGGER
Cov. Cov.
work
DAGgEr spark.sql.catalyst.expressions.ScalaUDF 0.0% (0.0/9745.0) 12.2%
Spark  top advantage (1184.4/9745.0)
SQLSmith spark.sql.catalyst.parser.SqlBaseParser 23.8% 15.4%

top advantage

(9531.0/40117.0)

(6164.0/40117.0)

DAGGER

PyFlink top advantace flink.table.planner.plan.metadata. 13.7% 66.4%
Y P & AggCallSelectivityEstimator (312.2/2286.0) (1519.0/2286.0)
SQLSmith flink.table.planner.plan.rules. 60.1%  0.0% (0.0/1070.0)

top advantage

SubQueryDecorrelator.SubQuery

(643.6,/1070.0)

DAGaEr polars-plan/src/plans/optimizer/predicate_ 0.0% (0/745) 17.1% (128/745)
Polars top advantage L.
pushdown/join.rs
SQLSmith

top advantage

polars-plan/src/plans/optimizer/cse/csee.rs

100.0% (433/590)

29.0% (171/590)

Dask

DAGGER
top advantage

SQLSmith
top advantage

dask/dataframe/dask_expr/_shuffle.py

dask/dataframe/dask_expr/_collection.py

28.7% (162/565)

36.1% (735/2035)

69.7% (394/565)

33.3% (678/2035)

the two ablations perform similarly to each other. This is likely due to several factors such as

an increased generation throughput and the two ablations exploring complementary branches.

However, all the coverage graphs illustrate how combining both stages 2 and 3 in Section 5.3

is crucial for unlocking more coverage.

Overall, these results demonstrate that DAGGER not only improves total coverage but does so
more consistently, efficiently, and deeply, owing to its higher validity rate and semantic-aware

test generation approach.

Per Package Coverage Analysis

We analyze optimizer coverage by subpackage to identify where DAGGER provides the greatest

advantage.

Table 5.1 illustrates systematic differences in components that are exercised by each approach.
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On Spark, DAGGER s largest coverage advantage appears in ScalaUDF. This aligns with the
intended design of DAGGER ’s that explicitly support user-defined functions. As a result,
DAGGER triggers optimizer paths related to UDF expression handling, type binding, and
expression rewriting. In contrast, SQLSmith’s strongest advantage is concentrated in the
SQL frontend, most notably SqlBaseParser, which is expected given that SQLSmith operates
exclusively by generating SQL strings and therefore heavily exercises parsing and AST

construction.

PyFlink exhibits a similar overall pattern. SQLSmith’s coverage is dominated by the SQL
parser FlinkSqlParserImpl class. One notable exception is query decorrelation, which, to
the best of our knowledge, is among the few optimization behaviors expressed primarily
through declarative SQL rather than through the DataFrame API, explaining SQLSmith’s
relative advantage in decorrelation-related planner rules. DAGGER ’s largest advantage
appears in AggCallSelectivityFEstimator. DAGGER ’s DataFrame-based DAGs systematically
produce richer aggregate-heavy plans, including aggregates composed with filters, joins, and
nested operators. These plan shapes repeatedly invoke planner metadata routines responsible
for estimating selectivity and cardinality for aggregate calls, which are used for cost-based
optimization rule application. Therefore, DAGGER drives substantially higher coverage in

selectivity estimation logic than SQL workloads.

Dask shows an analogous but framework-specific pattern. Within dask/dataframe/dask_
expr, DAGGER’s strongest advantage is in _shuffle.py. This module is central to partition
-rearrangement planning, including shuffle simplification and lowering into concrete execution
strategies. DAGGER’s DAG-based workloads more frequently compose joins, group-bys,
and repartition-like transformations, thereby exercising these shuffle-planning paths at a
substantially higher rate than SQL-centric baselines. In particular, repartitioning abilities

are not part of the standard SQL syntax and Dask does not support it via the SQL front
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end. By contrast, SQLSmith’s top advantage appears in _collection.py, a broad collection
API wrapper layer that mediates dataframe method dispatch and alignment behavior. This
suggests SQLSmith’s relative gain is concentrated more in front-end paths, whereas DAGGER’s

gain is concentrated in deeper execution-relevant planning logic.

Polars exhibits a complementary pattern within polars-plan/src/plans/optimizer. DAG-
GER’s largest advantage is in predicate_pushdown/join.rs: predicate pushdown moves
filters earlier in the query plan to reduce data carried through joins, requiring join-aware rules
to respect outer-join semantics. Since DAGGeR’s DAG workloads routinely combine joins with
filters, this logic is exercised heavily. SQLSmith’s Polars queries rarely produce successful
plans with joins, leaving join-adjacent pushdown largely uncovered. SQLSmith’s strongest
relative coverage is in cse/csee.rs, where Polars eliminates redundant subcomputations
across projection columns; grammar-driven SELECT lists naturally exhibit such repetition,
whereas DAGGER’s broader operator mix spends less mass in this projection-centric pattern.
Overall, DAGGER’s advantage aligns with structural complexity, while SQLSmith’s aligns

with repetitive select-and-project workloads that survive the SQL parser.

5.4.3 Bugs and Semantic Depth (RQ3)

In addition to consistently achieving high code coverage across all four frameworks, DAGGER
demonstrates its effectiveness by identifying previously undiscovered optimizer bugs through
its generated test DISC workloads. During the 24-hour campaigns, DAGGER uncovered a total
of 9 new optimizer bugs: 4 in Flink, 2 in Spark, 2 in Polars, and 1 in Dask. These bugs stem
from 30 unique outcome types, such as distinct exceptions, success indicators, or timeouts,
observed across the evaluated frameworks’ unique error patterns, which are categorized based

on error messages and the locations of errors in the framework code observed during the
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source_table = table_env.from_elements(
data,
schema=schema

)

source_table.order_by(col('s_manager'))
.group_by(col('s_street_name'))
.select(col('s_gmt_offset')
.count.alias('s_gmt_offset'))
.explain()

(a) A PyFlink program where the interplay of sorting and grouped aggregation triggers a crash.

def udf_agg(values: pd.Series):
return values.product ()

source_table
.group_by (col('amt'))
.select(col('amt').avg.alias('amt"'))
.distinct ()
.group_by (col('amt'))
.select(col('amt').max.alias('amt'))
.group_by(col('amt'))
.select(call('udf_agg', col('amt')).alias('amt'))
.explain()

(b) A PyFlink program chaining repeated group-by and UDF aggregation stages that triggers a
crash.

Figure 5.8: Examples of bug-inducing workloads generated by DAGGer. These programs
expand into multi-stage execution DAGs involving repeated grouping, re-aggregation, op-
erator reordering, and UDF boundaries. Although minimized for clarity, they induce deep
planner pipelines with non-trivial operator dependencies that cannot be expressed as a single
declarative SQL query, placing them outside the reach of SQL-only fuzzers such as SQLSmith.

testing campaigns. From these patterns, we selected and minimized a small sample of bugs
before reporting them, in accordance with the issue reporting restrictions. Table 5.2 provides

detailed information on the DISC framework bugs discovered by DAGGER.

To investigate further, we select two previously unreported bugs in PyFlink and present case
studies that illustrate how DAGGER’s unique features contributed to identifying real-world

bugs.

Case Study 1. Figure 5.8 illustrates two minimized PyFlink applications that trigger

planner-level crashes during query plan generation. Figure 5.8(a) presents a PyFlink program
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Table 5.2: Previously unknown bugs in DISC frameworks discovered by DAGGER in 24-hour
test generation campaigns.

Frame- Github/Jira | Bug Description (Simplified) Bug Location | Impact

work Issue

Dask dask#12257 Incorrect division for partitioning leading index out | Data Partition- | Crash
of bounds exception. ing Logic

Flink FLINK-38397 | Stale sort trait causes BatchPhysicalSort.explain- | Planner Crash
Terms to read non-existent index

Flink FLINK-38366 | Unable to generate execution plan when sort+aggre- | Optimizer Crash
gation on string column without a limit.

Flink FLINK-38446 | Optimizer crashes when using a custom UDAF while | Planner Crash
scheduling Hash Partitioning.

Flink FLINK-38637 | Optimizer crashed when orderBy was followed by | Optimizer Crash
limit.

Polars polars#25971 | Segmentation fault when right joining dataframes | Join Optimizer Crash
after sort and group_ by

Polars polars#26322 | Optimizer panics while pushing down filter after right | Optimizer Crash
join in lazy mode.

Spark SPARK-51798 | Non-deterministic UDF property not respected when | Optimizer Wrong  out-
used in orderBy. put

Spark SPARK-54196 | Phase planning fails with INTERNAL_ERROR | Optimizer Crash
when processing a query with case class objects.

that first sorts a source table by the column s_manager, then performs a group_by aggregation
on s_street_name, and finally projects the count of s_gmt_offset. This sequence causes a
mismatch between the planner’s sort trait metadata and the actual schema after projection.
Specifically, the order_by operation retains all columns from the source table, but when
the subsequent aggregation introduces a projection that narrows the schema, the sort trait
continues to reference the original field positions. As a result, when BatchPhysicalSort.
explainTerms () is invoked during plan generation, it attempts to access invalid field indices
and throws an ArrayIndexOutOfBoundsException. This bug manifests only when the
sort_by operation involves a column whose original index exceeds the number of columns
remaining after aggregation and projection. This is a prime example of how DAGGER’s

state-view- based DFG parametrization assisted in generating a valid operator parameter

usage that causes unexpected planner behavior.
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Case Study 2. Figure 5.8(b) shows another instance of a bug-revealing pyFlink application
generated by DAGGERr. It applies several group_by and select operations interleaved
with a distinct call before applying a user-defined aggregation function (udf_agg). The
PyFlink planner fails while generating a BatchExecExchange node, which represents a
data shuffle between operators. Specifically, the createHashPartition() method raises
an IndexOutOfBoundsEzception. This error is contingent on the presence of the custom
aggregation UDF: replacing udf _agg with a built-in aggregation function prevents the crash.
This bug scenario highlights how DAGGER discovered a planner bug owing to its ability
to safely integrate arbitrary UDF-based aggregation in DAG, which enables UDF-based

aggregation handling in the batch planner’s shuffle logic.

False Negative Analysis. While DAGGER has an oracle to flag incorrect UDF duplication,
the current prototype is mostly focused on detecting crashes rather than correctness issues.
Since DAGGER does not analyze the output of the DISC program, it will not classify as bugs
the programs that have faulty outputs unless they also trigger a crash or contain wrongly
duplicated UDFs. While in theory, the user can easily use DAGGER to run the program and
compare outputs, we do not do this in our experiments since, unlike DBMS queries, each run
requires running in a distributed fashion, which is expensive and time-consuming. In fact,
even SQLancer struggles to execute more than one query per second when run on Apache

Spark.

False Positive Analysis. DAGGER’s oracles detect a mismatch between optimized and
unoptimized versions. Since we compare exit status differences, there should be no difference
between the optimized and unoptimized versions in terms of compilation success. Therefore,

the false-positive rate of this crash test is zero.
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5.4.4 Generalizability (RQ4)

We evaluate the generalizability of DAGGER with respect to its ability to target different
dataflow frameworks, focusing on the implementation effort required to support a new
framework. Table 5.3 reports the LOC contributed by one of the authors when adding
support for each framework discussed in this chapter. While LOC alone cannot fully capture
development complexity, it provides a useful approximation of engineering effort. Additionally,
we document and report the time effort (in Table 5.3) one of the authors put into implementing

support for the new DISC frameworks.

Table 5.3: Lines of code comparison across frameworks for Dagger vs SQLsmith. codegen
covers operator and query generation logic (C++ for SQLSmith, Scala for DAGger).
environment covers runtime configuration, test launching, and oracle implementation; SQL-
Smith requires additional binding code since it lacks native DISC framework support.

Framework #LOC codegen #LOC environment
DAGGER | SQLsmith | DAGGer | SQLsmith
Spark 558 2357 241 762
Flink 611 2357 1143 1668
Dask 626 2357 1042 1632
Polars 541 2357 1055 1667

For instance, DAGGER’s support for Dask [91], an open-source Python library for parallel
computing, is implemented in under 626 LOC for Dask code generation logic and 1055 LOC
for launching tests, runtime setup, execution harnesses, and implementing the oracle. It took
the author approximately 3 hours to complete this implementation, which also involved copy-
pasting from existing support for PyFlink due to overlap in the API specifications. Note that
the author had no prior familiarity with or experience with Dask or its API. On average, only
1,454 lines of code were required to integrate a new framework into DAGGER. In comparison,
fully adapting the baseline, SQLSmith, to the dataframe API requires modification in nearly
3,789 lines of SQLSmith code, and even then, it will still lack support for state-view-based

parameterization. Similarly, adding support for a new SQL dialect to SQL fuzzer like
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SQLancer [18] typically requires thousands of lines of Java code, with certain extensions (e.g.,

sqlite3) exceeding 9,000 lines.

5.5 Chapter Summary

Despite the widespread use of dataflow APIs in DISC systems like Apache Spark, Flink, and
Polars, no general-purpose workload generation framework exists for testing them. Existing
approaches, especially SQL-based fuzzers, are tied to specific syntactic front-ends and offer
limited control over underlying dataflow structure and semantics. We presented DAGGER,
a DAG-based fuzzer that generates semantically valid dataflow programs by synthesizing
abstract operator graphs and lowering them into executable queries. By treating the logical
operator DAG as the core unit of workload generation, DAGGER naturally captures data
dependencies, operator composition, and schema evolution in a way that mirrors modern
dataflow execution models. Evaluation across Apache Spark, PyFlink, Dask, and Polars
shows that DAGGER achieves higher optimizer reachability (22.7% vs. 2.9% for SQLSmith)
and 15.5% greater line coverage, uncovering 9 bugs within 24 hours. Its modular, engine-
agnostic architecture enables straightforward extension to other dataflow systems, opening

new avenues for systematic testing across distributed platforms.
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Future Directions

This thesis shows that using fine-grained workload information, both from data and program
structure, can significantly enhance automated testing throughout the DISC stack. The three
contributions discussed (i.e. DEPFuzz, NaturaLFuzz, and DAGGER) each focus on a specific
aspect of the DISC workflow. However, there are still several additional areas within DISC

that require further investigation.

6.1 Testing Streaming Applications

A central capability of modern DISC frameworks is support for unbounded, event-driven
computation. Systems such as Apache Spark Structured Streaming and Apache Flink expose
streaming APIs in which programs consume continuously arriving records, apply relational
operators over logical streams, and emit incremental results under event-time semantics [14].
A representative pattern is a tumbling-window aggregation with watermarks and allowed
lateness, e.g., readStream(...) .withWatermark(...).groupBy(window(col("ts"), "10
minutes"), key).count(), where correctness depends on ingestion order, window bound-

aries, and trigger policies rather than on a single finite input batch.

This thesis is the first to present dedicated techniques for testing DISC framework optimizers
through workload generation, but the techniques assume batch processing. Many production

frameworks maintain distinct batch and streaming planner and runtime subsystems; streaming-
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specific workloads and rewrite rules (e.g., watermark propagation) therefore remain outside
the scope of the work. DAGGER may still surface planning-time faults for some streaming
constructs, but more work needs to be done to address challenges unique to streaming

workloads.

Extending concepts in this thesis to streaming raises fundamental test-oracle challenges that
do not arise in batch mode. First, outputs are unbounded or arrival-dependent, so there is
no fixed reference relation to compare at job completion. Second, observable results depend
on event-time assignment, watermark advancement, and handling of late records, making
identical logical programs potentially produce different results. Third, stateful operators
couple correctness to internal operator state and retention policies, which are difficult to
reproduce without controlling the stream source. Fourth, delivery semantics (at-most-once,
at-least-once, exactly-once) and integration with external sinks introduce timing-sensitive side
effects that violate the deterministic replay assumptions underlying plan-based comparison.
Addressing these issues will require controlled stream generation and time-aware oracles

tailored to streaming workloads.

6.2 Rule-Targeted Testing

While this thesis introduces a new correctness oracle, i.e. the plan-comparison oracle
that detects violations of non-deterministic UDF contracts by comparing optimized and

unoptimized logical plans, there is room for more research on dedicated correctness oracles.

Because DAGGER is designed as a general-purpose workload generator, its search strategy
prioritizes broad operator diversity and optimizer reachability rather than steering mutations
toward individual rewrite rules. Consequently, most defects reported to date manifest as

exceptions or crashes during planning or execution. A complementary research direction is
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rule-targeted test generation: characterize the preconditions and effects of specific optimizer
rules (e.g., predicate pushdown, column pruning, or sort elimination), then synthesize
workloads that are structurally likely to trigger those rules while supplying differential oracles
tailored to their semantics. This could improve both the rate of semantic fault detection and

the diagnosability of optimizer regressions.

Realizing rule-targeted generation at scale faces several challenges. Optimizer rule sets are
large, version-dependent, and often interact, so a workload intended to exercise one rewrite
may be transformed by others first or never reach the target rule. Precise preconditions are
rarely documented as executable specifications, which makes it difficult to synthesize programs
that reliably fire a rule without. Even when a rule is applied, establishing correctness requires
oracles that can detect it e.g. a buggy filter-pushdown might not be detected if the data is
not tailored. A holistic and effective solution would likely require some coordination between

data generation and program generation.

6.3 Cross-Framework Differential Testing

A defining characteristic of the modern DISC landscape is the proliferation of competing frame-
works that expose semantically equivalent programming models over distinct execution engines.
Systems such as Apache Spark, Apache Flink, and Dask each provide dataframe and relational
APIs through which users express transformations such as joins, aggregations, and window
functions, yet they may differ substantially in their optimizer architectures, physical execution
strategies, and handling of edge cases. A representative example is a grouped aggregation with
a filter predicate, e.g., df .filter(col("v") > 0).groupBy("k").agg(sum("v")), which
may produce identical results across frameworks on well-formed inputs but diverge on inputs

containing nulls, duplicates, or skewed key distributions due to differences in optimizer rewrite
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rules and runtime evaluation order.

The workload generation techniques developed in this thesis target individual frameworks in
isolation. Consequently, semantic disagreements that arise from framework-level differences

in query semantics remain outside the fault model considered here.

Extending the workload generation approach to cross-framework differential testing introduces
several open challenges. First, establishing semantic equivalence between programs written
against different APIs requires a mapping layer that preserves operator intent across syntactic
and behavioral variations; operators that appear equivalent (e.g., join in Spark versus Flink)
may differ in their treatment of duplicate keys or time-based semantics. Second, not all
frameworks expose the same operator surface, so workloads must be restricted to a portable
subset while remaining expressive enough to exercise optimizer logic. Third, differences in
output may reflect legitimate behavioral variation rather than bugs, requiring oracles that
can distinguish specification-level divergence from implementation faults. Such an approach
could surface latent inconsistencies in how frameworks implement the relational algebra,

complementing the single-framework fault detection demonstrated in this thesis.
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Conclusion

This thesis presents a principled approach to fuzzing Data-Intensive Scalable Computing
(DISC) systems by leveraging structural and semantic workload information, across both
input data and program logic, to improve the effectiveness of automated testing. Existing
fuzzers fall short in this domain due to the scale and complexity of inputs, the need for
coordinated mutations across datasets, and the opaque behavior of user-defined functions

embedded in dataflow graphs.

The first part of this work focuses on enhancing input mutation for DISC applications by
analyzing how programs interact with data at the row and column level. This enables the
generation of targeted, constraint-aware test inputs that reach deeper logic in applications,
beyond superficial parsing errors. The second part addresses the challenge of input realism
by introducing strategies to generate natural and semantically meaningful test data. These
techniques maintain the structural integrity of real-world datasets while improving coverage
and fault detection, making test cases more useful for developers. The final part extends
fuzzing to the frameworks themselves, proposing a DAG-based approach for generating diverse
dataflow programs that systematically exercise internal components such as query optimizers

and execution engines.

Collectively, these contributions demonstrate that effective testing of DISC systems requires
more than surface-level input mutation. By understanding how data and computation interact,

this work advances the design of fuzzers that are both powerful and practical, capable of
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uncovering deep faults, producing interpretable test inputs, and scaling to the complexity of

modern dataflow-based systems.
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