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Hisham S. Rashad

Abstract

Trust is the cornerstone of success in any relationship betweeor more parties. Generally, we do not
socialize, seek advice, consult, cooperate, buy or sell goods andesefrom/to others unless we
establish some level of mutual trust between interactingepaWhen ecommerce was merging infancy,
the concept of trusting an entity in a virtual world was a habstacle. Gradually, increasingly-
sophisticated, largely generic reputation scoring and managesystgms were embedded into the
evolving marketplaces. Current technologies to include clougueting, social networking, and mobile
applications, coupled with the explosion in storage capacity and praggssver, are evolving large-
scale global marketplaces for a wide variety of resounsdssarvices, such as Amazon.com, BitTorrent,
WebEx and Skype. In such marketplaces, user entities, or vsesisadft; namely, consumers, providers
and brokers, are largely autonomous with vastly diverse requirgmeapabilities and trust profiles.
Users’ requirements may include service quality levelst, @ase of use, etc. Users’ capabilities may
include assets owned or outsourced. Trustors’ profiles may inalbdeis promised and commitments to
keep these promises. In such a large-scale heterogeneous raaskefpé trustworthy interactions and
transactions in services and resources constitute a challenging@ndeav

Currently, solving such issues generally adopts a “one-sigealfit trust models and systems. Such
approach is limiting due to variations in technology, conflictsvbeh users’ requirements and/or
conflicts between user requirements and service outcomes. gkadly, this approach may result in
service providers being overwhelmed by adding new resourcessiy sditpossible requirements, while
having no information or guarantees about the level of trust thayirgghe network. Accordingly, we

hypothesize the need for personalizable customizable Trust MaaageSystems (TMSs) for the



robustness and wide-scale adoption of large-scale marketplacegsources and services. Most
contemporary TMSs suffer from the following drawbacks:

Oblivious to diversities in trustors’ requirements,

Primarily utilize feedback and direct or indirect experiense¢ha only form of credentials and trust

computations,

Trust computation methodologies are generally hardcoded and not reconégurabl

Trust management operations, which we identify as monitoring, oeagement, analysis,

expectation management, and decision making, are tightly couflech coupling impedes

customizability and personalization, and

Do not consider context in trust computations, where trust perggectiay vary from a context to

another.
Given these drawbacks and the large scale of the global tmlades of resources and services, a
reference architecture for trust management systems is needed cashimcorporate current systems and
may be used in guidance and development of a wide spectrum ah&magement systems ranging from
un-personalized to fully personalized systems. Up to our knowledge, no TMS refaremoecture exists
in the literature.
In this dissertation, we propose a new Reference Architectur@riist Management (RATM). The
proposed reference architecture applies separation of conoengatrust management operations;
namely, decision expectation, analytics, data management and nmgpit&®ATM defines trust
management operations through five reconfigurable components whielstigely can be used to
implement a wide spectrum of trust management systems rafngimggeneric to highly personalized
systems. We used RATM for trust personalization, wher@napose a Personalized Trust Management
System (PTMS) based on RATM. We evaluated PTMS'’s stityabhd demonstrated its effectiveness,
efficiency and resilience by contrasting against a Gefetist Management System (GTMS). We used

two case studies for our evaluations; namely, BitTorrent and a videaencifeg application.

Intellectual Merit

In this work, we propose RATM, a reference architecture fot mamagement systems that can be used
to implement a wide variety of trust management systems ranging fromcggretems (un-personalized)
to highly personalized systems. We assume service-basewrengnt where consumers, brokers and

service providers are interacting and transacting in s\and resources to satisfying their own trust



requirements. We used RATM to implement a personalizedrtrasagement system (TMS). The main

contributions of this work are as follows:

- Proposing RATM for the guidance and development of a wide specafuriviSs ranging from un-
personalized to fully personalized systems, and

- Utilizing our RATM to propose and implement a personalized, s@&ldaMS with varying trust

computation models.

Broader Impact

RATM provides reference architecture for trust management wlaichbe used to develop and evaluate a
wide spectrum of TMSs. Personalization, in general, pavesrdheé for reaching high levels of

satisfaction, where interacting parties’ requirements radevidually considered and thus consumers are
served the best suited service(s). Hence, we claim th&sSPwould largely enhance large-scale
heterogeneous systems offering services and resourcescdiit lead to more cooperation, more

transactions, more satisfaction, less malicious behavior and lower costs
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General Audience Abstract

Trust is the cornerstone of success in any relationship between m@repersons. Generally, we do not
socialize, seek advice, consult, cooperate, buy or sell goods andesefrom/to others unless we
establish some level of mutual trust between interactingepad/hen ecommerce was firstly used, the
concept of trusting a service delivered by someone who is noicpltysn the same place was a huge
obstacle. Gradually, more sophisticated, largely generic reputattsimg and management systems were
used into the new internet marketplaces. A reputation scoringrandgement system is a system which
collects feedback from different users about service pravideat certain marketplace on the internet and
uses them to anticipate future behavior of these providers. Current eprgmiinologies to include cloud
computing, social networking, and mobile applications, coupled with xpogton in computer and
mobile devises’ storage capacity and processing power, are reydarge-scale global marketplaces
offering a wide variety of resources and services to consumenss the globe. Examples include
Amazon.com, BitTorrent, WebEx and Skype. In such marketplaces, cossypraviders and brokers,
are largely autonomous with vastly diverse requirementspiiies and trust profiles. By autonomous
we mean acting in accordance with one's moral duty rather tlees adesires. Users’ requirements may
include service quality levels, cost, ease of use, etc.sUsapabilities may include assets owned or
leased from others. Trustors’ profiles may include what is @enand commitments to keep these
promises. In such a large-scale marketplace, the trustwor#mactions and transactions in services and
resources constitute a challenging endeavor. By trustworthyadtiten we mean transactions which
deliver results that are accepted by all parties.

Currently, solving such issues of trust generally adopts asimecfits all” trust models and systems. By
trust models and systems we mean computer programs which petfermeputation scoring and

management. i.e. select a single service which can a#trseguirements. Such approach is limiting due



to variations in technology, conflicts between users’ requiremantior conflicts between user
requirements and service outcomes. Additionally, this approachresajt in service providers being
overwhelmed by adding new resources to satisfy all possiblé&egents, while having no information
or guarantees about the level of trust they gain in the eye of their cerssum
Accordingly, we hypothesize the need for personalizable customizZbbist Management Systems
(TMSs) for the robustness and wide-scale adoption of large-scale ptackstfor resources and services.
In other words, we assume the need for a trust management sylsiemcan select services satisfying
transaction parties’ requirements. Most contemporary TMSs dtdfarthe following drawbacks:

Select one size fits all service,

Utilize one and only one type of data for calculating the score faednticipating the future

behavior of a party,

Utilize one and only one method to calculate the score value usedticipating the future behavior

of a party,

Trust scoring calculation method does cannot be reprogrammed,

Trust scoring calculation method does not consider the context in whichtéheatacollected.
Given these drawbacks and the large scale of the global tplades of resources and services, a
reference architecture for trust management systems is needed cahimcorporate current systems and
may be used in guidance and development of a wide spectrum ah&magement systems ranging from
un-personalized to fully personalized systems. Up to our knowledge, no TMS refahiteziure exists
in the literature.
In this dissertation, we propose a new Reference Architetdur&rust Management (RATM), which
overcomes the drawbacks of current systems. It proposes evaltatsigby number of flexible
operations namely, decision expectation, analytics, data managantemonitoring. These operations
collectively can be used to implement a wide spectrum of trust managemsiems ranging from generic
to highly personalized systems. We used RATM for trust pergatialn, where we propose a
Personalized Trust Management System (PTMS) based on RATMewMluated PTMS’s ability to
sustain the increasing number of users and demonstrated itsveffess, efficiency and its ability to
resist attacks. We achieved that by contrasting experimamtedgsults against that of a Generic Trust
Management System (GTMS). We used two case studies favaluations; namely, BitTorrent and a

video conferencing application.



Intellectual Merit

In this work, we propose RATM, a reference architecture fot mamagement systems that can be used

as a guide in the implementation of a wide variety of trumhagement systems ranging from generic

systems (un-personalized) to highly personalized systems. Weesswite-based environment where

consumers, brokers and service providers are interacting argadting in services and resources to

satisfying their own trust requirements. We used RATM to implgna personalized trust management

system (TMS). The main contributions of this work are as follows:

- Proposing RATM for the guidance and development of a wide specafuriviSs ranging from un-
personalized to fully personalized systems, and

- Utilizing our RATM to propose and implement a personalized, s&ldMS with varying trust

computation models.

Broader Impact

RATM provides reference architecture for trust management wlaichbe used to develop and evaluate a
wide spectrum of TMSs. Personalization, in general, pavesradheé for reaching high levels of
satisfaction, where interacting parties’ requirements radevidually considered and thus consumers are
served the best service which satisfy his/her requiremeletsce, we claim that PTMS would largely
enhance large-scale heterogeneous systems offering seawideesources. This could lead to more
cooperation, more transactions, more satisfaction, less maliséhas/ior and lower costs in such market

places.
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Chapter 1

1. Introduction

1.1. Motivation and Problem Statement
Trust is the cornerstone of success in any relationship between twoeopantes. It is the key enabler of

interactions, where we cannot socialize, seek advice, consult,ratepeuy or sell goods and services
from/to others unless we establish some level of mutual trust beimtesacting parties.

When ecommerce was emerging, the concept of trusting an enétyiitual world was a huge obstacle.
At that time, service consumers did not have tangible aspgatswhich trust can be built. While service
providers had no means of identifying who they are delivering tohawdt would affect their reputation
in the marketplace. Gradually, increasingly-sophisticated, largelyeric reputation scoring and
management has been embedded into the evolving marketplaces. Hotvevemergence of cloud
computing, social networking, and mobile applications coupled withedposion in storage and
processing power, enhanced services ubiquity, availability and rgplilitile drastically reduced the
cost of computing and communications. Such enhancements gradually sgi®zhl marketplace for a
wide variety of resources and services including, merchamda#etplaces, such as Amazon.com,
ebay.com and Walmart.com, file sharing marketplaces suchBwrigint [42] and Gnutella [43] network
and Cloud video conferencing services such as Adobe Connect, WebEx andiSleymd. a large-scale
marketplaces, user entities, or users for short, which inchatls of consumers, roles of providers and
roles of brokers, are largely autonomous with vastly diverseremgants, capabilities and trust profiles.
Users’ requirements may include service quality levelsfaes needed. Users’ capabilities may include
assets owned or outsourced. Trustors’ profiles may include iwabmised and commitments to keep
these promises.

Given such large-scale heterogeneous marketplace, the drtistwinteractions and transactions in
services and resources constitute a challenging endeavorwéedefine trust of a party in another party
as: the belief or disbelief that another party, for d sabject of trust in a given context, has the ability to

exhibit a set of acceptable actions in the future, for the welfahe drusting party.



Given this perspective, we hypothesize the need for a persdtalizastomizable trust management
system for the robustness and wide-scale adoption of such taigersarketplaces for resources and
services.

In the absence of personalization of trust, users’ trust anccsgaroviders utilize “one-size fits all” or
average service to satisfy their requirements. Howevespine cases, such service may not exist and
even would be hard to realize. In addition, users’ requirementsaomradict with the one-size service
outcomes, resulting in an unrealistic situation, for instance,tamet user may require only a reliable
network service with low cost. In this case, un-personalizedrivasagement systems would recommend
the highest trust-score/reputable service, delivering byagh QoS parameters, having the assumption
that it would be the most satisfying. Other service alterestwould have less chance of being
recommended despite the fact that they deliver reliable servioeet tosts.

Additionally, service providers may be overwhelmed by adding neauress to satisfy all possible
requirements, while having no information or guarantees about the faugstathey gain.

In literature, a plethora of trust management systems with varyingetegf success have been proposed,;

however, many suffer from several drawbacks including:

1. Most existing trust management systems are obliviotse diversity in user trust. Regardless of each
user trust's including requirements, trust profile apabilities, a single evaluation score formed by
feedbacks from heterogeneous resources is used to idaritdple services.

2. Trust management systems are oblivious to mutual teggtirements, where most existing works
focus on trust issues with service providers only, whildentigg the need to also trust the consumer.

3. Most systems do not ensure the credibility of truga,dahere few systems factor the collected
feedbacks by reliability of feedback provider, or degreteustworthiness in its source.

4. Most systems do not consider context in trust compusgtishere trust may vary from one context to
another. For instance, one may trust a reputable orgamizet Apple for their computers, tablets and
mobile phones, while we may not provide the same levelust twvhen considering an autonomous
vehicle, given other companies as Nissan, Mercedes and Audi.

5. Most systems primarily utilize feedback and direct wdirect experience as the only form of
credentials and trust computations, while other forms atdyhaver utilized. Other forms may include
for instance: popularity of service provider, warrantyagntees, and certifications (more data forms

to be found in chapter 2).



6. Trust as well as trust-based decision support computatimhsnethodologies are generally hardwired
and not reconfigurable. In such case, derivation of traishat reflect requestors’ point of view. For
instance, a file storage service may have users reqdiidggent access while others requiring high
performance. In the first case, a trust score whichatsflevailability of the service is needed, while in
the second case a trust score which reflects responsartariandwidth is needed.

7. Trust management operations are tightly coupled. Such ingupinders reusability of existing
components from current applications, such as data manag@malysis and monitoring. In addition,
it prevents utilization of any reconfigured componentsiltieg) in less generic and personalizable
operations. Moreover, it exposes trust data to all trustagement operations, resulting in potential
violation of trust data privacy and vulnerabilities thaay violate trust data confidentially and
integrity.

Given these drawbacks and the large scale of the globdletplace of resources and services, a

reference architecture for trust management is requiredhé guidance and development of a wide

spectrum of trust management systems ranging from un-persanaliigdly personalized systems. Up to

our knowledge, no reference architecture exists in the literaturaigomianagement.

1.2. Scenario

To motivate our work through the rest of the document, we will refer to lbeviiog two scenarios:

1.2.1.BitTorrent File Sharing

Consider a BitTorrent [42] file sharing swam in which legshare contributing to gaining high
bandwidth in order to speed up their downloads. By Leechers, we mean peers downloading amdyjuploadi
chucks they received so far from the swarm. In this networkslsehisbehaving leechers which are
trying to poison the download of others. Typically, they send tdkenks of the shared file to other
leechers in order to increase their bandwidth they get from therse Beéish misbehaving leechers have
the goal of gaining unfairly high bandwidth in order to speed up tlweinibad. Here, we should note
that selfish misbehaving leechers do not continuously send bogus chaihies; they may send valid

chucks if they have it to other leechers. This means that they somehowuseille

On the other hand, well behaving leechers vary among theiancke towards receiving bogus chunks.
Some are highly tolerant while others are not. For instaooee snay accept 2 to 5 bogus chunks, while

others may accept up till 10.



Figure 1.1 illustrates the scenario. In the figuve,have a common seeding node and number of leeche
with different colors. The seeding node represtmsnode sharing the complete file. Nodes of dffier

outline colors represent varying degrees of toleedowards bogus chunks.

The red leecher represents a misbehaving nodestleaploiting its download links from other leecher

and sending bogus chunks.

Given this scope, it is required to help leechgqrnuize their selections among other leechers axid g
maximum benefit of misbehaving leechers, withoolating leechers tolerance towards bogus chunks. A
trust management system is needed to executeothisGurrent trust management systems fail to plevi
a comprehensive solution which adopts the divezgelirements of leechers. Additionally, “the oneesiz

fits all” solution provided by current systems nret maximize the benefit from misbehaving leechers.

Seeding links

Leeching links

Misbehaving
Leecher

Figure 1.1 BitTorrent file sharing scenario.

1.2.2.Video Conferencing

A number of research institutes having groups afeaechers (professors and students), who are
conducting a number of video conference meetingfigouss and share their work with their colleagues
and/or professors. A number of participants in afe@®nce meeting may vary, starting from 2

participants and increasing as required. Parti¢fplmeation may also vary where some may condwit th



meetings from inside their institute while others may attemah foutside. The devise used by which each
participant, who attends his conference meeting, may alsoSanye may attend using PCs while other

may use their smart phones or tablets.

Given this scope, video senders and receivers (participargsjlizerse among their requirements

including: video streaming rates, video resolution and video compression.

Streaming rates

In some cases, video stream is achieved at the busiestltteef the day, hence management of video
stream sending rates is required to manage for congestithe metwork. Other video stream senders

may operate in less congested hours of the day.
Resolution

Some video conferences may include sharing of figures and gaamuntent, hence requiring high
resolution video quality, while others may include only discussibance, low video resolution may be

acceptable.

Compression

During busy time slots of the day, reducing packet sizes maybefal approach to deal with congested
networks. In addition, some video stream senders may stream fideotheir mobile phones or tablets

which operate on limited battery resources. Such limiteduress place restrictions on type of video
compression that can be utilized by the video stream serviber &nders may operate from their PCs

and thus may not have any limitations.

Each patrticipant in the conference/meeting is a video sendex weuiver at the same time (figure 1.2)
forming a peer-to-peer overlay network of senders and raseifevideo sender utilizes a video stream

service to create and send streaming video he/she requires to theieooefparticipant(s).

The streaming service outcome is evaluated using three parameamely, video resolution, video
compression and video streaming rate. The video resolutidre isiumber of pixels per video frame
generated by the streaming service. The video compression asnthnt of frame size reduced by the
streaming service. While video streaming rate is the sendiegof video stream packets. The sending

rate here depends on congestion observed in the network, wherentlee sdjusts its sending rate



(increase or decrease) according to the numbeaakegts lost in the network (more details can bedou
in section 5.2 ). Figure 1.2 illustrates the scenain the figure, each conference participant has
different color representing different requiremetttan his/her counterpart. Each participant majnbee
specific location, using specific device and aegain point in the day resulting in different rggments

for each participant.

Video stream receive

Video stream receive

Video Conference between 2 participants
| ﬁmﬂ\l\ Participant C i
' Vid t d i E
: 1deo stream sen Video stream send i
Y 7 :

Different video Se \
conferences \
Communication link N
between participants

Video conference N\
participants N\

Research Institute B

Research

Research location Institute C

Institute D

Research Institute A

Figure 1.2 Video conferencing scenario.

In our scenario, we have a number of video streamiice alternatives that are diverse among their
outcomes such that each requirement may find at 8@ service alternative which may satisfy iteSén
services are available to all participants to ckaamong them without any restrictions. Accordindby,
each conference participant, it is required to elkothe suitable streaming service alternative which

satisfies his/her requirements.

If we consider current systems, we may find thalythdopt a “one size fits all” solution, where they

recommend service providers whose average perfaenand behavior are accepted by the majority of



users. Here, majority acceptance does not necessarilyt rieflat satisfaction; on the contrary, it may
indicate that only the major part of requirements is met whktii#, some other requirements are not
satisfied. On the other hand, the best fit choice would maxintméeence participants’ likelihood of

success and satisfaction.

1.2.3.Goals
Our main goal in this research is to achieve effective diclegit trust based transactions in services and

resources in a large scale heterogeneous marketplace.hieweathis goal, we develop a reference
architecture to be used in guidance and development of a wideuspaaititrust management systems
ranging from un-personalized to fully personalized systems. Then,develop a personalizable
customizable scalable trust management system using our propefseehece architecture for the
robustness and wide-scale adoption of large-scale marketptacessburces and services. We address
scalability and attack resilience in our proposed systetnegspose significant challenges for large-scale

personalizable trust management.

1.3. Research Approach
In this work, we explore and enable trust personalization and prénidt management solutions in the

form of trust management services. To accomplish this, weedthy a series of classifications for
trust/reputation management systems depicting different agputations, different forms of trust data,
different trust management architectures and finally progrdoititgaof trust management. Based on
these classifications, we started identifying common fegtlges common features, gaps in research and

limitations of current systems.

Based on limitations of the current systems, we develop adRefe Architecture for Trust Management
(RATM). The proposed reference architecture applies separafi concern among trust management
operations: decision, expectation, analysis, data management and mgnitoaddition, it defines trust
management operations through five reconfigurable components whieltigely can be used to
implement a wide spectrum of trust management systeméngaffpm generic to personalized trust
management systems. We used RATM for trust personalizatlmrewve propose a Personalized Trust
Management System (PTMS) based on RATM. In our evaluatioescamputed time and space
complexities of PTMS’s. In addition, via simulation, we evaluaté®18's scalability, effectiveness,

efficiency and resilience. We evaluated scalability of ESI'Bly contrasting its’ results metrics when



increasing nodes population. We evaluated effectiveness aridreffiof PTMS by comparing its results
metrics against that of a Generic Trust Management Sy&@dmilS). The GTMS is a feedback scoring
system for trust evaluation of services. We focused in oarkwon large-scale heterogeneous
marketplaces, where different roles (consumers, broketproviders) are using trust-driven transactions
on services and resources that would satisfy their regamesmWithin our work, we addressed several

guestions including:

What are the foundational trust management operations necesdamld any trust management
system?

What are the foundational components of trust management suitabi@rde-scale service-based
heterogeneous marketplaces?

How to achieve personalization of trust?

How to scale a personalized trust management system?

Will personalization enhance trust management in large-Betéeogeneous marketplaces of services

and resources?

RATM comprises a set of reconfigurable components thabeansed to virtually implement any trust

management system. Trust requirements of each usex@ressed using Trust Management Definition
Language (TDL). RATM components represent operationsusf tnanagement, which includes decision,
expectation, analytics, data management and monitorgmar&ion of concern among these operations
provides the flexibility of reuse from existing apptioms, where analysis, monitoring and data
management services from existing applications candmegarated and used in our system. Additionally,

the separation of concern enables the utilization of cuzstdnd, personalizable operations of the system.

Hypothesis

Personalization of trust management would enhance users’ daiisfand transactions in large-scale
marketplaces of services and resources, given the vas#ysdivequirements, capabilities and trust
profiles.

The following constitutes an effective and efficient way for persoriadizaf trust management:

Separation of concerns among trust management operations.



Enabling users to express and manage their trust requirements.
Enabling reconfiguration and coexistence of diverse trust computations.
Scalable highly distributed/federated architecture.

Sampling of trust data using clustering techniques to reduce complexity armdt sgaability.

1.4. Evaluation

Our approach, evaluation is based on contrasting effectivamessfficiency of PTMS and GTMS
implemented in a heterogeneous simulated environment of resoudesraites. We used ns2 [30]
network simulation environment in our work, where we simulated tbesbgnarios illustrated in sections
1.2.1 and 1.2.2.

We used two case studies for our evaluations, includingoBint and Video conferencing application.

In BitTorrent case study, we contrasted simple version of PTMS which adapts accordimgterences

of peers in the network against a number of simple GTMSs, daftked thresholds matching peers’
preferences in the network. Evaluations provided by PTMS or Giidis leechers to select the suitable
leeching service and optimized use of selfish misbehaving lesicheetwork. We experimented for only
high diversities in trust preferences. Diversities in tprsferences are the ratio between the number of
trustors’ unique preferences and the number of service altemaerving them (more details in section

5.2.3.1.1). Our experiments’ results showed that:

The utilization of PTMS enhanced leechers’ QoS levelatiEfaction: PTMS produced the results
which, when compared to that of GTMS versions, constit@degood compromise in terms of
overhead, exposure duration, wasted and success ratiosll fi@echers given their diverse trust
thresholds.

Trust personalization increases resiliency to attaskb: increased amount of malicious behavior in
the network, effectiveness and efficiency results foMBToutperformed that of GTMS for various

degrees of maliciousness.

In Video conferencing case studywye contrasted a more sophisticated version of PTMS agasistple

feedback scoring version of GTMS. The GTMS selects an averageesaiternative in network based on



trustors’ feedbacks. We contrasted effectiveness and efficimetrics for both systems and used ns2
[30], where we modified the default UDP agent structure toémpht the five components of RATM
(more details to be found in section 5.2). Additionally, we evatb®TMS'’s scalability, where we
contrasted number of messages generated by the system and the amount of stéoedliffetznt nodes

population.

Unlike BitTorrent case study, we experimented for three differdiversities in trust preferences,

including low, medium and high. Our results showed that:

For high and medium diversities, PTMS produced better effectiverffigency and resilience
results.

While for low diversities, PTMS produced almost the same resulteeam-personalized system.

For low, medium and high diversities, PTMS showed scalabldtsescluding decrease in stored

data and linear increase in total number of messages.

We proposed using two trust computation models; namely, human inspistdcomputation and
statistical trust computation. The first computation model inclddes parameters inspired by a human
trust model; namely, Intent, Integrity and Results, while the secontputation model is based on
statistics of simple network parameters. For evaluafiexjbility of PTMS, we utilized both trust
computations in a single PTMS and compared effectiveness andreffiaesults for both computations.

The results showed:

Close effectiveness, efficiency and resilience values among thieust computations.
The utilization of the human trust model trust computation paeasencluding Intent and Integrity,

enhances efficiency and resilience metrics values given a rejasivelll history window size.

1.5. Contributions

Intellectual Merit

In this work, we propose RATM, reference architecture forttmanagement. RATM comprises a
number of reconfigurable components that can be used to implemédht aawiety of trust management
system, ranging from traditional systems (un-personalized) sopa&lized systems. We assume service-

based environment where consumers, brokers and service providdrgeaacting and transacting in



services and resources to satisfy their own trust requiremére used the reference architecture to

implement a personalized trust management system. The main contributioissaadrk are as follows:
Proposing RATM for the guidance and development of a wide spectrum of trust managgstems
ranging from un-personalized to fully personalized systems.

RATM decouples different trust management operations: decieipectation, analytics,
data management and monitoring.
RATM comprises a number of distributed reconfigurable componentshwban be
configured to coordinate and communicate with its counterpartsfariperust management
operations.
In addition to effectiveness and efficiency, the proposed referandgitecture targets
resiliency against attacks, extensibility, and scalability.
RATM may provide insights for the study of trust and reputation management.
Proposing fully distributed personalized scalable trust managemeensyased on RATM.
Defining and quantifying trust in terms of four “quantifiablparameter sets denoting: Intent,
Integrity, Capability and Results.

We evaluated trust personalization using simulation, where a@ BRATM to implement personalized

and generic trust management systems.

Our research findings are as follows:

1. Personalization produces better effectiveness, efficiency aneé@nesilvalues than current approaches
(un-personalized), given high and medium diversities of trust preferences.

2. Given low diversities of trust preferences, personalizaporduces same results as the current
approaches (un-personalized).

3. Personalization endures high time and space complexities when reompa current (un-
personalized) approaches, hence a tradeoff is required when choo®ng personalization and
current approaches (un-personalized).

Trust data sampling using clustering techniques enhances scalabilgypsrdonalized system.
The utilization of the proposed human-inspired trust model trust cotigpuemnhanced effectiveness

and resilience of the system.



Broader Impact

Trust is the key enabler of interactions, where we cannot gagiakek advice, consult, cooperate, buy or
sell goods and services from/to others unless we estafligral trust with our interaction parties and our
interactions. RATM provides reference architecture for tmmsthagement which can be used to
implement a wide spectrum of trust management systems rafngingoersonalized to un-personalized
systems. Personalization, in general, paves the way for ngatigh levels of satisfaction, where
interaction party’s requirements are individually considered andcttnsumers are served the best suited
service(s). Hence, we claim that PTMS would largely enhance leadetseterogeneous systems offering
services and resources. This leads to more cooperation, mosactians, more satisfaction, less

malicious behavior and lower costs would occur.

In addition, RATM may be used for the design and implementation ¢fraisagement systems in large
scale network environment such as PlanetLab [41]. In thisestiop deployed trust management system
and its application would serve as a real world test bed foristuttyist and reputation management. In
such environment, scenarios of real world may be studied and new &rtrust computations can be

tested and evaluated.

1.6. Document Organization

The remainder of this dissertation is organized as followspt€h& presents related work identifying
strengths and weaknesses of each work through a number of gdass#ications of reputation/trust
management systems. This includes different forms of tarmspuatations, different forms of trust data,
different forms of trust management systems architectunrdsaaclassification of different forms of
programmability of trust. Through these classifications, weigeoan overview and analysis identifying
the gaps in literature. Following that, we provide an ovenaévBitTorrent file sharing protocol. In
addition to, a brief survey for some clustering techniques, imgudifinity Propagation, K-means, K-
medoids and the density based clustering technique DBSCAN. Chaptiudes the proposed reference
architecture and its working environment, along with its compshémction, structure, sub-structure,
operation and personalization factors. Chapter 4 includes thesgmpersonalized trust management
system, illustrating its structure, operation, trust computatisesl and scalability of the system. Chapter

5 presents our evaluations, including experiments, results and ahelysis. In addition, a brief



discussion on, when to choose a personalized system rather thalitiantsystem (un-personalized).

Finally, chapter 6 provides a conclusion and outlines directions of futuke wor



Chapter 2

2. Related Work and Background

A plethora of trust management systems have been proposed in contgntifmedure. In this chapter,
we provide an overview and analyses of related works idamgiftheir strengths and weakness. Our
presentation is based on four main aspects depicting four classificationdirigdrust computation, trust
data, trust architecture and trust programmability. By tasnputation, we mean the process of
producing trust evaluations. This includes the operations applied téo imlaorder to generate an
evaluation. By trust data, we mean all forms of data involueidust computation. By trust architecture,
we mean trust management systems architecture. By trustapnogbility, we mean the degree of
customizability of trust management system in terms of produoirsgj evaluations which may satisfy
different trust requirements. These four aspects of tras¢ Wwased on our study of literature, where we
found that different contributions from different works may faitoi one of these four categories.
Accordingly, for each aspect, we built a classification basedifterent works in literature, identifying
what was and what was not achieved by current systems. Indpe sf these classifications, we present
our analysis of related works, identifying common features, less commarefgdimitations and gaps.

In addition to related works, presentation and analysis, weda@n overview of BitTorrent file sharing
protocol [42]. Moreover, we provide a brief survey of some cliumgdechniques, identifying pros and
cons and usefulness of each from our work’s perspective. Thiglésc Affinity Propagation [31], K-
means [53], K-medoids [54], and DBSCAN [55].

2.1. Related Work

Trust can be viewed from multiple dimensions. We enclose four maiendions which describe trust;

namely computation, data, system architecture and degree of peistoaliz



2.1.1. Classification of Trust Computation

Trust computations can be classified into threennsab-classes (figure 2.1); namely, Experiencedase

Credential-based, and Popularity-based. A hybadschlso exists.

Trust Computation

Experience-based Credential-based Popularity-based Hybrid
Direct / HV;JQA Association Certification Hybrid
Indirect N Safeguard .
evel- /\ Clarity Complexity
Level-1
Level-1 ‘ Warranty ‘ Guarantee ;
Level-N

Figure 2.1 Different forms of trust computations.

2.1.1.1Experience-based

The Experience-based class represents systems togpuwst based on local or remote information
(opinions) from parties who had one or more expeeés) with the trustéeA trustee may be a service
consumer, a service provider or a third party. @pis may be direct, indirect or hybrid. In otherrds
information sources who are asked about their opgimay or may not have experience with the teuste
Direct opinion represents systems computing trasetl on self-experience only. It doesn’t involvg an
external parties.

In indirect opinion systems computing, trust isdsh®n recommendation(s), to or not to deal with the
trustee (Level 1 Experience), from experiencedigmrivhile experience-less parties will refer tother
party who he/she thinks have experience with thetée (Level N Experience). For example, if we
consider having 4 software agents; A, B, C, and@ent A requires service X from agent D. Agent B, a

some time in the past consumed service X from aDemthile agent C trusts B and knows that it has an




experience with agent D. Given that A trusts C, A contactsd3k about service X provided by D. Since
C does not have any experience with D he/she recommends A Basiut his direct experience with
D. Experience-based hybrid systems utilize Direct in additiohetel 1 Experience and Direct in

addition to Level N Experience.

2.1.1.1.1.Direct Opinions

The following related works represent direct opinions.

[7 and 8] proposed trust management systems for distributed file sharingppdicin [7], the proposed
system collects 2 types of feedback, the first is corezbabout evaluating QoS delivered by peers. The
second is concerned about usefulness of provided feedback. Tradtusated by summation of all
evaluation feedbacks weighted by usefulness of each. The vi@rkimulation, presented a scalability
study as well as system’s robustness against a varietftaeks by malicious users. The work only
isolated non cooperative nodes, while it did not provide incentivesofperativeness. Additionally the
work was oblivious to forms of misbehavior, such as colluding and foiaitkg. Moreover and most
importantly the P2P model had all data distributed across themehaving no single peer viewing the
complete global view of reputation and causing considerable ambtraffiw for data allocation. In [8],
as [7] the system collects 2 types of feedback: theifirsbncerned about evaluating QoS delivered by
trustee; the second is concerned about usefulness of provided feedizesically, the work proposes a
light weight middle ware solution to prevent tampering with llatared and transmitted data. However,
the work adopted a distributed storage which causes considerable afnafitic for data allocation.

[2, 3 and 23] proposed trust management systems for Distribugtahrsy The systems solicit feedback
from peers after each transaction. However, [2] recognizeditraspeer as average feedback, while [3]
factored the averaged feedbacks by trustor's direct experigiticethe feedback provider. The work
presented in [2] proposed using a partially distributed solution tuleéihg trust. Additionally, it
provides a public key based mechanism that periodically updat@eéneeputations in a secure, light-
weight fashion. However, solution trades some accuracy in theatepuscore computations to keep the
overheads of the system to a minimum. The work presented fodi3ses on anonymity as a solution
against tampering attacks and proposes a trust based protochlpuvides anonymity for both the trust
host and the trust querying peer. The work again adopts a digir&totage mechanism and thus affects
traffic in the network. Additionally, the work lacked a studyowing system’s performance given

different forms of attacks. In [23] the proposed system aslidirect experience with other peers in the



network and updates it with time. Direct experience is usddiitd a multi directed graph representing
trust among peers in the network. The graph edges represstivepwalues of trust, while no edges
represent unknown trust or un-trust. The main strength of this iwdHe improvement of overhead of
computation and increase the reliability of the system. The amskfocused on these points and did not
consider other important issues such as resilience and/or secuhigysystem.

[11 and 12] proposed a reputation management system for BitToemorks. In [12], each Leecher
after completing a chunk, provides: -1 feedback if the redesink is bogus, 1 the difference between
local download bandwidth and chunk source upload bandwidth was negatiQeotimetwise. Feedback
is then sent to the tracker and the reputation score of chundesswpdated. [11] proposed modifying
[12] by utilizing time decay function to give priority to recémghavior of peers. Both systems proposed
in [11 and 12] provide a solution by augmenting the tracking senviB&Torrent. The solution did not
provide means on how to share the collected information byrdbker about different peers with other
trackers in order to make use of the collected information.

[9] proposed an autonomic framework for building trust in auton@pjdications selected by user. The
framework uses information exchange and communication between autay@t@ms and their users as
a tool to establish trust. Such approach reduces skepticismdwatomation by increasing decision
process transparency through direct experience of the usdor(trd$e system does not store or share
information developed about its users for the purpose of analysis ofutwentransactions with users.

In [17], the authors defined a number of trust computations for’ tsessto choose among according to
their preferences. The proposed system only utilized feedimdtke only form of data. The proposed
work only provides useful solutions given cooperation of nodes thertant aspect, such as adhoc and
sensor networks.

[44] introduced a systematic approach to trust establishment wiustecan be established gradually
through a mix of operations with user interaction and feedbackifey. The trustee is software utilizing
the autonomic computing concept for a dedicated system managé&mehon, termed Autonomic
Manager (AM). The proposed system collects feedback aboutegachition of an AM and aggregates
them for different executions across history to represest tE@trust of system administrator in an AM.
The proposed system provided no means for consulting experiencéenf syistem administrators,
limiting the view of a trust to direct experience only.

[16] proposed personalizing Eigen trust model by weighting peedbéck according to level of trust in

them according to trustor's perspective. The system did not cornideimportance of time decay



function while aggregating data. [10] modeled personal trusty@sgraph representing direct experience
of each trustor with the others as edges of the graph. Trealdslated by averaging values of edges
forming each path from trustor to trustee. The work presented mmovement to large scale market
places, such as Amazon and eBay. However, the work did not provates metigating different forms
of misbehaviors.

[6 and 20] proposes trust management systems for web sefwi¢@s.the authors propose a system for
automatic binding of web services in multi-agent systems. sMséem utilizes multi-agents to share
information about services. The Agents calculate trustotlecting preferred QoS parameters from other
trusted agents in the community and average them to produce theustasalues. In [20], a reputation
management system for web services based on users’ feetloatk®S parameters is proposed. In this
work, each user selects among a set of QoS parameters agdortiis/her interest. Accordingly, trustor
evaluates web services by providing feedback evaluating thasameters of web service. Trust is
calculated according to user interest by aggregating feedback f@dles selected parameters.

[27] proposed trust management systems for cloud computing. In [2Tstartanagement system for
cloud based marketplaces is proposed. The system utilizestognaire to provide feedback. Trust is
calculated by weighing feedback by its sources credibilityedibility is validated by comparing

feedbacks of different sources together.

2.1.1.1.2.Hybrid Opinions Level 1

The following related works represent hybrid opinions level 1.

[4] proposed trust management systems for distributed filenghapplication. In [4], the system used

two parameters: the first evaluates file sharing servibde the second evaluates peers’ participation in
recommending good peers.

[15] proposed trust management framework. In [15], an autonomicnbasagement system for future

internet architectures is proposed. The work defines futuren@ttarchitecture as a group of autonomic
nodes forming interconnected domains. The system used 2 typestah&magers, domain and inter-

domain managers. Domain trust constitutes trust among parttee shme domain. Inter domain trust
constitutes trust between parties belonging to different domamst ih a node is computed as the

average of collected feedback within node’s domain.



[19] utilized reputation management for routing in wireless ad-hbe.proposed system collects direct
and indirect observations about peers’ behavior in packet routingt & calculated using weighted
average of most recent direct and indirect observations.

[25] proposed a trust management system based on multi-agentsuthibes proposed to calculate trust
via a third party SW agent. The calculated trust is a htedyaverage representing direct experience and

indirect experience.

2.1.1.1.3.Hybrid Opinions Level N

The following related works represents hybrid opinions level N.

[5] proposed trust management system for distributed systerfiy, the system utilized cookies to log
peer’s satisfaction in transaction with other peers. When aquenyust, the logged satisfactions are
retrieved from the stored cookies. If no available cookies vieund, local cookies are used to find
trusted peers who had experience with trustee.

[26] proposed a generic trust management framework. The authorsgdojorepresent the assessment
of trust as a multi-class classification problem and use @¥M solution. The proposed system enables
collecting different forms of trust data and uses an algortthwbtain the better suited to train a SVM.
Accordingly, the trust level prediction model is obtained. Thep@sed system did not provide flexible

means to choose other computation methods other than SVM.

2.1.1.2Credential-based

The Credential-based class represents systems utiliziognation about measures that qualify trustee
for transaction. A trustee may be a service consumer, asgravider or a third party. These measures
include Association, Safeguard and Certification. Association rapges@ official registration with a
certain trusted group. Safeguards represent warranty or guarddeéesstance, refunding payment if the
service outcome is not as agreed upon is a considered warraifdyusing money deposits may be a
form of guarantee. Certification represents some kind of tiestshould be passed by a trustee in order

to measure and certify his/her capabilities in delivering cedaicomes.

2.1.1.2.1Safeguard

An important system which basically is an association creddraiged is PayPal [36]. In the online

auction systems for e.g. eBay [37], a considerable number of buyers utilize BaygRalisted third party.



Simply PayPal holds the purchase credits and does not d@iberér until the item(s) as described by

the seller are received by the buyer. Only then, sellers are deltheiedmount.

2.1.1.3Popularity-based

The Popularity-based class represents systems utilizing informabout how popular a trustee is. A
popular trustee may be a service consumer, a service prasidarthird party. A popular service
consumer is one who is having transactions with many providers anc@nmon subject of trust. For
instance, a wireless communication client for T-Mobil, VerizorS.WCellular and ATNT. A popular
service provider is one who is having transactions with méiepts, such as T-Mobil as a wireless
communication service provider. A popular third party is one whordwiging support for many
transactions, such as PayPal [36]. Support may be in the formacdrgees, discovery services, trust
service, etc.

Popularity of a trustee mainly falls into one of six categoriésst, Clarity, QoS, Pervasiveness,
Complexity and Hybrid. Popularity based on cost represents a tafféeéag a certain cost resulting in
being accepted or refused by relatively large number of teudtor instance, a service provider who is
offering challenging values for his services. Popularity basedarity represents a trustee who provides
certain amount of information about a given subject in order to reithieagueness. The information
may result in the acceptance or refusal of trustee amortyedldarge number of trustors. For instance,
consider delivering goods services of any e-marketplaced@lheering service may be popular and thus
trusted among marketplace users, if it enables consumersctoth@ir purchases starting from the
warehouses and ending at their doors. In other words, the deliveringess being transparent or clear
to users. Popularity based on QoS represents a trustee offertan QoS levels which are considered
accepted or refused among a relatively large number of tsustor instance, Verizon as a phone carrier
network provides the relatively good QoS and thus is popular. Pitputersed on pervasiveness
represents a trustee known among relatively large numbeunstbits and thus may be considered more
trusted or less trusted. This knowledge emerges from thet dir the indirect experiences of trustors. For
instance, if we consider a software solution sold by Microsdiftrosoft is highly pervasive in software
world and thus their solutions are generally trusted. Popularityd lmseomplexity represents a trustee
offering a certain subject at a certain degree of compleRiich complexity results in the trustee being
accepted or refused by relatively large number of trustess.instance, if we consider two libraries

offering a solution to a given problem and both solutions ai&bte] however, the first library would be



more popular if it provides a simpler Application Program latesf (API) to users than the second.
Finally, the hybrid popularity is considered a hybridization of theeafi@ntioned popularities. For
instance an internet service provider may be popular and thtesdtidise to his relatively high QoS and

low cost.

2.1.1.3.1.Popularity Based on Clarity

The work proposed in [9] represents popularity based on clarityng@sures trust in autonomic systems
by the degree of transparency in their decision process. Thishisved by measuring the amount of
information exchange and communication between autonomic systembeandsers. Such approach
reduces skepticism towards automation by increasing decisionspra@nsparency through direct

experience of trustors.

2.1.1.3.2.Popularity Based on QoS
The work proposed in [1] illustrates popularity, based on QoS. rfiJosed trust management systems
for distributed file sharing application. In [1] the system reizgs trust in a peer as the difference

between its contributions and consumptions in the network.

2.1.1.4Hybrid

Finally, the Hybrid class represents hybridization of two or more of therafortioned systems.

2.1.1.4.1. Direct Experience and QoS Popularity

The following related works represent Hybrid Systems of Direct Experi@nd Provider Popularity.

[13] proposed a reputation management system for BitTorrewbriet The system evaluates peer’'s
contribution as difference among upload bandwidth of peers. Peergdbatsvnload according to their

direct experiences.

[22] proposed trust management systems for cloud computing. In [22brdpesed work augments a
cloud with a trust management system based on EigenTrust [4].

[21] addressed trust management in social networks and identifgavorthiness in this domain to be
the weighted average of: the quality component of trustee, thatievobf trustee’s trust rating over time

and shifts which occur in trustee’s behavior which is the dtvie of trustee’s quality component. The

guality component of trustee is again the weighted average afiuimber of social relationships of



trustee, quality of the relationship with the trustor, and feedback frometiffparticipants in the network
about trustee. The feedback is defined as the fraction of goed vast for the trustee. The quality of
trustee relationship a with trustor is modeled as a scoped ram@tknin which a random walker
originates its walk at trustee and randomly follows the icglahip links of trustee and the subsequent
trustor at which it arrives up to a small number of steps.

[24] proposed a trust management system for internet of thingsprbiposed system utilizes weighted
direct and indirect experiences and a set of parameters iggat@imaliciousness in the network. The
parameters include honesty of service providers, cooperaswarienodes in network and similarity of

interests between trusting parties.

2.1.1.4.2 Direct Experience, Association and Pervasiveness

The work proposed in [18] represents Direct Experience, Assatiatid Pervasiveness. In [18], a trust
management framework is built up of 4 main components namely, coodeminunication, computation
and counter action. The computation component computes trust basedobnimtiirect experiences and

group relationships information.

2.1.2. Classification of Trust Data

Trust computations illustrated in the previous classificationlma applied to many forms of trust data.
Figure 2.2 illustrates a classification of different foraigdata that can be used to compute trust. In the
figure, we may find that trust data can be classified intortvain categories; namely, Input/Out data sent
to/from the trust management system and data which descrilteishenanagement system itself. The
Input/output data includes different forms of data describing thegaies of a transaction; namely the
service, the provider, the consumer and the broker. The trusgermaeat system data includes, function,
structure and operation of the trust management system. Théofuftrctst data describes the overall
operation of the system. This includes what trust computation aadtdaes. The structure trust data
describes the trust of the trust management system, suahdigributed p2p system or a centralized
system...etc. Finally, operation trust data describes how tisé tranagement system works including

details of different operations performed.

If we go back to the Input/Out data form, the data about the thadies, the provider, the consumer and
the broker, may fall into one of the four main categories; aignbehavior, diffusion, context and

interests.
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Figure 2.2 Different forms of trust data.

2.1.2.1Party’s Data

2.1.2.1.1Behavior

The behavior data category includes all forms &rimation which describes party’s exhibited behavio
concerning a certain subject. For instance, [8 76, 10, 11, 12, 16, 21, 22 and 27] collectea @ddiout
usefulness of feedback provider. [2, 3, 4 17, 20,22, 23, 24, 25, 27 and 36] evaluated servicgigeo

behavior by collecting feedback. [5] stored itslaation of provider behavior in cookies.

2.1.2.1.2Diffusion
The diffusion data category includes all forms mfbrmation which describes the popularity of a part
For instance, T-Mobile is a popular service provide literature, PayPal [37] is well known amorigpy

and internet communities as being a trusted thardypfor money deliver. Besides, in [1, 4, 13,&



24] the systems recognized the more contributing and cooperatare pe more trusted than the
consuming peers. [21] consider number of social relations asfgp@rameters evaluating trust, while

[18] considers group relationship information as parameters for carggutist.

2.1.2.1.3Context

The context data form incudes all forms of data which descriledfie context according to which the
party is being trusted in. In literature, [26] proposed a geriginework which included four main
aspects according to which authors build their system’s gefeatiore, among them most importantly
was to enable trust calculation for different contexts. $istem did not provide classification for
different forms of context data. In general, we may classifitext data into static and dynamic. Static
context data form includes features of a party which doesrequdntly change, such provider being
selfish, greedy...etc. Dynamic context data form may include gintelocation. Location data category
includes all forms of information which describes a party’stlooa This may include geographical or
geospatial locations. The geographical includes coordinates pHrty as being in a continent, in a
country, in a city. For instance, we consider a broker fromef and another from Europe. The
European may be more trusted due to his location data. Geospaligles location in relevance to
certain entity. For instance, in literature, [15] recognizedréuinternet as a network of interconnected
domains. Domain trust constituted trust among parties of the damain, while inter domain trust
constitutes trust between parties belonging to different ommaiere, to compute trust nodes geospatial
location is classified as being from same or from another domaure dontext data form includes data
which describes certain data or time information about partyinStance in November, internet service

provider’s availability gets low due to maintenance of servers.

2.1.2.1.4Interest

The interests’ data category includes all forms of informatibith describes specific subjects of interest
of a party. In literature, [6 and 20] allow trustor to selestgneferred QoS parameters which can be used
in trust computation. [24] considered similarity of trustorserasts as one of the parameters computing

trust.



2.1.2.2Service

Now if we consider the service, we may find contewétrics, local resources used, and environmental
resources. These types of information can be dledsnto two main categories; namely, operatiod an

assets of the service.

2.1.2.2.10peration Context

[11 and 23] used time of invocation of serviceptovide the most recent observations more sigmifiea

over the old observations.

2.1.2.2.20peration metrics
Here, [7, 8, 9, 15, 19, 20 and 26] collect datdwating QoS outcome of services.

2.1.2.2.3External Assets

[19 and 26] collected data about congestion inrenwment, representing environmental resources data

form.

2.1.2.2.41L ocal Assets

Up to our knowledge, no work in literature collectisect data value; however, the following works
collect feedback evaluating users’ satisfactionuadocal assets of a service. [9] Measured degfee o
transparency of autonomic service via amount of mamication with its user. In this case, feedback
evaluating degree of communication of autonomiwiseris collected, representing collected data abou
internal assets of communication of service. Thekwan [4, 6, 7, 8, 11, 12 and 20] collect feedback

evaluating QoS delivered by service depicting fofrdata about internal assets, producing QoS.

Trust Management System Architectures
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Figure 2.3 Different forms of trust architectures.



2.1.3. Classification of Trust Management System Architecture

In this section, we present a general classification of tnasiagement systems’ architectures. Figure 2.3
illustrates our classification. We begin our classificatignidentifying the main reference model of the
architecture. This includes Reference Architecture-drivesigdeand Unguided Reference Architecture
Design. The Reference Architecture-driven includes systemshwiilize a framework or a reference
architecture to design and build their systems. The UnguidedeReteArchitecture Design represents
the systems which do not follow a reference architectura fwamework in their design. Next in the
classification tree, the system’s basic distribution maday fall into one of the following categories:

centralized, distributed and hybrid architecture.

2.1.3.1Reference Architecture-driven Design

The following represent systems which utilize Reference fechire or framework model in their
design.

2.1.3.1.1Centralized Architectures

Centralized system architectures mainly operate one or motr@lcgerver(s) where all trust management
operations are performed. In literature, many systems existeMsow[9] proposed an autonomic
framework for building trust in autonomic applications seleddydthe user. The framework uses
information exchange and communication between autonomic systemseindiders as a tool to
establish trust. Such approach reduces skepticism towards dotorbgtincreasing decision process

transparency.

2.1.3.1.2Distributed Architectures

There are many models which adopt distributed architecture, ewtlidferent nodes have trust

management operations and communicate with its counter parts to excharayjeddgiarations.

[15] proposed trust management Framework. The work proposes an aigttmustnmanagement system

for future internet architectures. The work defines futaternet architecture as a group of autonomic
nodes forming interconnected domains. The system used 2 typestofmamagers: domain and inters
domain managers. Domain trust constitutes trust among partibe eame domain. Inter domain trust
constitutes trust between parties belonging to different domamst ih a node is computed as the

average of collected feedback within the node’s domain.



In [18], a framework is proposed which is built up of 4 main componeptkated across all nodes;
namely, content, communication, computation and counter action. Thenteomponent describes the
trust information elements. The communication component defines iiwara@mong trustees to
exchange trust data. The computation component computes trust. The amiaomtecomponent is
responsible for informing other trustees of recent perceptidrustors. The system only utilized fixed
forms of trust computations and enabled users to extend the proposed componentsheibsyistéms.
[26] proposed a generic trust management framework and utilized their system design. The
framework design includes four main aspects according to which aubidd their system’s generic
feature, including, enable different forms of traffic inspectetd,danable trust calculation for different
contexts, use different levels of trust to support flexibitfytrustor actions and use different entities
(other than trustor) to collect trust data. The authors proposexptesent the assessment of trust as a
multi-class classification problem and use SVM as a solutibe. proposed system enables collecting
different forms of trust data and uses an algorithm to obtzénbetter suited to train the SVM.
Accordingly, the trust level prediction model is obtained.

However, the proposed system did not provide flexible means to chibesecomputation methods other
than SVM. In addition, it did not consider uninspected forms of wludia, such as warranty or

guarantees.

2.1.3.2Unguided Reference Architecture Design

The following represent systems which do not utilize Reference Aothie or framework model in their
design.

2.1.3.2.1Centralized Architectures

Many systems, in literature, adopt the centralized architeatith no reference for their design. They
mainly operate one or more central server(s) where wdt thanagement operations are performed. In
literature, [1, 2, 3,4, 7, 8, 11, 12, 15, 16, 17, 21, 22, 23, 24, 27 and 37] represent such systems.

2.1.3.2.2Distributed
Distributed architecture includes the distribution of all afiens across the network. In literature, [5]
adopts this concept, where it proposed a system which stored node reegeetacally and accordingly

compute trust. When local experience is not sufficient, other nodesiexpes are utilized.



2.1.3.2.3Hybrid

Hybrid system architecture exists where some ojppeimbf the system are performed at a central node,
while other operations are performed in a disteldutashion. This includes in literature the disitéul
storage architectures in [25]. The authors prop@sednmediate neighbor storage scheme for securing
trust data and maintaining its integrity and coefidality, while utilized a centralized third pargent

which collects direct and indirect experiences fiatimer agents in network.

[6, 13, 19 and 20] utilized distributed monitoriogerations across the network while having a cendéc

node computing trust.
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Figure 2.4 Different forms of programmability of tr ust.

2.1.4. Classification of Trust Programmability

There are three important aspects which differentiaust management systems from one another;
namely, trust computation, trust data and trushitecture. Personalization of trust implies consiue

the first two aspects, where a personalized systeonld include a wide variety of trust data andttru

computations. Among these, the system selects vidatter suits the needs of the trustor.



In literature, some systems did provide some degree of personalizatierotttgt did not. In this section,
we try to put a scope on these systems through a simple ickt#sif which presents the programmability
of trust features embedded in these systems. Figure 2.4 tihsstar classification. In the figure, we

classify systems programmaubility into two categories: hard-codepgiwonalized), customizable.

2.1.4.1Hard-coded

In the hard-coded category, systems primarily operate on fixed rdatkel and fixed set of trust
computation(s). The data model may include one or more forms of ttasaslaliscussed in figure 2.2
and may also include one or more trust computation(s) as disdusfigdre 2.1. The term fixed here
implies that the same data and trust computation(s) operatetars@ors in the same fashion regardless
of any diversity in trust requirements. In literature, [1, 24,3%, 7, 8, 9, 11, 12, 13, 18, 19, 21, 22, 23, 25

and 37] represent this category.

2.1.4.2Customizable
In this category, a trust management system can be custostickdhat trustors’ requirements may be
met. The degree of customization here is classified intontaim categories; namely, menu driven and

open.

2.1.4.2.1Menu-driven

In the menu driven category, trustors can select among fixed sgitiohs in order to satisfy his/her
needs. These options include selection among fixed set of delegtion among fixed set of

computations, selection among sources of data or a collection of the prepimuns.
Selection among fixed set of computations include the following [6, 15, 17 and 20].

Selection among sources of data includes two categories;yhamedhing feedback according to trust in
the source and selecting feedback providers of the same interestisstitategory includes the works of
[10, 16 and 27], while the second includes the works of [24]. Besi@lestdvides this feature, where it
proposed a framework which builds trust in autonomic applications usfognation exchange and
communication between autonomic systems and their users. Such appoheads rekepticism towards

automation by increasing decision process transparency through directmogefieser (trustor).



Additionally, a hybrid approach exists among these features. Thigl@x[26] in literature. In this work,
the system selects among a fixed set of data (networkctiafpected data) and compute trust by

weighing feedback according to trust in data source.

2.1.4.2.20pen

In the open category, trustor's requirements are first considerd then the system accordingly finds
suitable trust data and computations to be used. This includesystem being able to adapt and/or
evolve. To adapt implies modifying existing trust computationhi@ $ystem in order to better suit
trustors’ requirements. To evolve implies first recognizimg need for a new form of data and/or trust

computation and second being able to utilize the newly introduced.

2.2. Related Work Analysis

Analyzing the presented works, we may find the following commoturfes, less common features and

gaps in literature.

Common features include:

1. Trust is a one-way relationship, whereas consumers can evgiuatiders while providers cannot

evaluate consumers.

2. Ensure credibility of trust data, where trust data (feedbare weighted by reliability, or

trustworthiness of its source.

3. Centralized architectures are favored among trust managememsyste

4. No reference architecture exists for trust management.

Less common features include:

1. Customize trust according to trustor’s requirement. [7] provided adeature by enabling trustors to
choose QoS parameters which suit them. [8] Enabled users totdizy raters of the same interest
as the trustor. [11] Enabled users to consider only feedback from presdelects peers.

2. Trust may vary from a context to another. [26] Defined trust esntext for which each entity, user,
or system has different trust features, measures, and differenttsontex

3. Popularity trust computation is rarely used by systems.



Gaps in literature include:

1. Hard-coded methodologies and computations: trust as well as trest-tdecision support
computations and methodologies are not personalized and are lgeharal coded and non-
reconfigurable.

2. Limited forms of trust Data and Computations: Contemporary teystfation systems primarily
utilize feedback and direct or indirect experience, while rotleems of trust data and trust
computations are hardly ever utilized.

3. Oblivious to mutual trust requirements: most existing works fomustrust issues with service
providers but neglect the need to also trust the consumer.

4. Tight coupling of trust management operations: no separation okerormong different trust
management operations with the exception of [18]. Such couplings liffexibility and
customizability of the system, where it hinders the abdftyhe system to utilize different operations

from existing applications, such as analysis, monitoring and data mamageme

2.3. Background

In this section, we discuss works that are related to our wdris. ificludes BitTorrent file sharing

protocol an Affinity propagation clustering algorithm.

2.3.1.0verview of BitTorrent

The cornerstone of success in BitTorrent [42] file-sharingiegbns resides in the principal component
of coupling contribution and rewarding in the network. Each peer ingteork only rewards those who
provide it with good download rates, designated as tit-for-tat rule [Bijs, the more contributions made
(uploads), the more rewards (downloads) a peer can get frometiverk and vice versa. Here, the
contribution or rewarding commodities are the chunks of the file to baldaded. In BitTorrent, the file
to be downloaded is divided into smaller sized chunks destj@atdieces, typically 256k each. Each
chunk is in turn split into smaller sized blocks of 16k. The blocks are éraedfin numbers from/to peers
in the network in the form of messages governed by each péstts Selection and Choking algorithms,

creating the mentioned rewarding/contribution scheme.

In order for the peer to start downloading a file, it has fodownload a “. torrent” file which contains

meta information about the target file, including number ofgsen the file, the hash value of each piece



and the tracker's IP address. The peer then contacts therteagk registers itself in the swarm after
receiving swarm setup information, including numbers of peech paer download achievement and
peers' addresses. A Peer who does not have a complete copyilef h&rfown as a Leecher while the
one who does is the Seeder. A Swarm is a group of peers engagedsrosupload/download activities
of Pieces of a specified file. In a swarm, each Leecheomnected to a number of Seeders and Leechers.
Among the Leechers and every 10 seconds, each peer selead audmber of peers (3, 4 or 5 peers,
varies from an implementation to another) to which it respondseio Riece requests. These responded-
to Leechers are known as un-choked peers, while the un-chokiresprisdermed Peer Choking. These
un-choked peers are selected according to the tit-for-tat iralethe top 3, 4 or 54according to
implementatiof Leechers who currently provided the best download rate serVipically, current
download rate is calculated according to a rolling averagéefdownload rate during the past 20
seconds. Another un-choking operation is performed in parallel to Gltemsking operation, namely,
optimistic un-choking. Simply, every 30 seconds a peer selectsdamalLeecher for un-choking. The
philosophy behind optimistically un-chocking a peer is to explorehbeig providing good services.
Seeders adopt pretty much the same un-choke policy where theyasgteap of (3, 4 or 5 peers, usually
varies from an implementation to another) Leechers to uplaaze®iof the file. In old versions of Bit
Torrent clients, Seeders would un-chock the fastest downloadechées from them. In more recent
versions, seeders bandwidth capacity is distributed uniformbpotmected Leechers. When un-choked
Peers select Pieces for download and sends Piece requeatgesess peers un-choking it. Typically,
pieces are selected according to their rarity in tharswwhere the more rare the Piece is, the higher
priority for download. After successfully downloading a pieces ffeer advertises its success via
broadcast message, including piece number, termed as Have enéBsage Have messages provide
peers with an insight about the distribution of number of copigednswarm, thus enableing them to
select rarest pieces. The process of selecting the paees for download is termed as Rarest First Piece

Selection.

2.3.2.0verview of Data Clustering

Data clustering is a very important, rather than an eWedgchnique, for statistical data analysis and
classification. In literature, we may find many applications;luding machine learning, pattern
recognition, image analysis, information retrieval, bioinforosat data compression, and computer

graphics. In our proposed trust management system, we utilizeldstieriog as a technique to reduce



size and complexity of trust data, thus enhance our systeaiabity. This was achieved by utilizing a
descriptive model of trust data rather than the raw trustitklf. The descriptive model, simply, is the
output of the clustering operation. This includes the data of clustds hed the classifications of all data
points. More details can be found in section 4.2. In this section,revédp an overview of some of

clustering techniques identifying their strengths and weaknesses framoupoint of view.

Affinity Propagation [31] is a clustering algorithm that is based on messagenggalsetween clustering
data points. The main strength of this clustering algorithm, fmompoint of view, is that it does not
require the number of clusters in a data points set prityetclustering operation. This point is crucial to
our work, where the dynamics caused by different parties andhthem@ment, make it impossible to
prior identify the number of clusters. The algorithm rathécutates and exchanges two values among
data points; namely, responsibility and availability, acewydp which it decides the number of cluster
points and classification of each point to each cluster. Theomewility reflects the accumulated
evidence for how well-suited a point is to serve as the phagnfior a given point taking into account
other potential exemplars. While the availability reflectsabeumulated evidence for how appropriate it
would be for a point to choose another point as its exemplangtédio account the support from other
points that this point should be an exemplar. The algorithm performslzenwifiterations till reaching a
steady point where either the cluster boundaries remain unchanged owenber of iterations or
reaching a predetermined number of iterations. Within eachiderahe algorithm updates availability

and responsibility values of each data point.

One of the drawbacks of Affinity Propagation clusteringodtgm is its complexity, where it is well

known by its cubic order of time complexity.

k-means clustering[53] is a form of an unsupervised machine learning techniquddia partitioning.
Simply, the operation starts by providing number of clustgradcording to whict data points are to be

partitioned. The next steps are then performed:

1. Select randork points representing initial centroids.
2. Assign each data point to the group that has the closest centroid.

3. Recalculate the positions of all centroids.



4. Repeat Steps 2 and 3 until the centroids no longer move.

The main strengths d¢means reside in its simplicity and the low complexity O(n), mamad to other
clustering algorithms. However, we should mention kaaieans clustering is also significantly sensitive
to initial selected centroids. Additionally, there is no geneddution to finding optimal number of
clusters for a give data set. A simple solution is to comffze results of multiple runs with differekt

values and accordingly choose the best.

k-medoids clustering[54], similar tok-means clustering, the procedure starts by providing the number of

clustersk as required. The next steps are then performed:

1. Select randork points from the data set to serve as medoids.
2. Repeat:
a. Assign each point to the most similar medoid.
b. Random select a non-medoid point.
c. For each medoid, compute the cost of swapping with the selected non-medoid
d

If the cost is less than 0, then swap
Until no change

Similar tok-meansk-medoids is simple in implementation; however, similaritggldtions is performed
in each step resulting in computationally expensive simjlaniterations. Most importantly is its initial

requirement of the number of clusters samke-means.

Density Based Spatial Clustering of Applications with Noi$@BSCAN) [55] is a density based
clustering technique. This type of clustering is classifiedagartitional type, where for a give set of
points, the high dense regions are classified as clusterg lotildense regions are considered noise.
Clusters are defined according to two input values; radius amchum number of points. The steps for
performing DBSCAN are as follows:

1. Select a random point r among a given data set.

2. Find all data points that are within the given radius of point r sutisaiafy minimum number of

points.



3. If pointr has more than the specified minimum number of points; then a clustediimgchll these
points is formed.

4. If r has fewer than the minimum number of points, within its radius, and is feidgeborhood of a
core point, then go to next point in data set.

5. Continue the process until all of the points have been processed.

One of the main advantages of DBSCAN is its time and spamelexities which is Q¢). However in
some cases where the radius value is chosen in a meaningfutsmesults Qflogn) time complexity.
Additionally, DBSCAN does not require the number of clusters ai@sm the case d-meansandk-
medoids However, DBSCAN cannot cluster data sets well with laifferdnces in densities, since the
radius and minimum number of points combination cannot then be chosen approfoia#lglusters.
Additionally if the data set and their scale are not well undedsthen selecting a meaningful radius and
minimum number of points values can be difficult.

If we are considering DBSCAN as an alternative for AffifPropagation clustering, then we might gain
the advantage of reduced time and space complexities. Howeveraywéaoe issues in classification
when dealing with non discrete values of metrics. Non discreligesraare expected to generate
differences in densities within the same cluster resultirdgissification error. A solution to this problem
might be in formalizing the required metrics values intecrdi® metrics. However, a key challenge here
is not to lose the advantage of the reduced complexity in metrics camvprsicess.

We may face another issue when dealing with DBSCAN in ostesy where, we may receive
unexpected behavior values, due to noise or oscillation in the envirgnmasuiting in difficulties in
radius and minimum number of points selection. A solution to tloislgm might be in the utilization of
machine learning, where the accumulated knowledge would assisvdsing the appropriate radius and

minimum number of points values.

2.4. Conclusion

In this chapter, we provided an overview of related workkténature identifying their strengths and
weaknesses. We also presented some of the technologiegethwarid used in our research, which
included BitTorrent file sharing protocol and Affinity Propagatibmstering technique. Additionally, we

briefly surveyed number of clustering techniques identifying ts&iength and weakness and their

suitability to our work. We presented trust management systelisrature using four aspects, including



trust computation, trust data, trust architecture and trusbpalization. For each of the four dimensions,

we provided a classification of related works. Based on ourifatasi®n, we identified common features,

less common features and gaps in literature. Gaps included:

1. Hard-coded methodologies and computations: trust as well as trest-libescision support
computations and methodologies are not personalized and are lgeharal coded and non-
reconfigurable.

2. Limited forms of trust Data and Computations: Contemporary tepstfation systems primarily
utilize feedback and direct or indirect experience, while rotleems of trust data and trust
computations are hardly ever utilized.

3. Oblivious to mutual trust requirements most existing worksugoon trust issues with service
providers but neglect the need to also trust the consumer.

4. Tight coupling of trust management operations: no separation okemprenong different trust
management operations with the exception of [18]. Such couplings liftexibility and

customizability.



Chapter 3

3. Trust Management System Architecture
In this chapter we present the proposed trust management refermnitecture. We first provide a

formal description of our model illustrating its main componeni different entities involved, using
Extended Backus-Naur notation. Then, we illustrate the operatien@ironment where an
implementation of the reference architecture can be usedfjgegtirust interaction among different
roles of different parties in the environment as well asttmanagement system role and components.
Then, we illustrate components of the reference architectuheding each structure, sub-structure,
function, operation and personalization factors. We finally ildstour design principal upon which we

built our reference architecture then contrast its’ featuraéastgaat of other works in literature.

3.1.Formal Model

We define our trust management model using Extended Backus—Nauf(BE&NF) [40] notation. Our
model comprises a set of service providers, service consubmelgers, services and a set of trust

management services. We may describe model structure accordingly.

<TMS-model> = <providers>, <consumers>,<Brokers>, <services>, <TMServices>;

<providers> = {Provider-Id};

<consumers>= {Consumer-Id};

<brokers> = {Broker-1d};

<service> = {<service>},

<TMServices>= {<TM-Service>};

A service is a set of actions to be performed by a septovider on one or more resources of his/her
own, for the welfare of the service receiver. A resourcehatever is needed to provide a service.
Accordingly, we model a service as follows:

<service> = {<type>};

<type> = {<type>} | <composition>;

<composition> = {<type>}|{<instance>},

<instance> ={Provider-Id ,Instance-Id} ;



Service type refers to different functionality ofaen service. Service composition indicates aigrof
services forming a composite service. Service nt&andicates a picture of the service. While servi
instance pair indicates the service provider hgstinoutsourcing the service. For more clarificafitet

us consider the file sharing service illustratedigure 3.1. We have different service types askbun
file sharing, online banking...etc. For File sharsegvice, we may have types as Nutella and BitTorren
In BitTorrent, we have different types of servicexluding seeding leeching and tracking. For tiiagk
we have two types, centralized and distributedcéntralized tracking, we have two types tracking
provided by Vuze or ptorrent programs. In Vuze, have tracking instance for Dark Knight and

Spiderman. Finally, for each instance, we may érmtovider.

Service
Type Booking Service File Sharing Service Online banking Service
Type Nutella BitTorrent
CompositiOn Seemhing

Tracking

Type Distributed Centralized
Type Vuze Htorrent
Instance DarkKneight.movie Spiderman.movie
Provider-service instance pair P1 DarkKnight P2 DarkKnight PN DarkKnight

Figure 3.1 Service description example.

A service provider is the party that hosts or outses the service instance in order for serviceestprs

to invoke it. A service consumer is the party whegeks, requests and invokes service instances, Her
party denotes a human, a computer program or amawnous agent.

Consumers have no prior knowledge or guaranteest gvoviders. Hence, the need to establish trust

prior transacting. Service providers place certagulation for their intended consumers in order to



maintain their own good reputation. For instance some providers geputisy consumers who provide
false feedback about them despite their satisfaction Wihptovided service. Hence, mutual trust is
needed prior to transacting. Accordingly, in our model, we enableslimers and providers to separately
define their trust requirements. These requirements may diffex one party to another given the
diversity in needs, trust profiles and capabilities. The didle®f trust requirements for a single party is
termed trust preferences. These preferences are mapped onpodiilesbf the intended transaction party
resulting in a successful transaction.

A Trust Profile represents the set of properties which cheniae a party, while Trust Preferences are the
set of requirements needed by a party to trust another partyrfsattang. We describe Trust Preferences

and Trust Profiles in our model as follows:

<TrustPreferences> = {<Record_group>},<owner> | {<Record_group>}{<record>},<owner> |
{<record>}<owner>;

<Record_group> = {<record>},<owner>;

<record> = <Quality-metric>[,<owner_threshold>];

<Quality-metric> = metric-name;

<owner_threshold> = value;

<owner> = provider-ld | consumer-Id;

<Trust-Profile>={<Quality-metric>, value},<owner>;

<Quality-metric>= <computation-method>, name;

<computation-method>=method-id,{<monitored-parameters>},return-type;

<monitored-parameter>= name, value;

As illustrated, a record is composed of a Quality-metric andedw threshold for the Quality metric

value. The record represents the party’s trust requireregarding a certain property in the intended
transaction party.

On the other hand, a trust Profile constitutes a set of quaditsionand value pairs and the profile owner.
A Quality-metric has an identifier and is computed by a commpumatiethod, while a computation

method has an identifier, a set of parameters which are used to compatasitand type of this value.

A personalized trust management system, primary role is ¢vajudifferent parties in order to select
which satisfies users’ trust preferences.

Trust preferences of a party can be identical or simdasdme other party’s preferences. Similarity
implies 2 types of records, an identical and different. The iclnimay be similar to other party’s

preferences, resulting in a hierarchal tree-like-structbmvig a heritage tree of preferences among



parties. We used Record_group tag to enable inheritance from pethées in our description to the
model. For better illustration, let us consider the following example.

Consider 2 organizations which are trying to help researstitutes in selecting the suitable cloud
providers. The first organization is formed and funded by a groupdokirial companies (OIC) and the
second organization is formed by the state of VA government (OVA) gbhl of OIC is to help research
institutes across the states to find quality cloud providershatem serve reliable SW, platforms and
infrastructures. While OVA is trying to help researchitogts in VA find local cloud providers suitable
for their research requirements. Both organizations aregtrip help research institutes by providing
them with trust preferences document which directs them toclmest providers in the market who can
achieve their goals. Let us first consider the set of requirementsdlbjir@VA.

Reqg#1: provider work in VA. (Meet state quality requirements).

Reqg#2: provider outsources services from volunteers in VA.

Reg#3: at least 3 offices in VA.

Reqg#4: average services fees $30-$70 per month.

The main philosophy of OVA as inferred from the requiremente wirect research institutes to local
cloud providers who are licensed in VA. The main idea is thatlaw in VA can protect research
institutes when cloud providers do not abide by the contract. We maywelthe recommendation for
local providers from reg#1, reg#2 and reg#3. Besides, the stetddrdirect research institutes to prices
in local market as inferred from req#4.

Now, let us consider the set of requirements defined by the OIC.

Reg#l: resources owned by provider from any of the founders: Microsoft, T-Mobkjitsufu CENets.
Reqg#2: cloud provider has a National license.

Reg#3: bandwidth provided not less than 20Mbps.

Reg#4: minimum number of servers 5.

As we can see from the defined requirements, the OIC is targeting goodrzeréer

Now, if we consider 3 research institutes, the first (user 1) deeaneh work in VA and the second (user
2) works on high performance computing and the third (user 3) is iandAworks on high performance
computing. The first user may simply inherit from the document peavity OVA and add its personal
requirements (e.g. BW not less than 18Mbps ). The second sser2jutargets high performance, hence

he/she would inherit preferences document as provided by ireetstoareau. The third user (user 3)



needs to work in VA targets high performance, so he/she would simpyit both preferences. Figure
3.2 and 3.3 illustrates that.

%! % !
& &3¢
(! ' [ MS [T-
5 Mobile|
Fujitsu |
#" : CENets
(!
(! 7T #
) ! + 6
01 *+ 2
] -
) “+

Figure 3.2 lllustrates structure of trust preferenees document provided by OVA and OIC.
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Figure 3.3 User 1, user 2 and user 3 preferencesalonent structure.



Trust management takes the form of a service hosted and consurdiéfétent parties. If we consider
the very beginning of a market at time zero, consumers anddprevat that time start searching for
ground zero trust; namely, an ultimate trust management semaa provider. By ultimate, we mean
trusted by default. The default trust here is based upon spéeifiures which characterize the trust
service and the trust service provider. Such as a trustedpiduity as the government. The ultimate trust
management service is used by a party to select a suitaisle management service from many
alternatives in the market. Recommending the ultimate laagiteferred trust services are done by the
broker role. A broker is a service provider who considers reauents and properties of a party and
accordingly recommends transaction parties who can satisfy rdgseements. At time zero, the broker
recommends an ultimate trust management service and provider whother times a broker
recommends other services and providers, as well.

In our model we define trust as the belief or disbelief &maither party, for a said subject of trust in a
given context, has the ability to exhibit a set of acd#ptactions in the future, for the welfare of the

trusting party. Accordingly, we may describe trust as follows:
<trust> = <belief> | <disbelief>,<trustor>,<trustee>

<belief> = <Intent>,<Integrity>,<Capability>,<Results>,<SoT>,<Context>
<disbelief> = <Intent>,<Integrity>,<Capability>,<Results>,<SoT>,<Context>
<trustor>=provider| consumer

<trustee>= provider| consumer

Our trust management reference architecture decouples snagement operations into five operations:
Decision Management (DS), Expectation Management (EM), AnalyAN), Data Management (DM)

and Monitoring Management (MM). Each of the five operationsseraice by itself. Trust management
services existing in the model, either follow or do not follow r@fierence architecture. Accordingly, we

may describe trust management services as follows:
<TMService>=<RATM-based>|<non-RATM>;

<non-RATM> = <trust-management>;

<trust-management>= <service>;

<RATM-based> = <RATM-composition>;

<RATM-composition>= {<DS>}, {<EM>}, {<AN>}, {<DM>}, {<MM>}
<DS> = <service>;

<EM> = <service>;

<AN> = <service>;

<DM> = <service>;



<MM> = <service>;

From our description, we may observe that each RABSged trust management service can be hosted
and provided by a separate node in the networkitidddlly, similar services can federate to form an
overlay network for expectation, analytics, moniigr and data management. More details about
function, structure and operation of each RATM-lokisast management service can be found in the next

section.

\

Decision Management

Expectation Management

Analytics Management

Consumer /" Broker Data Management

Monitoring managements

N _/

Figure 3.4 RATM reference architecture.

3.2.Reference Architecture

In this section, we provide an overview of the m®gd Architecture. Then, we present its services
(components) and describe the structure, functiohogeration of each.

3.2.1.0verall Architecture

The proposed architecture operates in a servicedbasvironment, where users of different roles
(consumer, broker and provider) are using trustegritransactions on services and resources tdysatis
their trust requirements. A trust requirement is slet of requirements needed by a party to trushan
party. It may include sets of metrics and the gpoading threshold values for each metric. Foraims,



a video conferencing user on a highly-congested network may nédddaastream application of 98%
reliability and 95% availability.

For each trust requirement, there exists at least one sapabilities and trust profiles which can satisfy
it. By a set of capabilities, we mean all the assetsatteaused to deliver a service, such as software code,
network bandwidth. By trust profile we mean the set of qualigyrics values representing the expected
outcome of a service. For example, the popularity of a servimader, where the more popular the
service provider is, the higher the cost of him cheating or deliveringepi@t outcomes.

We may visualize the matching of trust requirements of a (obnsumer, provider or broker) to
capability and trust profile pair of another role, as thetamng of the saw tooth of a lock and its
corresponding key (figure 3.4). In the figure, the proposed archi¢éelstings different roles together in a
transaction by performing the aforementioned matching process. Talthnthis is achieved using 5
customizable reconfigurable components responsible for the managemeiaicision, expectation,
analytics, data management and monitoring operations. Thesmfiy@gonents coordinate, communicate
and exchange data to perform trust management operations.

The decision component operates with expectation, analytics anchdatgement components to make
intelligent decisions. The analytics, data management and monitmeéngontinuously operating while
decision and expectation components request their operations on demandeci$ien and the
expectation components, both may utilize any generic component perfoemaigsis, data management
and monitoring. In this way, the proposed architecture can be used to any application intelligent-
customized trust management decisions and expectations, given tioatepps generic analysis, data
management and monitoring, or may even add and define new analisisiasieagement and monitoring
operations as needed.

The expectation component enables the role of trustor (consuroeiggy or broker) to expresses his
trust requirements: choose quality metrics evaluating theofdlieistee (consumer, provider or broker),
define thresholds values for the chosen metrics and préfateeision operations. Given these
requirements, expectation management component utilizes aisafym data management components
to produce trust reports evaluating trustees. The decision compgbeantakes decisions accordingly.
Decisions include selection, rehabilitation, blocking...etc.

Finally, we need to note that our reference architecturerdésig taken into consideration that each layer

is aware of its adjacent layer. In other words, we do no adhere tdastednhg architecture.
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Figure 3.5 Trust establishment protocol.

3.2.2. Interaction

Among two roles of authenticated parties, for aegivsubject, the architecture applies the trust
establishment protocol illustrated in figure 3.5 the figure, a Trustor and a Trustee exchange
expectations and declarations on the subject sf ($0T). The trustor extracts needed trust paenmet
from trustee’s declarations and then collects néddest data from its own and others experiences. T
trustor then evaluates trustee’s declarations ambrdingly develops the trust profile necessary for
evaluation. In case the decision is to trust, thustée is informed and a contract abiding trustee’s
provisioning is developed. During provisioning, theustor monitors trustee’s performance and
accordingly evaluates trustee. Finally, the trusipdates collected trust parameters locally (peison
experience) and remotely (sources of informaticouakrustee).

3.3.Architecture Services (Components)

The five services (components) of the proposeditaatire (figure 3.4) are Decision Management (DS),
Expectation Management (EM), Analytics ManageméM)( Data Management (DM) and Monitoring
Management (MM). The functions, the structure, strbeture, the operations and personalization facto

of each service are described in the followingisast
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Figure 3.6 Monitoring management structure.

3.3.1.Monitoring Management (MM)

Function: responsible for capturing and collecting the respitrust data.

Structure: illustrated in figure 3.6, includes:

1. Monitoring Engine: provides the environment necsssr creating, destroying and running

monitors. It includes the following sub- components

I.  Request modulereceives requests from DM to collect data andiesgb DM with the collected

data

ii.  Monitors Manager: provides the environment necessary for monitorsruio routines for

collecting required data

iii. Data collector: captures monitored data to be stored at DM anatrim§ monitors manager of

required data to be collected

iv.  Data/routine lookup module:lookup module necessary for selecting appropniatdines for

each form of trust data.

2. Routine Library: holds routines for collecting @ifent forms of trust data. The library is open for

system administrator to add new decision procedures



Operation: Monitoring Engine receives data collection request from DM:

DM informs Monitoring Engine of the required data to be recorded abgiven role of a given party in
an upcoming transaction. The Monitoring Engine accordingly sededtble routines for data collection
and starts them within the next transaction. On transaction termination|ldutecbdata are forwarded to
DM to be stored.

Monitoring engine sends collected data to DM:

Monitoring engine continuously manages the operations of monitordh velictinuously collect trust
data. After a monitored transaction terminates, the Moniton{g)lved forwards collected data to the

Monitoring Engine. The Monitoring Engine then forwards it to DM for storage.

Personalization factors
According to our presentation, in the following points, we may sarz@ the personalization factors of
monitoring management component:
Ability to collect any form of data evaluating transactiontipa: the routine library is open for
defining necessary monitoring routine(s) to collect any required data.
Ability to collect data about different contexts: monitoring routineg beaadded to monitor changes
in context. For instance monitoring location of a node or monitor congestiaretwark.
Ability to utilize different monitoring procedures: monitoring rowi alternatives may exist and

selections are made according to requirements.

3.3.2.Data Management (DM)

Function: is responsible for implementing storage, retrieval andaatidin policies necessary to manage
system and trust data. In addition to maintaining: integrity,labitity and privacy of system and trust
data. Moreover, it is responsible for formatting heterogeneowsidimt a single accessible format for

other components of the architecture to use.
Structure: illustrated in figure 3.7, includes:

1. Data Observer: ensures the existence of required trust data ancemdreagpdates and query

operations to Database. It includes the following sub-components:



i.  Request modulereceives data queries from DS, EM and AN and replies back with result s

It further receives recoded data from MM to be stored.
ii.  Query parser:parses data queries received by the Request module.

iii. Management engineis the heart of DM where it manages data format exchange, identifies
missing data in queries received and requests them from MM, storedembliiata after

replicating them at Reliability manager.

2. Data Homogenizer: includes routines necessary to change the hetersgmmat of the collected

trust data, into a unified homogeneous format accessable by arceiteatoponents. It includes the

following sub-components:

I. Format exchange manageireceives format exchange request and manages format exchange

operation.

ii.  Lookup module for data exchange routine®rmat exchange manager uses it to identify

routines necessary for format exchange operations
iii. Format exchange routine libraryincludes format exchange routines

3. Data Reliability Manager: includes a map for locating data andréq@icas across the network. In

addition it maintains integrity, availability, privacy and secuotylata. It includes the following sub-

components:

i.  Data synchronizer and locatomeceive requests for data storage and retrieval and manages

their storage locations, including their replication

ii.  Lookup modules for data replicas’ locationss a lookup module necessary for allocating data

replicas across the network.
4. Database: holds trust data.
Operation: Data Observer receives data queries from: DS, EM or AN or newteadlldata by MM.

- On receiving data queries, Data Observer uses Replication Maodgeate Trust Database and then

executes necessary queries to trust database:

In case data was found, result set is created and forwarded back.



In case no data was found, Data Observer inforqueay source of the no data status, and

requests MM of the missing data.
- On receiving Notification from MM about newly cotleed data.
Data Observer forwards collected data to Data H@nizgr to unify its format.

Data observer then forwards the unified data t@BRaliability Manager for storage.
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Figure 3.7 Data management structure.

Personalization factors
According to our presentation, in the following s, we may summarize the personalization factbrs o
Data management component:

Ability to store different forms of data: all data be stored at the data management component is

homogenized into a single accessable format fa@ratomponents of the architecture to use.



Ability to use different storage policies: this includes etént algorithms for replicating data and
storing them at different nodes/locations. The replication nearean be configured in the system to

implement the required storage policies for securing data.
3.3.3.Analytics Management (AN)
Function: responsible for analyzing behavior of different roles of differenstation parties.
Structure: illustrated in figure 3.8 includes:

1. Analysis Query Manager: accepts queries from DS and EMalietts required data from analysis

operations. It includes the following sub-components:

i.  Request modulereceives requests for analysis from Ds and EM and rdpigls with analysis

results.

ii.  Query parse:parses requests received and provides a list of analysistions required for

results generator.

iii. Results generatorrequests analysis results from operation manager and gendsback in

appropriate formats to request module.

2. Operation Manager: manages continuous operation of analysis dedtcanalysis results for

storage at DM. It includes the following sub-components:

i.  Analysis manager: provides necessary environment for running analysis operatiotis a
manages their continuous running states of operations. It isedponsible for adding new

analysis operations from routine library.

ii.  Data collector:responsible for capturing analysis results and sends thegksreo DM for

storage.

3. Data Selector: sends queries to collect parameters viiirasDM. It includes the following sub-

components:

i.  Data query engineprepares necessary data for analysis operations from DM.



ii.  Analysis lookup moduleis used by data query engine to identify necessatg for each

analysis routine.

4. Analysis Library: includes a set of operations &malyzing behaviors of different roles of different

transaction parties. The Library is open for sysésiministrator to define new analysis operatioms fo

new trust computations.

Operation: The Operation Manager continuously performs adllgsis operations. It communicates with
DM through data selector to prepare all requiredapeters for different analysis operations. The

operation manager also collects output of eactyaisabperation and stores it in DM.

The Analysis Query Manager receives queries fromdd8 EM and translates them to the results

extracted from output of different analysis openagi. These results are then forwarded to a requesto
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Figure 3.8 Analytics management structure.



Personalization factors

According to our presentation, in the following pisi, we may summarize the personalization factbrs o
analytics management component:
Ability to utilize different analysis algorithmshé analysis library is open to define all forms of
analysis operations required by the system. Thdysisaoperation may be implemented in a
centralized or distributed fashion. i.e. implemerte a single or multiple nodes in order to enhance
performance.
Ability to utilize different forms of data: differ¢ forms of data homogenized by DM are utilized by
analytics.
Ability to perform analysis operations locally amotely: users trust may utilize his local analysis

component or switching it off and utilize an alt@ime on remote node(s).
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Figure 3.9 Expectation management structure.



3.3.4.Expectation Management (EM)

Function: is responsible for developing an expectation of the future bmha¥ different roles of

different transaction parties given a defined set of trust requintsme
Structure: illustrated in figure 3.9ncludes:

1. Expectation Observer: manages flow of execution to produce Trust ReporisstAREport is a set of

trust profiles for a given role for a number of parties. iRstance, the trust report about multimedia
services in a network includes trust profiles for each aailaervice alternative. It includes the

following sub-components:
I.  Request moduleaccepts trust report request from DS and replies back with éprstts.

ii.  Expectation processoris the heart of EM where it receives requests for tegdrts from DS
along with trustor’s preferences from preferences proceks@quires necessary analysis and
data from AN and DS and passes them to report generator \atectoh produces the required

trust report.
iii. AN gquery managermanages queries sent and received to/from AN.
iv. DM query managermanages queries sent and received to/from DM.

2. Preferences processor: extracts trustor preferences, imglygteferred quality metrics, user’s

thresholds for quality metrics, preferred time window and predetrust computation method. It

includes the following sub-component:

I.  Preferences parseit parses preferences document and provides a list of preésréa be

processed.

3. Engine Reasoning: develops knowledge about analysis operationscandirggly selects the most

suitable. It includes the following sub-components:
i. Al modules:includes machine learning modules utilized by EM for reasoning and learning

i.  Knowledge bankdata base holding the knowledge developed by learning operations.



4. Report Generator: receives analysis results and creatgsréaports accordingly. It includes the

following sub-components:
i.  Report producerutilizes report format, trust data and analysis results to gerierateeport.
i.  Report format:includes the formatting for trust report

Operation: The Expectation Observer receives requests for producing Raepbrt from DS.
Accordingly, it extracts trustor preferences from Prefezerierocessor and passes preferences along with
any additionally required data from DM to the Reasoning Engirselect suitable analysis operations(s).
The Expectation Observer then contacts AN for analysis and recesdts. Then, it passes the results to
the Report Generator which may query DM for additional data.llfsindie Expectation Observer

receives the trust report and then forwards it to DS.

Personalization factors
According to our presentation, in the following points, we may suiam#he personalization factors of
expectation management component:
Ability to utilize different evaluation metrics: a user triss enabled to define his trust preferences
stating one or more preferred evaluation metrics and rasgighreshold values to these metrics.
Expectation management component utilizes appropriate analysesdsi¢from AN) to compute
values for the preferred metrics.
Ability to utilize different evaluation methods: the componentopen to utilize any evaluation
method defined in Analytics component or may even utilize anyrrett@nalytics service from
existing application.
Ability to establish trust within a given context user trustynalso define contexts within which he

may establish trust and vice versa.
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Figure 3.10 Decision management structure.

3.3.5.Decision Management (DS)

Function: is responsible for implementing trust-based dentsiof a trustor. Such implementation

includes the selection of interaction parties, Bk provisioning, type of penalties applied to

misbehaving parties, duration of rehabilitationiperfor misbehaving parties and type of rewards for

well behaving parties.

Structure: illustrated in figure 3.10 includes:

5. Decision Observer: interprets Trust Report receifredn EM, using AN and DM, into decision

actions. It includes the following sub-components:

i.  Request moduleaccepts trustor's decision request along with s&asy decision parameters. It

passes these parameters to report parser and sBkinquery manager of trustor decision

request



V.

Vi.

Report parseparses trust report and produces list of actions which weervaasabout each

trustee and hands it over to trustee evaluator.

Trustee evaluator:considers the list of actions and requests additional atedaanalysis to
trustees in list. It then identifies a list of actions &taken regarding each trustee and passes

that to action manager.

Action manager:uses the lookup table to run corresponding routines per action.
EM query managermanages trust report requests sent and received to/from EM.
AN query managermanages queries sent and received to/from AN.

DM query managermanages queries sent and received to/from DM.

1. Decision Library: holds a set of decision routines.

2. Lookup Table: holds a list of behavior and corresponding routines signature.

Operation: The Decision Observer receives trust report from EM. Thédentifies the required actions

by checking for recorded penalties, rewards and rehabilitafiwresach role of a party in the given trust

report. Additional analysis (AN) applied to additional data (D&l)performed in order to identify the

required actions. Then, the Decision observer accordingly updatdssttiud the available roles for

transaction and runs selection routine along with all necessary actions

Personalization factors

According to our presentation, in the following points, we may summéhe personalization factors of

decision management component:

Ability to utilize different decision algorithms: the decisiommagement lookup table and library are

open for adding any necessary decision making algorithm whichsbestuser trust preferences.

Additional analysis and data may be performed/collected, if needexksist the decision making

process. This enables user’s trust to have the following options:

(0]

(0]
(0]
0]

Utilize different rehabilitation periods and processes.
Apply different rewarding and punishments
Utilize different rehabilitation periods

Utilize different threshold values



Separation of concerns among trust management operations ¢

Reconfigurable components for trust management operations

Customizable

: Trust Management System:
Trust Definition Language and protocols — Personalizable

Diversity in trust computation methods ¢

Figure 3.11 Reference architecture design principke

3.4.Design Principles

The underpinning pillars upon which RATM is beingilbare illustrated in figure 3.11 along with the

main features characterizing it.

They are as follows,

Separation of concerns among trust management tapeyatrust management operations are
performed each by a separate component, namelysiDecExpectation, Analytics, Monitoring and
Data management (discussed in next sections). &anponent interacts and exchanges data with the
other components to perform the overall operatafrisust management. Such separation of concerns

added flexibility to the architecture, where it bles the utilization of different operations from

existing applications, such as analysis, monitoand data management.

In order to support flexibility and enable persdretion, we added the reconfigurablity feature to

each of the five components of the architecturehis way, our architecture can be customized and

reconfigured to virtually implement any trust maeagent system.

Autonomic services

Attack Resilience



The reconfigurablity of each component is performed using TDL. Sampuage would enable
trustors to define their requirements according to their needs.tidwhdly, it allows system
administrators to modify or even introduce new evaluation methdishvbest suits users of the
system. The reconfigurablity feature was based on carefalieaton of trust management systems
in literature where we found that some systems are different framoéfaer among their:
Trust computations (analytics) only. For instance, [2] and [23].uBgd a weighed average
scheme to calculate the trust value, while [23] builds a @idegtaph and uses it to represent the
trusted and unknown trust or untrusted.
Forms of data (association and popularity along with experience as in [18]),
Methods of storage (e.g. cookies as in [5]),
Evaluations of the trustee (e.g. the difference betweers ppdvad contributions in the network
instead of average feedback as in [13]),
Decisions (e.g. [23] decides to trust or un trust, while [Efjnés 3 levels trust, no trust and
unknown).
Such reconfigurablity and flexibility enrich the proposed architecand open room for having
diversities of trust computation methods as well as truspatation method evaluations. We adopt
the model of a service-based operation, where trust managemeniongesiee considered as services
and may accordingly be evaluated using one of the trust computations definedystem.
The above features collectively resulted in customizable arsbmedizable architecture which provides
autonomic and attack resilient services of trust management.
Table (3.1 and 3.2) compares features of the five servideddM-based system (PTMS) against that of
the related works.

3.5.Conclusion

In this chapter, we present our proposed trust managememnedearchitecture. Basically, we presented
its working environment and identified different roles in thizwvibnment including: the service, the
consumer the provider and the broker. We also illustrated thefrétast management system in such
environment and identified the protocol followed in order tobdista trust. Next, we presented the five,
components building RATM: Decision, Expectation, Analytics, Dataddament and Monitoring. Then,

we discussed each component’s function, structure, operaftioh personalization factors. After



presenting RATM, we finally highlighted the design principafon which we built RATM and then
contrasted features provided by RATM against that of works intliteraOur design principles include:
Separation of concerns among trust management operations
Reconfigurable trust management operations.
Enabling users to describe their trust requirements, trust data andtmmttations.

Utilizing diversities of trust computation methods as well ag tosputation method evaluations.



Table 3.1 Features of RATM compared to related work
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Chapter 4

4. Personalized Trust Management System
In this chapter we present a personalized trust managemésmsymsed on RATM. We first illustrate

the system model and interaction among its five components. Thélustete two trust computations
that are used in the proposed system; namely, statisticsil computation and human inspired trust
computation. Finally, we discuss the scalability issue in ffstem and propose our solution to the

problem.
4.1 Peer-to-peer Implementation

We utilized the proposed reference architecture to implempae@to-peer PTMS. Figure 4.1 illustrates
the trust management system using a peer-to-peer model. Ingthre, five may view that the five
components of the architecture are deployed on each node in the n@itreek physically or virtually).
Each component carries a certain role on a hode and communicatesoadinates with its counter on
other nodes in the network to form an overlay network for Trust Managemanteiin the network may
elect to switch off any of its component(s) and use counterpart(@mote nodes instead, such as a local
server node. Accordingly, the network can be configured to holataatieed node providing DS, EM,
AN and DM services, while at the same time having MM running on each nodeticgitrust data.

In the system, we implemented DS to receive service swleptquests as notification of trustor's
requirement for transacting. On receiving such a requéstnfdrms EM of trustor’s requirement, and
EM in return operates and replies back with the trust reporttriieereport serves as the basis according
to which DS makes decisions; however, this does not preventddSréquesting additional analysis or
data using AN and DM in order to make its decisions. DS is retperier performing all the following
actions: service selection, feedback provisioning, applying punigsraad rehabilitations. Simply, each
decision action is implemented in the form of a method, which DS. tdaee, it is the trustor’s
responsibility to select the action which he thinks suitable among a aé&trofative action methods.

EM receives the trust report formation request from DS andrdingly contacts AN and DM to prepare

values for the preferred metrics identified by the trustdris preferences Document (PDoc). Here, EM



does not directly operate on raw data found in [tMather uses a descriptive model of the trusadat
which is generated by AN. Such a descriptive mdedhs reduce the size of the collected data amsl thu

enhances scalability of the system. More detagd@be found in the next sections.

node 1 node N
Decision Management layer S~ ,°, 7Y . :
Data expec p?r§ms metrics - ‘E Data expec B§ms metrics||
= g Expec: Requests

BData quer.c

E

- I
Analysis request
2 - Ll

c
Data Management layer atad quer-es
: ’ P 'V': ~—S—® DM
Dan ries T 2 Data queries

.............................................

Figure 4.1 Peer-to-peer trust management system avay network.

AN holds the set of evaluation methods requiredbyto calculate the required metrics values from th
descriptive model and methods needed to generateasmodel. Basically, it operates on the collected
data provided by MM that are stored at DM. DM ssdttee collected data concerning a given trustés in
local Database; each node stores its own datadd@$eriptive model is stored at a single centralizede

in the network and its reliability is accordinglyaimtained.

MM is responsible for performing data gatheringragiens. It takes the form of a number of monitgrin
threads running on each transacting node in theankt These threads may operate on the truste@rand/
trustor sides as needed in order to capture negedssa. After transaction termination, monitoring
threads forward the collected data to DM for sterag

In the system, we implemented our trust computationthe form of four parameters, analyzing simple
network operation parameters. In the next secti@nillustrate our trust computation, and then wsedss

the scalability issue in our system and presensolution.



4.2 Trust Computation

The proposed trust management system utilizes two main trusputations: statistical trust
computation and human inspired trust computation. In the next sectend|ustrate both trust

computations.
4.2.1. Statistical Trust Computation

The statistical trust computation mainly depends on calculatattptgts, reflecting one or more QoS

parameter(s) values, evaluating a service or a party in the network.

Basically, the recorded parameters (by MM) represent dalténva time frame window. When a trustor
requests selecting a service alternative, the systeralai@s the Euclidian distance between trustor’s
preferences and the average of each service alternatie&gigia points (equation 1.1). Data points of
all monitored service alternatives are found in the form ofuater data model. The data point in the
model represents sum of scores of QoS parameters recootedh ftransaction during the given time
window (equation 1.2). Here, the scoring value is computed by dividingdbedesl value by maximum
possible value for the QoS parameter. The shortest distanvigesaternative is considered a candidate

for transacting (equation 1.3).

The system checks if the shortest distance servicaalies QoS parameter values were accepted or not

by the trustor.
The following illustrates our statistical trust computation forgnall

(1.1)
eucld(...): function returning Euclidean distance and id of corresponding servic
v: 2D vector containing n values for distances and ids

t; prf: trustor i preferences

$
%N'# "#

(1.2)

SQoS: servicg average QoS scores

n: total number of transactions



m: total number of QoS parameters
S(RecQo§ servicg QoS parameter j score

S..» Servicg to Servicg

& (O (1.3)
S,: candidate service alternative

Id_of _min(...): function calculating minimum value and returning corresponding id

4.2.2.Human Inspired Trust Computation

Inspired by trust in our daily lives [29], we propose using fouamater sets to build trust: Intent,
Integrity, Capability and Results. Intent is the cognitiveestapresenting willingness of a party to
execute a given action. Integrity is consistency in actions.nitainly about delivering what is advertised
and being consistent in delivering it to different partiegpabdlity constitutes all resources needed to
deliver a service. These resources include hardware, softskite set and raw material. Results
parameters track “promised or contracted” outcomes. @tistr and a computation example for each of
the four trust parameters are as follows:

Intent of a party is always issued by a motive. According tbrtidive, the party places an agenda that
includes the actions to be taken in order to achieve thavendtinally, the party’s behavior constitutes
execution of these actions. In this scope, Intent of a trustee can be cooginggetihe following:

Trustee’s reputation: where having good reputation may constitute the agémdadse the party’s gain.
Trustee’s customers’ credibility: where having reputablentdienay constitute an agenda to have high
value contracts and referrals to many new clients.

Warranty: executing warranties may constitute a behavioartdsvproving the good intent towards
delivering a service.

Gain and loss calculations: they are the fundamental mdfiresansacting and can be measured by
comparing popularity and diffusion of different trustees.

The following illustrates an example for calculating the aforemerdipagameters:

Re p(0O) =w* LocOp(0) + (1- w) * ExtOp(O,PV) (2.1)



Rep(O) reputation of trustee O is sum of different parties’ opinions trustee. An opinion constitutes a
set of parameters for evaluating a trustee.

LocOp(O) user trust’s opinion about trustee O.

w: weight of local opinion.

ExtOp(O,PV) external opinion, representing different parties’ opinions alostee O according to user

trust perspective.

ExtOp (0) = s—p:N PV (p)* fo (i, p) 2.2)

i=0 p=0

M: total number of evaluation parameters chosen by user trust.
N: total number of evaluations provided by different parties concerningér@st
PV: vector holding weights, representing user trust’s interest in@zaduation parameter.
fb: vector holding evaluation parameters values provided by differeigar trustee O.
Popularity. it is the number of parties who got good service from trustehd current time sample
(figure 4.2), to the total number of parties.
i=s j=T

Popu (Tu 1) = % CFun (. DL ,(SL;,Tu)) (2.3)

i=0 j=0

Tu: trustee

Popu(Tu,1) popularity of Tu at time 1

N: total number of parties in the current time sample.

S number of parties who interacted with trustee during current time sampl

SL: list of parties who interacted with trustee during current time sampl

SLi: party i who interacted with trustee during current time sample.

T: number of transactions between parand trustee in current time sample.

DL.: list of delivery status of trustees in transactions {1 delivefiedpt delivered}

DLj (SLi,Tu)delivery status of trustéku in transaction with partySL in current time sample
CFun function returns 1 for +ve value and O otherwise.

Diffusion average popularity across history

1 i=TSN
Dif (Tu) = TSN pop (Tu ,i) (2.4)
i=1 .

Tu: trustee



TSN the number of time samples = History/TS
TS time sample length (figure 4.2)

Credibility of customerssum of diffusion of all parties who were servedtitustee.

CredT (Tu) = B Dif (SL;) (2.5)
Tu: trustee

S the number of parties served by trustee

SL set of parties served by trustee

Dif(SL): diffusion of partySL

! Trustee’s History !

|€ TS >le TS >le TS 9| ........................ |é TS 9|

T1 T2 T3 | ........................ |TSN /v |
\ Initial

transaction
Most recent
transaction

Figure 4.2 Time diagram illustrating trustee’s hisory.

Warranty Quality it is the reputation of warranty and can be daked using equation 2.1.

Integrity: of a party is mainly about delivering what thetpadvertised and being consistent in his/her
delivery to all parties he/she interacts with. Gstesicy implies predictability of party’s future Heevior.
Integrity parameters may include satisfaction dfedent parties in service delivery, where parties’
expectations in a service is to deliver what it extlsed. Satisfaction can be measured by collecting
opinions of different parties as illustrated in agon 2.1.

Capability: of a party mainly includes all the resources ndettedeliver a service. These resources
include hardware, software, skill set and raw niate€Capability can be measured using 2 metrics; th
first identifies the existence of the needed resesiat the party under evaluation and the secoagunes
quality of the existing resources. Quality of Reseu(QoR) can be measured by reputation of resource
and certificates from benchmarking bureaus or dregdions, evaluating the resource. Reputation of a

resource can be measured using equation 2.1.



Results:of a party is the history of production of thattyaResults of a service are what it deliverstso i

consumers in transactions along its history. Batlality and quantity matter. Thus, results may be
measured using the weighed average of metrics afit®wf Product (QoP) and quantity. QoP can be
measured by reputation of a product and certifcdtemm benchmarking bureaus or organizations,

evaluating the product. Reputation of a productlmmmeasured by using equation 2.1.

4.3.Scalability

Scalability is the ability of a system, a netwook,a process to handle a growing amount of work in
capable manner or its ability to be enlarged tmavnodate that growth. Personalization, as a concept
maintains individual user’s requirements by sefgrtihe best matching service for these requirements
This implies the storage and the processing of lamgeunts of data, resulting in scalability issu@ar

proposed system includes two basic features updchvithscales up.
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Figure 4.3 Collecting and storing trust data.

The first is the peer-to-peer overlay network stice (figure 4.1), where each peer (node) implesdre
five main components of a system and each compaoemects and coordinates with its counter on other

peers (nodes) to form an overlay network for mamggiecisions, expectations, analytics, monitorimg) a



data. In such a way, additional resources areyeadded from the network to the system and thus may

easily grow with additional amount of work added.
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Figure 4.4 Producing trust data clustering model ad its utilization in trust decision.
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The second feature upon which the system scalassampling technique applied to trust data. Such a
technique aims at reducing the huge size of dadader to maintain the system’s performance. FiguBe
and 4.4 illustrates the sampling operation perfartme different components of the system. In figdr®,
different MM components across the network areectithg trust data. The collected data are sentMio D
for storage. EM checks for the amount of the ctdldalata in DM, and orders AN to compute/update the
total number of records collected about each seraid stores it in DM data cache. In figure 4.feraf
computing/updating total number of records collécdout each service, EM checks if the number of
services who accumulated a given number of recpagsed a certain threshold. If satisfied, EM then
orders AN to apply the clustering process to thregholded data. A clustering model is then produced
and saved at DM for service alternative selectiperations. The clustering model includes clustedse
data points and classification of non-cluster hedats points. The clustering model here servesas t
data model on which analytics, expectation andsitmtioperates. It simply serves as a replacement fo
the raw trust data that are collected from the ostwAfter producing such a model DM drops all
collected data involved in creating the clusteningdel and only keeps the ones that were not indolve

for later updates of the model.



4.4 Classification of the proposed PTMS

If we try to classify our proposed trust management systetarésain the scope of the presented trust
classifications in chapter 2, we may find the following:

The proposed system provides an open trust programmability, whesgstieen can be customized and
reconfigured to suit user trust requirements.

The system is capable of adopting multiple trust computatiodsnaainly we propose utilizing the
human-inspired trust models which constitute a hybrid trust compuitatifour parameters representing
experience-based, credential-based and popularity-based.

The system is open as mentioned earlier and thus may use any form oft&rust da

The system utilizes RATM reference architecture and demogistributed peer-to-peer model, which

mainly benefits scalability of the system.

4 5.Conclusion

In this chapter, we present the proposed peer-to-peer trust emagatysystem based on RATM. We
further illustrated the two trust computations used, includingissital trust computation and human
inspired trust computation. Additionally, we discuss the scalailitye and presented the solution which
included

adopting peer-to-peer model, where resources can be easily added to the system,

sampling of trust data using clustering.
Finally, we illustrated the clustering process performed instrstem, including the role of each of the
five components.



Chapter 5

5. Evaluation
In this chapter we present our evaluations for two case stiitd®rrent file sharing application and

video conferencing application. In BitTorrent case study, we arpated for only high trust preferences
diversity. We contrasted effectiveness and efficiencyiosetf a simple version of PTMS, which adapts
according to preferences of peers in the network, againsbftnaimber of simple GTMSs each of fixed
thresholds matching peers’ preferences in network. In Video coniegenase study, we contrasted
effectiveness and efficiency metrics of a more sophisticaersion of PTMS against a GTMS version
which selects average service alternative in netwosked®n trustors feedbacks and evaluated PTMS's
PTMS'’s scalability. Unlike BitTorrent case study, we expemnted for three different trust preferences
diversities, namely: low, medium and high. Additionally, for evahgfiexibility of PTMS, we utilized
the human inspired trust computation illustrated in section 4.2.2, andtdkistical trust computation
illustrated in section 4.2.1 in a single PTMS and compared effaesgeand efficiency results for both
computations. For the experiments of both case studies, wenfriéssr setup, used trust preferences,
role of each component in the trust management systems ang fawllts and their analysis. Finally at
the end of this chapter we provide a discussion illustrating wbeohoose a personalized trust

management system instead of an un-personalized one.

5.1. BitTorrent Case Study

In this section we present our evaluation of trust personalization ugihgyint file sharing application.

5.1.1.Experimental Setup

To demonstrate our approach we evaluate two versions of aesimpt management system, namely,
PTMS andGTMS. The GTMS defines fixed preferences for all leechers iméteork and accordingly
provides evaluations in the swarm, while PTMS considers eadhdes’ preferences and accordingly
provides the evaluation separately for each case. Evaigagtrovided, help leechers to select the suitable

leeching service. We used four trust preferences in our experintestisatied in figure 5.1.



We may describe the leeching service as follows:

Service Type: File sharing -> type: BitTorrent -> type: daing -> instance: 100Mb file -> [25
providers]

For each one of the 25 instances there exist a service provider and number efceersieners. Leechers
perform both roles, service provisioning and service consumption. 8gmoeisioning in the swarm is
not homogenous, where we defined 20% of leechers to provide malingtasde of the service. The
malicious instance aims at poisoning other leechers’ downlqgaideds, where with a certain probability,
a bogus chunk is sent to the consumer instead of the original chunksé&tleuniform distribution to

assign probability of cheating for different malicious instances.

The utilized trust management systems carry the role ahtg leechers’ selection according to the
table 5.1.

Figure 5.1 Trust preferences for BitTorrent experirments.

Table 5.1 TMS optimization table.

Preference Accepted Leechers (prob. of cheating)

10 <=0.2

30 <=04




50 <=0.6

70 <=0.8

We may describe trust management operations of both trust systemews, fol

MM: counts number of malicious encounters occurred to the leecher

DM: locally stores each leehcer’s preferences and number of maliciousiecou

AN: uses table 5.1 to filter peers (compute and identify malicious peers)

EM: in personalized version identifies leecher's owner thresholdevahd assigns it to AN to
operate. In the non personalized version assigns a fixed value through thexgeslenent for AN

DS: exit the swarm if number of malicious encounters exceeded TMS threshadd I(F)
Each of the five operations is locally performed by each node in the network.

We used collectively six metrics for measuring effeatizss, efficiency and resilience of both versions of
trust systems. We used Success rate (Sr) and DowrilnadDt) for efficiency and Red-zone exposure
duration (Red), Wasted (Wst), Download loss, (DI), and Overi@ah) for effectiveness. For resilience
we re-experimented using 30%, 50% and 70% maliciousnesseanded rate of change in results for

maliciousness value.

Red: represents percentage amount of time the Leecher spetits network immediately after his

total encounters exceed his Personal trust [l ¢p till he terminates download. During this time
the Leecher is exposed to attack from other Leechers.

Wst: represents percentage amount of file downloaded by @éheegvhile being in Red. This amount

represents wasted effort to the network due to the fagttbealeecher didn’t acquire it, as it should
have already departed the network and due to the faaribtter Leecher, having larger Ptl value or
haven't experienced Red yet, may need this amount.

DI: represents percentage amount of file not downloaded.

Sr: represents amount of Leechers who finished downloati@dile to number of Leechers who

downloaded the file given malicious free swarm.

Dt: represent amount of time consumed to download 100% of ¢he fil



Ovh: folds of simulation time (10 required to distribute the content to the same numibeeers who
successfully downloaded the same content in the samen with no malicious behavior.
We used ns2 simulation environment for implementing ouf dient experiments. In each run we
calculated Wst, Red, DI and Sr for Leechers who finishedraminated download. Each run was repeated
5 time using 5 different random seeds and we calculatecvieege for the six metrics. Table 5.2

illustrates simulation parameters for BitTorrent.

Table 5.2 BitTorrent simulation parameters.

Parameter Value

# Leechers 30
# Seeds 5

File size 20M

Peers’ bandwidth 2048 kbps

# Unchokes 5
#0pt unchokes 1

Peer set size 15

5.1.2.BitTorrent Results

Figure 5.2 to 5.6 illustrates our simulation results for 288ticiousness. Figure 5.2 represents download
loss and wasted for the five runs. In the figure we magrebsthat TmsThr =70 achieved the least
download loss (0%) for all Leechers then TmsThr=10 (5e4f=10, 2% for Ptl=30, 0% for PtI=50 and
3% for PtI=70) then TmsThr=30 (21% for PtI=10, 0% ftl=80, 0% for PtI=50 and 2% for PtI=70) and
finally the personalized trust version (17% for PtI=10, fo#6PtI=30, 0% for PtlI=50 and 6% for Ptl=70).
Additionally from the same figure we may observe thati¢hst wasted was achieved by TmsThr=10 and
the personalized version (0% for all Ptl values) while thedsgwas for TmsThr=70 (42% for PtI=10, 7%
for PtI=30, 2% for Ptl=50 and 0% for PtI=70) then TmsThr=304Zor Ptl=10, 0% for PtI=30 and 50 and
2% for PtI=70).



Figure 5.2 Average download loss and average wastéat 20% maliciousness.

Results from this figure favor using the persomalizersion and TmsThr=10 over other systems. Howeve
if we consider figure 5.3 we may observe that TrmisT8 would be a better choice, as it achieves the
highest success rate (60%) compared to that ofpéreonalized trust version (33.97%), TmsThr=30
(33.4%), and TmsThr=10 (25%). If we consider figbré, we may observe that the personalized version
achieves the least exposure duration along withThm=l0(0% for all Ptl values) while TmsThr=70
achieves the highest exposure duration (31% ferlBtl6% for PtI=30, 2% for PtI=50 and 0% for Pt) 70
and TmsThr=30 comes next (9.5% for PtI=10 and (8éretise).

m82,+
m82,+

82,+
m82,+

Figure 5.3 Success ratio given 20% maliciousness.



Figure 5.4 Exposure duration for 20% maliciousness.

If we consider figure 5.5 we may observe that TmsB8 achieved the least download time (485sec for
Ptl=10, 508sec for PtI=30, 492sec for PtI=50 an@isé4 for Ptl=70) while TmsThr=30 came next (510sec
for Ptl=10, 498sec for Ptl=30, 488sec for PtI=5d d98sec for Ptl=70) then comes TmsThr=70 (546sec
for PtI=10, 487sec for Ptl=30, 613sec for PtI=5@ &84sec for Ptl=70) and finally the personalized
version was the highest (557sec for PtI=10 and3Bi{l572sec for PtI=50 and 544sec for Ptl=70). Resul
from this figure does not favor TmsThr=30 as itl sichieves high DI, Wst and equal Dt to the

personalized version.
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Figure 5.5 Download Time for 20% maliciousness.
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Figure 5.6 Overhead for 20% maliciousness.

Finally from figure 5.6 we may observe that TmsThr=¢hieved the least overhead (28% for Ptl=10,
24% for PtI=30 and PtI=50 and 7% for Ptl=70) while TmsB@rcame next (36% for Ptl=10, 63% for
Ptl=30, 0% for Ptl=50 and 57% for PtI=70) then the personalizedsy$8% for Ptl=10, 69% for Ptl=30,
8% PtlI=50 and 123% for PtI=70) and finally TmsThr=10 (92% 1 149% for PtI=30, 36% for PtI=50
and 123% for Ptl=70). The figure showed little differemetween TmsThr=30% and the personalized
version leading us to a conclusion that utilizing itha tase of 20% maliciousness in the swarm would be
a good compromise which achieves the least DI, the leasg@¢st,Sr, and acceptable Ovh.

In order to investigate resiliency of the personalizgat@ach, we repeated the same experiments for 30%,
50% and 70% maliciousness, and calculated average forediffetl values. Figures 5.7 to 5.12 represent

the results.

/

/| —82, 8 +
/ —382,8 +
"4

—382,8 +
/ 82,8 +9

Figure 5.7 Average wasted for 20%, 30%, 50% and 70%.



In figure 5.7, we may observe that the personalizediasrerand TmsThr=10 achieves zero wasted for
different maliciousness values, while TmsThr=70 achlethe largest wasted followed by TmsThr=30.
The figure shows an increase for TmsThr=70 till 50%icimlsness then a decrease from 50% to 70%.
The observed increase is proportional to that of pribtyabf receiving bogus chunk in the swarm, where
the high probability cause peers to start their expoduration earlier than before. Along with the large
TmsThr value (70) which maintains a long time period download before abortion. Such state of
increase keeps getting lower and lower with the increasmatitious behavior in the swarm. What
prevents the curve from not decreasing is the narrowfitige network allowing fewer peers to make use
of existing seeds. The reduction is caused by the quick consmngbtihe 70 encounters constant causing
peers to quickly abort the swarm, giving no time for seeds te+mpkKor the losses.

In the same figure we may observe a slight decrease forlira®J from 20 to 30% maliciousness, then it
show an increase from 30 to 50 and then stay constant. The decrease froid020stca&used by the early
abortion of peers where they start their red zone eadythe short TmsThr constant (30) does not allow
them much time to download as it is in the case of Tms/MhrEhe increase from 30 to 50% is caused by
the thinning of the network allowing fewer peers to connect tdirgiseeds, which make-up =for the loss
caused by early start of red zone. The constant fstate50 to 70% is an equilibrium between the early

start of red zone and number of peers connected to seeds.
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Figure 5.8 Average download loss for 20%, 30%, 50% and0%.



In figure 5.8 we may observe an increase for all Tm&Hhwes with the exception of the personalized
approach which starts decreasing after 50%. Againritrease is proportional to that of probability of

receiving bogus chunk, which keeps causing peers in the swarnt thaitagexposure duration earlier than

before. The decrease observed in the personalized systiera is the proper management and utilization
of the swarm which isolates malicious peers and savds baadwidth to only well behaving peers.
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Figure 5.9 Average exposure duration for 20%, 30%, 5% and 70%.

In figure 5.9 we may observe the same increase and deaseds figure 5.7. In figure 5.10 we may

observe an expected decrease in all cases. In figure 5.11 wabs®ye an expected increase for all cases
except the personalized system which decreases from 80 #dg@in the decrease is due to the proper
management and utilization of the swarm which isolatakcious peers and saves seeds bandwidth to

only well behaving peers.
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Figure 5.10 Average success ratio for 20%, 30%, 50% dri70%.
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Figure 5.11 Average download time for 20%, 30%, 50% ath 70%.

In figure 5.12 we may observe slight overhead increasgpekmeTmsThr=10 which depicts a dramatic
value increase from 50 to 70%. This is expected as theessiaatio recodes the lowest value for
TmsThr=10.
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Figure 5.12 Average overhead for 20%, 30%, 50% and 70%



If we examine figures 5.7 to 5.12 and find the differences dmtwesults values at each maliciousness
point, we may find that the personalized system achiéxekeast difference among all systems in case of
wasted, exposure, success ratio, overhead and achievesitfgraick values with TmsThr=30, in case of

download loss. Such observation depicts resilience ofdfsopalized system.

5.1.3.Findings

From the observations and aforementioned discussion, we melydemhat,

The utilization of PTMS enhanced leechers’ QoS levesaifsfaction, where PTMS produced the
results which, when compared to that of GTMS, constitutgaloal compromise in terms of overhead,
exposure duration, wasted and success ration, for all isegiven their diverse trust thresholds.

Trust personalization increases resiliency to attaehsgre with increased amount of malicious
behavior in the network, effectiveness and efficierasults for PTMS outperformed that of different

GTMSs for various degrees of maliciousness.

5.2.Video Conferencing Case Study
5.2.1.0verview of Case Study

In this section we present our evaluations of a more sophistiBatdM-based system. Our evaluation
approach is based on measuring effectiveness and efficiencyP@VEs operating in a simulated
heterogeneous marketplace of video streaming services. Indhetplace, we stochastically created
parameterized trust-driven transactions for satisfying v&temaming senders’ trust requirements. Our
simulation model included a centralized server providingt tnusnagement services and video stream
sender and receiver nodes. Sender nodes use trust managemees serselect the most suitable video
streaming service among 64 available service altersativ@r each service alterative, we provided a set
of three assets according to which it operates and delivers thesweltes in table 5.3. These assets are,

the compression procedure, according to which it generates the Compre3sialuéC

the congestion procedure, which includes choosing the Sending Rate (SR) value

and finally the video creation procedure, which delivers the Video Reso(iR) value.
We defined service alternatives’ behavior as to operatewiteed assets, and thus a service alternative
delivers according to its capabilities. Video senders’ trustirements were based on variations in values

of the three metrics, SR, C and R. SR refer to the numbémes$ ta service can reduce its stream rate



after sensing congestion in the network. The higihenalue for SR, the better a service can mangthe
congestions and vice versa. C refers to compresaterof the video. In our simulation, we reduce sif
packets sent according to C value. R refers tordselution value in pixels for the videos. Tabl& 5.
illustrates different values for the trust requiemts metrics.

Table 5.3 Trust Requirements Metrics values

Trust Metric Metric values
SR 2,3,4,5
C 1%, 3%, 5%, 7%
R 240p, 360p, 480p, 720p

Figure 5.13 Sample trust preferences used in ourraulation.



Video streaming services were built to satisfy videoastiag senders’ trust requirements. We used a
total of 64 service alternatives providing all possible contluina of values, in the table, for the three
metrics.

Matching between video sender’s requirements and the suitableesalternative was achieved by the
trust management service. Figure 5.13 illustrates a sample of tresepieds used in our simulation.

In addition to PTMS, we implemented GTMS as a reputation systewhich nodes provide their
evaluations of service alternatives in the form of feedbAckode provides feedback value 1 in case it
received SR, C and R values satisfying its preferences, whiedes the value O otherwise. The
reputation of each service alternative is computed asuimeo$ feedbacks provided for each service.
Here, GTMS is completely oblivious to trustor requirements, whezdbacks from different users —

regardless of their diverse trust requirements— are summed to prodngke aeputation score value.

5.2.2Experiments Setup

Our evaluation comprises three sets of experiments. In theséitstve measured and demonstrated
effectiveness and efficiency of PTMS. While in the secondvseterified and demonstrated the impact
of personalization in trust management. In the third set we verified amohd&rated flexibility of PTMS.
Based on these sets of experiments we provide two main denifas first demonstrates effectiveness,
efficiency and resilience of PTMS, while the second demonstaiEEMS’s flexibility including an
evaluation for the utilization of the trust parameters, Int@egrity and Results. In the first contrast, we
compared between effectiveness, and efficiency metrics sesfiltPTMS utilizing; sending rate,
compression and resolution metrics, against that of GTMRing the same metrics. In the second
contrast, we compared between effectiveness and efficienaycsneesults for two different trust
computations implemented on the same PTMS. Our simulation wasvedhising ns2 [30] simulation

environment.

5.2.3Possible Misbehavior

There are two types of misbehaving nodes, namely, selfish andaualhodes. A selfish node is aiming
at unfairly gaining self-benefit by its misbehavior. This incki@d forms of violation to the contract
between transaction parties. For instance, cheating and negrdeli or providing low QoS parameters.
A malicious node is aiming at negatively impacting the syskminstance hijacking an MM component

and use it to provide false trust data.



In our simulation we only included selfish misbehavior. We defithed selfish misbehaving service

alternative behavior as not to operate its assets anddthusot deliver. For instance, if a service
alternative has the assets to deliver 2, 5% and 360p for SRd ® aespectively. The selfish service
would deliver 0, 0% and 140p respectively, while the well behavingdvdaliver 2, 5% and 360p

respectively.

We included in simulation an amount of selfish misbehavior, wheregxperimented using 10% of

service alternatives exhibiting selfish misbehavior, and teexperimented using 20%. A selfish service
alternative would misbehave with uniform probability of 25% igirsimulation. i.e. selfish services does

not misbehave all the time during simulation.

5.2.4Model and Operation of PTMS

In the case oPTMS, the centralized server implements DS, EM, AN, and DM componerRADM.
While an MM component runs on each video stream sender and renetkes. In operation, Video
stream senders send their trust preferences to the tadraérver via request message, and in turn, the
server performs the operations, expectation, analytics, data managachdaetgion, and replies with the
selected service alternative ID. Each component operates as: follow

MM component:

While being in a transactioh)M, records the required trust data and at the end of the ¢temsasends
the recorded data @M which in turn inform€EM at the centralized server.

EM component:

EM then checks if collected data, in the bufferDa&d, had reached a given threshold value, termed
Maturity (MAT). MAT refers to the number of collected dgioints about a set of service alternatives.
We computed MAT values by dividing all accumulated history iriesys cache, by History Window
(HWin) size. In our simulations, we utilized different MATIwas according to which we produce our
clustering data model. Simply on receiving new data, we compute WA4AIE and compare it against the
desired threshold value, if the threshold is satisfied thentavethe clustering data in cache. We used
HWin of size 3, and used 24, 34, 54, and 64 threshold values for MAT.

AN component:

AN requests the thresholded data froMdl and are then removed from data buffer. TA&hcomputes

the data and similarity matrices and passes them to Itisteltng procedure. We used Affinity



propagation (AP) [31] clustering in our simulations. The clusteringguture’s output is then passed to
DM.

DM component:

DM stores the clustering model (i.e. to which exemplar, eachpadaith was classified) is then stored at
DM along with trust data of exemplars’ points only. Herds itvorth noting that the utilization of the
clustering data model, instead of raw trust data, greatly heipedlucing the size and complexity of the

stored data (results illustrated in figure 5.17).

5.2.5Model and Operation of GTMS

In the case o6&6TMS, the simulation included heterogeneous nodes (different inttbhstrrequirements),
each of which provides the feedback which reflects their owisfaetion in a video stream service
alternative which he/she used. The feedback is collected lentealized server which provides trust
management services. The centralized trust service sumsotleeted feedbacks, and computes a

reputation score for each service alternatives in the network.

5.2.6Simulation Scenario

PTMS simulation scenario starts by scheduling, randomly selected sentecaiver nodes, for running
a number of video stream transactions. We simulated 100 nodesnpegial000 video streaming
transactions. Each transaction starts by the sender node chiddkihgs a selected satisfying service
alternative for video streaming.

DS component:

If not, the sender node sends a message holding its preferam¢ke,DXS of the centralized server,
requesting selection of video stream service alternativeurh, theDS requests€EM to develop trust
report about service alternatives.

EM component:

To achieve thaEM checks for stored data DM. If no data were found (in case of boot strappi&d),
informs DS of bootstrapping status and selects random service ditern@therwise, in case of available
data atDM, EM calculates, using\N, the Euclidian distance between the received preferencethand
average of each service alternative’s data points valiMsthen passes the resultsR& for selection.

DS checks if the shortest distance service alternative agaepted or not and sends to user the selected
service index in case of acceptance. In case of no acceptandem service is selected and its index is

sent. The service alternative is accepted if the shafitststnce service alternative trust profile has the



exact preferences values as the sender node. On recBigimgply, the video streaming node starts
sending stream packets to its receiver node using the selected.servic

MM component:

During send/receive operationdM, on both sides, records packet sending rate, video packetsasides
resolution data. On stream terminatioiM sends recorded data @M which informsEM at the
centralized server where it is prepared for storage aalysis for cluster model update. These operations
take place for all the scheduled transaction. When allgcéioss are done, the simulator logs evaluation
data.

GTMS scenario operates much like PTMS scenario. Nodes contacenk@lized server to choose a
suitable service alternative. After transaction ends,oviteeam sender nodes provide their feedback to
the centralized server. The centralized server sums fdesjbpmoviding each service alternative a
reputation score. Nodes in the network choses the most reputable setxaresact with.

At the beginning of simulation the trust server bootstrapsedigcsng random service alternative for
nodes. Feedback during bootstrap is collected. Bootstrap durationtibst given number of feedback
messages is achieved, termed bootstrap window. After thettapotiuration, the trust server operates

and provides the reputation scores. We chose 24, 34, 44, 54 and 64 as values fap vdotibw.

5.2.7Space and Time Complexities of PTMS
Now let us compute space and time complexities for PTMS. Adiomed earlier, PTMS performs 2
basic operations, service alternative selection operation dadstbaage operations. The two operations
are performed concurrently and independent of each other.
Selection Operation
First we start with service alternative selection ofp@na In this operation, DS component receives user
trust preferences and passes them to EM component for trudt cepgoutation. EM component in turn
requests, from AN computing average of all service altemestilata points found in data model stored in
DM. If we assumeé\DP data points, anifl number of metrics, then we have

M*NDP (5.1)
Next EM requests, using AN, measuring distance between eaciigawalue and user trust preferences.
If we assume we hawSAservice alternatives, then we hav8Asteps.
In total we have

M*NDP+NSA (5.2)



Finally EM requests, from AN, finding minimum distance value resultinglditinal NSAsteps.
Accordingly, we may find that the selection procés® complexity is: O(M*NDP+2NSA
Now if we consider space complexity, we may find that we Hd¢®&IDP locations for computing
average of each data poilNSAfor computing distance and an additional location in memory which
holds minimum value.
Accordingly we may find that the selection procggace complexityis: O(M*NDP+NSA
Storage Operation:
Next we compute space and time complexities for storage gradds component is distributed on all
nodes in the network, monitoring all transactions. Having M number of meeigeiM locations.
When a transaction is finished, MM sends the collected data téfoDMorage. If we assume haviNg
transactions and parties, then we get amount of storage of

X*NT (5.3)
In total we get

M+X*NT (5.4
When DM receives the new data from MM, it informs EM, adoaly EM requests, from AN, counting
number of services alternatives who achieved a minimum ohf ldeliected records. Then the computed
result is compared against MAT threshold. If threshold isfeadi then, the thresholded data is then
passed to the clustering procedure at AN. If we assume atd&lC data points in DM cache, then we
get in this NDC steps. In total we get:

M+X*NT+NDC (5.5)
The amount of data passed to the clustering procéssiis* MAT. The clustering procedure performing
affinity propagation is

(Hwin*MAT)? (5.6)
After clustering, DM stores data points for cluster heand classification of non cluster heads data
points.
Accordingly, we may calculate storage prodase complexity as: OM+X* NT+NDC+(Hwin* MAT)?).
Now if we consider space complexity, we may find that we have number of lodationenitored data

M+X*NT (5.7)
In addition toNDC for stored data in cache, and for similarity metrics pasgedustering procedure we
have

Hwin* MAT (5.8)



and CM for clustering data model. Accordingly we may compute selectiaegspace complexityas:
O(M+X* NT+NDC+(Hwin* MAT)? +Hwin* MAT+ CM)

5.2.7.1 Discussion on Parallelization of PTMS

The computed space and time complexities for PTMS shows congydargh overhead for the two
performed operations, especially the storage operation. Acctydimg may reduce such overhead by
parallelizing different components in PTMS. So if we consides#bection operation first, we may view
that the following operations may be reduced when distributed across N numbeesf

Average of each service alterative data points, we may get

M*NDP/N (5.9
Distance measure between user trust preferences and each demriativee data point, we may get
NSAN (5.10)
Finding minimum value for distance measure, we may get
NSAN (5.11)

Accordingly we may havéme complexity reduced by N having: OM* NDP+2NSA/N)

For space complexity if we adopt N storage locations we may reduce space complsxilty getting

space of O(M*NDP+NSA)/N

Now if we consider storage operation which incurs more oeerhenainly due to the clustering

operation. We may find that, if we implement a parallel versioaffinity Propagation by distributing

data points across N nodes. We may easily implement the geepsasing algorithm necessary for

exchanging similarity, responsibility and availability of data poitiss reducing time complexity into
(Hwin* MAT/N)® (5.12)

Hence the overatime complexity can be calculated as ®#X* NT+NDC)/N+(Hwin*MAT/N) ®)

The main disadvantage of such approach is that we are increasimger of message necessary for

distributing and retrieving data across the network resulting in higdféic across network.

If we considerspace complexity again we may distribute required space across the netesuking in

N reduced space. Accordingly we haveND¢K* NT+NDC+Hwin* MAT+CM)/N+(Hwin* MAT/N)?)

5.2.8Space and Time Complexities of GTMS

Now let us compute space and time complexities for GTMS. Agaihave two operations selection and
storage.



Selection Operation:
Basically the selection operation depends on selecting the coa& service alternative. This includes
trust score for each service alternative. Therefore,eifh@ve NSA service alternatives then we may
calculatetime complexity for selection operation of GTMS as O(NSA).
Space complexity includes storage location for each serliemative score. Accordingly we may
calculatespace complexityfor selection operation of GTMS as O(NSA).
Storage Operation:
The storage operation collects data evaluating each tramséatin transaction parties. If we assuke
transaction parties andT number of transactions, accordingly we may calcuiate complexity for
storage operation 28 NT (5.13)
For space complexity, we hasAscores in addition to

X*NT (5.14)
data for evaluating transactions. Accordingly we may caieslzace complexityof storage operation as:
O(NSAHX*NT).

5.2.9.Evaluation Metrics
We evaluated®TMS service using a set of metrics measuring effectiveness andrafficién efficiency
metric measures how good the trust management service is. Whileetiveffess, metric measures how
useful the system is as a trust management service.
To measure efficiency, we recorded,

Number of bootstrap messages,

Message-transaction ratio

and amount of used data by the system.
We calculated number of bootstrap messages by, counting sengceeserequest messages received by
the centralized server, from the start of simulation and uthélvery first non-random selection of the
server. We calculated message-transaction ratio by counting nurhbeceived messages by the
centralized server during simulation and dividing it by number of conferendag@ ¢baferences). We did
the same for sent messages from server to sender nodes. We calculatecdbaosmechtata by the system
by the ratio between the number of data exemplar points and the total ndmblérabed data points.
To measure effectiveness, we recorded amount of servicaaditer selection messages which caused

satisfaction state to total number of selection messages, terleetibseusefulness.



For theGTMS system, we measured message-transaction ratio and selection usefulness.

5.2.10. Results

In this section we illustrate our results which compriseswad main contrasts. The first contrast
demonstrates effectiveness, efficiency and resiliencel M3 While the second demonstrates PTMS's
flexibility including an evaluation for the utilization of theist parameters, Intent, Integrity and Results.
In the first contrast, we compared between effectiveness, and efficratidgs results of PTMS utilizing;
sending rate, compression and resolution metrics, against 63§ utilizing the same metrics. In the
second contrast, we compared between effectiveness andrefficnetrics results for two different trust
computations implemented on the same PTMS. Trust computation h@erfismed by combined
operations of RATM components, DS, EM and AN. The first trust coatipat utilizes, Sending Rate,
Compression and Resolution metrics for trust computations, while rendsecond utilizes, Intent,

Integrity and Results metrics. The following sections illustrate aukw

5.2.10.1. PTMSvs GTMS

Figure 5.14 to 5.20 illustrate effectiveness and efficienclyioseresults for PTMS vs GTMS. From the
figures we may observe that, high effectiveness and efficigatues are encountered at high MAT
values given 10% and 20% selfish misbehavior in the network. In @alditie very small difference in

results values between 10% and 20% selfish misbehavior,ralesPTMS resilience against the

misbehavior.

Figure 5.14 illustrates average number of messages needed ysfem g0 start providing reliable
selections, given 10% and 20% selfish misbehavior. In the figuréTS 10% selfish misbehavior,
number of messages for bootstrapping starts at 73 messageeddoe the server at 24 MAT and
gradually increases till reaches 89 message at 64 MAT 20%e selfish misbehavior shows the same
results. Here at bootstrapping state, the server checlkscéomulated data, if MAT threshold value is
achieved, all data satisfying MAT is passed to the systemedection operation starts. If not achieved, a
random service is selected. Such observed increase is noheia the amount of collected data from

the network increases when increasing history window size.

Figure 5.15 illustrates message-transaction ratio for redemessages by the centralized server. The
figure shows results for 10% and 20% selfish misbehavior f{M$and GTMS. In the figure, for PTMS



and 10% selfish misbehavior, the received messagatcstarts at 2.1 and gradually decreases while
increasing MAT values till reaches 1.3. While ire tbase of 20% selfish misbehavior message count
shows almost the same values. The decrease in geeseant while increasing MAT values shows an
increase in number of satisfied nodes, hence thecesl number of service alternative selection ngessa

sent to the server.

In case of GTMS, we may observe lower values thah of PTMS at low MAT values. Where, if we
consider 10% selfish misbehavior, we may obsersae tthe received message count starts at 1.75 for 24
MAT. Then decreases to 1.5 at 34 and 44 MAT. Timeneiases to 1.55 at 54 MAT and finally reaches
1.6. Here as we can see, the lowest value wasded@t 44 MAT, while the values are higher aftegt an
before this point. The higher values observed aterdue to the less satisfaction in the netwohlis 15
caused by the increase in number of heterogenemmabécks, which causes more distortion in the
produced reputations values. While the high vahleserved before is also due to the less satisfastio

the network. This is caused by the unreliable arhotidata (feedbacks) collected from the network.

In the case of GTMS 20% selfish misbehavior, theeireed message count starts at 1.6 and gradually
decreases till reaches 1.5 for 34 and 44 MAT, thenreases at 54 MAT to reach 1.3 and finally ireesa

to reaches 1.5.

Figure 5.14 Bootstrapping messages for different MR values.

If we compare the 10% and 20% selfish misbehawsults for GTMS, we may observe that message
count are almost the same for 24, 34 and 44 MAhdewdiffers at 54 and 64 MAT. At 54 MAT the 10%

results produces higher number of messages thawoftkize 20%. This difference shows that in the 10%



case, satisfaction state is reached at a latet pbiime than that of the 20% case. This indicales the
bootstrapping window size 44 is the optimal casehi@ved least number of messages) for 10%
misbehavior. Here, increasing or decreasing bagping window size would cause more messages to
exist in the network. While in case of 20% misbabigwhe optimal window size is 54 at which thediea
amount of messages is achieved.

If we compare PTMS and GTMS results we may find trdy in the case of 64 MAT, PTMS produces
lower number of messages than that of GTMS. Therlomber of messages sent to server in simulation
is an indication of amount of service alternatietestion messages sent by nodes. This is due tiathe
that, a node when not achieving a satisfying stsads/resends service alternative selection messag
Therefore, the results in figure 5.15 interpretat tRTMS, at 24, 34 and 44 MAT, achieved nodes’
satisfaction state at a point in simulation timeedaghan GTMS, except for the case of 64 MAT. At 64
MAT PTMS achieved nodes satisfaction before GTM&a.o

The difference between PTMS and GTMS at 54 and &4 Malues is counter intuitive, where it was
expected, that message count would record higheesan the case of PTMS than that in the case of
GTMS due to the overhead caused by personalizdtiowever, the contrary was observed. This is due to
the fact that video senders, in the case of PTME&gived satisfying services alternatives, resulimg
fewer amounts of service selection requests beingts the server. While in the case of GTMS, dmlac
usefulness is low, resulting in high number of exjunessages being sent to the server.

The results for PTMS showed almost identical valioesoth cases 10% and 20%, depicting resilience

against the selfish misbehavior.

Figure 5.15 Message-transaction ratio for receivethessages (In-msgs), for different MAT values.



Figure 5.16 Message-transaction ratio for sent mesges (Out-msgs), for different MAT values.

Figure 5.16 illustrates message-transaction ratiarfessages sent by the centralized server. Theefig
shows results for 10% and 20% selfish misbehawipPTMS and GTMS. In the figure, for PTMS 10%
selfish misbehavior, average number of messagess stal.27 at 24 MAT and then decreases to 0.75,
then 0.57, then 0.5 and finally reaches 0.4 at ¢TMPTMS 20% selfish misbehavior shows almost
identical results except for the start at 1.1. @kerease in message count while increasing MATegalu
shows an increase in number of satisfied nodegehte reduced number of service alternative sefect
messages sent to the server.

In case ofGTMS, we may observe lower values than that of PTM®wtMAT values. Where, if we
consider 10% selfish misbehavior, we may obserae tthe received message count starts at 0.78 for 24
MAT. Then decreases to 0.45 at 34 and 0.4 at 44 MAiEN increases to 0.58 at 54 MAT and finally
reaches 0.7. Here as we can see, the lowest vals@agorded at 44 MAT, while the values are higher
after and before this point. The higher values plegkbafter are due to the less satisfaction imtteork.

This is caused by the increase in number of hetgregus feedbacks, which causes more distortidmein t
produced reputations values. While the high vahleserved before is also due to the less satisfaatio
the network. However this is caused by the unridiamount of data (feedbacks) collected.

In the case of GTMS 20% selfish misbehavior, theeireed message count starts at 0.65 and gradually
decreases till reaches 0.5 for 34 and 44 MAT, teareases at 54 MAT to reach 0.35 and finally
increases to reaches 0.48.

If we compare the 10% and 20% selfish misbehawsults for GTMS, we may observe that message
count are almost the same for 24, 34 and 44 MAhdevdiffers at 54 and 64 MAT. At 54 MAT the 10%



results produces higher number of messages thawoftkize 20%. This difference shows that in the 10%
case, satisfaction state is reached at a latet pbiime than that of the 20% case. This indicales the
bootstrapping window size 44 is the optimal casehi@ved least number of messages) for 10%
misbehavior. Here, increasing or decreasing bagmptng window size would cause more messages to
exist in the network. While in case of 20% misbabgwhe optimal window size is 54 at which thediea
amount of messages is achieved.

If we compare PTMS and GTMS results we may find trdy in the case of 64 MAT, PTMS produces
lower number of messages than GTMS. Again thisuis t the high satisfied number of nodes in the
network resending service alternative select messagPTMS server.

Again the results for PTMS shows close values fithlzases 10% and 20%, depicting resilience against

the selfish misbehavior.

Figure 5.17 Amount of used data by the system forifferent MAT values.

Figure 5.17 illustrates amount of used data by PTM®e total collected data for 10% and 20% delfis
misbehavior. In the figure, at10% selfish misbebgvihe amount of used data starts at 12.5% at % M
and decreases to 10% at 34 MAT and 9.5% at 44 M, then it reaches 8.5% at 54 and 64 MAT.
Here, as we expected the amount of used data byytem decreases gradually when increasing MAT
values. This is due to increasing the size of gmtssed to the clustering process, resulting in more

common patterns found by the clustering engine.



In case of 20% selfish misbehavior, the amounts&#dudata starts at 13.5% at 24 MAT and gradually
decreases to 11% at 34 MAT, then decreases to 8&&h at 44 MAT, then stays constant at 54 MAT
and finally reaches 8.5% at 64 MAT. Again as weestpd, amount of used data decreases as we increase
MAT values.

If we compare the amount of used data for 10% &8 ghisbehavior, we may observe that both curves
are decreasing gradually with slight constant diffiee of the value 1% till 44 MAT. At this pointtho
curves have the same value then the constant efiffer returns at 54 MAT and then the two curves
reunite again at 64 MAT. Such constant differerioegalues are caused by the difference in amount of
selfish misbehavior resulting in more data pattémsase of 20% selfish misbehavior. This increiase
data patterns are caused by the increase in migbghservices count, resulting in more data points
representing misbehaving services in the clustataho

The low constant difference value 1% between 10% 2096 results depicts robustness against selfish

misbehavior.

Figure 5.18 Nodes selection usefulness for differeMAT values.

Figure 5.18 illustrates amount of useful selectimssages for PTMS, in comparison to GTMS for 10%

and 20% selfish misbehavior. In the figure, we rabgerve that selection usefulness in PTMS is hjgher



for both 10% and 20% selfish misbehavior, than that of GTMS. Reardtas expected showing higher
selection usefulness when compared to GTMS. In addition, usefahB3MS increase when increasing
MAT values, unlike GTMS which reduces after 44 bootstrapping windalmevfor 10% selfish
misbehavior, and after 64 bootstrapping window value for 20% misbehavior.

If we consider PTMS for 10% and 20% selfish misbehavior we olegrve that 10% achieved more
usefulness than 20% selfish misbehavior. This is due to the losurdanof misbehavior in 10%
experiments. Now, if we remember that a misbehaving node chihtprobability value of 0.25. Then
we may understand that increasing amount of misbehaving serema$ss in more un- useful service
alternative selection messages.

If we consider the GTMS results we may find that 10% selfnisbehavior usefulness results reached it
maximum at 44 Bootstrapping Window while at 20% reached its maminusefulness at 54
Bootstrapping Window value. This bell curved-like result is ndravhere the feedback system utilized
in GTMS reaches to its limit point after which starts tmduce un-useful selections. After 44
bootstrapping widow size the system consumes larger number aigasds reach atifaction resulting in

reduction in amount of satisfying messages to ttoal number of seleetgages.

5.2.10.1.1. Confidence Interval
In order to have confidence in our experiments’ results, we havstigaeed the simulation time window
to see if our simulations produced suitable results. Towardswhadid 3 groups of simulation each of 5
runs for 64 MAT and 10% selfish misbehavior. In the first 5, we used 0 Sikolation time only, in the
second we used the same time while in last we used twicgagion time. Given that, we've performed
the paired t-test to compare the three group of runs with our work presentisddisghrtation:

our simulation results and the first 5 runs (0.75 simulation time),

our simulation results and the second 5 runs (same simulation time),

our simulation results and the third 5 runs (twice simulation time)
The paired t-test showed no significant difference betweenimutagions and the 0.75 simulation time
and the same simulation time runs. The only significance was observed ig@lsimulation time.
Additionally, we have calculated the confidence interval rarmm bur selection usefulness results given
64 MAT values and 10% selfish misbehavior. We found that for 95% d=onde our satisfaction

usefulness lower bound would be 74.6%, and the upper bound would be 92% ifctottiese upper



bounds we may conclude that our satisfaction resué at its lowest values would still outperfohattof
the GTMS results.

5.2.10.1.2. Comparing Distance Measures

The presented results showed that PTMS achivediehigaisfaction rates and low average number of
messages, sent and receievd to/from PTMS serverdhr to furtur evaluate our system and our tssul
we have chosesn to coduct number of experimenty wiifferent similarity measures other than the
Eucledean distance for 64 MAT values for 10% seffisbehavior. In our experiments we utilize
euclidean distance to measure the degree of sityilaetween user’s trust preferences and eachcgervi
alternative’s anticipated quality outcomes (evatratmetrics values). We've followed the evaluation
study represented in [51], which proposed a tectfiiamework to analyze, compare and benchmark the
influence of different similarity measures on thesults of distance-based clustering. Accordinglg, w
have selected two distance measures which are utedlaamong the highest in terms of accuracy,

convergence and performance , namely: Average aarthitten distance.

Figure 5.19 Message transaction ratio for differentlistance measures given 64 MAT and 10% selfish nesl.

We contrasted our results aganist that of the tistace measures, where we performed additional run

using averahe distance given 64 MAT and 10% selfisbbeahvior and then another 5 runs using



Manhatten distance for 64 MAT and 10% selfish migwéor. We computed avergae distance as the

following:

(5.14)

While computed manhatten distance as the following:

(5.15)

Figure 5.20 Selection usefulness for different dishce measures given 64 MAT and 10% selfish nodes.

Figure 5.19 and 5.20 depicts results of the exparts Figure 5.19, shows average number f messages
generating per node that are sent and receivedT®SPserver. We can see that both Eucliedean and
Manhatten disathce measures prodced same numbpresfages, while Average distance measure
produced fewer amount. This slight difference ig do the high satisfaction of nodes resulting ssle
number of messages sent and received across therket

Figure 5.20 illustrates amount of useful serviderahtive selection messages. In the figure weveam

that the Average distance measure, enhanced thetieal process resulting in 97.2% of the slection
messages were useful. This enahncement is due tad¢hthat average distance is not senstive gelar

value sof metrics undlike eucledean diatance anthatan distanc.



5.2.10.1.3. PTMS without Clustering

For further evaluation of PTMS, we have comparedrgsults for 64 MAT at 10% selfish misbehavior
against that of a PTMS version without clusteripgmtion. In other words our system stores coléecte
data by MM at DM and uses it in its reasoning opena. Basically, the modified PTMS when receiving
user’s trust preferences computes the average f@aiwal service alternatives and then searcheghier
closest service alternative to user’s trust prefees. We utilized Euclidean distance for distaneasure.

We have compared message transaction ratio folasenteceived messages and selection usefulness.

Figure 5.21 Message transaction ratio for PTMS wittand without clustering operation.

Figure 5.22 Selection usefulness for PTMS with andithout clustering operation.



Figure 5.21 and 5.22 depicts our results. FiguPd, Sllustrates message transaction ratio for st
received messages. We can see in the figure the diffgrent in average number of messages. This is
expected as we utilize clustering to reduce amotidata stored in our system.

Figure 5.22, illustrates selection usefulness foMB with and without clustering. We can see froma th
figure an increase in selection usefulness of 5W8B&n disabling the clustering operation. This is

expected as we have on loss of data during dataaii@ation operation and clustering operation.

Figure 5.23 Selection usefulness given 1000Mb an@1b bandwidth for 44 MAT and 10% selfish
misbehavior.

5.2.10.1.4. Changing Context

To complete our evaluation, we investigated theeatffof changing context on PTMS and GTMS
selection usefulness. We utilized half the netwmaskdwidth of our previous experiments to be 500Mb.
Additionally we tried to demonstrate the ability thle system to adapt according to changes in contex
and thus produce better results. This was achibyeallowing parties’ to modify their preferencesku
that they receive better network management sesvidée conducted 5 separate runs using: GTMS,
PTMS, PTMS having all users trust send rate praf@e set to the value 3. Then we contrasted our
selection usefulness results against that of oevipus results (i.e. selection usefulness giverOiAX).

Our experiments were performed given 44 MAT valod 40% selfish nodes. We choose these settings

as they recorded highest satisfaction values by &Tigure 5.23 depicts the results. In the figifreie



compare GTMS and PTMS results, we may observe uctied in selection usefulness when decreasing
available bandwidth for both systems. This is cdulsg packet loss and congestions occurred in the
network. However, if we consider the differencewsn GTMS and PTMS selection usefulness, we may
find that the gap between them has been affeatsd|ting in very close values in case of 500Mb sTibi
caused by users trust preferences, which resultathsuitable service alternative selections given t
degree of congestion and packet loss found theankt his is illustrated when we increased sending
rate in all users trust preferences, demonstratiegability of the system to adapt when changirgy th

context.

5.2.10.1.5. Diversities in Trust Preferences
As we can see from our previous experiments, thel®achieved higher effectiveness and efficiency
values than the generic trust system. If we comsttle ratio between number of trustors’ unique

preferences and number of service alternativesrgptirem, we may find that it is equal to 1.5.

Figure 5.24 Nodes selection usefulness for differeMAT values, given 27 service alternatives.

In other words, each service alternative approx@igamay satisfy 1.5 nodes across the simulated
network. Such ratio constitutes extremely high dhitg in trustor nodes preferences. Additionalty our
BitTorrent case study, if we consider trust prefiees diversity we may find that we have 30 consemer
of the file (trustor nodes) served by 30 provid@ervice alternatives) which also constitutes ewély

high trust preferences diversity.



In order to confirm our results, we have chosendosider two more cases of trustor nodes divessitie
including; medium and low diversities. In the expents, we used two populations for medium and low
diversities. The first and the second are, 100tdrusodes and 27 service alternatives, and 10@®otrus
nodes and 4 service alternatives respectively.fifstepopulation diversity of trustor nodes prefeces is

3.7, while the second is 25. Towards that we haredacted two more sets of experiments to measure
selection usefulness (Effectiveness) of PTMS antMST

Figure 5.24 illustrates our results for medium reogeeferences diversity, and figure 5.25 illussatar
results for low nodes preferences diversity. Intthe figures, we may observe that for both mediund a
low diversities, the PTMS achieved maximum usefsgngl00%) value. Here, the max usefulness results
are caused by the reduction in diversity of node$gpences, resulting in less overhead endured byel
system. Such low overhead increased correctnedsodfe resulting in higher count of messages cgusin

satisfaction of nodes.

Figure 5.25 Nodes selection usefulness for differeMAT values, given 4 service alternatives.

On the other hand, GTMS recorded low usefulnessegain case of medium diversity and achieved

maximum usefulness in case of low diversity. The losefulness values show that the 27 service
alternatives still constitute high diversity foretliSTMS, which results in the system consuming large

number of selection messages that do not caustasditon of nodes. The maximum values achieved are
caused by the very low number of service altereatiesulting in successfulness of voting processgm

nodes.



5.2.10.1.6. Scalability

As a part of our evaluations, we conducted groupxpleriments to demonstrate PTMS'’s scalability. In
these experiments we've increased number of nodesth 200 and 300, under 64 MAT value and 20%
of service alternatives exhibiting selfish misbabavParticularly, we choose 20% selfish misbehg\ag

it is the case where the highest amount of dateiserated. We experimented using low, medium and
high diversities and contrasted the results agdiragtof our simulations for 100 nodes populatigigure
5.26 and 5.28 depicts our results. Figure 5.26emmts total amount of messages generated by the
system for 100, 200 and then 300 nodes given loedium and high diversities. In the case of high
diversity, we can see a linear increase in numberessages sent and received by the system. Tt fac
of increase rate is 1.233. We can see the sameaserfor low and medium diversities; however the
factor is 1.158 in the case of medium diversity arib3 in the case of low diversity. The linearaase
observed in all cases is caused by the high Idvehtisfaction of nodes in the network, where naifles
not satisfied contacts the trust management seraeselection request message and accordinglyvesei

reply from server. In this fashion nodes keep semdnd receiving message till reaching satisfaction

Figure 5.26 Total number of messages generated lyet system for different populations, for low, medim
and high diversities.

Figure 5.27 illustrates average number of messggesrated by each node in the system. We can aee th

same linear increase observed in the three casiepies5.26.



Figure 5.28 depicts amount of used data when hal@@y 200 and 300 nodes given low, medium and
high diversities. We can see in the figure, fohhdgversities, that the used data is almost coh$88%)

for 100 and 200 nodes. While decreases to 8.1% wine@asing number of nodes to 300. The increase is
insignificantly low; however it is caused by thecliease in humber of similar patterns in the network

resulting in less number of cluster heads genetatdtie system.

Figure 5.27 Message transaction ration for differenpopulations for low, medium and high diversities.

Figure 5.28 Amount of used data for different popuations for low, medium and high diversities.



If we consider the case of medium diversity, we may find tamtsstorage amount depicting higher
values than that of high diversity. This is caused by increasintper of nodes and reducing number of
service alternatives. In such situation, selfish services higher probability of cheating than the case of
100 nodes, resulting in more patterns produced in the collected data.

Finally if we consider the low diversity case we may find camsamount of storage at 100 and 200
nodes and a linear decrease at 300 nodes. This linear desreagsad by having more common patters

of data when increasing number of nodes.

5.2.10.1.7. Findings

From our previous results we may conclude that,

Selection usefulness increases when increasing history window size.

Results recorded by PTMS for 10% and 20% selfish misbehavior, skeoyslose values depicting
resilience of system towards the selfish behavior.

Stored data (clustering data model) by the system decnehsesincreasing history window size due
to the increase in common patterns among data points.

Stored data (clustering data model) by the system decnhsesncreasing number of nodes for low
medium and high diversities due to the increase in common patterns among tieccdiéea.

Number of messages generated in the network by the systeeadas linearly when increasing
number of nodes.

Utilizing Average, Euclidean and Manhattan distance for salgctiost suitable service alternative
showed high usefulness in case of average distance, medium arnd tase of Euclidean and
Manhattan distances respectively.

Number of messages created in the network by PTMS reduces wheniimgchestory window size.
Disabling the clustering process decreases selection mssfuhnd considerably increases the amount
of messages in the network.

In case of low diversities among nodes preferences, a good chéicatilize a GTMS system. Such
system, in this case, would achieve the same high usefulness @IPTMS, while at the same time
would preserve low processing and data complexities.

In the case of high and medium diversities among nodes preferéned®>TMS should be utilized to

achieve better effectiveness than GTMS.



On the contrary of GTMS, when applying changes to the context, PTMS may adajgritosustain

its high selection usefulness value.

5.2.10.2. Flexibility of PTMS

In this section we illustrate our experiments to verify and demonstratieility of PTMS.

5.2.10.2.1. Experiment Setup

In this section we illustrate our experiments to verify andadestnate flexibility of PTMS. Towards that,
we utilized two trust computations on a single PTMS servet,divided the requirements of users trust
in the network among the two trust computations. Trust computationfa&rped by the operations of
DS, EM and AN components of RATM. In simulation, we had 50% of suserst having their
preferences in terms of, Intent, Integrity and Results) (iiietrics (section 4.1), while the other 50%
having their trust preferences in terms of, SR, C and Raag¢8RCR). Both IR and SRCR values were
computed by PTMS using a single trust data model generated acctwdihe same procedure used in
our previous experiments (section 5.2.3). In other words, we utilszegée data model in which, MM
operates on collecting its raw values, DS stores it, villleand AN cooperates to generate it using the
same procedure utilized in our previous experiments.

We followed the same simulation scenario of our previous experimentseagion®.2.2.4.

IIR values were computed by PTMS as follows,

Intent metric was calculated as the diffusion value of service altenafhis was done by counting
number of nodes in trust data model who utilized the service alternative.

Integrity metric was calculated as the deviation of the outcome of a sealiernative from what was
advertised by the service. This was done by implementingenages feedback score, in which the value
1 represents the service alternative delivering as aslwerand the value 0 otherwise. We implemented
an individual feedback score for each of the metrics, SR, C and R.

Resultsmetric was calculated as the average score of what was deliligrthe service alternative. We
used three average scores for each of the metrics, SR, C and R.

Figure 5.29 illustrates a sample of used trust preferences in simulation.

We included the same misbehavior model of our previous experimeot®risg.2.2.1), and also used
10% and 20% selfish misbehavior amount. Our evaluation metrics WeEgsage-transaction ratio,

Selection usefulness and Selection Accuracy of PTMS seredctfdn accuracy is measured as the



Euclidian distance between utilized service alteveaoutcome and user trust preferences. Message-

transaction ratio and Selection usefulness areunedsis in our previous experiments.

Figure 5.29 Sample trust preferences used in simulan.

5.2.10.2.2. Results

Figure 5.30 to 5.33 illustrates our results. Fighr@0 illustrates message-transaction ratio foeivec
messages (In-msgs) by the PTMS server, for MATe&l24 to 64. The figure shows results for 10% and
20% selfish misbehavior for SRCR and IIR. In thgufe we may observe that IR metrics produced
higher number of messages than that of SRCR. Hlowsthat in IIR experiments, users trust sentlarg
number of messages to reach satisfaction statettinn the case of SRCR. Therefore, in average,
satisfaction of nodes using lIR was reached atiat posimulation time after SCRC did.

In the figure may also observe a decrease in messagnt while increasing MAT values. This is due to
the better selections achieved when increasingryistindow size (MAT). Finally, the least amount of

messages being received is recorded at 64 MAT.



Figure 5.30 Message-transaction ratio for receivethessages (In-msgs), for different MAT values at 10%nd
20% of nodes exhibiting selfish behavior, given 50%f nodes’ preferences, Sending Rate, Compressionca
Resolution metrics and the other 50% preferencesntent, integrity and results metrics.

Figure 5.31 Message-transaction ratio for sent mesges (Out-msgs), for different MAT values at 10% ad
20% of nodes exhibiting selfish behavior, given 50%f nodes’ preferences, Sending Rate, Compressiondca
Resolution metrics and the other 50% preferencesnient, integrity and results metrics.

Figure 5.31 illustrates message-transaction ratiosént messages (Out-msgs) from PTMS server, for
MAT values, 24 to 64. The figure shows results¥o# and 20% selfish misbehavior for SRCR and IIR.
In the figure, we may observe that IIR metrics pretl higher number of messages than that of SRCR.
This difference is due to the fact that, in theecaglIR, each monitoring message sent by a nodeeo
PTMS server, a reply message is being sent basitdir to inform the sender of the current IR statfi

the service. We implemented this additional repgssage because in the case of IIR, the user wdst n



cannot measure the current IR values of the seraiternative as they target the global view albet

service in the network. Here, this is unlike SRCReve the nodes can directly measure the delivered
SRCR values immediately after each transactioriighre we may also observe a decrease in message
count while increasing MAT values. Again this isedio the better selections achieved when increasing

history size. Finally the least amount of messdgiisg sent is recorded at 64 MAT.

Figure 5.32 PTMS selection usefulness for differe1AT values at 10% and 20% of nodes exhibiting selh
behavior, given 50% of nodes’ preferences, Sendirigate, Compression and Resolution metrics and the logr
50% preferences, intent, integrity and results metics.

Figure 5.32 illustrates usefulness of PTMS seredection messages, for MAT values, 24 to 64. The
figure shows results for 10% and 20% selfish migb@r for SRCR and IIR. In the figure, we may
observe that usefulness values tend to increaskigha while increasing MAT values. This increase i
due to increasing MAT size, resulting in more dadssed to the system and thus better decisions are
made.

In the figure, we may observe oscillations betwaknecorded values. These oscillations tend toatese
when increasing MAT. Here the oscillations are edusy the insufficient amount of information used t
generate the trust data model. Additionally ostiita values tend to be more visible in our results

calculations when reducing number of nodes utifjizimist computation model (50% of total population)



In the figure also we may find that the differemegween different usefulness points for the samerMA
value tends to decrease when increasing MAT.
Finally at 64 MAT we may find that highest usefideevalues and stable values where SRCR 10% and

20% record same results, while IIR does the same.

Figure 5.33 Selection Accuracy of PTMS for differenMAT values at 10% and 20% of nodes exhibiting
selfish behavior, given 50% of nodes’ preferenceSending Rate, Compression and Resolution metrics dn
the other 50% preferences, intent, integrity and reults metrics.

Figure 5.33 illustrates accuracy of PTMS selectidos MAT values, 24 to 94, given 10% and 20%
malicious behavior in the network. This was caltaedaas the Euclidean distance between service
outcome and user trust preferences. In the figueemay observe that the error in selections deeseas
with the increase of MAT till producing the sameoervalue at 64 MAT. Such decrease is due to the
increase in information size passed to the dateeinghich results in better decisions made by PTMS.

In the figure also, we may observe the same osoifis.as in figure 5.32.

Again it depicts same variations in values and cedwhile increasing MAT values.

5.2.10.2.3. Findings

Form the previous results we may conclude the viofig,



Differences between selection usefulness values for thertwbdomputations given 10% and 20%
selfish misbehavior, decreases dramatically while incredssigry window size (MAT). The close
values in addition to the same selection error depict flexibility &edtaveness of PTMS.

PTMS selection usefulness increases with the increase of histaigwsize (MAT).

Utilization of Intent and Integrity trust metrics enhancelkation usefulness in cases of low history
values.

Selection error of PTMS is reduced when increasing history windowM#&e)(

Sent and received message count both decrease when increasing history viadMAT).

5.3.When to Choose PTMS

The main aim of our discussion in this section is to identifynMoeutilize a PTMS. Our experiments

showed that PTMS produces better effectiveness and effjciaptrics values given high and medium
diversities of trust preferences. Under low diversities, lsgtems produce equal results. An important
guestion here is; what are the factors which governs our chbmsecting the suitable system? Should

we select PTMS for, all cases, high and medium diversity cases ohidiliggsity cases?

From our PTMS presentation, we may clearly observe the overbaddred to provide the
aforementioned effectiveness and efficiency values. This ingludestering overhead, communication

overhead and the distributed monitoring overhead.

In our implementation of PTMS, we utilized data clustering metimodrder to generate descriptive
model of the collected data from the network. Our descriptive hig@ssential to reduce time and size

complexities required for data in our system.

We deployed PTMS as a central server which provides trastagement services in the network.
Accordingly for the centralized PTMS model, our communication ojpastincluded sending and
receiving, monitoring messages, service alternative sefeatiessages. The monitoring messages
included two types, namely, start transaction notification ngessand collected data messages. The first
informs monitoring component of start of a new transaction and drders MM to start monitoring
operations. The second type sends the collected data from M@ tentral server. The collected data
included data sent from both the consumer side and the providter Hére the size and count of

messages matter. In our simulation, we used 3 metrics only aizéditd integers to hold all observed



values per transaction. However in real life that would depend on nhumber and typee ufathto express

the monitored metrics.

In addition to monitoring messages, there exist servicenatiee selection messages. This type of
messages count as observed from our results, increases wittv thatisfaction and decreases with high

satisfaction. Here, nodes keep requesting selection from the sémaadiling to a satisfying condition.

Lastly, monitoring threads are distributed across nodes in thenketOverhead of these threads may
vary, where some may be light weight, while others may redaige memory and processing resources.

This depends on the coded algorithm and how it monitors the required metrics.

From this discussion, we may understand the overhead endured by R¥MB.ely, it is high than

GTMS, where GTMS receives feedback from users and appirmation or average operation only.
Here we have no clustering, monitoring and messaging among sgst@ponents. Such overhead
endured by PTMS constitutes the cost we pay to achieve thedleffiectiveness and efficiency values.
Here, the degree of tolerance of nodes towards this overtea@novide insights on which system they

may choose.

5.4.Conclusion

In this chapter we presented our evaluations of the propossohpéized trust management system. We
utilized the proposed reference trust management architectdesign a personalized and a generic trust
management system. Our approach, for evaluation was based ostounteéfectiveness and efficiency
of both systems for two case studies, namely, BitTorremsfiring and video conferencing application.

For BitTorrent case study and given high trust preferences divarsityesults showed that,

The personalized system produced better effectivenesdfmiwhey metrics values.

Trust personalization increased resiliency to selfishqming attacks.

For video conferencing application case study, we experimentedrie tlifferent trust preferences
diversities, namely, low, medium and high. In addition we evaliuageproposed personalized system’s
scalability. Our results showed that,



For high and medium diversities, the personalized system mdduetter effectiveness, efficiency
and resilience results.

For low diversities, the personalized system produced same results as thsomalped system.

For low medium and high diversity, PTMS showed: linear incré@saumber of messages and a

reduced amount of stored data when increasing total number of nodes in the .network

Additionally we demonstrated flexibility of our solution, by impleniegt two different trust
computations in our personalized system. The first trust conqpudéfined and quantified trust in terms
of, Intent, Integrity and Results parameters. While the secefided and quantified trust using simple

network application parameters Our results showed,

Close effectiveness, efficiency and resilience values among thieust computations
The utilization of the human inspired trust computation paramdtges)t and Integrity enhanced

efficiency and resilience given small history window size.



Chapter 6

6. Conclusion and Future Work

6.1.Conclusion
In this work, we proposed RATM, reference architecture fasttnuanagement. The proposed reference

architecture applies separation of concern among trust nrapageperations: decision expectation,
analytics, data management and monitoring. It defines trust meesd operations through five
reconfigurable components which collectively can be used to implemewide spectrum of trust
management systems ranging from generic to highly personalized.u$®d RATM for trust
personalization, where we proposed a Personalized Trust Managerstam $PTMS) based on RATM.
We evaluated PTMS'’s effectiveness, efficiency and reséeand compared them to that of a Generic
Trust Management System (GTMS). We used two case studiesif evaluations: BitTorrent and video
conferencing applications.
In the BitTorrent case study, we contrasted a simple verdi®ThlS which adapts according to the
preferences of peers in the network against a number of si@BléSs, each with fixed thresholds
matching peers’ preferences in the network. In the video andirg case study, we contrasted a more
sophisticated version of our proposed PTMS against a GTMS wilietts average service alternative in
network based on trustors feedbacks. In the first case stedinvestigate effectiveness, efficiency and
resilience given high trust preferences diversities, whikideo conferencing case study we investigated
effectiveness, efficiency and resilience given low, medium kg trust preferences diversity. Our
findings demonstrated flexibility and scalability of PTMS and showed tha

For low diversities, PTMS produced the same results as GTMS.

For high and medium diversities, PTMS produced better effectiveréfigsency and resilience

results.

The utilization of the human-inspired trust computation paramefergent and Integrity enhanced

efficiency and resilience given small history window size.



Intellectual Merit

In this work we propose RATM, reference architecture for trust manageR®hM comprises a number
of reconfigurable components that can be used to implement a anidéyvof trust management system
ranging from traditional systems (un-personalized) to persawchbystems. We assume service-based
environment where consumers, brokers and service providerstemgciimg and transacting in services
and resources to meet their own trust requirements. We useedféhence architecture to implement a
personalized trust management system. The main contributions of thisreraik fallows:
Proposing RATM for the guidance and development of a wide spectif trust management
systems, ranging from un-personalized to fully personalized systems:
RATM, decouples different trust management operations: decisipectation, analytics,
data management and monitoring.
RATM comprises a number of distributed reconfigurable componentshwban be
configured to coordinate and communicate with its counterpartsfariperust management
operations.
In addition to, effectiveness and efficiency, the proposed referanchitecture targets
resiliency against attacks, extensibility, and scalability.
RATM may provide insights for the study of trust and reputation management.
Proposing fully distributed personalized scalable trust managemeensyased on RATM.
Defining and quantifying trust in terms of four “quantifiablparameter sets denoting Intent,
Integrity, Capability and Results.
We evaluated trust personalization using simulation, where a@ RATM to implement personalized
and generic trust management systems.
Our research findings are as follows:
1. Personalization produces better effectiveness, efficiency aneémnesilvalues than current approaches
(un-personalized), given high and medium diversities of trust preferences.
2. Given low diversities of trust preferences, personalizatimalyces the same results as the current
approaches (un-personalized).
3. Personalization endures high time and space complexities when reompa current (un-
personalized) approaches, hence a tradeoff is required when choogng personalization and

current approaches (un-personalized).



4. Trust data sampling using clustering techniques enhances scalabiligypErdonalized system.
5. The utilization of the proposed human-inspired trust model trust cotigguenhanced effectiveness

and resilience of the system.

Broader Impact

Trust is the key enabler of interactions, where we cannot gagiakek advice, consult, cooperate, buy or
sell goods and services from/to others unless we estafulighal trust with our interaction parties and our
interactions. RATM provides a reference architecture fosttmanagement which can be used to
implement a wide spectrum of trust management systems rafnigingoersonalized to un-personalized
systems. Personalization, in general, paves the way for ngatigh levels of satisfaction, where
interaction party’s requirements are individually considered andcttnsumers are served the best suited
service(s). Hence, we claim that PTMS would largely enhance leadetseterogeneous systems offering
services and resources. This leads to more cooperation, mosacdtians, more satisfaction, less

malicious behavior and lower costs would occur.

In addition, RATM may be used for the design and implementation ¢ftraisagement systems in large
scale network environment, such as PlanetLab [41]. In this s¢mpdeployed trust management system
and its application would sever as a real world test bed foristuttyist and reputation management. In
such environment, scenarios of real world may be studied and new &rtrust computations can be

tested and evaluated.

6.2.Future Work

Our future work includes the following:
Expand our study beyond establishing trust in services and resdaréeslude activities. We
promote the development of new collaborative trust managemetgnsyswhere various trust
management operations would involve collaborating entities. Thisdies extending our reference
architecture to feature collaboration by utilizing two planhe:first holds collaboration policies for
each of the five components of the reference architecture, Wigilsecond includes the five trust
management operation components. In such a way, the proposed refaremtecture can be

reconfigured to make trust management operation components worldiradliyy or in groups to



produce desired outcomes. We prepared a concept paper whicleinchlidborative trust work and
submitted it to IEEE International Conference on Collaboration and Interngiu@iogy 2017.

Expand our study on the human-inspired trust computation model. This inaxgksing and
studying different functions which humans apply to the four paemeas well as the impact of
different contexts and different applications on the functions applied tcasucidel.

Optimization of trust personalization. Our results showed the teffedigh, medium and low
diversities of trust personalization on our evaluation reslifts.context of an application, in general,
may have an effect on preferences diversity and thus rfest aker’'s choice. Specific market places
of our interest would include healthcare and business-to-busmesisets. Further research is
warranted on malicious misbehavior and appropriate mitigation in suchtméakes.

Adaptation of trust personalization. For some cases, a trasyg not be aware of the best trust
parameters, methods or even trust computations, which bestsgoértirust requirements. Therefore,
it may be required from trust management system to learn asonré@m different transactions to
build and update its knowledge, according to which it selects naodifies different trustors’
preferences. The main goal here of course would be to achieve tros@isium satisfaction.

Expand our study on PTMS’s effectiveness, efficiency and regjliefibis may include the
deployment of our proposed personalized trust management systemlangeascale network
environment such as PlanetLab [41]. In this scope, our deployed trust managesemtgydication
would serve as a real world test bed for studying trust and reputation managétmevould use it to
study scenarios of real world applications to our systemd aroduce further evaluations.
Additionally, we may conduct more elaborate evaluations of a fdiltributed peer-to-peer
implementation of PTMS for different clustering techniques, differdistance measures, more

sophisticated techniques for mitigating misbehaviors, and finally nevsfoftnust computations.
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‘A’ Appendix

Terminologies Used

Trust Computation:is the process of producing trust evaluationssTihcludes the operations applied to data in
order to generate an evaluation.

Trust Data: all forms of data involved in trust computation.
Trust Architecture:is the trust management systems architecture.

Trust Programmability: is the degree of customizability of trust manageinsystem, in terms of producing trust
evaluations which may meet different trust requizets.

Trust: is the belief or disbelief of a party that anatparty, for a said subject of trust (SoT) in aggiwcontext, has

the ability to exhibit a set of acceptable actionthe future for the welfare of the trusting party
Trustor: is the party who seeks and establishes trustinstance: Alice trusts Bob. Alice is the trustor.
Trustee is the party who is subjected to trust. For insta Alice trusts Bob. Bob is the trustee.

Interaction Party. is a partner of another party in a transactiar. iRstance: Jack bought a book from Donald. To

Donald, Jack is his interaction party. To Jack, &drs his interaction party.

User Trust is the party consuming the trust managementcervi

Service Consumeris the party which seeks, requests and invokescgeinstances.

Service Provideris the party which hosts or outsources the servistance in order for service requestors to ievok
it.

Service Broker is the party which considers service consumerguirements and accordingly provides a list of

service providers service pairs who can satisfgatrequirements.

Service is a set of actions to be performed by a serpicevider on one or more resources of his own, ffier t

welfare of the service consumer.



Service instanceis an image of the service. For instance, th& d@ient tracking service in Vuze file sharing
software for The Dark Knight, Spiderman and The Agers movies. Here, we have three tracking seimgtances,

one per movie.

Resourcesis whatever is needed to provide a service.dludes all hardware, software, skill set and raviemial

needed to provide a service.

Trust Preferencesis the set of requirements needed by a partsugi another party. For instance, for Alice to trus
an email service, the email service has to be 908able and 90% reliable. Availability and relifityi and their

threshold values constitute Alice’s trust prefeesnc

Trust Profile: is the set of quality metrics describing a sexvieor example, an email service is 95% availabtk a

average 80% reliable. Both metrics and their vatmasstitute Trust profile for the email service.
Trust Report is the set of trust profiles of number of parties

Quality Metric: is a computed value representing the anticipltade value of a metric. Such as average upload

bandwidth at node A. Here the average value repteske anticipated future value of bandwidth atend.
Intent: is the cognitive state representing willingneka party to execute a given action

Integrity: is consistency in actions. It is mainly aboutiviring what is advertised and being consisterddlivery
it to different parties.

Capability: constitutes all resources needed to deliver gicgerThese resources include hardware, softwailt, s
set and raw material.

Results parameteris the track of “promised or contracted” outcomes.
Leecher:a peer downloading and uploading chucks it dowrddagb far from the BitTorrent file sharing swarm.

Diversities in trust preferencess the ratio between the number of trustors’ uaigteferences and the number of
service alternatives serving them.




