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Abstract
Purpose: This study examines the applicability of conventional criminological theories to white-collar offenders involved in cryptocurrency-related market manipulation, specifically pump-and-dump schemes. Using Sutherland’s differential association framework as a theoretical foundation, this research tests whether demographic and theoretical factors—such as self-control, differential association, anomie, and strain—predict illegal financial behavior in emerging digital markets. 
Methodology: Survey data from a national sample of US adults on the promotion of cryptocurrencies for financial gain were analyzed using t-tests and regression models. 
Findings: Findings suggest that traditional theories of crime, including differential association, anomie, and strain, lose predictive significance when demographic variables are considered. High-income, male, and younger individuals were most likely to engage in cryptocrime in general. Overall, the results highlight the complexity of white-collar criminality in digital spaces and suggest that financial and demographic factors outweigh conventional criminological theories when predicting involvement in cryptocrime.
Originality: This paper considers early notions of white-collar crime against modern online financial crimes. We addressed the intersection of criminological theory and modern cryptocurrency crime. 
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I. INTRODUCTION
In 1939, sociologist Edwin Sutherland made a landmark contribution to criminology by presenting the concept of "white-collar crime" (WCC) at the American Sociological Association's annual conference (1939a). Sutherland defined WCC as “a crime committed by a person of respectability and high social status in the course of his occupation (1939a, p. 7). Sutherland's explanation of white-collar crime was revolutionary because it fundamentally challenged the traditional understanding of crime, which had been heavily influenced by the Chicago School of Sociology. Early Chicago School sociologists argued that crime could be explained by cultural background and individual pathologies. For example, Robert E. Park and Ernest W. Burgess (1967[1925]) initially focused on how the social environment, particularly in urban areas, influenced individual behavior. They also suggested that certain immigrant groups, due to their cultural backgrounds and the challenges they faced in adapting to the American urban environment, were more likely to settle in areas with high crime rates (Thomas & Znanieczki, 1927). Sociologists believed that the social disorganization of urban areas (Shaw & McKay, 1969), particularly the slums where many immigrants settled, contributed significantly to criminal behavior. The Chicago School's approach focused on crime as a product of poverty and the urban environment, with offenders typically characterized as being from immigrant and lower socio-economic backgrounds. Crime was viewed primarily as a consequence of broken homes, residential mobility, poor neighborhoods, and lack of opportunity, and the focus was largely on street crime and other visible forms of deviance. Following the seminal work of Thomas and Znaniecki (1927), Thrasher (1927), Park and Burgess (1967[1925]), and Shaw and McKay (1969), as well as the ethnographies of Frederic M. Thrasher (1933), Harvey W. Zorbaugh (1929), Walter C. Reckless (1933), and Wolfgang and Ferracutti (1967), the early Chicago School became synonymous with research on the effects of the neighborhood context for individual behaviors and outcomes.
Top of FormBottom of FormIn contrast, Sutherland's concept of WCC (1939a) exposed the criminal behavior of individuals in high social positions. This marked a significant departure from the prevailing belief that crime was predominantly a phenomenon of the lower class. Sutherland's work revealed that individuals from higher socio-economic classes could also engage in serious criminal behavior, often with far-reaching consequences, but these crimes were less visible and less likely to be prosecuted.
i. Theoretical framework
The debate between Sutherland and the Chicago School (Matsueda, 1988) led to the conceptualization and development of the theory of differential association. Fully developed in Sutherland’s 1947 book "Principles of Criminology" (1947), this theory posits that criminal behavior is learned through interaction with others. According to Sutherland, individuals learn values, attitudes, techniques, and motives for engaging in criminal behavior through their associations with others who commit crimes. The theory’s key idea is that if a person is exposed to more pro-criminal attitudes than anti-criminal attitudes, they are more likely to engage in criminal activity. Criminal activity is learned from intimates, such as family members, peers, and colleagues in the professional work environment. Therefore, Sutherland's theory emphasizes that crime is not inherent to an individual but rather a result of the social environment and the influence of relationships with others who promote criminal behavior. The theory shifted the focus from individual pathology to the social and environmental factors that shape interactions contributing to criminal behavior. It also was offered as a general criminogenic process that could apply to any environment.  It, therefore, allowed for a change of focus from street crime to WCC, emphasizing that every social group commits crime, only different crimes according to the types of peers around them and their opportunities (Payne, 2011).  
Thanks to Sutherland’s revelation on WCC, and the theory of differential association, crime theories evolved to focus more on the environmental and social factors rather than solely on individual pathologies or cultural backgrounds. In addition, by highlighting that crime was not solely a product of poverty or urban disorganization but could also be driven by greed, power, and opportunity within the upper echelons of society, Sutherland's theory expanded the scope of criminology. It forced a re-evaluation of how society defines and prosecutes crime, shifting the focus from the streets to the boardrooms.
Differential association primarily explains how individuals learn criminal behavior through exposure to favorable definitions of crime (Sutherland, 1939b). However, anomie, strain, self-control, and differential association theories provide important complementary and moderating factors. Sutherland did not specify these additional theories explaining WCC; however, he inspired them. Among these theories, we explore how anomie, strain, self-control, and differential association play a role in explaining pump-and-dump crypto schemes, which we conceptualize as a new, online version of WCC. Together, these theories expand the explanatory scope of the theory of differential associations (DA), illustrating how individual, social, and structural factors intersect in the learning and enactment of criminal behavior.
Initially developed by Émile Durkheim (2002[1897]) and later expanded by Robert Merton (1938), anomie theory suggests that crime results from the breakdown of social norms or a mismatch between societal goals and the means available to achieve them. Individuals experiencing normlessness or blocked opportunities may turn to crime as a means of achieving societal success. Anomie theory influences the context within which differential associations occur. When anomie is present, the environment is more likely to produce definitions favorable to crime due to weakened social controls and conflicting norms. DA theory incorporates this notion by recognizing that exposure to criminal definitions is more frequent in environments where normative constraints have broken down. Anomie theory sets the macro-level context by explaining environments where exposure to criminal definitions is likely.
Developed by Robert Merton (1938) and later expanded by Agnew’s general strain theory (1992), strain theory focuses on the psychological stress caused by the inability to achieve culturally prescribed goals. This strain can lead individuals to adapt in deviant ways, including engaging in criminal behavior. Strain theory complements DA by providing a motivational basis for why individuals might be receptive to criminal definitions. Individuals experiencing strain may seek or be more susceptible to associations that provide justifications for deviant behavior. Strain theory also explains the conditions under which criminal learning through DA is most likely to take hold. Strain theory provides the psychological and motivational factors that drive individuals to seek out or accept criminal definitions. 
Developed by Gottfredson and Hirschi (1990), self-control theory posits that low self-control is a major predictor of criminal behavior. Individuals with low self-control are more likely to engage in impulsive, short-term gratification, including criminal acts. While DA theory emphasizes the learning of criminal behavior through social interactions, self-control can influence an individual's receptiveness to those influences. Individuals with low self-control are more likely to engage in deviant behavior after being exposed to criminal influences through their social networks. Self-control acts as a moderating variable within DA, affecting how strongly exposure to criminal definitions leads to offending. Self-control theory explains individual differences in susceptibility to learning criminal behavior.
Closely related to DA theory, Akers’ social learning theory expands Sutherland’s ideas by explicitly integrating behavioral mechanisms, such as reinforcement, imitation, and differential association (Akers, 1998). Criminal behavior is learned through direct interaction and observation of others, combined with reinforcement (rewards/punishments). Akers’ social learning theory builds directly on DA theory by formalizing how learning occurs, specifying that exposure to definitions favorable to crime (a core concept in DA) is reinforced by rewards. Akers’ social learning theory extends DA by providing a more comprehensive understanding of the learning mechanisms that transform exposure into behavior. Differential association theory enhances the DA model by clarifying the learning mechanisms through reinforcement.
ii. Problems with testing and accessibility of WCC populations
A problem with WCC is how to measure it and on which population to test it (for an overview, see Payne, 2011: 36). Beyond the conceptualization and theoretical explanation of high society crime, Sutherland did not specify measures to test these crimes, nor did he suggest how to access potential white-collar criminal groups. These problems still prevail today. 
Although DA was tested and explored by various researchers and criminologists after its introduction, it was usually on youth groups (e.g., Cohen, Lindesmith, & Schuessler, 1956; Reiss & Rhodes, 1964; Matsueda, 1982; Thornberry & Krohn, 1997; Warr, 2002; Boman, Agnich, Miller, Stogner, & Mowen, 2019). In contrast, very few studies examined the theory using companies and white-collar groups, which are less accessible to researchers. While several classical studies addressed this issue, such as Sutherland's (1937, 1949) studies of professional theft and corporate crime and the many studies of delinquent gangs and subcultures (Cohen, 1955; Cloward and Ohlin, 1960; Short and Strodtbeck, 1965), we have seen fewer examples in recent years.
Sutherland’s concept of high society crime was critiqued and challenged by the Chicago School and tested by many contemporary researchers in criminology. Since Sutherland, many criminologists studied WCC (Dodge, Bosick, & Van Antwerp, 2013; Galvin, 2020; Gottschalk, 2013; Payne, 2011; Perri, Lichtenwald, & Mieczkowska, 2014; Piquero, Carmichael, & Piquero, 2008; Ragatz & Fremouw, 2010; Simpson, Galvin, Loughran, & Cohen, 2023). However, newer forms thereof, particularly online WCC, is largely left out from research. Our study fills this gap by analyzing a national sample of adult Americans’ demographic composition, and attitudes and behaviors concerning cryptocurrency fraud. 
In this paper we argue that Sutherland’s concept of WCC applies to a distinct group of cybercriminals, whose demographics are aligned with characteristics originally predicted by Sutherland. However, unlike Sutherland’s traditional white-collar criminal definition, with offenders holding a position of trust and operating behind an organizational layer (Sutherland, 1983; Simpson, 2019), crypto fraudsters in our sample are relatively young, and they act alone. After applying Sutherland’s concept to a new wave of white-collar criminals operating in cyberspace, we discuss theoretical explanations of individual behaviors of cryptocurrency fraudsters, and close the paper with policy and research recommendations. 
iii. Definition and conceptualization
One of the key points of contention concerning WCC revolves around the ambiguity and variation within its definition. Scholars have introduced their own interpretations and clarifications of the concept, leading to a lack of consensus on the boundaries and parameters of WCC (Galvin, 2019; Morris & Sayed, 2013). This definitional ambiguity has contributed to the controversy surrounding the existence and nature of WCC, with debates persisting on whether it is a matter of the offender's status or the behavior of the offense itself (Morris & Sayed, 2013).
Sutherland's conceptualization of WCC emphasized the perpetrator's unique sociodemographic characteristics, such as high social status and respectability, as well as the commission of crime in the course of their occupation. It also emphasized the financial component, suggesting that the crime yields financial profit for the individual or the organization they represent (Sutherland, 1939a). He also highlighted that white-collar offenders do not regard themselves or their actions as criminal, indicating a lack of a guilty mind or criminal intent (Stadler & Benson, 2012). Furthermore, Sutherland's work has been influential in shaping the direction and methods of criminological scholarship. However, his ambivalence regarding the role of personality traits and psychopathy in relation to criminal behavior has stymied criminological research on the development of a white-collar offender profile for over half a century (Perri et al., 2014). Yet, the dearth of research on newer forms of WCC suggests that we still do not know whether the early white-collar criminal’s characteristics match those of any progressive forms of criminality. 
Our study conceptualizes pump-and-dump schemes in the cryptocurrency market as a form of WCC where perpetrators accumulate a specific cryptocurrency and artificially inflate its price by spreading misleading or false information (the "pump"). Once the price has surged due to increased investor interest, the perpetrators sell off their holdings at elevated prices (the "dump"), leading to a sharp price decline. This leaves unsuspecting investors with significant losses and the perpetrators with significant profits (Kamps & Kleinberg, 2018). The prevalence of such schemes in the cryptocurrency market is notable. A study by Xu and Livshits (2018) analyzed 412 pump-and-dump events organized through Telegram channels over an eight-month period, highlighting the widespread nature of these manipulative activities. Further research by Clough and Edwards (2024) examined 765 coins involved in pump-and-dump schemes, revealing that, on average, these coins experienced a 30% price drop relative to their pre-pump value one year after the event. These findings highlight the substantial impact of pump-and-dump schemes on the cryptocurrency market, underscoring the need for enhanced regulatory oversight and increased investor awareness to mitigate such fraudulent activities (Hamrick et al., 2018).
Although the definition of WCC is diverse and the subject of ongoing debate (Brody & Kiehl, 2010; Galvin, 2020), we categorize pump-and-dump crypto schemes (PDCS) as a type of WCC for several reasons. Following Sutherland’s (1939a) characterization of WCC, we argue that PDCS is a type of WCC because: (1) It is based on trust where the victim trusts the offender and the supposedly legitimate organization behind the offender (in a PDCS, offenders manipulate investors by projecting legitimacy through advertising campaigns, social media promotions, or partnerships with seemingly credible organizations.); (2) Once trust is established, it will be violated by the offender (in PDCS, perpetrators artificially inflate the price of a cryptocurrency by creating hype and false confidence among investors. Once the price peaks due to this artificial demand, they sell off their holdings, leaving victims with losses.); (3) It has a financial gain component (in PDCS, perpetrators profit by selling their cryptocurrency at an inflated price while others bear the financial loss); and, (4) It is committed in a non-violent way (PDCS is conducted through digital means—social media, chat rooms, and online marketing—without physical force).
iv. Demographic characteristics of offenders
Subsequent research finds that WCC offenders are generally older and have higher financial status than street crime offenders, more likely to be white than non-white, and more likely to be males than females (Weisburd et al., 1990). There are individual and structural factors that produce specified tendencies to engage in WCC. For more traditional corporate crimes, the position required to engage in white-collar crime leads to an older more privileged background (Benson et a., 2009). This, historically has also limited women, who were frequently excluded from such positions (Dodge, 2019; Kamaei et al., 2025). In addition, scholars suggest that factors such as masculine entitlement (Messerschmidt, 1997) and child-rearing practices in middle- and upper-class US families lead to the production of adults who are entitled, arrogant, and who endorse competitiveness (Shover & Hochstetler, 2006). Piquero (2012) finds that the culture of competition, combined with the “fear of failing,” leads to a socially endorsed perception that competition is healthy and even necessary, and therefore, justified. Further, racial privilege intersects with financial advantage and masculinity, which leads to structural conditions conducive to white-collar offending. 	Comment by Parti, Katalin: to an older individual with more privileged background?
Race
According to the theory of racial privilege and offending (Sohoni & Rorie, 2021), whiteness and socioeconomic status (concentrated advantage) play a combined role in enhancing the neutralization and perpetration of WCCs. Middle- and upper-class whites in the US live in relative social isolation both geographically in terms of school (Orfield, Kucsera, & Siegel-Hawley, 2012) and neighborhood characteristics (Krivo et al., 2013). This concentrated advantage is also projected culturally, as mainstream media overwhelmingly reflects the experiences of whites in relative financial security. This isolation blocks the development of empathy toward outgroups (anonymous others) and increases entitlement, which, in turn, leads to a cognitive framework that justifies WCCs in these groups. This follows the explanation of Sutherland, Geis, and Goff (1983 [1949]), who argued that workplace isolation is a hotbed of white-collar offending, as white-collar offenders are often isolated from people who disapprove of their behavior. 
In contrast, African Americans are far less isolated; they tend to attend more racially diverse schools (Orfield et al., 2012) and workplaces (Jones, 2014). They may also be more empathetic towards other social, gender, and racial minorities due to their own intersectional experiences with sexism and racism (Crenshaw, 1992). At the same time, racial minorities are disproportionately of lower socioeconomic status, living in more diverse neighborhoods with less financial affluence. 
Socio-Economic Status
Financial affluence is another characteristic correlated with lower levels of empathy, increased unethical behavior (Dubois, Rucker, & Galinsky, 2015), and even a decrease in charitable activities (Warner, 2010). Combined with the culture of competition prevalent in middle- and upper-class families, this easily leads to the successful neutralization of offending by claiming that the crime was necessary to maintain one’s business and was even considered “normal.” The relative financial affluence of WCC offenders can be attributed to their higher likelihood of securing lucrative employment compared to traditional crime offenders. In an early WCC study, only 8% of the sample were unemployed at the time of committing their crimes (Weisburd, Chayet, & Waring, 1990).  This figure stands in stark contrast to that of street criminals, who are often not employed in legitimate occupations (Sviridoff & McElroy, 1985). 
v. Hypotheses
Literature suggests that white-collar offenders are generally older at the time of their first offending than traditional crime offenders. While street crime offenders are usually arrested first in their teenage years, WCC offenders are, on average, 40 years old when they commit their first offense (Weisburd et al., 1990). However, this generalization requires refinement, as offender characteristics can vary depending on the type of WCC committed due to different offenses requiring specialized skills and particular organizational positions (Weisburd et al., 1990). 
Given that PDCS requires computing skills and knowledge of cryptocurrency and these skills tend to be inversely related with age and directly related with income, we expect that the PDCS, as a form of WCC, will be disproportionately committed by younger white males living in relative financial affluence in our sample (H1). 
In terms of theoretical considerations, we anticipate that traditional crime theories will not offer high explanatory power for the activities of PDCS offenders for several reasons. First, cryptocurrency markets operate in decentralized environments (FBI, 2024; Angotti, Klauder, & Bjelland, 2019), making enforcement and deterrence mechanisms weaker (Dupuis, Smith, & Gleason, 2023; Nolasco Braaten & Vaughn, 2021). Therefore, unlike traditional white-collar criminals, who often operate within corporate structures and face regulatory oversight, crypto offenders are less constrained by institutional norms. Traditional white-collar criminals often work within regulated businesses, where pressures (strain/anomie) influence their decisions. Crypto fraudsters, on the other hand, are often independent actors who leverage digital anonymity and a lack of legal oversight to conduct their schemes (Dulisse, Connealy, & Logan, 2024; Sudzina, Dobes, & Pavlicek, 2023). Therefore, crypto fraudsters are unlikely to commit crimes due to the elevated strains. Many of them start as tech-savvy individuals with a better-than-average knowledge of markets, rather than those experiencing economic strain. These individuals are motivated more by financial opportunity than by frustration or blocked success (Nolasco Braaten & Vaughn, 2021). 
Second, PDCS requires strategic planning, technical knowledge, and coordinated efforts. Unlike crimes typically associated with low self-control, these offenders execute calculated manipulations of the market. Many crypto offenders are well-versed in financial and technological systems, suggesting they possess self-discipline in their execution rather than acting impulsively. Although research suggests that early cryptocurrency users exhibit overconfidence and low self-control (Sudzina et al., 2023), and lower self-control is associated with higher risk-taking (Freeman & Muraven, 2020), other research posits that learning online crimes requires not lower, but in fact higher levels of self-control (Dearden & Parti, 2021). Therefore, we anticipate that crypto fraudsters will not typically exhibit lower levels of self-control. 
While the above traditional theories are not expected to contribute significantly to explaining PDCS, differential association theory is predicted to be applicable.  First, cybercrime is fueled by online communities where fraudulent behaviors are normalized and learned (Dearden and Parti, 2021). For example, many scammers learn their techniques through social networks, forums, Telegram groups, and dark web communities (Paquet-Clouston, Paquette, Garcia, & Erquiaga, 2022), forming cryptoculture (Dulisse et al., 2024), a subculture with its own norms. PDCS requires coordination among groups to inflate prices, which means offenders must recruit others and reinforce each other’s behavior through social reinforcement. Online subcultures can encourage rationalization and positive reinforcement, and offenders learn from others by mimicking successful scams (imitation). Online platforms, such as social media sites, also enable fast information sharing (Cumming, Johan, & Pant, 2019; Zhang & Skiena, 2010; Shen, Urquhart, & Wang, 2019), making it easy to learn and apply (imitate) fraudulent techniques. Therefore, we hypothesize that PDCS offenders will be less likely to be influenced by traditional crime theories such as anomie, strain, and low self-control (H2), compared to traditional white-collar criminals while still influenced by differential association online (H3).
We tested the above theories on a national sample of Americans who admittedly engaged in PCDS. Specifically, we examine the demographic and behavioral characteristics of PDCS offenders who manipulate the cryptocurrency market. We chose PDCS as it has been identified as one of the leading problems that boost cryptocurrency crimes (Chainanalysis, 2024). 
We now turn to the sample and methods section, present our results, and discuss them in light of historical and current research in WCC and crypto fraud. We then discuss the limitations and implications of our research. We conclude with evaluating crypto fraud as a form of WCC, and whether our offender group reflects Sutherland’s suggestions on the characteristics and dynamics of traditional white-collar criminals. 
II. METHOD	
i. Sample
We fielded a survey to test whether and how Sutherland’s theory aligns with PDCS offender characteristics. We used Cint, a global technology company specializing in digital survey solutions and online market research, to field the survey. Cint provides a platform for conducting online polling, connecting researchers with a vast network of survey respondents, ensuring broad reach and reliable participation.
The sample was balanced based on US Census data to represent age, sex, ethnicity, and race. Online proportional sampling has been found to yield results similar to random probability-based samples due to several strategies (MacInnis, Krosnick, Ho, & Cho, 2018; Simmons & Bobo, 2015; Weinberg, Freese, & McElhattan, 2014). In addition, online surveys have been shown to have similar margins of error to traditional fielding methods (see Parti, Dearden, & Hawdon, 2024).
The survey was fielded between August 23, 2023, and September 19, 2023. Overall, 1,858 participants began the survey; however, several participants were removed for a variety of reasons. First, 121 participants did not accept the ethical review question and were immediately removed. Second, 99 participants indicated they were not in the United States and were also dropped. Third, an attention check was used roughly 1/3 of the way through the survey. In a matrix-style question, participants were asked, “Are you paying attention? Pick Very Important.” 187 participants did not pass and were dropped. One participant was also dropped as they reported their age to be less than 18, and one participant was dropped as they reported their age to be 134 (older than the oldest reported person). Finally, only completed surveys were kept. An additional 484 participants were removed because they did not complete the survey. A total of 965 participants are included at this point. 
	We reviewed the overall completion data. The average time to complete the survey was 22 minutes, with a range of 103 to 24,497 seconds. We removed any individuals who completed the survey in under 3 minutes. There was only one participant in this category. Our final sample was, therefore, 964 participants.  
ii. Variables
The primary dependent variable was cryptocurrency fraud. Specifically, we were interested in a unique form of cryptocurrency fraud involving promoting a cryptocurrency for personal gain. While this form of crime is not new, the application of pump-and-dump schemes (legally categorized as market manipulation) within the cryptocurrency industry is relatively new. We asked participants, “In the past 12 months, have you promoted a cryptocurrency or NFT in an attempt to increase its value.” Of the 964 participants, 133 (13.8%) said yes, while 812 (84.23%) said no. Nineteen respondents did not answer the question.
---- 
Insert Table 1 about here
-----
Our independent variables were a series of theoretical measures. Specifically, we employed short scales to measure differential association, anomie, strain, and self-control. While differential association and anomie were measured using subscales (e.g., differential reinforcement within differential association and fetishism of money within anomie), factor loadings suggested that both scales should be consolidated into a single index. Finally, we used a series of demographic variables, including age, education, sex, income, and perceptions of inequality. All questions used to create each scale are listed in Appendix 1. Additionally, general descriptive statistics for the independent and dependent variables are presented in Table 1, and the demographic variables are presented in Table 2.
---- 
Insert Table 2 about here
-----  
III. RESULTS
To examine the relationships between theoretical constructs and engagement in cryptocurrency fraud, we conducted a series of analyses, including independent samples t-tests and logistic regression models. We first conducted independent samples t-tests to assess mean differences in theoretical scales between those who reported engaging in cryptocurrency fraud (i.e., PDCS) and those who did not. The results indicated significant differences in perceptions of anomie (p < .001) differential association (p = <.001), strain (p<.001) and low self-control (p<.001) with individuals engaging in cryptocurrency fraud scoring higher on these measures.
We next estimated three logistic regression models to assess the relationship between theoretical constructs and participation in cryptocurrency fraud. The first model included only differential association and demographic variables, the second included only theoretical predictors, and the third included both demographic and theoretical variables (Table 2).
In the first model, differential association was significant (p=.017, OR=1.02). Individuals higher on the differential association scale were moderately more likely to engage in cryptocurrency fraud. In addition, individuals who reported higher income (p<.001, OR=1.58) were male (p=.020, OR=2.06), and younger (p<.001, OR=.93) were more likely to engage in PDCS. While race (white) approached significance (p=.095, OR=1.95), it did not reach conventional levels of statistical significance. In the second model, perceptions of anomie (OR=1.05, p<.001), differential association (OR=1.02, p=.018), and strain (OR=1.11, p=.022) were significant predictors of cryptocurrency fraud, suggesting that individuals with higher levels of perceived normlessness, stronger exposure to deviant peer influences and higher strains were more likely to engage in this form of financial crime. However, self-control (p=.996) was not a significant predictor.
In the full model, perceptions of anomie (p=.262) and differential association (p=.240) were no longer significant. Instead, demographic characteristics emerged as key predictors of cryptocurrency fraud. Specifically, younger age (OR=0.92, p<.001), higher income (OR=1.52, p<.001), and male (OR=2.68, p=.006) were all significantly associated with greater odds of engaging in cryptocurrency fraud. 
These findings partially support our hypotheses. H1 (PDCS offenders will be disproportionately younger white males living in relative financial affluence) was partially supported. The logistic regression results confirm that younger individuals (OR=0.92, p<.001), those with higher income (OR=1.52, p<.001), and males (OR=2.68, p=.006) are significantly more likely to be engaged in PDCS. While the effect of race (white) was not statistically significant at conventional levels it approached significance in the first model, suggesting that racial disparities in PDCS involvement may still exist. These findings mostly align with prior literature on WCC demographics, but they diverge in terms of offender age, as traditional white-collar criminals tend to be older (Weisburd et al., 1990). The overrepresentation of younger individuals in PDCS likely reflects the digital-native nature of cryptocurrency markets and the accessibility of financial fraud schemes in decentralized online spaces.
H2 (PDCS offenders will not be significantly influenced by traditional crime theories such as anomie, strain, and low self-control) was partially supported. The findings indicate that anomie (OR=1.05, p<.001) and strain (OR=1.11, p=.022) were initially significant predictors of PDCS involvement but lost significance when demographic variables were introduced. Self-control was not a significant predictor at any stage, suggesting that PDCS offenders do not primarily act out of economic frustration or impulsivity. This aligns with the hypothesis that PDCS offenders differ from traditional WCC offenders, who operate within structured corporate environments where strain and anomie may play a more substantial role. Instead, the data suggests that these offenders engage in cryptocurrency fraud due to financial opportunity rather than frustration, or at least as conventional measures of frustration, from blocked success, which reinforces arguments made by Nolasco Braaten & Vaughn (2021).
H3 (PDCS offenders will still be influenced by differential association processes in online communities) was partially supported. Contrary to expectations, differential association, measured through differential association and imitation, was initially significant in models 1 and 2 (p=.017 and .018, OR=1.02 and 1.02) but lost significance in the full model controlling for all theories and demographics. Given the loss of significance when additional theoretical models were added, we considered the intercorrelations between the theoretical indexes. While most were below .5, differential association and self-control had a moderately high correlation of .74. Although still below the customary .8 for exclusion due to multicollinearity, this high correlation suggests that the shared variance between differential association and self-control may impact the significance of both variables. We examined this by rerunning the third model, excluding self-control, followed by differential association. In both additional models, differential association and self-control were still non-significant. This suggests that while differential association may play a role in cryptocurrency fraud, it does not exert a strong independent influence when accounting for demographic factors such as age, sex, income, and other theoretical variables. It is possible that PDCS offenders are more individualistic in their approach, leveraging financial expertise and technical skills rather than being socialized into fraud through digital communities. Clearly, more work is needed in theoretically and empirically understanding the association between diverse criminological theories as they relate to WCC and PDCS.
Discussion
We collected data from a national sample of Americans stratified by age, sex, and race to test whether Sutherland’s ideas about WCC can explain the characteristics and behavioral circumstances of offenders of PDCS, a contemporary online illegal activity. Our findings show that being younger, male, and higher income were robust predictors of engagement in cryptocurrency fraud. However, traditional criminological theories may have limited utility in explaining PDCS. Self-control was unrelated to engaging in cryptocurrency fraud. Interestingly, perceptions of anomie and strain initially appeared significant, but these lost significance when demographic factors were introduced. Even Sutherland’s differential association theory, which posits that learning from intimate groups influences criminal behavior, was not fully supported in our analysis. While differential association theory was initially associated with cryptocurrency fraud, these factors lost statistical significance once demographic factors and other theoretical concepts were incorporated into the model.  These findings raise questions about the true drivers of financial crime. 
Indeed, the factors that were found to be robust predictors of cryptocurrency fraud were sex (male), income, and age.  It is unsurprising that males were found to engage in cryptocurrency fraud more frequently than females, as males are more likely than females to be involved in criminal activities in general (e.g., Walker and Madden, 2013).  Yet, this relationship may be especially pronounced for cybercrimes such as cryptocurrency fraud.  First, cryptocurrency trading, in general, is correlated with being male (Littrell, Klofstad, & Uscinkski 2024), and such trading is necessary for PDCS.  Thus, it is possible that males are more likely to engage in cryptocurrency fraud in part because they are more likely to trade in cryptocurrency in general.  Combined with the tendency for males to be more involved in crime than females, it seems likely that males would be more involved in cryptocurrency crimes than would females.
We also found that income was positively related to cryptocurrency fraud. While income is generally inversely related to street crime, it has been found to be positively related to WCC (e.g., Weisburd et al., 1990; Klenowski & Dodson 2016).  Given that PDCS requires owning currency before “pumping” so one can “dump” once the value of the currency is inflated, those with higher incomes would have a greater opportunity to engage in these crimes. Even if the offender creates their own coin, knowledge, tools, and resources are required to create a cryptocurrency. As the old saying goes, “It takes money to make money.”  
Finally, we also found that age was inversely related to cryptocurrency fraud. While youth is a well-known correlate of street crime, a number of studies of white-collar crimes in general find that offenders tend to be older (Lochner, 2004; Onna et al., 2014), averaging 40-year-olds when they commit their first offense (Weisburd et al., 1990).  This positive correlation between age and white-collar crime is likely a function of opportunity, as older workers are more likely to hold unsupervised positions that are more conducive to WCC.  Yet, cybercrime may be different.  For example, Garba and associates (2024) found that individuals convicted of cryptocurrency fraud were relatively young, with two-thirds of the fraudsters being under the age of 30.  Indeed, committing cybercrime in general and cryptocurrency fraud specifically requires a relatively high level of digital literacy, which is inversely related to age (see Eurostat, 2024).  Consequently, while other forms of WCC may require the experience of age to achieve an occupational position, organizational knowledge, and/or access to systems needed to commit the crime successfully, cybercrimes appear to require a skill set that is more prevalent among younger criminals.
Therefore, it is understandable why several demographic factors appear to have a direct relationship with this form of WCC.  Moreover, there are several reasons why these demographic factors may render spurious traditional theories that might not apply to cryptocurrency fraud. First, our PDCS offenders were more likely to experience strain when controls were not in the model, which is consistent with the theory. However, our demographic controls render the direct effect of strain on offending insignificant.  This could be due to the gendered nature of strain. Previous research (Parti & Dearden, 2024) found that different types of strain were related to cybercrime for men compared to women.  Specifically, dark web activity was associated with cyber-offending among males but not among females.  Since cryptocurrency trading activity, which is necessary for PDCS, is positively associated with dark web traffic (see Scharnowski 2024) and such activity is a criminogenic strain for males but not females, once sex is controlled for in the model, the unique contributions of strain are eliminated. That is, being male leads to both strains via dark web use and illegal (and legal) cryptocurrency trading. Thus, the gendered nature of strain (see Parti & Dearden, 2024) can help explain why strain theory was not a robust predictor of PDCS in our data.
Similarly, having a high income could also be related to our theoretical variables as those with high incomes are likely to have lower levels of strain, higher levels of self-control, and be more likely to have the opportunity to participate in subcultures that facilitate financial fraud through imitation (see Paquet-Clouston et al., 2022; Dearden & Parti, 2021).  Therefore, once again, the apparent direct relationship between our theoretical variables and PDCS offending may become spurious due to the direct effects that income has on both our theoretically derived independent variables and our dependent variable.
Next, our measure of differential association also became an insignificant predictor of PDCS involvement once demographic and theoretical indexes were added. One potential explanation is that while people still learn from each other, they may not need positive reinforcement from online friends and may simply imitate. This may be more pronounced among younger users, as the reinforcement for their online criminality can be the financial gains they receive from their fraud rather than acceptance from their friends. Certainly, the nature of positive reinforcement online may be different, with likes, emojis, and other digital mechanisms serving as a proxy for direct human interaction and social cues. Additionally, there may be a distinction between online and offline criminal behavior. Research suggests that individual offending is more prevalent than co-offending in online spheres (Weulen Kranenbarg, 2022) and online crimes are more often co-committed if they require specific IT skills (Weulen Kranenbarg, 2022). Following this rationale, our crypto offenders are mostly highly educated individuals committing a relatively simple cybercrime; as such, they may not need additional interactions to learn favorable definitions of these crimes. 
Finally, with respect to anomie, it is possible that there is a curvilinear effect with cybercrime.  For example, Dearden and his associates (2021) found that both low and high levels of anomie predicted online offending in a 2020 sample of Americans. However, we did not find a similar pattern with respect to PDCS. We re-ran both logistic regressions with an included squared term for anomie. In both models, the squared term was not significant and did not affect the results from the non-squared anomie term, suggesting that the curvilinear effects of anomie were not present in this analysis. Thus, it appears that those involved in PDCS are simply not anomic. This could possibly be explained by the relatively affluent positions. 		
	Historical debates surrounding WCC often stem from conceptual and pragmatic concerns related to the use of Sutherland’s original definition of WCC. While sociodemographic features are consistent correlates of street crime, definitions of street crime are not based on demographic features. Many scholars have tried to distill the concepts of Sutherland’s WCC without including demographic features. For instance, Susan Shapiro suggests that the focus of WCC should be trust violations (Shapiro, 1990). These behavioral and legal definitions provide much-needed clarity in creating boundary conditions around the nature of WCC. However, they may have inadvertently discounted part of Sutherlands' original ideas. Recent literature has theoretically (e.g., Sohoni & Rorie, 2021) and empirically (e.g., Steinmetz et al., 2024) suggested that there may be unique aspects of white culture that promote competition, individualism, and lack of empathy. This may affect the decision to commit crime, especially in positions of relative power and wealth. In essence, all groups commit crimes, they just commit different crimes.

i. Limitations and recommendations
Sample limitations. Despite utilizing a nationally representative sample of Americans stratified by age, sex, and race, this study has certain sample-related limitations inherent to survey research. The sample was recruited through a market research company. It included compensated participants, which introduces potential selection bias, as individuals who opt into paid survey panels may differ in their engagement levels, socioeconomic status, or motivations compared to the general population. Additionally, participation was limited to respondents with internet access, which may exclude certain demographic groups, particularly those with lower income or limited digital literacy. However, our study employed rigorous quota sampling to ensure demographic representation aligned with U.S. Census benchmarks (Parti et al., 2024). Furthermore, the voluntary and anonymous nature of the survey likely mitigated concerns related to social desirability bias, encouraging honest responses from participants. While these factors do not eliminate all sampling concerns, they enhance the overall reliability of the data collected.  Lastly, excluding those without internet access would only increase the correlation between income and committing cryptocurrency fraud since internet access is a necessary condition of committing cybercrime. 
Variable limitations. We also wanted to ask about a behavior that was illegal, although not widely known. As with many financial laws, the nuances of market manipulation, specifically pump-and-dump in this instance, are complicated. Participants may not have been aware that this was illegal. It is possible that they promoted a currency in a manner that was not illegal (though we attempted to limit this potential by stating specifically “in an attempt to increase its value”). While a potential limitation, we deliberately chose this language to reduce social desirability effects through phrasing that was not immediately obvious that the behavior itself was illegal. 
Theory limitations. Our study also has limitations related to theoretical issues. While Sutherland’s theory of differential association influenced many subsequent theories explaining offending, we could not study all crime theories that may offer explanations for white-collar offending. For example, our survey did not ask participants about their motivations for engaging in crypto fraud or whether they were aware that their activity was illegal. However, researchers testing various other theories have shown promising results. For instance, Ibrahim (2016) categorizes cybercrime into three motivational categories: psychosocial, socioeconomic, and geopolitical, with crypto fraud falling under the socioeconomic category. This suggests that crypto fraud offenders primarily engage in crime due to their financial motivation, which is often rooted in their low socioeconomic status. While our crypto offenders were relatively well-off, we still can only speculate on their motivational factors. That said, more theories need to be tested to decipher the individual and societal factors of crypto fraud.
Furthermore, our study only examined individual factors and overlooked structural and macrosocial forces that may influence one’s engagement in crypto fraud activities. In fact, Saldaña-Tabolada, Girard, & Décary-Hétu (2024), studying the acceptance of cryptocurrencies in online cannabis markets, found that, instead of the need to cover up their illegal business activities, online markets refuse to accept crypto for other mundane forces, such as technical inconveniencies, the volatility of cryptocurrencies, and the high transaction fees associated with cryptocurrencies. They posit that cryptocurrency adoption of online businesses is still very modest and that these market forces are likely to influence consumer choices (not) to adopt cryptocurrency payment options. Although market forces will likely influence consumer choices in the future, researchers need to address the gap in studying macrosocial and structural factors of cryptocurrency use and misuse in individuals. 
IV. CONCLUSION
Cryptocurrency fraud is a growing problem as the cryptocurrency market grows in popularity and more people become involved in trading it. Pump-and-dump schemes have been around long before the advent of cryptocurrency and the Internet; however, they have taken on a new form through online fraud. This provides motivated offenders with a far greater number of suitable targets in an environment that lacks capable guardians.  Motivated offenders can now reach literally millions of targets simultaneously and nearly instantaneously.  We suggest that these changes in pump-and-dump schemes are still similar to earlier forms of WCC as theorized by Sutherland nearly 90 years ago. As he argued, it is a crime typically committed by those who occupy relatively high status. So powerful are the predictors of sex, age, and income that existing criminogenic factors discussed in leading theories fail to retain their predictive power once demographic factors are added to our model.  Although more research is needed before definitive conclusions can be drawn, and despite conceptual and pragmatic concerns regarding the definition of crime with demographic features, it appears that Sutherland was correct about WCC.
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TABLE 1: DEPENDENT AND INDEPENDENT VARIABLE DESCRIPTIVE STATISTICS

	DV

Cryptocurrency Promotion
	Yes
	No
	Not Answered
	
	
	
	

	
	133 
(13.8%)
	812 (84.2%)
	
19 
(2.0%)
	
	
	
	

	IV
	Mean
	Median
	SD
	Min
	Max
	n
	

	Differential Association
	30.6
	22
	15.4
	19
	76
	897
	

	Anomie
	36.6
	36
	12.9
	9
	65
	904
	

	Strain
	2.7
	2
	2.5
	0
	9
	911
	

	Self-Control
	7.6
	7
	2.8
	5
	15
	930
	




TABLE 2: SAMPLE GENERAL DEMOGRAPHICS

	Sex/Gender
	Male
	Female
	LGBTQ/Non-Binary
	
	
	
	

	
	426 
(44%)
	514 
(53%)
	24
(2%)
	
	
	
	

	Education
	Less than High School
	High School
	Some College
	College Degree
	MA/ Professional/ PhD
	
	

	
	45
(5%)
	228 
(27%)
	187
(22%)
	224 
(26%)
	162 
(19%)
	
	

	Race
	White
	Black
	American Indian
	Asian
	Pacific Island/Hawaiian
	Other/Prefer not to Answer
	

	
	690 
(72%)
	125 
(13%)
	22 
(2%)
	23 
(2%)
	4 
(0%)
	25 
(3%)
	

	Household Income
	< $25k
	$25k-$50k
	$50k-$75k
	$75k-$100k
	$100k-$150k
	$150k-$250k
	>$250k

	
	224 
(25%)
	247 
(27%)
	162 
(18%)
	65 
(7%)
	75 
(8%)
	83 
(9%)
	53 
(6%)

	Age
	Mean
	Median
	SD
	Min
	Max
	
	

	
	47
	43
	17.3
	18
	
88
	
	





TABLE 3: LOGISTIC REGRESSIONS PREDICTING CRYPTO PUMP-AND-DUMP FRAUD
	
	Sutherland’s Offender
	
	Theory Model
	Full Model

	Variable
	B
	SE(B)
	p
	OR
	
	B
	SE(B)
	p
	OR
	
	B
	SE(B)
	p
	OR

	Income
	 .46
	.09
	<.001
	1.58
	
	
	
	
	
	
	 .42
	 .10
	<.001
	1.52

	Male (binary)
	 .72
	.31
	 .020
	2.06
	
	
	
	
	
	
	 .99
	 .36
	 .006
	2.68

	White
	 .67
	.40
	 .095
	1.95
	
	
	
	
	
	
	 .44
	 .43
	 .308
	1.55

	Age
	-.07
	.02
	<.001
	0.93
	
	
	
	
	
	
	-.08
	 .02
	<.001
	0.92

	Education
	 .22
	.15
	 .128
	1.25
	
	
	
	
	
	
	 .23
	 .16
	 .152
	1.26

	Differential Association
	 .02
	.01
	 .017
	1.02
	
	 .02
	.01
	 .018
	1.02
	
	 .01
	 .01
	 .240
	1.02

	Anomie
	
	
	
	
	
	 .05
	.01
	<.001
	1.05
	
	 .02
	 .01
	 .262
	1.02

	Strain
	
	
	
	
	
	 .10
	.05
	 .022
	1.11
	
	 .06
	 .06
	 .335
	1.06

	Self-Control
	
	
	
	
	
	.00
	.06
	 .996
	1.00
	
	-.05
	 .08
	 .555
	0.96

	
	
	
	
	
	
	
	
	
	
	
	
	
	
	

	Constant
	-3.26
	.75
	<.001
	.04
	-4.93
	.45
	<.001
	.01
	
	-3.1
	1.02
	 .003
	 .04

	Pseudo R2
	0.37 (n=735)
	
	0.14 (n=775)
	0.38 (n=645)

	LR Chi2
	212.37
	
	84.28
	187.49

	
	
	




