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LLM-Assisted Detecting and Redacting Confidential
Information for Government Information Disclosure

Masaki Hasegawa

(ABSTRACT)

Generative AI, especially large language models (LLMs), has advanced rapidly, with real-

world applications growing steadily. However, the use of generative AI in the public sector

has lagged behind the private sector. This paper focuses on the ”Governmental Information

Disclosure Process,” which is vital in democratic countries’ administrative systems. Many

developed nations require government agencies to disclose information to citizens, excluding

confidential data such as personal information. Although agencies must confirm the presence

of confidential information and redact or mask it before release, this process is still manual,

creating significant room for improvement. Additionally, since the information to be masked

is defined in natural language, such as legal text, interpreting documents’ contexts to deter-

mine what qualifies as confidential is resource-intensive. In this context, LLMs, capable of

inferring context and general knowledge, could efficiently identify parts of documents that

require masking. This paper first reviews the existing literature on sensitive or confidential

information detection using LLMs, clarifying the use cases and the category of information

identified in both the private and public sectors. Then, as a case study, we create sam-

ple documents modeled after Japanese administrative texts and compare the detecting and

masking results performed by testers with administrative experience, following legal require-

ments, with those generated by an LLM. This study contributes by proposing end-to-end

approach where LLMs directly generate masked text with dynamically determined granu-

larity. This resolves the fundamental trade-off in previous methods by allowing the model

to decide appropriate masking units (characters, words, or phrases) based on contextual

requirements rather than predetermined structural units.
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Masaki Hasegawa

(GENERAL AUDIENCE ABSTRACT)

The rapid growth of generative AI, driven by large language models (LLMs), has led to sig-

nificant exploration of real-world applications. However, these efforts have largely been led

by the private sector, while the adoption of generative AI in public sector organizations, espe-

cially in administrative processes, remains limited. This paper explores the ”Governmental

Information Disclosure Process” as a potential LLM use case for public sector organizations

in democratic countries. In many democracies, government agencies are required to disclose

information and documents, excluding confidential data, such as personal or sensitive infor-

mation, upon request from citizens. Typically, administrative bodies must verify and mask

confidential content before releasing documents. However, this verification and masking is

still done manually, leaving room for efficiency improvements. Moreover, the confidential in-

formation to be masked is often defined in natural language, such as legal texts, and requires

context interpretation to determine what qualifies as confidential, which is resource-intensive.

LLMs, leveraging context and general knowledge, could provide an effective solution. This

study evaluates how well LLMs perform in detecting and masking Japanese administrative

documents by comparing results from experienced testers, who follow legal guidelines, with

those generated by LLMs. This study contributes by proposing end-to-end approach where

LLMs directly generate masked text with dynamically determined granularity. This resolves

the fundamental trade-off in previous methods by allowing the model to decide appropriate

masking units (characters, words, or phrases) based on contextual requirements rather than

predetermined structural units.
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Chapter 1

Introduction

1.1 Motivation

The emergence of large language models(LLMs) has triggered significant expansion in gener-

ative AI, prompting both academia and industry to invest substantial resources and continue

driving its large-scale development. The use cases for generative AI are exploring at an accel-

erating pace, and recent research has shown that the latest models exhibit high performance

even in very advanced reasoning and complex tasks within specific domains.

For example, a report published by McKinsey & Company in 2023 pointed out that gen-

erative AI has the potential to significantly impact business functions such as customer

operations, marketing and sales, software engineering, and research and development [8].

In line with these forecast and advancement in cutting-edge model development, the use of

generative AI and pilot experiments within private companies have been rapidly expanding.

As such, the high potential for application in private-sector business domains is becoming

increasingly evident, and evaluations of its implementation as well as the accumulation of

use cases are progressing at an exceptionally fast pace.

On the other hand, the government is allocating resources to analyze the necessary regula-

tions for AI while prioritizing the assessment of various risks associated with generative AI,

such as LLMs. As a result, although there are discussions on expanding use cases that have

1



2 CHAPTER 1. INTRODUCTION

proven effective in the private sector, efforts and research analyzing the potential for imple-

menting LLMs in specific public sector tasks or their potential for efficiency improvements

are limited [35]. Regarding this situation, the author, who has experience as a civil servant

in Japan, speculates that, due to concerns about supply chain risks related to training data

and model creation, as well as information leakage, empirical experiments on core tasks have

been slow, whether using closed or open-source models of generative AI [46]. On the other

hand, there remains considerable inefficiency in current manual workflows in the public sec-

tor, and given the significant potential for efficiency gains through the use of generative AI,

it is important to discuss the applicability of LLMs to tasks specific to the public sector.

This thesis focuses on the government’s response process to information disclosure requests

as a specific task in the public sector. A key pillar supporting democracy in many mature

democratic countries is the information disclosure system related to government-held infor-

mation. As detailed in Chapter 3, this process involves a large number of requests, and

since verification tasks for confidential information are manually performed, there is a high

demand for efficiency improvements. If efficiency can be achieved using LLMs, the potential

impact would be significant. Additionally, during the information disclosure process, there is

a need to mask confidential information, and since the definition of confidential information

is written in natural language legal texts, and the application of these definitions depends

on the context of each document, LLMs, which are capable of flexible reasoning based on

context, may be well-suited for this task.

We analyze the specific task of government information disclosure process in detail and ex-

tract the task of detecting and masking confidential information in documents, which is

the process where the potential impact of LLM adoption is most anticipated. One research

challenge is the severe lack of studies examining the introduction of LLMs in specific public

sector tasks. While there has been research on the use of LLMs for masking PII (Personally
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Identifiable Information) in the private sector, as well as studies on detecting personal infor-

mation contained within LLM prompts, to the best of my knowledge, research applying this

to information disclosure in the public sector is limited to studies by Branting et al. and

Baron et al., who investigated the effectiveness of LLM-based methods for detecting a lim-

ited category of confidential information (deliberative language) in U.S. federal government

Freedom of Information Act (FOIA) requests [4, 5]. However, their research only support

deliberative language detection at the sentence level in documents and are not well-suited

for detecting and masking a wider range of confidential information with finer granularity,

such as word-level or character-level, as typically required in actual government information

disclosure processes.

1.2 Research Challenges

As mentioned above, detecting and masking confidential information for government infor-

mation disclosure is a common practice in many democratic nations, with a high volume

of disclosure requests. While the definition and categories of confidential information are

typically defined by natural language in the law, determining which specific information

qualifies as confidential in individual documents requires careful consideration based on the

context of the document and other social circumstances. If confidential information is inad-

vertently disclosed, such as personal information or corporate secrets, the government may

face lawsuits or claims for damages. Moreover, if the disclosed information pertains to na-

tional security or public safety, it could be exploited, significantly undermining public trust

in the government. Therefore, precise and accurate processing is essential.

This research aims to analyze how effectively LLMs can contribute to improving the efficiency

and accuracy of the detecting and masking process in government’s information disclosure.
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However, as stated in Section 1.1, there appears to be very limited prior research exploring the

use of LLMs for detecting and masking confidential information in public-sector disclosure

processes. In addition, since this study focuses on the information disclosure process in

the Japanese government, it was necessary to create a sample dataset similar to Japanese

administrative documents from scratch.

As detailed in Chapter 2, existing studies on the use of LLMs for detecting and masking

sensitive information in the private sector primarily target PIIs. In contrast, the informa-

tion disclosure process in the public sector requires targeting a broader range of confidential

categories, such as corporate secrets, national security information, and public safety in-

formation. To conduct detecting and masking experiments using LLMs, including creating

sample documents with such information, establishing evaluation criteria, and executing the

experiments, requires both extensive domain knowledge and meticulous effort in constructing

sample datasets. These constitute the research challenges addressed in this study.

1.3 Contributions

Zero-shot masking of confidential information using LLMs is a cost-effective approach that

does not require additional training, making it promising for improving government informa-

tion disclosure processes. However, previous approaches face a critical challenge: sentence-

level processing fails to provide the fine-grained redactions required in real-world applica-

tions, while word-level processing struggles to capture broader contextual dependencies that

span multiple sentences. To address this challenge, we propose a novel end-to-end zero-shot

approach that fundamentally reframes the task. Rather than using LLMs to make binary

redaction decisions, we leverage their generative capabilities to directly produce masked text

output. This generative approach enables adaptive masking granularity, capable of masking
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anything from entire paragraphs to individual characters as contextually appropriate, while

maintaining document-wide contextual awareness. This approach effectively overcomes the

rigid granularity constraints inherent in traditional methods.

Our study makes the following contributions:

1. Adaptive-Granularity End-to-End Masking:

We propose an end-to-end zero-shot approach where LLMs directly generate masked

text with dynamically determined granularity. This resolves the fundamental trade-off

in previous methods by allowing the model to decide appropriate masking units (char-

acters, words, or phrases) based on contextual requirements rather than predetermined

structural units.

2. Category-Aware Framework and Specialized Dataset:

We develop an evaluation methodology tailored for generative masking outputs and a

data set with confidential information notated by categories at character level. This

integrated contribution enables rigorous assessment and counterbalances potential ac-

curacy loss in our end-to-end approach by incorporating confidentiality category aware-

ness into the masking process, enhancing both precision and explainability.

3. Cross-Cultural and Linguistic Adaptation:

We demonstrate our approach’s value for Japanese documents, addressing both linguis-

tic challenges (non-segmented text where character-level processing is advantageous)

and institutional differences (limited public redaction datasets and distinct disclosure

practices). This provides insights into adapting confidentiality masking techniques to

non-Western linguistic and regulatory contexts.
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1.4 Organization of the Thesis

In Chapter 2, a comprehensive review of the literature is conducted on two main research

trends related to the purpose of this research, and the current research findings will be

organized. These include works about LLM adoption for the public sector and related works

about using LLM for tasks dealing with secret information, such as PII. In addition, in this

chapter, we present a limited number of studies on the detection of sensitive information in

government information disclosure using LLMs, positioned at the intersection of these two

directions, and highlight the differences between these studies and the present research.

Chapter 3 gives an overview of the information disclosure system by administrative agencies,

focusing on the case of the major democratic countries. This chapter will also identify areas

where modeling the workflow of this study and the introduction of LLM will be considered.

Furthermore, the potential needs for introducing LLM in this workflow is discussed.

Chapter 4 provides an overview of the methodology employed in this study. Specifically, it

explains the overall process of the research, including dataset creation, system implementa-

tion, experimentation, and evaluation of results.

In Chapter 5, we explain in detail the method of creating the custom dataset, including

its content. As there were no existing datasets, especially about confidential information

detection in Japanese, available for open-source use, this study begins by creating a custom

dataset in Japanese.

In Chapter 6, we compare the detecting and masking results of LLM and human testers using

the original data set and evaluate how accurately LLM can detect and mask confidential

information. This evaluation will consider various variables such as different LLM models,

prompt types, and work strategies, and will analyze how to minimize hallucinations and

errors during the process of detection and masking. Furthermore, based on the categories
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of confidential information, this chapter will assess the current feasibility of using LLM by

dividing the evaluation into PII and other categories of confidential information defined by

government agencies.

Finally, in Chapter 7, we concludes the thesis by summarizing the experimental results and

discussing directions for future research.



Chapter 2

Related Work

In this chapter, we conduct a comprehensive review of two research lines that are closely

related to the focus of this thesis: the applicability of LLMs in the public sector and the

utilization of LLMs for tasks involving sensitive information, such as PII. First, through a

review of existing research, we highlight the limited scope of studies and initiatives regarding

the use of LLMs in the public sector, aside from general discussions or cross-sector applica-

tions inspired by private sector use cases. Next, by conducting an extensive review of the

relationship between LLMs and the handling of sensitive/confidential information, we will

clarify the current research landscape on how LLMs are applied to the detecting and masking

of sensitive/confidential information. Furthermore, we will organize the distinctions between

these studies and the specific focus of this thesis.

8
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2.1 Applicability of LLMs in the Public Sector

When public institutions such as governments engage with AI systems like LLMs, their

involvement can be broadly categorized into two scene: the development of regulatory and

supervisory frameworks, and the consideration of LLMs for enhancing the efficiency and

sophistication of public services and policy-making. Regarding the former, issues such as

balancing regulation with innovation and ensuring the effectiveness of global regulations are

highly complex and the subject of active debate [11, 13, 28]. However, this research focuses

on the latter—examining the use of LLMs in public sector applications.

Although some pilot experiments have been conducted regarding the use of LLMs in the

public sector, the current landscape is still dominated by the horizontal application of use

cases developed in the private sector. Efforts to explore the application of LLMs to tasks

specific to the public sector are still in their early stages.

2.1.1 Research on the use of LLMs to workflows in public sector

Sanjeev et al. provide a comprehensive explanation of the framework for the introduction of

LLMs in the public sector, including risk analysis methods, key considerations, architecture,

and more [35]. However, while examples are provided for each LLM task, many of these

cases are similar to use cases in the private sector, and they do not delve into a specific

evaluation of the applicability and potential for use in public sector operations. While the

economic and social impacts of LLM systems are receiving significant attention, there is a

lack of detailed analyses on the applicability and effects of LLMs in specific public sector

operations. Jonathan et al. conducted a survey of 938 public service providers in the UK

(including education, healthcare, social welfare, and emergency services) and found that 45%

of respondents recognized the use of generative AI in their workplaces, with 22% confirming
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the actual use of generative AI systems. Public sector professionals reported positive views

regarding current technology use and the potential for future efficiency improvements [6].

Similarly, Fang and Xu evaluated a government-specific LLM-based QA guidance system

for Chinese government operations, combining citizen inquiry data and LLM [12]. Their

model showed a 4-10% performance improvement over existing models, generating responses

that closely resemble natural human language and emphasizing the applicability of LLMs

for QA systems in the public sector. Additionally, Vincent et al. analyzed the potential

for generative AI to reduce costs and bureaucratic overhead in government services [38].

They assessed the scale of bureaucratic decision-making procedures for citizen services in

the UK central government and measured the potential for automation via generative AI.

Their findings indicated high potential for labor savings and pointed out that automation

efforts should focus on general procedures, rather than the services themselves. Viechnicki

and Eggers’ research revealed that the average public servant spends up to 30% of their

time on information recording and other basic administrative tasks, further supporting the

effectiveness of generative AI [45]. Looking at the parliament, Lucke and Frank investigated

the potential use of generative AI in parliamentary routines [23]. They concluded that, for

multifaceted questions, generative AI could provide content for decisions, documentation,

and meeting preparations, but emphasized that the generated content should be used as

drafts for further review by humans.

2.1.2 Pilot Experiments Utilizing LLMs in Government

As mentioned in Subsection 2.1.1, while the accumulation of research cases on the utilization

of LLMs in the public and government sectors is still in its early stages, several countries have

started pilot projects to explore the use of LLMs in government operations. For instance,

the UK government began an experiment with a generative AI chatbot, ”GOV.YK Chat,”
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in 2023 [41]. This tool allows small business owners to ask questions about government

information and support programs and was developed using OpenAI’s GPT-4. The chatbot

aims to quickly navigate users through complex and dispersed government information and

provide individualized, integrated responses. While the experiment is still in its early stages,

with a limited number of participants, nearly 70% of the users reported that the tool was

helpful, suggesting potential for future applications. However, issues such as the accuracy

and correctness of responses, as well as handling questions it should not answer, have also

been identified. Additionally, Japan’s Digital Agency conducted technical verification for

the appropriate use of generative AI in administration from 2023 to 2024 [10]. Over 10 gov-

ernment agencies and more than 20 local governments participated in this experiment, which

involved identifying services in administrative tasks that could be improved by generative

AI and estimating the impact on operational improvements. The applicability of generative

AI to tasks such as automatic document creation, response creation for inquiries, document

proofreading, drafting responses, creating technical documents like programming code, and

determining the confidentiality level of documents, which partially align with the scope of

this study, was tested, showing certain effectiveness. Around 90% of participants reported

improvements in work efficiency and the quality of deliverables with the use of generative

AI. Furthermore, the U.S. Department of Homeland Security (DHS) has released an ”AI Use

Case Inventory” summarizing the current usage of AI [43]. Among the use cases related to

generative AI or LLMs, Homeland Security Investigations (HSI) is conducting tests with an

LLM-based system that leverages open-source technology to help investigators more quickly

summarize and search for contextually relevant information within investigation reports [9].

This system is expected to improve detection of drug-related networks and the accuracy of

identifying crimes such as auto-extraction fraud. Additionally, the United States Citizenship

and Immigration Services (USCIS) has launched a pilot project to improve the training of

immigration officers using an interactive application that leverages GenAI [9].



12 CHAPTER 2. RELATED WORK

2.2 Utilization of LLMs for Tasks Involving Sensitive

Information

The other research area closely related to this study is the work of handling sensitive infor-

mation, such as personal information identifier(PII), in processes using LLMs. This research

vector can be broadly divided into two directions. The first focuses on detecting and masking

PII from documents in the private sector. This line of research shares many similarities with

the present study, as both use LLMs to detect confidential information within documents.

However, a key distinction is that prior studies have focused mainly on personal informa-

tion, whereas this study addresses a broader range of confidential categories in governments.

The second research vector seeks to detect and replace inappropriate or privacy-sensitive

information in the input and output of LLMs. This research aims to implement safeguards

that ensure that LLM inputs and outputs do not contain problematic content. Although

the actual approaches of both research vectors are very similar, they differ in their intended

tasks. Therefore, this section reviews them separately.

2.2.1 Detection of PII in Documents Using LLMs

There are several studies that aim to utilize LLM-based approaches to detect and sanitize

confidential information in documents within the private sector [2, 14, 22, 27, 36, 37, 48].

Yang et al. evaluated the performance of LLMs in the task of detecting PII within archival

data in Chinese organizations [48]. Their results show that even when only prompt-based

methods were used, LLMs exhibited practical performance in detecting PII within large

amounts of archival data, suggesting the potential of using LLMs to identify data that

contain personal information from large data sets. Federico et al. proposed a text sanitiza-
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tion method using pre-trained LLMs without any additional fine-tuning [2]. Their method

detects and replaces potentially sensitive words, specifically focusing on PII, within given

unstructured text data. The advantages of their LLM-based method include its ability to

handle unstructured data such as dialogues, its domain-independent nature without requir-

ing additional training, and its capacity to maintain data utility by replacing sensitive terms

with contextually consistent alternatives generated by LLMs. Staufer et al. pointed out

the necessity of sanitizing not only PII but also information that could indirectly lead to

individual identification in whistleblowing scenarios [37]. They proposed a method to reduce

identification risks even further by using LLMs to process text while maintaining the con-

text of the original whistleblowing text. Their study demonstrated that combining existing

anonymization methods with LLMs significantly reduces authorship identification accuracy

while preserving the context of the original text. Similarly, Robin et al. highlighted the

need for anonymization against adversarial inferences of personal data from online text us-

ing LLMs and developed an LLM-based adversarial anonymization framework to counter

such attacks. According to their experiments, LLM-based anonymization outperforms exist-

ing anonymization tools in terms of balancing privacy protection and utility [36].

In the medical domain, where it is crucial to sanitize sensitive information such as patient

data, there has been extensive research on text sanitization. García et al. conducted experi-

ments on anonymizing personal information in large-scale Spanish medical data using BERT-

based models [14]. Their performance evaluation revealed that these models achieved high

performance without any domain-specific training, outperforming traditional anonymization

methods. Li et al. further investigated the utility of larger models and confirmed their effec-

tiveness in anonymizing medical data sets [22]. They developed a framework for anonymizing

medical data by incorporating ChatGPT and GPT-4, demonstrating their superior capabil-

ities in masking sensitive information. However, they also pointed out challenges such as
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the lack of transparency in closed LLM implementations and the risks of handling sensi-

tive data through online APIs. These challenges highlight the importance of developing

high-performance models that can be deployed in local environments in the medical domain.

Mori et al. proposed a method using GPT-4 to identify sentences containing confidential

information in corporate documents [27]. Although their experiments were limited to a

single document type, in this case academic paper in English, their study demonstrates the

potential of using LLMs to improve the efficiency of detecting and managing confidential

information in corporate documents at the sentence level.

2.2.2 Detecting Problematic contents in LLM’s Input and Output

Research on guardrails to detect privacy-related or confidential information in the input of

LLMs, prevent adversarial inputs, and prevent the generation of high-risk or policy-violating

content in the output has been actively conducted, not limited to sensitive information.

Based on these studies, systems for inspecting the output content and detecting and removing

harmful content or policy violations have been provided [21, 24, 32]. In addition, Inan et al.

at Meta developed Llama Guard, an LLM-based input-output safeguard model applicable

to human-AI conversations [16]. Their model, which can be used as a separate LLM to

perform classification tasks based on commonly considered risk categories related to AI

inputs and outputs, demonstrated performance surpassing that of other existing content

inspection tools.

Additionally, focusing on PII that may be included in prompts, Sun et al. proposed De-

Prompt, a desensitization protection and effectiveness evaluation framework for prompts [40].

Their approach recognizes the differential impact of various entities in prompts on both se-

mantics and privacy, leveraging the robust text comprehension and generation capabilities
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of LLMs to achieve prompt sanitization that is resilient to adversarial generation. Similarly,

Chong et al. proposed Casper, a technique for sanitizing user privacy information contained

in prompts in the context of using web-based LLM services [7]. Casper functions locally

as a browser extension, detecting and removing sensitive information such as PII from user

inputs before sending them to LLM services, achieving high accuracy in tests.

2.3 LLM-Assisted Government Information Disclosure

Research on utilizing LLMs for detecting confidential information in the information dis-

closure process within the public sector remains limited. Branting et al. investigated the

performance of machine learning techniques in detecting deliberative language, a category

of sensitive information in the U.S. federal government’s information disclosure process [5].

They examined the detection accuracy of deliberative language using both traditional ma-

chine learning classification models and a BERT model-trained on a corpus annotated at

the paragraph level—derived from the Clinton White House Collection curated by Barton et

al. [3]. Their findings indicate that the BERT model, an LLM trained on their custom cor-

pus, generally outperformed traditional machine learning classification models in this task.

Based on these results, they implemented the FOIA Assistant, which supports the detection

of confidential information in the government administrative document disclosure process

by employing the BERT model for deliberative language and an existing classifier for PII.

This system has undergone operational testing across multiple federal agencies.

Furthermore, Baron et al. conducted a preliminary experiment to assess the feasibility of

using ChatGPT for the task of detecting deliberative language with a same dataset [4]. Their

study is considered the first to apply a chat-based LLM to confidential information detection

in government information disclosure. However, their research was limited to only a subset
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of confidential information categories, and detection was performed at the sentence level.

Their experimental results showed no significant difference in simple detection accuracy

between ChatGPT-3.5 and existing classifiers. However, they also highlighted the potential

of ChatGPT-3.5 to assist humans by providing justifications for non-disclosure decisions.

These two studies represent early attempts at improving the efficiency of confidential infor-

mation detection and masking in government information disclosure using LLMs. However,

several challenges remain to be addressed. For instance, in government information disclo-

sure, the granularity of masking is typically required to be as fine as possible—often at the

character or word level—whereas existing studies have only performed sentence-level detec-

tion or masking. Additionally, in both studies, BERT and ChatGPT were fed sentence-level

inputs, which prevented the models from incorporating contextual dependencies across mul-

tiple paragraphs or entire documents when determining confidentiality.

To address these challenges, this study adopts an end-to-end approach in which larger tex-

tual units, such as entire paragraphs or document files, are inputted to LLMs, and the

output consists of text where confidential information is replaced with masking symbols.

This approach enables an evaluation of LLM effectiveness in a setting more aligned with

real-world applications. Moreover, while existing studies have focused on dealing with only

a single category of confidential information, this study leverages the ability of chat-based

LLMs to perform various tasks in a zero-shot setting without requiring training. Specifi-

cally, it conducts detection and masking task covering multiple legally defined confidential

information categories. Thus, while building upon prior research in this domain, this study

introduces novelty by empirically examining the effectiveness of LLMs in a more practical

masking approach.

Additionally, it focuses on the government document disclosure process in Japan, inves-

tigating the potential for workflow improvement through LLM applications. To achieve
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this, we construct a Japanese-language dataset for empirical evaluation. To the best of our

knowledge, no prior studies have attempted specific masking of sensitive information using

Japanese text, further underscoring the novelty of this research.



Chapter 3

Model of Information Disclosure

System in the Government

In this chapter, we summarize the process of information disclosure requests within govern-

ment, which is the focus of efficiency improvement using LLMs in this study, along with an

overview of information disclosure systems in major democratic nations. After highlighting

the necessity of efficiency improvements of the process, we focus on the case of the Japanese

government and conduct modeling for this research.

18
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3.1 Overview of Information Disclosure System of Gov-

ernments in the World

Information disclosure system by government serves as a fundamental institution of demo-

cratic country, and similar information disclosure systems have been enacted as legal frame-

works in many democracies. As shown in Table 3.1, these systems generally grant citizens the

right to request the disclosure of any information from the government. With a few excep-

tions, governments are required to disclose requested information within a specified period in

principle. Additionally, all countries define specific categories of nondisclosable information,

such as personal privacy data and information related to national security, through legal pro-

visions. These conditions are described in natural language within the respective legislation.

Furthermore, the laws underpinning these systems in each country typically mandate that

decisions regarding the disclosure or non-disclosure of information must be processed within

approximately one month. Enhancing the efficiency of these processes within governments

can have a significant impact. Notably, even in cases involving requests for large volumes of

information, the standard processing period remains unchanged in principle.

Although there are slight differences in the systems of each country, the general information

disclosure process is as shown in Figure 3.1.

• Step 1: A request for information disclosure from citizens is received by the govern-

ment agency.

• Step 2: The government investigates whether the requested information is held.

• Step 3: If the information is held, it is examined to determine whether its disclosure

would involve disclosing confidential information, and any confidential information is

removed.
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Figure 3.1: General Procedure of Information Disclosure by Government

• Step 4: The government agency makes a decision within the organization and takes

action, such as disclosing or withholding the document, or not responding about the

existence of the information, and communicates the result to the citizen.

Based on these steps, Section 3.4 will model the specific process in Japan, using this as a

reference for this study.

An overview of the systems in the United States, the United Kingdom, and Japan will be

provided in the following subsections.
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Table 3.1: Comparison of information disclosure systems in major countries.

Country Legal basis Description Exception Deadline

U.S.A. Freedom of In-
formation Act
(FOIA)

Citizens have the right to request
the disclosure of information from
central government agencies and
public institutions. The government
adheres to the principle of informa-
tion disclosure.

Information related
to national security
or personal privacy,
etc.

20 BD

U.K. Freedom of In-
formation Act
2000

Citizens have the right to request
the disclosure of information from
central government agencies and
public institutions. The government
follows the principle of information
disclosure.

Information related
to national secrets
or personal privacy,
etc.

20 BD

Japan Act on Access
to Informa-
tion Held by
Administra-
tive Organs

Citizens are granted the right to re-
quest the disclosure of information
held by central and local govern-
ments.

National secrets
and personal infor-
mation, etc.

30 days

Canada Access to In-
formation Act

It mandates the disclosure of federal
government information to citizens.

Information related
to national security
or personal privacy,
etc.

30 days

Australia Freedom of In-
formation Act
1982

Citizens have access to federal gov-
ernment information.

Information related
to national security
or personal privacy,
etc.

30 days

Germany Informations
freiheitsgesetz
(IFG)

Citizens have the right to request
the disclosure of information from
federal government agencies.

Disclosure may be
restricted for rea-
sons such as pri-
vacy or national se-
curity.

1 month
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3.1.1 the United States: Freedom of Information Act (FOIA)

The Freedom of Information Act (FOIA), enacted in 1966, is a federal law that requires

the disclosure of all or part of the information managed by the U.S. government [42]. This

law is described on the U.S. government’s webpage as a law that enables citizens to learn

about their government and is considered an essential part of democracy. Under this law,

federal agencies are mandated to disclose information requested under FOIA unless it falls

under one of the nine exemptions listed in Table 3.2, which protect interests such as personal

privacy, national security, and law enforcement.

FOIA also specifies that information should be withheld only if its disclosure would rea-

sonably be expected to harm the interests protected by the exemptions, or if disclosure is

prohibited by law. This means that federal agencies are generally required to disclose in-

formation unless it pertains to classified material. Additionally, FOIA requires that if full

disclosure is deemed impossible, agencies must consider partial disclosure by segregating

non-exempt information and taking reasonable steps to release it. This approach is similar

to typical government information disclosure systems in other democratic nations.

Citizens must submit a FOIA request to the FOIA office of the relevant government agency.

Each agency is required to comply with FOIA and adhere to government-wide guidance

created by the Department of Justice’s Office of Information Policy. While FOIA mandates

a response to requests within 20 business days, an investigation of the 2023 FOIA Annual

Reports revealed that, among the 122 agencies with organized data, over 50 agencies exceeded

the average processing time of 20 days. In some cases, the average processing time exceeded

200 days. Even when considering median response times, more than 20 agencies failed to

meet the statutory response deadline. This suggests that screening requests for classified or

sensitive information is challenging and time-consuming for many government agencies [44].
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Table 3.2: Exemption of FOIA [42]

Exemption Description

Exemption 1 Protects information that is properly classified under criteria established by an Exec-
utive Order to be kept secret in the interest of national defense or foreign policy.

Exemption 2 Protects information related solely to the internal personnel rules and practices of an
agency.

Exemption 3 Protects information specifically exempted from disclosure by another statute, if that
statute either: (1) requires that the matters be withheld from the public in such a
manner as to leave no discretion on the issue; or (2) establishes particular criteria for
withholding or refers to particular types of matters to be withheld. An Exemption
3 statute must also cite specifically to subsection (b)(3) of the FOIA if enacted after
October 28, 2009.

Exemption 4 Protects trade secrets and commercial or financial information that is obtained from
outside the government and that is privileged or confidential.

Exemption 5 Protects certain records exchanged within or between agencies that are normally priv-
ileged in the civil discovery context.

Exemption 6 Protects information about individuals in personnel and medical files and similar files
when the disclosure of that information would constitute a clearly unwarranted invasion
of personal privacy.

Exemption 7 Protects records or information compiled for law enforcement purposes, but only in
cases where the disclosure of such law enforcement records or information would cause
specific adverse effects.

Exemption 8 Protects information contained in or related to examination, operating, or condition
reports prepared by, on behalf of, or for the use of, an agency responsible for the
regulation or supervision of financial institutions.

Exemption 9 Protects geological and geophysical information and data, including maps, concerning
wells.

3.1.2 the United Kingdom: Freedom of Information Act 2000

The Freedom of Information Act 2000 is a law enacted by the UK Parliament that establishes

public access to information held by public authorities in the UK [30, 31]. Under this law,

requests for information can be made to government departments, delegated administrative

bodies, local councils, schools, NHS-related entities, and public authorities such as police and

fire departments. Citizens can submit Freedom of Information requests in writing, including

online submissions, to the relevant public authority. Additionally, each public authority
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publishes disclosure logs online, allowing access to previously disclosed responses to past

FOI requests. Legally, public organizations that receive requests are required to disclose the

information within 20 working days. Furthermore, Sections 21-44 of the Act outline exemp-

tions from disclosure, which are summarized in Table 3.3. Further detailed explanations of

each exemption can be found on the UK government’s Information Commissioner’s Office

website [17]. The types of these exceptions have different legal structures, but fundamen-

tally, they align with the approach to exceptions in the U.S. and Japan. Furthermore, by the

Act, the public organization receiving a request is required to disclose the information within

20 business days. According to the Information Commissioner’s Office website, in certain

cases, the public organization can extend the deadline in accordance with the law. However,

as a best practice, Section 45 of the Act stipulates that a 20-day extension is considered the

best practice. For instance, if the requested information is thought to fall under an eligible

publication exemption, an extension may be granted to conduct a statutory public interest

test [18].
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Table 3.3: Exemptions under the Freedom of Information Act (FOIA) - UK

Exemption Description

Section 21 Information already reasonably accessible

Section 22 Information intended for future publication

Section 22A Research information

Sections 23 and 24 Security bodies and national security

Sections 26 to 29 (Various exemptions related to law enforcement and security)

Sections 30 and 31 Investigations and prejudice to law enforcement

Section 32 Court records

Section 33 Prejudice to audit functions

Section 34 Parliamentary privilege

Sections 35 and 36 Government policy and prejudice to the effective conduct of public affairs

Section 37 Communications with the royal family and the granting of honours

Section 38 Endangering health and safety

Section 39 Environmental information

Section 40(1) Personal information of the requester

Section 40(2) Personal information

Section 41 Confidentiality

Section 42 Legal professional privilege

Section 43 Trade secrets and prejudice to commercial interests

Section 44 Prohibitions on disclosure



26 CHAPTER 3. MODEL OF INFORMATION DISCLOSURE SYSTEM IN THE GOVERNMENT

3.1.3 Japan: Act on Access to Information Held by Administrative

Organs (AAIHAO)

The Act on Access to Information Held by Administrative Organs(AAIHAO) is a Japanese

law enacted in 1999 that governs the procedures for making requests for the disclosure of

information held by administrative organs of the Japanese government [19]. Based on the

principle of popular sovereignty, the law aims to promote a fair and democratic adminis-

tration under the scrutiny and criticism of the public by regulating the right to request the

disclosure of administrative documents held by national administrative organs. The law

obligates national administrative organs to disclose information, but does not apply to lo-

cal governments, courts, or the National Diet. The law defines the scope of information

that can be disclosed as ”documents, photographs, or electronic records created or obtained

by the staff of administrative organs in the course of performing their duties, and held by

the administrative organs for the organizational use of their staff.” With the exception of

non-disclosure information listed in Article 5 (see Table 3.4), the government is required to

disclose the information it holds. Furthermore, when a request for disclosure is made for an

administrative document that contains non-disclosure information, the remaining portion

must generally be disclosed by removing or masking the non-disclosure information. Ad-

ministrative organs are legally required to notify whether or not to disclose the requested

document within 30 days from the day the request is made. However, if there is an unavoid-

able reason, such as a large volume of requested documents, the deadline may be extended

under certain conditions.
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Table 3.4: Non-Disclosure Information under AAIHA

Exemption Description
Information con-
cerning an indi-
vidual

• Information that identifies an individual through name, date of birth, etc.

• Information that cannot identify an individual, but disclosure could harm
the individual’s rights and interests.

Information
concerning a
juridical person
or other organi-
zations

• Information likely to harm the rights, competitive position, or legitimate
interests of a juridical person, etc.

• Information voluntarily provided under non-disclosure conditions by admin-
istrative organs.

National
security-related
information

• Information that may harm national security, damage international rela-
tions, or create disadvantages in negotiations.

Crime preven-
tion or public
safety-related
information

• Information that could interfere with crime prevention, investigations, pros-
ecutions, or the maintenance of public safety.

Government de-
liberations and
consultations

• Information that may harm the neutrality of decision-making or cause unfair
benefits or disadvantages in consultations.

Government af-
fairs or business • Information that may hinder accurate fact-finding related to audits, inspec-

tions, supervision, examinations, or tax matters.

• Information that may facilitate wrongful acts or make it difficult to discover
such acts.

• Information that may unjustly harm the financial interests or position of the
government, public entities, or local authorities.

• Information that may unjustly hinder fair and efficient execution of research
and study.

• Information that may hinder the fair and smooth management of personnel
matters.

• Information related to the business of state-run enterprises or local public
organizations that could harm their legitimate interests.
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3.2 The Need for Process Efficiency: A Focus on Japan

As summarized in Table 3.1 and Section 3.1, the legislative frameworks concerning govern-

ment information disclosure obligations in major democratic nations are similar. Citizens

are granted the right to access and request disclosure of government-held information, and

governments are obligated to disclose such information unless it falls under limited excep-

tions defined by law. This study focuses on Japan as a case study among major democratic

countries. Given the similarities across advanced nations, modeling and experimentation

based on Japan does not compromise generalizability.

The statistics of Information Disclosure requests in Japan is summarized in Table 3.5. Fur-

thermore, the number and the proportion of cases with extension deadline for processing is

illustrated in Figure 3.2 [25]. The data reveals that approximately 200,000 requests are filed

annually across all government agencies in Japan, equivalent to about 2% of the population

submitting at least one request per year. Considering that each request may target multiple

documents containing specific information, the total number of documents requested could

be several times higher than the number of applications.

The processing of these requests is carried out by individual government agencies. As dis-

cussed in Section 3.1, the workload of investigating document existence, verifying confi-

dentiality, and redacting sensitive information places a significant operational burden on

agencies. As shown in Figure 3.2, approximately 10% of annual information disclosure re-

quests exceed the statutory processing deadlines due to heavy workloads and require deadline

extensions. With over 10,000 cases failing to meet statutory deadlines annually, the necessity

for efficiency improvements in government operations is evident.

Additionally, this challenge is not unique to Japan. As highlighted in the latter part of Sub-

section 3.1.1, similar difficulties are observed in the United States, where many requests fail
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to be processed within the statutory 20-business-day deadline. This suggests that managing

the burden of information disclosure requests is a common global issue.

Table 3.5: Information Request Processing Data in Japan [25]

Number FY2019 FY2020 FY2021 FY2022 FY2023
Annual requests 160,546 164,950 178,386 185,673 192,576
On time (30BD) 146,538 147,094 160,763 169,431 175,461
The cases with deadline ex-
tensions

14,008 17,856 17,623 16,242 17,115

Extension ratio(%) 8.73 10.83 9.88 8.75 8.89

Figure 3.2: The number of deadline extensions and their proportion of the total requests
(FY2019-23)

3.3 Large Language Models and Its Applicability

While there is no globally agreed-upon strict definition of LLMs, they are often described as

neural network-based natural language models capable of performing various tasks through
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pre-training on massive datasets and an enormous number of parameters that estimate the

probabilistic distribution of text [29, 47]. As noted in the research by Yang et al., LLMs

acquire highly generalized capabilities in context comprehension through extensive training

on large datasets, enabling them to make context-aware judgments in identifying confidential

information such as PII [48]. For instance, they may be effective in detecting information

that should be classified as confidential due to its association with other data—an area

where traditional rule-based detection methods have faced difficulties. In this study, we

explore the potential of leveraging LLMs’ advanced contextual understanding abilities for

detecting categories of confidential information beyond PII, aiming to enhance the efficiency

of governmental information disclosure processes.

3.4 Modeled Flow of Information disclosure Process

In this section, we model the workflow for processing information disclosure requests within

the Japanese government and explain where in the workflow the detection and masking

process for confidential information, a key focus of this study using LLMs, is positioned.

Figure 3.1 provides an overview of the general processing steps for information disclosure

requests globally. However, the workflow model specific to Japan includes additional pro-

cesses, as shown in Figure 3.3. This model serves as the basis for the tasks studied in this

research.

Below is a summary of each process, with the study focusing on the efficiency improvements

in Process 3 using LLMs:

• Process 1: Verify whether disclosing the existence or nonexistence of doc-

uments related to the request could lead to the exposure of confidential
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Figure 3.3: Modeling the processing flow of information disclosure requests in Japan

information

Under Article 8 of the AAIHA, it is stipulated that: ”When responding to a disclo-

sure request, if merely answering whether or not the administrative documents related

to the request exist would result in the disclosure of non-disclosable information, the

head of the administrative agency may refuse the disclosure request without revealing

whether such documents exist.” The government may therefore reject an information

disclosure request from a citizen without confirming whether the documents are held,

when acknowledging their existence would effectively disclose non-disclosable informa-

tion. This corresponds to pattern (e) shown in Figure 3.3.

For instance, if information related to meetings between a specific individual and a

government agency are requested, answering whether such documents exist would ef-

fectively reveal whether the individual had meetings with the agency. This would be

considered equivalent to disclosing non-disclosable information about that individual.

In this way, even the act of revealing the existence or non-existence of information

within a government agency may be deemed equivalent to the disclosure of certain

non-disclosable information. Such requests are therefore carefully reviewed before the
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documents are searched, and responses are provided in the form of ”neither confirm

nor deny of existence” replies.

• Process 2:Search for documents or data related to the requested informa-

tion.

In the verification of Process 1, requests deemed not to fall under ”neither confirm nor

deny of existence” response, the existence of administrative documents or data related

to the requested information within the government agency that received the request

will be investigated.

In the experiment of this study, for simplification purposes, the focus is limited to text-

based data. However, in reality, all types of data, including audio, images, and videos

held by the government, are subject to information disclosure requests. As such, the

government agency that receives a request must investigate whether any administra-

tive documents or data related to the requested information exist in its management

systems, such as staff PCs, servers, and physical storage spaces. This investigation

also imposes a burden on the administrative agency, particularly when determining

whether various types of administrative documents correspond to the requested infor-

mation. In such cases, a detailed review of the document content is required, making

the task very time-consuming. While there is a significant demand for improving the

efficiency of this process, it is not the focus of this study. The potential for automating

this process using technologies such as LLMs will be a challenge for future research.

As a result of this process, if the requested information is found, the process will move

to Process 3. If the existence of the requested information cannot be confirmed, the

response will follow Pattern (d) in Figure 3.3, where the requester is informed that

the government does not hold the requested information.
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• Process 3:Examine the discovered documents for confidential information

and apply masking to any confidential content

Finally, in the investigation of Process 2, if an document containing the requested infor-

mation is found, the government agency will verify whether the document contains any

non-disclosure information as exempted in Article 5 of the AAIHA. If non-disclosure

information is found, and it is part of the document (typically at the character level),

that part or character will be masked. The result of this process will be classified

into patterns (a) to (c) in Figure 3.3, depending on the amount of non-disclosure

information contained in the document. This task is currently almost entirely manual,

with staff members from the department holding the document and the management

department collaborating to carry it out. However, it can become a highly burden-

some task, especially when the number of pages of administrative documents that need

masking is large. As a result, it is inferred that the processing of information disclo-

sure requests by government agencies often exceeds the specified time frame, leading

to numerous extension requests.

This study will assess the potential use of LLMs for the detection and masking of

non-disclosure information in this process.



Chapter 4

Methodology of the Research

4.1 Research Objective

In this chapter, we outline the methodology of this study to evaluate the applicability of

LLMs to the task of detecting and masking confidential information in Japanese government-

related documents. The primary objective of this research is to examine the technical fea-

sibility and accuracy of detecting and masking confidential information using LLMs, with

Japanese documents as a case study. Through experiments, we identify challenges related

to hallucinations and detecting and masking accuracy.

4.2 Overview of Methodology

The analysis process in this study consists of dataset creation, system implementation, ex-

perimentation, and result evaluation. In particular, the primary components include dataset

creation, the implementation of a program for identifying and masking confidential informa-

tion using LLMs, and the evaluation of results, as illustrated in Figure 4.1.

In summary, this study constructs an original dataset to assess the accuracy of LLMs in

detecting and masking confidential information in Japanese text compared to human testers

with the professional experiences the in Japanese Government. The dataset comprises orig-
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inal texts that may contain confidential information and corresponding ground-truth tags,

which indicate the locations and category of such information as identified by human testers.

The detection or masking results generated by the LLM are then compared against this

ground-truth data to evaluate performance.

The details of each component are provided as follows: dataset generation is discussed

in Chapter 5, program implementation using LLMs is explained in Section 6.1, and the

evaluation of results is presented in Sections 6.2, 6.3, 6.4, and 6.5.

Figure 4.1: Major challenges of the research



Chapter 5

Dataset Generation

In this study, we created a unique test dataset consisting of sample texts containing confiden-

tial information in Japanese and their corresponding ground-truth datasets. This chapter

first explains the limitations of existing data for such texts and the necessity of creating

proprietary data, followed by a detailed explanation of the methodology used to construct

the original data set.
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5.1 The Need for Developing Original Datasets

In this section, we outline the limitations of existing datasets for detecting confidential in-

formation in documents and the challenges associated with accessing government documents

in particular confidential. Then we emphasize the necessity of creating an original dataset

for this study.

This research evaluates the LLMs’ availability for detecting and masking confidential in-

formation in documents held by government agencies. As summarized in Chapter 2, prior

studies have primarily focused on detecting PII in the private sector. However, there have

been limited experimental studies addressing the detection and masking of a broader range

of confidential information—such as national security data or corporate secrets—in the con-

text of government information disclosure requests. Additionally, many open-source test

datasets for confidential information detection tasks are in English or are limited to PII,

making them unsuitable as sample Japanese documents containing the types of confidential

information targeted in this study. Furthermore, even when using information disclosure

requests, portions of government documents classified as confidential remain inaccessible.

5.1.1 Limitation of Existing Open source Datasets

As summarized in Chapter 2, in the majority of existing studies, those that have exper-

imentally used LLMs for detecting or masking confidential information typically employ

test datasets specifically designed for PII (Personally Identifiable Information) detection.

[14, 22, 37, 48] Additionally, many other open source datasets have been created for con-

fidential information detection tasks to evaluate PII detection tasks, and both the original

and ground-truth text data are limited to PII detection [1, 20, 34]. Since these datasets are

in English and do not include any confidential information other than PII, they cannot be
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directly used in this study.

5.1.2 Challenges in Accessing Government Documents Containing

Confidential Information

Next, since this study uses Japan’s government information disclosure requests as a case

study, we considered whether it would be possible to use government-held administrative

documents directly as experimental datasets. As summarized in Chapter 3, while citizens

can request disclosure of information held by the government, any confidential informa-

tion contained in the disclosed administrative documents will be either masked or withheld.

Therefore, as shown in Figure 5.1, document samples that do not contain confidential in-

formation can be created based on administrative documents obtained through information

disclosure requests from the Japanese government. However, since documents containing

confidential information are not disclosed, it was concluded that these document samples

must be independently created for the experiment.

Figure 5.1: Accessibility to Government Documents
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5.2 Generation of Pre-Masking Text Data

As stated at the beginning of this chapter, it is necessary to create a demo test dataset con-

sisting of Japanese sample texts containing confidential information and their corresponding

ground-truth dataset. The sample texts for detecting or masking confidential information

should ideally consist of both positive samples, which contain confidential information, and

negative samples, which do not. Ultimately, whether each sample text contains confidential

information will be determined based on the results of the masking process conducted by

human testers.

Figure 5.2: Demo dataset generation method

As discussed in Subsection 5.1, the candidate texts for negative samples were created based

on documents disclosed without masking through more than ten information disclosure re-

quests submitted by the authors to the Government of Japan. Meanwhile, the candidate

texts for positive samples were created by combining the results of more than ten infor-
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mation disclosure requests, in which confidential information was partially redacted, with

information obtained from the Government of Japan’s Information Disclosure and Personal

Information Protection Advisory and Judicial Precedent Database [26], which provides in-

sights into the handling of appeals regarding disclosure requests. In Step 1, a total of 150

textual files were created.

Furthermore, the types and proportions of confidential information included in the sample

texts were referenced from the actual distribution of confidentiality categories in the results

of information disclosure requests processed by the Japanese government (see Table 5.1).

Table 5.1: Confidential Categories and Number of Cases in 2023 [25]

Confidential Category Number of Cases (Percentage)
Personal Information 140,783 (86.8%)
Corporate or Organizational Information 129,663 (79.9%)
National Security Information 1,671 (1.0%)
Public Safety Information 5,009 (3.1%)
Deliberation and Review Information 1,678 (1.0%)
Administrative or Operational Information 10,381 (6.4%)

*A single case or document may fall under multiple categories; thus, the total does not sum to 100%.

5.3 Generation of Masked Ground Truth Data

5.3.1 Instructions for Testers and Their Attributes

In generating the ground-truth dataset, we requested three testers, aged between 25 and 35,

who have more than five years of experience as fast-track career bureaucrats in the Japanese

government, to perform the masking of the sample texts created in Step 1. All testers

have experience in handling information disclosure requests, and one of them has extensive

experience in processing a large number of such requests.
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As shown in Step 2 of Figure 5.2, the testers were instructed to mask the characters contain-

ing confidential information within the sample texts by referring to Article 5 of the AAIHAO

and the guidelines published by the Ministry of Internal Affairs and Communications of the

Japanese government.

5.3.2 Masking Process Conducted by Testers

In the actual masking process, testers utilized an application designed to efficiently perform

confidential information masking, as illustrated in Figure 5.3 and 5.4. Specifically, the

testers accessed a web page implemented on Streamlit Cloud [39], where they processed

150 test text files. After opening a file in the web application, they selected the characters

containing confidential information and pressed the corresponding confidentiality category

button located at the bottom of the page. This action automatically masked the selected

characters with a unique symbol assigned to each confidentiality category. Upon reviewing

the entire text and completing the necessary masking, testers downloaded the masked text

and submitted all 150 masked text files.

Figure 5.3: Application for masking task 1
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Figure 5.4: Application for masking task 2

5.3.3 Creation of Ground-Truth Tags from Review and Revisions

The testers’ masking results were collected, and as shown in Step 3 of Figure 5.2, the creation

of a single masking ground truth dataset was performed by integrating their making results.

First, the masked text data submitted by each tester was reviewed by the authors. Any

results that clearly deviated from the law or guidelines, or portions of the masking process

that appeared to contain mistakes, were flagged for review, and the authors contacted the

respective testers for clarification. However, any modifications to the masking results based

on the review were left to the decision of the testers.

Subsequently, the masking results of the three testers were compared for each of the 150

text files. For any specific character in a particular file, if at least two testers out of the

three performed the masking, that character was marked as masked in the ground truth

dataset. Moreover, each tester explicitly tagged the confidentiality category associated with
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each character they deemed confidential, using special symbols in the masking process in

subsection 5.3.2. If the confidentiality category of a character to be masked was disputed

by two or more testers, the category listed first in the AAIHAO Article 5 was chosen. This

approach aligns with the general governmental criteria for determining whether information

is confidential, based on the order in which the categories are listed in the law.

Thus, for all 150 text files, a list was generated indicating the correct masking positions

and the confidentiality category (or 0 if the position was not deemed confidential) for each

position in the text. An example of the created text data and its corresponding ground truth

tags is shown in Figure 5.5.

Figure 5.5: Example of ground truth tag

Correction Rate After Review for Each Tester

Table 5.2 presents the proportion of text files corrected by testers after reviewing the masking

results of the first round for each text file. The review process incorporated feedback from

the authors, particularly regarding apparent misapplications of the established criteria.

Notably, Tester B exhibited a significantly higher proportion of corrected files compared to
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the other two testers. This was due to an observation that Tester B had over-interpreted

the legal definition of corporate confidential information, leading to an overly broad masking

scope, which was subsequently adjusted.

As a result, testers modified their decisions regarding whether each text file contained con-

fidential information in approximately 12–21% of cases after review. Additionally, although

the correction files for partial masking scope varied among testers, it exceeded 20% of all

files. These findings indicate that even for human testers, the task of detecting and masking

confidential information within this demonstration dataset was challenging and difficult to

accomplish perfectly in a single iteration.

Tester Modified Masking Scope Files Modified Confidentiality Status Files
Tester A 51(34%) 29(19%)
Tester B 107(71%) 31(20%)
Tester C 34(23%) 19(13%)

Table 5.2: Correction details after review for each tester

5.4 Summary of the Created Test Dataset

The overview of the dataset, which consists of the ground truth data created by integrating

the masking results of the three testers and the pre-masking text data, is shown in Figure

5.3, 5.4. Due to the workload involved in creating the test set, the masking text dataset

consists of 150 sets. Furthermore, while referring to the actual proportions of confidential

information summarized in Table 5.1, we ensured that the proportion of each confidentiality

category did not fall below 5% of the total. Using this test data and ground truth dataset,

we analyze the detecting and masking performance and trends of the LLM in Chapter 6.

In addition to the masked text data mentioned above, testers were also asked to score the

subjective difficulty of masking each file on a scale from 1 to 5. Moreover, the number of



5.4. SUMMARY OF THE CREATED TEST DATASET 45

files modified after review process was recorded. These modifications included a variety

of corrections, ranging from operational mistakes during masking to fundamental errors in

masking judgment. Furthermore, we conducted interviews with each tester to estimate the

approximate time required to mask the 150 text files. As shown in Table 5.5, manual masking

by each tester took approximately 4.3 hours for 150 files, which corresponds to 1.72 minutes

per file and about 0.2 seconds per character.

Table 5.3: Summary of Text Files and Samples

Total files Positive Sample Negative Sample Ave. Character
150 103 47 421

Table 5.4: Confidential Category Breakdown in Positive Samples

Confidential Category Number of Cases
1. Personal information (PII) 49 (47%)
2. Corporate information 30 (29%)
3. National security information 18 (17%)
4. Public safety information 17 (16%)
5. Deliberation/examination information 6 (6%)
6. Administrative operations information 12 (12%)

Table 5.5: Masking Time Required (Excluding Revisions)

Tester Time Required (hours)
Tester A 6 hours
Tester B 3 hours
Tester C 4 hours
Average 4.3 hours



Chapter 6

Implementation and Evaluation

In this chapter, we evaluate the potential for improving the efficiency of government infor-

mation disclosure requests using LLMs, utilizing the demo dataset created in Chapter 5.

Specifically, we measure and assess the accuracy of two tasks related to information dis-

closure requests in government: detection and masking of confidential information within

documents, using LLMs. Based on the results, we then analyze effective methods for utilizing

LLMs to streamline information disclosure requests at this stage.

46



6.1. OVERVIEW OF IMPLEMENTATION AND EVALUATION 47

6.1 Overview of Implementation and Evaluation

Figure 6.1 shows an overview of the experimental patterns used in this study. In this

research, we compare the results of tasks performed by LLMs with the ground truth dataset

while varying 2–3 variables, and measure the accuracy of the detection and masking tasks.

Figure 6.1: Experimental Patterns

Below, we provide detailed definitions of the detection and masking tasks, as well as a

description of the three variables that were altered during the experiments.

6.1.1 Detailed Definitions of Detection and Masking Tasks

In this subsection, we define the detection and masking tasks. The expected outputs of the

LLM for each task are shown in Table 6.1.
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Table 6.1: Expected output of each task

Task Expected output
Task 1. Detection (Y/N):Estimation for presence of confidential information
Task 2. Masking (Text):Text after masking for confidential information

Task 1: Detection Task

The detection task is the task of detecting whether specified confidential information exists

within a given document file. The LLM is instructed to answer ”Yes” or ”No” as to whether

the confidential information, defined within the prompt, is present in the text provided in

the prompt. The key difference from the masking task is that in the detection task, the

LLM is not required to identify which specific characters in the file correspond to confiden-

tial information. In other words, it only needs to estimate whether the file contains at least

one character of confidential information, making this task simpler than the masking task.

In practical workflows, if it is possible to quickly and accurately determine whether a docu-

ment contains confidential information, this would contribute to the efficiency of confidential

information screening in information disclosure requests. Therefore, this task was selected

for the experiment. Additionally, while this study treats the detection and masking tasks

independently, combining them in practice could potentially yield greater effectiveness.

Task 2: Masking Task

In the masking task, the LLM is given the text of a specific document and instructed to

replace characters corresponding to specified confidential information with masking symbols.

The key difference from the detection task is that the masking task requires the LLM to

identify the exact characters in the document that constitute confidential information. As a

result, the expected output of the LLM is the text after the masking has been applied. This

makes the masking task more complex and challenging compared to the detection task.
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Furthermore, the masking task closely resembles the manual redaction of confidential infor-

mation currently performed in information disclosure requests. Even if the LLM can assist

with part of the masking process or provide an initial draft, it could significantly improve

the efficiency of actual document processing.

6.1.2 Confidential Information Categories

In this subsection, we explain the categories of confidential information contained in docu-

ments subject to detection and masking. In this study, with the aim of examining the po-

tential efficiency improvements using LLMs in actual information disclosure requests within

the Japanese government, we adopt the six types of confidential information exempted from

disclosure under Article 5 of the AAIHAO, as presented in subsection 3.1.3, as the target

confidential information for the detection and masking tasks. Table 6.2 summarizes these

six types of confidential information again. For further details, please refer to subsection

3.1.3.

Table 6.2: Categories of Confidential Information

No. Category
1 Personal information (PII)
2 Corporate information
3 National security information
4 Public safety information
5 Deliberation/examination information
6 Administrative operations information

6.1.3 Detailed Explanation about Variables in Tasks

In this subsection, we provide a detailed explanation of the variables considered when pro-

cessing Task 1 and Task 2 with the LLM. Since this study serves as an initial investigation
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into the applicability of LLMs for detecting and masking confidential information in govern-

ment information disclosure, we prioritized simplicity. Accordingly, we conducted detection

and masking experiments using a demo dataset while varying the following three variables.

1. Question Type: Ask integrated or separately

The following two strategies were tested for asking tasks. The differences in the way of

asking with detailed prompts and the expected range of responses are summarized in Table

6.3.

1. Separate: A method to handle each category of confidential information individually.

2. Integrated: A method to handle all categories simultaneously.

These two approaches differ in how instructions are provided within the prompt, and whether

the definition of confidential information is presented individually for each category or all at

once. Based on the experimental results, we will analyze the differences in accuracy when

handling confidential information individually versus simultaneously.

Table 6.3: Question type details

Question Type Info. about confidential in prompt Expected Answer Coverage

Separately ・Definitions/information of each confi-
dential category (only the category be-
ing asked about is included)

・About each questioned
category limited

Integrated ・Definitions for all confidential cate-
gories are included.

・About all confidential cat-
egories
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2. Model Types

In this study, we mainly utilized the APIs provided by the Google Vertex AI platform (with

OpenAI API also used in some experiments) to call LLMs and conduct experiments [15, 33].

The models used in these tasks will also be treated as variables for the experimental results.

However, due to economic constraints related to API calls and time constraints related to

token processing when handling large text files in various patterns, some experiments were

limited to a smaller set of models. The models used and their settings are shown in Table

6.4.

Table 6.4: Models used in the Experiments

Model name temperature Platform

Claude-3-5-sonnet@20240620 0 Google virtex ai

Gemini-1.5-pro 0 Google virtex ai

Gemini-2.0-flash-exp 0 Google virtex ai

Llama-3.1-90b-vision-instruct-maas 0.1 Google virtex ai

Gpt-4o 0 OpenAI API

3. Amount of Information about Each Confidential Category

As the final variable, we examine how the amount of information provided within the prompt

for each confidential information category affects performance. To maintain simplicity in our

experimental design, we define two types of prompts, Prompt 1 and Prompt 2, which differ

in the level of information provided regarding the definitions of confidential information.

Specifically, we analyze how the amount of explanatory information included in the prompt

influences the detection and masking of confidential information using a large language model

(LLM). The details of the information provided in each prompt are as follows:
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1. Prompt 1 (Low-information case): Only the legal definition from the law is pro-

vided.

2. Prompt 2 (High-information case): In addition to the legal definition from the

law, a one-two line supplement describing the types of documents corresponding to

each confidential category is included.

6.2 Performance Metrics

In this section, we describe the evaluation metrics used to assess the results of the confiden-

tial information detection and masking tasks performed by the LLMs on the demo dataset

explained in Chapter 5. As shown in Figure 6.2, the evaluation metrics differ depending on

the task type. The formulas for the metrics used are provided below.

Figure 6.2: Performance Metrics Overview
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Accuracy =
TP + TN

TP + TN + FP + FN
(6.1)

Precision =
TP

TP + FP
(6.2)

Recall = TP

TP + FN
(6.3)

F1-score = 2× Precision× Recall
Precision+ Recall (6.4)

False Positive Rate = FP

FP + TN
(6.5)

For the detection task, we refer to existing research and compare the LLM’s predictions with
the presence or absence of confidential information in the ground truth files. By comparing

the predictions and ground truth tags for each file, we compute the values of True Positives

(TP), False Positives (FP), False Negatives (FN), and True Negatives (TN). The evaluation

is conducted using accuracy, precision, recall, and F1-score. The corresponding formulas for

these metrics are shown above.

On the other hand, for the masking task, each character in a document file is tagged based

on confidentiality. Based on these tags, we compute and sum the TP, FP, FN, and TN

values for each document file. However, in some cases, there may be no characters requiring

masking in the ground truth file. In such cases, TP and FN will necessarily be zero, causing

precision and recall to be zero as well. This necessitates an adjustment in the evaluation

metrics.

Considering this, the evaluation metrics differ based on whether a masking target file is a

negative sample (no confidential information in ground truth) or a positive sample (contains

confidential information in ground truth). As illustrated in Figure 6.3, the false positive

rate is used to evaluate negative sample files, while precision and recall are used to evaluate
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positive sample files.

Figure 6.3: Performance Metrics Masking Task

6.3 Experimental Results: Task1 Detection

In this section, we summarize the results of the Detection task performed by the LLM.

As mentioned earlier, in the Detection task, the LLM predicts whether the given text file

contains any of the confidential categories listed in subsection 6.1.2. The accuracy of the

predictions is evaluated by comparing the results with the ground truth.

6.3.1 Experimental Results of Individual Processing

First, in this section, we present the results of the detection task performed by the LLM

for each confidential category. In the detection task for each category, the prompt provides
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only information regarding the definition of the target confidential information, while no

definitions or related information are given for non-target confidential information.

Figure 6.4 shows the detection results for each category of confidential information using

Prompt1 for different models. Prompt1 represents a low-information case for each confiden-

tial category, containing only the legal definitions of each category.

Across the models, we can conclude that the detection performance for identifying the pres-

ence of Personally Identifiable Information (PII) is high. On the other hand, for categories 4

to 6, when only the legal definitions were provided, detection performance was insufficient.

Particularly for categories 5 and 6, where recall is high but precision is low, the models

tended to overestimate the presence of confidential information, labeling an excessive num-

ber of texts as containing confidential data.

Figure 6.4: Task1 Separated Prompt1 Results

Next, we present the results of changes in detection performance when varying the Amount

of Information about each confidential category under the same experimental settings. The

results are shown in Figures 6.5, 6.6, 6.7, 6.8, and 6.9.

Comparing the accuracy of the detection task using Prompt1 (which contains only the legal
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definition) and Prompt2 (which includes the legal definition along with an additional one to

two lines of explanation), we observed that providing additional explanatory details about the

confidential categories in Prompt2 improved overall detection accuracy. This improvement

was particularly noticeable for confidential categories other than Category 1. Furthermore,

a general trend of detection performance improvement was observed across all models tested

in the experiment.

Figure 6.5: Task1 Separated Results based on Prompts (Clude3.5)

Figure 6.6: Task1 Separated Results based on Prompts (Gemini1.5)
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Figure 6.7: Task1 Separated Results based on Prompts (Gemini2.0)

Figure 6.8: Task1 Separated Results based on Prompts (Llma3.1(405B))

Figure 6.9: Task1 Separated Results based on Prompts (Gpt-4o)
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6.3.2 Experimental Results of Simultaneous Processing

Next, this section presents the results when the detection task for the six confidentiality

categories was performed simultaneously by the LLM. Unlike the task in Subsection 6.3.1,

in this task, the model was instructed to output a simple ”yes” or ”no” response indicating

whether confidential information was present, regardless of the specific confidentiality cate-

gory. Additionally, the prompt provided definitions and information for all six confidentiality

categories simultaneously.

Figure 6.10 compares the detection accuracy of each model when using Prompt 1 and Prompt

2. Furthermore, Figure 6.11 presents a comparison of detection accuracy for each model when

using Prompt 1 and Prompt 2.

In this task, Claude and GPT-4 demonstrated very high accuracy in detecting files containing

confidential information. With accuracy, recall, and precision all exceeding 0.8, utilizing

LLMs for detecting confidential information in files is highly likely to be practical for real-

world applications.

On the other hand, the open-source model Llama 3.1 (405B) exhibited lower detection per-

formance compared to the other models. Moreover, as shown in Figure 6.11, increasing the

amount of information provided about confidentiality categories in the prompt led to a slight

improvement in detection performance in most models.

Figure 6.10: Task 1 Integrated Results based on Prompts (All models)
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Figure 6.11: Task 1 Integrated Results based on Prompts (Each model)

6.4 Experimental Results: Task2 Masking

This section summarizes the results of the masking task performed by the LLM. As mentioned

earlier, in the masking task, the LLM is instructed to replace specific characters in a given

text file with designated masking symbols if the text contains any of the confidentiality

categories listed in Subsection 6.1.2. Finally, the accuracy of the LLM’s masking decisions is

evaluated by comparing the masked characters in the LLM’s output with the ground truth

dataset.

6.4.1 Post Processing for LLM Output Masked Text

This section explains the post-processing applied to the text output by the LLM, where

confidential information has been replaced with specific masking characters.

One characteristic of LLMs when masking Japanese documents is that the number of masked

characters before masking sometimes does not match the number of characters corresponding

to the masking symbols. As shown in Figure 6.12, this masking behavior is appropriate,

except for the discrepancy in the number of masking symbols in each masked part. However,
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Figure 6.12: Post-processing for LLM output masked text 1

as mentioned in Subsection 5.3.3, since the ground truth dataset tracks the exact positions

of the characters that need to be masked using position indexes, a process was required to

restore the character count changes in the masked portions back to the original string to

compare the LLM output with the ground truth data. This adjustment is likely a specific

consideration unique to experiments using Japanese text.

Figure 6.13: Post-processing for LLM output masked text 2

Process 1: First, we check whether the masked output by the LLM contains any characters

that were not present in the original text. If such characters are found, we consider it a case

of hallucination and exclude it from the accuracy evaluation.

Process 2: Next, for each character that remains unmasked in the LLM’s output string, we
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perform a sequence search to determine its position in the original text. This allows us to

identify which characters in the LLM’s masked output correspond to the indexed positions

in the original text.

Process 3: Finally, we generate a list of the same length as the original text, assigning

a value of 0 to the indices where characters remain and 1 to all other positions. This list

retains the LLM’s masking results in a format that corresponds to the index positions of the

original input string.

We then compare this list with the ground truth list to evaluate the accuracy of the LLM’s

masking. While most of the process is automated, manual verification was performed when

necessary to ensure the correctness of the processing.

6.4.2 Experimental Results of Individual Processing

This section presents the results of the masking task performed by the LLM for each con-

fidentiality category, separately. For the masking task, we compared the LLM’s output

for each file (after applying the post-processing described in Section 6.4.1) with the ground

truth, calculated TP, FN, FP, and TN, and used these values to compute evaluation metrics

for each file.

As described in Section 6.2, positive samples were evaluated using precision and recall, while

negative samples were evaluated using the false positive rate. Additionally, files identified

as containing hallucinations during post-processing were excluded from the evaluation cal-

culations, and their count was recorded separately.

Figures 6.14, 6.15, 6.16, and 6.17 show the prediction evaluation results for each category

across different models. In each figure, the left side represents the evaluation results using

Prompt 1, while the right side shows the results using Prompt 2. The top section displays
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the evaluation results for positive samples, followed by the evaluation results for negative

samples, and the bottom section presents the number of files identified as hallucinations

during the evaluation process.

When comparing the models, Claude 3.5 demonstrated overall higher masking accuracy than

the other models. Additionally, the number of hallucinations generated by Claude 3.5 was

lower compared to the other models.

For Gemini 1.5 and LLaMA 3.1 (405B), while their precision for positive samples was rela-

tively high, their recall was notably lower. This suggests that these models tend to overes-

timate the presence of confidential information, resulting in excessive masking of characters

that may not actually contain confidential content.

Focusing on the impact of using Prompt 1 versus Prompt 2, we observed a trend in Claude

3.5 and Gemini 2.0 where precision slightly improved across multiple confidential categories,

while recall increased significantly. In the case of Claude 3.5, the best-performing model,

the use of Prompt 2 resulted in precision exceeding 0.6 and recall reaching approximately

0.5 for many categories.

Regarding the false positive rate for negative samples, switching to Prompt 2 did not lead to

consistent improvements; in some cases, it improved, while in others, it worsened. Similarly,

the number of hallucinations did not show a significant difference between Prompt 1 and

Prompt 2.
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Figure 6.14: Task2 Separated Results based on Prompts (Claude3.5)

Figure 6.15: Task2 Separated Results based on Prompts (Gemini2.0)
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Figure 6.16: Task2 Separated Results based on Prompts (Gemini1.5)

Figure 6.17: Task2 Separated Results based on Prompts (Llama3.1(405B))
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6.4.3 Experimental Results of Simultaneous Processing

The results of the masking task when applied collectively to all confidential categories are

shown in Figure 6.18.

We compared the performance of Prompt 1 and Prompt 2 when providing definitions for all

sensitive categories and instructing the LLMs to mask all relevant sensitive information. For

Claude 3.5 and LLaMA 3.1 (405B), there were no significant changes in precision or recall

for positive samples. However, the false positive rate for negative samples slightly worsened

in Claude 3.5.

On the other hand, for Gemini 2.0 and Gemini 1.5, precision for positive samples remained

almost unchanged, while recall showed a slight improvement. However, this was accompanied

by a deterioration in the false positive rate for negative samples. Thus, simply increasing the

amount of information in the prompt did not necessarily lead to improved masking accuracy.

Across all models, precision was around 0.6, while recall ranged between 0.25 and 0.4. Fur-

thermore, the number of files identified as hallucinations increased compared to cases where

masking was performed separately for each category.

Figure 6.18: Task2 Integrated Results based on Prompts
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6.5 Discussions

In this chapter, we evaluate the performance of detecting and masking confidential informa-

tion using LLMs through experiments with an original Japanese text dataset. Specifically,

we adopt the Japanese government’s information disclosure process as a model case and

instruct LLMs to perform detection and masking tasks for six categories of confidential in-

formation as defined by related regulations. The results are then compared with a ground

truth dataset created by human testers for evaluation. In our experiments, we conduct detec-

tion and masking tasks under two conditions: processing each of the six sensitive categories

separately and processing them simultaneously. We investigate how the type of model and

the amount of information provided in the prompt regarding confidential categories affect

the accuracy of detection and masking.

The experimental results indicate that when processing each category separately, the accu-

racy varied across categories. Notably, the detection and masking accuracy for Personally

Identifiable Information (PII), category 1, remained high even when only the legal defini-

tions were provided in the prompt. In contrast, the accuracy for information related to

corporations’ secret (Category 2), national security (Category 3), public safety (Category

4), deliberative and consultative information (Category 5), and public administration and

business information (Category 6) was relatively low. However, when increasing the amount

of information provided in the prompt regarding confidential information, we observed an

improvement in accuracy for both detection and masking tasks, particularly with models

such as Claude 3.5 and Gemini 2.0. These results suggest that for confidential information

other than PII, providing only legal definitions is insufficient for accurate identification by

LLMs. Instead, additional information or specific examples in the prompt are necessary to

provide LLMs with sufficient context.
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For the detection task, even when all confidential information categories were processed si-

multaneously, increasing the amount of information in the prompt led to improved accuracy

across all models. Claude 3.5 and GPT-4o achieved accuracy, precision, and recall values

exceeding 0.8, successfully detecting files containing confidential information with high ac-

curacy. These models outperformed others such as Gemini 1.5, Gemini 2.0, and LLaMA

3.1 (405B). These findings suggest that selecting high-performance models and providing

sufficient definitions of confidential information in the prompt can effectively enable LLMs

to detect the presence of confidential information in text files.

On the other hand, in the masking task, we observed that LLMs occasionally output text

containing characters different from the original text, excluding the masking characters. De-

tecting and correcting such hallucinations is crucial when using LLMs in the confidentail

information processing stage of an information disclosure in the governments. Our experi-

ments revealed significant differences in hallucination occurrence rates among models, with a

more than twofold difference observed between Claude 3.5 and Gemini 2.0. While a detailed

analysis of hallucination patterns remains a future research topic, linguistic characteristics

of the training data may have contributed to the higher hallucination rates in certain models

during our Japanese text-based experiments.

From a model comparison perspective, the masking task exhibited substantial differences in

performance when processing confidential categories separately. Overall, Claude 3.5 demon-

strated superior performance compared to other models due to its low hallucination rate and

high masking accuracy. Conversely, models such as Gemini 1.5 and LLaMA 3.1 (405B) did

not achieve sufficient accuracy in masking confidential information other than PII (Category

1). Furthermore, apart from LLaMA 3.1 (405B), all other models exhibited a higher false

positive rate when masking public administration and business information (Category 6)

compared to other categories. This may be due to overly broad definitions of confidential
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information provided in the prompt, leading to an increased false positive rate. However,

the reason why LLaMA 3.1 (405B) exhibited a lower false positive rate remains an open

question for future research.

When all confidential categories were masked simultaneously, the precision across all models

was around 0.6, while recall ranged between 0.3 and 0.4. However, compared to masking

each category separately, most models showed limited improvement in masking accuracy as

the amount of confidential information category in the prompt increased, or in some cases,

the false positive rate worsened. We speculate that masking specific confidential characters

in text is inherently a complex task, and increasing the amount of information regarding

confidential categories further added to this complexity, thereby hindering the performance

improvement of LLMs.

For the masking task, using Claude 3.5 to process each confidential category separately

(using Prompt 2) resulted in higher masking accuracy across all models and compared to

masking all categories at once. This suggests that instructing LLMs to mask each confidential

category individually and increasing the amount of definitional information in the prompt is

an effective strategy for the masking task. However, it is also necessary to consider the false

positive rate in negative samples when implementing this approach.

Finally, regarding the applicability of LLMs to masking confidential information in response

to information disclosure requests, even under the best-performing setting—where each con-

fidential category was masked individually by using claude3.5 and prompt2—the results

showed that, except for Category 1 (PII), precision remained around 0.6–0.7, while recall

was approximately 0.4–0.6. These findings suggest that, given the models and prompts

used in this study, employing LLMs for masking tasks is best suited as a support tool for

human reviewers rather than as a fully automated solution. In particular, since recall was

only around 0.4–0.6, this indicates that nearly half of the information that should have
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been masked was overlooked. Therefore, it is essential to establish a verification process

in which human reviewers check and refine the LLM-generated masking results to ensure

accuracy. Given the substantial volume of documents that need to be processed in gov-

ernmental information disclosure requests, leveraging LLMs as a first-stage screening tool,

followed by human verification, appears to be a highly promising approach to improving

overall operational efficiency.
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Conclusions and Future Work

7.1 Conclusions

In this thesis, we investigate the potential of using LLMs to detect and mask confidential

information in text, aiming to streamline the response process to information disclosure re-

quests in the government. The study specifically evaluates the use of LLMs for the tasks of

detecting and masking confidential information by using the Japanese government’s infor-

mation disclosure process as a case study. A custom Japanese-language dataset was created,

and a ground truth dataset was developed with the assistance of testers who had experi-

ence working in government. The dataset was then used to evaluate LLM performance in

detection and masking tasks for six categories of confidential information defined in the regu-

lations. The approach involved varying models, instructions, and the amount of information

regarding confidential categories in the prompts to assess the accuracy by comparing the

LLM outputs with human-created ground truth.

In the detection task, the highest accuracy pattern achieved over 80% accuracy, precision,

and recall in correctly identifying files containing confidential information. Additionally,

increasing the amount of information regarding confidential information in the prompt im-

proved accuracy, indicating that prompt engineering could enhance detection performance.

This demonstrates the high potential of applying LLMs to the detecting whether or not

confidential information exist in text files, suggesting that adoption of LLMs in detection

70
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task in the public sector should be actively pursued.

In the masking task, the accuracy was lower than in the detection task, revealing that this

task is more complex and challenging for LLMs. Moreover, the improvement in accuracy

by increasing the information about confidential categories in the prompt was smaller for

the masking task than for the detection task. However, the best-performing model achieved

precision of around 0.7–0.8 and recall of approximately 0.4–0.6 for most confidential infor-

mation categories when masking each category individually. This suggests that with careful

prompt design, LLMs could serve as a valuable tool for drafting confidential information

masking or supporting workers in the process. It is also worth noting that in the masking

task, hallucinations could occur in the LLM-generated text, which highlights the importance

of detecting and correcting these hallucinations.

As mentioned above, the results indicate a promising direction for streamlining government

information disclosure processes with LLM-based approaches for confidential information

management.

7.2 Future Work

Although this results of this study shows a lot of findings as initial study, several areas for

expansion remain, which serve as future research challenges.

7.2.1 Experiments with a Broader Range of Models

Due to financial constraints, our experiments are conducted using the Google Vertex AI

platform and certain OpenAI APIs, which limited the models available for testing [15, 33].

Recently, more advanced models have been released, and utilizing the latest models may
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enable more accurate detection and masking of confidential information. Additionally, con-

ducting experiments with a broader range of LLMs would allow for a more detailed analysis

of performance differences across models.

7.2.2 Experiments with Larger and More Realistic Datasets

In this study, we created a custom dataset replicating Japanese government administra-

tive documents for our experiments. When applying LLMs to detect and mask confidential

information in government information disclosure requests, it is preferable to conduct per-

formance evaluations using larger datasets that closely resemble actual operational data.

Future research should focus on using datasets that more accurately reflect real government

documents and conducting experiments with a large volume of data to obtain more detailed

results.

7.2.3 Enhancing Workflow Efficiency in Human-LLM Collabora-

tion

The results of this experiment indicate that for the masking task, LLMs can be effectively

utilized as a support tool for human reviewers rather than as a standalone solution. When

considering the practical implementation of LLMs in governmental information disclosure

processes, it is essential to carefully design a workflow that integrates both LLM-assisted

processing and human verification. At present, a feasible approach would be to use LLMs

for an initial screening of a large volume of documents requiring redaction, followed by

human review to ensure accuracy. Additionally, further automation could be achieved by

incorporating detection tasks alongside masking or by having an independent LLM verify

the redaction draft generated by another LLM.
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However, the risk of incorrect judgments or hallucinations in LLM-generated outputs remains

a concern. Therefore, it is crucial to establish a robust detection process for such errors.

Ultimately, the responsibility for finalizing redacted documents should rest with human

officers who oversee document management, ensuring that the final outputs meet the required

standards of accuracy and compliance.

7.2.4 Potential Model Optimization through Fine-Tuning

Finally, while this study treated the method of providing information in prompts and task

instructions as variables, we utilized basic models provided via API. Given the specialized

task of processing confidential information in government information disclosure, fine-tuning

models using dedicated datasets may contribute to improved detection and masking accuracy.

Exploring the efficiency gains of using fine-tuned models tailored for confidential information

processing in government disclosure remains a future research challenge. In particular, given

the vast amount of government documents and past information disclosure request responses,

considering the option of fine-tuning models is a crucial factor when evaluating the potential

use of LLMs in these operations.
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