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(ABSTRACT)

This life-cycle analysis defines system operational requirements, the
maintenance concept, and required program planning information so that the
system configuration and system design of the Advanced Program

Management System Prototype can be determined.

The Advanced Program Management system will provide a network which will
be used by a goverment agency to conduct softcopy Configuration

Management functions.

In this project, a description of the investigation, a cost breakdown structure of

subsystem components and a calculation of the total system cost is included.
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I. PROJECT OBJECTIVE

The objective of this project and report is to provide a life-cycle analysis of the
Advanced Program Management System Prototype using sound Systems
Engineering and Computer Science tools. The project utilizes Systems
Engineering Methodologies, computer program design, and Structured

Analysis Practices.

The ultimate goal of this project is to provide the customer with a vehicle to
assess the feasibility, operational requirements, system design and life-cycle
costs of the APMS Prototype. This baseline may then be used as the basis for
the detailed design, development, and implementation of the Advanced

Program Management System.



II. BACKGROUND

The Advanced Program Management System Prototype is designed to be a
significant element in the highly complex and dynamic environment associated
with the a large government agency's configuration management activities as
associated with the program management function. The prototype is a critical
national program involving multiple, highly complex hardware and software

systems.

The APMS will be used by a user community with diverse demographics and
requires that APMS be designed in concert with the user community from the
start. The users require a user-friendly, automated solution to the currently
complex and time consuming configuration managemet process in a near real-
time environment. In the analysis and implementation of APMS, it is evident
that integration of powerful computing and communication plattform and

commercially available and custom software is needed.



IIT. PROJECT METHODOLOGY

The methodology of this project follows the System Engineering process. The
methodology is a process employed in the evolution of APMS from the point
when a need is identified through design and/or development and ultimate
deployment of that system for customer use. This process involved a series of
steps accomplished in a logical manner and directed toward the development -
of an effective and efficient product or system. Specifically, Figure 3.1 details
the APMS Prototype development process. Following this structured
methodoldgy helped ensure that all elements of .a system were considered in a
proper and timely manner. The system engineering process was continuous,
iterative, and incorporated the feedback actions necessary to ensure

convergence.
METHEDOLOGY OVERVIEW

The APMS system life-cycle began with an identified need and a completed
feasibility study for the purposes of establishing a set of requirements,
constraints, and design criteria. After | established the need for a system, an
evaluation of various technical approaches was conducted. This evaluation led
to a direct application of some existing technology and identifyed an area
where some further research is required. Once these feasible applications

were discovered, they were integrated into the requirements definition process.
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The Requirements Analysis Phase focused on defining the system
requirements based on the APMS derived requirements and the Joint
Requirements Definition (JRD) sessions. The interpretation of the requirements
for APMS was a major activity during the requirements analysis phase. The
process used in the development of APMS began with definition of need and

led to conceptual design reviews.

The forum for the analysis of requirement issues were the Joint Requirements
Definition Sessions. The identification and resolution of open requirement
areas required the coordinated support of the entire APMS organization
through the JRDs. The requirements definition process for APMS involved
extensive user community interaction. At each JRD session, an agenda of
specific topics wass discussed. An initial understanding of the requirements
was presented and through interaction with the user community, these

requirements were clarified and further defined.

Figure 3.2 shows that in development with JRD/JAD, the effort and hence the
costs are lower than that with traditional development cycles. With Joint
Requirements Definition, changes were made earlier in the development cycle
with less time lost to engineering changes and reworks. With the users better
informed and taking an active role in the development and requirements
definition phase, project success probability is increased and the total cost is

lowered. Additionally, the JRD sessions caused an examination of the goals,
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problems, and critical success factors. Figure 3.3 details the benefits of the JRD

process.

Preliminary & Detailed Design

During the Preliminary Design Phase, the system requirements, as defined in
the Requirements Analysis Phase, were allocated to system components;
hardware, software, database, communications, and operations. Functional
Analysis was an integral part of this activity as system operational and support
requirements were translated into specific qualitative and quantitative design
requirements. Functional flow diagrams were generated to illustrate the

operational flow of the system components.

The detailed design phase translated the requirements baselined in the
requirements analysis phase and the implementation concepts developed in

the preliminary design phase into detailed process specification (P-specs).

System developers often have difficulty understanding the subtleties of the user
requirements. The traditional methods of interviewing users and writing text

specifications have been inadequate for this purpose. The answer was to have
| a joint application design (JAD) session in which the users were guided through
a series of structured steps which caused them to think about and describe the

procedures they require. A JAD session, conducted with integrated computer
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aided system ehgineer_ing (CASE) tools, produces a high-quality design much
faster than did the techniques of traditional structured analysis. Figures 3.2 and

3.3 demonstrate the benefits of joint application design.
System Design

Here the final dréft of the APMS System Design Specification is delivered. The
culmination of this exercise is the Critical Design Review. At this review, the
customer is presented with the results of the detailed design, as well as the
required documents. The APMS document flow and their relationship to other

documents is found in Figure 3.4

In the Software Development and Unit Test Phase, the customized software is
developed and tested at the Computer Software Unit (CSU) level. Walk-
throughs for the code under development are held to ensure requirements
verification. In this phase the APMS Engineering Review Board (ERB) and
formal configuration management processes are established to control

development.

Structured Analysis, as the APMS software design tool, uses graphic
documentation tools to produce a structured specification that limits its
complexity and promotes user and developer understandability. This model

consists of Data Flow Diagrams, Data Dictionaries, and Process Specifications.
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Representations of the APMS functions using the structured analysis model

were generated using the Software Through Pictures CASE Tool.

The APMS was decomposed into a hierarchy of components. A CSCl is a
subdivision of the System. Every software requirement on the system was
levied on at least one CSCI. The CSCI is represented by a collection of one or
more CSCs. Thus, the set of all CSCs is a subdivision of the system to a finer
granularity. Every software requirement on each CSCI was levied on at least
one CSC, which may or may not be executable, and is informally tested in the
intra-CSCI test activity. The system component hierarchy which demonstrates
the relationship between CSCls, CSCs and CSUs is shown in Figure 3.5.
Appendix Il defines the conventions and stahdards used in structured analysis

sdftware design.

For this report , | felt that the CSC level of detail was sufficient for decomposition
of system functions. This is granularity is precise enough to proceed with
detailed design, yet allows the flexibility to allow process allocation at the next
level - CSU. The CSCI level is too high a level to get a full understanding of
system software components. The data flow diagrams included in the report are

at the CSC level.
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Integration, Checkout & Test

APMS Integration, Checkout and Test begins following the deployment of the
system to the operational locations. At this point, all elements of the system:
hardware, software, communications, facilities, etc. are integrated and tested in
accordance with the Acceptance Test Plan. Any discrepancies identified during
the testing will be documented, through the APMS Internal Discrepancy Report
(DR) system and processed through the ERB for disposition. Once the system
IC&T is successfully accomplished and the initial operations database is
loaded, the system is declared to be at its Initial Operating Capability (IOC), and
transitions into an operational mode. This is the final review before system
delivery. As opposed to previous reviews and baselines, this last review is a

'make or break' decision.
System Utilization & Support

During system utilization and support, the system is assessed, analyzed and
evaluated. The users determine if modifications for corrective action are
needed. If changes are needed, support personnel are utilized to implement
the necessary corrections. The primary support will be accomplished by the

consumer with supplemental support of the producer in certain areas.

Phase-Out & Disposal



14

No significant costs or effort is anticipated for the phase-out and disposal after
the ten (10) year useful life of the system is completed. At the end of the 10 year
life-span, the equipment for which this project was developed on will be
obsolete. Hence, it is unreasonable to believe that any salvage value will be
obtainable. The nominal parts value of the equipment or other suitable use will
assumably cover the removal costs. One aspect which should be addressed in
the removal plan is the security concerns with classified media. Current disk
scrubbing procedures are in place and could be performed on the magnetic
media. The removable properties of the disk drives make them ideal for easy

scrubbing and if necessary, disposal.



‘IV. DEFINITION OF NEED

A large government agency has a need to acquire a program management
system performing primariliy configuration management functions to link three
distant locations: a system integrator (Sl) node, a customer node and a
contractor node. The network will be used to conduct these functions with no

time or expense lost to travel.

The customer requires an automated softcopy program management system
which is désigned to improve the efficiency, effectiveness and accuracy of the
configuration management processes. The delivered prototype will serve as an
operational proof of concept for and the basis of a larger future system which
wili build on this functionality. The prototype should provide for a robust
software architecture, which integrates selected commercial off-the-shelf
(COTS) software products, with custom software, all in a trusted computer

environment.

The hardware configuration should provide for a wide area network (WAN) with
two remote nodes, the System Integrator node and the West Coast Contractor
node, connected to the Advanced Program Office via secure, encrypted, point-
to-point communications lines. Figure 4.1 illustrates the network as is defined
on a national scale. The current system is inadequate in that three separate
configuration systems are maintained with separate data and separate policies.
Much time and money is lost from travel, lengthy phone conversations, costly
meetings, and classified courier runs.. Computing time is wasted with a

significant amount of time devoted to database synchronization.

15
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The prototype security architecture must provide the compartmented mode level

of trust (B1+).



V. FEASIBILITY ANALYSIS/TRADE OFF STUDY

A sound understan‘ding of the environmental, functional, and operational
requirements provides the key to APMS success. The diverse user profile
requires that APMS be designed in concert with the user community from the
start. APMS, developed from joint customer/developer requirements definition,
and based on the latest proven technology, will provide the operational softcopy
environment to perform all configuration management and program

management activities on-line.
FEASIBILITY ANALYSIS

To convince the customer of the feasibility of developing and delivering a

system, it must be proven that:

. The benefits of the new system exceed the cost of developing and
operating it.

. The benefits of the new system outweigh those of the existing
system. |

. The project is manageable.

. The schedule is reasonabile.

The existing system is based on a hardcopy output and documents which relies
on the US Mail service, Faxed documents, telephone conversations and
personnel travel (classified courier). Also involved in the process are three

largely data redundant yet process separate softcopy PM and CM systems. The

18
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coordination of activities, document control and related projects between three
distant sites has become a logistical nightmare. Documents have been lost,
deadlines have been missed and as the complexity of the CM and PM

processes have increased, so too have the costs of controlling these functions.

The customer has deemed it necessary to implement a system to better handle
configuration and program management activities. A system which is cost-
effective reduces hardcopy output and eliminates the reliance on classified

courier.

Even if there were no cost benefits, the benefits in terms of increased
functionality and paper reduction would justify the new system. The proposed
system will not only reduce the time and cost of controlling the CM and PM
processes, but will increase program control and enhance its usefulness. In
addition, the three sites would be in concert with each other in terms of the
standardization across the three nodes. In addition, the computing and data
storage costs of maintaining 3 separate systems with corresponding databases

would be eliminated.

Operationally, the new system will be much more responsive to users' needs.
First, all three node database are to be combined into one distributed database,
eliminating the creation and maintenance of what are, in effect, three redundant
databases. This not only eliminates the need to maintain three sets of data, but
also the discrepancies that always occur when duplicate data is accessed.

Second, the user interface will be much friendlier enhancing productivity and
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thus reducing the total number of persons dedicated to the CM and PM

functions..

The recommendation is that the customer should allocate the funds necessary

to being work on the 'new Advanced Program Management System.
TRADE OFF STUDY

The functional requirements of APMS require the development of a powerful
information management system capable of automating the current CM and PM

tasks.

Full implementation of an effective user interface, a robust text processor with
integrated graphics, a high-performance database engine, and an efficient,

distributed processing network is needed.

The interface between the automated system and the targeted user community
must be intuitive and effectively parallel the manual configuration management
and program management processes currently in place. It must be user friendly
and logical in its implementation. The use of a Graphical User Interface (GUI)
provides the best approach for speed of input and efficiency of navigation
through APMS. A network of intelligent workstations, which are both easy to

~use and responsive, is required for a full APMS implementation.
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The extensive ’dat:‘a hrocessing and data management tasks of APMS require
the use of a high performance database system which provides a high degree
of flexibility, substantial capacity and efficient performance. As this database
system is the hub of all APMS document control and data integration, it must

meet performance functionality.

The text and document processing functionality of the APMS can be
accomplished with the use of a robust document processor. This document
processor must provide extensive Application Program Interfaces (APls) to
allow for the effective customization and integration required by the system. It

must also provide for the integration of graphics into the text files.

The security requirements specified for APMS will factor in the hardware
selection, networking configuration, and the software design of the APMS. The
individual elements needed to implement a system with a compartmented mode
requirement are either currently available or will be available within the
proposed development time-frame. The integration of these trusted

components is a significant challenge for the developer.

The performance requirements have a significant impact on the design of
APMS. The required responsiveness of the system necessitates high-
performance hardware, efficient software and fast database processing. The
availability requirements drive the need for highly reliable and fault tolerant

hardware and software, as well as an effective maintenance plan.
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The collective security, performance, and functional requirements, coupled with
a desired 10-year useful life, demand a sophisticated, technically advanced

design.

To determine the APMS candidate architecture and baseline design, a detailed
requirements analysis, market study and trade-off analysis is needed. The
compartmented mode security requirement is a significant factor. Fortunately,
APMS is not alone in its desire to operate in compartmented mode and several

products have been developed to provide this capability.

The "trusted computing base", consisting of a trusted operating system and its
hardware platform, is the basis for the prototype design. Once the operating
system and platform have been chosen, the analysis of the avéilable'COTS
database and document processor is conducted. The following sections
describe the APMS trade-off analysis for the trusted computing base; the

database management system and the document processor.
Trusted Computing Base

The APMS prototype requires the use of 'intelligent' networked workstations
that provide multi-tasking operations and a windowing user interface. In the
networked workstation environment, UNIX is the operating system of choice,
offering both multi-tasking and a windowing user interface. UNIX provides a
non-proprietary, open architecture assuring APMS' future growth and

connectivity. A non-proprietary system is desired to preclude the system from
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being limited by a single vendor's products and capabilities such as the case
with Wang. Different vendors provided UNIX-based operating systems that
have been enhanced to provide B1 or B2 level of trust and are National
Committee of Security Certification (NCSC) evaluated or in the evaluation
process. Figure 5.1 provides a comparison of these UNIX products with respect
to the stated requirements and the derived design factors for the APMS
prototype. Figure 5.2 shows the weighted requirements and the totals

associated with the decision.

SUN has two UNIX-based products in the evaluation process by NCSC for a B1
rating: the Multi-level secure operating system (SunOS MLS) and the SUN
Compartmented Mode Workstation (CMW). Digital Equipment Corporation
(DEC) also has two products in the NCSC evaluation process. However, one is
a proprietary non-UNIX operating system (SEVMS). The other DEC product
being evaluated is the DEC Compartmented Mode Workstation (DEC CMW)
based on DEC's ULTRIX (variant of UNIX). International Business Machines
(IBM) has only a mainframe product, MVS/ESA, being evaluated. IBM does
have a UNIX-based compartmented mode workstation product, however, it is in
the early stages of development. It is not yet ready for submission to the NCSC

for evaluation.

There are two other CMW products being evaluated by the NCSC: one for
Secure-Ware and the other from the Harris Corporation. These products are
considered high risk and therefore not viable options for implementation of

APMS. Both companies are unproven in this arena with this being their initial





















































































































































































































































































































