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Towards Cyber-Physical Security for Additively Manufactured Parts
via In Situ Monitoring and Electromechanical Impedance

Nathan A. Raeker-Jordan

(ABSTRACT)

The layer-by-layer nature of additive manufacturing (AM) allows for toolless fabrication of
highly complex geometries that cannot be made via traditional processes. AM is unique in
its ability to precisely define both the material properties and geometric shape throughout
the volume of a part, giving designers unmatched freedom in the creation of new compo-
nents. However, this freedom of design also creates numerous challenges in the qualification
of these parts. As AM processes primitive material in real time to produce each voxel of part
volume, manufacturing defects may be dispersed anywhere throughout the part. Many part
designs may have complex geometries or material parameters that are challenging for tra-
ditional qualification and inspection techniques to inspect for such embedded errors. Even
more troubling, this freedom of design also extends to malicious actors, who would then
be able to embed intentional targeted defects within the volume of the part. As the AM
process is driven almost entirely by computer controlled machines and cyber-domain data,
the AM process is uniquely at risk of nearly undetectable cyber-physical attacks, or cyber
attacks that can cause physical damage. Additionally, as much of the valuable intellectual
property associated with the design and material parameters of parts are stored in digital
form, theft of these design files could result in mass replication of lower quality counterfeit
parts, putting the supply chain of these AM parts at risk.

In order to mitigate these vulnerabilities in the AM process, prior works have focused on
in situ, monitoring of the manufacturing process in order to ensure the part is constructed
as expected. Typically for in situ monitoring, the constructed geometry is compared to the
design files associated with the part in question using a monitoring system connected to
either the AM machine or the larger network. However, such methods trust the validity of
both the design files and monitoring systems used for verification, when either or both may
have also been attacked. Therefore, a valid in situ monitoring method needs secure access to
a provable set of validation data, while also isolating or air-gapping itself from the network
to prevent cyber attacks on the monitoring system itself.

Similarly, other works have focused on mitigating the risk of counterfeiting by novel means
of part identification tailored for the AM process. Many of these identification methods
leverage stochastic or prescribed features, such as surface patterns measured via visible or
ultraviolet scanning, or internal porosity features measured via x-ray computed tomography
(CT) scanning. However, these surface features are not impacted by alterations or damage
to the part in areas away from the specific features being measured, possibly preventing the
detection of attacks or damage to other areas of the part in transit. CT scanning can be used
to detect damage or alterations to more areas of the part and incorporate this measurement



into the identification mechanism, but may be prohibitively expensive while also possibly
failing to properly penetrate and measure a sufficiently complex AM part.

In this work, efforts to expand the cyber-physical security of the AM process are explored,
including (1) a novel method of in situ process validation by means of covertly transmit-
ting process quality information to an otherwise air-gapped monitoring system, (2) a novel
method of metal AM part identification via a low-cost piezoelectric sensor-actuator able to
record a part frequency response that is dependent on the geometry and material properties
of the part as a whole, (3) an exploration of part-to-part variation across AM processes,
again measured via a piezoelectric sensor-actuator, and (4) a novel means of using the same
piezoelectric sensor-actuator for detecting the presence of remaining powder in metal AM
parts.
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(GENERAL AUDIENCE ABSTRACT)

Additive manufacturing (AM), or 3D printing, allows for the creation of highly complex parts.
AM machines do this by building parts layer-by-layer, processing (e.g., selectively melting
metal powder) and placing each segment of a part from the bottom up, allowing it to make
internal features which would be impossible with traditional manufacturing processes, such
as machining.. However, because these parts can be so complicated, it is difficult to validate
that a part is "good”, i.e., is free from defects. As the entire volume of the part is built layer-
by-layer, any layer anywhere in the part could be defective, with very few techniques being
capable of detecting the defect from the outside. Worse, because the AM process is driven
by digital design files and other data, cyber attacks have the ability to maliciously change
the design of a part before it is made, resulting in physical damage. These cyber-physical
attacks can similarly affect existing validation methods, allowing these attacked parts to
slip through undetected. Alternatively, part designs can be stolen, allowing the thieves to
produce unauthorized and possibly subpar counterfeits. These dangers require new means
of validating the AM process and the parts it can produce.

In order to detect a cyber-physical attack, previous studies have looked to recording and
monitoring the physical actions of the AM process in order to ensure the part is built layer-
by-layer as expected. Typically, the part design files are sent to the network-connected
monitoring system, which then compares the files to the as-built geometry being recorded.
However, in this case, the design files can themselves be attacked, as can the monitoring
system recording and comparing the part geometry. In order to detect bad parts without
exposing the system to cyber attacks, the monitoring system needs a way to validate the
AM part without relying on the part design files directly or being connected to the network.
To determine is a part is counterfeit or not, previous studies have tried to create "fingerprints”
for parts, allowing a unique part to be identified. However, many of these techniques require
changes to the part in question, or rely on features that could be duplicated (i.e. copying
the fingerprint) by a skilled attacker. Certain methods using x-ray computed tomography
(CT) scanning, while effective at fingerprinting small parts, can be very expensive, and may
not work for parts which are too large or complex for x-rays to cleanly pass through. To
be successful, a fingerprint needs to be simple to measure, and dependent on the entirety
of the part itself, not just a handful of manufactured features. This can be done using the
frequency response of the part, or how much the part vibrates over a range of frequencies.
This response is dependent on the entire part, including the geometry and the material
properties, and can be measured using low-cost equipment, allowing it to be used for a
variety of different purposes.



In this work, several methods to enhance the cyber-physical security of the AM process are
explored. These include (1) a method of validating the AM process by covertly transmitting
information to a network disconnected monitoring system, (2) a method of identifying metal
AM parts identification using the parts frequency response as a fingerprint, (3) an exploration
of part frequency response for fingerprinting across other AM processes, including both metal
and polymer parts, and (4) a means of using the frequency response of a part for detecting
the presence of residual powder from powder-based AM processes.
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sion method of AM part validation. Shows the process of creating a signature
from the side-channel emissions from a known-good printed part and embed-
ding the signature into the part toolpath file, allowing the monitoring system

to retrieve the signature and compare it the against the newly recorded data.

Left: Three known-good recorded data(with values at each query period)
which are used to define the process control limits. Right: Control limits
derived from the known-good data (with mean + three standard deviation
value callouts at each query period). An example of out-of-control data is
shown falling outside the control limits. . . . . . . . . .. ... ... .....

Example of the transmission process, here shown with octal characters and
X-axis speed as the side-channel. A signature (control limits of known-good
side-channel measurements) is encoded to an octal character sequence, con-
verted to a corresponding motor speed value, and converted to toolpath com-
mands. These commands are then executed by the printer and recorded by
the monitoring system, which correlates the recorded speeds to an octal char-
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LulzBot TAZ6 printer implemented with the monitoring system. . . . . . . .
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A — Full view of a representative layer of g-code for nominal and attacked
parts. B — Close-up view of A. Blue and yellow lines are external and internal
perimeters, red lines are jumps, and orange lines are infill. Note for A3 that
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every other infill line is dashed instead of solid, indicating no extrusion occurred. 22
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Visualization of control limit method for monitoring system. Shown are four
ASTM D638 Type 1 tensile specimen builds; a nominal build (‘Nominal”, blue
circle), a void attacked build (“A1”, orange square), a 50% infill via slicer set-
ting attacked build (“A2”, green pentagon), and a 50% infill via toolpath
modification attacked build (“A3”, red triangle). Each build is repeated 3
times. Side-channel data being recorded were extruder and bed temperatures,
machine X, Y, and Z positions, and the amount of filament extruded both
incrementally between steps as well as total. The control limits (“Control
Limit”, black dashed line) were derived from the average and standard devi-
ation values of the nominal data. All three attacked builds regularly deviate
outside of the established control limits for several side-channels, indicating
they were non-nominal builds. . . . . . ... ... .00 0000

Left: Hub and blades of propeller produced in the instrumented LulzBot
TAZ6. Center: CAD view of propeller in printing orientation (Z is vertical).
Right: X-ray view of the void-attacked propeller, showing the void near the
base of the lower-left blade. . . . . . . . .. ... ... L.

Control limit method for monitoring system. Shown are the nominal build
(‘Nominal”, orange) and void attacked build (“Void”, blue). The void build
regularly deviates outside of the established control limits for several side-
channels, indicating they were non-nominal builds. . . . . .. .. ... ...

GE Aviation’s LEAP engine fuel nozzle produced via additive manufactur-
ing. Approximately 20 machined components were combined into one while
reducing the weight by 25% [4]. . . . . . . . .. ... .o

Digital thread of an AM part in a distributed manufacturing workflow. Dur-
ing transit, high-complexity high-value parts may be damaged or maliciously
exchanged for lower quality replicas. Traditional part tracking and validation
techniques are often not sufficient or adequate for such parts. . . . . .. ..

Literature examples of advanced part identification and watermarking tech-
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(a) Diagram of a piezoelectric wafer (PZT) bonded to a part under test. The
PZT is excited over a range of frequencies, which cause it to deform and
vibrate the bonded part. The degree of these vibrations is recorded via in
the electrical impedance of the PZT, coupling the physical response of the
part to the electrical response of the PZT. (b) Lumped parameter model of
the part-PZT pair operation. Excitation voltage cyclically deforms the PZT
and perturbs the part, which vibrates at amplitudes depending on the mass-
spring-damper system. The amplitude/impedance is determined from the
frequency-varying PZT voltage and current. . . . . . ... .. ... .. ...
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