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Modeling analyses and data in human reliability

Rémi Nicolas Arnaud

(Abstract)

The safety of nuclear power plants must be proeedijfied and improved. Probabilistic safety
assessments are used to estimate the core meltdsikyrby means of sequential analyses of
accidents. In order to assess probabilities obthigearance of these sequences, it is necessary to
specifically assess probabilities of operationui@s accomplished by human operators in a
degraded mode. For this purpose, EDF, the Frenmtiuper of electricity, developed a method
that models failures of human actions, by means afystematic determination of scenarios

corresponding to different failure modes.

This method, called MERMOS, has been used for séyepbabilistic safety assessments. In
order to increase its reproducibility and to matkenore robust, example missions and scenarios
will be built. This set of example analyses will bged by experts assessing human reliability:

they will develop studies and deduce results masdye

The purpose of this study involves the creatioa afiethodology to model existing analyses and
human reliability data used in MERMOS. This studysists of optimizing a second generation
human reliability assessment method in order torpgag&s its current weaknesses in an

operational context by means of the identificatba set of example analyses.
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1. Introduction

1.1. Research and Development at EDF

1.1.1. Thecompany

Electricité de France (EDF) is the leader in thenEh and British electricity markets and has a
solid position in both Germany and Italy. It is twerld’s largest utility company with €64.28
billion in revenues in 2008, operating a diversetfpbo of 120,000+ megawatts of generation
capacity in Europe, Latin America, Asia, the Midd@last and Africa. The group has a
assortment of 38.1 million customers in Europe tedworld’s premier nuclear generation fleet.
The activities of the group are worldwide with tperchases of different local electricity
producers. The company is composed of 160,913 gmesoworldwide. The next table gives

some insights about the international size of toeig Electricité de Frante

Group Sales €64.3 billion (+10.6%)
38.1 million customer accounts worldwide

Electricity generation worldwide 609.9 TWh

EBITDA €14.2 billion

Net income (Group Share) €3.400 billion

Table 1 Insights about EDF (from the group websitin://www.edf.com, accessed February 2010)
In 2008, EDF produced 22% of the European Unidesticity, primarily from nuclear power:

+ nuclear: 65%
+ hydro-electric and other renewable sources: 21%
« thermal: 14%

Its 58 active nuclear reactors are spread out t9esites. They comprise 34 reactors of 900

MWe, 20 reactors of 1.3 GWe, and 4 reactors of IMM%2e, all Pressurized Water Generators.

' These pieces of information come from the financial report of the EDF group for the year 2008, accessible on the
website http://www.edf.com .Tables and key figures about the worldwide activities of the group are in appendix.
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1.1.2. Research and development at EDF
Research and development activities are a strategentation of the company. Roughly 2,000
people are involved with research and developmerd are working in 15 departments,
representing a total funding of more than 400 mwilleuros per year. The department where this

study has been carried out is the Industrial RIglenagement department.

1.1.2.1. Industrial Risks Management (MRI, for Management dé&Risques

Industriels) Department

The MRI department is in charge of leading reseanld development in the domain of
reliability and performance of unsecured socio-técdl systems. The subjects of study of the
department include: components, technical systémmsian factors, organizational factors, the
environment (natural, technologic, organizationedgulations), considering the long-term
maintenance of these systems. These subjects @y sie of interest to EDF. The safety of
production systems is a mandatory condition todkgloitation of nuclear power plants. The
Industrial Risks Management Department is compaosetifferent services. The Human Factors
team is one of these services.

1.1.2.2. Human Factors Team

Human factors (HF) are the subjects of study: H§raep people from different fields of
research such as ergonomics, sociology, psychadoggliability engineers. The team focused
on HF considers human beings while they are workimgde complex socio-technical systems
that present a certain level of risk. A Human Fa&eliability Assessment (HRA) is done by
means of a realistic point of view: a human operest@ source of performance and of reliability;
but at the same time, a human operator can fags@tstudies are done considering the entire
system because the actors are not independent cemgo Thus, the objective of the HF studies
is to integrate entire parts of the socio-technisgstem and to understand and explain

interactions. The aim is to design or modify worksituations, to assess the global performance
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of these systems, and to supervise changes amesgg tork situations. More specifically, the
missions of the HF team consist of:

- Producing knowledge about the activities and thgaoizational situations that
answer some specific concerns of the operators;

- Adapting this knowledge into training by means xperience feedbacks in order
to increase the global level of reliability. Indhtase, the HF team contributes to
the decision making by means of the pieces of médion that are made
accessible;

- Designing and rationalizing methods, tools and gearthanks to the situations
experimented by the operators;

- Distributing and communicating about these methodsrder to develop a HF

culture inside and outside the company.

1.2. Objective and Motivation

1.2.1. Human rdiability assessment at EDF

Safety in nuclear power plants is emphasized aspaptiority. Regulation authorities ask
electricity producers to be able to prove thatrtimeiclear power plants are safe. Nuclear safety
concerns infrastructures, technical subsystems, famdan factors. EDF makes continuous
attempts to increase its performance in terms béhiéty. By maintaining reliability as a
priority, the management of this company is cleaglying a significant example of how

important this aspect of using a nuclear powertgkan

Human reliability assessments are the new directibimprovement of reliability analyses.
Technologic and technique sides of the system l@neady been identified in probabilistic
safety assessments, even if it is always possihblectease the accuracy of the models. This new
direction is emphasized by recent requests of and@eathorities. Considering human operators

in reliability assessment is now a requirement.
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In order to assess failures of human missions, B4 a second Human Reliability Assessment
(HRA) method called MERMO® This method is the reference method at EDF. hutshell,
MERMOS allows EDF to model failures of human acsion a degraded mode, by means of
different scenarios which are imagined by analy$tsanks to this method, this company is
clearly occupying a spot of leader in Human ReligbAssessment with this innovative method
which consists in analyzing accidents by meansceharios leading to the failure of missions.
The great majority of other methods used to ashassan reliability is more task-modeling
oriented and considers failures of these tasks.

1.2.2. Motivations

The MERMOS method has been used for more than 4 ye hundreds of studies. Feedbacks
about the use of the method in an operational bhi@ve shown that it requires a high level of
expertise and that its use consumes a significarttuat of time. Engineers doing reliability

assessments are doing more and more studies dstoeguauthorities are asking for more

reliable systems. The resources to use this me#lnedseen as constraints which limit the
integration into general probabilistic reliabilitgssessments: indeed, MERMOS is used to
provide a probability of failure of a mission usedhe probabilistic reliability assessment of the

entire system.

The purpose of this internship is to look for siaos in order to improve the use of MERMOS,
what might pass through the creation of a new nutlogy to use existing analyses, considered
as example analyses. Clearly, the objective ig;mohange MERMOS but to improve its use in
an industrial context. Basically, missions can hedéd into two main categories. On one hand,
missions can be totally innovative and differemnirwhat has already been done. On the other
hand, missions can be similar to other missionsadly studied. The objective is to make easier

the reuse of already performed analyses.

? Assessment Method for the Performance of Safety Operation (“Méthode d’Evaluation de la Réalisation des
Missions Opérateurs pour la Sireté”)
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In brief, EDF wants to know if optimizations in tlheuse of existing studies are possible, by
means of example analyses. From these examplesiuatialysts might be able to easily deduce
their own analyses. Analysts would have to prowdme key parameters about the HF mission
they are assessing. These key parameters wouldiexpk specificities of the current mission
compared to any example mission and they wouldagebbability corresponding to the failure
of the considered mission. In addition, exampleymas would help junior analysts to perform

their assessments.

From this study, EDF expects answers about poteptialutions of the use of example
scenarios. The aim of this study is to propose etgmof methodology for modeling existing
analyses and data of human reliability. More speadif/, the study will be focused on a specific
set of missions, corresponding to a process thatists of removing residual heat from the core,
thanks to water with bore. This set of missionsaked “Missions GAVE-OUVERT” (missions
“Feed and Bleed” in English).

1.3. Project overview

This subject corresponds to a cross between diftdrelds of human sciences and engineering
sciences. The project can be divided into fouredsifit phases which correspond to the points

described in the previous section.

1.3.1. Phase 1: Identifying example scenarios

Example scenarios are identified by means of thd= Elatabase which contains previous
analyses. However, any definition of these scemaimgplies a background in Human Factor
Reliability, more specifically in Nuclear Safetye@®ndly, it is necessary to get used to the
database used with MERMOS. Once this study wasedtait was possible to get access to the
data and to the different parameters specifiedhayanalysts. The main parameters are thus

identified by studying the database containing yses.
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This database contains 8003 scenarios, divided96& missions. Thus, because of its size, it
appeared from the beginning that the acquisitiodat had to be done automatically. Another
important point deals with the variability of theadyses: differences of vocabulary, different
abbreviations, spelling errors and sometimes cdneémistakes about the method dramatically
increase the number of groups. An important charestic about these data is the fact that they
have not been created to be used automatically.rdime of the previous analyses consists of
copying-pasting the entire analyses or just partheim when it is appropriate, and changing
some parameters in order to make them fit the densd situation. The first phase deals with an
important work of data mining which consists ofes#ing the relevant pieces of information and
in developing a method to obtain them, to correeint and to categorize them, in function of

rules of association.

Insights about MERMOS are given in this phase rideoto understand the particularities of this
method, regarding other accident modeling theagedescribed in the literature review. Then, a
more accurate literature review dedicated to MERM®@IEbe given. This analysis will lead to

identify potential directions of improvement anct tifferent elements to consider in order to

build the future example scenarios.

1.3.2. Phase2: Construction of the methodology

This phase consists of building the methodologyige for the rest of the study. In order to
reinforce the literature review, it is necessargéb experience feedbacks from people in charge
of the method in order to understand how analys¢esMERMOS and look for previous analyses.
In other words, the literature review is completsda study of the use of MERMOS in an
operational context. This step was necessary taifglevhat parameters are important and must
be taken into account in the model of an exampld&RMBS analysis.

Then, it is necessary to define building rules #rasupport for the modeling. These two points
are independent. It was then possible to buildrdlnence diagram of an example MERMOS
analysis. A Bayesian Network using this influencagdam was a satisfying support for the

model of example MERMOS analyses; this tool ismfiised in a reliability context. About the
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guantitative side of this study, it is importantdioeeck the validity of the data, in order to assess
the roles of the parameters and to check the netgvaf the results given by the model, from a

guantitative point of view.

1.3.3. Phase 3: Methodology testing

The model and the results developed in phase twe baen done regarding the optimization of
the process which consists of assessing failurdgiofan factor missions. In order to build the
model, experience feedbacks from researchers fnenfrH team of EDF have been used. Also,
bibliographical references have been used in aaéetter understand accident modeling. Last
but not least, data were used to check the valafithe model from a quantitative point of view.

Clearly, the existing analyses have been used adifpwners’ feedbacks. The confrontation

between reality and the model will serve two pugsosFirst of all, the objective will be to

determine if example missions and example scendméhis analysts to deduce new analyses.
Consequently, this phase will test the robustnédheomodel and its usefulness regarding the
optimization of the way the analyses are carrietl du this phase, example scenarios are

identified, and their quantitative parts are dedine

1.3.4. Phase4: Outcomes; evolutionsin terms of time and cost saved

This phase will answer the question initiated byFEdbout the feasibility of developing example
missions for human reliability assessments. It wglbnsist in summarizing the entire
methodology developed during this study. The imprognts concern the reuse of existing
studies and the time to know if there is an exgstimalysis which can be used to deduce the
study to carry out. The second improvement deatls thie time to perform the analysis once the
relevant study is identified.
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1.4. Outlines of thess

This thesis is organized as follow. The second whajtroduces different HRA methods in
order to understand the theoretical background ®RMOS. This chapter will give the
necessary insights about the use of this methodtaramits. Chapter three is focused on the
systematization of analyses in MERMOS. The modetihthe different parameters to consider
in MERMOS scenarios is presented. This represemat then used to identify example
scenarios and to perform quicker researches am$sments. Then, the outcomes of this study
are presented and evaluated in the context of pletenapplication for the HRA performed at
EDF.

R.N. Arnaud Modeling Analyses and Data in Humaridabdity



2. Human Reliability Assessment (HRA)

methods

This literature review places EDF’'s method in iext regarding the evolution of accident
modeling. The proposed methodology consists ofyamal scenarios that may lead to an
accident. This methodology will use the MERMOS noetldeveloped by EDF in this context.

This chapter is organized as follow: in a firsttpan analysis of accident modeling is proposed.
This analysis will be used to give the necessagy ddements to understand this thesis and to
identify the bibliographical elements which aredi$er the new approach. In a second part, the
MERMOS method is presented in order to identify plogential ways of improvement in terms

in reproducibility and of robustness.

2.1. Introduction

Modeling MERMOS analyses in order to identify exd@spscenarios deals with different fields
of knowledge and belongs as much to engineerin &iman sciences. In that sense, human
factors are unique. “High-Risk Systems”, such asi@dear power plant, are required to deal with
risk; thus, different tools have been created oheoto assess this risk (Perrow 1984). Basically,
one can divide these tools into two categories: firet generation HRA and the second
generation HRA. The first category consists of divg any activities in elementary operations.
A succession of operations constitutes a task;odymt of probabilities corresponding to the
failure of any of these elementary operations gthes a general risk of failure of the task. The
second generation of HRAs is trying to consider annoperators in their socio-technical
environment, keeping in mind that human beingscamtainly a source of failure, but on the

other hand an incredible source of performance.
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This literature review on the evolutions of perdpes about implications of human beings in
risk is necessary to understand the current matked at EDF. Other researches give interesting

grids that will be used to create categories uatst In this study.

2.2. Modelsfor integrating human errorsin accident
analysis

2.2.1. Basic knowledgein accident modeling

According to the field of studies, words such ask’t or “hazard” do not necessarily have the
same meaning (Hood and Jones 2001). From a matisaimpbint of view, an accident is
nothing but an event. From an engineering pointiedv, an accident is an event with variable
qualities that differ from one book to another. Kbliolinagel 2004), an accident is a “short,
sudden and unexpected event or occurrence thdtsr@swnwanted and undesirable outcome”.
However, an accident is not an hazard: for (Hol&g04), this event must be related to human
activities. (Perrow 1984) associates the accidétht tive failure of a component or the failures of
different components. These components may bedinégether in an anticipated sequence. If
the accident involves the unanticipated interactibfailures, thus (Perrow 1984) considers it as
a system accident. The notion of anticipation k& concept in the understanding of accidents:
it is impossible for human beings to anticipate s@aquences that cause accidents. For the rest
of this thesis, an accident will be consideredragent with unwanted consequence, involving

human operators.

In the context of nuclear power plants, compleistgn important parameter to consider. Nuclear
power plants contain many interactions: failures g#eract with other failures and create an
“interactive complexity” (Perrow 1984). The systemtightly coupled: the processes happen
very fast and cannot be stopped. In other words, muclear power plant, a lot of failures can
interact in an unexpected way. Even if the systemeisigned as redundant (which provides an
alternate way to control mechanism), it is not gussto avoid all accidents because of the

interactive complexity. A nuclear power plant isetample of what a high risk system is in the
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sense that it is set of complex and tightly couptesnponents with a high potential for

destruction.

2.2.2. How to model Human Errorsin HRA

2.2.2.1. From the 60’s to now: different perspectives

Historically, in the context of an accident, hunoperators have been seen as sources of error or
root causes of the malfunctioning of any deviceother words, when something turned out
badly, the reason was the human being using thteray§ he objective of such a point of view
was to determine who was to blame for the unwanteédome of the accident. The tools were
generally simple, not subtle. As a general rulecase say that until the 1960’s, models were not
sophisticated. A human being can be representethdnmodels by a piece of data: skills,
personality factors, motivational factors and faég (Stellman 1998). For engineering
departments, the designers, specialists of safegyhuman factors are the non-technical parts of

the system; they consider that they do not haverdhuence on these parts (Largier 2008).

In summary, there are two manners of consideringambeings at work. On one hand, it is a
source of failure that must be controlled (Hollna2@04; Le Bot 2005). The main objective is
consequently safety. In order to improve safetg,dtnategy is to characterize the work situation:
every step of the work of the human operator isemivThe discipline (which consists in
following the procedures) guarantees the elimimatd accidents. If the operator does as the
designers wanted him or her to do, then an accigemnpossible. On the other hand, the
operator is seen as a resource: the objectiverstthuse this resource. The main objective is the
quality (of the production for instance). A partidescription of the work follows. The
procedures are sometimes missing, because tharsystexpecting the operator to be able to
make some decisions regarding the situation anddhéext. In the case of an accident, these

two conceptions of the human operator lead to iiffemanner to consider errors and failures.
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Human operator = source of errors

Human operateseurce

The situation is known and described. The

operator is supposed to follow procedures. |

there is an error, it is due to:

Some bad behavior of the
operator, such as negligence;
The prescription, such as the
description of the procedure,
was not effective.

The situation must be studied. Consequently
f there is an error, it is due to:

Lack of attention;

The operator was performing
according to a strategy;
Issues due to the context (nois
light, etc.), creating a stressful
situation;

A problem in the organization,

or the management,...

Table 2 Two points of view about Human operators

According to these distinctions, it is possibledtermine the errors that can happen. Three

different errors can be identified:

2.2.2.2.

Human error: corresponds to the gap between thaviomehof the human operator

and what it should have been. Basically, it coresis to the last individual in the

causal chain and consequently to the guilty person.

Active error: wanted action, or unwanted actiomat thas immediate consequences

on the system. These consequences are negative.

Latent error: corresponds to an action or a detifo which the consequences

are obvious only after a certain period of timegewlother conditions are fulfilled

and can trigger this error, resulting in negatigaditions on the system.

First approaches: human beings as “black boxes”

In this simple way to consider the error and thepoasibility of human beings, the first models

of human reliability were fairly simple. The clasai approach of human error is a “black box”

(Le Bot 2000; Hollnagel 2004) of the human behavidre human operator is seen as a system,

receiving inputs, performing a certain action wéttcertain rate of failure. Operator errors are

classified according to their external charactesstSince the activity is totally described by

procedures, the error can happen if and only ifd &pplication has been performed (Swain

R.N. Arnaud
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1976). Consequently, in order to improve reliabjlthe idea is to work on the inputs or on the
outputs. For instance, the proposed ways to impn&h@bility were some actions on the
reinforcement of the procedures, the improvementheflabeling or the improvement of the
ergonomics. On the other hand, some actions caetbermed on the outputs, such as a frequent

control of the respect of the procedures with sanstif operators do not respect them.

The main interest of this approach is certainly pinebabilistic applications: it is possible to
perform probabilistic assessment on the frequei@ppearance of errors. In order to do so, an
important hypothesis must be done: the actionhi@fdperators have the same behavior as the
functioning of the components of the system: tteaeeno feelings, nor will. This model is called
THERP, for Technique for Human Error Rate Predictidescribed in (Swain 1976), and
analyzed in (Le Bot 2000) and (Hollnagel, Woodale2006).

2.2.2.3. Benefits of the “black box” perspective: THERP

The main objective of this method is predicting gnebabilities of human errors and evaluating
the degradations of the system. These degradaiengotentially caused by human errors. The
results are interesting: it is possible to get@bpbility that estimates the general reliabilitytlod
system, composed of humans and technical compgramido determine the weakest parts. The
THERP method can be developed in 6 steps (SwaiB;19%ain 1990). First, every operation
must be described by a procedure. Then, these quoe® must be described in terms of
elementary tasks. These tasks are described byeetarg actions. These actions are associated
with a probability of failure (or success), givey &n expert. The failure of a task is thus the
product of the probabilities of the actions. Thdufa of a procedure is the product of the
probabilities of the tasks that compose the proeeddin example of a THERP like method is
described in (Dhillon 2009).

This method is difficult to implement in the serbat a lot of tables must be considered to get a
relevant result. However, THERP is well suited e ttasks where cognitive tasks are not
important and where time is not an important patameflHERP has been frequently used

directly or indirectly; the previous method at E&s derived from THERP, (Le Bot, Remond
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et al. 1996; Le Bot, Bieder et al. 2000; Le Botsie et al. 2002). Throughout its high

popularity all over the world, some critiques hdeen formulated about this vision of human
error. For instance, THERP does not allow one te@ tamto account tasks where cognitive

processes have a strong importance. It is not avpagsible to simplify and to cut a task into

elementary operations. However, in order to taledbgnitive tasks into account, THERP has
evolved in order to account for the cognitive taskslevelopment of diagnostics (Swain 1990).
Although these kinds of evolutions tend to make RFEmMore subtle, this reliability approach

stays focused on behaviors and individual errodsdes not include into its scope errors related
to intellectual work: evaluation of situation, draxstic, decision making etc. are outside the
sphere of study of THERP. Besides, any error duerg@anizational causes is clearly outside
THERP (Stellman 1998; Le Bot 2005; Largier 2008).

The answer to the limits is consequently to openitlack box and to study the human operator

in order to understand errors.

2.2.2.4. Opening the “black box”: Rasmussen’s legacy

As described in (Largier 2008), Rasmussen propaseanodel that shows how pieces of

information are given as inputs and used to gevre&tas outputs. The objective of this model is
to propose a methodology that helps to identifgrsrthat might happen in different operational

situations. Secondly, some treatments are prop@sedolutions for the errors which are

identified. In the next table, the 3 different beloas with the associated errors are described
(Largier 2008).

Behaviors Meaning Error

Skill Skill based behavior. It is theErrors are due to a lack of
dominating behavior, based}attention
habits: it is the regular way to
do something

Rules Rule based behavior. Th&he risk is to trigger a
behavior is described by |grocedure that is not adapted
procedure. to a given situation.
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Knowledge Knowledge based behaviolhe operator cannot find |a
There is no rule or procedureolution. The stress is a factor
that is known by the operatpto consider in this situation.
that would allow one to sol

a problem. The solution must

be found from the situatio

and knowledge.

Table 3 Errors and SRK model (Skills-Rules-KnowikeXg

For Rasmussen, the appearance of errors happens thbeconfigurations switch from a
situation to another. It is a dynamic process (lear@008). This model is a sort of basis for
many other models and tools in Human Factors.ritems different fields of risk management:
health (Sockeel, Chatelain et al. 2009), traingpamts (Wreathall, Roth et al. 2001) for instance.
Rasmussen’s SRK model was the beginning of thearelsen cognitive psychology. However,
this model presents some limitations such as tbeetffat it is focused on the operator and does

not take into account organizational causes ofrerro

2.2.2.5. Evolutions of Rasmussen’s model: the James Reasawo'stribution

A more recent way to consider human error has h@eposed by James Reason and is a
compromise between different works (Reason 200@).pkbposes three types of error; these

distinctions come directly from Rasmussen’s SRK aehod

- Knowledge based: actions are governed by conseittastion, which is limited.
It relies upon conscious image, inner speech, ung8tms. Conscious is flexible,
computationally powerful but it is also favorabtedrror.

- Skill-based performance: for Reason, it correspaiodan automatic behavior.
The conscious is at its lowest level.

- Rule-based performance: corresponds to a mix betwa&omatisms and
consciousness: if some parameters, events ardieshtithen operators know

which action must be performed.
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The most interesting contribution of Reason to humaor is the introduction of the concept of
“‘intention.” For Reason, if there is an error, thiiere must be an intention. Otherwise, it is
about an involuntary action or an automatism. Thoncept comes from the level of

consciousness that is required for the differetibas, based upon the SRK model.

The classification of errors can be done in furrcid the actions, such as omissions, intrusions
providing information about the process (plan folation for instance). This stage is cognitive.
The classification of errors can give contextualtdes such as anticipation and preservation (an
actor that says the lines of the next action bexafisimilarity with another situation that he/she
has already experienced). Errors may be classftedrding to outcome categories, such as free
lessons, accidents and incidents.

As far as the violations are concerned, Reasonidenssthat they happen for different reasons,
depending on the considered level:

- At the skill-based level: the operators are follogvithe path of least effort
between two last-related points. A “routine viadati is mainly promoted by
inelegant procedures;

- At the rule-based level: the violation might ocdomecause of the constraint
represented by safety procedures, rules and rémnusat

- At the knowledge based level a violation might hee do calculated risk: the

situation is unusual and might to overpass thesrule

With this study, Reason introduced the contexhengarameters to consider in understanding the
black box and the error or the violation. To do th® context must be studied. The context can

be divided into two components (Rousseau and Lag§ies):

- The immediate context composed of the organizaltiand cultural dimensions
when they are applied to the work shift (groupy®ey, shift, etc.);

- The global context: social, cultural, economic,ifcal, etc.

Consequently, the human operator is now considieredsocial, cultural and technical system

that allows one to consider all the dimensionsméecident.
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2.2.2.6. From Human Factors to Organizational factors

The work organization has been changing (Stellng®8;LHollnagel, Woods et al. 2006; Largier
2008). From the 50’s on, the nature of work hasngireg, passing from mainly physical
activities to activities with a dominant cognitipart. Robots and electronics are becoming more
important. The operators are dealing with the meicgy of information, memorizing,
diagnostics, etc. Operators are sometimes away thenprocess and are working thanks to a
mental image of what is taking place. This evolutias some collateral consequences such as
those described by (Stellman 1998): the directtgafieworkers is improved (since the operators

are no longer as involved in the process; theyatehing it).

(Hollnagel 2004) tries to give the main reasons thay generate an accident and proposes a list
of potential causes including a lack of trainingl amappropriate work schedules. (Rousseau and
Largier 2008) propose “pathogen organizational diet or organizational factors that have
negative consequences on the reliability of théesygpage 4). This list will be used to build the
model of example MERMOS analyses and give interggtisights about the context that may

see the appearance of an accident.

- Lack of anticipation and detection of errors;

- Experience feedback systems are not working;

- Lack of responsibility by the people in charge;

- Unreasonable expectations in terms of productiabjectives too high regarding
the resources available);

- Incapacity to maintain the individual competences;

- Incapacity to use collective competencies;

- Too many procedures;

- Lack of dialogues between the individuals and sewyi

- Lack of communication and interactions betweereddht services/departments.

It appears that the results proposed by (Roussedl argier 2008) and (Hollnagel 2004) are

very close: this list is an application of the legtHollnagel, applied in the context of nuclear

17
R.N. Arnaud Modeling Analyses and Data in Humaridakdity



power plants. This list will be used directly inaghter 3 in order to model the parameters used in
MERMOS.

2.2.2.7. How to fight against accident: toward a general cggmsus

All researchers agree on the impossibility to desagsystem with O probability of accidents.
Accidents will happen, sooner or later. Since tbeidents are considered as “normal” (Perrow
1984), the objective has evolved. All systems nieelde able to survive to local failures so that
incidents do not become accidents. The improveroéfithe general safety of a system deals
with the improvement of systems to survive to aeytyrbation” (Hollnagel 2004). (Hollnagel,
Woods et al. 2006) propose to define a “safe system system which impervious and resilient
to perturbations”. In other words, even if thingswrong, which will certainly happen one day,
the system is still safe and able to work. (West2006) describes resilience as the ability to
prevent something that has already happened fraontieg worse, and the ability to recover
from something bad once it has happened.

Abilities Tools used to make it possible
Prevent something bad from happening Experienabiazks
Anticipation
Prevent from becoming worse Flexibility
Rapidity of reaction
Evolution
Recover after something bad Repairing after a tragase

Table 4 Main precepts of resilient engineering a&eldfrom (Hollnagel, Woods et al. 2006)

2.2.2.8. Human error, models and references

Search Principle Model type sequential Epidemiological Systemic models
models models Tight coupling and
Specific causes and well | Carriers, barriers and| complex interactions
defined links latent conditions
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Analysis Goals | Eliminate or contain causes Makewtsts and | Identify socio-
barrier stronger, stop | technical contexts
the propagation of creating accidents,

accidents monitor
Examples Chain or sequence of eventsatent conditions Control theoretic
(domino), tree models, (Swiss Cheese Mode|)model
networks models pathological systems
References (Stellman 1998) especially(Reason 2008) (Leveson 2004;
for event trees and causes| (Hollnagel 2004; Le | Hollnagel, Woods et
trees, Bot 2005; Hollnagel, | al. 2006)

(Hollnagel 2004; Le Bot Woods et al. 2006)
2005; Hollnagel, Woods et
al. 2006)

Table 5 Main models of accident and references

2.3. MERMOS: asecond generation HRA

EDF decided to develop a second generation Humdraliléy Assessment method in the

context of the development of the N4 generatiopredsurized water reactors. Basically, this

new method has been created to better take intoumtcthe technical evolutions of this new

reactor. Nowadays, MERMOS is being used for allRtench reactors.

In the previous part of the chapter 2, the mainaapts related to accident modeling and human
errors have been presented. Now, the focus islglearthe subject of this internship, namely the
MERMOS method and the identification of exampleates.

2.3.1. MERMOS: concept and principles

2.3.1.1. MERMOS and other HRA

In a Probabilistic Safety Assessment (PSA) of dearcpower plant, evaluating human failures
that increase global risk is essential. There #ferdnt HRA methods such as MERMOS or its
American competitor ATHEANA described in (Forestéplaczkowski et al. 2007) and

(Wreathall, Roth et al. 2001), or influence diagranfluence approach, described by
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(Humphreys 1987). The general purpose of the HRAstand methods can be expressed as (Le
Bot 2005):

- ldentify actions carried out by human operatorsormal situations or in accident
situations that have significant consequences ers#fiety of the reactor, in case
of failure;

- Evaluate the probability of failure of every actidhat has been identified
previously and incorporate them into the PSA;

- Collect data.

The HRAs consider three different types of errdwat tan be due to human operators (Le Bot
2005).

Type A Errors in normal situations that imply
availability of pieces of equipment of the
safety systems, latent errors

Type B Actions that lead to trigger an initiator
Type C Failure of actions after the triggering of the
initiator

Table 6 Types of errors considered in HRA, from Bat 2005)

For EDF, evolutions of technologies such as sinousadf nuclear power plant control room and
automatic displaying of procedures made their THHRE method irrelevant. The analysis of

accidents shows that the management of the opesaitiocthe nuclear power plant results from a
team consensus: in other words, individual erroesret sufficient to understand and explain
accidents (Le Bot 2003; Le Bot 2005). ConsequemMlgRMOS was born in order to take into

account the relationships between operators, puwesdand interface, in the context of the type
C error, and managed to overpass the individuar goerspective. Considering that errors
happen as a collective process rather than asotisequence of the behavior of an individual is

clearly an important development in the field.
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2.3.1.2. MERMOS: a collective-error based approach

MERMOS considers that an accident is composed ofoge of stability separated by
reorganization of the configuration. A period ofalstity is described by a CICA (Key
Configuration for Accident Management, dConfiguration Importante de la Conduite
Accidentelle’). This method allows EDF to evaluate the probaédi of failure of a system
composed of the team in the control room, the moees they use, and the human-machine
interface. Field workers and a crisis team are aepts of the environment or can be
considered as resources used by the operating Tdemodel implied by this method is relying

on the next key assumptions as described in (Le2B05; Le Bot, Meyer et al. 2007):

- Individual human error is not predominant. The ng@maent of the operations is
decided by the operating team and not by only owkvidual. In each failure
scenario, the system is robust and thanks to rethaiels and other defenses, an
individual error cannot lead to an accident. It Wiooe corrected by the rest of the
operating team (De la Garza and Le Bot 2006);

- Progress of operation through time is a sequenghases of stability consisting
in focusing on a specific aspect of the situatBetween two periods of stability,

the system restructures itself and a new oriemtai@hosen.

2.3.1.3. Accident modeling in MERMOS

In order to do so, scenarios are imagined; thespasms are potential ways to conduct to the
failure of the mission and correspond to identiftejraded modes. MERMOS s, first of all, a
succession of steps that leads analysts to gesd¢eraario leading to the failure of a human factor
mission. The probability of failure of the scenarig calculated by means of situation features,
CICAs and a probability of maintaining a given Cl@#ough time (Meyer, Le Bot et al. 2007).

The situation features describe the situation thaly lead to the appearance of a certain
configuration of the team regarding objectives cdbsd by CICAs. In other words, it is because
of the context that the team decided to adopt #aiceconfiguration. The circumstances (a

“specific combination of events” (Le Bot, Meyeradt 2007)) induce the system to adopt modes
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of organization that lead to mission failure. Besmuhis configuration is not adapted to the
current circumstances, if the configuration is shanged, then the accident will occur: this
notion is contained in the probability of maintaigia CICA through time. In order to imagine
the scenarios, the analysts are asked to con$idethe operating system must accomplish three

functions:

- To diagnose the situation of the nuclear power tpdenal the situation of the state of the
nuclear process by means of indicators and cop&éls in the control room. In order to
carry out the mission, the operating system musaware of what is going on. The
mental representation plays an important role eahility of the operators to make the
good choices and to take the good decisions;

- To have a successful strategy: this strategy explaow to manage the mission regarding
the diagnosis made by the team;

- To take actions: these actions are the steps iagpkcation of the strategy.

The failure of one of these functions implies thiduire of the realization of the mission.

Plant Human Factors Mission
Contextual features Requirements
Random aveni, Structural features Strategy
History ' Diagnosis
Action
Context CICAs Failure

Figure 1 Failure Scenarios global view, from (Le,Bdeyer et al. 2007) (page 269) used under
fairuse.
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2.3.1.4. Description of the data

2.3.1.4.1. Mission

At EDF, human reliability assessments are carried im the context of more general
probabilistic reliability assessments. These amay®rrespond to a specific mission of human
operators in a degraded mode. Probabilistic sadegessments are used to estimate the core
meltdown risk, by means of sequential analysescefdants. Consequently, any scenario is
associated to a certain degraded mode, correspprdispecific unavailable components. In
addition, a mission corresponds to a specific tgpeeactor, and a family of HRA analysis

(corresponding to a type of generator).

2.3.1.4.2. Scenario

A scenario is associated to a mission. More spadi§i, a scenario corresponds to a possible way
to fail a mission: it is a failure mode which catplin how one of the three requirements may
not be satisfied (Actions, Diagnosis and Stratetygin failure modes have been identified and

organize a systematic research of possible scenario

Strategy Action Diagnostic
No strategy No action Misrepresentation of theaditin
Erroneous strategy Erroneous action Misrepresemntati the state

No diagnostic about the situation

Table 7 Failure modes

In addition to failure modes, analysts consider riaguirements which would avoid failure if
they are satisfied. The non-satisfaction of thesguirements corresponds to a possible path

which leads to the mission failure.

2.3.1.4.3. Situation features
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A scenario involves a context. This context is cosgal of situation features. They correspond to
the characteristics of the situation which are ssagy to explain the appearance of the CICAs
and why they are maintained though time. Two mategories can be considered. On one hand,
situation features can be structural charactesigticthe mission, such as time requirements to
perform the mission. This category of situationtdieas concerns all the scenarios which
correspond to the same mission (for all the sceaamrresponding to the mission “Activate the
feed and bleed in less than 35 minutes”, the tieggirement is 35 minutes). On the other hand,
the second category deals with contextual chatiatitey. In this case, situation features are more
specific to the scenarios: for instance, they cescdbe some special characteristics of the team,
or special behavior of members of the team.

2.3.1.4.4. CICAs

A CICA describes an orientation or a configuratadrthe operating system, maintained through tifke.
CICA corresponds to a strategic orientation (aatertvay, manner or objective that lead the
management of the operations) and use of resou@msfiguration corresponds to internal
properties of the operating system, such as makmng team, kinds of relationships among its
members, available operating instruments, etc.ntai®mn is the operating system’s positioning
with respect to the situation: its interpretatidrihe situation, objectives and its priorities, arsd

attitude towards the operating tools (e.g. violatts procedures followed step by step).

“CICA are positive modes of operation and theirtfgnlture only appears in certain situations,
corresponding to a specific combination of eveiaislé to induce the system to adopt modes of
organization — CICAs — leading to mission failu¢ee Bot 2003), page 4. In other words, the
decision taken by the team is conscious, and tlaee reasons that justify this choice

(interpretation of the current situation, or jusiidwing procedures).
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2.3.2. MERMOS: rules of implementation

2.3.2.1. Application of the method

MERMOS s first of all a systematic method thatoals analysts to develop and imagine
scenarios of accidents. This method can be diviised4 main steps.

- Study of the requirements
o The analysts define what the requirements are degathe strategy, the action and
the diagnostic. These three elements corresportietddunctional requirements in
order to accomplish the mission. If one is unsigsfaccording to the previously
described failure modes, then the mission fails.
- Qualitative analysis
o From the requirements, analysts are deducing theexband the CICAs that may
lead to the mission failure. Two situations aresidered:
» |t corresponds to a new study: analysts cannotaeffom existing scenarios
their studies;
» This study is similar to a previous analysis angsttihey can partially or
totally deduce their analysis from this older secgna
- Quantitative analysis
0 Analysts express quantitatively the probabilitidsck are associated to the different
elements of the scenario (CICAs, context and nonsrgguration).
- Finalizing results

0 Analysts check the validity of their results.

2.3.2.2. Data collection: expert judgment

The MERMOS method requires from the analysts thal tare proficient in reliability of
systems, that they have knowledge in human factihvat they are confident in process
management and in operations management. Besigesxpert must be able to appreciate the
final probability of appearance of an event in ortte correct it if necessary. MERMOS is a

method of creation of knowledge from expert advite.order to improve their expertise,
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analysts are trained with simulators (Le Bot, Pestnal. 2008), have access to procedures, to
previous accident reports and to previous analyseghermore, a collective expertise takes an
important role in the use of the MERMOS methodoider to make the exchange of knowledge
possible between experts, the use of MERMOS isgusitechnique of comparison (“method by
Delta”) which consists of adapting a scenario teew situation. An analyst reuses the work of a
previous analysis.

In order to have a general view of this method, é&mpx 2 proposes a figure which describes the
different steps of creation of a new analysis. Ttyare is adapted from (Le Bot 2005; Pesme,
Le Bot et al. 2007).

2.3.3. Quantitativerisk assessment

The analysts can forget scenarios: the hypothesthat some scenarios cannot be imagined.
These scenarios are outside the limits of humaalléctual projections (Le Bot 2005). Thus, the

method considers a residual probability which cgpoads to these scenarios. For the rest of this

study, this probability will be noted,..

Probability | Considered everf: “Failure of HF mission”

of failure of
HF mission P(E) = Bes + z P,
i€l

Wherei corresponds to thé" identified scenariol is the set of these identified
scenarios.

P; is the probability of appearance of i identified scenario.

Probability | Let’s call:

of - G the j** CICA (see the part dedicated to the CICAS)
appearance P(Ci|Sk1ka,..) = P¢;isi.1,.. @nd corresponds to the probability to have|the
of scenario o

event “thej" CICA is relevant in this scenario”. Th&" CICA may
happen if and only if the context is favorableoiler words, if and only
if the situation features that may generate theeapgmce of this CICA ar
true;

- S, : thek®™ Situation Feature.
P(Sx) = Ps, and corresponds to the probability to have thene\tae kth
Situation feature is relevant in this scenario”.

(O
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- Finally:

P; = [Py ] HPlesK Hpsk

jeJ keK
WhereB,, is a probability of non-reconfiguration

About The probabilities used are imposed: they eitherecfnmm experience feedbac
probabilities | or are given by data. In the first case, the exprr$t decide if the probability

analysts may add two steps, consisting in an implessituation ( 0 probability

probabilities, the numeric values are:
Vj,Vk, (P, PCJ., P ) € {0;0.01;0.1;0.3; 0.9; 1}3

very improbable, improbable, probable, very probalih addition to this scal¢

ks

or a certain situation (1 probability). Respectyyelkhen the analysts appreciate

Table 8 Quantitative results given by MERMOS

2.3.4. Remarksabout the quantitative analysis

2.3.4.1. Residual probability

Ideally, the residual probability should be deciregsvhile knowledge about scenarios leading to

the mission failure is created. However, the rgadBtdifferent: the number of scenarios for a

given mission is not considered as important endagthange the value of this probability.

2.3.4.2.  Situation Feature probabilities

It is interesting to notice that the situation teat form all together the context of a scenario.

P = 1w | [Pejse ]_[Psk]

jej kek
H_J

Probability corresponding to the appearance of
the context.
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The probability of appearance of the context cdesid the simultaneous appearance of the
different situation features which constitute tdgetthis context. In other words, this probability
corresponds to the coexistence of the situatiotufes.

P(Contex) = P(Situation Features i Situation Features2 ... Situation Features K)
If situation features are independent, then:

P(Contex) = P(Situation Features i Situation Features 2

N ... Situation Features K)H | Ps,

keEK

The analyst is then estimating the probability mbearance of every situation features.

On the other hand, when the method has been cotestiuthe case of dependent situation

features has been considered.

2.3.4.3. Independence of Variables

The MERMOS method may consider scenarios havingrti@n one CICA. For such scenarios,
CICAs are not necessarily independent. ResearclDamdlopment team has advised analysts to
complete scenarios respecting a hierarchy amoungtsins features and CICAs. For instance, by

considering a scenario composed of two CICAs artdofsituation features:

P(Cica 1 and Cica 2|Context
= P((CICA 2|Context) |(CICA 1|Context)) (CICA 1|Context)

For the final formulation of the probability, let®nsider the next description of a scenario.

» “Accident” is the event which corresponds to th@egrance of the event “mission

failure”.
» S is the event which consists of the appearanckeoétent “Situation Featutes

relevant in the current scenario”.

P(Acciden) = P(S; NS, n CICA; N CICA, N NR)
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More practical expressions can be expressed aswvoll

P(Acciden) = P(NR | § n'S, N CICA, N CICA,) x P(S,n'S, N CICA, N

CICA,)

P(Accidend
=P(NR| S NnS,NnCICA; nCICA,) x P(CICA,|S;nS, nCICA))
X P(S; NS, nCICA))

P(Acciden

= P(NR|§ NS, NnCICA, n CICA,) X P(CICA,|S, NS, N CICA,)
x P(CICA; |S; N'S;) X P(S, N Sy)

Next expression allows to see the hierarchy ambadlifferent parameters to consider: firstly,
S, is quantitatively defined. Then, knowing thatiS realized, $is quantitatively defined. Then
knowing that $ and S are realized, CICAis quantitatively defined. The same operation is

performed until every parameter is quantitativedyired.

P(Acciden
=P(NR|§ nS,nCICA; nCICA;) X P(CICA,|S; nS, nCICA))
X P(CICA{ S, n'S,) X P(S,1S)) X P(S))
Analysts give probabilities knowing that the otk&¥ments of the scenario they are creating are
realized. MERMOS deals only with conditional proiti&ibs.

In case of independence between variables, thisuier is still true. Consequently, it is possible
to consider the independent case as a specifiatisitu of this more general formula which

considers the dependent cases. In details, thereliff terms of this last expression can be
described as follow:

» ThetermP(NR | § NS, n CICA; n CICA,) correspond to the probability
that the system does not change its configurateggrding this configuration
and the context.
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 ThetermP(CICA,|S; NS, N CICA,) X P(CICA, |S; N S,) corresponds to
the probability that the system adopts a certanfigaration described by
CICA; n CICA, in this given context.

« The termP(S,|S;) X P(S,) corresponds to the probability of appearance of

the context.

In a scenario with more CICAs and situation featurine probability of appearance of an
accident is given by the next formula.

P(Accidend = P(ﬂ S N ﬂ CICA; N NR)
k i

What corresponds to:

P(Acciden

=P(NR|ﬂ S, N ﬂ CICA))
) |

L

xﬂP(CICAidO S, N ﬂ C|CAi>xnp(sk,| ﬂ sk)

ir i<i! kr k<k’

2.4. Limitsof the MERMOS approach

MERMOS is a method which allows the analysts toresp subtleties in their analyses. That is
why the scenarios may be extremely accurate, dmsgra specific context that may lead to the
accident. Research and Development team has intafiBE#ERMOS as a dynamic system where
analysts would use previous analyses to feed therent analyses. Every analyst increases his
or her knowledge about HRA and would increase tengty of information contained in the
database.

However, these subtleties cannot be systematicadilysidered: the quantity of pieces of

information which has been created for last 12 yedruse represents thousands of lines in the
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database. This amount of information generatesl@molof research of relevant information in a
partially structured database: analysts answerifsgpgrarameter about a scenario (CICAs,
situation features, requirements, etc). Howevee, wWay to describe these parameters is not
prescribed. Clearly, a method to identify when anseio is similar to an existing one must be
defined. It would significantly decrease the tinperst by the analysts to perform an analysis,
since they would just have to adapt an existingtortbeir current situation. This difficulty in the

research of similar analyses must be connectduktsize of the database.

The database is composed of 45 tables. The tabtsts for the model are described in the next

table.
NAME OF RECORDS MEANING
TABLE

CICAS 3801| Configuration and orientation of thenbeexplaining how the mission can be failed.

HRA family 21| HRA families correspond to the readiype that is studied and to the context of the
assessments (assessing fire hazards in a typaatbrdor instance)

Requirements 7619 Requirements correspond to whst e done in order to succeed the mission.

Failure mode 8 Failure modes are linked to requinedtions (Strategy-Diagnostic-Action) and
correspond to identify way to fail these requiretsen

Initiators 957| Correspond to the initiators frone tiechnical part of the probabilistic reliability
assessment. Initiators may be used by analystietdify a mission.

Unavailable 956 | When the human factor missions begin, the sy&én a degraded mode: some

components components are not available. These systems magdukby the analysts to
identify a mission.

Mission 957| A mission is composed of scenariosesgonding to possible ways to fail the
mission.

Situation 13165| Situation features describe the context peéammnce of the scenario

Features

Table 9 Database overview

At the beginning of the deployment of the metho8,standards HF missions were given to
analysts in order to give them a minimum of guidafice Bot, Bieder et al. 2000). Originally,
“this refinement was required to compensate for gheceived complexity of the method.” In
addition to this database, guidelines had beenlogseé to allow an analyst to derive the whole
analysis of a HF mission from a standard HF missidhe principles relied on the identification

of discrepancies between the HF mission to be aadlgnd the standard HF mission used as a
base, and on guidelines provided to modify the @@wanalysis accordingly” (page 4). As the
analysts have gotten more experienced, the useeafldtabase changed; it became a source of
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general ideas, whereas its first use was to beuacsoof scenarios. Last but not least, the

database helped to compensate the difference eftesgpbetween analysts.

2.5. Conclusion

EDF has passed from a THERP-like method (called&fHO MERMOS. The advantages of
Mermos over the previous method have been indedtifi (Le Bot, Pesme et al. 2002), and can

be summarized as:

- the systemic perspective of the approach since MBBNE a step-by-step method
which helps to imagine and described failure saesar

- the realism of the modeling, consisting in imagiand describing the context
leading to an accident;

- the applicability of the method both in terms o&bidity and cost: MERMOS can be
easily deployed. It does not require any modelifipe activity like THERP does;

- the richness of the analysis;

- the traceability of the analyses since all theltesare supposed to be justified.

However, from a practitioner’s point of view, THERRs advantages over MERMOS. The data
come from tables and once the process is modeletting results is easy. However, the
preparation work is significantly long. The diffity to set up a THERP-like method gives to

MERMOS a serious advantage by comparison whichpoaduce subtle analyses.

In order to identify pattern over the analysedsihecessary to categorize the parameters that
have an influence in a mission: MERMOS is uniqtedatabase is unique and represents at least
12 years of advance over any competitors in thédaarresponding to 12 years of acquisition
of data. The previous literature review will be dige create a model of the example MERMOS
analysis, based on the previous analyses, whialotexist yet. More specifically, the model of
example analyses corresponds to the way MERMOSsésl by analysts and will be built
regarding the existing analyses. The research wegol modeling of example MERMOS

analyses.
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3.Systematization of the analysesin MERMOS

3.1. Introduction

According to the HF team, analysts search simiteyses using 3 different manners. First of
all, they may be looking for missions containingtheir labels a specific key word. Other
techniques of research concern a research basedawailable components and subsystem (a
MERMOS mission takes place in a degraded contexjanitiators.

Now, the database is used in order to deduce dpserom existing missions or scenarios. The

“delta method” described in (Pesme, Le Bot et 8D7) consists of using an existing analysis

and adapting it to the context of the studied asialyHowever, this reuse is not systematic, or at
least presents some unexpected bias. Analystssarg the general sense of previous analyses;
but the label is not exactly the same. Consequeintyn a database point of view, it is as if they

were created new values for a given parametersinfnediate consequence deals with the

difficulty to research missions in the database.

For the purpose of this study, identifying patteingplies finding a way to overpass the
immediate difference between the analyses and updgite ones which are different because of
vocabulary problems rather than a conscious wilthef analysts to differentiate them. Clearly,
the objective is to identify the pieces of informatcontained in the analyses in order to create

groups of similar analyses. However, this objectjeaerates questions, such as:

- How a group of analyses is defined?

- How to solve problems of spelling and vocabulary?

Scenarios are different or similar to each otherabee of the presence or of the absence of
certain values for parameters, such as failure syodeguirements in terms of function to
perform to satisfy the missions, a time window, B#Cand context. These parameters are key
parameters in the identification of patterns amprayious analyses.

In addition, the quality of entries of the databmseariable. In order to fix some problems due to

spelling error algorithms described in (Damerau4)3&ve been used.
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3.2. Homogenization and classification of the key parameters

3.21. Modeling CICA

3.2.1.1. Categories

A first study on the CICA revealed that they showadtern. A CICA corresponds to an action,
specified by some complements, such as temporal @eing this study, it has been shown that
the number of actions used for the CICA is finishadd corresponds to 14 actions families.
These families present similarities which have be&ploited to create 5 CICA categories.
Actions families have been built regarding only thega: It is just the translation of recurrent
pattern in the way analyses are performing HRAtl@nother hand, CICA categories are linking
CICA with models identified previously. The CICAtegories are a practical applications of the
works of (Perrow 1984) in order to consider comjtiexof (Largier 2008; Reason 2008;
Sockeel, Chatelain et al. 2009) about the errondotexpretation of a situation, and of
(Hollnagel 2004; Hollnagel, Woods et al. 2006; Haljel 2009) since it corresponds to a certain
configuration that would make barriers and protewtiineffective.

- Category A
0 The action has a strong temporal dimension, expdelyg a delay. Analysts want
to emphasize how operators manage tasks in timeetder, every CICA has a
relation with time, since a CICA reveals that itiigelevant regarding a given
situation because it was maintained for too longt. tBe CICA might concern the
time dimension of the management by the team ircdimérol room. The work of
(Perrow 1984) about system complexity and coupjivgs an insight about the

reasons that would make management of operatioms@irrelevant regarding a
situation.

- Category B
o The action is defined by its cognitive dimensiohe tteam must interpret the
situation; the situation might be described byck laf understanding. This CICA
category can correspond to collective K errors (ieage: understanding and

interpretation of the current situation. in order det an original and adapted
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solution to the situation) or S error (Skills: augtic answer from the team or
inability to identify the current situation as amergency situation). This CICAs
category is related to the work of (Reason 2008).

The team determines objectives, which are linkedht understanding of the
situation. This CICA category is thus concernedtliy way the team manages

these objectives and how it understands the situati

- Category C

o Procedures and the way the team is following pro@simay play a significant

role in accidents. This CICA category describes plositioning of the team

regarding rules. It might be an R-error (Rulesppr@priate procedure applied in
a given situation), or waiting attitude from there toward the procedure. It is
important to separate the case where the CICA coadhe necessary time to
apply the procedure (Category A) with the case amping the attitude of the

team toward the procedure. This CICA category magdl with the context; for

instance, it might be related to the unusual aspkthe accident, and the team
might be working under stress. As a general riiis, ¢ategory allows to make a
connection between failure of the HF mission, rubesd the positioning of the

ream regarding these rules. This CICA categorglsted to the work of (Reason
2008) about violations, of (Rousseau and Largi€®82@nd (Hollnagel, Woods et
al. 2006).

- Category D

o0 The team is in constant interaction with the tecahside of the nuclear power

plant. The positioning of the team regarding teghai might play a role in the
appearance of the accident. This CICA category doésmply the team to have
any understanding of what is happening; it justcdbes how the team uses

technical resources or a part of the system.

- Category E:

0 The team decides to delegate a task to a spe@fsop or component. Because

R.N. Arnaud

they are delegating, redundancies disappear: orsompealone or an automatic
component is having a responsibility that was ghére the whole team before.

This CICA category may concern the human resour@sagement by the team.
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However, this classification does not support dpescenarios having two CICAs. For the “feed
and bleed missions”, the next CICA couples have lidentified:

- A-A: The crew postpones an action in order to kpeforming or to start another
action;

- A-B: The crew postpones an action because it fetlr@dthis action has an unwanted
outcome;

- C-B: The crew applies a not adapted procedure éoctirrent situation due to an
erroneous representation and understanding ofttreien .

3.2.1.2. Rules

The rules to automatically assign one CICA to @&gaty are using the presence of key words.
The strategy is to first identify the action famtky which a CICA belongs. Since each CICA
family belongs to a CICA category, the categorthen known.

3.2.2. Modeling Systems and components

3.2.2.1. Categories

As described in (Electricité de France 1982; Boaigand Tanguy 1996; Libmann 1996), safety

in a nuclear power corresponds to three functions:

- Controlling nuclear reaction;
- Cooling core;

- Isolating radioactive materials.

Other components do not fit with this categorizatmd correspond to support functions, such as
interface. This vision gives a grid to list all tkemponents that might have any kind of
importance in human factor missions. For instatite next table gives examples of components,
which may be not available for a mission.
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First safety function : controlling nuclear readiv

RPN Neutron activity measurement system

FBA Bore injection automatic system

Second safety function : cooling combustible

GMPP Primary pump

GV Steam generators

ASG Auxiliary GV alimentation
ARE Water flows regulation system

Table 10 Systems and components modeling: examples

3.2.2.2. Rules

Each component of this system corresponds to aorandairiable, whose state space is binary
corresponding to true or false. For a given missibRPN is “true”, then the neutron activity
measurement system is unavailable for this missidre rules are using the presence of

keywords: the database contains a table listingaitable systems for every mission.

3.2.3. Modding Requirements

Requirements correspond to actions that the teast aecomplish in order to get the mission
done. These actions can be expressed by a verhndtance, the requirement may be the
opening of two valves over three of a certain congmb. Requirements correspond to a step in
the use of MERMOS: formulating what is requiredatttomplish the mission helps analysts to
deduce possible scenarios of non satisfaction egehrequirements. In order to describe these
requirements, analysts are generally using a véraction, plus the object of the action: for
instance*Make the diagnostic that the secondary loop is vwailable”. Analysts are imagining

how the team may not diagnose the unavailabilitthefsecondary loop.
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It appeared that the number of actions correspgnidimequirements is finished and contains 18
items. The rules to state the category of requirgmeonsists of testing the presence of these

verbs of action, once the data have been prepared.

3.2.4. Modeling failure modes

Failure modes correspond to the non satisfactidoradtional requirements, defined as Strategy,
Diagnostic and Execution. In order to accomplish mhission, the team must apply a relevant

strategy, perform a relevant diagnostic, and perftbre appropriate actions.

Each of these functional requirements has failingles, identified as:

Situation diagnostic is irrelevant

State diagnostic is irrelevant

Situation diagnostic is missing

Situation state is missing

Strategy is missing

Strategy is irrelevant

Execution is irrelevant

Execution is missing

Table 11 Failure modes

3.2.5. Context and situation features

The context of a scenario contains the specifid parthe analysis. The situation features
describe the necessary conditions for the CICAaptzear and are consequently highly variable.
Their number is not constant, varying from 1 toitbagion features for the missions “Feed and
Bleed”. The probability of the context varies siggantly, in function of the scenarios. For the

missions “Feed and Bleed”, these probabilities W¥eogn 0 (corresponding to situation where the
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analysts were not able to identify a possible sgeremd so there is no identified context) to 1
(the context will happen surely regarding this aiton).

It did not seem feasible to identify key words tivatuld help to categorize them. However, main
conceptual categories have been identified, depgnmh what the situation features are applied.
Indeed, situation features describe the socio-ieahanvironment in which human operators are
working. As described by (Rousseau and Largier 2B@8nagel 2009), contextual features may
play a role in accidents. It is clearly taken iatmcount by MERMOS since the analysts have to

imagine the context that may lead to a given CIGAck may lead to an accident, corresponding

to a mission failure.

Situation features may be linked to the traininghef members of the crew. A
lack of training might lead to the appearance oémain CICA. A lack of
experience might be involved too.

o]
S
e Individual reaction may lead to an accident; thiesi&vidual reactions may be
3 due to an extra work load, stress due to emergsitigtions, etc.
S Context may be concerning any style of leadershgngineers in charge of the
% E crew, or the presence or the absence of the paoplarge of the operations.
5 2 This category of situation features is directlykéd to the work of (Hollnagel
% = 2003; Rousseau and Largier 2008; Hollnagel 2008)tte pathogen causes of
_5 * g organizations leading to accident.
o
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Technical Context

R.N. Arnaud

Characteristics of the way operations are managed

System characteristics

Information sharing

Work and tasks splitting

State parameters evolution

Information sharing concerns the way the teamasisb information betwee

its members.

Usually, when an analyst is describing informatbaring in a situation features,
the analyst is describing a situation where infaromeflow is blocked by an
individual. This individual does not show any wil transmit any pieces of
information, because he/she did not identify th@eees of information as
important. It may correspond to an S or R erradescribed by (Reason 2008;
Sockeel, Chatelain et al. 2009). It may be a Kre(idollnagel 2009) explain

how human beings apply a filter to pieces of infatiaon.

Because the team is in an accident mode, taskd imégleassigned. The
changes might imply the suppression of redundareseen the members of
the team.

For instance, a technical engineer supposed telping the water/steam
engineer, might be following the procedure. Consetjy the redundancy
water/steam engineer, technical engineer disappEaisway to consider
redundancies is specific to MERMOS and is describele articles presenting
the method.

The team makes its decisions based on indicatoichvdescribe the proce

state. The process state might play a role in geéstbns of the team, and thus js
a part of the context.

This category of situation features has been desdra lot: it corresponds to the
interaction side of the human factors. Clearlyatgdhe focus has been put on
the sociological aspect of human error, as empbddiy (Reason 2008). This
category can be linked to problems related to itmgirit corresponds to the
understanding of the team of the state of the pce
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Something related to components happens, such@ampa that stops workin

Even if this event might be punctual, it can imghanges in the team.

Material related

events

The team accomplished a technical action suchigggeting a safety injectiol

The analyst considers that this action has a sogmif influence over the context.

The team takes its decision on the light of indicatlisplayed in the contr

room. These indicators are known, and listed. Tdweyespond to physical
measures that allow the team to follow the procasg,to the state of the system,
to know how some technical components are working.

The available information in the Technical actions

Characteristics of the available

pieces of informatic

control room

Table 12 Situation Features modeling

The freedom the analysts have to express the isitutgatures makes technically impossible to
define rules which assign each situation featwesdategory of the grid. Besides, the number of
situation features is totally random. It generatéfficulties to produce code to obtain
automatically the situation features probabilitisd to compare situations. However, it is
possible to get interesting pieces of informatioonf the label of the situation features,
corresponding to the components which are involweal given scenario, to specific members of
the team, and to indicators. The rules are quisy sace they consist in testing the presence of

specific keywords in character chains.

41
R.N. Arnaud Modeling Analyses and Data in Humaridakdity



Steam generator (SG) le
Steam generator activ
Primary pressu

Steam pressure C
Pressurizer lev

Different tank level

Core and othe temperature
Radioactivity

Pressur

Table 13 Indicators and measures

Pumps situatic

Level of tank

Temperature

Alarms corresponding to unavailable compon
Logic feedbacks (position of valves for instai

Table 14 Indicators about the state of the system

3.2.6. Evaluating rules of association

In order to automate the categorization of thes$terdint parameters, rules of association has
been created. These rules test the presence ofokeéywn the labels. CICAs and situation

features are specific in the sense they are fulgressed by the analysts. As explained
previously, the automation of the categorizatiorsitdiation features was not possible. For the
requirement categories, no case with more thankegavord present in one scenario has been
identified.

Rules for CICAs may be subject to mistakes: som@ASIcontain more than one key word, and
consequently they may happen to more than one @kEégory. In order to better consider this
situation, another rule has been created. Thiscwsists in considering that the CICA category
is given by the first identified key word.
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In order to appreciate the accuracy of the rulesssbciations for the CICAs, different indicators
are developed as mentioned in (Rakotomalala 2a68)confidence, the support and the lift.
Support describes how many times a rule has bepledp Confidence describes how many
times a rule has been applied when it was apprepr@onfidence would require a study for
every scenario: it is not possible to automatéldwever, it is possible to create an interval for
the confidence. Indeed, in a worst case situatios,specific rule used for the CICAs would

generate systematic error. Thus, it is possibierite:

Number of times of application of second rule rélijag this association
Number of scenarios dealing with this association

Conf =>1-

Confidence is an indicator related to a conditigorabability. For instance, if the rule is:
R=(If the word “Valve” is present, then the categm “Open”)
Then the confidence of this rule is (Rakotomal#1a8®):

Conf (R) = Conf (If the word “Valve” is present, then the category is “Open”)
= P(Category is "Open"|"Valve" present)

The lift must be superior to 1 if the rule is redev. It corresponds to an odd-ratio: the lift is an
indicator explaining the likelihood of the rulesappeared that the rules are relevant and quite

accurate, according the appreciation and examples ¢n (Srikant, Vu et al. 1997).

CICA category A | category B| category C category D egaty E
categories

Support 15% 26% 37% 5% 17%
Confidence| 91% 81% 99% 90% 85%

Lift 5.96 3.13 2.69 17.17 5.00

Table 15 Rules evaluation

3.3. Method for identifying similar scenarios

3.3.1. Bayesian network: a promising tool
A Bayesian Network is a directed acyclic graph nbdes” and “links” that conceptualize a
system. The nodes express random variables whitdnddo different sets of states. Each
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relationship between nodes is expressed by conditiprobability that gives the dependencies
between nodes(Corset 2003; Department of the Emviemt 2009).

Bayesian networks are used in order to represerkribwledge obtained from the model defined
in phase 1. The objective of this study is not &vedop any improvement about Bayesian
modeling but to use in order to identify recurrgitterns among the existing analyses: The
literature deals with techniques of modeling withyBsian networks, such as (Corset 2003) and
(Lauritzen and Spiegelhalter 1988): these two damusigive a first introduction to Bayesian
networks: definitions, interesting properties, @vide propagation. Other articles such as
(Hojsgaard 1996) are more focused on strategieevelop a model using Bayesian networks.
The problem with Bayesian networks is the numemsgllosion that makes it necessary to find a

compromise between reality and a reasonable model.

3.3.2. Objectives of the Bayesian Networ k and the research algorithm

According (Rakotomalala 2008; Department of theiitmment 2009), the first step consists in
defining the objectives of the Bayesian networktHe context of this study, it is a tool that
represents analyses. If some parameters are gegeabme key configurations will appear in the
Bayesian network.

A family of missions corresponds to a set of migsibaving similar properties. These properties
are identified by the method of search of similassions carried out by the analysts. They are
looking for missions having given unavailable comgots and given initiators. They can be
looking for missions with key words (for instandde missions which contain the words
“‘BORE” in their labels). In order to find sets ofaenple missions the method consists in looking

for missions having components in the same state:

Initializing: there arg components that might be unavailalle. [1; /]
Imposing the componeritas unavailable; other components are available.

Identifying all the missions involving the compon¢ms unavailable.

A w0 Dd P

Identifying the missions in 3 which are similarfi@ meaning perspective.
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5. Deducing the appropriate key words from the missioientified in 4, if it is appropriate. If
not,goto 1, with =j+1

6. Perform a research based on these key words ttfiddre missions belonging to this set (or
example mission category): check that the obtamesions constitute a set of mission and
thus can be used to create an example missioro Gowithj = j + 1.

7. Stop if all the components have been studied (whety).

A mission belongs to a mission category if and ohthe label of this mission contains the key
words defining this mission category. Inside thessiin category there are some subparts
corresponding to unavailable components. Lookingk&ywords is necessary, because missions
are not described with the same quality and sonmpooents might have been written as
available even if they are not. Once the key wamsidentified, it is then possible to assign a
rule: IF (presence of key words in the label of thission) THEN (the mission belongs to the
category of missions). The rest of the study isused on a specific example mission,

corresponding to the feed and bleed missions, sited previously.

3.3.3. Construction of theinfluence diagram

3.3.3.1. Influence diagram based on current practices

The way the research is accomplished reveals ctionedbetween parameters. When analysts
are applying the delta method, they start to lomkthe missions having a specific key word.

Then, the research is getting more accurate themkmavailable systems and initiators. Once
analysts have a set of potentially appropriate iomss they look for the best one thanks to the

scenarios, by means of a research based on ClGAseguirements.

45
R.N. Arnaud Modeling Analyses and Data in Humaridakdity



Unavailable ”
components Initiators Key words
Missions
o~
=" 1
CICAs Requirements

J
Scenarios

Figure 2 Relationships given by the way analysesthe database

3.3.3.2.  Building the model for the example mission “GAVE-QOXERT” (GO) or
“Feed and bleed”

Missions containing the key words “GAVE-OUVERT” cpose the set of missions
corresponding to the example “feed and bleed” missi These missions are linked to two
components: ASG and ARE. Depending on the statéisese components, 3 main patterns are
identified:

- ARE and ASG are TRUE: it corresponds to 68% of‘teed and bleed” missions;

- ARE is TRUE and ASG is false: it corresponds to 2dfi4he “feed and bleed”
missions;

- ARE is false: it corresponds to 8% of the “feed afed” missions.

However, the pattern of research described preljiodses not allow one to identify

configurations having a significant weight in thet sf the “feed and bleed” missions. It means
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that relationships are missing. When an analystksvan a mission, he/she considers every
failure modes, and then imagines requirements ftioese modes. The non satisfaction of a
requirement is a way to find the failure modestHa MERMOS method, as described in the
bibliography related to the method, a CICA corregisto configurations that make possible the
non-satisfaction of the requirements. Consequeatl@JCA is connected to requirements and to

failure modes; requirements and failure modes anmected too.

Unavailable

Initiators Key words
components
Missions
4
N\ N2
CICAs Requirements

Failure modes

Scenarios

Figure 3 Relationships given by accident theor@slete the previous model

3.3.3.3.  Getting conditional probabilities

Conditional probabilities are obtained from theath@ise, and correspond to weights of each

parameter regarding all the configurations seahén‘feed and bleed” missions. It is important
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to underline that these probabilities are not thababilities estimated by the experts. Clearly,

these probabilities are just used to identify #g@irrent patterns among the scenarios.

Categonie exigences =
Mode de defaillance = Diagnogtic_de_situation_eman_
Mizzion GO wpe = Fol5E =] TRIE
Mizzions: GO minoritaires = FaLSE = TRUE = FALSE = TRUE
Mizsion GO importante FALSE TRUE FALSE TRUE FALSE TRUE FALSE TRUE
P |categorie A [0.1EEEEEET I 0: 0.1BEEEEET 0 0.16EEEEEY: 0.1GEEEEET: (.1EEEBEET
categorie_B 0.1EEEEEET I 0: 0.1B6EEERET 0 01BEBEEEY: 0.1GEEEEET: (.1EEEBEET
categorie_C 0.16EEEEET 1: D.BEEBEEEY: 0.1GEEEEET 1! D.16BBEEEY: 0.1GEEEEET! (.1EEEEEET
categonie_D 0.1EEEEEET a 0: 0.1EEEEEEY 0 0.16EEEEEY: 0.1GEEEEEY: (.1EEEEEEY
categorie_E 0.1EEEEEET I 0: 0.1BEEEEET 0 0.16EEEEEY: 0.1GEEEEET: (.1EEEBEET
FAS_DE_CICA_REMSEIGMWEE : 0.1EREERET 0: 0.33333333: 0.16EEEEET 0 01BEBEEEY: 0.1GEEEEET: (.1EEEBEET

Figure 4 Conditional probabilities: screenshothaf tonditional probabilities table from
(GENIE-SMILE 2009)

Let’s explain the two first column values.

- The first column corresponds to the case:
o0 Requirementis : “PROCESS FASTER”
o Failure mode is: “Inappropriate situation diagndsti
0 The states of ASG and ARE do not correspond tossiple case. However, the
software needs to know the repartition, even g tt@se will never happen.
- The second column corresponds to the case:
0 Requirementis: “PROCESS FASTER”
o Failure mode is: “Inappropriate situation diagndsti
o The mission is a main one: the components ASG &R are both unavailable.
o All the missions corresponding to this configuraticoncerns systematically a
CICA of category C.

Technically, getting these probabilities is noffidiflt since it is easy to specify research based
on the states of the variables and to count oceoes satisfying a given state. However, the
number of probabilities to obtain is enormous: ttee table of probabilities of the CICA, 2430

probabilities are required.
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3.3.4. Limit of thisapproach

Until that point, a method to identify example nugs and scenarios has been identified and
implemented over the GO missions. However, thishoetdoes not consider the quantitative
knowledge contained in the database. An analyss da¢ simply describe the situation that
might lead to a failure of the mission; the anatysantifies this risk too. This Bayesian network
may be seen as a map which proposes paths thdrdead certain configuration of parameters
such as unavailable systems, failure modes andreegents, to the failure of the mission,
specified by a scenario and probabilities whichehlagen estimated by the analysts. By means of
a Bayesian network, it has been possible to idepitterns among the qualitative part of the

analyses performed by the experts.

The objective is now to study if the identified egdries can explain the quantitative results. In
other words, if the categories make sense, thesdberarios corresponding to a same category
(defined by a category of CICAs, a category of refjuents and the sates of the unavailable

components) must have similar probabilities.

The next chapter will show that other pieces obinfation are missing and must be considered

in order to explain, partially, the quantitativesués given by the analysts.

3.4. Extended method for improving quantitative

analysis. a data centered approach

3.4.1. Introduction

The problem involved with this project is to mapmso low-level data into other forms,
corresponding to example missions and example gosngFayyad, Piatestsky-Shapiro et al.
1996) propose a methodology to achieve this purposieed, this objective is exactly in the
field of Knowledge Discovery in Database (KDD); a@ahining is a step in the KDD process.

The main steps are selecting the data of intesggtgrocessing it. The operation of data mining
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follows. The final step is a phase of evaluatiod amnerpretation of the results. It is in the phase
of data mining that the use of the knowledge relateaccidents theories is required in order to

explain relationships among data.

Indeed, it is important to keep in mind that thed@ladoes not necessarily corresponds to reality:
the purpose is not to create a model of accidengsnuclear power plant; but to develop a model
of how analysts are performing analyses in orddrelp them in this task. Consequently, even if
two parameters might be highly correlated in theade is important to not create any shortcut
rules. The analysts must follow the method desdritoe MERMOS. If the aim was to create a
model from data without considering any other pseo€information, the method would have

been different. It is even truer since the datanateshowing the same quality.

Consequently, the connections between variabled exist because they make sense to the
analysts rather than because there are mathematigzdtors saying so. However, methods such
as multivariate analysis of variance (MANOVA) camised (Minitab 2007). The objective is to
check if the model can explain quantitative resiMsre specifically, MANOVA tests check if
the model explains the variance of the data. tvedl to test hypotheses regarding the effect of

one or more independent variables on two or mopemigent variables.

3.4.2. Positioning the problem about quantitative results

Getting quantitative results has sense only i§ipossible to give them with a certain level of
trust, or at least with indicators that allow asétyto appreciate their accuracy. This level ddttru
is directly dependant on the variability of the Ipabilities that are used to get this result and to
the number of records matching the configuratiomesponding to the category. The idea is thus
to find categories where the entities present cfsbabilities, without getting sets too small.
The question behind that part is dealing with tbhase of the probabilities of the different
parameters: is it possible to reuse entirely thalyses already performed, including the

probabilities?
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3.4.3. Probabilities corresponding to the CICAs

CICA probabilities depend on different parameteegegory requirements, the failure mode, the
type of mission, and the category of CICA. Thestergections correspond to the actual
representation of CICA in the model, based on atslyse of the database, and on accident
theories. In order to identify the parameters tha supposed to have an influence over the
probabilities of the CICAs, a general MANOVA testperformed: it appears that as expected,
time requirements does not explain the values®fQICA probabilities. A CICA is thought as a
consequence of the context (Bieder, Le Bot et@9). It might be tempting to include the type
of reactor in the model. The reactor type mightehaw influence, but if this criterion was
considered too, the number of values to specifyldv@ass from +100,000 to +700,000; the
parameters that are considered now correspondetantin ones (MANOVA test results are
displayed in Appendix 3).

3.4.4. Probabilities of situation features

The context is related to the type of reactordiditly, MERMOS has been constructed in order
to better take into account the changes of interbaw control in the N4 type reactor (Pesme, Le
Bot et al. 2007).

Reactor type name Number of scenarios
LO_N4 _EPR 19
LO_900_CPY 8
LO_900_POST_VD3 8
LO_1300_POST_VD2_(incendieR5
LO_CPY 166
LO_PQY_DPY 143
LO_1300_VD2_REX 223
LO_N4 _POST_VD1 234
LO_N4 212
LO_Type 21

Table 16 States corresponding to the differentdygdgeactors, with the number of occurrences
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In order to decrease the number of states, 900M&&etors and 1300MWe reactors are
regrouped. The possible states for the random har@orresponding to the kind of reactor are
thus:

Reactor type name Number of scenarios
LO_N4_EPR 19
LO_900_POST_VD3_CPY 16
LO_1300_VD2_REX_POST_VD2_(incendigp48

LO_CPY 166

LO_PQY_DPY 143

LO_N4 POST_VD1 234

LO_N4 212

LO_Type 21

Table 17 Grouped states corresponding to the diftelypes of reactors, with the number of

occurrences

The situation features are extremely variable: thiesydescribing the context that might see the
appearance of the CICA leading to the accident.s€guently, it is necessary to study these
contexts one by one in order to identify similastifor the scenarios corresponding to a given
example scenario. Situation features correspond tmntext: MERMOS gives accurate and
subtle results (Pesme, Le Bot et al. 2008) becaus@ossible to imagine the context that might
lead to the appearance of a certain configuratiohuman operators, leading to the mission

failure.

Since it is asked to analysts to imagine this cdntéhey may have an influence on the
guantification of the probabilities. However, a edure has been deployed in order to validate
the analyses: a first analyst performs the studyenT a second analyst checks this result; the
research and development team may check the amallisen, a final analyst, specialist of
human factors studies, validates the study.
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3.4.5. Probabilities of non-reconfiguration

In order to consider these probabilities, it isesmary to include other parameters to the model.
The probabilities of non reconfiguration give aradf how likely the system would not change

its configuration, what may lead to the failuretlod mission. Time occupies an important part in

this configuration: with an infinite time, the sgst will surely reconfigure. On the opposite, the

shorter the mission is, the more unlikely the naissthanges and thus the lower the probability
of non-reconfiguration is. Consequently, time reguoients are added to the model to explain
these probabilities (details of MANOVA test aregivin Appendix 3).

3.5. Global view over the model

Consequently, the most important part of the maoslelealing with the type of reactor, the
CICAs, the requirements, the failure modes, andtime requirements. It gives contextual
elements, and probabilities corresponding to thtestof the different parameters of the system,

helping to deduce the catastrophic scenario. TRefigeire gives a global view over the model.
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Figure 5 Global view over the model
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3.6. Relation with other models

In order to understand the model of the MERMOS yam®&, it is interesting to compare it with
another model. Until that point, the methodologysgisted in starting from the analyses and to
create a more general representation (approachothaip”). Now it is interesting to fit this
approach in a “top-down” context in order to expl#is representation in a more generalist

way.

In (Le Bot and Pesme 2009) a model of errors ofromsion is proposed in the context of the
analyses developed with MERMOS. The next figurearearize this approach. It is interesting
to notice that the results found with the modelaleped for this study are compatible with those
presented in (Le Bot and Pesme 2009). In addittogives an interesting direction to organize
the example scenarios. As an illustration, the rigxire describes the matching between the
model developed for this study and the one desgilihe connection between errors of

commission and MERMOS. Next figure only deals vaxecution failures.
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Eroneous

action

Behavior: CICA type A

Mission failure is due to the non-respect of the time requirements.
In such case, the crew cannot perform the mission in the allocated time

window.

Scénario type
The team tries to open unavailable
valves and does not open the
available one in the time window.
For instance, the team tries to open
2 blocked valves, and then spent
time to understand why this action
does not work; then, the team does
not have enough time to open the
third valve.

Category OUVRIR-OPEN

Open a valve in less than 10 minutes and confirm the activation

Reversal in the order
of completion of the
required sequence of

Execution
failures

No execution

Category CONFIRMER-CONFIRM
Confirm that valves are opened.

Omission of one sub-action

of the safety injection sub-actions
P
Scénario type
The team opens
another valve
Reticence or incompetence
of operator
Behavior: CICA type C
Procedures and their respect (or their non-respect) by the team may play a significant role in accidents.
In this case, the team is operating without computerized procedures.
Scénario type

The system does not check

that the action that has been

performed has the effective
and expected outcomes.

Behavior: CICA type C

Procedures and their respect (or their non-respect) by the team may play a significant role in accidents.
In this case, the team does not respect the procedures with an appropriate level of attention.

Catégorie OUVRIR-OPEN
Open at least one valve

R.N. Arnaud

Behavior: CICA type E

The team decides to delegate a task.

In this case, the action is delegated to the computerized system.

Uncertain condition causing

an irretrievable delay

Scénario type
The system cannot pass
in a feed and bleed
configuration since the
computerized system is
unavailable

Figure 6 EOC and the model of the example MERMQOS8yaes
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3.7.  Final representation of the systematization method

Thus, this study revealed that it is possible tddoexample scenarios respecting a certain
structure as described in the next figure. Thigcstire corresponds to a certain hierarchy among
the identified key parameters of the example MERM&®@lysis. It appears that an example
scenario depends qualitatively on a required fongta failure mode, a requirement category, a

CICA category. Quantitatively, it depends on soramponent states, time requirements and of

the type of reactor.
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Figure 8 Overview on the systematization method lir&ks correspond to quantitative relations
and the plain black ones to qualitative relations)
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4.Evaluation of the systematization method

4.1. Introduction

MERMOS is used in an industrial context and thusthpuesent a compromise between the cost
to use it and the quality and the quantity of thecomes. As mentioned in (Le Bot, Pesme et al.
2002), the limits of this method come from “the tcogerrun due to the quality of the required
analyses”. This thesis outlined several points etquk to decrease the time spent and the
requirements in terms of background of the analy§gurgin 2009) identified cons for the use
of MERMOS. These cons are described in page 10Glaeald mainly with the protection of the
method by EDF: the data and the method are prapyietontents. (Bell and Holroyd 2009)

emphasizes the necessary resources to use thednetho

4.2. Evaluations

The three elements that have a significant impatie time spent to perform an analysis are:

- The analysts’ experience;
- The originality of the analysis to perform;

- The validation of the analysis.

Without considering example scenarios, in the odntd a first analysis, 4 days/man are
necessary in order to collect the necessary dadat@mperform the first step of the mission,
consisting in identifying and defining the HF masithrough a functional analysis. When it is

about reusing an existing analysis, 1 day/mancéeseary (Le Bot, Pesme et al. 2002).
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Comparisons

Expected evolution with the potential
evolution identified in thisthesis

Reasons of saved resour ces

The methodology presented in th
thesis helps to identify examp
scenarios. These example scenarios
help analysts to deduce more easily n
analyses from the existing ones.

Consequently, experts will be relyir
less on their own expertise and more
the knowledge acquired by ti
engineering departments doing
human reliability studies. It means th
junior analysts will be more likely to b
able to perform analyses.

the

niExample scenarios give the gene

vallect the appropriate example scen
aegarding the specificities of the stu
they are performing. Example scenar
can be seen as grids of analysis.

9

on

e

at
e

The originality of the analysis | The analysts’ experience

If the analysis to perform correspon
to an innovative study,
analysis is outside the scope of t
thesis.

However, by being able to identify

then thisnalysis is not changed. However,

dshe time to perform an innovatiy

hitme spent to identify an innovatiy
situation is decreased.

if

ral

leoattern of any scenario. The analysts
ario
dy

0s

e
the
e

the analysis to perform corresponds| to
c an innovative case or not quickly, the
5 time of research of similar example
5 scenarios is then decreased.
)
Since the example scenarios afhe examples scenarios have to |be
composed by certified scenarios, | talidated by experts. Any analyses
seems reasonable to expect a decreadeduced from an example scenarios
time spent to check the validity of thevill be checked regarding the context|of
k%) analyses if, and only if the examplapplication. If the example scenario|is
2 scenario is used without any changes.used without any changes, only the
o context would have to be checked since
8 the rest of the analysis correspondg to
< an example scenario already certified
G through the validation process.
g If the analyst changes the example
2 scenario in order to make it fit the
2 current analysis more closely, |a
g complete  verification must be
2 performed.
|_
Table 18 Outcomes of the study
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By identifying example scenarios, the robustnesthefmethod is increased. The analyses will
be carried out regarding specific configuratiorsj ¢ghus it will not be possible to have different
guantitative results for a same configuration. @eareating example missions and scenarios
will force analysts to consider the general congsnshen they are quantifying the probabilities

of their analyses.

4.3. General implementation: feasibility and overview

This thesis has been focused on the “feed and’btessions only. A systematic approach has
been proposed in order to identify example scesafmr this family of missions. The
implementation would start with a bottom-up applo&e identify all the mission families. It
consists in varying unavailable components in oftderdentify patterns (such as the pattern
linking the “feed and bleed” missions with the campnts ASG and ARE). The implementation

of example scenarios for the entire database weaslplect the next plan:

- ldentifying keywords which define a mission family
o0 By means of unavailable components by considerirsgions having a common
unavailable components and then by identifying teenmon points they are
sharing;
- Obtaining the analyses containing these keywords cnecking they belong to the
mission family;
- Then, each scenario of this mission family is psseel:
o identification of the CICA category;
o identification of the context category;
o identification of the requirement category;
0 identification of the failure mode;
o identification of the HRA family;
o identification of the time requirements.
- ldentifying example scenarios as the intersectiba GICA category, a requirement

category and a failure mode category;
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- For a given configuration, corresponding to a tygereactor, a failure mode, a
requirement category, a CICA category, evaluatigggrobabilities corresponding to
the CICA,;

- For a given configuration, corresponding to timguieements, a failure mode, a
requirement category, a CICA category, evaluatitg tprobability of non-
reconfiguration;

- For each example scenario, studying the contestder to identify the main situation
features and their probabilities, in function ok tkype of reactor and the time

requirements.

The work to identify examples missions and exangaenarios is considerable. However, the
potential saved resources to perform future analysstify this investment. Next table gives

estimations of the expected resources necesséng tteployment of the methodology.
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Expected

Task : Expertise Results
time
| dentifying keywor ds which help toidentify a mission family
High level of expertise:
The analyst must be able to
By considering missions having understand and to expla_un List of all the
. conceptual sense of relations .
common unavailable components and . . mission
. o between missions sharing comm DR mili
then by identifying the common 1 week unavailable components amilies (such
points they are sharing. P ' as “feed and
It implies to be proficient in bleed")
understanding the relations
between technical components apd
procedures.
Then, each scenario of thismission family is processed:
Identification of the CICA category
Identification of the context category Low level of expertise:
It corresponds to an automated task
Identification of the requirements consisting in looking for already
identified keywords. No
category A .. .| Adatabase
background in nuclear reliability is -
containing
3 days per mandatory. .
) categorized
Identification of the failure mode | T ooion : . . scenarios for
family The work involving the modeling

of the safety systems has already

a given family

been carried for the purpose of this mission

Identification of the HRA family or ne purp

thesis.
of the type of reactor
Identification of the time
requirements

Medium to high level of expertise

Identifying example scenario as the The analyst must identify similar, List of

intersection of a CICA category, a
requirement category and a failure

2 days per

scenarios corresponding to a given example

mode mission configuration. Background in scenarios of
family nuclear power plant may be the mission
necessary in order to sum up family
several scenarios.
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For a given configuration,
corresponding to a type of reactor,|a
failure mode, a requirement category,
a CICA category, evaluate the

context probabilities 1 day per Example
family . scenar!os_wnh
_ _ _ mission Low level of expertise guantitative
For a given configuration, results
corresponding to time requirements, a It is an automated task consisting|in
failure mode, a requirement category, looking for already identified
a CICA category, evaluate the keywords

probability of non-reconfiguration

Table 19 Resources

4.4. Useof thiswork for IDAFH

IDAFH (Data & Human Factors Analyses Integratios) the piece of software currently
deployed at EDF in the engineering departmentsoparhg HRAs. It will be used to perform

any new analysis and to justify it by means of datd documents.

As it has been described, the MERMOS method coorefpto a dynamic process of creation of
knowledge about human reliability. The tool that #nalysts are going to use will help to justify
analyses from both qualitative and gquantitativenfmiof view. The access analysts have to
knowledge is made easier by means of data contantek database. This knowledge includes
both data on potential behavior (the existing MERB&nalyses), and data on known behavior
(the reports of observations of behavior in a satarl or during real incidents, and the
information needed to estimate how frequently thetexts causing the failure scenarios occur).
Consequently, IDAFH will help to capitalize analysend data and make easier the access to
them (Le Bot 2005).
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However, because of the variability of the datatamed in the database, any research based on
keywords does not return all the appropriate aealyBesides, the research tool included in this
software does not correspond to the way researanesperformed regarding the example
scenarios. Thus, an evolution is clearly dealinthwie freedom of specifying quantitative and
gualitative results: if an analysis correspondstoexample scenario, then the analyst should

define it as the example scenario he or she isriedeto.

45. Conclusion

In this chapter, the feasibility and the interefsthis method to get example scenarios have been
studied. It appears that the positive outcomesckrarly of interest, but that they represent a
significant investment in terms of resources. Iditoh, it will increase the general knowledge
about human reliability in the nuclear power planBAFH will be used to reuse example

scenarios.
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5. General conclusion

Research and innovation are a priority at EDF;wilngness to improve reliability of nuclear

power plants impulses the exploration of humarabglity. The creation and the implementation
of the MERMOS method illustrate this concern. Hoem\t is necessary to consider the context
of application of the method. The use of MERMOSaim industrial context showed some
weaknesses that would be decreased if its robissamesits reproducibility would be increased.

This thesis has proposed some ways to increase tlwesaspects of the MERMOS method.

A model explaining relationships between paramedérthe MERMOS example scenarios has
been built. This model was used to identify exangglenarios and clearly showed the possibility
to create a model of these analyses using a batpapproach. The example scenarios will help
analysts to deduce more easily an analysis fromivangcontext. However, the general

implementation has still to be done. But even iepresents a significant quantity of resources,

the expecting saved resources would justify thiggtment.

In addition to this work, opportunities for furthezsearches have been identified. Once all the
example scenarios are known, it will be interestm@ind elements influencing the performance
of the team. More specifically, this work would &e opportunity to regroup several works and
researches about performance shaping factors (RSF)escribed in (Groth and Mosleh 2010),
the term PSF encompasses the factors that may affiectan performance and can change the
likelihood of appearance of errors. In the contektthe example MERMOS scenarios,
identifying them would be made easier and it wdugdpossible to identify their influence on a
final probability of appearance of accidents. Ituebbe an interesting decision making tool that

would be used in the risk management of the nugeaer plants.
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Appendix

1. Key figures about EDF

1.1. Worldwide activities

¥ France i # Germany
Sales €343 billion .-_,_. ._-'_‘: Sales contribution: €7.47 billian
26.5 million customers . | EnBW:

Inztalled elsctric capacily; 96,81 @h’
8 RTE-EDF Transpert: arcund’ ‘I:g@ GGI" krm af
high voltage and wvery high 'u'l:I|t=|,gé mr‘cmts

& millioh custemers
Inslalled eleclric capacity: 15.0 GiY

® ERDF: a network of 1.28 mlUmn ki in. pﬁﬂéﬁ”ﬂ’ﬁw‘tﬂ'bﬁﬁ'*wh‘ y
mainland Franzs = 4 3 £ 4
® EDF Energies Nouvelles “warldwide™ ,I'"' Italy ! L
installed slectric capacity: 2,275 LY b } Sales l:umﬂbutmri 604 b”illlnn
. . YA 'k _ @ Edison: ___'-f,
# United Kingdom N 215,00 custopers. -
Salss contribution: £2.24 billion | _/' ||'I:§J£dl,!&ﬂ alecific capamt;.l 171 G
= EDF Energy (including Britigh Energy) : | L Lt fu:imly gy
5.6 millizn custemsr accounts 5 - an
- o ik e £ S |
g::,___a!::,_j;irg;;ﬁil:“}' AT i In5tal]ed E-Im,lrlc capacily: 523 MW
8 EDF Trading: 1 Ilﬁf‘ﬂlad\fhegn:al capacity: 3,201 Mitth
Group EBITDA contribution: €1.024 million |..-'EUI’O|:JE g

Austria, Bulgﬁ Tm Spaln Hungary, Poland,
SlovAkE &nd Switzerland
o

¥ Rest of the world

United States, China, Laos and Vietnam

Figure 9 International activities of the group (from the group website, http://www.edf.com, visited
February 2010)

1.2. Statusof EDF

Until November 19, 2004, it was a government caafion, but it is now a limited-liability corporatio
under private lawgociété anonymeThe French government partially floated shafeth® company on
the Paris Stock Exchange in November 2005, althdughains 84.66% ownership.

EDF was an EPIC (public establishment with indastaind commercial character), and as such, it was
subject to the "principle of specialty", that i&td the right to sell electricity; the purposdto$ principle

of specialty was to prevent EDF competing in araitnfay on their own markets.
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2. MERMOS: general use of the method

Definition,
description of
the human
factor mission
to analyse

No verifies the
> = —
validity of
the

Qualitative
analysis of
sequences
of PSA

Base of
knowledge

Feedba(;ks and Analysis of
d‘atal rtt_)m events from the
S|m_u g ion Analveis of nuclear power
trainings nalysis o plants in use
requirements
Z/\
A second
analyst

Use of previous analysis and
adaptation to current situation
(Delta method)

analysis

) 4

Creation of a new analysisf—,c—‘

hecking
coherence,
» |considering

Functional
Decomposition
(Strategy,
Diagnostic,
Action)

dependencies and
uncertainties

Creation of scenario

for each function Quantification for

each scenario:
—L Situation features, =
CICA, probability of
non reconfiguration

J failure (Strategy,
Diagnostic, Action)

R.N. Arnaud

Figure 10 MERMOS: process of analysis
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3. Probabilities. a model giving quantitative results

3.1. Quantitative results about probabilities of non-reconfiguration

Residual Plots for Probabilite de non reconfigurat
Normal Probability Plot of the Residuals Residuals Versus the Ftted Values
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Figure 11 Residual Study for the situation featymedbabilities
Sour ce DF Seq SS Adj SS Adj M F P
Time requirenents 5 10. 7337 9.0975 1.8195 23.30 0.000
Type of reactor 7 3.9370 3.6672 0.5239 6.71 0.000
Fai | ure node 7 17.6112 2.2863 0.3266 4,18 0.000
Requi renents Cat egori es 17 8.4982  8.1519 0.4795 6.14 0.000
Cl CA Categories 5 2.7467 2.4520 0.4904 6.28 0.000
M ssi on 2 0.6362 0.6362 0.3181 4.07 0.017
Error 1015 79. 2518 9.2518 0.0781
Tot al 1058 123.4148

S =0.279429 R Sq = 35.78% R-Sg(adj) = 33.06%
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3.2. Quantitativeresultsabout CICAs

MANOVA results for the model explaining CICA prolilities values:

Sour ce DF Seq SS Adj SS Adj M F P
Cicas Categories 5 69.6530 20.9523 4.1905 96.03 0.000
Requi renents Cat egori es 17 24.3794 8.0277 0.4722 10.82 0.000
Fai |l ure nodes 7 5.0377 4.8053 0.6865 15.73 0.000
Type of Reactor 7 0.7041 0.5746 0.0821 1.88 0.069
Ti me requirenents 5 0. 1253 0. 1345 0.0269 0.62 0.687
M ssi on 2 0.0386 0.0386 0.0193 0.44 0.643
Error 1015  44.2892 44.2892 0.0436
Tot al 1058 144.2273
S =0.208889 RSqg =69.29% R-Sg(adj) = 67.99%
Residual Plots for Probabilite de la CICA
Normal Probability Plot of the Residuals Residuals Versus the Ftted Values
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Figure 12 Study of residuals for CICA Probabilities

3.3.Quantitative results about CICAs

Anal ysis of Variance for Produit des probabilites des PS,

Test s
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usi ng Adjusted SS for
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Sour ce

nonbre propriete de situations
Probabilite du scenario
Probabilite de Ia CICA
Cat egori e de Cl CAs

Cat egori e exi gences

M ssi on

Pal i er

Mode de defaill ance
Error

Tot al

Sour ce

nonbre propriete de situations
Probabilite du scenario
Probabilite de | a CI CA
Cat egori e de Cl CAs

Cat egori e exi gences

M ssi on

Pal i er

Mode de defaill ance
Error

Tot al

S = 0.0420001 R-Sg = 67.55%

DF Seq SS Adj SS
1 0.078593 0.000050
1 3.416457 2.609578
1 0.022973 0.007564
5 0.053513 0.013757
17 0.099981 0.053671
2 0.000110 0.000679
7 0.051533 0.051468
7 0.012085 0.012085

1017 1.794000 1.794000

1058 5.529246

P

0. 866

0. 000

0. 039

0. 169

0. 025

0. 825

0. 000

0. 445

R-Sq(adj) = 66.25%

cooocoocoooNO

Adj MB
. 000050
. 609578
007564
002751
003157
. 000339
. 007353
. 001726
. 001764

1479.

The next graphs suggest that the model is notcserfiti to explain the values:
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Figure 13 Residual study, Situation
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