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Deceptive Environments for Cybersecurity Defense on Low-power Devices

Alexander L. Kedrowitsch

ACADEMIC ABSTRACT

The ever-evolving nature of botnets have made constant malware collection an absolute
necessity for security researchers in order to analyze and investigate the latest, nefarious
means by which bots exploit their targets and operate in concert with each other and their
bot master.

In that e ort of on-going data collection, honeypots have established themselves as a curious
and useful tool for deception-based security. Low-powered devices, such as the Raspberry
Pi, have found a natural home with some categories of honeypots and are being embraced
by the honeypot community. Due to the low cost of these devices, new techniques are being
explored to employ multiple honeypots within a network to act as sensors, collecting activity
reports and captured malicious binaries to back-end servers for later analysis and network
threat assessments. While these techniques are just beginning to gain their stride within the
security community, they are held back due to the minimal amount of deception a traditional
honeypot on a low-powered device is capable of delivering.

This thesis seeks to make a preliminary investigation into the viability of using Linux contain-
ers to greatly expand the deception possible on low-powered devices by providing isolation
and containment of full system images with minimal resource overhead. It is argued that
employing Linux containers on low-powered device honeypots enables an entire category of
honeypots previously unavailable on such hardware platforms. In addition to granting previ-
ously unavailable interaction with honeypots on Raspberry Pis, the use of Linux containers
grants unique advantages that have not previously been explored by security researchers,
such as the ability to defeat many types of virtual environment and monitoring tool detec-
tion methods.
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GENERAL AUDIENCE ABSTRACT

The term ‘honeypot’, as used in computer security, refers to computer systems that are
intended to be targeted by malicious third parties, but contain little value. While these
systems are being attacked, the honeypot collects as much data as it can on the actions be-
ing performed by the attacker; information that is extremely useful for security researchers
in understanding the latest techniques and methods that are employed by cyber-criminals.
Unfortunately, not all honeypot architectures are equal and often trade-o s have to be made
between ease of setup, cost of hardware, and how realistic the honeypot is capable of behav-

ing.

This thesis proposes that by using a new and useful software package available to Linux
computer systems called ‘Linux Containers’, it is possible to implement honeypots that sig-
ni cantly reduce the amount of trade-o s required. Speci cally, honeypots that are capable
of highly realistic behavior can be run on highly a ordable, low-power devices, such as the
Raspberry Pi.

In addition to granting realistic honeypots the ability to operate on low-cost devices, Linux
containers also provide the bene t of defeating several, di cult to overcome methods that
malicious software authors implement in order to prevent their malware from being monitored
and analyzed by security experts. Defeating the investigated forms of environment detection
has remained a di cult challenge for security experts and remains an open-ended problem
in the eld.
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Chapter 1

Introduction

Attacks to online systems can come in a variety of methods and from a variety of attackers
ranging from humans conducting perimeter defense penetration and lateral movement to
sophisticated, distributed, automated attacks made by botnets. The methods, methodolo-
gies, and technologies utilized by attackers changes daily, increasing the need for in-depth
research and study of new attacks to a desperate level. Security researchers have devel-
oped a number of tools, referred to as honeypots, that are intended to deceive an attacker
into believing they are attacking a valuable system and provide defenders with the opportu-
nity to monitor the behavior of attackers and study the tools utilized. However, honeypots
have historically su ered from several drawbacks. Initially, defenders must decide whether
to implement di cult-to-manage and potentially dangerous-to-operate clones of production
systems (referred to as high-interaction honeypots) or easier-to-deploy-and-manage, but lim-
ited in deceptive capabilities, emulations of production systems (referred to as low/medium-
interaction honeypots). This decision a ects the interaction an attacker may have with the
honeypot as they attempt to penetrate the target network, which reduces the opportunities
to observe new attack techniques and methodologies. Second, once an attacker has \pene-
trated” the honeypot and begins interacting with the system, attackers oftentimes upload
tools in the form of malicious binaries in order to further exploit certain vulnerabilities on
the victim. In an e ort to avoid study and analyzation by security researchers, an increasing
number of malicious binaries are able to test for and determine whether they are executing
in a virtual environment (where they are potentially monitored) and decide to alter the tools
behavior in order to prevent such monitoring.



Chapter 2

Threat Model

This study addresses threats to Linux systems from automated attackers, such as those used
by botnets for bot proliferation.

The threat model this thesis proposes to address consists of the following components:

Attackers penetrating network-facing service providing systems using software exploits,
service vulnerabilities, and the like. In an e ort to maintain a feasible scope, this
thesis will discuss system penetrations in a general sense rather than delve into speci ¢
technical characteristics focusing on only a sub-set of possible system penetrations.

The execution of malicious binaries on a system once it has been penetrated by an
attacker.

Internet-facing systems can expose a number of di erent attack vectors based on the size
of it’s attack surface. Restricting available network ports through the use of a hardware or
software rewall, restricting the number of services running on a host, and maintaining the
latest security updates are all methods in which a defender may be able to minimize the
attack surface of a system.

Unfortunately, oftentimes not all available defense measures are taken or possibly attacks are
performed that these measures do not defend against. Unknown service vulnerabilities can
be exploited (known as 0-day exploits), vulnerabilities that have not yet had a security patch
applied, or simply a vulnerability that is due to the nature of the system are all potential
avenues in which an attacker may gain unintended access to a system.



Chapter 3

Background

3.0.1 Botnets

Bots and the botnets they create are a curious blend of technologies that pose a serious
and legitimate concern to the Internet community at large. Bots are exploited computer
systems that have been in Itrated by malicious software, in many respects similar to normal
computer virus/worm infections. However, rather than working independently once a host
system has been compromised, a bot establishes a connection to a command and control
network that allows it to communicate (usually surreptitiously) with it’s human controller,
referred to a bot herder or bot master [4]. The bot master can then issue commands to
the bots in it’s botnet, directing all or a portion of the bots to perform various activities (a
classic example being the execution of a Distributed Denial of Service Attack (DDoS)).

3.0.2 Botnet History and Evolution of Architecture

The IRC bot Eggdrop is attributed by [49] as the very rst botnet. Like many original
technological advancements, Eggdrop was benign in nature, using the Internet Relay Chat
protocol (IRC) to communicate with other Eggdrop bots for useful purposes (so useful, in
fact, that it is still continuing active development with Eggdrop v1.8.0 Stable being released
on December 4th, 2016 [1]). However, leveraging the utility of independent, distributed IRC
bots on a shared communication channel for nefarious purposes followed shortly after. GT-
Bot, the rst malicious botnet, was created in 1998 [49] which allowed attackers to infect
systems and direct the bots to either perform actions on the infected host or instruct the
infected host to perform actions against a remote system.

As the Internet has matured, the strength of early botnets, characterized by the use of
an IRC server that provides Command and Communication (C2) between the bots and
the bot master, became it’s greatest weakness: Being dependent on a single, centralized
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server allowed early botnets to be rendered either compromised or mute if the single C2
server was in Itrated or taken down. This threat motivated the evolution of a botnet’s C2
network into other technologies, speci cally decentralized communication protocols, such as
Peer-to-Peer, in order to maximize the botnet’s resiliency against take-down or in Itration.
Not all network topologies are equalally balanced in terms of resiliency versus reaction time
and often require speci ¢ tradeo s depending on the botnet author’s speci ¢ goals. The C2
methodologies employed by botnets can be roughly divided into the following categories [83]:

Centralized
Decentralized / Hybrid

Unstructured

Centralized botnet C2 architectures encompass the \classic” view of a botnet, where each
bot connects to a single server (although not technologically restricted to only one), and
awaits commands. The most common protocols used for this architecture are IRC and
HTTP [49]. Commands issued to bots are received immediately by all systems logged in to
the botnet (some researchers have identi ed that modern botnets don’t have all bots logged
in simultaneously [13]). This architecture is the least resilient as the entirety of the botnet
relies on a single, centralized communication channel in order to receive instructions from
the botmaster. Detection of the C2 protocol is assumed to be relatively di cult due to
the ubiquity of the leveraged protocols and the challenge it would be for network sni ers to
isolate botnet tra c from legitimate protocol usage. However, with the shift away from IRC
usage, this will not always remain the case for IRC-based botnets.

Decentralized botnet C2 architectures represent the next evolution in botnets as they do not
rely on a single C2 server in order to receive commands, instead leveraging the decentralized
nature of peer-to-peer (P2P) protocols. In 2002, the Linux Slapper Worm was discovered to
be communicating via P2P protocol [20]. Many of these earlier evolved botnets, however,
were not purely P2P, but instead were Hybrid architectures; rather, the P2P network would
send an alert to the botnet, signaling the bots to connect to a centralized server in order
to receive speci ¢ commands [21]. More recent versions of P2P botnets are now developed
to be strictly P2P with no centralized C2 utilized at all. The P2P botnets, Nugache and
Storm, both received signi cant press interest in the mid-2000, raising general awareness to
the threat the new generation of botnets posed [28].

Botnets that utilize Fast Flux DNS are categorized as decentralized. Fast Flux botnets
use DNS address record lists with very short TTL (time to live) to rotate through IPs
of compromised systems. Double Flux also includes the authoritative name server being
registered/de-registered to a number of di erent IPs as well [56]. Fast Flux is a technique
used to prevent IP blocking as a means of preventing malicious tra c. Being decentralized,
the possibility of compromising a single C2 server is removed, making the botnet highly
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resistant to single take-down e orts. However, as a compromise, this resiliency does decrease
the speed in which a botnet can react to issued commands as there is signi cant delay in
the propagation of transmitted messages.

Unstructured botnet C2 architectures are the most uid in their make-up and are simply
de ned as a network whose bots remain idle and wait for incoming connections. Commands
are issued by the botmaster scanning the Internet for speci c connection characteristics and
passing the commands when a bot has been identi ed [49]. This does not appear to be
an architecture thoroughly studied within the security community and it’s application hints
at being self-limiting due to the amount of e ort involved for a botmaster to scan for and
identify individual bots.

As with most technologies, the more advanced a method is, the more challenging and time
consuming it is to implement; as such, some researchers maintain that centralized, IRC-based
botnets remain the most prevalent [83][92].

3.0.3 Motivation for Botnet Development and the Threat to the
Internet Community

While the media more readily identi es the link between botnets and DDoS attackers, se-
curity researchers and professionals frequently quote one of the prime motivations for estab-
lishing a botnet, like most other criminal activity, is for pro t [46] [92]. Methods in which
criminals generate funds from the use of botnets include:

Generating income through spam email distribution
Extortion campaigns through the use of Distributed Denial of Service Attacks (DDoS)
Setting the stage for follow-on attacks [4]

Providing botnets as a service to other criminals [13]

It has been argued that the botnet threat has yet to be fully understand [49] [92], so it’s
di cult to place a monetary gure on the threat botnets pose to both companies and the In-
ternet in general. However, a single botnet campaign thwarted by the FBI in 2010 prevented
the theft of $70 million dollars from global bank accounts [46], illustrating the non-trivial
monetary threat posed by botnets.

Additionally, considering the distributed nature of botnets and the sizes they are able to
achieve across the globe, some botnets have been quoted as having the combined processing
power of modern supercomputers and having enough Internet bandwidth available to conduct
DDosS attacks powerful enough to knock entire countries o ine [32].
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3.0.4 Bot and Botnet Detection

As bots are simply malicious binaries that attempt to conduct automated proliferation across
the Internet, they are susceptible to a number of detection methods, such as signature or
anomaly-based detection [32]. However, due to their unique feature of establishing commu-
nication with it’s authoring source, bots are able to perform period code updates in-place in
order to take advantage of the newest exploits or otherwise modify their shape and behavior
to defeat traditional signature and anomaly-based detection methods [78].

Due to regular updates made to bot binaries, the security community has a persistent need
to monitor network activities and capture and collect bot binaries for analysis on how the
bot and botnet operates and the vulnerabilities they exploit [2] and it has been suggested
that the use of honeypots are ideal for understanding botnet technology and characteristics
[49].

3.0.5 Challenges in Botnet In Itration and Takedown

Botnets have become a legitimate threat to Internet security in the last decade [2] and con-
tinue to evade many of the best security practices. They make a potent blend of previous
threats that attempts to leverage their individual strengths [4]. Botnets are notoriously re-
sistant to take-downs attempts as demonstrated by the repeated appearance of the Kelihos
botnet after several take-down e orts [56] and the rise of the Gameover Zeus botnet follow-
ing a large multi-national e ort to eliminate it [43]. Botnets are also incredibly pervasive,
previous studies have shown that as many as 40% of the computers connected to the Internet
are infected by a bot and controlled by a botnet [25].

3.1 Honeypots

Discussed frequently throughout literature is the importance of the role honeypots play in the
ongoing struggle to understand and defeat botnets [83][77][58][41][15][80][68]. A honeypot is
typically de ned as a system (or group of systems) that is designed to pose as a legitimate
server, but has no production value; instead, it monitors and logs all interactions it has
with outside entities. As no legitimate tra c is intended to be run on the honeypot and
the honeypot is not advertised to normal users, any tra c¢ directed toward the honeypot
appears suspect; this allows administrators to monitor attack behavior for logging as well as
capturing malicious binaries for later analysis without having to combat the overwhelming
quantity of legitimate tra c logs [68].

The functionality of honeypots spans a wide range of capabilities. On one end of the spec-
trum, high-interaction honeypots are fully functional servers and systems running in virtual
environments in order to provide containment and isolation from production systems as well
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Low-Interaction | Medium-Interaction
Honeyd [67] Kippo [19]

Artillery [76] Glastopf [71]

Thug [18] Dionaea [70]

Table 3.1: Listing several popular open-source honeypots and their interaction category.

as aid monitoring. From the VM’s hypervisor, any system changes performed by malicious
code can be monitored and logged. As these are fully operational systems, they most closely
emulate the behavior of an actual production system and provide the greatest amount of
deception. However, simply because they are fully operational systems, they carry a set of
unique challenges. First, the time required to set up and deploy a fully operational system, as
well as the time requirements involved with maintaining it, may become overly burdensome
[6]. Second, as this is a fully operational system, high interaction honeypots can potentially
be commandeered and used to participate in malware distribution or attacks themselves,
lending both moral concerns and administrator legal liability [95].

Given this list of valid concerns, a second category of honeypots has been developed known
as low and medium-interaction honeypots. Considered a \classic™ paper in the honeypot
domain, in 2004, Neils Provos developed a new type of honeypot called honeyd [68] where
portions of a network are emulated rather than virtualized. This introduced a host of ad-
vantages over high interaction honeypots, such as rapid establishment of entire sub-networks
of servers and the reduction in hardware investment. The trade-o , however, was a loss in
accuracy in honeypot behavior. Due to the systems and interfaces being emulated, their
behavior consisted of rapid approximation of how the interfaces would respond to network
tra c rather than actual processing of the network tra c¢ according to the speci cs of the
advertised server. Within speci c security goals, these approximations can be \good enough™
to assess network threats by monitoring the attacker’s initial behavior. However, oftentimes
the deception of low/medium-interaction honeypots doesn’t last beyond the initial network
tra c exchange.

Following the success of Neils Provos’ paper, a budding community of open-source low and
medium interaction honeypots arose, with contributions from both the security research
community as well as the open-source community; the Honeynet Project being one of the
foremost groups promoting opensource honeypots (https://www.honeynet.org).

To provide a general assessment of the capabilities of low/medium-interaction honeypots,
Table 3.1 lists several popular open-source honeypots that are used by both security profes-
sionals and amateurs in order to monitor cybersecurity threats on their networks. The list
is divided into low and medium interaction categories based on the response and interaction
behavior provided by the honeypot with the potential attacker. As stated earlier, low in-
teraction honeypots limit their responses to basic or templated interactions and tend to not
respond further than one or two interactions with their attacker. Medium interaction hon-
eypots are capable of more varied responses than low interaction honeypots and are usually
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designed to maintain the deception for longer periods of time. Medium interaction honeypots
provide more realistic responses and strive to maintain a greater depth of deception while
still retaining an emulation of the advertised service. A summary of the honeypots listed in
Table 3.1 follows.

As discussed earlier, Honeyd marked a shift in honeypot design that allowed defenders to
emulate sections of a network with a topography speci ¢ to the defender’s con guration
[68][67]. Being only an emulation of a network section, the hardware requirement to set
up such a honeypot was drastically reduced as well as the time involved with establishing
and con guring it. Honeyd, however, was designed to provide deception only for an at-
tacker’s preliminary reconnaissance and does not present speci ¢ hosts or services that an
attacker may have in-depth interaction with. However, Honeyd did establish a shift in hon-
eypot design philosophy and trigger the development of future low and medium interaction
honeypots.

Avrtillery is another example of a low interaction honeypot and, while being rudimentary in
it’s design, is still used frequently in the security community. Artillery is meant primarily to
present open ports on a system and log the IP addresses of anyone that attempts to connect
to one of it’s open ports [76]. This allows network and system administrators to be aware
of any entities that may be attempting to port-scan their network. Additionally, due to
the assumption that anyone who interfaces with the honeypot is not a legitimate user, the
default behavior of Artillery is to blacklist the IP addresses it records in order to prevent
any possible follow-on attacks that the port-scan was preceding.

Thug is a low interaction honeypot that attempts to identify malicious behavior using an
approach di erent from standard honeypots. Rather than being established as a system or
server for attackers to connect to, a Thug honeypot connects to servers and presents itself
as a client with vulnerabilities, monitoring any behavior of the server attempting to exploit
those vulnerabilities [18]. This style of honeypot is often referred to as a \honeyclient™ [78].

Kippo is a medium interaction honeypot that presents itself as a host with SSH available.
What de nes Kippo as medium interaction is that it not only logs brute-force login attempts,
but also presents a full shell with an emulated le system to the attacker once it has been
penetrated for an attacker to interface with [19]. This allows administrators to monitor the
follow-on actions performed by the attacker once they have gained access to a system (to
include storing any binaries that are uploaded) and grant a greater understanding of the full
attack cycle.

Glastopf is a medium interaction honeypot that acts as a web server while advertising
vulnerabilities in an e ort to lure attackers. The method that vulnerabilities are advertised
is through maintaining a le of speci c text strings that is indexed by Google’s web-crawler
service. The text le contains strings that are queried by attackers using Google dorks to
search for servers that may contain targeted vulnerabilities. Such text strings can contain
version numbers for speci ¢ services or applets that attackers may be querying for. Once
an attacker nds a Glastopf honeypot, they can than attempt to attack it using speci cally
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crafted attack URLs. Glastopf attempts to provide accurate responses based on a template
engine in order to prompt additional responses from the attacker. All exchanges are logged
and any binaries that are referenced in attack URLs are downloaded and stored for later
analysis [71]. Additional details about the Glastopf honeypot are discussed in section 3.1.1.

Dionaea is a popularly employed honeypot due to its generic behavior. A Dionaea honeypot
presents a number of di erent network protocols that an attacker may interact with and
attempt to exploit in order to force an exploitation payload upload. Depending on the
payload presented, Dionaea will perform di erent operations in order to receive the nal
attack binary. For example, payloads containing shell commands will be parsed for download
URLs and attempt to download the attack binary for later analysis [70]. The number and
popularity of services Dionaea emulates has helped promote it’s frequent use within the
security community.

3.1.1 Case Study on Glastopf honeypot

In order to validate the value of honeypots running on low-performance machines for this
thesis, the honeypot Glastopf was con gured and operated on a Raspberry Pi 3 for 43 days,
from June 29th, 2016 to August 11th, 2016. As discussed earlier in section 3.1, Glastopf is
a unique honeypot that not only emulates a webserver for the purpose of recording mali-
cious URL strings that are attempted by attackers, but also attracts malicious behavior by
manipulating the index content collected by Google’s web crawlers in order to contain text
strings that are normally present on systems with targeted vulnerabilities. This is intended
to attract attacker that use Google search criteria referred to as ‘Google Dorks’ in order to
discover web servers with speci ¢ vulnerabilities. Glastopf was chosen for the case study
due to its clever use of Google dorks, the capabilities that are o ered by the honeypot, as
well as it’s popularity within the open-source honeypot community.

Glastopf has the ability to automatically classify the following types of HT TP-based attacks
made through the ‘HTTPRequest’ interface:

Remote le inclusion - HTTPRequests that attempt to include a remote le
Local le inclusion - HTTPRequests that attempt to include a local le
phpmyadmin - HTTPRequests that attempt to access phpmyadmin paths
SQL Injection - HTTPRequests that attempt a generic SQL injection

Login - HTTPRequests that attempt a generic login string

phpinfo requests - HT TPRequests that attempt to nd a phpinfo debug test page
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During the 43 days of data collection, there were over 15,000 individual attacks recorded
against the Glastopf honeypot; a clear indication that HT TP-based attacks are a non-trivial
security threat.

An initial review of the collected data can provide a view of the HT TP-based attack landscape
revealed by the Glastopf honeypot. During the 43 days of operation, Glastopf recorded
15,593 attacks from 55 di erent countries around the world. While Glastopf records any
interaction with honeypot as an attack, whether the interaction contained a malicious URL
or not, 139 (less than 1% of the total recorded attacks) were basic accesses to the honeypot
web page, with the remaining interactions containing non-standard HTTPRequests. The
attacks originated from 448 unique IP addresses with 177 of them being repeat o enders
(IP addresses that performed more than one attack) who accounted for over 98% of the
attacks. Of the repeat o enders, 29 IPs conducted 100 or more attacks against the honeypot,
accounting for over 90% of the repeat o ender attacks. Attack tra c from repeat o enders
originated from 10 di erent countries with the single highest repeat o ender coming from
the United States with 4,842 attacks and the second highest coming from Switzerland with
1,215 attacks.

A representation of attack origins can be reviewed in Figure 3.2. Each dot illustrates all
of the countries where an attack originated from (with the exception of the United States,
which received two dots due to the geographical diversity of it’s attacks; the vast majority
of attacks originated from the state of California while several other attacks originated from
the states of New York and New Jersey). The top 10 countries of origin for attacks against
the Glastopf honeypot were:

1. United States - 11,302 attacks
2. Switzerland - 1,255 attacks

Portugal - 574 attacks

> w

Germany - 542 attacks

5. France - 485 attacks

6. United Kingdom - 269 attacks
7. lrag - 250 attacks

8. Canada - 223 attacks

9. Kazakhstan - 126 attacks

10. Russian Federation - 120 attacks
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Figure 3.1: Hlustrating the number of attacks from the top 10 attack origin countries recorded
during the case study.
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As shown in Figure 3.1, attacks originating from the United States signi cantly outnumbered
attacks from other countries, with nearly three times the number of attacks than attacks
from the remaining 9 countries combined.

While the Glastopf logs show where an attack originated from, it must be kept in mind that
this does not necessarily indicate where the attacker is based. It is very likely, given the high
attack count for repeat o enders, that many of the HTTPRequests are automated attacks
being performed by malicious software that may have already infected other systems and
are simply attempting to proliferate themselves across the Internet. Reviewing the countries
indicated in Figure 3.2, a strong correlation can be identi ed between origins of attacks
against the Glastopf honeypot and with Internet connectivity in general at a global level, as
shown in Figure 3.3.

Comparing the collected statistics with other sources, [79] analyzed attack tra c released by
Akamai Technologies for the last quarter of 2012 and identi ed over 40% of the world’s cyber
attack tra c originating from within China. This is in contrast to Figure 3.1 identifying
the US as responsible for nearly 75% of attack tra c against the Glastopf honeypot. While
the two datasets clearly are not a direct comparison, Akamai Technologies’ review covered
all Internet attack tra c and the Glastopf honeypot is logging only HTTP-based attacks,
some similarities are expected. A reasonable explanation would be the previously mentioned
scenario, that the attack tra c logged by Glastopf represented the systems that have already
been penetrated and are now commandeered into participating follow-on HTTP attacks.

Reviewing the daily activity of the Glastopf honeypot, Figure 3.4 shows minimal interaction
with the honeypot until day 21 where attack tra c increases signi cantly and was sustained
until the honeypot was taken down on day 43. This jump in attack tra ¢ was due to the
honeypot being manually entered into Google’s search index the day prior and becoming
discoverable through the use of Google dorks. As approximately 99% of the attack tra c
arrived after the honeypot was included in Google’s search index, it is clear that Google dorks
are being used by attackers as a means to identify vulnerable web servers. It is assumed
that because the honeypot was not given a registered domain that this resulted in the length
of time that passed without Google’s web crawling service discovering the honeypot on it’s
own and requiring that the honeypot be added manually to Google’s search index.

Figure 3.5 provides a high-level overview of what attackers were targeting when attempting
to access the honeypot. By order of frequency, the top ve attempted exploits were:

Java servlets
Common Gateway Interface (CGI) scripts
Shared libraries in the system ‘/include’ directory

Contents of the web server ‘/view/’ directory

o 0 w0 poE

Various scripts contained in the server ‘/scripts/’ directory
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Figure 3.2: World map illustrating the countries of origin for attacks on Glastopf web-server
honeypot.

#% SHODAN

Figure 3.3: World map illustrating the Internet connectivity density [22].
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Figure 3.4: lllustrating the frequency of attacks on the Glastopf web-server honeypot. The
day value is the number of days the honeypot was online for.
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Java servlets are a method of providing dynamic content to websites through the use of Java
code snippets being called from a container on the web server, normally in response to a
particular type of HTTP request [24]. Exploits of Java servlets is a signi cant concern as
they are used frequently throughout the World Wide Web; if an exploit can be found for
a popular Java servlet, than that exploit can be leveraged against a large number of web
Servers.

Common Gateway Interface (CGIl) scripts are another method to provide dynamic content
to websites by providing scripts that are run on the server in order to generate content
for websites on-demand. CGI de nes a method for which a web page can provide inputs
to a program or script that executes server-side, then have it’s results placed into the web
page that is delivered to the client browser [63]. CGI script use is somewhat deprecated in
scenarios where e ciency is important due to CGI scripts being executed for every single
request; however, they are still used frequently due to their past popularity of granting
dynamic web page content and it’s simple implementation to provide script execution when
performance is not a signi cant factor.

The remaining exploits target shared libraries: Contents of the /view/ directory on a web
server, and server scripts contained in the /scripts/ directory, all may contain commonly
used code having security vulnerabilities. By servicing specially crafted HT TPRequests that
seek to exploit a vulnerability against a targeted library or program, an attacker may be
able to trigger malicious behavior which can range from disclosing unintended, server-side
information to allowing remote code execution. This poses a legitimate threat to web servers
as each of these tools are used extensively throughout the World Wide Web.

These glimpses into the attempted exploitations made against web servers are particularly
useful for network administrators to identify what software is either most vulnerable or most
targeted.

In addition to collecting attack logs, Glastopf does provide the ability to capture malicious
binaries if the malicious URL includes some sort of Remote File Inclusion attack. During the
case study, a particularly determined attacker from Chile attempted a Remote File Inclusion
attack 88 times through an apparent exploit in a Google Map plugin. This malicious le
was downloaded by Glastopf and contained for potential future analysis. It should be noted
that this attack was not the result of a Google dork query as it happened on the second
day of operation and accounts for the only signi cant amount of attack tra c prior to the
honeypot being added to Google’s search index.

The observations made above consist of only rst-order analysis of the collected data over a
relatively short period of time. A deeper review of the data, as well as conducting a longer-
term study, can provide additional insight, such as changes in attack strings over time that
might indicate large shifts in attacker exploitation focus across the landscape; matching
identical attacks made by di erent attackers, possibly indicating separate, individual bots
within the same botnet; or changes in attacks made by repeat o enders that might indicate
shifts in exploitation focus for individual attackers.
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Figure 3.5: Top URL attack strings recorded by the Glastopf web-server honeypot and the
number of times recorded during the case study
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Security researchers from Lewis University performed a similar case study on the Glastopf
honeypot in late 2015 to early 2016, operating it for approximately 40 days [62]. During
their case study, they observed approximately 80,000 individual attack strings against their
honeypot from a wide number of countries. The country that originated the most attacks
was Indonesia, accounting for 39% of the attack tra c, with the United States having the
second highest, accounting for 30%. The remaining countries accounted for 6% or less of the
attack tra c.

Comparing the case study performed by Lewis University with the case study performed
for this thesis demonstrates several similarities. Both case studies were operated for similar
time periods of about 40 days and both kept the Glastopf honeypot con guration as default
as possible. While the default con gurations for this case study were used in order to
generate as generic a case study as possible, the default con gurations may potentially deter
any observant attacker from attempting to exploit the honeypot; Glastopf can easily be
recognized when using the default con guration by simply browsing to the honeypot’s web
address and viewing the presented website. Glastopf’s default con guration generates a
website that, while producing randomized text in order to prevent all default Glastopf pages
from being duplicates, maintains the same layout with nonsensical text strings.

There are several di erences, however, in both the set up of Glastopf honeypots between
the two test cases as well as in the results collected. Lewis University set up it’s Glastopf
instance on an Internet connection being provided by a commercial ISP and registered the
honeypot with a commercial domain registrar; the Glastopf instance con gured for this case
study was established on the Virginia Tech network and the honeypot was advertised as a
link listed on a university-provided student web page. The di erences in setup most likely
account for the disparity between the time it took for Lewis University’s honeypot to be
indexed by Google’s web crawler (indexed after being operational for 10 days) and the time
that passed before this case study’s honeypot was manually entered into Google’s search
index (manually added on day 20). Both honeypots showed small amounts of attack tra c
prior to Google indexing them with the real volume of attack tra ¢ beginning once the
indexing was performed.

The Lewis University case study focused on identifying attack characteristics, such as attack
frequency and duration, and less on the actual exploit each attack was attempting. Similar
analysis can be performed on the data collected during this study if desired, due to the
quality of information and statistics collected by Glastopf.

It should be noted that it is expected that the attack URL strings recorded by Glastopf in
this study were not the only attacks being performed against the honeypot. As stated in
[62], researchers from Lewis University identi ed that a signi cant number of attacks against
their Glastopf honeypot were SSH based, with 7,143 login attempts performed. However,
whether the number of SSH attacks performed against the Lewis University honeypot was
in uenced by the Google dorks that allow attackers to discover Glastopf honeypots, or if
that number is representative of the number of SSH penetration attempts made against any



Alexander L. Kedrowitsch Chapter 3. Background 18

system on their network with an open SSH port was not discussed.

Glastopf is a very e ective and clever honeypot, but it does have it’s drawbacks. Every one
of the recorded strings re ects an attempted penetration into whatever system the attacker
believed the honeypot to be. Unfortunately, while Glastopf strives to respond appropriately
to an attack string in order to fool the attacker into continuing with it’s exploitation attempt,
the logs collected during the case study don’t reveal any follow-up interaction by attackers
at all. Granted, Glastopf is recording only HTTP interactions and follow-up penetration
attacks may be attempted on other protocols; however, it does illustrate the lack of data
collection for subsequent steps performed by attackers. This is a hallmark limitation of
low/medium-interaction honeypots that counterbalances their ease of implementation and
minimal resource requirements.

3.1.2 Low/Medium-Interaction vs High-Interaction Honeypots

Low/medium-interaction honeypots require very minimal resources to operate, as their em-
ulations of networks and protocols are generally lightweight. After reviewing the landscape
of popular honeypots, it appeared that all of them are capable of running on a single-board,
low-powered device, such as Raspberry Pi 3 or an Intel Atom based system. The code base
for these honeypots always remain minimal and storage and system memory requirements
are low, with CPU intensity generally low as well, allowing the honeypots to execute on low-
powered devices without maximizing CPU utilization. Logging capabilities are built within
the application and establishing additional monitoring tools is not required.

The availability of low/medium-interaction honeypots to run on low-cost systems is a par-
ticular bene t for security professionals who may need to deploy more than one honeypot
in order to provide a more complete view of malicious activity on their network, as external
threats never consist of the sole threat to major networks.

High-interaction honeypots typically require a more challenging and time-consuming setup
than low/medium-interaction honeypots due to the fact that high-interaction honeypots
are complete systems contained within a virtual machine. Such a system rst requires
the guest operating system to be installed and con gured, followed by the installation and
con guration of each service that will be employed, as well as the monitoring tools that
will be leveraged to log system activities. Once the honeypot has been fully con gured and
established, the virtual machine hypervisor generally has the ability to store a copy of the
virtual machine image that can be reinstated easily in the future, which is of supreme value.

The greatest limitation to high-interaction honeypots is the system resource overhead that
is incurred, which dictates the minimum hardware requirements for the honeypot to operate
at an acceptable performance level. For example, as discussed later in Section 7.1.3, instruc-
tion execution time su ered a minimum penalty of an additional 52% execution time with
hardware assisted virtualization. This encumbrance may be prohibitively expensive in terms
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Table 3.2: System Resource Expense vs Honeypot Interaction Level

of system resources to operate a high-interaction honeypot on a low-power device which may
be able to run most, if not all, services of a production system natively, but not with the
additional resource overhead of running within a virtual machine.

With su cient and properly con gured monitoring tools, high-interaction honeypots provide
the best data collection, but are time-consuming to set up and resource intensive to run.
Additionally, as will be discussed in Section 4.2, a secondary concern is when malware
penetrates executes on a high-interaction honeypot, it may be detect the honeypot as a
virtual environment and refuse to proceed with it’s attack. These concerns are what is
compelling the development of low/medium-interaction honeypots.

The jump in resource intensity between low/medium-interaction honeypots and high-interaction
honeypots is rather signi cant, leaving no middle ground for security professionals between
the hardware investment for the greater deception available of high-interaction honeypots
and the signi cantly lower-cost hardware investment needed for low/medium-interaction
honeypots at the expense of deception capabilities.

3.1.3 Aggregate Honeypot Servers

In the implementation of low and medium interaction honeypots, there are some considera-
tions that are speci c to their usage. Due to the fact that low/medium-interaction honeypots
are designed to emulate a single, speci c interface, a varied population of these honeypots
must be deployed on a single network in order to span monitoring across multiple services
and gain a broader picture of the potential threats a network faces. As low and medium in-
teraction honeypots are generally stand-alone systems, deploying a number of them requires
constant monitoring of separate logs and activities in multiple locations within the network,
which can be a time-consuming task depending on the number of honeypots deployed. In
response to this situation, the security community has begun to develop honeypot aggregate
servers that operate as back-end logging systems to which honeypots are able to report all
activity to. A collection of deployed honeypots, combined with a central server for collecting
logs, is commonly referred to as a honeynet [94][25][66][16]. The aggregation server is able



Alexander L. Kedrowitsch Chapter 3. Background 20

to compile the logs from all communicating honeypots and develop combined threat reports
that are retrieved from a single location, potentially generating a signi cant savings in time
over retrieving each report individually as well as packaging the reports in a manner that
greatly aids the production of real-time threat analysis. Additionally, this combined pool of
data is available for historical analysis of attack trends and provide relevant, ongoing threat
assessments.

Due to the unique requirements of the security domain, a new communication protocol
named hpfeeds was developed by Mark Schloesser speci cally for the purpose of honeypots
reporting to an aggregation server [33]. Originally written for Python and C, the hpfeeds
community has expanded its support to a number of other languages such as Ruby, Go, and
JavaScript in order to be incorporated into a greater number of honeypots. Hpfeeds is set
up as a lightweight protocol with a publish-subscribe model with support for the delivery of
binary payloads along with authentication being provided through the use of authentication
keys. The protocol has also been tested for use with SSL/TLS for con dentiality. This makes
hpfeeds a simple, purpose-built protocol that is ideal for use with honeypots with plaintext
logging and captured malicious binaries.

The development of honeynets poises network security for the use of multiple low/medium-
interaction honeypots deployed throughout a network as \sensors™ that tie into a central,
aggregate server for potentially unparalleled visibility of ongoing cyber-threats. Discussions
have begun in academic research circles in the last few years exploring ideas on an ideal
framework for deploying multiple honeypots either in a single network or over a large geo-
graphical location [66][16].

Modern Honey Network (MHN) is an open-source honeypot aggregate server developed and
supported by Anomali and published on GitHub.com. A free and open-source platform,
MHN supports the automated deployment of low/medium-interaction honeypots and the
collection of their logs through hpfeeds which are viewable through a web-based, threat
assessment front end. MHN was used during the case study of the Glastopf honeypot,
discussed in Section 3.1.1, for both honeypot deployment and log collection.

The deployment of Glastopf from MHN was designed to be streamlined and near-fully au-
tonomous. However, a number of script corrections needed to be made in order for Glastopf
to successfully deploy on the Raspberry Pi due to di erences in available libraries through
Ubuntu’s apt packet manager. Additionally, the Glastopf honeypot itself su ered from an
error in it’s code that resulted in corrupted Remote-File Inclusion attack reports. A very
minor re-ordering of source code was able to resolve the issue.

The necessary script and source code modi cations highlight the downside to the current
state of honeypot aggregate servers: Aggregate server support is performed independently
from honeypot developers, so there is an inherent likelihood of integration issues without a
standardized interface speci cation between honeypots and aggregate servers. Using hpfeeds
greatly aids in the passing of logs, which is the primary focus of hpfeeds, but ancillary
concerns such as honeypot deployment or additional reporting features tend to break as
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honeypot and aggregate server code is updated independently over time.

Additionally, a lack of standardized interface speci cations between honeypots and aggregate
servers limits the amount of honeypot con gurations that can be performed by the aggregate
server without manually coding for each speci ¢ honeypot (and possibly di erent versions
of the same honeypot). However, as the use of aggregate servers for honeypot deployment
and management gains momentum, it is hoped that a common speci cation will be adopted
that allows for large numbers of varied honeypots to be deployed and managed by aggregate
servers, requiring minimal knowledge of the speci cs of each of the honeypots by the security
administrators.

Additional discussion regarding the refactoring of existing honeypots to support aggregate
server interfaces, such as the hpfeeds protocol, is included in Section 12.1.

3.2 Rise of the Raspberry Pi and the Single-Board
Computer (SBC)

The capabilities and popularity of low-cost, low-power, single-board computers has risen
dramatically since the release of the original Raspberry Pi in 2012 by the Raspberry Pi
Foundation. The Raspberry Pi was designed for the purpose of promoting an interest in
computer programming in children of developing countries [86] and has taken o as a versatile
and a ordable platform for programming enthusiasts of all ages around the world with 10
million Raspberry Pi’s being sold in less than 5 years [85].

The original Raspberry Pi was equipped with at 700 MHz, single-core, 32-bit ARM-based
processor and 256 MB of RAM; modest speci cations for 2012, but su cient to run many
non-graphical applications. The current edition, the Raspberry Pi 3, has a 1.2 GHz, quad-
core, 64-bit ARM-based processor and 1 GB of RAM; along with a host of additional im-
provements over the rst edition, the Raspberry Pi 3 is a potent, bare-bones computer that
retails for $35(USD). In addition, the Raspberry Pi Foundation introduced a new computer
in 2015, called the Raspberry Pi Zero, which has similar speci cations to the original Rasp-
berry Pi, but retails for only $5. During the initial release, consumer interest in Raspberry Pi
Zero has signi cantly outstripped manufacturer supply and quantities continued to remain
limited one year later.

Use of Raspberry Pis as the hardware base for low/medium-interaction honeypots have risen
in the last few years and it’s application has begun to present itself in academic literature
[16][87][48][55].

With the rise in popularity of the Raspberry Pi series of low-cost systems, other manu-
facturers are attempting to capitalize on it’s success with their own variant of low-power
single-board computers such as the NanoPi 2 Fire [59], the PixiePro [11], and most recently,
the Asus Tinker Board [88]. Each of these boards attempt to o er di erent variants on the
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ARM-based architecture o ered by the Raspberry Pi with price points ranging from slightly
less than the Raspberry Pi to nearly twice the price. Clearly the interest and demand for
low-cost, low-power systems is signi cant.

Currently, there does not appear to be as many low-cost single-board devices o erings for
the x86/x86-64 architecture as Intel has had slow gains in the low-power device market.
Several of the x86-64 SBCs on the market are the Intel Atom-based Jaguarboard [53], the
Intel Celeron/Pentium based UP-squared board [9], the Intel Celeron/Pentium/Atom based
Udoo X86 [38], and the Intel Atom-based Minnowboard Turbot [23], with prices ranging
from $80 - $259 (USD), considerably higher than the price of the Raspberry Pi.

Low power devices that support x86 compiled software have an advantage in the fact that
most production systems that honeypots are designed to emulate are native to the x86
architecture. However, with the ability of many ARM-based low-powered devices being
powerful enough to run many terminal-based Linux operating systems, combined with the
recent surge in popularity of ARM-based systems prompting many services to be compiled
for the ARM architecture, coupled with the lower cost of ARM single-board computers, x86-
based systems loose many of it’s bene ts. Additionally, ARM-based servers are beginning to
make an appearance in business networks and have begun to challenge an Intel dominated
market [12][7], most likely promoting even more business network services to support ARM
natively.

Combining the low-cost versatility a orded by low-power single-board computers with the
emerging use of honeypot sensors in a honeynet, security researchers and administrators are
given a data collection tool that has not previously existed - the ability to deploy cheap
sensors throughout one or more networks to collect data on network penetration attempts
and new exploits as they are used in the wild. The only limitation in such a honeynet
is the reduced deception a orded by low/medium-interaction honeypots as the overhead
imposed by virtual machines for high-interaction honeypots on single-board computers is
prohibitive; most single-board computer processors are designed for low-power usage and
are not equipped with hardware virtualization extensions to reduce the processing overhead.



Chapter 4

The Problem

4.1 Vital Role of Virtual Machines

Virtual machines provide an ideal environment for security researchers to analyze and study
botnet behavior and code [5]. In terms of the discussion on honeypots, high-interaction
honeypots are deployed within virtual environments for a number of reasons [80] [41] [15],
but mainly for the purposes of containment and fast image restoration. This allows security
researchers and administrators to monitor the attacker behavior throughout the entirety of
the attack cycle in a contained environment and, once the attack and all data collection is

nished, the honeypot can be quickly reset back to it’s original state, ready to interact with
the next attacker. Deception is able to be maintained inde nitely as the actual services and
applications under attack are being run with no emulation or approximation that may alert
an attacker that they are not interacting with a production system.

In addition to their use in high-interaction honeypots, virtual machines also provide a sand-
boxed environment for researchers to observe the behavior of any captured malicious binaries
that require analysis. These binaries are free to behave as their author intended while being
limited to within the virtual environment and its actions and activities monitored for anal-
ysis. These sandbox environments provide researchers the convenience of containment and
quick machine restoration (by easily restoring a ready-to-execute machine image), as well as
being able to maintain a cache of images con gured to speci ¢ requirements. The bene t
provided by virtual machines is signi cant to researchers, as managing the same set of tasks
for bare metal machines can easily become overly burdensome to even the largest security
research team.

Unfortunately, the ideal application of virtual machines for high-interaction honeypots and
malicious binary analysis has not gone unnoticed by malware authors. These authors make
great e orts to thwart analysis and study of their binaries by preventing the execution of
malicious code in virtual environments [5]. There are a number of methods that botnet
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authors have to detect such environments, which has already been studied at length in
literature [27] [42] [69].

4.2 VM Aware Malware

In order to discuss how malware might detect the presence of a virtual environment, a brief
discussion on virtual machines is necessary.

A virtual machine, in the basic sense, is a computer hardware con guration that doesn’t
exist physically. The virtual hardware components that makes up the virtual machine are
either actual hardware components of the host system, managed by software or virtual
hardware components that are emulated by software. The virtual machine is managed by
the hypervisor (for this thesis, the term hypervisor also includes Virtual Machine Manager),
that controls the relationship between the virtual machine and the actual hardware platform
it is executing on and can manage multiple virtual machines simultaneously.

Traditionally, virtual machines are divided into Type | and Type Il which varies with the
location where the hypervisor is running. A Type | virtual machine has the hypervisor
boot directly on the hardware and has the highest level of hardware access privilege. Any
OS that will interact with users or execute programs are ‘guests’ that are virtual machines
managed by the hypervisor. Type Il virtual machines start with a ‘host’ OS that has the
highest level of hardware access privilege, then runs the hypervisor and any subsequent
virtual machines as programs. This is opposed to a non-virtual machine that simply has
the OS execute on the system hardware. See Figure 4.1 for a graphical representation of
where the hypervisor operates between the two virtual machine types. It should be noted
that when the hardware CPU natively supports virtualization, these access privileges are
modi ed somewhat in order to grant hypervisors special privileges, but further details are
outside the scope of this discussion.

Fully emulated virtual environments are virtual machines in which all of the virtual system’s
hardware is implemented in software on the host machine. This type of virtual machine is the
most exible, as every aspect of the hardware can be tuned/changed in software; however,
this type of virtual machine is also the slowest technique, as all operations performed by the
virtual machine are done in software on emulated hardware or otherwise binary translated
from the ‘guest’ architecture to match the hardware of the host system [64]. Popular virtual
environments that provide fully emulated environments are Bochs and QEMU.

Full virtualization are virtual environments that match the host machine’s hardware and
do not need to perform hardware operations in software except privileged CPU instructions
that can only be executed by the ‘host’ operating system that is interfacing directly with
the system hardware. Any privileged instructions that the virtual environment attempts to
perform are intercepted by the hypervisor and are either binary translated to non-privileged
instructions before executing them or the hypervisor has the ‘host’ operating system perform
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those instructions on the virtual environment’s behalf. There is a considerable performance
bene t over fully emulated virtual environments, but the hardware and architecture restric-
tions may not be feasible for all applications. This type of virtualization is also referred to
as a Hybrid Virtual Machine [64].

Paravirtualized environments are virtual environments that are very similar to full virtual-
ization except for the fact that the ‘guest’ operating system has been modi ed to not call
any privileged instructions, instead interfacing with the hypervisor to perform the necessary
operations. This provides additional performance bene ts over full virtualization as the hy-
pervisor does not need to trap and translate instructions, but it does require modi cations
to the ‘guest’ operating system [64]. Some modern operating systems, such as Windows and
Ubuntu, provide built-in paravirtualization when it detects it is running in a virtual envi-
ronment (through advertisement of hypervisor interfaces), which aids in the implementation
of paravirtualization.

Wide-spread use of hardware assisted virtual environments is a relatively recent develop-
ment with the introduction of Intel’s VT-x processor extensions in 2005 and AMD’s AMD-V
processor extensions in 2006. VT-x and AMD-v provide privilege modes for virtual environ-
ments that support additional, hypervisor speci ¢ instructions to avoid the delay of trapping
and translating privileged instructions that exists in full virtualization, but without the ad-
ditional modi cations of the guest operating system that exist in paravirtualization [64].
Hardware assisted virtualization provides the greatest performance, expecting to operate at
near-native speeds, but requires both hardware support from the CPU as well as a hypervisor
that utilizes the additional CPU instructions. In 2010, ARM announced extensions to their
ARMV7-A architecture that supports hardware assisted virtualization [10].

Another relatively recent development for virtualization is what is being referred to as oper-
ating system level virtualization. The main di erence between traditional virtualization and
operating system level virtualization is that traditional virtual machines all run their own
operating systems and compete for hardware resources at the hypervisor level (which may
be competing for resources with the host OS, in the case of Type Il hypervisors); instead,
operating system level virtual machines all share the kernel of the host OS with isolation
being managed by the OS through a variety of techniques [74]. This virtualization allows
additional performance bene ts over traditional virtual machine techniques by reducing the
need to run distinct operating systems for each virtual environment and share resources at
the OS level at the expense of restricted con gurability (OS level virtualization is restricted
to the con guration of the system hardware and kernel) and decreased security (a single
environment crashing the kernel takes the entire system down).

Malware that tests for the presence of a virtual environment use a variety of methods to
detect changes in the environment that have been introduced by the hypervisor. Some of
these methods include detectable di erences between emulated and actual CPUs, such as
undocumented CPU behavior or lack of CPU registers that are not present in an emulated
CPU. Other methods simply check the running environment or le system for artifacts that
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indicate hypervisor software is either installed or running. Lastly, a very e ective virtual
environment detection method seeks to exploit the processing overhead of virtual machines
that is such a barrier to low-powered devices using virtual environments by detecting the
additional delay in execution that occurs when operating within a virtual environment [5].

To be fair, not every virtual environment testing method uses technologically clever or sophis-
ticated techniques to identify if it’s on a research system; malware was recently discovered
to check for the presence of a requisite number of Microsoft Word documents. If the system
lacks enough Word documents, the malware assumes it is currently in a testing environment
and ceases it’s malicious behavior [75].

Accounts have been made in 2008, that up to 40% of the malware in the wild altered their
malicious behavior when being executed in a virtual environment or a debugger [14]. If
this percentage is even loosely representative of the percentage of VM-aware malware in the
wild today, it poses a signi cant concern to the security research community that much of a
binary’s malicious behavior may go unnoticed.

Unfortunate for malware authors (but fortunate for the security research community), there
has yet to be a single, user space test that can reliability detect the presence of a virtual
environment in all scenarios, a test that has been coined ‘red pill’ after security researcher
Joanna Rutkowska published a method in 2004 that used several lines of code to detect
Windows running in a virtual environment [72]. The ‘red pill’ test queried the location
of the interrupt descriptor table register (IDTR) to determine if it was being stored in
a non-standard memory location, indicating the current operating system is not the host
OS. However, this test is no longer e ective as the location of the IDTR is no longer pre-
determined for multi-core processors [27]. Similar developments in both CPU architectures
and virtual environment implementations have prompted an every-changing landscape in
virtual machine detection.

The di culty in devising a general virtual environment detection method is due to the
varied types of virtual environments and the di erent methods that are used to implement
them. Type | and Type Il hypervisors operate di erently because of where the hypervisor
resides in relationship to the hardware. Fully emulated virtual environments will behave
di erently than paravirtualized environments which will behave di erently than hardware
assisted virtual environments. These di erent approaches vary considerably on how they
implement an ephemeral hardware environment which leaves little common ground between
all implementations, thus it becomes a di cult problem to solve in order to detect them all
with a generic method.

Despite there no longer being a ‘red pill’ that can be used for general virtual environment
detection, malware authors have shown a high level of ingenuity in the variety of methods
employed and there is no shortage of academic writings on the topic [27] [69] [29] [14].
Many of the environment detection methods discussed in literature focus on an inherent
level of discoverability of many virtual environment implementations. In the case of full
hardware emulation, attackers seek to exploit less-than-perfect emulation by executing CPU
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instructions with undocumented side-e ects that are often not included in the emulated CPU;
other environment detection methods seek to have a hypervisor reveal itself by triggering a
hypervisor event and detecting side-e ects, such as cache ushes; malware may also seek to
identify any communication that may be occurring between the guest OS, the hypervisor,
and the host OS [27]. Capturing malware in the wild to analyze the virtual environment
detection methods currently being employed is a non-trivial task and was beyond the scope
of this thesis.

4.3 Related Work in Deception and VM Aware Mal-
ware

In 2005, researchers from the University of California, San Diego saw the bene cial role
that honeypots play in network security, but were concerned with their scalability as the
number of honeypots deployed grew. Vrable, et al., proposed a system call Potemkin [89]
that addressed the inevitable trade-o between low- delity monitoring performed by low-
interaction honeypots at a low resource cost and the high- delity monitoring that can be
performed by high-interaction honeypots at a high resource cost. Potemkin addresses this
trade-o by generating a virtual network consisting of thousands of ephemeral honeypot
‘clients’. When a potential attacker interfaces with one of these clients, a virtual machine is
quickly spun-up that provides the high level of deception of a high-interaction honeypot for
the duration of the attack. Once the attack is completed, the virtual machine is terminated
and it’s resources are freed. The authors discuss the concern of VM-aware malware and
ultimately, due to the persistent challenges and solutions required to defeat all possible
environment checks, left it unaddressed.

A recent work leveraging the bene ts of honeypots was proposed by Taylor, et al., in [78] in
which a system was deployed ‘on-the-wire’ to detect malware shortly after it was downloaded
by any client on the monitored network. Taylor, et al., extended the idea of a *honeyclient’, a
security system that trolls the Internet, searching for any compromised server that attempts
to infect the system with malware when the honeyclient interacts with it; rather than at-
tempting to individually interface with the innumerable servers on the Internet, Taylor, et
al.,’s on-the-wire honeyclient caches all HTTP exchanges clients on the protected network
have with external servers. When an exchange is observed that contains potentially risky
code or binaries, the on-the-wire honeyclient starts a sandboxed environment with a con gu-
ration matching the client that triggered the risky exchange. The HTTP cache is replayed on
the sandbox, impersonating both the client and server responses while using the binaries that
had been cached as part of the HTTP exchange in order to attempt to detect any malicious
behavior performed by the binaries. The execution of the binaries within the sandbox are
monitored for speci ¢ malicious behaviors, which include halting execution (assumes binaries
detected virtual environment and terminated). The tested implementation of the proposed
on-the-wire honeyclient resulted in a signi cantly higher detection rate than signature-based



Alexander L. Kedrowitsch Chapter 4. The Problem 29

IDS and caught numerous malware samples that were missed by the pre-existing network
security system. However, the authors acknowledged that their implementation does su er
from limitations related to virtual-environment detection which they tried to compensate for
with their variety of sandbox ags.

Much of the attention regarding VM-aware malware has focused on malicious binaries already
loaded on to a system that, during execution, perform some environment checks in order
to determine if it is operating in a virtual environment [27] [42] [69]. These environment
checks can range from simply checking the le system for tell-tale indicators such as standard
VMWare network adapter drivers, to testing for the presence of model-speci ¢ CPU errors
that aren’t replicated in a simulated system [42]. Probably the most well-known detection
mechanism is related to timing, where speci c operations are performed and the elapsed time
is compared to an expected reference; if the operation took longer than expected or frequent
executions of the operation have a wide variance in execution time, a program can assume
it is operating in a virtual environment [69]. The reason for the delay is inherent to the
virtualization technology, where, at minimum, several CPU instructions are either emulated
in software or captured and translated to other instructions, thus creating an additional
time overhead [29]. In the case of full system emulation, the CPU is emulated fully in
software, which generates a substantial resource overhead. In full virtualization, the resource
overhead is signi cantly reduced due to only a small number of privileged instructions that
need to be intercepted and translated, however an overhead still remains. Hardware assisted
virtualization reduces this overhead still further, yet it still requires hypervisor events that
trigger the CPU to change privilege modes, which still results in a delay. As no technology is
currently available to remove this inherent delay in instruction processing, the use of timing
to detect virtual environments remains a popular method in virtual environment detection
and an open problem to be solved [29].

A mechanism to implement several of the key features of virtual machines on a bare metal
system was explored in [42] due to the emerging threat of VM-aware malware. The malware
analysis framework outlined by Kirat, et al., allowed a state of the bare metal execution
environment (consisting of memory and CPU register contents) to be captured and later
restored in order to provide a \fast and rebootless system restore technique". The proposed
framework contains many advantages and is anticipated by its authors to overcome all com-
mon virtual environment detection tests, however the framework is complicated and requires
a modi cation of the running operating system that will be dependent upon the hardware
utilized by the bare metal system. Additionally, in the preceding years following the pub-
lishing of the paper in 2011, there has been little e ort to commoditize such a system to be
made easily accessible to the security research community as a whole.

Attempts have been made to develop fully transparent virtual environments that, unlike
traditional virtual environments that are designed for productivity, are designed to be in-
visible to software that attempt to detect a virtual environment; Cobra and Ether are two
often cited examples of this attempt. Unfortunately, both virtual environments had ulti-
mately fallen short of their goal; tests have been devised that reveal their presence either
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through inaccurate CPU semantics or through timing tests with veri cation from outside
sources [69] [65]. It has even been argued by Gar nkel, et al., that a fully transparent virtual
environment is, in itself, impossible to achieve due to necessary deviations that virtual envi-
ronment developers must make that are di erent from the hardware they are emulating [30].
Gar nkel outlines a number of categories in which virtual machines will di er from their
target hardware, to include discrepancies with CPU implementation, resource discrepancies,
and execution timing di erences.

In [5], Balzarotti, et al. argued that rather than attempting to implement an entirely trans-
parent virtual machine (while being possible, will most likely be extremely resource inten-
sive), it is better to simply detect when software changes it’s behavior when operating in a
virtual environment. The authors implement a two-system behavioral comparison technique
in which a binary is executed on a non-virtual reference machine while recording the system
calls and parameters used to execute the malware. The same malware is then executing
on a virtual machine using the same system calls performed on the reference machine and
compare the outgoing system calls made by the binary between the two execution runs. The
authors found their technique to be reliable and e cient at detecting what they referred to
as a ‘split personality’, where malware behaves di erently depending on the environment it
is being run in.

In 2005, Symantec published a journal article discussing the increase in threats against virtual
machines [91]. Symantec’s article included discussions on VM-aware malware designed to
alter their behavior when being analyzed by Symantec’s security analysis systems, which
rely heavily on virtualization, making it \di cult or impossible for an automated system
to come to an accurate conclusion about the malware in a short timeframe.” The article
outlined a number of techniques their malware analysis team observed for binaries to detect
the presence of a virtual environment to include network adapter MAC address checks,
Windows registry keys alluding to virtual machine software, and checking for speci ¢ process
and service names. Additional methods to bypass automated analysis techniques include the
incorporation of some type of user interaction, such as waiting until a speci ¢ number of left
mouse clicks have been performed before attempting malicious activity, or incorporating a
delay before attempting malicious behavior that is longer than an automated process has
before determining whether the binary’s behavior is malicious by nature. Symantec’s article
ultimately provided no conclusive solution on handling VM-aware malware, merely just
commenting on it’s existence and discussing some of the behaviors that they have witnessed.

An interesting application of deception in regards to network security defense is the de nition
of the term *honey-patching’ made in [3]. The authors made the valid observation that many
patches to security vulnerabilities reveal their presence by outright rejecting the tra c that
was attempting to leverage the exploit. This gives attackers the advantage in reconnaissance
by allowing them to quickly identify which systems were patched and which were not. Honey-
patching is a term describing the process of patching a vulnerability, but instead of outright
rejecting malicious tra c, the server process that receives it will be live migrated to an
isolated environment in which the attacker can continue with their malicious behavior for
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monitoring or observation, away from production services.

Older work in the area of security deception includes the practice of using ‘honey les’, outline
in [93]. Honey les consist of special les that are not intended to be used by standard
network users, but are designed to appear enticing to a network intruder. Whenever that

le is accessed, details about the intrusion are recorded and an alert is made. The intent
for honey les is to be a means of validating a network’s current security system; alerting
security administrators to the presence of a possibly undetected intruder.



Chapter 5

Our Contribution

In Chapter 3, the value of honeypots was discussed, to include the preference towards high-
interaction honeypots for prolonged deception and how those honeypots traditionally rely on
virtual environments in order to provide isolation during an attack as well as quick restoration
once an attack was completed. Chapter 4 discussed the arrival of VM-aware malware that
is being written by authors in order to avoid/defeat analysis of their malicious binaries and
the challenges presented in trying to create a virtual environment that is not susceptible to
environment detection.

In Section 4.2, the idea of operating system level virtualization was introduced in which
programs could run on a system in isolation from other programs and the sharing of system
resources is managed by the operating system kernel rather than a traditional hypervisor.
The last few years has seen a maturation of this style of software isolation and containment
in Linux, being coined under the term Linux Containers. Some implementations of con-
tainers provide many of the functionalities that are essential for high-interaction honeypots
and malware analysis without incurring the performance overhead or speci ¢ hardware re-
quirements for e cient implementation of traditional virtual machines (further discussion of
containers continues in Section 5.1). Given the security research bene t provided by honey-
pots in general (and high-interaction honeypots speci cally), this recent development opens
the possibility of deploying high-interaction honeypots on low-power devices. This is partic-
ularly enticing for the deployment of a honeynet in which multiple honeypots act as sensors
throughout a large network or collection of networks which normally, due to hardware costs,
is relegated to the use of low-cost computers, thus low/medium-interaction honeypots. This
thesis proposes that Linux containers employed on low-power devices provide a viable and
e ective deception-based cybersecurity tool.

32



Alexander L. Kedrowitsch Chapter 5. Our Contribution 33

5.1 Linux Containers

A good, introductory treatment on Linux containers is given by Wang in [90]. In brief,
Linux containers are the product of tying together two Linux technologies: namespaces and
cgroups. Both of these technologies provide isolation and containment for one or more pro-
cesses from the rest of the host in order to abstract applications away from the operating
system. The initial development of containers is called Linux Containers (otherwise referred
to as LXC), which allows multiple Linux systems to be run on the same host, sharing only
the system kernel. Each of these containers ‘feels’ like it’s own entire Linux system and
are isolated from both each other and the host system. The more popular implementa-
tion of Linux containers, Docker, originated as a derivate of LXC with the goal of developing
single-application containers rather than each container housing an entire system. As Docker
matured, it began to focus on providing single-process containers, where multi-process ap-
plications would be made up of a collection of Docker containers, with each container being
stateless and accessing a shared, mounted storage [17]. Although Docker has brought Linux
containers into mainstream popularity, it’s design focus does not match the security goals of
this thesis; LXC (and it’s newer management daemon, LXD), delivering full Linux systems
in contained environments, better align with the goals of prolonged attacker deception with
minimal resource overhead.

A signi cant component to the reduced overhead of running Linux containers as opposed
to traditional VMs is that not only do containers lack the processing overhead incurred
by the hypervisor with emulated, full virtualized, paravirtualized, or even hardware assisted
virtualization, but there’s less processing to do in general due to not needing duplicate kernels
starting up and running for each VM in parallel. This generates a large amount of additional
work when considering duplicate memory management, duplicate disc 1/0, duplicate process
management, and more.

Taking a sample from one of the CPU timing experiments demonstrated in Chapter 6 on
the system Cindy, LXC added approximately 6% to the execution time of a particular code
sample when compared to bare metal execution, where KVM added approximately 41%.
While demonstrating the performance di erence, this example is not a conclusive analysis
on the CPU performance between the two isolation environments as there can be a signi cant
number of in uences on execution time between the two tests compared with the bare metal
execution. While such an investigation and discussion is not within the scope of this thesis,
such a comparison has started to be considered in literature [26].

Due to being abstracted away from the operating system, Linux containers have the added
bene t of being managed very similarly to a virtual machine image. Containers can be
started and stopped quickly (no kernel boot-up or shutdown required), they can have their
state frozen and restored at a later time, and they can be copied to other physical hosts
with minimal restrictions. Additional bene ts are provided to containers depending on their
implementation (ie, LXC vs Docker) and care must be exercised to ensure a selected Linux
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container implementation matches the design goals of a speci ¢ project.

5.1.1 Linux Container Security Assumptions

The reason why Linux containers may be an e ective alternative to virtual environments for
isolation and containment of high-interaction honeypots is in being reasonably assured they
are a ‘safe-enough’ platform. As describe by Hayden, et al. in [36], system administrators
don’t necessarily need to sacri ce security when implementing Linux containers, however
there are some nuances unique to Linux containers that need to be addressed in order to
provide reasonable assurance of security.

There are a number of matured mechanisms by which Linux containers can be deemed reason-
ably secure, chief among them are the employment of AppArmor and SELinux. AppArmor
is a Linux security system that allows administrators to place restrictions on what programs
can do, what they can access, and the type of access they are permitted. AppArmor was
applied to Linux Containers as a means to avoid an attacker from accessing resources on the
host system that the container has not been designated access to [34].

SELinux is another Linux access control system that is similar to AppArmor in that it
restricts container access from resources it is not authorized to interact with. However,
SELinux provides access control through the use of labels for system resources and is designed
to implement policies for how various resources are authorized to interact with other resources
at a very granular level [36].

Linux namespaces and cgroups, which allow Linux containers to operate by providing the
isolation mechanism, also provide their own security measures. Linux namespaces allow
a kernel to hide various resources from a container and allow the container to believe it
has full access to the system. As an example, namespaces grants UID isolation in which
someone logged into an unprivileged container may have root access with a UID of 0 within
the container; however, the kernel has actually assigned that user the UID of a normal,
unprivileged user. In the event an attacker discovers a means to break out of a container,
they will nd themselves acting without root privilege.

Linux cgroups allows the system kernel to place restrictions on the amount of resources a
container is allowed to consume; this includes CPU, system memory, and 1/0 resources.
Cgroups ensures that no single container is allowed to consume all resources available on the
host and thereby perform a DoS attack against other containers running on the system. An
example of this would be a cgroup policy that limits the number of processes a container may
spawn; by placing this restriction, if limited low enough, cgroups will prevent an attacker
from performing a fork bomb (an interested read on using cgroups to prevent a fork bomb
in a Linux container can be found here [61]).
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5.2 Linux containers as a Viable Alternative to Virtual
Environments on Low Performance Machines

When exploring the question whether Linux containers are a viable alternative to using
virtual environments on resource restricted machines, such as the Raspberry Pi, for the use
of high-interaction honeypots, it must be identi ed what the requirements are.

The functionality provided by virtual environments that predisposes their use in high-
interaction honeypots are:

1. Containment to prevent an attacker from breaking out of the honeypot and onto the
production network

2. State restoration that allows administrators to return the honeypot to its original state
after an attack has been performed

3. System state monitoring that allows researchers to observe the actions being performed
by the attacker

Requirement 1 was discussed in Subsection 5.1.1 and provides reasonable assurances based
on matured security mechanisms that are part of the mainline Linux kernel.

Container management discussed in Section 5.1 mentions the portability of Linux containers
due to their abstraction away from the host operating system and being managed similarly
to those of traditional virtual machines. This allows the state of Linux containers to be
maintained and restored e ciently and quickly, oftentimes within seconds, depending on the
host system and the container con guration, addressing Requirement 2.

Requirement 3 is simply satis ed by noting that Linux containers operate as a collection of
processes that may be isolated and contained from within the container, but are fully visible
by the host system. As such, containers monitoring is available by any set of tools that allow
the monitoring of processes behavior, the tool strace being an example. For monitoring
the behavior of VMs, it has been mentioned in [40] and [42] that security researchers have to
make a trade-0 between out-of-host monitoring (observing the state of the virtual machine
from the outside) but at a lower delity, and in-host monitoring, which allows greater delity
in behavior monitoring, but is more prone to discovery (or modi cation) due to occurring
within the same environment as the malware.

By leveraging the lower overhead cost of using Linux containers instead of virtual machines
for high-interaction honeypots, it becomes feasible to employ high-interaction honeypots
on low-performance machines, such as the Raspberry Pi, opening a new category of high-
interaction and low system resource expense, as demonstrated in Table 5.1.
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System Resource Expense

Low High
High- High-
cl ., Interaction Interaction
S| High Hone
= ypots Honeypots
§ with Containers
ot Low/Medium-
S| Low Interaction
Honeypots

Table 5.1: System Resource Expense vs Honeypot Interaction Level with Containers
5.3 Experiment Proposal

While Linux containers appear to be technologically capable of replacing virtual environ-
ments for the purposes of high-interaction honeypots, in fact, there appears to be some
advantages Linux containers may possess over virtual machines, speci cally environment
detection techniques utilized by VM-aware malware to discover the presence of a virtual
environment may potentially be ine ective against container environments. VVM-aware mal-
ware is a serious security concern as potentially not all malicious behavior is being identi ed
by current commercial security systems. However, due to the variability in techniques uti-
lized by malware authors in an attempt to discover the presence of a virtual environment,
this statement requires some investigation. Defeating environment detection in virtual en-
vironments remains an open-ended question, but some preliminary discovery work will be
performed for Linux containers.

It is proposed that the use of Linux containers will allow security researchers to observe
and monitor the desired behavior of VM-Aware malware, while remaining in an isolated
and contained environment, by defeating the primary methods that virtual environments
are detected by.

Methods by which a binary can identify the presence of a virtual environment have been
frequently discussed in academia [14] [45] [5] [69] [27] as well as across the Internet at large.
It would be unfeasible to perform a comprehensive analysis on each of the identi ed methods.
Rather, detection methods have been grouped into categories and one or two example detec-
tion methods from each category were implemented and tested against an array of system
con gurations, both to validate the ability of the test to detect a virtual environment as well
as test it’s detection of a Linux Container. The selected categories of virtual environment
detection methods are:

CPU

File system
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Hardware attributes
System Memory Performance
Network
Unless otherwise noted, this experiment is performed through the lens of a remote attacker

who has penetrated a system’s initial defenses in order to plant a payload binary that is
about to execute.



Chapter 6

The Experiment

As stated previously in Section 5.3, in order to establish the use of Linux Containers as a
viable alternative to Virtual Environments for the purposes of malware detection, it rst
must be shown that Linux Containers are resistant to the environment detection methods
that VM-Aware malware perform. An experiment was conducted to perform a number of
virtual environment detection tests on both virtual environments and Linux Containers and
their results were reviewed and analyzed.

6.1 Design

Virtual environment detection methods can come in a variety of ways, each seeking to identify
di erent features of the executing environment that are abnormal for bare metal systems.
The tests performed in this study are intended to sample di erent aspects about an operating
environment and only contain a small portion of the range of tests that can and have been
performed when trying to detect a virtual environment. Each explored category has the
following tests being performed:

CPU

{ CPU clock variability
{ CPU information
{ Execution time of privileged instructions

File system
{ Artifacts in the File System

Hardware Attributes

38
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{ Artifacts in system hardware attributes
System Memory Performance

{ Increase in memory latency following hypervisor event
Network

{ Variability in TCP timestamp clock skew

These tests are meant to either explore information about the system, such as what is present
in the le system, what the system reports about its own hardware, or gain information about
how the system executes operations. Additionally, these tests are intended to operate with
user-level privileges, thereby mimicking operations that can be performed by malware prior
to conducting any malicious activities, such as attempting privilege escalation.

As source code for malware environment detection methods were not utilized for experiment
test development, these tests are both preliminary and unre ned. They are testing both
the validity of the suggested virtual environment detection methods discussed in literature
as well as observing the test behavior on bare metal systems, various virtual environments,
and within Linux containers. These tests are performed with default OS installations and
with minimal isolation e orts; while this approximates the vulnerability of a basic system, it
does not allow for throughout scienti ¢ analysis of test results. Rather, these results provide
a preliminary look into a number of areas in which virtual environments are reportedly
detectable.

6.1.1 CPU-based Environment Detection Tests

CPU clock variability seeks to sample the various system clocks that are available on modern
CPUs a high number of times, then determine the amount of variability in the clock sam-
ples by calculating a Mean and Standard Deviation. This is a test devised from an online
discussion regarding ‘red pill” virtual environment detection [73]. The test code is based on
previously published code designed for execution on x86 architectures. A version of the test
that was modi ed for this study on ARM architecture systems uses system \tick™ counts
as its timing source due to ARM not supporting the same internal clocks as x86 proces-
sors. Due to the sharing of system resources and the need to handle hardware and software
interrupts on both the guest and host system, it is anticipated that virtual machines may
demonstrate a variability in their clock timing sources that is not present in bare metal
operating environments.

CPU information testing merely queries the system for information on the CPU and at-
tempts to determine if there are any abnormalities such as a non-standard CPU name or an
unexpected number of CPU cores. This test has been identi ed in [27] as an e ective means
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to detecting certain virtual environments due to how the hypervisor, or the con guration
of the hypervisor, presents the physical attributes of the bare metal system to the virtual
environment. An additional test, demonstrated in code [51], shows an e ective means of de-
tecting hypervisors that advertise themselves by the CPUID instruction on x86 processors.
When executing CPUID, the 31st bit of the ECX register can (optionally) return a value of
‘1’ if a hypervisor is present [82]. It should be noted that no academic literature found to
this point has identi ed this as a virtual environment detection method, which may indicate
that academic literature is somewhat lacking when compared to the number of tests found
on the Internet.

Execution time of instructions was outlined in several papers [14] [30] [65] [69] as a candi-
date for virtual environment detection. Expanding on the concept, but taking into account
hardware-assisted VMs that execute all instructions natively except a small number that trig-
ger a hypervisor event before executing on the CPU, privileged instructions were targeted
for this implementation. As a security method, CPUs limit a core number of instructions to
be executable only by the primary operating system, preventing programs from performing
operations that can a ect the stability and integrity of a system. Because virtual environ-
ments operate as guest sessions and are not the primary operating system, in the case of full
virtualization, the hypervisor is required to intercept any instructions the guest OS believes
it can execute and either run the command on behalf of the guest OS, or translate the priv-
ileged instruction into non-privileged ones that the guest OS is capable of executing; in the
case of hardware assisted virtualization, the guest operating system has an additional set of
instructions it can execute rather than the standard privileged ones, but a hypervisor event is
still triggered, adding a delay. This act of intercepting and possibly translating instructions
results in a delay in execution that is not present in bare metal systems. By performing a
privileged instruction a high number of times and tracking its execution time, it is expected
that virtual environments will demonstrate a slower execution than bare metal systems,
even in the case of hardware-assisted virtualization. For this project, memory mapping was
identi ed as a privileged instruction and selected for implementation [8].

6.1.2 File System-based Environment Detection Tests

Artifacts in the le system merely scans the system drive looking for les that may indicate
whether the program is executing in a virtual environment. While not an advanced test,
this has been identi ed as a likely method for VM detection and continues to show up in the
wild [45]. As in the case of the previously discussed virtual environment detection method,
the lack of having a su cient number of Microsoft Word documents saved to the le system
would indicate that it is not a production system and is likely intended for malware analysis
[75].
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6.1.3 Hardware Attribute-based Environment Detection Tests

Artifacts in system hardware attributes queries the system hardware through the operating
system and attempts to identify any markers that are common for virtual environments, as
outlined in [14]. For this project, the hardware attributes analyzed are the MAC addresses
of the available network interface cards. There are several well-known vendor codes that are
used by popular hypervisors which are searched for. It is also frequent that virtual machines
implement a MAC address that is selected randomly in order to avoid being identi ed as a
virtual machine while minimizing the chance of repeat MAC addresses. To account for this
scenario, in the event that a MAC address wasn’t identi ed as belonging to a virtual envi-
ronment, the test passes the MAC address to an online MAC vendor database to determine
if the vendor code of the MAC address belongs to any registered vendor. If not, the MAC
address is identi ed as being locally administered and the system is identi ed as possibly a
virtual environment.

6.1.4 System Memory Performance-based Environment Detection
Tests

It has been proposed in [27] that unprivileged users operating on an x86 processor can
execute the sensitive CPUID instruction that, while not a ecting system memory, triggers
a hypervisor event that ushes the CPU’s Translation Lookaside Bu er (TLB). The test
devised for this study takes a simpli ed approach to the method outlined by Ferrie, et al.
and simply tracks the amount of time taken to retrieve items from memory. If CPUID
requests trigger a hypervisor event that results in a ush of the TLB, additional delays and
variations are expected in memory access times.

6.1.5 Network-based Environment Detection Tests

Much less explored is the idea that malware may attempt to determine whether a potential
target is a virtual environment before it is even loaded on to the target host. Traditionally,
in order to detect the presence of a virtual environment, a malicious binary must already
be loaded and executing on the potential victim system. Two methods of remote virtual
environment detection are explored in [14] and [29]. By using these techniques, malware
may be able to identify systems that are likely virtual machines, thus potential monitoring
systems, and choose to not continue in the attack. With malware terminating attacks even
before they attempt infection, security researchers are left with little to analyze and must
pursue analysis by other methods. Only [14] discusses true remote detection that does not
rely on the execution of code on the potential target, but through information gleaned by
the timestamps in TCP packets.

Variability in TCP timestamp clock skew is suggested to be a test that malware can perform
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remotely in order to determine whether to proceed with an attack, as outlined in [14]. In
contrast to bare metal machines, virtual-machines tend to demonstrate a distinct variation
from the clock skew in its TCP timestamp values due to their additional layer of virtu-
alized hardware abstraction implemented in software. This variation in TCP timestamp
measurements can then be used to detect whether the remote host is a virtual environment.

6.1.6 Linux Container Expected Performance

As Linux Containers isolate system resources and execute on the bare metal kernel, they are
not anticipated to display the same artifacts that a virtual environment will generate, thus
it is expected the test results to be very similar to bare metal machines. However, due to the
additional layers of isolation in Linux Containers, along with the feasibility of using Linux
containers for VM-aware malware testing, this is not a foregone conclusion and should be
veri ed in a laboratory environment.

6.2 Experiment Lab

The lab systems utilized to conduct this experiment consist of:

2 X Third Generation Raspberry Pi Model B single-board computer; Hostnames \Amy"'
and \Betty"

1 x Minnowboard Turbot x86 64-bit Single-Board Computer; Hostname \Cindy"
1 x \Desktop Class™ Intel Core i5-2400 system; Hostname \Dani"

1 x \Server Class™ Intel Xeon E5320 system; Hostname \Emma"

Each system is installed with Ubuntu 16.04 as it’s operating system with the exception of
the Raspberry Pi system Betty, which has Ubuntu Core 16. Systems Dani and Emma have
the standard desktop installation of Ubuntu, while systems Amy and Cindy are installed
with the server variant, identical to the desktop version but lacks the X Windows GUI. All
systems operate using Linux kernel version 4.4, with the exception of Amy, which is using a
modi ed kernel version 4.1.19.

The virtual environment software included in this study consisted of:

VMWare Workstation, Ver 12.5.2
QEMU, Ver 2.5.0
KVM, Ver 2.5.0






















































































































































































































































































































































































































































