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Theory, Demonstration, and Defense

Gökçen Yılmaz Dayanıklı

(ABSTRACT)

A cyber-physical system (CPS) is a complex integration of hardware and software compo-

nents to perform well-defined tasks. Up to this point, many software-based attacks targeting

the network and computation layers have been reported by the researchers. However, the

physical layer attacks that utilize natural phenomena (e.g., electromagnetic waves) to manip-

ulate safety-critic signals such as analog sensor outputs, digital data, and actuation signals

have recently taken the attention. The purpose of this dissertation is to detect the weak-

nesses of cyber-physical systems against low-power Intentional Electromagnetic Interference

(IEMI) attacks and provide hardware-level countermeasures.

Actuators are irreplaceable components of electronic systems that control the physically

moving sections, e.g., servo motors that control robot arms. In Chapter 2, the potential

effects of IEMI attacks on actuation control are presented. Pulse Width Modulation (PWM)

signal, which is the industry–standard for actuation control, is observed to be vulnerable to

IEMI with specific frequency and modulated–waveforms. Additionally, an advanced attacker

with limited information about the victim can prevent the actuation, e.g., stop the rotation

of a DC or servo motor. For some specific actuator models, the attacker can even take the

control of the actuators and consequently the motion of the CPS, e.g., the flight trajectory

of a UAV. The attacks are demonstrated on a fixed-wing unmanned aerial vehicle (UAV)

during varying flight scenarios, and it is observed that the attacker can block or take control



of the flight surfaces (e.g., aileron) which results in a crash of the UAV or a controllable

change in its trajectory, respectively.

Serial communication protocols such as UART or SPI are widely employed in electronic

systems to establish communication between peripherals (e.g., sensors) and controllers. It is

observed that an adversary with the reported three-phase attack mechanism can replace the

original victim data with the ‘desired’ false data. In the detection phase, the attacker listens

to the EM leakage of the victim system. In the signal processing phase, the exact timing of

the victim data is determined from the victim EM leakage, and in the transmission phase,

the radiated attack waveform replaces the original data with the ‘desired’ false data. The

attack waveform is a narrowband signal at the victim baud rate, and in a proof–of–concept

demonstration, the attacks are observed to be over 98% effective at inducing a desired bit

sequence into pseudo–random UART frames. Countermeasures such as twisted cables are

discussed and experimentally validated in high-IEMI scenarios.

In Chapter 4, a state-of-art electrical vehicle (EV) charger is assessed in IEMI attack sce-

narios, and it is observed that an attacker can use low–cost RF components to inject false

current or voltage sensor readings into the system. The manipulated sensor data results in a

drastic increase in the current supplied to the EV which can easily result in physical damage

due to thermal runaway of the batteries. The current switches, which control the output

current of the EV charger, can be controlled (i.e., turned on) by relatively high–power IEMI,

which gives the attacker direct control of the current supplied to the EV.

The attacks on UAVs, communication systems, and EV chargers show that additional hard-

ware countermeasures should be added to the state-of-art system design to alleviate the effect

of IEMI attacks. The fiber-optic transmission and low-frequency magnetic field shielding can

be used to transmit ’significant signals’ or PCB-level countermeasures can be utilized which

are reported in Chapter 5.
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(GENERAL AUDIENCE ABSTRACT)

The secure operation of an electronic system depends on the integrity of the signals trans-

mitted from/to components like sensors, actuators, and controllers. Adversaries frequently

aim to block or manipulate the information carried in sensor and actuation signals to disrupt

the operation of the victim system with physical phenomena, e.g., infrared light or acoustic

waves. In this dissertation, it is shown that low-power electromagnetic (EM) waves, with

specific frequency and form devised for the victim system, can be utilized as an attack tool

to disrupt, and, in some scenarios, control the operation of the system; moreover, it is shown

that these attacks can be mitigated with hardware-level countermeasures. In Chapter 2,

the attacks are applied to electric motors on an unmanned aerial vehicle (UAV), and it is

observed that an attacker can block (i.e., crash of the UAV) or control the UAV motion with

EM waves. In Chapter 3, it is shown that digital communication systems are not resilient

against intentional electromagnetic interference (IEMI), either. Low–power EM waves can

be utilized by attackers to replace the data in serial communication systems with a success

rate %98 or more. In Chapter 4, the attacks are applied to the sensors and actuators of elec-

tric vehicle chargers with low–cost over–the–shelf amplifiers and antennas, and it is shown

that EM interference attacks can manipulate the sensor data and boosts the current sup-

plied to the EV, which can result in overheating and fire. To ensure secure electronic system

operation, hardware–level defense mechanisms are discussed and validated with analytical

solutions, simulations, and experiments.
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Chapter 1

Introduction

Electromagnetic Interference (EMI) is a disturbance of a system from external electromag-

netic radiation; EMI is a well-known phenomenon that disrupts the operation of electronic

systems, which is already a point of interest for disciplines like electromagnetic compatibility

(EMC) and signal integrity (SI). However, in EMC and SI domains, it is assumed that the

undesired radiation is from a source (e.g., a transmission line carrying a clock signal) with

a known position and radiation frequency. On the other side, electromagnetic waves can

be used ‘intentionally’ to manipulate a system’s operation, which is classified as Intentional

Electromagnetic Interference (IEMI) in security literature. The attacker’s freedom to choose

the position and frequency of the radiation makes IEMI attacks a serious threat to signal in-

tegrity and secure system operation. The goal of this dissertation is to analyze the resilience

of cyber-physical systems, e.g., unmanned aerial vehicles, in scenarios the attacker uses EM

waves as an attack tool. The theoretical explanation of the attack scenarios is reported with

experimental validations, and hardware-level countermeasures are investigated.

With decreasing transistor sizes, more calculation power can be achieved from a unit vol-

ume, which enables the system designers to move from traditional analog signal control

to the advanced digital embedded system control [27]. Such changes have already been

observed in physical infrastructures, e.g., power grids. On the other side, this maximized

processing capability opens new horizons for system designers. For instance, an Unmanned

Aerial Vehicle (UAV), equipped with many peripheral devices such as Global Positioning

1
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System (GPS), accelerometer, and actuators, can be controlled autonomously by small-size

controllers. Modern processors in CPSs process a vast amount of data from sensors and

control the physical response of the system through the actuators. Although the improved

processing power opens the way for high-end CPSs with many peripheral devices from sen-

sors to actuators, the vast integration of these devices in a system poses many attack points

for IEMI attacks.

1.1 Cyber-Physical Systems

A cyber-physical system (CPS) is an integration of computation, communication, and control

elements. From smart grids to autonomous systems (e.g., drones), with the introduction of

communication technologies like 5G that enables the integration of many devices, CPSs

become more prominent in our lives. However, CPSs, which combine many subsystems and

consequently weak points, become a target for adversaries as well. In 2015, a smart grid

attack left a quarter-million people in Ukraine without electricity for hours [37]; In 2008, the

Stuxnet targeting the Natanz nuclear plant in Iran halt the operation temporarily leaving

physical damage on enrichment centrifuges [63]. These attacks have something in common,

they exploit the weaknesses of a system to cause damage in the physical domain, and their

effects are catastrophic.

A generic CPS, which is illustrated in Figure 1.1, employs sensors, actuators, and controllers.

The sensors convert a physical property (e.g., speed) to an electric signal that is processed

by the controller. The controller decides for the next state with a robust state algorithm and

sends actuation signals to actuators (e.g. servo motor) which controls the physical sections

of the CPS (e.g., aileron of a UAV). The operation of the system relies on the integrity and

availability of the sensor and actuation data.
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1.2 Physical Layer Attacks on Cyber-Physical Systems

Although software-layer attacks, which exploits the software domain weaknesses of CPSs,

traditionally take more attention of researchers [27], physical-layer attacks, which utilizes a

physical phenomenon (e.g., electromagnetic waves) to manipulate sensor or actuation data,

are an important threat for secure CPS operation as well [43]. Researchers show that at-

tackers can use electromagnetic waves [32, 57, 61, 93, 95], acoustic waves [73, 100, 109, 110],

and Infrared (IR) signals [78, 94, 120] to attack electronic systems. The variety of attack

modalities (e.g., electromagnetic), attack mechanisms (e.g., Analog to digital converter-ADC

nonlinearity) and target devices (e.g., GPS) motivate researchers to provide systematic ways

to describe physical layer attacks on CPSs [45, 121].

Figure 1.1: IEMI attacks target a variety of points in a cyber-physical system: Actuation
Signal (1), sensor output (2), and radio control signal (3) can be manipulated or blocked
(i.e., jammed) by an electromagnetic signal.
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Attack Modality: Acoustic Waves

Acoustics waves are widely used by attackers to induce mechanical effects on devices like

gyroscopic sensors, hard disk drivers, and accelerometers. Trippel et al. inject acoustics sig-

nals to capacitive MEMS-based accelerometers and conclude that the attacks are successful

due to the flaws in filter and amplifier circuitry. They successfully inject ‘fake steps’ into a

FitBit device through acoustic waves [109]. Son et al. report that 7 of 15 gyroscopic sensors

tested in their study are vulnerable to intentional acoustic injection attacks, and drones

equipped with vulnerable gyroscopes can be crashed with the reported attacks [100]. Tu et

al. provides a systematic approach to control the output of inertia sensors by showing the

effect of sensor manipulation on the performance of the control system [110]. Bolton et al.

show that the head stack assembly of hard disk drivers can be vibrated out of operational

bounds by acoustic waves which result in false positives in shock sensors and a loss of data

throughput [21].

Attack Modality: Infrared (IR) and Visible Light

Although IR and visible light are technically electromagnetic waves, for convenience, they

will be discussed separately from IEMI which utilizes waves at RF band (from a few Hz to

300 GHz). Park et al. show that an infrared source, which exploits the structural design of IR

sensors in medical infusion pumps, can be used by an attacker to spoof and saturate the IR

sensor and adjust the drug infusion rate to the patient [78]. Lidars, which are environment

perception sensors and widely used in autonomous cars (e.g., Waymo), can be spoofed by

Lasers [80]. Researchers show that relay attacks, which capture the victim’s pulse and play it

back to the system, can inject fake dots; also, by illuminating the lidar with a high-intensity

source, the sensing ability of the lidar to that direction can be paralyzed [94].
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1.3 Electromagnetic Waves as an Attack Modality

An electromagnetic (EM) wave is a general term that defines waves in all frequency spectrum

that includes radio frequency, infrared, visible light, ultraviolet, and so on. In this work, the

EM wave term is used for the lower end of the spectrum (from a few Hz to 300 GHz), which is

also called the radio frequency spectrum in the communications discipline of electrical engi-

neering. The Radio Frequency (RF) term is avoided to eliminate any confusion between the

largely accepted name of the attacks (i.e., Intentional Electromagnetic Interference Attacks)

that uses RF waves in the security community. The focus of this study is IEMI attacks that

utilize EM waves in the RF spectrum, and attacks that employ waves in other parts (i.e.,

IR) of the spectrum are not the interest of this research.

Faradays’s law of induction states that a time-varying magnetic field normal to the surface

of a conductor loop induces a voltage in the terminals of the conductor [16]. Considering

Ampere’s law which states that any time-varying current generates a time-varying magnetic

field [16], there are two ways for an adversary to utilize EM waves to attack a system. Firstly,

the adversary can adopt a ‘passive’ approach and electromagnetically listen to the EM leak-

age of a victim system (with an antenna or a field probe) to extract secret information (e.g.,

a cryptographic key), which is called ‘eavesdropping’. Secondly, the attacker can choose an

‘active’ approach, radiate an EM field on the victim circuitry, and induce a voltage to ma-

nipulate or physically damage the victim system. The former approach is called ‘Intentional

Electromagnetic Interference’.

1.3.1 Eavesdropping Attacks

From the early days of World War II, it is known that electronic devices emanate acoustic,

optical, thermal, and electromagnetic waves largely correlated to their operation [26]. The
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time-varying currents in an electronic system (e.g., cryptographic hardware) generates a

magnetic field which can be eavesdropped on by an attacker with a field probe or an antenna;

and the captured field can be processed to extract secret information, e.g., cryptographic key

[60, 88, 112]. This attack vector, which is historically named as ’TEMPEST’, is identified

by bodies like NATO, and official guidelines are publicly shared to protect systems [7].

Sayakkara et al. review a variety of EM eavesdropping attacks on Internet of Things (IoT)

devices [88]. The EM leakage of the computer screens (or TV screens with cathode ray tubes)

lets attackers detect the image or text displayed on the screen [38, 51, 112]. In Section 3, an

eavesdropping attack will be used combined with an intentional electromagnetic interference

attack (IEMI) to demonstrate an IEMI attack on a digital communication system.

1.3.2 Intentional Electromagnetic Interference (IEMI) Attacks

IEMI attacks are classified as high-power or low-power IEMI [48]. In high power attacks,

the attacker aims to physically damage the victim device through excessive EM power and

thermal runaway of circuit components like resistors or transistors [49]. Backstrom et al.

show that L and S-band EM waves, which are at the lower end of microwave spectrum and a

field magnitude of 15 kV m−1 or more, damage the in input transistors of electronic systems

[14]. Shurenkov and Pershenkov report that depending on the power level of the EM pulse,

a hard-kill (e.g., permanent damage due to overheating) or soft-kill (i.e., disruption in the

operation but not physical damage) occurs in semiconductor devices [96].

Unlike the IEMI attacks reported in this research, ‘Communication jamming’ attacks target

the communication link between the ground/radio controller and the system with EM waves

(Point 3 in Figure 1.1) [26]. For instance, in a jamming attack scenario on a UAV system,

a ground controller sends the position control data (e.g., flight trajectory) through an RF
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communication link, and an adversary transmits a wideband EM signal into the channel

to obstruct the communication. Hooper et al. reported that Denial of Service Attacks can

be applied to commercial UAVs utilizing Wi-Fi as the control system [52]. Samy Kamkar,

with SkyJack attack, takes control of drones with malicious Wi-Fi signals [56]. Although

‘communication jamming’ blocks or alters the transferred data between the ground controller

and main system (e.g., drone), its efficacy is limited when the victim device is in autonomous

mode and the supervisor is not in control. Adding to that, controllers (e.g., PixHawk)

can be deployed with robust state estimation and control algorithms [77] that mitigate

communication jamming attacks.

IEMI attacks have been reported on light sensors, temperature sensors, speed sensors, im-

plantable cardiac devices, and microphones [61, 93, 95, 111]. Although each attack starts

with EM wave radiation at the resonance frequency of the targeted device, device-specific

non-linearities, due to amplifiers [61, 111] and ADCs [93], can be exploited by attackers to

manipulate the sensor data. The reader is referred to [45, 121] for a systematic descrip-

tion of mechanisms that results in sensor data manipulation due to EMI. Although sensor

data manipulation is explained in these works, the false actuation injection attacks are not

addressed, which is one of the contributions of this work.

Kune et al., with the first study that describes the low-power EMI as an attack tool on

sensors, examine two types of cardiac devices: external electrocardiogram machines (ECG)

and cardiac implementable electric devices (CIED)[61]. With an attack power of 10 W and a

monopole antenna, it is reported that the attacker can induce an artificial pacing inhibition

on CIEDs through the air from a distance of ’1 m to 2 m’. However, when the cardiac devices

are in a saline solution that simulates the human tissue, the attack distance decreases to 5 cm.

This is an expected result because the attacker employs a monopole antenna with a dominant

electric field that capacitively couples to the victim system; and as the saline solution is a
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conductor, the E fields are not able to penetrate well which decreases the attack distance

significantly. In the research subject to this dissertation, magnetic fields (i.e., inductive

coupling) are utilized in attack scenarios, because of their capability to penetrate shielding.

Kune et al. also concluded that coupled RF signals to the victim PCB traces (or cables)

between the microphones and amplifier are modulated due to the nonlinearities of amplifiers,

passive components (e.g., capacitor diode couples), and ADCs, which results in an inband

signal that is perceived as the legitimate audio signal sent from the microphone[61]. The

amplifier nonlinearity is also exploited by Tu et al. in long-distance IEMI attacks on the

temperature sensors of newborn incubators [111]; with an attack power of 4 W and attack

distance of 1 m, the skin temperature can be artificially increased by 8.5°or reduced by 4.3°by

adjusting attack frequency to 515 MHz and 910 MHz, respectively. Considering a directional

log-periodic antenna is employed [111], and attack distances down to 0.2 m are tested, the

coupling mechanism of the attack can be capacitive (antenna near field) or radiation (antenna

far-field) and depends on the attack distance.

The headphone cables that connect the microphone and the mobile phone can act as receiver

antennas which can be exploited to inject false audio commands into a mobile phone. Kasmi

and Esteves demonstrate that an amplitude-modulated waveform, envelope of which is the

voice command to be injected, with an attack power of 20 W injects false voice commands

like ”OK Google” and ”Hey Siri” to a mobile phone [57]. They comment that these attacks

have serious consequences; an attacker can ”force the target to visit a malicious web page

which exploits a vulnerability to compromise the target operating system.” or ”forces them

to send a text message or place a call to a paid service.”[57].

Shoukry et al. report IEMI attacks on the magnetic speed sensors of anti-lock braking

systems (ABSs) [95]. The first attack, which is called ‘disruptive’, disrupts the speed data in

an uncontrollable manner through radiated magnetic field radiated from a loop antenna; the
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second attack, which is called ’spoofing’, senses and erases (i.e., active shielding) the original

magnetic field that carries the wheel speed information, and inject false speed information

with a specially crafted magnetic field. The spoofing attack is demonstrated on a Mazda

ABS, and by simulation results, it is concluded that the attacker can cause the victim to lose

traction. The ABS attack has some important characteristics: first, the ’spoofing’ attack

’eavesdrops’ the victim’s magnetic field, and then injects the false data into the sensors,

unlike other examples that only radiate EMI without eavesdropping on the victim. This has

similarities with false data injection attacks which is reported in Chapter 3. Second, the

attacker uses time-varying magnetic fields to manipulate the victim system (i.e., inductive

coupling), unlike other IEMI attacks [61, 111] in which capacitive coupling or radiation

coupling is utilized.

In some scenarios, attackers can use static or very low-frequency magnetic fields as well. Hall

sensors, operating principles of which are based on Lorentz force law, measure current with

a reference external static magnetic field. An additional static magnetic field can be applied

by an attacker to change the reference field to manipulate the current readings [19]. In this

dissertation, the static magnetic fields are not a point of interest because the victim systems

( actuators, sensors, and digital channels) require time-varying induced voltages that can

only be induced by time-varying magnetic fields (Faraday’s law of induction).

1.4 Outline and Research Focus

An IEMI attack targets sensor outputs (Point 1), actuation signals (Point 2), and commu-

nication signals (Point 2) in a cyber-physical system (Figure 1.1). There is a large body

of literature on analog sensor attacks with IEMI [61, 93, 111]; however, to the best of the

author’s knowledge, the False Actuation Injection (FAI) attacks demonstrated in [32, 93] are
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the first examples of an FAI attack with IEMI. This research aims to detect the weaknesses

of actuation control applications in IEMI scenarios, demonstrate attacks on actual systems

(e.g., UAVs), and provide countermeasures.

The focus of Chapter 2 is the IEMI attacks on Pulse Width Modulation (PWM) based

actuation control. In the first section of the chapter, the weaknesses of PWM-based actuation

control are analyzed, and a short-distance attack with a low-frequency sawtooth waveform

is demonstrated. In the second part, the focus is to increase the attack distance with high-

frequency attack waveforms with resonant inductive coupling. The attacks are demonstrated

indoor and outdoor on an Unmanned Aerial System, and it is observed that the attacker can

block or take control of the victim actuators.

In Chapter 3, the focus is the physical layer security of wired serial communication systems

like UART or SPI, and in a proof-of-concept, it is shown that an attacker can flip-bits in a

controllable manner (i.e., inject the desired data) with a success rate of 98% or more with the

reported attack phases and waveforms. Countermeasures like twisted cables are suggested

for digital transmission, which are validated with experimental results. Chapter 4 focuses on

the IEMI attacks on sensors and actuators widely employed in power converters, which are

utilized in extremely fast power converters for EV chargers. Three attacks, on current and

voltage sensors and current switches, are demonstrated to show that both the sensor and

actuation signals of power converters can be altered by intentional EMI which can result in

extremely high current supply to the EV with catastrophic results. In Chapter 5, the focus

is to provide physical layer methods (e.g., with shielding or PCB design) to mitigate IEMI,

and an analytical model that relates the attacker field and induced voltage on the victim

circuitry is reported to lay the basis of suggested countermeasures like shorter transmission

lines for ‘significant’ signals and thinner PCBs which are validated with analytical and 3D

electromagnetic simulations. In Chapter 6, two side-projects are discussed. The first one
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is a design of a Rogowski coil to improve the side-channel attacks on cryptosystems with

Correlational Power Analysis, the design procedure and the transfer function of the Rogowski

coil is reported with simulation results. In the second part, the advantages and disadvantages

of magnetic field radiators like solenoids or loops are discussed for inductively coupled IEMI,

and a magnetic field array, with ferrite rods as an array element, is designed to improve the

field focus by 31%.



Chapter 2

Electromagnetic Interference Attacks

on Pulse Width

Modulation–Controlled Actuators

A cyber-physical system (CPS) consists of integrated computational and physical compo-

nents. The dynamics of physical sections (e.g., robotic arm) are controlled by actuators (e.g.,

servo motor) through actuation signals. The actuation signal carries the actuation data such

as rotation angle or speed which controls the actuators like servo motors and DC motors,

and the integrity of the actuation signal has utmost significance, as any distortion in the

actuation data results in physical consequences and damage. In this chapter, the potential of

intentional electromagnetic interference (IEMI) as an attack tool to manipulate the widely

used Pulse Width Modulation (PWM)–controlled actuators (e.g., servo motors) is analyzed;

a theory of actuator attacks is developed, and experimentally validated, to explain how these

actuators can be manipulated with IEMI at certain frequencies and forms.

The discussion will start with the explanation of the actuation control with Pulse Width

Modulation (PWM) signal and possible mechanisms an attacker can exploit to manipulate

the actuation data through IEMI. In the following section, a short–distance attack, which

utilizes a low–frequency sawtooth waveform to change the actuation data and control a servo

motor, is reported and demonstrated [93]. In the next phase, the focus is on increasing the

12
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attack distance with reasonable attack power and distance: It is experimentally shown that

the control of widely used actuators (e.g., servos) can be manipulated by attack waveforms

at certain frequencies and forms from appreciable distances. For some servo models, it is

also possible for the attacker to take control of the victim actuator with the reported attack

waveforms. Three attack waveforms, namely Block, Block & Rotate and Full Control are

reported that can be utilized by an attacker to block and/or manipulate the actuation data

encoded in the PWM and the efficacy of waveforms is tested on widely used servo models.

An electromagnetic coupling model between the attacker antenna and victim PWM circuitry

(e.g., cables) is presented to show that the attacker can utilize magnetic resonant coupling

(similar to Wireless Power Transfer (WPT) Applications) for longer–distance or less–power

attacks. Indoor and in–flight attacks are demonstrated on the actuators of an unmanned

aerial vehicle (UAV), the effects of which are shown to seriously impact the safe operation of

the victim UAV e.g., change in the flight trajectory. The attacks are demonstrated on DC

motors during which the speed data encoded to PWM is distorted, and it is observed the

EMI at relatively low frequencies (e.g., lower than 35 MHz) can halt the rotation of a DC

motor.

2.1 Importance of False Actuation Injection

A generic CPS includes actuators, sensors, and a controller as illustrated in Figure 1.1. The

controller processes the information streamed from the sensors and makes a decision for the

next state and sends an actuation signal to actuators (e.g. servo motor) to move the physical

section of the CPS. Pulse Width Modulation (PWM) is a widely used actuation signal, which

carries the actuation information (e.g., rotation angle of a servo motor). The integrity of

PWM is very important because any distortion in actuation data can result in loss of control

of physical parts of the CPS. For instance, if the control of a motion surface (e.g., aileron)

in a fixed-wing Unmanned Aerial Vehicle (UAV) is compromised, the UAV can deviate from
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its original trajectory, and even crash.

Faraday’s law of induction states that a time-varying magnetic field normal to a conductor

loop results in an induced voltage at the terminals of the conductor [16]. An attacker can

exploit this phenomenon with specific waveform and frequency fields to affect certain cables

(e.g., PWM cables) to manipulate the operation of the victim system. In certain conditions

(e.g., when the attacker resonate the victim cables.), the induced voltage can be large enough

to block or change the actuation and sensor data lissutrated as Point 1 and 2 in Figure 1.1,

respectively.

While a few-100 mVs induced voltage [93] is sufficient to manipulate analog sensor readings

through ADC-clipping effect [47] and component-nonlinearities [61, 111], False Actuation

Injection (FAI) requires an induced voltage comparable to the logic level (e.g., 5 V for TTL),

which requires the attacker to utilize a high-power with an efficient coupling mechanism such

as magnetic resonant coupling. Although analog sensor manipulation is possible with less

power, its effect is also limited, to some extent, through the use of robust state estimators

to detect and correct the false senor reading [77]. FAI attacks, on the other hand, are more

difficult to counter because there is no control and decision mechanism (i.e., controller)

between the attack point and the actuator Figure 1.1. That is, even should a controller

detect the existence of an attack and send a ‘recovery’ actuation signal, the attacker still

overrides or blocks this signal.

2.1.1 Related Work

EMI is a significant threat for the integrity of analog sensor outputs (Attack point 2 in Figure

1.1). Kune et al. reported baseband and modulated waveform attacks to inject false data

to microphones and implantable cardiac devices [61]. An IEMI attack on magnetic speed
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sensors of anti-lock braking system (ABS) is reported in [95]. Kasmi and Esteves show false

voice commands to mobile phones can be injected through headphone cables with IEMI[57].

Analog sensor attacks generally relied on the nonlinearities of amplifiers or Analog to Digital

Converters (ADCs) [32, 93] of the sensor systems.

Despite the large body of literature about analog sensor attacks with IEMI [57, 61, 95,

110], FAI attacks are not very common. A sawtooth waveform and a pulsed sinusoidal are

suggested to inject false rotation angle to a PWM channel to control servo rotation [92, 93].

However, these methods have only been shown to work at relatively short distances and

require synchronization with the targeted PWM signal. It was reported that the output

current switches of a power charger can be turned on with a strong magnetic field, which

can be classified as FAI[32]. Although jamming attacks (Point 3 in Figure 1.1) can be

considered as a subclass of IEMI, they are fundamentally different from FAI because they

target the communication channel with high power and large bandwidth waveforms [26, 59].

As the attacks will be demonstrated on a UAV, it is helpful to discuss the literature of UAV–

attacks which are classified as wireless, hardware, and sensor spoofing attacks [59]. The

wireless attacks take advantage of natural phenomena like acoustics, laser, and electromag-

netic waves. Denial of Service attacks on Wi-Fi based commercial UAVs is demonstrated

[52]. Samy Kamkar showed that multi–copter drones can be taken control of with WiFi

signals through SkyJack attack [56]. Additionally, sensor spoofing attacks UAV GPSs and

optical sensors are reported [30, 58].

2.1.2 Contributions

Although the short and long–distance attacks both target the PWM-controlled actuators,

the attack mechanisms are different, e.g., long-distance attacks rely on magnetic resonant
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coupling (MRC). The contributions in Section 2.3 that discusses short–distance FAI are 1:

• Actuation control with PWM is analyzed from the perspective of an attacker, and a

method, i.e., inducing a voltage drop to the PWM, to manipulate the actuation data

is reported.

• A coupling model between the attacker and victim circuitry is derived to determine

attack waveforms, e.g., as sawtooth, to manipulate actuation data.

• The attacks are demonstrated on a victim actuation operation that employs a micro-

controller to generate a PWM and a servo motor. The attacker is successful in rotating

the victim servo to one-direction; however, the attack range is limited to the proximity

of the victim, i.e., the attacker field radiator should be placed around victim PWM ca-

bles. Additionally, the attacker waveform should be synchronized to the victim PWM

which requires additional hardware, i.e., a receiver.

• The efficacy of defenses such as low–frequency magnetic field shielding is addressed.

In Section 2.4, the limitations of attacks in Section 2.3 (e.g., short attack distance, syn-

chronization) are addressed with high frequency attack waveforms and magnetic resonant

coupling. The contributions are as follows:

• Three attack waveforms are devised, namely Block, Block & Rotate, and Full Control,

which consist of amplitude modulated signals matched to the resonant frequency of

the victim PWM circuitry. While Block prevents actuator control, Block & Rotate and

Full Control are shown to be capable of controlling the actuator rotation for certain

servo models.
1The false actuation injection attack with sawtooth waveform is the contribution of the author to [93],

which is acknowledged by the co-authors.
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• An electromagnetic (EM) analysis is presented to determine the optimal attack pa-

rameters that maximize attack efficacy with distance. The analysis allows an attacker

to determine the coupling ratio between an attacker antenna and victim PWM cir-

cuitry. From this the (resonant) frequency at which power from the attack setup can

be delivered with the greatest efficiency can be found, thereby lowering the cost of

attack.

• An attacker system that consists of an optical transmitter, RF module, attacker an-

tenna, and carbon fiber frame is designed and mounted on a fixed-wing UAV for

in-flight proof-of-concept validation of the attack waveforms. The Block and Full Con-

trol attacks are demonstrated and the flight data (e.g., aileron rotation, roll angle, and

trajectory) during the attacks are reported.

• The effectiveness of countermeasures (e.g., optical signaling and shielding) to mitigate

IEMI attacks on actuators are discussed.

In the interest of spurring research on IEMI attacks, an analytical and experimental method

to detect the resonant frequency of victim circuitry is reported. A Zero Phase Shift Line

(ZPSL) resonant antenna is designed and produced for attack demonstrations, which is

believed to be useful to other researchers investigating IEMI attacks.

2.2 Actuator Control with Pulse Width Modulation

A PWM is a rectangular signal with a fixed period, tPWM , of 20 ms as illustrated in Figure

2.1a. The time duration (i.e., pulse width), thigh, gets values between 1 ms and 2 ms and

carries the actuation information such as rotation angle or speed (i.e., rpm) depending on

the type of the actuator, e.g., speed for a DC motor. For clarity, the PWM operation
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(a) (b)

(c) (d)

Figure 2.1: Actuators such as servo and DC motors are controlled with PWM. (a) PWM
signal has a rectangular form. (b) thigh = 1 ms, servo motor rotates to leftmost position. (c)
thigh = 1.5 ms, servo motor rotates to center position. (d) thigh = 2 ms, servo motor rotates
to rightmost position.

is explained for a servo motor application in which the PWM carries the rotation angle

data; however, the same mechanism (i.e., data encoded to thigh) is utilized for DC motor

applications in which the rotational speed (rpm) is transferred. A generic servo spans an

overall rotation angle of 90°and rotates in the clockwise direction with increasing thigh. For

instance, thigh = 1 ms, 1.5 ms, and 2 ms corresponds to the rotation angles −45°, 0°, and 45°

respectively, as illustrated in Figure 2.1b, 2.1c and 2.1d. The servo motors can be analog

or digital depending on how the incoming PWM is processed. Due to their fast response,

accurate positioning, reliability and larger torque, digital servos are preferred to analog ones

in CPS applications (e.g., fixed-wing UAVs, surgical robots). The digital servos in Figure

2.2 are tested in varying attack scenarios which are reported in Section 2.4
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Figure 2.2: Digital servos, widely used in CPS applications, are tested in varying attack
scenarios.

2.3 Short-Distance False Actuation Injection

The actuation data is encoded to the pulse duration, thigh, of the PWM so, if an attacker

aims to prevent or manipulate the actuation data, s/he should focus to distort or change the

PWM pulse.

2.3.1 Threat Model for Short-Distance False Actuation Injection

For short-distance FAI, an attacker, that radiates EMI to change the actuation data and

control the victim actuator, is assumed. The attacker and the victim circuitry are not

physically connected and all the interaction between the attacker and the victim circuitry

takes place through electromagnetic waves. The attacker can acquire COTS hardware such

as an oscillator, an audio amplifier, a power resistor, and a ferrite toroid. The attacker can

approach the victim circuitry (e.g., PWM cables) to locate the field radiator which can be

a magnetic field generator, e.g., a toroid or a solenoid. Additionally, the attacker has the

timing information of the victim PWM signal to synchronize the attack waveform to the

victim PWM pulse. The victim is a fully operational actuation system with a DC supply, a
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PWM generator, and an electric motor (servo or DC).

2.3.2 Mechanism for Short-Distance False Actuation Injection

In Section 2.2, it is concluded that the victim thigh, which carries the actuation data, should

be modified by the attacker to control the actuator (e.g., servo motor). However, it is not

clear how the digital servo process PWM and determines the data, i.e., thigh. Different

techniques to detect thigh can be in use: For instance, the DC average of the PWM (e.g.,

LPF) or the time duration between the rising and falling edges of the PWM pulse can be used

to detect thigh. To determine the specific mechanism utilized by the victim servo (Futaba

S3152), a DC voltage smaller than the supply voltage is applied to the PWM input of the

servo motor, and it is observed that servo motor is unresponsive. This observation proves

that the DC average is not used for thigh detection. It can be hypothesized that the digital

servo is looking for the rising and falling edges of the PWM signal and detect thigh with a

timer. To check this hypothesis, a voltage drop of varying amplitude and duration is added

to a legitimate PWM with an OPAMP adder as depicted in Figure 2.1. The victim servo,

Futaba S3152, is observed to use the time difference between the rising and falling edges of

the signal to calculate the rotation angle. The blue waveform in Figure 2.3 shows a PWM

signal with an added voltage drop, which causes the servo to detect a 1.5 ms duration signal

as opposed to the original duration, 2 ms. Thus, when the frequency of the induced voltage

drop and victim PWM is the same (i.e., the attacker and victim are synchronized), the phase

of the attack waveform can be adjusted to the desired false actuation data or thigh.

To determine the minimum amplitude and duration of the induced voltage for a successful

attack, the amplitude and duration of the voltage drop is varied and the servo response is

observed. A voltage drop of 2.2 V with a duration of 5 µs is observed to be the minimum
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voltage for rotating the servo. In other words, an attacker able to induce a waveform at the

victim circuitry that creates at least a 2.2 V voltage drop for 5 µs, will cause the perceived thigh

to be decreased and hence cause the servo to rotate in one direction (clockwise as shown in

Figure 2.3 (Futaba S3152 has a different gearbox configuration and rotates counter-clockwise

with increasing thigh as opposed to the illustration in Figure 2.1).

In the threat model, it is assumed the period of the PWM signal, which is generally a fixed

value in CPS applications (e.g., tPWM = 20 ms for UAV applications Figure 2.1a), is known

by the attacker. It is also assumed that the attacker knows the exact timing of the original

PWM, which is possible by eavesdropping victim PWM signal (An attack demonstration

with eavesdropping is reported in Chapter 3 which has a similar mechanism and can be

implemented with this attack as well.). However, even though tPWM and phase of the victim

UAV are not known, an attacker can move the servo in one direction in an uncontrolled

manner, as the attacker signal would sweep the original PWM signal and randomly reduce

thigh in the case of the non-synchronized attacker and victim frequencies.

Figure 2.3: Adding a voltage drop to a PWM with thigh = 2 ms (blue) spoofs and rotates
the servo to an angle determined by the position of voltage drop [93]. An attacker can use
voltage drops to determine the actuation data, e.g., rotation angle.
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A voltage drop on the victim PWM manipulates the actuation data; nevertheless, the re-

lationship between the attack waveform, vA, and induced waveform, vind, is still needed to

determine an effective attack waveform to induce a voltage drop. It is assumed that the

attacker employs a ferrite toroid to generate magnetic fields and the lumped circuit model

(Figure 2.5c) with a magnetoquasistatic solution is employed to determine the voltage rela-

tionship [64, 113]. is used to determine the relationship between the attack waveform, vA,

(the waveform on the attacker radiator) and induced voltage in the victim circuitry, vind.

The coupling model assumes that the victim PWM coil is around the attacker toroid and

captures all the magnetic flux generated by the toroid. This relationship will be validated

with measurement results in the setup given in Figure 2.4. The ferrite toroid with coils

Figure 2.4: The attacker voltage, va, and induced voltage, vind, relationship (2.6) is validated
with experiments.

has a dominantly inductive characteristic at low–frequencies where the parasitic capacitance

(generally due to the closely spaced coils) is negligible. The relationship of the time–varying

attacker current, ia, and induced voltage, vind, is [123]:

vind(t) = κ
d

dt
ia (t) (2.1)
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Figure 2.5: The results for the validation of va and vind relationship (2.6) is reported. (a)
A sawtooth waveform is an efficient way of inducing voltage drops. (b) Analytically found
(2.6) and measured induced voltages are aligned. A sawtooth waveform induces a voltage
drop with a short duration in the victim coil. (c) The lumped circuit models assume that
the attacker and victim are inductively coupled, which is the case in practice due to the
magnetically–dominant nature of the attacks.

where κ is the mutual inductance between the attacker toroid and victim PWM cable. (2.1)

shows that the induced voltage vind is linearly related to the time derivative of the attacker

current, ia. Thus, an attack waveform, va with a sharp decrease in a very small amount

of time, is a good candidate to produce voltage drops at the target. A sawtooth waveform

is just such a waveform and selected as the attack waveform, va, in the following sections
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(Figure 2.5a). The mutual inductance, κ, in (2.1) is found as follows for the attacker toroid:

κ =
µf N t

2 π
ln
(
router
rinner

)
(2.2)

where µf is the permeability of the toroid material (e.g., ferrite), N is the coil number,

router, rinner, and t are the outer radius, inner radius, and thickness of the ferrite toroid with

a rectangular cross section, respectively.

(2.1) provides the relationship between the attacker current, ia, in toroid coils and induced

voltage in the victim PWM cables (vind). ia in terms of va can be derived using an R–L circuit

model shown in Figure 2.5c. The attacker resistance, Ra, represents the copper losses and

any additional series resistor to the toroid. La is the inductance of the toroid. The parasitic

capacitance of the coils in the toroid is ignored because of the low attack frequency. On the

other side, Ra should be included, because at low frequencies the reactance due to toroid is

relatively small and copper losses become comparable to the reactance. The time–varying

voltage, vL, across the inductance representing the toroid is related to the attacker current

ia as follows:

vL (t) = La
d

dt
ia (t) (2.3)

The relationship between the time varying attacker voltage (e.g., at the output of the atatcker

waveform generator), va, and voltage on the toroid, vL, can be found with the impulse

response of an R-L circuit [12]:

vL(t) =

∫ +∞

−∞
vA(t− τ) hRL(t)dτ (2.4)

where hRL is the transfer function for the attacker circuitry (Figure 2.5c).

hRL(t) = δ(t)− Ra

La

e−(
Ra
La
)tu(t) (2.5)
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where u(t) is the step function. By combining (2.1), (2.4), and (2.5), the voltage induced at

the victim circuitry is as follows:

vind(t) =
κ

La

∫ +∞

−∞
va(t− τ) hRL(τ)dτ (2.6)

(2.6) is numerically evaluated in MATLAB and is validated with the experimental setup

shown in Figure 2.4. A single coil PWM cable is wrapped around a 60 coil toroid with

an air gap and a sawtooth waveform is applied as attack waveform va (Figure 2.5a). It is

observed that the analytical (2.6) and experimental results are aligned. While the sharp

voltage drop of sawtooth waveform va results in a sharp voltage drop in the victim coil, the

slowly increasing section of sawtooth has a negligible effect (Figure 2.5b). A square wave

can be chosen as an attack waveform as well with voltage drops and peaks induced on the

victim PWM. Additionally, inverting the sawtooth waveform (i.e., with a very steep increase)

results in a voltage peak instead of a drop. The discrepancy in the recovery times of the

waveforms can be due to the limited current supply capability of the attacker waveform

generator (Agilent 33600A).

2.3.3 Demonstration of Short-Distance False Actuation Injection

In order to observe the efficacy of sawtooth waveform for false actuation injection, the

experimental setup shown in Figure 2.6 is used. One coil of the PWM cable that transfers

the PWM signal to servo motor is wound around the toroid, and the servo motor response

is observed. Although it is not necessary to wound the PWM cable around the toroid

(less in amplitude but similar in pattern vind is observed when the PWM cable is ’only’

positioned inside the toroid), adding a coil increases vind. As the attacker H field drops

off sharply outside the air gap of the toroid, producing an effect at a distance requires the
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Figure 2.6: The experimental setup is used for attack demonstrations with a sawtooth wave-
form.One coil of the victim PWM cable is wound around the toroid, and the servo motor
response is observed.

proper selection of a magnetic field directivity element, which is practically challenging due

to the divergence free nature of magnetic field (∇ · B = 0). However, the limitation on the

attack distance can be relieved with higher frequency attack waveforms which is disccussed

in Section 2.4. The attacker waveform, which is in sawtooth form with a 5 Vpp at 50 Hz,

is amplified with an audio amplifier with a rated power of 4 W. The induce voltage drop

is 2.3 V, as measured at the PWM input of the servo motor as shown in Figure 2.7b. As

this voltage drop caused the signal observed by the servo engine to exceed the thresholds

for a legitimate downward transition (edge), the apparent PWM duration was decreased

to 1.5 ms. This resulted in a clockwise rotation of the servo by 45°. To hold the servo

at this angle, the frequency of va was locked to that of the legitimate PWM signal and

the phase of va is adjusted to the desired thigh , i.e., rotation angle. Changing the phase

of the attacker waveform rotates the victim servo to other rotation angles as well (Attack

Video). In a subsequent experiment, the frequency of VA(t) is increased to 60 Hz while leaving

the PWM signal at 50 Hz. When the attacker waveform is not synchronized to the victim

https://drive.google.com/file/d/1FDvYj_scsfw1grz7yz5X8S1L6DsbSyWm/view?usp=sharing
https://drive.google.com/file/d/1FDvYj_scsfw1grz7yz5X8S1L6DsbSyWm/view?usp=sharing
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(a) (b)

Figure 2.7: The short distance actuation control is achieved through an induced voltage
drop. Attack Video (a) When the attack is not implemented and thigh = 2 ms, the servo
rotates to the leftmost position. (b) When the voltage drop is positioned 1.5 ms after the
rising edge, the servo rotates to the neutral position which corresponds to a compromised
pulse duration of 1.5 ms, while the victim pulse duration, thigh is 2 ms.

PWM, the servo changes positions randomly because of the sweeping nature of voltage drop

in the high voltage section of victim PWM. The short-distance FAI demonstration shows

that an attacker, with low cost hardware like audio amplifier and toroid, can manipulate

servo motor rotation by injecting voltage drops to PWM signal. However, due to the low

frequency nature of the attack waveform, some limitations exist. First of all, the attacker

radiator (e.g., toroid) should be placed very close to the victim circuitry. Secondly, the

attacker is limited to rotate the servo motor to one direction (clockwise) because the voltage

drop has only the effect of decreasing thigh. However, an inverted sawtooth waveform, which

induces voltage peaks instead of drops, is observed to be a possible way to increase thigh and

consequently to rotate the servo to other direction (i.e., counterclockwise). In Section 2.4,

higher frequency modulated attack waveforms and more efficient coupling scenarios will be

reported for long-distance attacks.

https://drive.google.com/file/d/1FDvYj_scsfw1grz7yz5X8S1L6DsbSyWm/view?usp=sharing
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2.4 Long–Distance False Actuation Injection

In Section 2.3, a low–frequency (50 Hz) sawtooth waveform that generates an ‘artificial’

voltage drop on a PWM signal to depreciate the actuation data is reported. The sawtooth

waveform has three main drawbacks: first, the attack distance is limited to a few cms;

second, the induced rotation is to one direction (e.g., clockwise) because the attacker can

only decrease thigh with a voltage drop; third, the attacker needs to ‘synchronize’ to the

victim to align the induced voltage drop. In this section, these limitations will be addressed

with high–frequency (e.g., VHF–band) attack waveforms that exploit the victim resonance

through magnetic resonant coupling (MRC).

2.4.1 Threat Model for Long–Distance False Actuation Injection

The threat model assumes an attacker aims to block or take over the control of PWM-based

actuators with EMI. For an EM coupling discussion specific to attack scenario based on

Faraday’s law of induction [82], the reader is referred to Section 2.4.3. Throughout the

attacks, there is no physical contact between the attacker and the victim hardware. Unlike

high power EM attacks, in which the attacker aims to damage the victim circuitry and

operation with excessive EM power [49], the FAI attacks are low–power and untraceable,

and only intend to alter the victim PWM signal through EM coupling. The maximum

attack power is limited to 20 W, which is obtainable with COTS amplifiers. In the first

attack scenario which requires less–power, the attacker aims to block the actuation data to

incapacitate the victim actuation control but not to inject false commands. In the second

attack scenario, the attacker also aims to inject false actuation data to take control of victim

actuators. The attacker has access to RF components like amplifiers and antennas, as well

as information about the topology of the victim system, e.g., the estimated length of PWM
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cables.

2.4.2 Waveforms for Long–Distance False Actuation Injection

A wired setup (Figure 2.8), in which the attack waveforms are added to the victim PWM

and fed to the actuators, is adopted to test the response of the actuators to the reported

attack waveforms. The wired–setup (i.e., conducted) minimizes the noise and the effect

of the antenna pattern, which is essential for a wireless setup. Additionally, the wired

setup renders the accurate measurement of minimum attack voltage and frequency levels

for successful attacks possible. The victim side is a fully-operational UAV– motion surface

control system with Futaba S3155 servo motors (Figure 2.8). A Futaba Ground/Radio

Controller that relays the control from the operator to a UAV Autopilot (e.g., Pixhawk) is

employed. Autopilot converts incoming control information to an actuation signal and sends

the PWM signals to the servo motors. The attack waveform is added to the PWM with a

DC–4200 MHz combiner. A voltage buffer is added to keep intact the victim PWM form.

The attack waveform carrier is generated by a Rohde & Schwarz SMU 200 Vector Signal

Generator during all attack scenarios. In the Block & Rotate and Full Control attacks, a

Keysight 33600A Waveform Generator is added to the setup for envelope signal generation.

Previously Reported Attack Waveforms

A relatively low–frequency (10 MHz) Pulsed Sinusoid is suggested to extend the pulse dura-

tion, thigh, and rotate the servo to one direction [92]. However, like the sawtooth waveform

in Section 2.3, the attack is limited to one-direction, requires synchronization (i.e., an addi-

tional receiver to detect the EM leakage of the victim PWM), and limited to short–distance

as none of the resonant coupling mechanisms are utilized.
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Attack Waveform I: Block

A Block attack is a continuous wave signal at the frequency fa as shown in Figure 2.9a.

This waveform induces a voltage in the victim PWM cable, which prevents the servo from

detecting the rising and falling edges of the original PWM. The efficiency of the attack

depends on the attacker frequency (fa) and victim resonant frequency (fv). The attacker

can use victim resonant frequency (e.g., aileron PWM cable) to increase attack distance

significantly. An analytical and experimental approach to estimate or measure the resonant

frequency of the victim PWM circuitry will be provided in Section 2.4.3.

Wired Setup Results for Block Waveform: A Block waveform with a peak value (Vp)

and frequency (fa) (Figure 2.9a) is applied to the servo models in the wired setup (Figure 2.8).

The following procedure is followed with frequencies (fa) of 8.75 MHz, 17.5 MHz, 35 MHz,

70 MHz, and 140 MHz. The frequencies are chosen close to the resonance of the PWM cables

of the fixed-wing UAV.

1. Establish servo control through ground radio controller.

Figure 2.8: The reported attack waveforms are tested in a wired experimental setup on
different servo models.
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(a)

(b)

(c)

Figure 2.9: Attack waveforms (a) Block waveform disables the legitimate PWM (blue) (b)
Block & Rotate waveform consists of two pulses: Block pulse eliminates the victim PWM and
Rotate pulse injects the false rotation angle. (c) Full Control injects frequent pulses with a
false rotation angle encoded in trotate.

2. Inject Block waveform starting from -30 dBm with 1 dBm increments.

3. Detect minimum Vp for successful attack (i.e., ground controller is not able to control

servo rotation).

The gray boxes (Table 2.1) display the successful attacks (i.e., the control of servo motor is
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Table 2.1: Block Attack is successful on all servo models (gray boxes). Minimum peak
voltage Vp for varying frequencies is reported for successful attacks. (MF: Moves Freely, L:
Locks)

fa 8.75 MHz 17.5 MHz 35 MHz 70 MHz 140 MHz
Eflite EFLR 7145 1.14 V (L) 1.48 V (L) 0.69 V (L) 2.10 V (L) 7.20 V (L)
Eflite EFLR 7155 0.56 V (L) 1.01 V (L) 1.14 V (L) 2.14 V (L) 6.50 V (L)
Futaba S3151 0.51 V (MF) 2.88 V (MF) 1.32 V (MF) 6.55 V (MF) 10.11 V (MF)
Futaba S3152 0.52 V (MF) 1.55 V (MF) 1.30 V (MF) 6.70 V (MF) 9.10 V (MF)
Futaba S3155 0.57 V (MF) 1.83 V (MF) 1.26 V (MF) 5.45 V (MF) 4.12 V (MF)
Futaba S9650 0.74 V (MF) 2.04 V (MF) 1.18 V (MF) 5.50 V (MF) 3.76 V (MF)
HiTec HS5245MG 2.28 V (L) 2.12 V (L) 2.68 V (L) 7.35 V (L) 4.28 V (L)

lost). It is observed that all servo models can be blocked with varying attack powers ( Vp);

however, some servo models are more sensitive to the Block waveform. The Eflite models

can be blocked with lower Vp values up to 70 MHz; another observation is that Futaba servos

move freely (i.e., an external torque can move them.) during an attack, while Eflite and

HiTec servos lock to the rotation angle before the attack begins. Especially lower frequencies

around fa = 8.75 MHz requires lower Vp for successful attacks, the authors believe this is due

to the low pass characteristic introduced by the shunt capacitance at the input of the servo

microcontroller pin. It should be noted that the efficient attack frequency is a combined

effect of victim resonance and servo frequency response given in Table 2.1.

Attack Waveform II: Block & Rotate

The Block waveform, discussed in Section 2.4.2, prevents the transmission of the rotation

angle data to the actuators. However, a more advanced waveform is required to inject false

rotation angle information into the PWM signal. To achieve this, the attacker needs to

eliminate (i.e., mask) the original rotation angle data encoded in thigh and then inject the

false data to the PWM channel. An attacker employs a wide–pulse (thigh > 2 ms) to override

the original rotation angle data.

To test this hypothesis, the following test procedure is followed. Each servo is rotated to the
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Table 2.2: Servo motor response when thigh is longer than standard maximum duration 2 ms.
tPWM is fixed and 20 ms .

Servo Type thigh > 2 ms
Eflite EFLR 7145 Locks
Eflite EFLR 7155 Locks
Futaba S3151 Moves freely
Futaba S3152 Moves freely
Futaba S3155 Moves freely
Futaba S9650 Moves freely
HiTec HS5245MG Locks

neutral position (Figure 2.1c) and then a PWM signal with an out of range thigh is applied

and the servo rotation is observed. During measurements, tPWM and Vhigh are kept constant

at 20 ms and 3.3 V, respectively. It is observed that all tested servo models stay at their

position when thigh is larger than 2 ms (Table 2.2). While Eflite and Hitec servos lock (i.e.,

an external torque can not move them.), it is observed that Futaba servos move freely. The

response of Eflite and Hitec is possibly a precaution to keep the servo rotation stable in

high-noise situations when rotation angle data is distorted. This observation also points to

a weakness of servo motor control with PWM. An attacker can inject a long enough Block

pulse on top of thigh and simply block the original rotation angle as illustrated in Figure

2.9b. However, an additional sinusoidal pulse should be used to inject the false rotation

angle information. The duration of the rotate pulse (trotate) determines the false rotation

angle injected into the channel. For instance, the attacker can adjust trotate to 1 ms, 1.5 ms,

and 2 ms to rotate the actuator to -45°, 0°, and 45°, respectively.

Wired Setup Results for Block & Rotate Waveform: The test procedure explained in

Section 2.4.2 is followed in the wired setup (Figure 2.8). The attack waveform is synchronized

to the original PWM with an oscilloscope by adjusting the attack waveform delay. The grey

boxes in Table 2.3 correspond to the successful attack cases in which the attacker can control

the rotation of the servo with varying trotate (Figure 2.9b). The Eflite–make servos respond

to the applied attack waveform by locking to a rotation angle depending on the servo model
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and fa. However, changing trotate does not result in a change in the servo position. The

author thinks that the microcontroller of Eflite servo is saturated due to the waveform and

can not detect the rising and falling edges of the Rotate pulse which carries the false rotation

angle information (Figure. 2.9b).

Futaba and HiTec servo models can be controlled by the Block & Rotate attack. A clear

correlation between the increasing fa and Vp is observed for attack success. In the applied

power range, the HiTec can be controlled by applying an attack waveform with Va = 3 V

and fa = 8.75 MHz; however, at higher frequencies, the attacks are not successful. All of the

Futaba models can be controlled by Block & Rotate at fa = 70 MHz and fa = 140 MHz, and

the attacks at fa = 70 MHz require significantly less attack power on Futaba models. Block

Table 2.3: Block & Rotate is successful on Futaba and HiTec models (gray boxes). The min-
imum peak voltage Vp for varying frequencies is reported. (FC: Full Control, RM: Random
Movement, LA: Locks At, NC: No Control)

fa 8.75 MHz 17.5 MHz 35 MHz 70 MHz 140 MHz
Eflite EFLR 7145 1.64 V (LA 0°) 1.74 V (LA 0°) 1.66 V (LA 0°) 1.3 V (LA 0°) 6.6 V (RM)
Eflite EFLR 7155 NC 1.46 V (LA 30°) NC 6 V (LA 30°) 5.5 V (LA 60°)
Futaba S3151 1.84 V (FC) NC NC 5.35 V (FC) 12.30 V (FC)
Futaba S3152 1.20 V (FC) 1.94 V (FC) NC 4.82 V (FC) 14.00 V (FC)
Futaba S3155 NC NC NC 4.08 V (FC) 12.10 V (FC)
Futaba S9650 1.09 V (FC) NC NC 4.83 V (FC) 12.7 V (FC)
HiTec HS5245MG 3.22 V (FC) NC NC NC 11.6 V (LA 120°)

& Rotate enables the injection of false rotation angle information to the PWM channel, but it

also requires the attacker to synchronize the Block pulse to the victim PWM signal. Although

synchronization is possible through the detection of the magnetic field leakage from rising

and falling edges of the victim PWM, practically it is difficult. First of all, multiple PWM

signals controlling the servo motors emit a combination of fields and it is computationally

demanding to select the desired PWM signals. Adding to that, the EM leakage power from

the rising and falling edges is significantly low due to the limited peak voltage of PWM

(5 V for TTL). Finally, even though near field magnetic antennas are utilized efficiently, the
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measurements are highly dependent on the antenna orientation and PWM cable positions,

which is practically difficult e.g., in a UAV scenario. However, synchronization is possible

on immobile victims like production lines and solar tracking systems with PWM–controlled

actuators.

Attack Waveform III: Full Control

In a servo motor application, the PWM has a fixed duty cycle in between %5 <
thigh
tPWM

< %10

(Figure 2.1a, tPWM = 20 ms). An attacker can exploit the low duty cycle nature of the PWM

by injecting an attack PWM with a significantly larger duty cycle (i.e., the same thigh with

lower tPWM). The question arises: What happens when an attacker applies a PWM with a

larger duty cycle?

As thigh is fixed and in the range of 1 ms to 2 ms for all servo models, the attacker can only

decrease the tPWM to increase the duty cycle. tPWM value is decreased to 2.5 ms and the

servo operation is observed by varying the thigh in between 1 ms and 2 ms. It is observed

that, all seven servo models can be controlled with the increased duty cycle PWM, i.e.,

tPWM does not affect the actuation data. Note that the tPWM value is chosen as slightly

larger than maximum value of thigh in order not to lose the rising and falling edges of the

PWM signal. This observation is the basis of Full Control attack which gives an attacker the

control of Futaba servos. The Full Control waveform consists of frequent periodic sinusoidal

pulses with period 2.5 ms and varying trotate (Figure 2.9c). The attacker chooses the trotate

in the range [1 ms 2 ms] to inject false rotation angle information to the PWM channel. The

Full Control Attack is practically an advanced version of Block & Rotate Attack because

the adversary does not need to synchronize to the victim PWM (i.e., no need for a receiver

system). On the other side, the high duty cycle attack waveform masks the PWM signal and

the frequent rising and falling edges of the attack waveform injects the false rotation angle
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information to the channel.

Table 2.4: Full Control is successful on Futaba models (gray boxes). Eflite and HiTec models
move randomly; however, it is not possible to control them. (FC: Full Control, RM: Random
Movement)

fa 8.75 MHz 17.5 MHz 35 MHz 70 MHz 140 MHz
Eflite EFLR 7145 0.45 V (RM) 1.33 V (RM) 1.57 V (RM) 1.12 V (RM) 4.16 V (RM)
Eflite EFLR 7155 0.87 V (RM) 1.39 V (RM) 1.21 V (RM) 2.04 V (RM) 4.28 V (RM)
Futaba S3151 0.77 V (RM) 2.54 V (RM) 1.84 V (RM) 3.80 V (FC) 12.40 V (FC)
Futaba S3152 1.20 V (FC) 1.86 V (FC) 1.06 V (FC) 4.54 V (FC) 11.90 V (FC)
Futaba S3155 1.58 V (RM) 2.75 V (RM) 3.44 V (RM) 3.92 V (FC) 11.10 V (FC)
Futaba S9650 1.11 V (FC) 2.94 V (RM) 0.94 V (RM) 4.16 V (FC) 9.10 V (FC)
HiTec HS5245MG 2.76 V (RM) 2.06 V (RM) 2.20 V (RM) 3.72 V (RM) 6.90 V (RM)

Wired Setup Results for Full Control Waveform: Table 2.4 shows the effect of Full

Control attack on servo models for varying attack frequencies. It is observed that Eflite

EFLR 7145 and 7155 servos respond to Full Control waveform by moving randomly to a

variety of angles. HiTec HS5245MG has also a very similar response, it randomly moves

or locks at some random angle. Although Full Control waveform prevents the Pixhawk

Autopilot to control the servo, it is not possible to inject false rotation angle data to fully

control the Eflite and HiTec servos. On the other side, all tested Futaba models can be

controlled with Full Control waveform at reported attack frequencies. For instance, Futaba

S3152 can be controlled by an attack waveform at fa = 70 MHz with a 4.54 V peak voltage

in the PWM channel. The control can be achieved by adjusting the trotate (Figure 2.9c) in

between 1 ms and 2 ms. Especially, fa = 70 MHz is a significant attack frequency for a UAV

system because it is close to the resonance of the aileron PWM cable as will be explained in

Section 2.4.3.

Comparison of Attack Waveforms

A comparison of attack waveforms is given in Table 2.5. Block Waveform is the simplest

and disables the victim actuation control. Although Block waveform is not able to inject
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false rotation angle to the PWM channel, it is effective on all tested servo models because

the digital servo models rely on the detection of rising and falling edges of the PWM signals

which are masked by the Block waveform. The previously reported Pulsed Sinusoid [92]

waveforms is able to rotate the Futaba servo to one direction and is applicable from close

distances but requires a synchronization hardware (e.g., magnetic field probe and LNA) to

synchronize to the victim PWM. Block & Rotate and Full Control are waveforms which

enable the attacker to fully control certain servo models by injecting rotation angle data to

the PWM channel. Block & Rotate is applicable to tested Futaba and HiTec servos models

(Table 2.3 and 2.4). However, it requires synchronization to the victim PWM. Practically, for

a successful attack, the attacker needs a sensitive receiver to detect the victim PWM rising

edges which requires additional hardware like an LNA, filter, matched filter, and possibly a

signal processing unit. On the other side, Full Control exploits the low–duty cycle nature

of PWM signals used in servo motor applications and does not require synchronization and

a receiver system. Full Control injects false data very frequently to override the original

rotation angle data in the PWM channel. Full Control is applicable to Futaba servo models

and provides the full position control of the actuator. A comparison of attack waveforms is

given in Table 2.5. Block Waveform is the simplest and disables the victim actuation control.

Although Block waveform is not able to inject false rotation angle to the PWM channel, it

is effective on all tested servo models because the digital servo models rely on the detection

of rising and falling edges of the PWM signals which are masked by the Block waveform.

The previously reported Pulsed Sinusoid [92] waveforms is able to rotate the Futaba servo to

one direction and is applicable from close distances but requires a synchronization hardware

(e.g., magnetic field probe and LNA) to synchronize to the victim PWM. Block & Rotate and

Full Control are waveforms which enable the attacker to fully control certain servo models

by injecting rotation angle data to the PWM channel. Block & Rotate is applicable to tested

Futaba and HiTec servos models (Table 2.3 and 2.4). However, it requires synchronization to
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the victim PWM. Practically, for a successful attack, the attacker needs a sensitive receiver

to detect the victim PWM rising edges which requires additional hardware like an LNA,

filter, matched filter, and possibly a signal processing unit. On the other side, Full Control

exploits the low–duty cycle nature of PWM signals used in servo motor applications and

does not require synchronization and a receiver system. Full Control injects false data very

frequently to override the original rotation angle data in the PWM channel. Full Control is

applicable to Futaba servo models and provides the full position control of the actuator.

Table 2.5: Comparison of Attack Waveforms

Block Sawtooth[93] Pulsed
Sinusoid[92]

Block &
Rotate

Full
Control

Block Data 3 3 3 3 3

Inject False Data 7 3 3 3 3

No need for Synchronization 3 7 7 7 3

Actuation Control One Direction 7 3 3 3 3

Actuation Control Two Directions 7 7 7 3 3

Applicable to Eflite Servos 3 No Data No Data 7 7

Applicable to HiTec Servos 3 No Data No Data 3 7

Applicable to Futaba Servos 3 3 3 3 3

2.4.3 Enabling Long–Distance False Actuation Injection

We propose to demonstrate the FAI attacks on servo motors of the UAVs which control the

moving surfaces of the system such as ailerons or flaps. The intrusion of unauthorized UAVs

to restricted air spaces provokes many security issues and results in halting operations in

military/civilian air spaces [23]. Between 2013–2015, a total of 921 UAV and manned aircraft

encounters have been recorded in the U.S. national airspace, with the majority of these

encounters within five miles of an airport, resulting in a halt in flights [44]. To mitigate this

threat we consider that an intruder UAV can be met by a tracker UAV that—when sufficient

proximity is gained to the intruder—launches FAI attacks against the intruder to guide its

trajectory away from the restricted airspace (Figure 2.10). Without loss of generality, the
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Figure 2.10: The attack scenario includes two UAVs, namely an intruder and a tracker. The
tracker uses FAI to block or manipulate the actuation control of the intruder to defend the
safe air–space.

intruder is assumed to be a fixed-wing UAV, while the tracker is either a fixed-wing UAV

or a drone equipped with an attack setup capable of generating FAI to block or take control

of the intruder’s PWM signals. In the following sections, the terms intruder/victim and

tracker/attacker will be used interchangeably.

The attacks rely on Faraday’s law of induction [16] to induce a voltage in the victim PWM

circuitry; however, as observed in the wired setup (Table 2.1, 2.3, and 2.4), the induced

voltage should be a few V olts for successful attacks. These values are relatively large consid-

ering the analog false data injection scenarios in which a few 100 mVs of induced voltage can

result in significant changes in the sensor readings [93], so the attacker needs to utilize an

efficient coupling mechanism to induce more voltage. In Section 2.4.3, the mutual coupling

between the attacker and the victim is determined analytically to find an optimal attack

frequency that ensures the maximum induced voltage.

An Electromagnetic Coupling Model for the Attack Scenario

An adversary can use either the near or far-field region produced by the attacker antenna

to induce voltages in the PWM circuitry. The appropriate region for FAI attacks will be

revealed after the explanation of antenna fields.
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Far Field Region: Far field of the anntenas is utilized by most of the antenna applications

like communication, satellite, WiFi, and radar in which the radiation distances are much

larger than the wavelength of the carrier signal and antenna dimension. The region approx-

imately lies in R > 2D2

λ
where D is the maximum overall dimension of the antenna and λ

is the wavelength of the signal [15]. The electric (E) and magnetic (H) fields are coupled

to each other i.e., they are sources of each other. The field in the far–field follows the plane

wave characteristic with a constant ratio of Z0 = 120π = |E|
|H| in free space or air [86].

Near Field Region: The near field of the antenna lies in the vicinity of the antenna

(e.g., R < λ
2π

for an electrically small dipole [55]), and in this region, the magnetic and

electric fields have a complex relationship unlike the plane waves in the far field. Depending

on the antenna type, an electric or magnetic field may be dominant (e.g., the magnetic

field for a loop antenna). An efficient attack waveform should penetrate the victim system

without significantly attenuated or reflected by metal components/wires and induce enough

voltage to the victim PWM circuitry. The far field waves are attenuated and reflected by

the metals; however, low frequency magnetic near fields are known to penetrate more easily

to the system because of their decoupled nature from the electric fields [71]. Adding to that,

magnetic resonant coupling (i.e., coupling through magnetic fields in the near field between

resonant components) is reported as an efficient way of transferring power over medium

distances even in weakly coupled scenarios (i.e., long attack distance) [62]. The near field

region of a magnetic antenna is an efficient way of inducing high voltages to a PWM circuitry.

For the coupling ratio detection between the attacker square loop antenna and the victim

PWM circuitry, the parameters and model given in Figure 2.11a are used. The attacker

antenna is excited with a time–varying attacker current, ia = Iasin(wt), and consequently

generates a magnetic field. This magnetic field is captured by the victim PWM loop which

results in induced voltages. The orientation of the antenna and PWM loop is assumed to
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be through z-axis throughout the analysis. However, it should be noted the surface normal

of the antenna and victim cable are not aligned during attacks. The reported scenario, in

which the surface normals of the antenna and victim circuitry are parallel, provides maximum

coupling. The attack distance (da) is assumed to be 1 m and < xo, yo, zo > is any point on

which the time–varying magnetic field, B, is calculated (Figure 2.11a). As the antenna is an

electrically small loop (i.e., maximum antenna dimension is smaller than the attack signal

wavelength), a magneto–quasistatic (MQS) solution can be used [69]. In MQS approach, the

problem is solved as a static problem at once, and then the time-varying term (e.g., sin(ωt))

is introduced as a multiplication. Magnetic vector potential, A, and magnetic field density,

B, are related to each other as follows:

B = ∇xA (2.7)

The x, y and z component of B can be found from magnetic vector potentials through x–axis

and y–axis vector potentials (Ax and Ay) as follows [69]. As ia current has no z directed

component, there is no z directed magnetic vector potential (Az = 0).

Bx = −∂Ay

∂z
, By =

∂Ax

∂z
, Bz =

∂Ay

∂x
− ∂Ax

∂y
(2.8)

Magnetic vector potential (A) is found by the line integral of the attacker current (2.9).

dl and µ are differential length vector of the current and permeability of the medium,

respectively. MQS assumption makes it possible to calculate the magnetic vector potential

with current amplitude, Ia.

A =
µ

4π

∫
Ia dl
|r − r′| (2.9)

where r and r′ are position vectors for the field and attacker current (ia) as shown in Figure

2.11a. As the victim loop surface normal is through z–axis, only z directed magnetic field
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(a)

(b)
Figure 2.11: The coupling between the attacker antenna and the victim PWM circuitry is
found analytically. (a) The model used for analytical electromagnetic solution and the circuit
model for the magnetic resonant coupling (b) The victim PWM cables connect the controller
and servo motors of the UAV. PWM circuitry have different lengths and positions.
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(Bz) contributes to the induced voltage. After the calculation of Ax and Ay with (2.9), Bz

is [69]:

Bz =
µIa
4π

4∑
n=1

[
(−1)nDn

rn
(
rn + (−1)n+1Cn

) − Cn

rn (rn +Dn)

]
(2.10)

where the location dependent variables C,D, r are (Figure 2.11a):

C1 = −C4 = xa/2 + xo , r1 =
√
C2

1 +D2
1 + d2a

C2 = −C3 = xa/2− xo , r2 =
√
C2

2 +D2
2 + d2a

D1 = D2 = ya/2 + yo , r3 =
√
C2

3 +D2
3 + d2a

D3 = D4 = −ya/2 + yo , r4 =
√
C2

4 +D2
4 + d2a

(2.11)

The coupling ratio, k, is the ratio of the flux captured by the victim PWM loop (ψv) to the

total flux generated by the attacker antenna, ψa. Sa and Sv are areas of attacker antenna

and PWM loop, respectively.

k =
ψv

ψa

=

∫∫
Sv

B · dS∫∫
Sa

B · dS (2.12)

The UAV flap and aileron cable lengths are 60 cm and 150 cm as shown in Figure 2.11b.

The coupling ratio (k) between antenna and PWM cables is found with (2.10) and (2.12)

with a Matlab script. The attacker antenna size (xa = 35 cm, ya = 35 cm) and the attack

distance (da = 1 m) are assumed to be the fixed for aileron and flap cable. The coupling

ratio for cables are found to be very low on the level of 10−4 as shown in Table 2.6. This is

a weakly coupled scenario and the attacker needs an additional approach to induce voltage

levels reported in Table 2.1, 2.3 and 2.4.
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Table 2.6: Coupling coefficient(k) between attacker antenna and victim aileron/flap PWM
loops is small which shows the attack scenario is a weakly coupled one. xa = 35 cm, ya =
35 cm, da = 1 m, i(t) = 1 A at 61 MHz

Victim Loop Size ψa (Wb) ψv (Wb) k

Flap Loop (xv = 1 cm yv = 60 cm) 9.58 × 10−7 1.27 × 10−10 1.32 × 10−4

Aileron Loop (xv = 1 cm yv = 150 cm) 9.58 × 10−7 2.32 × 10−10 2.42 × 10−4

Circuit Model for the Attack Scenario

The coupling ratio found by EM solution (Table 2.6) shows that the attacker antenna and

victim loop is weakly coupled. Kurs et al. showed that magnetic resonant coupling (MRC)

can be used efficiently to transfer power wirelessly with distances up to eight times of the

coil radius even in weakly coupled scenarios [62]. MRC is a specific coupling scenario where

the receiver and transmitter resonate at the same frequency and coupling is inductive (i.e.,

dominantly via magnetic fields). This phenomenon makes high efficiency Wireless Power

Transfer (WPT) applications possible [67, 87]. Power transfer efficiencies up to 75.7% is

reported for weakly coupled transmitter and receivers [67]. A magnetic resonant coupled

series to parallel circuit model is provided in Figure 2.11a for the attack scenario. Lv, Cv,

and Rv are the inductance, capacitance, and resistance of the victim PWM cable. Lv is

determined by the length of the victim PWM cables. The victim PWM connection is a

three conductor cable with PWM, ground, and Vcc and the parasitic capacitance Cv is due

to the interaction between PWM–ground and PWM–Vcc cables. Rv is the resistance of victim

loop that includes copper loss and termination load. The resonant frequency of the victim

loop (fv) and attacker antenna (fa) can be found as follows:

fv =
1

2π
√
LvCv

, fa =
1

2π
√
LaCa

(2.13)
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According to the threat model, the attacker can not physically modify the victim system

and alter the victim resonance (fv); however, a resonant attacker antenna can be adopted

that has the same resonant frequency with the victim (fa = fv). Especially for Tesla coils,

magnetic resonant coupled circuits have been investigated through Kirchoff’s circuit law

[35], and it is concluded, regardless of the coupling strength (e.g., weakly), the attacker and

victim circuits should have the same resonant frequencies to transfer maximum energy, i.e.,

fa = fv [40]. If k is above a value called critical coupling, a phenomenon called resonance

splitting occurs due to the loading effect of the secondary coils (victim side) and the attacker

waveform frequency (fs) should be adjusted to one of the two operating frequencies which

are above fs+ and below fs− the uncoupled resonance frequencies of victim or attacker, i.e.,

fa and fv.

fs+ =
fv√
1− k

, fs− =
fv√
1 + k

(2.14)

where the optimum attack condition is fs = fa = fv. However, analytically it is found that

k is negligibly small (k << 1) (Table 2.6), and fs+ and fs− in [2.14] converges. Thus, for an

efficient attack (e.g., the same attack power with larger attack distance), the attacker needs

to have a resonant antenna at victim resonant frequency (fv) and also the attack waveform

frequency, fs, should be tuned to the victim resonant frequency, fv.

Detection of the Victim Resonance

The victim resonance can be determined analytically or experimentally. While the analytical

approach provides a resonance estimate of the victim with the victim dimension information

(e.g., wing size), the experimental method provides a more accurate resonant frequency

detection with the requirement of reverse engineering of the victim.

Analytical Detection of the Resonance The resonant is of the victim PWM cable is
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determined by the length of the cables, parasitic capacitances, and terminations. The cables

resonate at quarter-wavelength or half-wavelength frequency for short and open termination

(both ends), respectively [98]. In the PWM scenario, as the PWM cables are terminated

by the high-Z loads like servo motor input and autopilot pins, open termination is a proper

representation that corresponds to resonance at half-wavelength frequency. The analytical

formula for the resonant frequency is:

fres = A
c

(2 ∗ LPWM)
= 0.7

c

(2 ∗ LPWM)
(2.15)

where LPWM is the length of the cable, c is the speed of light in vacuum, and A is a constant

that compensates the decreased speed of light in the wires, For a copper wire with an

insulator material with a dielectric constant between 2 and 3 (e.g., PWM cables) [75, 116],

A = 0.7 is a proper approximation [98, 117]. [2.15] can be used to generate a database of

attack frequencies, e.g., a UAV attack frequency database with the UAV dimensions publicly

available. If the analytically found frequency differs from the actual resonance due to, e.g.,

loading effect and parasitic capacitance, the attacker could use a narrow band-attack signal

centered around the analytical resonant frequency to increase the probability that resonant

coupling is achieved. Conversely, the attacker could vary the frequency of the attack signal

around the analytically found resonant frequency and detect the exact resonant frequency

by the induced effect on the victim.

Experimental Detection of the Resonance Although the analytical approach provides

a simple way of resonance estimation, an experimental approach can be used for more accu-

rate resonance detection. Smith reports a method in which a transmission measurement is

implemented through current clamps located around the cables under test [98]. The method

reported here is similar but employs ferrite toroids and a field probe instead of the cur-

rent clamps. The experimental setup (Figure 2.12a) includes a Rohde & Schwarz spectrum
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analyzer with a tracking generator that sweeps the frequency band in between 1 MHz and

499 MHz to make a transmission measurement, i.e., S21. The excitation port (Port 1) of the

spectrum analyzer is connected to a toroid with 60 coils, and the measurement port (Port

2) of the spectrum analyzer is connected to a field probe which measures the field of the

measurement toroid. The system under test includes a battery, flight controller, ground con-

troller, PWM cables, and servos, which are fully operational during measurements. The left

and right-wing PWM cables are positioned inside the excitation and measurement toroids

as displayed in Figure 2.12a. The measurement toroid picks up the field generated in the

cable, and the resonance frequency is detected when the maximum transmission occurs.
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Figure 2.12: The aileron and flap PWM cable resonances are experimentally determined
with a transmission measurement (S21). (a) The test setup includes toroids, magnetic field
probe and a spectrum analyzer. (b) At the cable resonant frequency, the transmission makes
a peak. Aileron cable has a lower resonant frequency (61 MHz) as expected because of its
larger length.

Table 2.7: Victim PWM cable resonances are detected experimentally and analytically.

Aileron PWM Cable (150 cm) Flap PWM Cable (60 cm)
Experimental 61 MHz 152 MHz
Analytical 70 MHz 175 MHz
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Figure 2.12b provides the normalized transmission measurement of aileron (150 cm) and flap

(60 cm) PWM cables. The loading effect due to servos and flight controller exists but does not

significantly affect the position of the resonant frequency. The aileron measurement makes a

peak around 61 MHz which is the resonant frequency for the aileron cable. Additionally, the

flap cable has a resonance at 152 MHz (Table 2.7). The measurements show that the attacker

can use a resonant frequency to attack a specific control surface (e.g., 61 MHz for ailerons),

and cable length is inversely proportional to the resonance frequency. For comparison, the

analytically found resonances (2.15) for aileron and flap cables are at 70 MHz and 175 MHz,

respectively (Table 2.7).

Attacker Antenna Design and Production

It is concluded in Section 2.4.3 that magnetic resonant coupling can be utilized by a tracker

for efficient attacks (i.e., same power longer attack distance or less power the same attack

distance). This requires an attacker antenna that resonates at the same frequency with the

victim PWM cables,fv. As the relative position adn orientation of the intruder is not constant

during the flight, the magnetic field should be strong enough in a large enough area; i.e., a

relatively non–directive antenna pattern is needed in the near field. In RFID applications,

where a tag attached to a vehicle or a person, a very similar problem is addressed with

electrically large loop antennas [124]. However, the large electrical size of these antennas

results in nonuniform magnetic field distribution. Zero phase shift line loop (ZPSL) antenna

is a modified version of electrically large loops which utilizes distributed capacitors on the

antenna to hove a more uniform magnetic field distribution in the near field region.

A ZPSL antenna is designed for the aileron resonating at fv = 61 MHz. ANSYS HFSS is

used for EM simulations and fine–tune the antenna dimension to the victim resonance, fv.

A lumped L–C impedance matching circuit for 50 ohm is employed to eliminate back power
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Figure 2.13: A resonant near field antenna is designed and produced for attacking ailerons.
(a)Zero Phase Shift Line (ZPSL) Antenna, distributed capacitances, inductances and an-
tenna dimension (b) S11 comparison of EM simulation and measurement; antenna resonates
at 61 MHz (c) Normal Magnetic field distribution |Hz| at z = 1 m, a wide attack region with
a Half Power Beam Width diameter of 110 cm

to amplifier and transmit maximum possible power to the antenna. The planar size of the

antenna is 35 cm by 35 cm as shown in Figure 2.13a. The inner dielectric section of the PCB
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antenna is removed to decrease the air drag and weight for the flight tests. The simulation

and measurements are well matched as shown in Figure 2.13b. At 61 MHz, the reflection

(S11) phase of the antenna is observed to be 0° which points the resonance. The S11 is

below -15 dB in the vicinity of 61 MHz which points that antenna is matched to 50 Ω. ZPSL

antenna has a bidirectional radiation pattern which has local maximums through + and -

z–axis. In Figure 2.13c, |H| distribution of the antenna is shown on a 2 m by 2 m plane at a

distance of 1 m. It is observed that the Half Power Beam Diameter of the antenna is 110 cm

on the plane.

2.4.4 Indoor Demonstration of Long–Distance False Actuation In-

jection on a Victim UAV

For indoor attack demonstrations, a Cessna 150 (C150) fixed-wing UAV with a wingspan of

2.1 m is employed as an intruder/victim [1] (Figure 2.14a). The ailerons of the intruder are

selected through the experimentally determined resonant frequency 61 MHz (Table 2.7). As

the left and right aileron cables are electrically connected and controlled by the same PWM,

attacks affect both the right and left aileron. The attacker system consists of a waveform

generator, a 20 W RF amplifier, and a Zero Phase Shift Line (ZPSL) antenna, the design

and production procedure of which is explained in the previous section. The rotation angle

of the ailerons is measured with an AMT10 quadrature encoder [28] located on the shaft of

the right aileron servo as shown in Figure 2.14b. AMT10 encoder converts the rotation angle

of the servo to quadrature signals which are transmitted to a TIVA C microcontroller that

records the angle data in its flash memory. The quadrature encoder is located on the right

aileron servo while attacks are applied from the left–wing side (Figure 2.14a) to prevent the

effect of EMI on angle measurements (Figure 2.14b).



2.4. Long–Distance False Actuation Injection 51

(a) (b)

Figure 2.14: The attacks are demonstrated indoors. (a) The experimental setup includes a
fixed-wing UAV and an attacker system. The attacker antenna is located under the left-wing
of the UAV and the efficacy of the attacks are measured with varying attack distances at
fixed attack power 20 W. (b) Quadrature encoders are mounted on the right aileron servo
for rotation angle measurement.

Indoor Block Demonstration

During wired tests in Section 2.4.2, it is observed that Block waveform paralyzes the servo

control. To observe this effect, it is assumed that the attack is applied for 15 s and during

the attack, the victim/intruder system tries to control the servos by sending neutral (0°), left

(-15°), and right (15°) rotation commands. The attack power, frequency, and distance are

20 W, 61 MHz, and 50 cm, respectively. The antenna orientation is adjusted for maximum

attack distance.

Figure 2.15a demonstrates the rotation angle of ailerons with (Red) and without (Blue)

Block attack. In both cases, the ground controller sends neutral, left, and right rotation

commands with 5 s durations. It is observed that when there is no IEMI, the ailerons follow

the commands as shown with blue plot in Figure 2.15a. However, when the Block waveform

is radiated, the ailerons stop following the commands sent from the ground controller and

stays at the neutral position. When the attack stops, the ground controller retakes the

control of the ailerons.
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Figure 2.15: The Block and Full Control attacks block or control the victim aileron rotation.
(a) Block demonstration: The original rotation angle (blue) sent from ground controller can
not control the servo during the attack; The servo is ’blocked’ at neutral position (red).
Attack distance is 50 cm. (b) Full Control demonstration: The attacker increases trotate (at
every 3 s) and the control surfaces (i.e., ailerons) rotate with varying trotate while the system
tries to keep the ailerons at neutral position (blue). The attack distance is 25 cm.

During measurements, it is observed that the Block waveform is efficient from a distance up

to 50 cm with an attack power of 20 W; however, the attack distance is observed to be highly

dependent on the antenna orientation and the PWM circuitry positions.

Indoor Full Control Demonstration

In Section 2.4.2, it is observed that Futaba make servos can be controlled by varying the pulse

duration (trotate) of the Full Control waveform (Figure 2.9c). To observe this phenomenon

on a victim UAV with Futaba servos (S3155), it is assumed that the intruder/victim sys-

tem sends a neutral command to keep the ailerons at neutral position (0°) throughout the

attack demonstration. The attacker applies a Full Control waveform with an incrementally

increasing trotate to rotate the ailerons clockwise [1.4 ms, 1.6 ms, 1.8 ms, 2 ms] at every 3 s. In

the end of the sequence, a trotate = 1.2 ms is applied to observe that the attack is applicable
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for counterclockwise rotation as well. The attack distance, power, and frequency are 25 cm,

20 W, and 61 MHz, respectively. It is observed that the attack waveform moves the ailerons

with increasing trotate from left to right as in Figure 2.15b, even though the actual PWM com-

mands a neutral position. It is also observed in the end, by sending a smaller trotate = 1.2 ms,

the right to left rotation (counter–clockwise) is also possible. Another observation is that

Full control is applicable from a smaller attack distance than Block because the induced

waveform in the Full Control scenario should be large enough to make the servo think that

there is a legitimate PWM in the channel (unlike Block attack during which ’erasing’ the

original PWM in the channel is sufficient.)

2.4.5 In–flight Demonstration of False Actuation Injection Attacks

on a Victim UAV

The intruder, Eflite Cessna C150, is a standard fixed–wing UAV with three control surfaces,

namely the aileron, the elevator, and the rudder which primarily controls the the rolling

motion/roll attitude (ϕ), the pitching motion/pitch attitude (θ), and the yawing motion/yaw

attitude (ψ), respectively (Figure 2.16b). During the attacks, both left and right ailerons

are affected as they are controlled by the same PWM; however, their sense of rotation is

opposite because of their placement. The aileron rotation (δa) is positive when the right

aileron is trailing edge up & the left aileron is trailing edge down. Thus, a positive aileron

rotation produces a positive rolling motion that increases the roll attitude of the UAV. The

reader is referred to [20] for details on UAV dynamics and control.



54
Chapter 2. Electromagnetic Interference Attacks on Pulse Width

Modulation–Controlled Actuators

(a)

Right aileron

Left aileron

Elevator Rudder

North

Down

East

Roll (𝝓)

Yaw (𝝍)

Pitch (𝜽)

(b)

Figure 2.16: The attacks are demonstrated on a victim/intruder fixed–wing UAV. (a) The
attacker system including a battery, an RF module, an amplifier, and a ZPSL antenna is
mounted on the UAV with carbon–fiber rods for in–flight demonstrations. Attack distance
(i.e., the distance between the UAV fuselage and attacker antenna) is 15 cm. The system
weight is decreased by carving out a section from the antenna and employing a lightweight
battery and mount material. (b) The intruder fixed-wing UAV has three control surfaces:
the aileron, elevator, and rudder which control the roll (ϕ), pitch (θ), and yaw attitude(ψ),
respectively.

Attacker System

In order to demonstrate the Block and Full Control attacks during a flight on an intruder,

an attacker system, consists of an optical transmitter, an optical receiver, an RF module, a

battery and a ZPSL antenna, is mounted on the intruder UAV with a carbon fiber frame as

shown in Figure 2.16a. The two practical concerns, which is excessive weight and additional

air drag due to attacker system, are addressed with low weight mount materials, smaller

capacity batteries, and cutting out a nonfunctional PCB section from the attacker antenna.

The test system, that includes the intruder UAV and attacker hardware, has an weight of

6 kg to which the attacker system contributes 1.4 kg, the mount system (carbon–fiber rods

and 3-D printed parts) contributes 320 gm, and the angle measurement system(a battery, a

PixHawk, and a quadrature encoder) contributes 150 gm.

The attacker system consists of an optical transmitter, an optical receiver, battery, RF
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module, amplifier, and a ZPSL antenna. The victim Pixhawk is programmed to initiate the

attacks upon request of the ground controller with control signals as illustrated in Figure

2.17. The control signals are converted to optical signals and sent through fiber–optic cables

to the RF module. The optical receiver in the RF module converts the control signals back to

voltage values. The ‘RF Switch control’ modulates the continuous wave signal to generate

Block or Full Control waveforms, and ‘RF amplifier control’ is employed to turn on the

amplifier DC supply during attacks to eliminate battery drain.

Optical signals, which are naturally resilient to electromagnetic interference, are utilized to

send control signals from victim Pixhawk which is located in the fuselage to the RF module

located on the fiber rod frame (Figure 2.16a) to securely end the attack. The fiber optic

cables, which lack free electrons, are nonmetal mediums, and EM waves do not affect them

because of the lack of electrons. The attack waveform envelope is fed to the RF switch to

generate the Block or Full Control waveform. The amplifier with a rated power of 20 W

amplifies the attack waveform, and a ZPSL antenna (2.4.3), resonating at victim resonant

frequency, radiates the attack field. The intruder UAV controller is a Pixhawk autopilot

and is running on PX4 firmware. The firmware is modified such that the radio controller is

able to start or end the attacks from the ground. To robustly measure the aileron rotation,

a quadrature encoder (QE) is positioned on the right aileron servo. Another Pixhawk is

mounted on the right–wing of the UAV that processes the rotation angle data from the QE.

The additional PixHawk module is used to safely measure the aileron servo response (i.e.,

rotation angle) even in a highly EM–contaminated environment (Figure 2.16a).In inflight

demonstrations, PixHawk is adjusted to a ’stabilized’ mode, which means the pitch and roll

’setpoint’ is supplied by the radio/ground controller, and required actuator positions (e.g.,

servo motor rotation angles) are calculated by the PixHawk and sent to the actuators in

PWM form.
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Figure 2.17: Victim controller Pixhawk generates the attack control signals. Control signals
are converted to optical signals and sent through fiber cables to the RF module to be able
to control the attack waveform under EM interference: The optical signals converted back
to control signals by photodiode receivers and the amplified attack waveforms are radiated
though ZPSL antenna.

In–flight Block Demonstration

Block waveform prevents the transmission of original actuation data, and servo motors re-

spond to that by staying (locking or moving freely as summarized in Table 2.2) at their

angular position just before the attack. To observe the effect of Block during a flight, the

pilot (i.e., ground controller) sends a continuously varying roll setpoint, which is used by

the autopilot to determine the required aileron rotation angle. When there is no attack

(t < 0), the aileron rotation is equal to what is commanded by the autopilot (Figure 2.18c),

and UAV tracks the setpoint roll attitude as shown in Figure 2.18e. As the attack starts

(t = 0), the aileron locks at its current position of 32◦, which results in a continuous positive

rolling motion that increases the roll attitude of the UAV beyond the setpoint. The autopilot

commands a negative aileron rotation to compensate for the effect of attack; however, no

reduction in roll angle is observed as the aileron is locked due to the Block. The attack is
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Figure 2.18: Results of in–flight demonstration of the attack. The attack starts at t = 0.
(a) The trajectory of the UAV during Block attack demonstration (Block Video). (b) The
trajectory of the UAV during Full Control attack demonstration (Full Control Video). (c)
The Block waveform locks the aileron servo (at t = 0, blue curve). (d) The Full Control
waveform (trotate = 1.8 ms) rotates the aileron to −36◦ (at t = 0, blue curve). (e) The roll
attitude tracking during Block attack demonstration. (f) The roll attitude tracking during
Full Control attack demonstration.

https://drive.google.com/file/d/1P_TZuWCo3S6s4uDsF02fD7ZOdulEM3Ow/view?usp=sharing
https://drive.google.com/file/d/1FHSS3xmS_E0LhMwHPANrX-LbuA9eYVsv/view?usp=sharing
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stopped after 2.4 seconds at which point, the roll attitude of the UAV rises to 150° , and the

altitude of the UAV drops by 10 m. After the attack is stopped, the aileron rotates to the

commanded negative position required to reduce the roll attitude. The roll attitude starts

to decrease, but the altitude keeps dropping because of the high roll attitude. In 2.8 s, the

altitude of the UAV dropped by almost 17 m, and the autopilot failed to recover the nominal

orientation of the UAV in time, resulting in a crash (Block Video). Figure 2.18a presents the

measured trajectory of the UAV under attack and the predicted trajectory without attack.

The predicted trajectory is obtained by extrapolating the trajectory before the attack begins.

In–flight Full Control Demonstration

Full Control does not only prevent the transmission of original rotation angle to the actuators,

but also injects a false actuation data to the PWM channel to manipulate the actuator

rotation. In order to observe Full Control during a flight, the ground controller sends a zero

roll setpoint which means a straight trajectory without any roll motion, and Full Control

is applied to rotate the ailerons to an extreme i.e., trotate = 1.8 ms Figure 2.9c. Before Full

Control (t < 0), the roll attitude is stable at 0° (Figure2.18f) and aileron rotation is around

-10° to keep the roll attitude at 0° (Figure2.18d). As soon as the attack begins (t = 0), the

aileron rotates to the false value of -36° which is injected by a Full Control waveform with

trotate = 1.8 ms as shown in Figure 2.18d. The autopilot commands a positive aileron rotation

to recover the orientation of the UAV, but the aileron does not respond as the original PWM

is overriden by the Full Control waveform. The attack is turned off at t = 1.7 s at which

point the roll attitude is -180◦ (Figure 2.18f). The autopilot, instead of commanding positive

aileron rotation, commands a negative aileron rotation to recover the UAV by doing a ‘full

aileron roll’ i.e., a 360°. The UAV completed the full aileron roll in less than 2.6 seconds, and

the altitude dropped by about 10 meters before the UAV is recovered (Full Control Video).

https://drive.google.com/file/d/1P_TZuWCo3S6s4uDsF02fD7ZOdulEM3Ow/view?usp=sharing
https://drive.google.com/file/d/1FHSS3xmS_E0LhMwHPANrX-LbuA9eYVsv/view?usp=sharing
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The measured and the predicted trajectory of the UAV during Full Control demonstration

is shown in Figure 2.18b.

2.5 Attack Distance and Attack Power Relationship

Indoor demonstrations show that an attack power of 20 W is sufficient for 25 cm-Full Control

and 50 cm-Block attacks. However, the attack distance should be in the range of 1 m to 2 m

for a practical scenario in which a tracker UAV approaches an intruder. To determine the

attack distance and attack power relationship, the attacker ZPSL antenna is simulated in

ANSYS HFSS to determine the field with varying attack distance. Adding to the ZPSL

antenna which is produced for indoor and inflight demonstrations, a ‘large’ ZPSL antenna

with 70 cm-by-70 cm planar dimensions is modeled. The simulated field distributions of

antennas are combined with the indoor results to determine the minimum attack power

required for varying attack distance (Figure 2.19). With both small and large antennas, the

Full Control requires more power. For the attack distances up to 3 m, the large antenna

requires significantly less power. For Full Control at da = 1 m, the required powers are

611 W and 3.3 kW for large and small antenna, respectively. However, if the attack distance

is 2 m for the Block, required powers are 532 W and 1.38 kW for large and small antenna,

respectively. The ability of large antennas in generating high magnetic fields in long radiation

distances is a known phenomenon. For TMS applications, in which magnetic fields are

used to stimulate particular regions of the brain, larger loops are preferred for better field

‘penetration’ to the inner brain layers [34]. For those scenarios in which attack distance

should be increased, adding to increasing the antenna dimension, metamaterial– artificial

magnetic conductors [97], which functions as magnetic reflectors, can be utilized to improve

the field directivity by 3 dB which decreases the attack power and protect the tracker from
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Figure 2.19: The field distribution of small and large ZPSL antennas are found with EM
simulation, and indoor demonstrations are used as a benchmark. Large antenna requires less
power for Block and Full Control. Generally, large antenna and Block attacks require less
power; however, the required attack power increases significantly above 2 m.

its own attack field.

In scenarios, where the victim system is not shielded, the authors think that far-field antennas

with high directivity can be employed to improve the attack distance. Unlike the near field

loop antennas, the far field antennas can be highly directive. For instance, Yagi-Uda antennas

with multiple resonant dipoles can have directivities around 9.2 dBi [101]. This means an

attack power decrease by ≈ 7.44 dB (The directivity for an electrically small loop is 1.76 dBi

[15]). Additionally, far field antennas do not require the tracker to be protected by the attack

field because the radiation is diminutive out of the antenna boresight. The boresight of the

antennas should be accurately aligned with the victim system which can be achieved with
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phased array antennas with controllable boresight.

2.6 Efficacy of Attacks on Other PWM–Controlled Ac-

tuators: DC Motors

DC motors are widely used in CPS applications for rotational motion, i.e., propeller rotation

of a UAV. DC motors are PWM–controlled actuators, the rotational speed (i.e., rotation per

minute-rpm) of which is controlled by the PWM pulse duration. Similar to servo control

(Figure 2.1), when thigh is minimum (i.e., 1 ms), the rotation stops, and when thigh is maxi-

mum (i.e., 2 ms), the motor rotates with full speed. An Electronic Speed Controller (ESC)

converts the speed data in the PWM to varying frequency current pulses that rotate the

motor at the desired rpm.

To observe the effect of attack waveforms on the PWM-controlled DC motors, the wired

setup in Figure 2.20a is used. The attack waveform is added to the original PWM with

a wideband combiner and fed to the PWM input of the ESC, and the response of the DC

motor is observed with varying attack frequency and voltage. The DC motor is powered with

a 22.2 V supply which corresponds to the voltage level of a 6S LiPo battery which is used to

power UAV outrunners. Three ESC models are tested: Eflite 60 A Pro [5], Castle Phoenix

Edge 75 A [4], and Castle Phoenix Edge 100 A [3] with an Eflite BL50 525 kV brushless

DC motor [2]. While an original PWM with a thigh = 1.5 ms is applied to the DC motor,

the Block waveform with varying frequency and voltage is applied, and the motor rpm is

recorded with a quadrature encoder located on the shaft of the DC motor (Figure 2.20a).

It is observed that at certain attack frequency and voltages, Block stops the rotation of each

ESC-DC motor combination. However, depending on the models, the attack frequency and
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Figure 2.20: PWM–controlled DC motors are tested in a wired setup against IEMI. The
rpm change with attacks is observed. (a) The experimental setup for wired tests (b) The
minimum peak voltages for successful attacks are shown. Block stops the operation of all
tested ESC and DC motor couples; however, the attack frequency should be lower (< 3 MHz)
for Castle models. (c) When the attack is initiated at t = 10 s, the rotation stops for each
model. None of the tested ESC-DC motors recover from the attacks (t > 20 s). Attack
frequency and voltage is 35 MHz and 4 V for Eflite ESC; and 3 MHz and 5 V for Castle
ESCs.

power differ significantly. While Castle models are immune to Block at frequencies above

3 MHz within the setup voltage range (max 5 V), the Eflite model can be attacked with

frequencies up to 35 MHz. Similar to the results observed with servos (Table 2.1), the higher

frequency attacks require higher power. This ‘Low Pass’ characteristic is because of the

ferrite beads on the ESC PWM cables for high frequency interference which is limited on

frequencies below 3 MHz for Castle ESCs, and below 35 MHz for Eflite ESCs. Figure 2.20c

shows the rpm of ESC–DC motor couples, with Block applied for 10 s at t = 10 s. The

rotation stops in all models when the attack begins and none of them continue rotation after

the attack stops, which means a permanent block in DC motor application. The reason for

this is the ‘arming PWM protocol’ that initiates the DC motor is not launched after the

attack, e.g., during a flight.

The Full Control is applied to the tested ESC-DC couples, and it is observed that although
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the attacks stop the rotation as Block, the waveform is not injecting false rpm data to the

motors. Full Control can be used to decrease the overall attack power (due to the pulse

attack waveform); however, it is observed to be not effective in manipulating the speed data

within the tested voltage (<5 V) and frequencies (<100 MHz).

2.7 Countermeasures

The attacker utilizes magnetic fields to couple to the victim PWM circuitry, and as the

magnetic fields exist in nature as complete loops because of their divergence free nature

(∇ ·B = 0), the proper way to shield them is to redirect them with magnetic materials like

MuMetal or steel plates [6, 76]. However, high permeability materials like MuMetal lose

their magnetic properties with increased frequency and become inefficient above 100 kHz

[6]. As the frequency of the magnetic field goes roughly above 100 kHz the magnetic or

non–magnetic conductors like steel or aluminum perform better than MuMetal [79, 91].

However, high–frequency magnetic shielding highly depends on metal thickness and requires

thicker conductor plates compared to the ones applied in far–field shielding [79]. Magnetic

shielding ‘efficiency’ also depends on how much the shielding material encloses the victim

system. Frika et al. showed that even small openings, such as cable holes, in the magnetic

shielding deteriorates the shielding efficiency significantly [42]. This is the most concerning

issue about shielding IEMI with inductive coupling, because it is practically demanding to

cover all moving sections of a CPS with shielding material. For instance, completely covering

the control surface of a UAV with magnetic shielding is not practical due to cost, weight, and

disrupted flight dynamics. Although shielding is a solution for some scenarios such as the

analog sensor attacks through far-field coupling [111], it can not be the sole countermeasure

against attacks with inductive coupling using near field coupling.
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A PWM signal with a changing frequency is suggested as a countermeasure [72] for the at-

tacks with sawtooth waveform discussed in the short–distance section. Although the coun-

termeasure is efficient for an attack scenario, in which the attacker detects the victim PWM

pulse and assumes a constant PWM period, if the attacker is capable of detecting each rising

edge of the victim PWM pulse, the attacks with sawtooth waveform would still apply. As the

Block & Rotate and Full Control, which are discussed in the long–distance attacks, override

the rotation angle information regardless of the victim PWM frequency, varying frequency

selection is not effective.

Optical transmission is a resilient way to transmit information through channels exposed

to high EMI. As the optical fibers are non-metallic, the fields can not interact with the

electrons as they do in conventional copper cables. The actuation signals can be transferred

through fiber cables; however, one drawback of optical transmission is increased complexity in

hardware. Optical transmission requires light-emitting diodes (LEDs) and phototransistors

which operate as transmitters and receivers that complicates the circuitry; however, only a

limited number of actuation signals (e.g., aileron, flap) should be sent through fiber cables

and by considering the availability of small, low cost and lightweight optical transmitter

and receivers [53, 54], the optical transmission is a viable and reliable defense against FAI.

During in-flight tests, the optical transmission works without disruption under high EMI.

2.8 Conclusion

Intentional Electromagnetic Interference (IEMI) is a significant threat to the secure control of

actuators with PWM. The results demonstrate that the actuation data in the PWM circuitry

can be blocked or manipulated with certain waveforms at victim resonant frequencies. It

is also analytically shown that an attacker can use a magnetic resonant antenna to utilize
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magnetic resonant coupling for efficient attacks (i.e., higher attack distance with the same

power). Three attack waveforms, namely Block & Rotate and Full Control which give the

attacker the precise control of certain servo models, e.g., Futaba S3155. The Block and Full

Control attacks are demonstrated on a fixed-wing UAV in indoor and in-flight scenarios. For

indoor demonstrations an attack power of 20 W suffices for distances up to 25 cm and 50 cm

for Full Control and Block attacks, respectively. The in-flight attacks are demonstrated

on a fixed-wing UAV and the flight data captured during the attack shows that the Block

and Full Control attacks applied on the control surfaces of the UAV results in significant

consequences. While Block attack prevents the aileron control of the UAV which results in a

crash, Full Control waveform rotates the ailerons to one extreme which results in an ‘aileron

roll’ of the victim. Although IEMI on actuators can be utilized as an efficient offensive tool

against adversaries (e.g., an intruder UAV), defenses like optical signal transmission and

magnetic shielding can be cooperatively employed to mitigate inductively coupled IEMI as

well.



Chapter 3

Bit–Flip Attacks on Serial

Communication Systems

Wired serial communication (e.g., UART, SPI, I2C) is widely used to exchange information

between sensors, actuators, and controllers in cyber-physical systems. In this work, it is

demonstrated that intentional electromagnetic interference (IEMI) can be utilized to not

only induce spurious serial communications but to also alter legitimate communications,

arbitrarily and at a distance, through attacks that cause controlled, bidirectional bit flips.

A successful modification attack is carried out in three phases: in the detection phase the

attacker monitors the electromagnetic (EM) leakage of the victim data to be alerted to

the fact that data is being transmitted; in the signal processing phase the EM leakage is

analyzed to synchronize the generation of the attacker’s IEMI to have a desired effect on the

communication channel at the instance the victim is performing the reception of the data,

and in the transmission phase the IEMI is generated and transmitted to the victim circuitry

during the interval where it will override the original data.

To prove the efficacy of bit–flip attacks with IEMI, a narrowband attack signal, which utilizes

the baud rate of the victim communication system as the main attack frequency, is suggested

and evaluated against a universal asynchronous receiver-transmit (UART) communication

system. The narrowband waveform enables the use of low frequency and inexpensive hard-

ware and does not require any specific information about the victim system except for the

66
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baud rate. However, due to the low frequency nature of the attacks, the attacks require rela-

tively large power which can be addressed with audio amplifiers. The narrowband waveform

is shown to be over 98% effective at inducing a desired bit sequence (e.g., 0xAA or 0x00) into

randomly transmitted UART frames, which indicates that an attacker could also choose to

inject spurious UART frames, at will. Countermeasures such as twisted cables and optical

transmission are recommended and experimentally analyzed during attack scenarios.

3.1 Introduction

Digital data transmission can be wired or wireless; serial or parallel; and synchronous or

asynchronous [41]. In serial communication, data is sent one bit at a time, unlike the parallel,

in which multiple bits of data are sent synchronously. Synchronous communication (e.g.,

Ethernet[10]) employs a common clock to synchronize transmitter and receiver, and data

transfer is continuous (i.e., at each clock cycle); however, in asynchronous communication,

the data transmission is started when data is available in the channel, and there is no need

for a master clock. In the reported attacks, the victim system is assumed to utilize wired

UART communication, which is a serial and asynchronous communication method.

Cyber-physical systems (CPS) depend on the integrity of data transmitted between sen-

sors, actuators, and controllers. Wired serial digital communication is widely used in these

systems because it is less susceptible to EM interference than wireless communication, is

straightforward from a protocol perspective, and, unlike parallel communication, requires

only one to three wires. Serial communication standards, such as SPI, UART, and I2C [31],

connect controllers to a multitude of sensors[13, 107, 108] and even GPS receivers [9]. An

attacker with the ability to manipulate the bits that are transmitted by sensors could easily

mount, for example, a false-data injection attack against a CPS to cause it to enter an unsafe
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state. For example, it is known that if the position or speed data obtained by an onboard

GPS of an unmanned ariel vehicle (UAV), or the wheel speed measurement of a vehicle, can

be manipulated by an attacker then such systems can be made to crash.

While much work has focused on attacks that digitally manipulate information, we exam-

ine the possibility that an attacker could alter digital information (i.e., bits) through analog

means. Intentional electromagnetic interference (IEMI) against analog sensors, such as light,

temperature, and speed sensors, implantable cardiac devices, and microphones have been ex-

tensively reported in security literature [61, 93, 95, 111]. The attacker induces a relatively

low-voltage on the analog output of a sensor and, due to the nonlinearities of the Analog

to Digital Converter (ADCs) [93] or amplifier [61, 111] used by the measuring system, the

sensor data is altered significantly. The reader is referred to [45, 121] for a review of existent

analog manipulation mechanisms. Manipulation of digital data, however, is substantially

different and has not received as much attention. First of all, the attacker needs to induce

a voltage comparable to the logic level of the transmitter (e.g., 3.3/5 V for CMOS/TTL

), which is significantly larger than the induced voltage commonly reported in in analog

data manipulation [61, 93]. Secondly, the attacker needs to determine when data is being

transmitted and alter it in-flight (i.e., synchronize with the targeted system). Synchroniza-

tion requires that the attacker acquire the timing characteristics of the victim system; for

example, to flip a zero to one, the attacker needs to replace a 0 V signal with a 3.3 V one

(assuming CMOS logic) at the instant the victim receiver samples the signal. An additional

difficulty in obtaining required timing information is that wired communications are consid-

erably more difficult to eavesdrop upon than wireless ones (notwithstanding beamforming

and directional antennas).

In [93] a non-synchronized attack against a serial communication system was demonstrated.

The authors report that without synchronization, and with using an attack waveform of



3.1. Introduction 69

Figure 3.1: The attacker monitors (detection) and analyzes (signal processing) the EM
leakage of the victim data. The false data is injected to the victim system with reported
narrowband and wideband waveforms (transmission).

only a single frequency, the maximum bit-flip ratio cannot exceed a theoretical limit of 50%,

because the signal that couples to the targeted device is sinusoidal and can never increase

(or decrease) the voltage measured by the serial receiver more than 50% of the time. In

this work, we introduce a synchronized bit-flip attack that leverages three phases (Figure

3.1) to exceed this limit and allow for arbitrary injection of modification to data in serial

communication. In the first phase, detection, the attacker listens for electromagnetic (EM)

leakage from a victim transmitter that signals the start of a serial transmission; in the

second phase, signal processing, the EM leakage is processed to uncover the necessary timing

information to allow the attacker to manipulate the information when it is being received by

the victim; in the final phase, transmission, the attacker radiates a specially crafted signal

that will ensure that a desired bit is read by the victim receiver.

3.1.1 Contributions

A bit-flip attack on serial communication that exceeds the current best 50% theoretical

bit-flip limit [93] is reported. In contrast to existing work, the timing information about

the victim transmitter/receiver, gathered from the EM leakage, is utilized to ensure that

an attacker increases (0->1 flip) or decreases (1->0 flip) the apparently transmitted voltage

when the victim receiver is sampling (measuring) the communication line. The contributions
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are as follows:

• The analytical explanations are provided for the minimum necessary attack phases to

effect controlled bit-flips in serial communication.

• The design of a narrowband attack signal (at the victim baud rate) that enable bidirec-

tional bit-flips is reported with experimental validation. It is shown that the attacker

can inject a ‘desired’ bit sequence into the victim frames over 98% accuracy with the

suggested attack phases and waveform design approach.

• Passive countermeasures, such as twisted cables, are proposed which do not require

additional signal processing/burdensome attack mitigation circuitry and are easy for

designers to implement.

The effect of distance between the attacker and victim circuitry is analyzed to determine

power requirements for a successful attack.

3.1.2 Related Work

Faraday’s law of induction states that a time-varying magnetic field normal to the surface of a

conductor loop generates a voltage between the terminals of the conductor [16]. Considering

also Ampere’s law, which states that any time-varying current generates a time-varying

magnetic field [16], there are two common ways that an adversary can leverage EM waves

to attack a system. Firstly, the adversary can adopt a ‘passive’ approach and listen to the

EM leakage (with an antenna or field probe) of a victim system to extract information (e.g.,

data timing), which are classified as ‘eavesdropping’ or ‘side–channel’ attacks. Secondly, the

attacker can choose an ‘active’ approach and induce a voltage through IEMI to manipulate

the victim device.
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From the early days of World War II, it has been known that electronic devices emanate

acoustic, optical, thermal, and electromagnetic waves largely correlated to their operation

[26]. The time-varying currents in an electronic system (e.g., cryptographic hardware) gen-

erates a magnetic field which can be eavesdropped on by an attacker with a field probe or an

antenna, and the captured field can be processed to extract secret information, e.g., crypto-

graphic key [60, 88, 112]. This attack vector, commonly referred to as a side-channel (with

historical instances such as ‘TEMPEST’), is recognized by organizations like NATO, and

official guidelines are publicly shared to protect safety-critical systems from eavesdropping

attacks [7]. Sayakkara et al. review a variety of eavesdropping attacks on Internet of Things

(IoT) devices [88]. Previous work has shown that EM leakage from computer screens (or

TV screens with cathode ray tubes) can be used to extract the image or text displayed on

the screen [38, 51, 112].

Although row hammer attacks, which exploit the electrical interaction between densely

spaced DRAM cells [84, 85], are classified as bit-flip attacks, they exploit a hardware vul-

nerability and do not use IEMI. Attackers can use EM pulses to inject transient faults to

encryption applications which have similarities with the transmission phase of the bit-flip

attacks[17, 33, 70], though these attacks lack the precision of our attack, do not occur at a

distance, and require more control over the targeted device. Various IEMI attacks on analog

sensors have been demonstrated: Kune et al. show that electrocardiogram machines, car-

diac implementable electric devices (CIEDs), and microphones can be attacked with IEMI.

Using, e.g., an attack power of 10 W and a monopole antenna, an attacker could induce an

artificial pacing inhibition on CIEDs from a distance of ‘1 m to 2 m’ [61]. Kasmi and Es-

teves demonstrate that an amplitude–modulated FM–band signal can inject spurious voice

commands to a mobile phone [57]. Shoukry et al. present two types of IEMI attacks on the

magnetic speed sensors of anti-lock braking systems (ABSs) [95]. The first attack, which is
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called ‘disruptive’ and ‘uncontrollably’ distorts the speed data; the second attack, which is

called ‘spoofing’, senses and erases (with active shielding) the original magnetic field that

carries the speed information, and injects false speed data with a specially crafted magnetic

field. Although the ‘disruptive’ and ‘spoofing’ attacks have certain superficial similarities

with bit-flip attacks, they target the magnetic field measured by a magnetic speed sensor

and not digital data represented by line voltage (the latter requiring application of both

Ampere’s law and Faraday’s law while the former uses only Ampere’s law, with consequent

lower attack difficulty and constraints).

In general, analog data manipulation requires lower power relative to bit-flip attacks on

digital systems. In analog sensor attacks, an attacker can exploit nonlinearities of ADCs and

amplifiers with a small induced voltage (e.g., 100 mV) [93]; however, a bit-flip requires an

induced voltage comparable to the logic level, e.g., 3.3 V for CMOS [32, 93]. False Actuation

Injection (FAI) attacks also require high voltages to be induced on the victim circuitry like

the reported bit-flip attacks of [32, 93]; however, FAI and bit-flip attacks have discrepancies

because the targeted data is transmitted differently. For example, while actuation data is

encoded in the duty cycle of the actuation signal, the communication data is sent through bits

(i.e., FAI requires manipulation of duration while we target a signal’s value at a particular

instance in time).

3.2 Threat Model

The attacker attempts to alter serial data by targeting the output(s) of serial communication

peripherals operating at CMOS/TTL logic levels (i.e., 3.3/5 V). Serial communications that

use physical layer signaling with higher voltages (e.g., RS-232) or differential signaling (e.g.,

RS-422) are still vulnerable to our attack, as such systems are typically implemented using,
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for example, a UART peripheral connected to a line driver that translates CMOS/TTL

output signals of the peripheral to the required line voltages.

The attacker system has no physical connection to the victim hardware and the communica-

tion signal(s) are manipulated solely through wirelessly conducted IEMI. The attacker is in

the vicinity of the victim and leverages COTS hardware (e.g., an arbitrary waveform gener-

ator, amplifier, low pass filter, low noise amplifier, and a magnetic field probe) to eavesdrop

upon the victim and generate IEMI. The term ‘false data’ is used generically to refer to bits

that are flipped in an uncontrollable manner, while the term ‘desired false data’ is used to

refer to bits flipped in a controllable manner. The attacker effects injected data through a

narrowband waveform. It is assumed that the attacker knows the nominal bit duration (i.e.,

baud rate) of the serial frames in advance (and that the duration is constant within a frame),

as well as knowing the length of frames (also constant), which is practically implemented

in most serial protocols. An attacker can obtain these parameters (bit duration and frame

length) through eavesdropping upon communications before initiating the attack (Section

3.4.1).

The receiver of a serial communication system samples the incoming data at the center of

each data bit [31]. An attacker, with the information of the victim sampling time, can

generate a specific waveform to increase or decrease the victim voltage at the sampling

instants to flip bits in a controllable manner. The reported narrowband is designed such

that the victim voltage is increased or decreased at the sampling times to flip bits.

Finally, it is assumed that the attacker is utilizing magnetic near-field coupling to make the

attack effective in the presence of radio–frequency (RF) shielding [93]. Requisite structures

to generate and direct such fields include electrically small loops, solenoids, and toroids.
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Figure 3.2: UART data frame has 8 data bits. The channel is high in idle mode (i.e., when
there is no data transmission), and the start bit is low which starts the data transfer.The
stop bit can be 1 1.5, and 2 bit long, and the last 4 bits of the data frame is optional.

3.3 Universal Asynchronous Receiver–Transmitter Com-

munication

A UART device has two ports which are Tx and Rx, for transmitting and receiving data

(Figure 3.1). UART device is also responsible for converting parallel data to serial for Tx or

vice versa for Rx. The data transmission is asynchronous, which means that there is not a

master clock to synchronize Tx and Rx, and the data transfer starts when there is data in

the channel (i.e., triggered by the high to low transition for the start bit). A UART data

frame always starts with a zero bit (Figure 3.2) which results in a high-to-low transition

as the channel is high in idle mode, i.e., no data mode. This high-to-low transition at the

beginning of the data frame triggers the receive operation, and the Rx port starts to sample

the data multiple times (e.g., 16 times) of the universally defined baud rate (e.g., 9.6 kbps).

A UART data frame includes a start bit, 5 to 8 data bits, one or no parity bit (i.e., optional),

and 1, 1.5, or 2 stop bits [31]. The attacks will be shown on frames with 8 bit (D0-D7) data

and one stop bit without parity check (Figure 3.2). The reported attacks are applicable to

UART frames with parity check option as well.

The receiver module samples the incoming data in the center of each data bit. A common

method is to adjust the receiver clock frequency to 16 times the baud rate (e.g., 153.6 kSPS

for 9.6 kbps). After the high-to-low transition of the start bit (Figure 3.2), The first sampling
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is made in the middle of the start bit (i.e., at the 8th clock cycle) to guarantee that there

is data in the channel, and the detected high to low transition is not because of noise [31].

Then, the sampling is done for every 16 clock cycles which are in the middle of data bits to

detect the data.

3.4 Mechanism of Bit–flip Attacks

With the information of the victim sampling time, an attacker can synchronize the attack

waveform to the victim data to increase or decrease the victim voltage at the victim sampling

times, and flip certain bits to inject the desired data. Bit-flip attacks have three phases:

detection, signal processing, and false data transmission (Figure 3.1). In the detection phase,

the EM leakage of the original data is monitored by a receiver system. In the signal processing

phase, the victim EM leakage is digitized, and the exact timing of the victim data is detected

through a threshold detector. After the detection of the victim data, the transmission phase

Figure 3.3: Attacker hardware includes components to eavesdrop the EM leakage to detect
the victim data in the channel. The attack waveforms are injected to the channel through a
magnetic field radiator (e.g., toroid) .



76 Chapter 3. Bit–Flip Attacks on Serial Communication Systems

starts in which the desired data is injected into the system with the attack waveforms.

3.4.1 Phase I: Detection

In the detection phase, the attacker passively listens to the EM leakage of the victim circuitry.

When the data transmission begins, the high voltage in the idle UART channel is taken to

0 V for the low start bit (Figure 3.2), and a small but detectable time-varying victim current,

iv, which radiates a magnetic field, Bv, circulates in the UART circuitry. Bv is captured by

a field probe as illustrated in Figure 3.4a.

Faraday’s law of induction states that a time-varying magnetic field normal to a conductor

loop results in an electromotive force (emf) on the free electrons of the conductor, and

generates a potential difference between the terminals of the conductor [16]. To determine

the relationship between the victim current, iv, and detected voltage from a field probe, vd,

the model in Figure 3.4a is used. A circular field probe is located at a distance d from the

victim signal line. The victim current, iv, is assumed to be infinitely long, which holds for

the signal lines with a much larger length than the probe radius, Rprb.

Bv =
µo iv
2πr

(3.1)

where µo is the free space permeability and Bv is the victim circuit normal to the attacker

probe surface (Figure 3.4a). The induced voltage, vd, on the terminals of the field probe is

the time derivative of the flux captured normal to the field probe surface.

vd = − d

dt

∫∫
Sprb

Bv · dS = −µo
d

dt

∫∫
Sprb

iv
2πr

· dS (3.2)

If the field probe radius is small compared to the eavesdropping distance (R2
probe < d2eav), the
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(a) (b)

Figure 3.4: The detection and transmission phases are analytically analyzed with models.
(a) Detection Phase: The magnetic field, Bv, due to the victim current, iv, is captured
by an attacker with a magnetic field probe. The detected voltage, vd, includes the voltage
peaks due to the rising and falling edges in the victim circuitry, which enable the attacker
to synchronize to the victim system. (b) Transmission Phase: The ferrite toroid, with high
permeability, provides a low reluctance path for attacker magnetic field, Batk. This enables
the attacker to generate high magnetic fields to manipulate the voltage in the victim UART
coil.

victim EM leakage, Bv, on the probe surface is approximately uniform and equal to the field

at the center of the probe, r = Rprb + d.

Bv = µo
iv

2π(d+Rprb)
, on probe surface (3.3)

The detected voltage, vd, is found with (3.2) and (3.3):

vd = −µo

R2
prb

2(d+Rprb)

d

dt
iv (3.4)

Theoretically, a larger loop captures more flux, and consequently more vd is generated in the

field probe terminals; however, in practice, a larger loop introduces additional noise to the

system. On the other side, the detected voltage, vd, is linearly proportional to the time rate
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of the victim current, iv. Thus, the attacker detects abrupt changes, such as the high-to-low

transition at the beginning of the start bit (Figure 3.2), in the victim circuitry relatively

easily.

To observe the effect of detection distance on the monitored EM leakage, an experimental

setup, which includes a victim–UART communication system and a low noise receiver, is

employed (Figure 3.5a). The victim UART devices, which are connected with a 30 cm signal

cable, send and receive a data frame of ‘10101010’ to maximize the transition numbers. The

attacker receiver, which consists of a magnetic field probe with a radius of 2.5 cm (Aaronia

PBS), a Low Noise Amplifier (Minicircuits ZFL-500LN), and a Low Pass Filter (Minicircuits

ZX75LP-83+), monitors the EM leakage with a digital oscilloscope at a sampling rate of

100 Msps.

It is observed that the voltage peaks due to the bit transitions in the victim data are de-

tectable up to a distance of 30 cm. Figure 3.5b shows 10 voltage peaks, which points the

high-to-low and low-to-high transitions at d = 10 cm. Another observation is that the volt-

age peaks have reversed polarity for high-to-low and low-to-high transitions of the victim

because of the inverted direction of iv. Figure 3.5c demonstrates the EM leakage of a single

transition with varying attack distance, and it is observed that the leakage has a damped

sinusoid characteristic. Figure 3.5d compares the measured and analytically found (3.4) peak

voltage values with varying d. It is observed that analytical and measured values fit when

max(div/dt) = 8 × 106 A s−1 (Figure 3.5d), which means a peak current of 80 mA circulates

in the victim cable assuming a victim rise time of 10 ns.
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Figure 3.5: For victim data detection, a low noise receiver with a magnetic field probe
(Aaronia PB4), an LNA (Minicircuits ZFL-500LN), and an LPF (Minicircuits ZX75LP-
83+), is used. The detection distance, d, between the field probe and victim cables is varied.
(a) Experimental setup (b)The EM leakage for the UART frame ‘1010 1010’ at d = 10 cm is
shown. 10 voltage peaks are detected due to the transitions of the start bit and data. The
sampling rate is 100 Msps and the average of 16 measurements is shown. (c)The detected
traces (average of 16) for a single peak is shown with varying d. (d)The maximum voltage of
the EM leakage decreases with increasing detection distance, d; however, it is still possible
to detect the frames from d = 30 cm. Analytically found peak (3.4) values align with the
measurements (max(div/dt) = 80 × 106 A s−1).
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3.4.2 Phase II: Signal Processing

In the signal processing phase, the analog EM leakage is digitized and voltage peaks due

to transitions (e.g., low-to-high) in the victim data are detected with a threshold operation

to send the attack waveform. The signal processing process should have low latency to

ensure that even the first bit after the start bit, e.g., D0 in the UART frame, can be altered

with the EMI after the detection (Figure 3.2). For instance, the attack waveform should

be transmitted in 156.25 µs, which is the duration of 1.5 bit, for flipping D0 in a 9.6 Kbps

UART system. The maximum allowable latency becomes more stringent as the baud rate

of the communication increases; however, higher frequency attack waveforms can be used in

those scenarios which improve the coupling to the victim and increase the attack distance.

The latency of digital oscilloscopes and waveform generators which will be used in the attack

demonstrations is measured and found to be below 150 ns.

A variety of processors like Software Defined Radios (SDR), Field Programmable Gate Ar-

rays(FPGA), or Digital Signal Processors (DSP) can be used for the signal processing phase.

Due to the simplicity of application development and portability, an SDR is a viable option

for the signal processing. However, SDRs are known to have high latency [90] because the

radio front-end and the general-purpose computer, in which most of the signal processing is

done, communicates through an interface like ethernet, USB, or PCIe. Schmid et al. reported

that the round trip time (i.e., receive and transmit) of an IEEE 802.15.4 implementation

without any signal processing application is 3 ms for an SDR application at a sampling rate

of 4 Msps [90], which is higher than the maximum allowable latency 156.25 µs for a 9.6 Kbps

UART bit–flip attack. On the other side, the EM leakage has frequency components up to

80 MHz which corresponds to a Nyquist rate of 160 Msps which is relatively high for many

SDR devices, but there are options like USRP X300/310 from Ettus Research which sup-

ports 200 Msps operation with a PCIe interface [8]. To detect the latency of high-sampling
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rate SDRs with a fast interface like PCIe, a USRP X300 with a 100 Msps sampling rate, and

a PCIe interface is programmed for a round trip time measurement in GNURadio. For the

round trip measurement, the X300 is programmed to detect (i.e., threshold) the transition

of an inputted square wave and generate a square waveform as soon as the transition is

detected. The receive port of X300 is connected to a square wave generated by a waveform

generator, and when the input signal is above the threshold which is adjusted to the half

of the input square wave amplitude, the SDR outputs the square wave (which resembles

the attack waveform), and the time difference, i.e., latency, between the input and output

square waves is detected with an oscilloscope.

The latency of the USRP X300 with a PCIe connection is measured to be between 8 ms and

15 ms in three consecutive measurements. The SDR latency is not consistent throughout the

measurements, which makes an SDR a poor choice for bit–flip attacks that require precise

synchronization to the victim data. Additionally, the minimum SDR latency even with high-

end USRPs such as X300 and fast interfaces like PCIe is at least 8 ms, which is significantly

higher than the maximum allowable latency (156.25 µs) for a 9.6 Kbps UART system.

Digital oscilloscopes, with sampling rates up to 5 Gsps, can be utilized for the digitization of

the victim EM leakage and trigger the attack waveform. The latency of the digital oscillo-

scope is defined as the time delay between the instance the signal detected at the oscilloscope

input and trigger transmission from the oscilloscope trigger output. The oscilloscope trig-

ger output sends a low-to-high signal when the oscilloscope detects a peak above a certain

threshold, which is adjusted manually during the attacks. To measure the latency of the

oscilloscope, a pulse signal, which is generated by a waveform generator, is sent to the first

oscilloscope input, and the trigger output of the oscilloscope is connected to the second os-

cilloscope input, and the time difference, i.e., oscilloscope delay, between the two signals is

measured three times for each oscilloscope. The measurement procedure is applied to two
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digital oscilloscopes, namely Keysight DSOX3024T and Tektronix MDO4104C, and it is ob-

served that the latencies are 24 ns and 40 ns for Tektronix and Keysight models, respectively

(Table 3.1). The first conclusion is that the latency of each oscilloscope is significantly lower

than the required latency (e.g., 156.25 µs for a victim with a baud rate of 9.6 kbps). Addi-

tionally, the oscilloscope latencies are very consistent, unlike the SDR latencies. As soon as

the oscilloscope detects the voltage peak (e.g., the peak due to the start bit of the UART

data frame) in the victim EM leakage, the trigger signal of the oscilloscope is sent to the

waveform generator to start the attack waveform injection (Figure 3.3, so the latency of the

waveform generator, which is the time delay between the reception of the trigger signal (from

the oscilloscope) and transmission of the attack waveform, also adds to the overall latency of

the signal processing phase. To detect the latency, the waveform generator (Agilent 33600A)

is programmed to a ’burst mode’ in which a sinusoidal signal is triggered by the external sig-

nal i.e., oscilloscope trigger output. A pulse signal, which is generated by another waveform

generator and triggers the 33600A, and the waveform generator output are connected to a

digital oscilloscope, and the latency between the trigger and waveform generator output is

measured. It is observed that the latency of Agilent 33600A is consistent and 150 ns (Table

3.1). Even though the latency of the waveform generator is higher than the latency of the

tested digital oscilloscopes (Table 3.1), it is still far below the required latency. This shows

that an oscilloscope and a waveform generator, with a total latency of approximately 200 ns

can be utilized as the signal processor as displayed in Figure 3.3.

Table 3.1: The latencies of the digital oscillators and the waveform generator are measured.

Measurement 1 Measurement 2 Measurement 3
Keysight DSOX3024T 40 ns 40 ns 40 ns
Tektronix MDO4104C 24 ns 24 ns 24 ns
Agilent 33600A 150 ns 150 ns 150 ns



3.4. Mechanism of Bit–flip Attacks 83

3.4.3 Phase III: False Data Transmission

As soon as the victim data is detected, the transmission phase is initiated to radiate the

attacker waveform to the victim circuitry. The attacker uses a magnetic field radiator like

a toroid, a solenoid, or a loop antenna to efficiently generate a magnetic field and induce a

voltage on the victim circuitry (Section 3.2). To find the relationship between the attacker

current, ia, and the induced voltage, vind, a ferrite toroid model, which is wound by a single

victim coil, is derived as shown in Figure 3.4b. The attacker current, ia, produces a magnetic

field, Ba, the interaction of which with the free electrons of the victim circuitry, results in

an induced voltage, vind. The relationship of ia and Ba is found with Ampere’s law [16]:

Ba(r) =


µNia
2πr

âr, rmin < r < rmax, |z| < t/2

0, elsewhere
(3.5)

where t, rmin and rmax are the thickness, minimum radius, and maximum radius of the

toroid (Figure 3.4b). The attacker magnetic field, Ba, has a radial orientation (−âϕ) and

only exists inside the toroidal coils because the enclosed current is zero out of the toroidal

coils. If one coil of the victim cable (e.g., UART cable) is positioned around the toroid as

shown in Figure 3.4b, the magnetic flux, ϕa, captured by the victim is:

ϕa =

∫∫
Storoid

Ba · dS =
µNt

2π
ln
(
rmax

rmin

)
ia (3.6)

Faraday’s law of induction states that the induced voltage, vind, in a conductor coil is the

time derivative of the normal magnetic flux captured by the coil surface, so the relationship

of ia and vind:

vind = − d

dt
ϕa =

µNt

2π
ln
(
rmax

rmin

)
d

dt
ia (3.7)
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Figure 3.6: (a) The ferrite toroid, with high permeability, provides a low reluctance path for
attacker magnetic field, Batk. This enables the attacker to generate high magnetic fields to
manipulate the voltage in the victim UART coil. (b) A solenoid or a loop, with magnetic
fields radiating outside the coils, can be used for attacks from a distance. (c) The induced
voltage on a 1 cm2 victim loop, by a 100-coil victim loop antenna with a radius of 7 cm. The
current is continous with 20 A amplitude at 500 kHz. Bz is detected with (2.10)

3.4.4 Bit–Flip Attacks from Distance

Although ferrite toroid is an efficient magnetic field generator, the field is confined in the

ferrite material (3.5) which requires the toroid to be positioned around the victim cable.

However, the attacker can utilize a solenoid (or a loop) as illustrated in Figure 3.6a with

an outward magnetic field to flip bits from a distance. The z-axis magnetic field, Bz, of a

solenoid is [24]:

Bz =
µNia
2

(
L/2− z

L
√
R2 + (L/2− z)2

+
L/2 + z

L
√
R2 + (L/2 + z)2

)
(3.8)

where µ is the permeability of the medium, i.e., air. A victim loop with an area of 1 cm2, the

normal of which is aligned and centered to the z-axis, is assumed to find vind with varying

attack distance, da between solenoid and victim loop. The captured magnetic flux is found
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Table 3.2: Attacker dimension and current for induced voltages reported in Figure 3.6b

Coil Number Radius(R) Length(L) ia Frequency(f)
100 7 cm 1 cm 20 A 500 kHz

analytically (3.6), and vind is detected with a time derivative (3.7). Induced voltage, vind,

with varying attack distance, da, is shown in Figure 3.6b. The attacker generates 3.36 V at

da = 4 cm and achieves bit flips in a digital channel (3.3 V logic) with the current and loop

parameters given in Table 3.2. However, the relatively high current (20 A) and coil number

(100) show that generating a large enough vind with a continuous signal (i.e., sinusoidal)

at sub-MHz frequency is practically challenging. This is expected because, at sub-MHz

frequencies where the wavelengths are larger than 300 m (assuming the propagation medium

is air), the victim resonance (e.g., cable), which is at a higher frequency [61, 93], can not be

exploited as discussed in [61, 93]. Adding to that, as vind is linearly proportional to the attack

frequency in a continuous waveform (i.e., time–derivative of a sinusoid), the low–frequency

attacks suffer from low coupling efficiency as well. To overcome this, current waveforms

like a sawtooth with abrupt changes and large time derivatives as suggested in [93] can be

utilized. Another option is the pulsed current generators, which generate a high current

for a very short amount of time, as practiced in Transcranial Magnetic Stimulation (TMS)

applications [29, 39].

3.5 Narrowband Attack Waveform Design

The relationship in (3.7) shows that the induced voltage to the victim coil has the same

form as the time derivative of the attacker current. On the other side, a ferrite toroid acts

as an ideal inductor at frequencies below its self-resonance frequency where the parasitic

capacitance between the coils is negligible [104]. Due to this inductive characteristic, the
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(a)

(b)

Figure 3.7: Attack waveforms to inject false data frames. The original data frame is 0x00.
(a)The attack waveform is synchronized to the victim sampling points (block dots) by ad-
justing the ϕdelay and tuning the attacker frequency to fa (e.g., 9.6 kHz for 9.6 kbps baud
rate) (b)To inject 0xAA (i.e., induce 0s and 1s), inverted cycles should be used. The attack
waveform does not affect the bit values which are already desired values by the attacker (D1,
D3, D5 and D7).

attacker voltage, va applied to the toroid (e.g., from the attacker amplifier) and the attacker

current, ia has the relationship:

va = La
d

dt
ia (3.9)

where La is the attacker or toroid inductance which is a constant at the attack frequency. The

comparison of 3.7 and 3.9 shows that the induced voltage, vind, and attacker voltage, va, has

the same forms, i.e., the attacker induces a voltage which is a copy of the attacker waveform

with varying magnitude depending on the coupling between attacker and the victim. This

relationship is used to decide an optimum attacker waveform to inject false data frames.
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To flip a bit, an adversary needs to increase or decrease the victim voltage by a value

comparable to the logic level of the victim, e.g., 3.3 V. For instance, input-high voltage

threshold for a TIVA C microcontroller GPIO pin is 0.65 × VDD [106], which means vind

should be at least 0.65 × 3.3 V = 2.145 V to flip a zero to one. As the UART receiver

samples data with the baud rate at the center of each bit [31], a sinusoidal attack waveform

at the baud rate can be used to flip bits and inject the desired false data. The attacker

aligns the attack waveform to the original data by adjusting the delay (ϕdelay) as shown in

Figure 3.7, and the polarity (i.e., phase) of each cycle determines whether a 0 or 1 is injected.

Figure 3.7a illustrates an attack waveform to flip all bits to 1 in the victim frame.

While the attack waveform applies to any victim data, the victim frame is assumed to be

0x00 (i.e., all 0s) for illustration purposes. As the ϕdelay is adjusted so that maximums of

vind are aligned with sampling instants, the attacker flips all the bits to 1 (Figure 3.7a). In

Figure 3.7b, the attacker induces a waveform with inverted sinusoidal cycles (180o out of

phase) to inject ‘10101010’ (0xAA).

Assuming the original data frame is 0x00, the attacker only flips the D0, D2, D4, and D6 from

0 to 1, while inducing a negative voltage but not affecting the D1, D3, D5, and D7 which

are already low. This shows that to inject a desired frame into the victim, the adversary

does not need to determine the original data. The attack waveform can be generated with

sinusoidal cycles as follows where T = 1
baudrate

:

cycle(tc) =


sin(2πtc/T ) 0 < tc < T

0 elsewhere

(3.10)

The attack waveform, va, is the sequence of the cycles the polarity (i.e., phase) of which is

determined by the false data, F , to be injected. The attack waveform for an 8 bit UART
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frame has the form (3.11):

va(t) =
7∑

n=0

cycle(t− nT − F [n]180◦) (3.11)

Binary Phase Shift Keying (BPSK) utilizes two phases which are separated by 180◦ to mod-

ulate data [118]. The reported attack waveform has the same form with BPSK modulated

injected data at the attack frequency, i.e., baud rate. For instance, the red attack waveform

in Figure 3.7b is nothing but BPSK modulated false data, 0xAA. With a BPSK modulator,

the generation of the attack waveform is straightforward.

3.6 Bit–Flip Attack Demonstrations on a UART Com-

munication System

In this section, the efficacy of bit-flip attacks will be demonstrated on a victim system

communicating with UART using narrowband attack waveforms. We then discuss the com-

putation of frequency response and the generation of wideband attack waveforms.

3.6.1 Victim System Description

The victim system consists of two TIVA C microcontrollers communicating through UART

(Figure 3.8). The transmitter device sends an 8-bit frame with a baud rate of 9600 bps at

every 1 s period. The Tx and RX devices are connected with 30 cm ground and UART cables

as demonstrated in Figure 3.8. The receiver sends the detected (and possibly attacked) data

to a personal computer through a Universal Serial Bus (USB) connection to record and

observe the attack.
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3.6.2 Attacker System Design

The attacker system, illustrated in Figure 3.3, is used for the attack demonstration shown

in setup Figure 3.8. The EM leakage of the original victim frame is detected (i.e., detection

phase) with a magnetic field probe, which is located 1 cm away from the UART circuitry, a

Low Noise Amplifier (Minicircuits ZFL-500LN), and a Low Pass Filter (ZX75LP-83+). The

amplified and filtered EM leakage is fed to a digital oscilloscope to digitize and detect the

data frame with a threshold. The threshold voltage level for peak detection, which varies

with the orientation and distance of the field probe to the victim circuit, is empirically

adjusted.

The waveform generation is initiated by the trigger output of the digital oscilloscope, Tek-

tronix MDO4104C, which is connected to the trigger input of the arbitrary waveform genera-

tor (AWG), Agilent 33600A. When the peak is detected (i.e., the victim data is transmitted.),

the oscilloscope generates a low-to-high trigger signal and the narrowband attack waveform

is transmitted.

The AWG has a limited output power (1 W), and the attack waveform should be amplified

to induce sufficient voltage in the victim circuitry, e.g., UART cable. Due to the relatively

low attack frequency ((9.6 kHz or 19.2 kHz), an audio amplifier is used for amplification.

The output of the low-cost (20$) mono channel audio amplifier with a rated power of 420 W

is connected to a 70-coil air-gapped ferrite toroid. The air gap is employed to conveniently

locate the ferrite toroid around UART or ground cables (i.e., without unplugging the victim

cables), and the air gap can be filled with a ferrite piece after placement of the toroid to

enhance the attack field.

As the audio amplifier is matched to a 4 Ω load, the toroid, with an inductance of 550 µH,

is put in series with a capacitor 500 nF to minimize the imaginary impedance of the load at
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the attack frequency, i.e., 9.6 kHz. However, at the resonance, as the series capacitor and

toroid have a low real impedance which is 2 Ω, an additional series resistance is added to

match the load to 4 Ω.

Figure 3.8: The experimental setup for UART bit-flip attacks. The original UART frame is
detected by the receiver circuitry that consists of a magnetic field probe, LNA, and LPF. The
oscilloscope triggers the arbitrary waveform generator which is programmed to generate the
BPSK attack waveform designed for the desired frame to be injected. The attack waveform
is amplified and transmitted to the victim circuitry through an audio amplifier and a toroid.
One coil of the victim UART cable is wound around the toroid to increase the induced
voltage.

3.6.3 Results

To flip bits and inject false data, the attacker needs to synchronize the induced waveform

vind to the victim frame by adjusting ϕdelay (Figure 3.7). To observe the effect of ϕdelay, two

attack scenarios are demonstrated with varying ϕdelay (Figure 3.9). In the first scenario, the

attacker aims to inject a data frame of all 1s (0xFF) to a chosen data frame in the channel.

The transmitter device is programmed to send frames of all 0s (0x00) once every second. To

test the attacker’s ability to manipulate chosen data frames, the attack waveform illustrated

in Figure 3.7a is applied periodically at every 8 victim frames with a varying ϕdelay. The
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second scenario is similar to the first one, but the attacker injects all 0s (0x00) to a channel

with original frames of all 1s (0xFF).
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Figure 3.9: The relationship of the attack waveform delay (ϕdelay) and attack success is
tested. (a)The attacks are applied 10 consecutive times with a period of 8 data frames. The
attacker can inject the false frame (0xFF) in each trial when the delay, ϕdelay, is ϕdelay = 0◦.
(b) The success of the attacks depends on ϕdelay. When ϕdelay is ϕdelay = 0◦ or ϕdelay = 315◦,
each of the 10 attacks is able to inject desired data frame (0xFF); however, the attacker is
not able to flip bits when ϕdelay ϕdelay = 135◦ or ϕdelay = 180◦. (c) The attacker aims to
inject all 0s (0x00) when the original data is all 1s (0xFF). (d) The injected data bits to the
victim with varying ϕdelay values are shown. The attacker can inject all 0s when the ϕdelay

is ϕdelay = 135◦.

The received data for the first scenario is shown in Figure 3.9a for ϕdelay = 0◦. The first

observation is that the attacker is successful in flipping bits and injecting a false frame of

all 1s (0xFF). However, the attack success relies on the ϕdelay (Figure 3.9b). While all ten

consecutive attacks are successful at ϕdelay = 0◦ and ϕdelay = 315◦, the attacker has no effect
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when ϕdelay = 135◦ and ϕdelay = 180◦ which are the inverted version of the successful delay

, i.e., 180◦ difference. This observation validates the theory that if the waveform is shifted

ϕdelay = 180◦ (i.e., inverted) the polarity of vind is reversed. For other ϕdelay values like

ϕdelay = 45◦ and ϕdelay = 225◦, false frames other than 0xFF are injected which means that

the attack waveform randomly flip bits but not successful in injecting data in a controllable

manner (Figure 3.9b). In the second scenario, in which the attacker aims to flip 0s to 1s

and inject an all 1s (0xFF) frame, the ϕdelay is adjusted to 0◦, and it is observed that the

attacks are not successful unlike the previous scenario ((Figure 3.9d)). However, when ϕdelay

is adjusted to 135◦, the attacker can inject the false frame with a %100 success rate (Figure

3.9c).

To assess the efficacy of FDI attacks, repetitive attacks are applied to inject ’0x00’, ’0xFF’,

and ’0xAA’ to the UART channel. The success rates are summarized in Table 3.3. The

attacks can be implemented for any desired false frame with the waveform design process

explained in the Section 3.5; however, 0xAA ( ’1010 1010’) is chosen to have maximum

inverted sinus cycles and discontinuities as illustrated in Figure 3.7b. The transmitter device

is programmed to send pseudo-random frames to the channel, and the attacker chooses to

attack one frame in every nine frames (Figure 3.10). The attacker achieves a success rate

of %100 while injecting 0x00 and a section of the received attacked data is shown in Figure

3.10a. While injecting 0xAA and 0xFF, the success rate is observed to be %99.04 and %98.30

in 1146 and 707 trials, respectively (Figure 3.10b and 3.10c). It is observed that the attacker

can flip bits and inject false data to the UART channel with a significantly high success

rate ( > %98.30) (Table 3.3). The near field coupling can be in the form of inductive

or capacitive in which magnetic or electric fields are used to transfer power, respectively.

While capacitive coupling can be mitigated significantly with a grounded conductor (e.g.,

aluminum foil), low-frequency magnetic fields are very hard to shield and penetrate easily
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Table 3.3: Multiple attacks to inject false frames 0x00, 0xAA, and 0xFF are applied, and
success rates of more than 98.30% are observed.

Injected Frame Attack Number Success Success Rate
0x00 683 683 100.00%
0xAA (Attack Video) 1146 1135 99.04%
0xFF 707 695 98.30%

(a)

(b)

(c)

Figure 3.10: Samples from the attacked frames (a)The attacker injects 0x00 to the UART
channel with a success rate of %100 in 683 trials. (b)The attacker injects 0xAA with a
success rate of %99.04 in 1146 trials. (c)The attacker injects 0xFF; however, one of the
attacks is not successful and injects 0x05 instead. The success rate is %98.30 in 707 trials.

to the electric field shields. The induced voltage by inductive coupling is proportional to

the loop area of the victim loop. In the reported UART attack demonstration, the attacker

positions the air gap of the ferrite toroid (where the magnetic field is maximum) between

the UART and ground cable to enhance the induced voltage.

https://drive.google.com/file/d/1jrL04QfIS39MiLf8n02T2ewPtb4EuqpV/view?usp=sharing
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In the attack scenarios where the victim signal is not carried in a cable but in a PCB,

the attacker can exploit the already established conductor loops between traces and layers

[32]. The most efficient way to eliminate IEMI with inductive coupling is to minimize the

loop area of the victim. In a PCB scenario, the layout design should be done accordingly

by placing the ground and ‘significant’ signal traces (e.g., UART) as close as possible to

eliminate large loops. For the scenarios in which the ‘significant’ signal is carried through

cables, twisted cables should be used to decrease the victim area and mitigate the induced

voltage and attack efficiency.

3.6.4 Twisted Cables

Twisted cables, in which two or more cables (e.g., signal and ground) are intertwined, are used

to minimize the EM radiation from the cables[18]; however, twisted cables are also resilient

to EMI from an outer source, e.g., a toroid. The twisted cables (Figure 3.11b) mitigate the

induced voltage in two ways. First, due to the close spacing between twisted cables, the

victim loop exploited by the attacker is minimized, which decreases the captured magnetic

and the induced voltage. Induced voltage in a rectangular victim loop with dimensions a

and b by an infinite current is found as follows in [93]:

vind = −µ
[
b

2π
ln
(
d+ a

d

)]
d

dt
ia (3.12)

where µ is the permeability of the medium and d is the distance between loop and attacker

current.(3.12) shows that as the victim loop area (a and/or b) is minimized, vind decreases

significantly. On the other side, a twisted cable is a chain of small victim loops with opposite

surface normals, this means that even though the attacker induces a voltage on one loop, in

the next loop, assuming the magnetic field magnitude does not change significantly, the same
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(a) (b)

Figure 3.11: Twisted cables decrease the attack success rate from 97.2% to 0%. (a)Signal
(i.e., UART) and ground cables are not intertwined, i.e., twisted, and the attacker injects
EMI into the loop in between signal and ground cables. (b) The twisted cables minimize the
loop and mitigate the induced voltage significantly.

voltage is induced with an opposite sign which cancels the induced voltage in the previous

loop.

To observe the efficacy of twisted cables against IEMI, the attacks are applied to regular

cables and twisted cables (Figure 3.11), and the success rates are measured. Unlike the

attacks in proo-of-concept demonstrations, the victim cable is not wrapped around the toroid

and left inside the toroid air gap to have a fair comparison with the twisted cable (Figure

3.11a). 861 attacks are applied consecutively to the regular cable (Figure 3.11a), and it is

observed that the attacker can flip ‘one or more bit’ in the victim frame in 837 trials with a

success rate of 97.2% (Table 3.4). However, when the attacks are applied to twisted cables

which are placed in the toroid air gap where the attack field is maximum (Figure 3.11b), the

attacker is unsuccessful in each of the 930 trials (Table 3.4).

These results show that twisted cable is an efficient and simple way to eliminate IEMI

attacks through inductive coupling when the data is transmitted through a cable. However,

in scenarios where the data is sent through PCB traces, the victim is still vulnerable to the

reported attacks because twisted cables are not an option.



96 Chapter 3. Bit–Flip Attacks on Serial Communication Systems

Table 3.4: Twisted cables provide a secure data transmission channel during IEMI attacks
with inductive coupling.

Cable Type Attack Number Success Success Rate
Regular-Figure3.11a 861 837 97.2%
Twisted-Figure 3.11b 930 0 0%

In those scenarios, we suggest the designers determine the ‘significant’ signals like digital

communication signals, analog sensor outputs, and actuation signals, and minimize the signal

loops with closely spaced ground connections and short traces during the layout design, this

will minimize the captured magnetic flux and induced voltage, and increase the resonant

frequency of the traces, which makes the attacks more expensive for the attacker (e.g., more

power and higher frequencies are needed for similar effects.). Another approach in a PCB

scenario is twisted transmission lines designed in the PCB with vias and multilayer traces.

3.6.5 Fiber-Optic Transmission

A fiber-optic communication system converts a voltage signal (analog or digital) to light,

transfers the light over a fiber-optic cable, and then reconstructs the signal from light [74].

Some advantages of fiber-optic transmission are low latency, high data rate, and resilience

in EMI-rich environments [18]. Fiber-optic communication is a reliable way of transmitting

data within a rich-EMI because the data is sent in the form of light through a fiber cable,

which is a form of glass, in which free electrons do not exist unlike conventional transmission

lines (e.g., cables, PCB traces).

We suggest transmitting ‘significant’ digital signals through fiber cables which void the

EMI attack. One drawback of fiber-optic transmission, which requires transmitters (i.e.,

light-emitting diodes) and receivers (i.e., phototransistors) that convert electric signals to

light and vice versa, is hardware complexity and cost. However, in relatively low-data rate
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applications like UART communication, low-cost optical LEDs and phototransistors can be

utilized as transmitters and receivers. For example, the cost for a low-performance fiber

optic Tx-Rx couple is around $10. The fiber-optic transmission is by far the safest way

(among the countermeasures discussed in this work) to transmit ’significant’ signals in an

EMI-rich environment because light theoretically does not interact with EMI [18, 74].

3.7 Conclusion

Serial digital communication is widely used to transfer data in cyber-physical systems be-

tween sensors, peripheral devices, and controllers. However, in this work, it is shown that

the data carried in the digital communication channel can be altered in a controllable man-

ner with intentional EMI. In this chapter, we look at the security of a widely used serial

communication system, i.e., UART, and determine the weaknesses of the system in an EMI

attack scenario. It is shown that an attacker can override the original data with the de-

sired data by combining eavesdropping, signal processing, and signal injection phases with

low-cost components like an audio amplifier and lab equipment like an oscilloscope. It is ob-

served that the attacker can replace the original data with desired data with success rates of

more than %98.3. As a countermeasure, the twisted cables are experimentally investigated

and observed to be quite efficient. Although attacks to conventional cables are mitigated

with twisted cables, the victim systems which carry digital data in PCB systems are nev-

ertheless vulnerable due to the structural loops between communication lines and ground

planes/traces, and approaches like minimizing victim trace length in the PCB are suggested.



Chapter 4

Physical–Layer Attacks on Power

Converters for Electric Vehicle

Chargers

With a low–carbon footprint and decreasing cost, electric vehicles (EV) become an appeal-

ing alternative to vehicles with internal combustion engines. However, the comparatively

limited range of EVs is always a concern for buyers while transitioning to an EV. Lately,

extremely fast EV chargers (XFC) are proposed to compensate for the limited– range of EVs

with short charging times. Although XFC has become a standard technology in EV charging

applications, a security analysis of these systems under physical layer attacks (such as EM

interference) is lacking in security literature. In this part of the dissertation, a state–of–art

extremely fast charger (XFC) combined with a Battery Management System (BMS), which

is designed by SELECT (Sustainable Electrified Transportation Center) group in Utah State

University [122], will be assessed in varying Electromagnetic Interference (IEMI) scenarios.

Possible attack points such as current sensors and switches are examined, and attack mech-

anisms specific to the attack points are reported. Possible PCB–level countermeasures such

as via–fenced lines are discussed, which will be examined in detail in Chapter 5.
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4.1 Introduction

The security of XFC chargers and BMS are of great importance since attacks on these systems

could result in the overcharging and thermal runaway of the battery fire which can turn into

a fire in the system, i.e., EV. Larger scale synchronized attacks on EV chargers, since they

connect the EV to the power grid, could cause instability in the grid leading to blackouts.

Until now the security of power converters XFC chargers has been largely ignored. In this

work, we seek to enhance the security of EVs by examining the potential vulnerabilities of

XFC chargers and BMSs. To this end, simulation and experimental results are reported

for attacks against critical components of the systems, namely their sensor and actuator

(switching) capabilities. For the first time, electromagnetic-based attacks are demonstrated

on XFC chargers, which compromises sensors and actuators in XFC chargers, and possible

defense approaches are reported.

4.1.1 Contributions

A state–of–art power converter system is examined from a perspective of an IEMI attacker.

To the best of the author’s knowledge, this is the first study that focuses on power converter

security from the perspective of IEMI attacks. The contributions of this section are:

• Showing that the voltage and current sensor outputs of power converters can be ma-

nipulated with low–cost and low–power amplifiers and radiators (e.g., ferrite toroids

or rods) by an attacker. The mechanism of the attacks on sensors are explained.

• Demonstrating that, and proving an analytical model that explains how drivers/switches

can be controlled (i.e., open or closed) via difficult to shield IEMI. Such driver-

s/switches are ubiquitous in hardware and cyber–physical systems, this work is the
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first to show and explain how actuators that control the output current of the EV

chargers,can be affected.

• Proposing several hardware–PCB level design cghanges to mitigate IEMI attacks.

4.1.2 Related Work

Low–power IEMI induces an undesired voltage on the victim circuitry (e.g., PCB trace that

transmits analog sensor output) to manipulate the sensor data without leaving any physical

trace after the attacks. Security researchers reported IEMI attacks on light, temperature,

speed sensors, implantable cardiac devices, and microphones [61, 93, 95, 111]. Although each

attack involves the radiation of an electromagnetic wave, each attack differs in terms of the

attack mechanism employed like device–specific nonlinearities, due to amplifiers [61, 111] and

ADCs [93]. The reader is referred to [46] for a comprehensive review of such attacks. Because

amplifiers and ADCs are commonly used in power converters for sensing and feedback control,

IEMI is an efficient tool to attack XFC power converters with relatively low–cost and low–

power hardware, e.g., amplifier, toroid radiator.

4.2 Threat Model

The threat model assumes an attacker aiming to manipulate or disrupt the operation of an

EV charger through the manipulation of sensor and actuation data with IEMI. The attacker

can approach the victim circuitry (e.g.. PCB of the BMS), and place an EM radiator

(e.g., antenna). There is no physical connection between the attacker hardware and victim

circuitry, and all the interaction happens through air with EM coupling. The attacker

has access to low-cost COTS RF components and devices, e.g., waveform generators, RF
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Figure 4.1: The victim power converter: The secure operation of the system relies on the
integrity voltage and current sensor outputs. An advanced attacker can also attack the gate
signals that control current (power) switches EV batteries. [32]

amplifiers, and EM radiators like toroids and antennas (Figure 4.3b). The attacker targets

weak points of the victim system with magnetic near field radiators ( e.g., a toroid) or a loop

antenna with a directive near field radiation pattern.

4.3 Victim–Electric Vehicle Charger Description

The victim system consists of a high power 350 kW AC–DC power converter and a Battery

Management System (BMS). The AC–DC conversion is achieved with an unfolder and a 3–

Level Asymmetric Full Bridge (3LAFB) structure Figure 4.1. The current and voltage sensors

are positioned at the input (i.e., grid side) and output (i.e., EV side) of the power converter as

shown in Figure 4.1. The analog current and voltage sensor outputs are transmitted through

PCB traces or cables to the controller, which is digitized and processed to determine the

system’s required output current for the current state. The power switches (i.e., the actuators

that control the output current) in the 3LAFB structure (3–Level Asymmetric Full Bridge)

are controlled by varying duty cycle gate control signals (i.e., PWM) sent from the controller.

From the attacker’s viewpoint, the low voltage analog current and voltage sensor outputs and

gate signals pose the most vulnerable attack points as shown in Figure 4.1. The analog sensor
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Figure 4.2: The controller digitizes the output voltage data and depending on the next state
determines the output current through the gate signals which are in the form of PWM. The
attacker manipulates the sensor data (e.g., vout) which results in over or under–supply of the
output current [32]

outputs, which are manipulated by IEMI, results in the assumption of wrong voltage/current

data by the victim controller which means a larger/lower current supplied to the EV battery.

Additionally, an attacker with the ability to control the current switches (i.e., actuators),

can drive an excessive current to the EV even without the sensor output manipulation.

4.4 Mechanism of Sensor and Actuator Attacks on EV

Chargers

IEMI attacks with inductive coupling rely on Faraday’s law of induction, which declares that

a time–varying magnetic flux captured by a conductor loop results in a voltage induced in the

conductor terminals [82]. An attacker can exploit Faraday’s law of induction to change sensor

data through sensor output manipulation or output current through gate signal change. To

observe how a time–varying current, ia, supplied by an attacker, induces a voltage, vi, on a

victim loop, an infinitely long, z–directed current is assumed to be located at a distance, da,

from a rectangular victim loop with dimensions w and l as illustrated in Figure 4.3a [93].

By Faraday’s and Ampere’s laws the relationship between the attacker signal, ia, and the

induced voltage, vi, is:

vi(t) = −µ
[
w

2π
ln
(
da + l

da

)]
d

dt
ia(t) (4.1)
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Figure 4.3: (a) IEMI attack model [93] (b) Attacker hardware and attack points for power
converters

where µ is the permeability of the medium . The amplitude and shape of the induced voltage,

vi, is defined by a geometry coefficient (square brackets) and the time derivative of atatcker

current, ia, (4.1). During the attack demonstrations, the attacker excites the field radiators

with a continuous sinusoidal current, ia, so the induced voltage, vi, is sinusoidal with a phase

shift.

4.4.1 Attack Point I – Voltage Sensor Output

The voltage sensors at the input (i.e., grid side) and output (i.e., EV side) of the power

converter (4.2) transmit the analog sensor data (vout) to the controller which is sampled by

an Analog–to–Digital (ADC) for further processing. The attacker radiates EM interference

to the victim circuitry (e.g., PCB traces that carry the sensor outputs). The attack has

two phases: the first phase is the efficient EM coupling to the victim circuitry through the

exploitation of victim resonance [61], and before the attack, a frequency sweep is implemented

to find the victim resonant frequency. The second attack phase is the manipulation of the

sensor data through ‘clipping’ effect [93]. An ADC digitizes an analog voltage in the range

which is called ADC input range which spans voltage values from vmin to vmax, and a

common practice to filter out noise in the analog data is to average the digitized data. It
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is addressed in [93] how a generic ADC transfer function and electrostatic discharge (ESD)

diodes result in the phenomenon called ’clipping’. We assume that the input voltage of the

ADC is compromised and a time–varying voltage vADC is fed into the ADC:

vADC(t) = Vs + vi(t) (4.2)

where Vs is the low–frequency sensor output which is assumed as a DC offset, and vi is the

purely sinusoidal signal induced by the attacker with frequency f and amplitude Vi. For very

small sensor output scenarios (e.g., Vs = 0 V), only the sinusoidal attack waveform (vi) is

measured by the ADC, and as the min voltage an ADC accepts is 0 V, and negative voltages

are assigned as 0 V digitally, the ADC samples and averages a half–wave rectified signal in

practice. The mean value (DC) of a half–wave rectified sinusoidal waveform with amplitude

Vi and period T = 1/f is:

VDC =
1

T

(∫ T
2

0

Visin(2πft)dt+
∫ T

T
2

0dt
)

=
Vi
π

(4.3)

Note that (4.3) assumes an infinite sampling frequency and ignores the effects observed when

the attack frequency is a perfect multiple of sampling frequency in which cases the relative

phase of the attacker to the victim becomes important. Other effects also render (4.3) an

approximation that works well in practice; the reader is referred to [47, 93] for a detailed

treatment of ADC manipulation mechanisms.

4.4.2 Attack Point II – Current Sensor Output

The second attack point is the output of the current sensors which measures the current

and transmits it in analog form to the victim converter (Figure 4.2). The victim controller
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samples the data with an ADC similar to the attacks on analog voltage sensors. The at-

tacker places a magnetic field radiator (e.g., an air gap toroid) to induce a voltage on the

victim circuitry. The two–phase attack mechanism that includes the efficient coupling and

manipulation of the ADC, which is discussed in the Attack Point I applies to this scenario,

too. However, this case has a fundamental difference: the attack point is a PCB trace (un-

like cables in Attack Point I) which requires the manipulation of smaller victim loops than

Attack I and necessitates higher attack fields and powers.

4.4.3 Attack Point III – Gate Control of Current Switches

The high–power SiC switches at the full-bridge (3LAFB) circuit are controlled by gate signals

(Figure 4.1). The attacker aims to manipulate the switch and the output current of the victim

by inducing a voltage on the gate signal, VIN , as illustrated in Figure 4.4. To activate the

gate driver and turn on the switch, the induced voltage vi should exceed the threshold of

the gate drive (4.4) 4.4:

vi(t) = Visin(2πft) > Vth Switch ON (4.4)

The voltage at the gate driver input, VIN , is equal to induced voltage, vi, as the gate control

is 0 V for a turned-off switch.

4.5 Attack Demonstrations on EV Chargers

In this section, the IEMI attacks, which target three attack points, namely voltage sensor

output, current sensor output, and gate signal, will be demonstrated. Although attacks

targeting the sensors are classified as false data injection (FDI) attacks, the gate signal
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Figure 4.4: The induced voltage, vi, should exceed the gate driver threshold, Vth, to turn on
the current switches.

attacks, which manipulates the output current switches, are classified as False Actuation

Injection (FAI) attacks because of the ability of the attacker to control a physical device

(i.e., current switches) in the victim.

4.5.1 Attack I: False Voltage Sensor Data Injection

The attacker positions the toroid around the victim cable that carries the voltage sensor

output as shown in Figure 4.5a. The toroid has an air–gap that can be filled with a ferrite

piece which eliminates the need for the attacker to unplug the victim cables. The attacker

system includes a Mini-Circuits ZFL–2500VHX+ RF amplifier and a 30 coil toroid (Figure

4.3b). The attack power is fixed at 200 mW throughout the attack.

Measurement Methodology

The voltage output of a DC supply is adjusted to 21 V and connected to the voltage sensor

as the measured/reference voltage. The sensor is observed to be measuring the reference

accurately before the attack implementation. To magnify the effect of the attack (i.e. less

power same data manipulation or same power more data manipulation), an attacker can

exploit the resonance of the victim circuitry [61]. At the resonance, the attacker induces
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Figure 4.5: The attacker targets three points in the victim: voltage sensor output, current
sensor output, and gate signal of the current switches. (a) Experimental setup for voltage
sensor output manipulation (b) Voltage sensor output manipulation with attack frequency:
measured voltage increased by 21 V under IEMI (c) Experimental setup for current sensor
output manipulation (d) Current readings during the attack, when IEMI is applied between
t = 10 s and t = 20 s, the average of current readings increased from 1.05 A to 1.36 A. (e)
Experimental setup for the attacks on current switches (f) The attacker induces a strong
sinusoidal to the gate driver (VIN–blue curve) and turns on the switch (VG–yellow curve).
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larger voltages at the terminals of the victim cables, e.g., at the input of the victim ADC.

To detect the victim resonance, a frequency sweep between 100 MHz and 500 MHz is im-

plemented with 10 MHz increments while observing the change of the voltage sensor data.

Although all tested frequencies increase the measured voltage (as expected with ‘clipping

effect’ because the original sensor output is closer to the minimum input voltage, vmin, of

the ADC), it is observed that between 380 MHz and 420 MHz, the effect is more pronounced.

Results

Figure 4.5b summarizes how the attacks affect the voltage readings of the victim. Depending

on the frequency, the voltage readings increased up to the range between 28 V and 42 V, while

the original voltage measured by the sensor is 21 V. Specifically, at 380 MHz, the voltage

reading is increased to 42 V which doubles the original sensor output. Another observation

is that the IEMI injection increases the voltage readings at all attack frequencies. This

observation is parallel to the ADC nonlinearity and ‘clipping’ effect discussion in [93], as the

reference 21 V corresponds to a sensor output at the lower half of the ADC input range, the

effect of the attack is to increase the voltage data. The IEMI attack on voltage readings is

a significant threat for an EV charger because the attacks are achievable with low–cost and

low–power hardware.

Simulated Effects of False Voltage Sensor Data Injection

To explore the effects of false voltage data injection on the output voltage (e.g., EV side)

of the victim system, a system with the hardware parameters provided in [122] is simulated

in Matlab–Simulink in Utah State University [32]. An attacker is assumed to induce an

undesired voltage on vout and change the digital vsense through ADC clipping effect (Figure
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4.2). The attacker can result in a faulty over-voltage and over–current situation which results

in decreased battery capacity and lifespan, and an increase in cell temperatures which could

lead to thermal runaway in which the battery pack would ignite and create a self-sustaining

fire. In the simulation the results of which are shared in Figure 4.6, an IEMI attack is

Table 4.1: Parameters for Matlab–Simulink results shared in Figure 4.6

Parameter Value Parameter Value
Vbat 500 V Rbat 0.5 Ω
Vout,ref 502 V ϕgrid 45°
Vp 480 V Vn 176 V

assumed to be initiated at 10 ms; the attacker reduces the feedback signal, vsense, by 1 V

that causes the control system to compensate by increasing the output voltage of the system

and consequently the current driven to the EV. This alteration represents the average voltage

distortion that is induced on an ADC sensor used to measure output voltage during an IEMI

attack. The attack duration is 30 ms.

When the vsense decreased by 1 V by the attacker, the output voltage of the system is

increased by 1 V from 502 V to 503 V. Despite the small increase of the voltage, as the

battery voltage is kept at 500 V by the BMS, the current supplied to the battery increases

17.9 mV
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Figure 4.6: An increase of 1 V in vsense signal cause the charging current to increase from
4 to 6 A, which indicates that a small change in sensed voltage can lead to a substantial
increase in current (and thus heating of a battery)[32].
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from 4 A to 6 A. The charging current is extremely sensitive to changes in vout due to the

small battery resistance (<1 Ω), which implies that small manipulations in sensed voltage

(e.g., through IEMI) result in a significant increase in current and can cause physical damage.

4.5.2 Attack II: False Current Sensor Data Injection

In this scenario, the attacker aims to manipulate the current sensor data on the printed

circuit board (PCB) of the Battery Management System (BMS). The air–gapped toroid is

located on the PCB trace as displayed in Figure 4.5c, and the attacker hardware consists of

a 20 W RF amplifier (Mini-Circuits ZHL–20W–13X) and the toroid. The amplifier output

power is adjusted to 2.5 W to eliminate any impedance mismatch due to the dominantly

imaginary impedance of the toroid.

Measurement Methodology

The current sensor is measuring a reference current of 1 A which is supplied by a DC supply,

and the sensor output is observed to make measurements accurately before the attacks.

Then, an IEMI frequency sweep between 10 MHz and 500 MHz with 10 MHz increments is

applied, and it is observed that in the vicinity of 100 MHz, the current reading manipulation

is more pronounced. The attack frequency is chosen as 100 MHz.

Results

In Figure 4.5d, the current sensor readings of the victim is shared with a temporary IEMI

attack between t = 10 s and t = 20 s. It is observed that when the attack initiates at t = 10 s,

the mean value of current readings increase by % 30 from 1.05 A to 1.36 A, while the reference

current of 1 A is unchanged during before, during and after the attack. Adding to this, the
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attack increases the current sensor readings, which is parallel with the discussion made in

Section 4.4. This demonstration proves that PCB traces can be attacker by IEMI as well

as wires/cables; however, relatively large attack powers are required for PCB traces than

wires/cables.

4.5.3 Attack III: Turning on Current Switches with IEMI

The attacker hardware consists a 20 W RF amplifier (Mini–Circuits ZHL–20W–13X) and

a Zero–Phase–Shift Loop (ZPSL) antenna (Figure 4.3b). ZPSL antenna is a near field

resonant antenna with a strong magnetic field at 72 MHz directed through antenna normal.

The attacker positions the ZPSL antenna 10 cm above intertwined and shielded cables that

carry VIN and ground of the gate driver. We will use the terminology where VIN is the gate

driver input or voltage and VG is switch gate voltage (Figure 4.4).

Measurement Methodology

Attack frequency is 72 MHz, which is the resonant frequency of the loop antenna, and the

attack power is increased by 1 dB increments from 100 mW to 20 W while the gate input,

VIN , and transistor gate voltage, VG (Figure 4.5f) are observed with an oscilloscope. VIN is

set to low during the attacks to ensure that the switch stays off. If the attack is successful

(i.e., the switch is turned on by the induced voltage to gate driver, VIN), the gate voltage

VG is expected to increase to 18 V by the gate driver. To capture the turn-on characteristic

for VG and VIN , the oscilloscope is set to a single–trigger mode for a low to high transition

at VG.
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Results

When the 20 W IEMI is applied from a distance of 10 cm, it is observed that the attacker

is not able to turn on the switch. This is an expected result because the loop area between

cables that carry ground and VIN connection is small and the differential voltage between

VIN and ground is not high enough to satisfy the condition (4.4). Although this reveals that

sending VIN and ground cables through intertwined cables are relatively secure, in PCB–

based systems, the VIN and ground traces/pads are not always close due to the minimum

spacing requirements of the manufacturing process. To observe this phenomenon, the green

VIN and the white ground cables are physically separated and a loop of 4 cm2 is exposed as

demonstrated in Figure 4.5e. When the attack power is adjusted to 20 W, it is observed that

the VG increases which means that the switch is turned on due to the attack (Figure 4.5f).

The first observation is that the switch turns on and off (i.e., a transient characteristic)

until it stabilizes at turn-on condition. As the oscilloscope is triggered for a very short time

window of 100 µs, the power increase is not observable at the input of the gate (blue) which

can be explained by the relatively small increase of attack power (and induced voltage) as

the amplifier operates in saturation.

4.6 A Discussion of Defenses

Every sensor data and actuation signal in an EV charger is a point that should be defended

for secure system operation. The attacker can manipulate the sensor readings to supply an

excessive current to the victim EV, which can easily damage batteries or start a fire due

to overheating. On the other side, the third attack point (i.e., gate driver signal) gives the

attacker direct control of the output current and eliminates any state estimation algorithm

that might be effective in analog sensor output attacks. The digital gate signals are not as



4.7. Conclusion 113

sensitive to the IEMI as the sensed, analog signals; however, if the victim loop of the gate

signal is large enough, the attackers can even turn on output switches that are intended to

be closed. If this event occurs on live hardware, a short–circuit event is likely to occur in

the bridge topology; the incredible currents and heat generated in a short–circuit are likely

to cause system-wide device failure or at least system shutdown and a fire hazard.

Although RF shielding (e.g., conductive sheet or foam) is effectively used against relatively

high–frequency signals [76], the relatively low frequency (<100 MHz) and magnetic nature

of the reported attacks makes it very difficult to shield fast chargers. Adding to that, none

of the magnetic field shielding options (e.g., MuMetal or Faraday cage) are employed in

commercial fast chargers. To protect PCB traces transmitting sensitive signals (e.g., analog

sensor outputs and gate/switch control signals), hardware designers should be aware of

IEMI threats from the first moment of layout generation and eliminate large loops between

significant traces and ground pad/traces. However, due to minimum spacing restrictions

of the PCB manufacturing process and complex layout designs with many components,

eliminating large loops may not always be possible. In those situations, we suggest using

via–fenced striplines for analog sensor outputs and gate driver signals. Although via–fenced

stripline is used for eliminating crosstalk between traces, it can also be used to eliminate

high–frequency IEMI from outside sources.

4.7 Conclusion

The secure operation of fast electric vehicle chargers and Battery Management systems

rely on the integrity of the sensing and actuation data in the system. In this work, it is

demonstrated that an attacker can target voltage sensor outputs and gate control signals of

an EV charger with low–cost hardware and can cause physical damage due to the excessive
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currents supplied to the battery. The attackers can control the output current of the system

by manipulating the feedback signals from the analog sensors and can cause damage to the

EV, XFC, and BMS systems with one or a combination of attacks. Furthermore, the control

signals from the microcontroller to the gate drivers can also be manipulated, which gives

the attacker direct control of the current supplied to the EV, given the victim loop and

attacker power level is large enough to induce sufficient voltage. In Chapter 5, physical layer

countermeasures against IEMI will be assessed with simulation results.



Chapter 5

Physical Layer Countermeasures

Electromagnetic interference is a largely analyzed problem in consumer and military elec-

tronic systems [76, 115]. However, in the regular EM interference cases, the interference

is assumed to be sourced from a nearby component or system, unintentionally. This ap-

proach limits the designers to concentrate on certain EMI frequency bands, power levels,

and source positions. Nevertheless, as happens in IEMI scenarios, an attacker can utilize

any frequency, waveform. and position to manipulate a victim system. Additionally, an

attacker with sufficient resources can apply high powers with a specific coupling mechanism

(e.g., magnetic resonant coupling) to manipulate the analog, digital, and actuation data as

described in Chapter 2, 3, and 4. To mitigate IEMI, an extensive hardware design approach,

that starts with the PCB layout, is required. First of all, the designer needs to detect the

’significant’ signals, which are analog sensor outputs that carry sensor data, actuation sig-

nals that transfer the actuation data, and digital signals that convey information between

components like processors and sensors. With the detection of critical signals, the physical

layer countermeasures discussed in the following parts can be implemented to the circuitry

(e.g., traces) that conveys ‘significant’ signals.

In this section, the focus is on shielding, PCB-level countermeasures, and optical transmission

of ‘significant’ signals to mitigate IEMI. In the first part, the pros and cons of shielding

and optical transmission of ‘significant’ signals are discussed as a defense for IEMI. In the

next section, PCB-level countermeasures are discussed after analytically solving the induced

115
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voltage, Vind, due to EM interference on a victim PCB trace. Then, based on the analytical

solution and EM simulations, the efficacy of PCB-level countermeasures will be reported.

5.1 Shielding

Shielding is the general term for reducing the electromagnetic interference on a device

through the EM blocking effect of specific materials (e.g., aluminum foil) and structures

(e.g., Faraday cage). The coupling between the attacker and the victim can be ‘inductive’,

‘capacitive’, and ‘radiation’ which utilize the ‘magnetic’, ‘electric’, and ‘radiation’ field as

the coupling modality, respectively. ‘Electric’, ‘magnetic’, and ‘radiation’ field shielding

rely on different natural phenomena and are treated accordingly with diverse material and

approaches as summarized in Table 5.1.

In ’electric’ and ’magnetic’ field coupling, the victim is in the near field of the attacker

antenna, and the coupling type is determined by the antenna characteristics. For instance,

the ZPSL loop antenna in Chapter 2 generates a highly magnetic near field that manipulates

the victim voltage through inductive coupling. On the other hand, the attacker can use a

directive, far-field antenna to utilize ‘radiation’ coupling. In such a scenario, as the victim

is in the far-field of the attacker antenna, the voltage is induced by the interaction of plane

waves with the free electrons in the victim circuitry which defines a ‘radiation’ coupling.

The ‘radiation’ coupling can be shielded relatively easily with thin conductor layers (e.g.,

aluminum foil) as well as the electric fields in the near field [79].

Due to the penetration capability of magnetic fields to metal surfaces(e.g., electric field

shielding), the inductive coupling, which transfers energy through magnetic fields, poses a

significant threat. Although ’radiation’ coupling is applied from far distances like 10s of

meters [111], the attacks can be shielded relatively easily with thin layer conductors like alu-
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minum foils, and the induced voltages are significantly lower than a near-field scenario. As

the magnetic fields exist in nature as closed loops represented by Gauss’s law for magnetism

(∇B = 0), it is impossible to hinder them. The only magnetic field shielding approach is

to redirect a magnetic field with magnetic field ‘guides’ with magnetic materials such as

MuMetal (an alloy of nickel, iron, copper, and molybdenum) [6, 76]. However, the high per-

meability materials lose magnetic properties with elevated frequencies and become inefficient

above 100 kHz [6]. As the frequency of the magnetic field goes roughly above 100 kHz, the

eddy currents become the main field mitigation principle, and the magnetic or non-magnetic

conductors like steel or aluminum perform better than MuMetal [79, 91]. Additionally, high-

frequency (above 100 kHz) magnetic shielding highly depends on the thickness of the metal

and requires thick plates [79]. For instance, for attenuating 10 kHz magnetic field by 20 dB,

a 60 mil thick steel plate is needed (Figure 6-23 at [76]). Magnetic field shielding ’efficiency’

also relies on how much the shielding material encloses the protected system or component.

Frika et al. desscribed that even small openings on the magnetic shielding deteriorate the

shielding with increasing frequency [42].

The shield must completely enclose the electronics and must have no penetrations

such as holes, seams, slots, or cables. Any penetrations in a shield unless properly

treated may drastically reduce the effectiveness of the shield [79].

This is the most alarming issue about magnetic field shielding because it is practically

challenging to cover all physically moving parts of a CPS (e.g., a UAV) with thick and

heavy shielding, e.g., steel plates. For instance, in Chapter 5.2 an inductively coupled IEMI

attack at 72 MHz is applied to the moving surface of a UAV. To eliminate the magnetic

field at that frequency, the UAV wings should be enclosed by metal shielding which is

practically unattainable for a UAV application due to weight and agility considerations.

The author thinks that shielding can be a solution for some scenarios (e.g., against attacks
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Table 5.1: The efficient shielding is determined by the coupling type and the attack frequency.
While low–frequency magnetic coupling requires high µ materials, higher frequencies require
conductor plates. Radiation coupling utilizes the far-field of the attacker antenna and can
be shielded with thin and lightweight conductor sheets.

Victim Position [76, 79] Coupling Type Low Frequency (< 100 kHz) High Frequency
Near Field (Attack Dist. < λ/2π) Electric Conductor Plate Conductor Plate
Near Field Magnetic High µ Material [6, 76, 91] Conductor Thin Plate (Cu,Steel etc.) [76, 91]
Far Field Radiation Conductor Sheet Conductor Sheet (e.g., copper aluminum)

with ‘radiation’ coupling); however, it can not be the sole countermeasure against attacks

employing inductive coupling.

5.2 Optical Transmission

A fiber-optic communication system converts a voltage signal (analog or digital) to light,

transfers light over a fiber-optic cable, and then reconstructs the signal from light [74].

Some advantages of fiber-optic communication are low latency, very high data rate, and

resilience in EMI-rich environments [18]. Fiber-optic communication is a reliable way of

transmitting data within a rich-EMI environment because the data is sent in an optical

form through a fiber cable, which is a form of glass, in which free electrons do not exist

unlike metals e.g., conventional transmission lines and PCB traces. However, one drawback

of fiber-optic transmission, which requires transmitters (i.e., light-emitting diodes) and re-

ceivers (i.e., phototransistors) that convert electric signals to optical waves and vice versa, is

hardware complexity and cost. However, in applications such as actuation control in Chapter

2 which do not require high-performance (e.g., high data rate, low latency), low-cost optical

transmitters/receivers can be employed. For example, the cost for a low-performance fiber

optic transmitter/receiver couple is $10 as of October 2020. The fiber-optic transmission

is by far the safest way (among the countermeasures discussed in Chapter 5) to transmit

’significant’ signals in an EMI-rich environment because light does not interact with EMI. In
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Chapter , fiber-optic transmission function propelry in a highly EMI-contaminated region,

i.e., 20 cm away from a ZPSL antenna excited by a power of 20 W.

5.3 Countermeasures at the Printed Circuit Board

The PCB traces that carry the ‘significant’ signals are occasionally targeted by attackers to

manipulate actuation, sensor, and communication data. In Chapter 4, the PCB traces that

convey the current sensor data are targeted by the attacker. The bit–flip attack discussed

in Chapter 3 applies to the data carried in PCB traces as well. Thus, defense approaches

integrated with PCBs have utmost significance for secure CPS operation.

To reveal which parameters of the victim PCB traces determine the induced voltage to the

victim, the analytical relationship [65] between an attacker field and induced voltage to the

victim is analyzed.

5.3.1 Induced Voltage on a PCB trace by Electromagnetic Inter-

ference

The induced voltage on a PCB trace, due to an external EM field (Figure 5.1), can be

analytically derived by combining a lumped transmission line model and Maxwell equations.

Rachidi [83] compares three analytical coupling model that relates the induced voltage on

a general transmission line. Although each model, namely Taylor [103], Agrawal [11], and

Rachidi [83], use different field components (electric, integral of the magnetic field, or a

combination of both), in each solution the analytically found Vind is equivalent [83].

All solutions model the external field as an excitation source on the transmission line, and

then solve the lumped transmission line model to detect the induced voltage, Vind, in the
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Figure 5.1: The adversary radiates a TEM wave to induce voltage Vind at the output terminal
of the PCB trace. The attack waveform direction is characterized by θ, ϕ and γ angles. A
ground backed PCB trace with a length L is assumed. Vind at the output terminal at x = L
plane is found analytically

line terminals. Unlike Rachidi [83] and Taylor [103], which uses position integral of the

electric and magnetic fields, Agrawal solution is based on the tangential electric field of the

excitation and does not require any differentiation or integration on the field which simplifies

the derivation. Leone and Singer expand upon the Agrawal model, which is for a general

transmission line, and report a solution for a ground-backed PCB (i.e., microstrip line with

an infinite ground layer) excited by an external plane wave [65].

The scenario Leone and Singer reported is a proper representation of an attacker wave

targeting a PCB trace (Figure 5.1). The orientation of the attack waveform is described by

angles θ, ϕ, and γ where θ is the angle between the propagation vector (k) and z-axis, γ is

the polarization angle that defines Transverse Magnetic (TM) and Transverse Electric (TE)

wave components (Figure 5.1), and ϕ is the angle between the incident plane (i.e., the plane

that includes the propagation vectors of the incident and reflected wave from the ground)

and the x-axis. The left (x = 0) and right (x = L) terminals are defined as input and
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output terminals of the victim trace where the input terminal is connected to a device that

transmits a ’significant’ signal (e.g., sensor output) and the output terminal is connected to

a device that receives a ’significant’ signal (e.g., ADC). As the attacks aim to manipulate

output voltage (Figure 5.1), the induced voltage, Vind, at the output terminal is derived.

The solution is based on the Agrawal model which requires the total tangential Ex field on

the trace (i.e., this field consists of the incident and reflected E field from the ground plane.).

Additionally, the z-directed E field, Ez, is required to find the excitation on each terminal

[11]. As the solution is only interested in the Vind at the output terminal of the trace, the

simplified Baum–Liu–Tesche (BLT) (5.1) is used [65, 105].

Vind =
1

ej2βL − ΓinΓout

(1 + Γout)(e
jβLS1 + ΓinS2) (5.1)

where Γin and Γout are reflection coefficients of input and output terminals. Zin, Zout and

Zo are input, output, and characteristic impedance of the line, respectively.

Γin =
Zin − Zo

Zin + Zo

, Γout =
Zout − Zo

Zout + Zo

(5.2)

where S1 and S2 are the excitation sources to model the coupling of the EM field generated

by the attacker [65].

 S1

S2

 =
1

2

 vin + v+x − voute
jβL

−vinejβL − v−x e
jβL + vout


vin and vout are the terminal voltages due to the z directed E field (Figure 5.1)

vin =

∫ h

0

Ez(x = 0, z)dz , vout =

∫ h

0

Ez(x = L, z)dz (5.3)
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The excitation terms, v+x and v−x , model the effect of the tangential electric field, Ex, on the

PCB trace (Figure 5.1).

v+x =

∫ L

0

Ex(x)e
jβxdx , v−x =

∫ L

0

Ex(x)e
−jβxdx (5.4)

It should be noted that the Ex and Ez values in (5.3) and (5.4) are the total electric field,

that includes the incident electric field E and its reflection from the PCB-air boundary and

ground plane while assuming the trace does not exist (i.e., the tangential Ex is not 0 due

to the conductor material.). Assuming that the PCB thickness, h, is much smaller than

the wavelength in the PCB (kzt << 1), the induced voltage Vind at the output is found for

matched input and output loads (Zo = Zin = Zout) as provided in (5.5). For the details of

the derivation, the reader is referred to [65].

Vind = jkohE
ej(β−kx)L − 1

j(β − kx)
(sinϕ sinγ cosθ + cosϕ cosγ −

√
ϵeff

ϵr
sinθ cosγ) (5.5)

where ko, kx, and β are free space wave number, its x component and line propagation

constant and λo is the free-space wavelength.

ko =
2π

λo
, kx = kosinθcosϕ , β = ko

√
ϵeff (5.6)

The resonant frequencies can be found by detecting the local maximums of (5.5 [65]), where

co is the speed of light in free space.

fres,n =
co
2L

n
√
ϵeff − sinθcosϕ

where n = 1, 2, 3, 4... (5.7)

The resonant frequencies, fres,n, of the trace are determined by the trace length, L, effective

dielectric constant ϵeff , and the angles of the incident waveform (Figure [65]). For the low-
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frequency excitation, i.e., the trace length is much smaller than the attacker wavelength, the

exponential term in (5.5) approximates to the line length, L.

ej(β−kx)L − 1

j(β − kx)
≈ L while |β − kx|L≪ 1 (5.8)

With the low frequency relation given in (5.8) (i.e., Assumption is |β − kx|L ≪ 1), (5.5)

reduces to

Vind = j2π

(
f

co

)
hLE(sinϕ sinγ cosθ + cosϕ cosγ −

√
ϵeff

ϵr
sinθ cosγ) (5.9)

(5.9) provides the induced voltage, Vind, in the victim trace terminal for low-frequency and

thin PCB assumption (which is almost always the case in this dissertation as the attack

frequencies are below S-Band and lower than the resonant frequency of the attacker traces.).

(5.9) provides an insight for which parameters determine the induced voltage, Vind.

• Victim Loop Area (h L): The induced voltage, (Vind), is linearly proportional to the

area of the loop between the trace and ground plane (Figure 5.1). This phenomenon

can be explained with Faraday’s Law of Induction which states that induced voltage in

the terminals of a conducting loop is proportional to the time derivative of the ’overall’

magnetic flux captured normal to the loop surface [82].

• Attack Frequency (f): If the attacker frequency is below the resonant frequency

of the trace (5.7), Vind linearly increases with increasing attack frequency, f. This

result can again be explained with Faraday’s Law of Induction which states that Vind

in a conducting loop is proportional to the time derivative of the magnetic flux cap-

tured normal to the loop surface [82]. With an increasing attack frequency, as the

time derivative increases proportionally (e.g., d
dt
sin2πft = 2πfsin(2πft)), Vind also
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increases.

• Incidence and Polarization Angles of the Attack Waveform: The incidence (θ,

ϕ) and polarization angle (γ) of attacker waveform (Figure 5.1) have an effect on Vind.

Vind is maximum when θ = 90o and each of γ and ϕ are 0o or 180o. This corresponds to

an attacker waveform directed ±x direction and the H field is directed ±y. This is an

expected result because the induced voltage is maximized when the H field is normal

to the victim loop area according to Faraday’s Law of Induction [82].

As the main parameters that determine the induced voltage, Vind, are found, possible ways

to decrease the induced voltage can be discussed.

5.3.2 Minimizing the Length of the Signal Trace

To observe the effect of line length, L, on the induced voltage, two ground–backed PCB

traces with length 5 cm and 10 cm are analyzed. (5.5) is solved with a Matlab script. The

traces are on an FR-4 PCB with a thickness of 1.6 mm and dielectric constant of 4.4.

The induced voltage, Vind, is illustrated in Figure 5.2 with varying attacker frequency. Firstly,

it is observed that the longer PCB trace has a lower resonant frequency (Table 5.2). By the

resonant frequency, the frequency at which the attacker can induce the maximum voltage

is meant. For instance, for the trace with L = 10 cm, the first resonance is at 810 MHz,

while resonance is at 1.62 GHz for the L = 5 cm trace (Figure 5.2). Secondly, if the attacker

radiates lower attack frequencies than the resonance of the victim trace, it is observed that

Vind is directly proportional to the trace length, L (assuming all other parameters like h are

the same.). For instance, at 100 MHz, the induced voltage on the PCB trace with 10 cm

length doubles the induced voltage on 5 cm one (i.e., 6 dB difference as shown in Figure 5.2).
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If the attacker is to exploit the resonance of the victim trace to induce a maximum Vind, the

attack frequency should be doubled for the shorter trace. From the attacker’s viewpoint,

attacking a shorter victim circuitry is more expensive in terms of design complexity and

cost because of the relatively complex amplifier and antenna designs needed for higher fre-

quencies. Additionally, the attack efficiency suffers because higher frequency signals can be

shielded comparatively easy. The attacker can try to induce voltage with smaller frequencies

Table 5.2: The first and second resonant frequencies of PCB traces with lengths 5 cm and
10 cm, the propagation is towards the PCB plane (-z axis θ = 0, ϕ = 0), the wave is assumed
to be fully Transverse Magnetic (TM) γ = 0

Structure First Resonant Frequency n = 1 Second Resonant Frequency n = 2

Trace Length = 5 cm 1.62 GHz 3.24 GHz
Trace Length = 10 cm 810 MHz 1.62 GHz

than victim resonance (Chapter 3); however, still, in that case, the attack power should be

quadrupled to induce the same voltage for 5 cm trace. While designing the PCB traces,

the length of traces that carry ’significant’ signals should be minimized to make the attacks

expensive for the attacker. A suggested approach is to lay traces that carry ’significant’

signals (e.g., analog sensor outputs, digital communication signals, actuation signals) in a

small area at once and then lay the other traces that carry other ’insignificant’ signals (e.g.,

DC supply lines) during the PCB design.

5.3.3 Minimizing PCB Thickness

(5.9) concludes that Vind is linearly proportional to the loop area (Lh) between the victim

trace and the ground plane. This statement is intuitive considering that the induced voltage

on a conductor loop is proportional to the time derivative of the ’overall’ captured magnetic

flux. Figure 5.3 shows the comparison of Vind for two same-length PCB traces with different

PCB thicknesses. The PCB material is assumed to be FR-4 and L = 10 cm for both traces.
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Figure 5.2: The induced voltage, Vind, on the victim terminal, for traces with length L = 5 cm
and L = 10 cm. For frequencies below resonance, Vind to long trace doubles the Vind to the
short trace. Vind becomes maximum at resonant frequencies of the cables. The propagation
is towards -z axis and θ = 0, ϕ = 0), γ = 0 and the attacker E field is 1 V m−1.

It is observed that Vind is doubled when the PCB thickness is doubled in the low-frequency

region which shows that the PCB designer can choose a thinner PCB and mitigate the

effect of IEMI significantly. For instance, choosing an FR-4 thickness of 0.8 mm instead of

1.6 mm simply halves the induced voltage which requires the attacker to double the field

and quadruple the power to have the same Vind on the same length trace. It is observed

that PCB manufacturers like OSH Park (US) provide thin layer FR-4 PCBs t = 0.8 mm

with the same per/square inch price of the standard FR-4 (t = 1.6 mm). Designers should

prefer thinner substrates if it is practically possible. Another option is to employ multilayer

PCBS and using a thin substrate between the ground plane and the ’significant’ trace layer

to minimize the victim loop.
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Figure 5.3: The induced voltage, Vind for same-length traces (L = 10 cm) with different
substrate thickness (t = 0.8 mm and t = 1.6 mm). For below-resonance frequencies, Vind to
trace with thick PCB doubles the Vind to the trace with thin PCB. Vind becomes maximum
at resonant frequencies of the cables. The propagation is towards -z axis and θ = 0, ϕ = 0,
γ = 0, while the attacker E field is 1 V m−1.

5.3.4 Via Fenced Lines

In high-speed PCBs, via-fenced lines are widely used to decrease the EM interference be-

tween neighboring traces which is called ‘crosstalk’ in EMI community [102]. The microstrip

or stripline transmission lines are guarded by vias and ground planes (Figure 5.4b) which

behave as a solid conductor enclosing (i.e., shielding) up to an approximate frequency in-

versely proportional to the via spacing (λ/8) [66]. Ponchak et al. compared the isolation

effectiveness of via-fenced microstrip and stripline transmission lines in a Low-Temperature

Cofired Ceramic (LTCC) multilayer substrate. As the via fenced stripline is completely cov-

ered by ground planes and closely spaced vias, better isolation is achieved compared to a

via-fenced microstrip line (approximately 15 dB improvement in isolation) [81]. The ’signif-

icant’ signals (i.e., sensor, actuation, or digital communication signals) can be transmitted
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through via-fenced striplines to mitigate the effect of an external electromagnetic field like

IEMI. To observe the efficiency of the via fence lines against IEMI, a 10 cm PCB trace with

(a) (b)

Figure 5.4: The induced voltage, Vind, is compared for a PCB trace and via-fenced PCB
trace. (a)The HFSS model for PCB trace (b)The HFSS model for via-fenced PCB trace

and without a via fence (Figure 5.4b) under a plane wave excitation is simulated in ANSYS

HFSS. The PCB is a two-layer FR-4 with a dielectric constant of 4.4. Each layer has a

thickness of 0.8 mm and the trace is positioned on the first layer, i.e., the ground to trace

distance is 0.8 mm.

Before analyzing the via fence effectiveness against IEMI, the correlation of the simulation

and analytical solution (5.5) is tested on a 10 cm PCB trace. Figure 5.5 shows that the zeros

and poles (resonance) of the analytical solution matches with the ANSYS HFSS. The reso-

nances are found to be at 780 MHz and 800 MHz with analytical solution and EM simulation,

respectively.

Induced voltage, Vind, comparison of a regular and via-fenced line is given in Figure 5.6.

The via-fenced line is effective in mitigating the induced voltage on the victim terminals

by around 22 dB in the frequency region below the resonance. The isolation improves at

around the first resonance of the PCB trace at 700 MHz. Although the via fence mitigates

the IEMI at low-frequency region and compels the attacker to use a higher frequency which
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Figure 5.5: The analytical solution (5.5) and EM simulation is used to detect the induced
voltages on the terminals of a 10 cm trace, and it is observed that 3-D EM simulation and
analytical solution results correlate.

means more expensive attacks (i.e., higher cost, complex hardware design), as the frequency

increases the via fence becomes less efficient as shwon in Figure 5.6.

Figure 5.6: The via fence mitigates the IEMI and decreases Vind by 22 dB in the frequency
region below resonance. However, as the frequency increases, via-fence isolation becomes
ineffective.
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5.4 Conclusion

In the previous chapters, it is concluded that attackers can use IEMI, specifically with in-

ductive coupling, to manipulate sensor outputs, actuation information, and digital data. In

this Chapter, possible defense mechanisms are reported. The first suggestion is magnetic

field shielding; which requires specific magnetic materials like MuMetal for frequencies be-

low 100 kHz or thick aluminum steel metal plates for higher frequencies. However, as the

magnetic shield should enclose the protected system (e.g., UAV wings) and requires heavy

material, it is concluded that magnetic field shielding can not be a practical defense for

every scenario. Then, optical transmission, which is observed to function properly in a high

EMI situation in Chapter 2, is reported as a way of reliable signal transmission in EMI-rich

environments. In the last part, the induced voltage on a PCB trace due to an attack wave

is analytically derived to provide PCB-level countermeasures. First of all, the ’significant’

signals of the system should be detected,and the length of the traces that carry ’significant’

signals should be minimized. Then, thin substrates should be preferred to minimize the loop

area between the signal line and ground plane and consequently the induced voltage. Some

other PCB level defenses like via fenced lines are discussed, which provide mitigation of

induced voltage by 20 dB for a 10 cm PCB trace in a radiation coupling scenario. If the PCB

layer countermeasures, shielding, and optical transmission of certain signals are combined,

the attacks become notably expensive for the attacker which assures the secure operation of

the system.



Chapter 6

A Rogowski Coil Design For

Side-Channel Attacks and Design of

Magnetic Field Radiators

In Chapter 6, two side-projects are discussed. The first part will explain the design process of

a PCB-embedded Rogowski-coil to improve the side-channel attacks on cryptosystems with

Correlational Power Analysis, the design procedure with EM simulation will be explained,

and the performance of the produced coils will be reported. In the second part, magnetic field

radiators are analyzed for IEMI attacks, and the advantage and disadvantages of radiators

such as solenoids, loops, and Helmholtz coils are discussed in terms of the attack distance,

field strength, and field focus. In the final section, a magnetic field array will be designed

through an optimization method to focus the fields to a specific region of a victim system.

6.1 A Rogowski Coil Design for Side Channel Attacks

Side channels, which are physical attributes of systems such as power consumption or EM

leakage, are exploited by attackers to reveal secret information about the operation. Attack-

ers analyze the power consumption of cryptographic systems to expose the cryptographic

key of the system with Simple Power Analysis (SPA) [60] and Correlational Power Analysis

131
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(CPA) [22] attacks. To measure the victim power consumption, a small value–sense resistor

is inserted between the crypto-device and the supply or ground, and the voltage traces (also

called current traces) on the sense resistor is recorded [60]. After the detection of the current

traces, a Hamming weight, which correlates the victim system bit changes (i.e., transistor

actions) and instant power consumption, is applied to current traces to reveal the crypto-

graphic key [68]. However, researchers look for innovative ways to combine side channels

such as EM leakage and power consumption to improve the CPA attacks, i.e., decrease the

minimum number of current traces required to reveal the key. Schena suggested an ‘EM

coupling CPA’ attack to combine the EM leakage and power consumption of the victim

system through a Kalman filter [89]. In this approach, in addition to the regular current

traces, the EM leakage of the victim system, which is proportional to the time derivative

of the victim current (di/dt) [16], should be fed to a Kalman filter to improve the attack

efficiency. Schena collected the EM leakage of the victim system with a magnetic field probe

[89], which does not give accurate results.

Although the ‘EM coupling CPA’ is a promising approach, Schena experimentally concluded

that the regular CPA and EM coupled CPA resulted in ”the same number of correct partial

key guesses” which means the EM coupled approach does not particularly improve the attack

efficacy [89]. However, it is mentioned that this might be due to the limitations of the

equipment used to take the records, e.g., EM field measurement.

In this section, to address the limitation for di/dt measurements [89], a small form factor

PCB embedded structure will be designed to measure the magnetic field (i.e., di/dt) of the

victim system accurately. This approach does not require field probes, a small change in

the orientation of which can result in significant measurement errors. The new structure is

embedded in an FR-4 PCB and the maximum operating frequency is chosen as 100 MHz,

which is above the clock frequency of the victim cryptosystem (16 MHz).
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6.1.1 Literature

There are many options to measure current on a transmission line. Magnetoresistive sensors

are widely used for relatively low-frequency currents [50]; however, as the goal is to measure

time derivative, di/dt, a Rogowski coil, which is a conductor loop located in the vicinity of

the current trace to capture the magnetic flux of the current, is a sound option [114, 119].

The output of the Rogowski coil is in the form of di/dt which obviates the use of an integrator

which is the case for current measurement scenarios. Wang et al. report a toroidal Rogowski

coil designed on a PCB [114]; Hauer compares planar Rogowski coils on PCBs with straight

and U-shape current lines[50]. However, the starting point for our design is the folded-dipole

Rogowski coil [119] with a small form factor, good noise-immunity, and a high coupling ratio

(Figure 6.1a).

6.1.2 Simulation and Measurement Results for the Rogowski Coil

The EM model, which consists of the current line (blue) and the Rogowski coil (pink) as

shown in Figure 6.1a, is simulated in HFSS. The current line is placed around the Rogowski

coil to maximize the captured magnetic flux (proportional to di/dt) generated by the current,

i. The structure is manufactured in an FR-4 PCB with a thickness of 1.6 mm (Figure 6.1b),

and the width of the Rogowski conductors are minimized (0.25 mm) to decrease the parasitic

capacitance and improve the frequency band of the operation. The dimension of the ten coil-

Rogowski structure is 28 mm by 15 mm.

To characterize the coupling between the current line and the Rogowski coil, SMA connectors

are added to the input of the current line and the output of the Rogowski coil (Figure 6.1b

and 6.2a), and a transmission measurement (i.e., S21) is carried out. The transmission

measurement gives the frequency-domain transfer function, H(f), of the operation (i.e., the
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Figure 6.1: A rogowski coil is designed for di/dt measurement, and the simulation and mea-
surement results are compared. (a) The HFSS model for the current line and the Rogowski
coil is shown. (b) The overall structure that includes the current line and the Rogowski coil
is produced on an FR-4 PCB. (c) The magnitude of H(f) is compared with the transfer
function for the ideal time derivation, Hder(f). (d) The phase response of H(f) is compared
with the transfer function for the ideal time derivation, Hder(f).

coupling between the current line and the Rogowski coil) which is defined as:

H(f) =
Vrog
Vin

(6.1)

whereH(f) is the frequency domain transfer function of the system, and Vin and Vrog (Capital
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Figure 6.2: (a) The measured structure includes the current line and the rogowski coil and
a series resistor. (b) For the Kalman filter, the ideal time-derivative of the vin is needed, the
transfer function of which is called Hder(f).

letters are used for frequency domain parameters.) are frequency domain representations of

the voltage at the input of the current line and the output of the Rogowski coil, respectively

(Figure 6.1a). During the measurements, a series 10 Ω resistor is added between the current

line and the SMA connector (Figure 6.2a). Figure 6.1c and 6.1d shows the magnitude and

phase characteristic of the transfer function, H(f), for simulation and measurement. The

measurement (blue) and simulation result (red) are aligned for frequencies up to 30 MHz;

however, as the frequency increases the measurement and simulation results start to deviate.

This is an expected result because the simulation model does not include the SMA connectors

and the series 10 Ω resistor, and also the effect of the parasitic capacitances and dielectric

losses can be more pronounced in measurements compared to the simulation results. The

yellow plots in Figure 6.1c and 6.1d shows the transfer function for the ideal time derivation

(Figure 6.2b), Hder(f), which is required for the Kalman filter.

Hder(f) =
Vder
Vin

= jA2πf (6.2)

where Vder is the frequency domain representation of the output. A is a constant and

determined by the coupling between the current line and the Rogowski coil.
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6.1.3 di/dt Detection with Rogowski Coil Measurements

The orange plots in Figure 6.1c and 6.1d show the Hder(f) when A is adjusted to 2.5 × 10−9,

and it is observed that although at low frequencies, the measurements are parallel to the

ideal time derivation, as the frequency increases, measurements start to deviate from Hder(f).

To compensate for this, a compensation transfer function, Hcon, is defined which should be

applied to the output of the Rogowski coil, vrog, such that:

Hcom(f) = Hder(f)/H(f) (6.3)

where Hcon(f) is the division of Hder(f) by H(f) and should be applied to the Rogowski

output, Vout, to get the ideal time derivative:

Vder = VoutHcom(f) (6.4)

Where Vder is the frequency domain representation of di/dt , and can be fed to the Kalman

filter after conversion to the time domain.

6.2 Magnetic Field Radiators

In this part, the goal is to assess the field characteristics (e.g., strength and focus) of com-

monly used radiators such as solenoids and loops (Figure 6.3a). First, the magnetic field of

a finite solenoid is discussed with EM simulation results, and then the effect of the radius,

length, and core material is analyzed in terms of the field strength and distribution. Struc-

tures like planar coils and Helmholtz coils are simulated to determine the magnetic fields

generated. For convenience, the attack distance, da, is assumed as 5 cm for all results.
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Figure 6.3: The magnetic field of a finite-solenoid is analytically found with (6.5). (a) A
finite-solenoid radiate magnetic fields outside the coils, and the attacker wants to maximize
the field at da = 5 cm. (b) Z-axis magnetic fields, Bz, of varying size solenoids at da = 5 cm
are generated. The field increases with decreasing solenoid length, L. The maximum field
at da = 5 cm is generated when the radius R of the solenoid is 7 cm. Attacker current (ia) is
1 A.

6.2.1 Effect of Radiator Radius and Length

The z–axis magnetic field (6.5) of a finite-solenoid for near field (Figure 6.3a) is [24]:

Bz =
µNia
2

(
L/2− z

L
√
R2 + (L/2− z)2

+
L/2 + z

L
√
R2 + (L/2 + z)2

)
(6.5)

To induce maximum voltage, the attacker needs to maximize Bz at the attack distance of

5 cm; the attacker has the freedom of choosing solenoid length, L, radius, R, and the core

material, i.e., µ. The magnetic field of finite solenoids, found with (6.5), with varying L and

R is displayed in Figure 6.3b. Each curve corresponds to a fixed length and the the x-axis

corresponds to the varying radius of the solenoid.

It is observed that decreasing the radiator (i.e., solenoid) length improves the magnetic
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field regardless of the radius value. However, depending on the attack distance, there is an

optimum R value at which Bz is maximum. For example, for L = 1 cm, the radius value that

generates the max Bz at 5 cm is R = 7 cm 6.3b. This shows that the attackers, with a known

attack distance in mind, can optimize the radius of the loop to maximize the magnetic field

on the victim.

6.2.2 Effect of Core Material

Magnetic materials (e.g., ferrites) provide a low-reluctance path for magnetic fields, and

are utilized in field radiators to improve the field. To observe the effect of magnetic cores

in generated field at an attack distance of 5 cm, Bz of two different size coils (Table 6.1)

are simulated with and without ferrite cores (Figure 6.4a). The first structure is a long

solenoid with a small radius and the second one is a loop with a large radius and small

length (Figure6.4a and Table 6.1). The excitation is 100 mA at 500 kHz for each structure.

ANSYS-HFSS results show that Bz of long structures decreases very fast as the attack

distance increases regardless of the core material; however, although disc-like (i.e., short)

structures do not generate as high a Bz as long structures do in the vicinity, they sustain

considerable field at higher attack distances (Figure 6.4b). Another observation is that

although a ferrite core improves the Bz of a long solenoid structure, a ferrite core does not

provide a significant advantage in the loop structure. Figure 6.4c shows the normalized Bz

distribution of the fields on y-axis at z = 5 cm, and it is observed that long solenoid structure

has a narrower beam, i.e., more focused field.
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Table 6.1: Solenoid and loop structures are simulated with and without ferrite cores.

Structure Radius(R) Length(L) ia Coil Number Core (Permeability)
Solenoid 1 cm 10 cm 0.1 A@500 kHz 10 Air (µo)
Solenoid Ferrite 1 cm 10 cm 0.1 A@500 kHz 10 Ferrite (600µo)
Loop 5 cm 2 cm 0.1 A@500 kHz 10 Air (µo)
Loop Ferrite 5 cm 2 cm 0.1 A@500 kHz 10 Ferrite (600µo)

6.2.3 Improving Field Strength: Helmholtz Coils and Planar Loops

Magnetic field radiators that employ multiple loops with different orientations and positions

are preferred in applications that require high and uniform magnetic fields even at distances

away from the radiators. Some multiple loop examples are Helmholtz coils and planar

loops which are widely used in Transcranial magnetic stimulation [34] and navigation [25]

applications. The field distribution of three structures, namely, planar loops, Helmholtz

coils, and spiral Helmholtz coils are simulated in ANSYS-HFSS with the models shown in

Figure 6.5a. The structures with one-turn coils are excited by 1 A, while the Helmholtz coil

with ten-turn spiral is excited by 0.1 A to have a fair comparison.

Figure 6.5b shows the z-axis magnetic field distribution of structures. For comparison, the

field distribution of a single loop is included. The first observation is the limited and quickly

vanishing field of the single loop with increased z position. It is observed that the planar loop

boosts the field in the near field (z < 3 cm) and then its field vanishes very quickly. Both of

the Helmholtz coils generate a uniform and strong field between the coils (0 cm < z < 10 cm).

Even though the Helmholtz with spiral coils is excited by 0.1 A, it generates a comparable

field to the regular Helmholtz coil with 1 A excitation. It should be noted that the spiral coils

have ten-turns unlike the regular Helmholtz coil so they are harder to drive due to increased

inductance and resistance. The ultimate choice for the radiator structure can be made with

the amplifier characteristics (output impedance, output current, and output voltage rating)

that drive the radiators. Series capacitors and Litz wires are used to resonate the radiators
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and minimize the AC resistance at resonance, respectively.

Effect of Radius on Helmholtz Coil Field

In practice, AC-excited multiturn coils suffer from the skin depth and proximity effect, which

introduces an AC resistance that is significantly higher than the DC resistance even though

the structures are resonated with a capacitor [99]. Decreasing the AC resistance is desirable

to increase the excitation current, however, the amplifiers are designed/chosen carefully for

this relatively low output resistance. One way to decrease the AC resistance is to use Litz

wires that alleviate the ‘skin depth’ and ‘proximity’ effect. Another way to reduce the AC

resistance is to lower the coil radius. However, decreasing the coil radius also decreases the

magnetic field because the inductance of the loop is lessened as well. In this section, the coil

radius, R, for a Helmholtz coil (Figure 6.4a), is varied and the field distribution is analyzed

to find an optimal structure with a small radius (i.e., less AC resistance) and adequate attack

field.

Figure 6.6a and 6.6b shows the magnetic field distribution of a Helmholtz coil (Figure 6.5a)

with varying coil radius, R and fixed coil separation (10 cm). It is observed in both y and

z-axis Bz decreases significantly as the coil radius goes below 6 cm; however, radius values

above 7 cm generate similar fields. Additionally, it is observed that, as the radius decreases,

the uniformity of the field through the x, y and z-axis degrades significantly. Although in

some applications a uniform magnetic field is desirable, in the IEMI attacks, maximizing the

magnetic field is the priority, not the uniform field distribution. In scenarios the attacker

wants to focus the magnetic field on a specific region of the victim circuitry, the non-uniform

magnetic field distribution can even be desirable.
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6.2.4 Improving Field Focus: An Optimal Magnetic Field Array

For specific attack scenarios, the attackers desire to manipulate only a certain region in the

victim circuitry with a focused magnetic field. For instance, the attacker might need to

manipulate only one input of an H-bridge to control an electric motor, or the attacker might

want to change only the output of a particular sensor while not affecting the others. In this

section, a magnetic field array is designed with an optimization process to analyze the field

focusing capabilities of an attacker.

In Section 6.2, finite–solenoids with varying dimensions and core material (e.g., ferrite) are

examined in terms of the magnetic field distribution and strength. In an array, elements (e.g.,

ferrite rods) are placed horizontally, and a small–radius solenoid is much more preferable

than a large–radius loop which limits the possible array configurations. Additionally, it is

concluded in Section 6.2 that a ferrite core in a small–radius structure enhances the field

strength significantly (Figure 6.4b). Due to these reasons, a ferrite solenoid/rod is chosen as

the array element with the parameters provided in Table 6.2. Magnetic field distribution,

Table 6.2: The parameters of the ferrite rod used as the array element.

Coil Number Rod Diameter Rod Length Permeability µ Permittivity ϵ
10 0.25” 1.25” 1000 12

Bz, of the array element (i.e., the ferrite rod Table 6.2) is determined at an attack distance

of da = 5 cm on a 20 cm-by-20 cm plane (Figure 6.7b), and this field is used to optimize the

excitation and position of the unit elements in the array. A matlab code, which optimizes

the excitations (i.e., currents) for each array element for the most focused field, is used. The

field of the single rod is fit to a Gaussian pulse [36] with a variance of 7 (6.6 Figure 6.7a),

and inputted to the optimizer.

Bz(x, y) = e
−
[

x2

2var
+ y2

2var

]
, var = 7 (6.6)
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Table 6.3: 3-by-3 array current values are optimized for the focused magnetic field at da =
5 cm. The element separation is 3 cm.

I1 I2 I3 I4 I5 I6 I7 I8 I9

−0.3406 A 0.0377 A −0.3406 A 0.0377 A 1 A 0.0377 A −0.3406 A 0.0377 A −0.3406 A

A smaller variance (varobj = 1) Gaussian pulse, which has a significantly smaller half-power

beamwidth (HPBW), is assigned as the objective field for the optimizer. The symmetric

configurations like 3–by–3, 4–by–4, and 5–by–5 arrays with varying element separations are

analyzed in terms of the field focusing ability. It is observed that a 3–by–3 array with

a separation of 3 cm results in the most focused field with the minimum total current at

da = 5 cm (Figure 6.7b). The excitations, In, for each array element is found with the

optimizer (Table 6.3). HPBW is defined as the distance between the half-power points of

the field distribution and gives the diameter of the beam at the attack distance. The desired

beam shape is assumed to be symmetric around the z-axis (i.e., circular), so the HPBW does

not change on the x or y axis.

Table 6.3 shows that currents of corner elements (I1, I3, I7, and I9) should be negative (i.e.,

180o phase difference) and small compared to the to the main excitation at the center, i.e., I5

(Figure 6.7b). This current distribution demonstrates that the central element, I5 , generates

the majority of the field strength in the focused region, and the corner elements (I1, I3, I7,

and I9) suppress the tails of the field distribution for a more focused field. Additionally, it is

observed that the edge elements (I2, I4, I6, and I8) need significantly small currents compared

to the other elements. An attacker can take advantage of this observation and remove the

edge elements (I2, I4, I6, and I8) which result in a 5 element plus-array. Table 6.4 summarizes

the field focus properties for 3-by-3 and Plus-array. Both structures significantly decrease

the HPBW and improve the field focus. For instance, while the HPBW for a single rod is

40 mm, the HPBW of 3-by-3 and plus-array are 34.5 mm and 31 mm, respectively, which
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Table 6.4: The 3-by-3 array and Plus-array improve the field focus; however, more current
is needed to generate the same magnetic field.

Structure Separation Normalized
Total Current

Normalized
Field

Half Power
Beamwidth

Half Power
Area

Single Rod NA 1 1 40 mm 1256 mm2

3-by-3 Array 9 elements 3 cm 2.51 0.70 34.5 mm 934 mm2

Plus Array 5 elements 3 cm 2.36 0.62 31 mm 753 mm2

corresponds to a %40 improvement (i.e., decrease) in the field focus in terms of the focus

area. However, both array structures require significantly higher total current compared

to a single rod does to generate similar magnetic field strengths. In conclusion, the array

structures found with the optimization method provide an improvement of %40 in the focus

area with the expense of increased attacker current.

6.3 Conclusion

In the first part of Chapter 6, a Rogowski coil design is reported which addresses the mea-

surement inaccuracies in a novel side-channel attack, i.e., EM coupling Correlational Power

Analysis [89]. The device is characterized with EM simulation and measurements, and a

transfer function is provided to determine the time-derivative of the victim current which is

required for the attacks. In the next part, magnetic field radiators are assessed in terms of

field strength and field focus ability. It is observed that loops with relatively large radius

generate more field at increased attack distance, and there is an optimum loop radius for

each attack distance (e.g., a loop with radius 7 cm at an attack distance of 5 cm generates

the most field.). In the last part, a magnetic field array is designed with optimization to

focus the magnetic field. Although it is concluded that the field focus can be improved by

40%, the attacker current should be significantly increased (relative to a single–coil radiator)

to generate the same field strength.
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Figure 6.4: Solenoid and loop structures with different dimensions and with and without
ferrite cores are simulated in ANSYS HFSS to detect z directed magnetic fields. (a) EM
Models are shown for solenoid, solenoid with ferrite core, loop and loop with ferrite core.
(b) Bz decreases as the attack distance increases; however, large-radius loop structures gen-
erate significantly higher Bz for larger attack distance da > 2 cm. (c) The normalized field
distribution at da = 5 cm are shown; solenoids (orange and blue) have a more focused field.
(d) The HP beamwidth of the single rod and Plus-Array is compared with varying attack
distance, da. The array improves the HPBW for an attack distance of 3 cm or higher.
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Figure 6.5: The magnetic field distribution of different structures are compared. (a) EM
simulation models for Helmholtz coil, Helmholtz with spiral coils, and planar loops with
regular and inverted excitations are demonstrated. (b) Magnetic field B along the z-axis
is shown, Helmholtz with spiral coils generate the maximum field at z = 5 cm; however, in
proximity (z < 1 cm) the planar loops generate a significantly larger fields.
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Figure 6.6: The effect of the radius on Helmholtz coil field is simulated. Frequency is 500 kHz.
(a) The field, Bz, distribution on y-axis at z = 5 cm (b) The field, Bz, distribution on z-axis
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Figure 6.7: An optimization approach is used to find the optimal current and element po-
sitions for a focused magnetic field. (a) The single rod field distribution at da = 5 cm is
represented with a Gaussian pulse with a variance of 7. (b) The 3-by-3 array with a separa-
tion of 3 cm generates a focused field at da = 5 cm with the optimal currents given in 6.3. (c)
The field distribution at da = 5 cm are shown. The 3-by-3 and plus-array have more focused
fields compared to the single rod; however, the total current should be higher to generate
the same affect with arrays.



Chapter 7

Conclusion

In this dissertation, Intentional Electromagnetic Interference (IEMI), as an attack tool on

cyber-physical systems, is analyzed and hardware–level defenses are presented. The focus

is actuation and digital data manipulation through specially crafted waveforms which are

attacks rarely reported in security literature. The attacks are analyzed theoretically with

fundamental electromagnetic laws such as ‘Faraday’s law of Induction’; and the attack mech-

anisms are discussed. The attacks are demonstrated on real systems such as UAVs, serial

communication systems and EV chargers; on analog, digital, and actuation signals which are

transmitted in cables or PCBs. The purpose of the attack demonstrations, of course, is not

to reveal how the systems can be hacked, but to warn the system designers that IEMI attacks

are achievable on different systems (e.g., UAVs), signal types (e.g., actuation), and trans-

mission mediums (e.g., PCBs) with low-cost commercial hardware. However, these attacks

can be mitigated with hardware–level defense mechanisms, some of which are discussed in

Chapter 5. The designers with IEMI–awareness can make the attacks very ‘expensive’ (e.g.,

higher frequency, power, and cost required for attack success), and prevent the majority of

the attacks with relatively simple design choices.

The focus of Chapter 2 is the IEMI attacks on actuation control. In the first part of the

Chapter, the mechanism of PWM–based actuation control is analyzed, and weaknesses that

can be exploited by an attacker with IEMI are discussed. It is concluded that a sawtooth

attack waveform that injects voltage drops to a victim PWM signal can control a servo

147
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engine. However, due to the low-frequency nature of the attacks, the attack distance is

limited, and the attacker needs the timing information of the victim (i.e., synchronization)

which requires an additional receiver system (to eavesdrop on the victim). In the next part,

the attack distance is improved with high–frequency (FM–band) amplitude modulated attack

waveforms with resonant inductive coupling. The attacks are demonstrated indoor and in–

flight on an Unmanned Aerial System, and it is observed that the attacker can prevent the

operation of any servo motor through Block and take control of the Futaba–make actuators

through Full Control. The attacks have serious consequences, e.g., the victim UAV crashed

due to the Block attack during demonstrations. In this dissertation, the focus is to use

inductive coupling which is prone to shielding; however, the author thinks that, as a future

direction, the far–field antennas can be investigated for FAI attacks which possibly improve

the attack range with an increased vulnerability of the attack waveform to the shielding. As

a defense mechanism, fiber–optic transmission of actuation signals is suggested which are

prone to EMI and utilized effectively during attack demonstrations.

In Chapter 3, the focus is IEMI attacks on digital data and serial communication systems.

A widely used serial communication standard, UART, is assessed from an IEMI attacker

perspective, and in a proof–of–concept demonstration, it is shown that an attacker can flip-

bits in a controllable manner (i.e., inject the desired data) with a success rate of 98% or

more with the reported attack phases and waveforms. The low–frequency attack waveform

relies on inductive coupling that is immune to EM shielding; however, the attack distance is

limited. A parallel research project continues in which higher frequency attacks (vulnerable

to RF shielding) with a longer attack range potential are investigated. Countermeasures like

twisted cables are suggested for digital transmission, which is validated with experimental

results.

In Chapter 4, the focus is IEMI attacks on sensors (e.g., current) and actuators (e.g., current
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switches) in state-of-art power converters used in EV chargers. Three attacks, on current and

voltage sensors and current switches, are demonstrated to show that both the sensor and

actuation signals of power converters can be altered by intentional EMI which can result

in extremely high current supply to the EVs with serious physical consequences such as

thermal runaway of EV batteries. Considering that many EV chargers are in open spaces

approachable by adversaries and lacks magnetic field shielding, attacks on EV chargers have

physical consequences, e.g.,a fire from overheated EV battery or a taken-down power grid

due to synchronized attacks.

In Chapter 5, the focus is to provide physical layer methods to mitigate IEMI. An analytical

model that relates the attacker field and the induced voltage in the victim circuitry (i.e.,

PCB trace) is reported to lay the basis of suggested countermeasures like choosing shorter

traces and thinner PCBs for ‘significant’ signals, i.e., analog, digital, and actuation signals.

The defense methods are validated with EM–based analytical solutions or simulations.

In Chapter 6, two security-related projects are presented. The first one is a design of a

Rogowski coil to improve the side-channel attacks on cryptosystems with EM Coupled Cor-

relational Power Analysis, the design procedure and the transfer function of the Rogowski

coil is reported with simulation and measurement results. In the second part, the limited

attack range of inductively coupled IEMI attacks is addressed with an analysis of magnetic

field radiators. Magnetic field radiators such as solenoids, loops, and Helmholtz coils are

simulated and their field strength and radiation patterns are compared. At the end of the

Chapter, a magnetic field array, with ferrite rod elements, is designed with an optimization

approach to improve the field focus.
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