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PERFORMANCE ANALYSIS OF THE HNULTISAFE
PROT ECTION ENFOBCEMENT PROCESSES

by
Mason C. Deaver, Jr.

(ABSTRACT)

This paper describes the performance of the MULTISAFE
database protection model through response-time equatioas.
A predicate-based protection model is described. Various
classes of access decision dependencies are reviesed. The
distinct modules of MULTISAFE are discussed, and a rela-
tional database approach to the management of data protec-
tion is developed for these modules. A performance eguation
which models user login into MULTISAFE is developed. 4 set
of eguations is developed which model +the processing of
database gueries as a series of steps. These eguatioas are
then modified to consider the possibility of concurrent pro-
cessing among the MULTISAFE modules. The two sets of equa-
tions are compared and analyzed. The analysis reveals that
the concurrency feature of MULTISAFE allows database protec-
tion to be implemented with a minimum of system overhead.
Further analysis shows that, 1in some cases, an arbitrary
database guery takes 1less time to process with all protec-—
tion checks in force than a similar guery ia a protection-

less environment.
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Chapter I

I NTRODUCTION

There exists a continuing need in cosputing systems to
provide controls on the access of stored data. There have
been many system models discussed 1in the 1literature to
accomplish this task (see, for example, {ASTEM76] and
[STONN74]) . As noted in [HARTH80 ], the predicate-based
model of protection described in [ HARTH76a] was one of the
first in which access decisions were sensitive to the state
of the system as well as the contents of the data to be
accessed. Based on this model of protection, a systeam
architecture called MULTISAFE is being developed. MULTISAFE
stands for HMULTIprocessor system for supporting Secure
Authorization with Full Enforcement for database management.
As the name implies, HMULTISAFE consists of several logical
(and possibly physical) processors which sork concurrently
to retrieve accessed data and to provide protection of this
data. As will be shown later, MULTISAFR derives performance
advantages froam its concurrency feature. By locating the
protection functions of MULTISAFE 1in a dedicated protection
processor {or module), the protection and enforcesment
mechanisms of the system are isolated from the users and

from the operations on the database.
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Many people have contributed to the development of the
MULTISAFE model, and they have written several papers on
different aspects of the model. As mentioned above,
{HARTH76a ] describes a predicate-based model of protectioan
which provided a springboard for the NULTISAFE wmodel.
[HARTH76b ] goes beyond the model of [HARTH76a] and describes
a more coaplete, aand complex, aodel of protection. In
{ TRUER80], intermodule coamunication in MULTISAFE is dis-
cussed. This communication takes the fora of procedure
calls and returns. The flow of messages amd data during
protection enforcement within MULTISAFE is modeled with
extended Petri nets in [BALLES1 ]. An implementation model
of predicate-based protection in MULTISAFE is discussed in
[ HARTHS80 ]. The [HARTHB0] paper gives specific details on
how access decisions are implemented in MULTISAFE. Based on
this model, a software simulation project is being developed
and is discussed in [TALBT81].

This paper describes the performance of the MULTISAFE
model through response-time equations. The time reguired
for the MULTISAFE systeam to respond to various types of user
queries is measured in precise detail in these eguations.
It is assumed that a typical MULTISAFE user types a database
query on a video-display terminal. The details conceraning

what MULTISAFE does to process and respond to the guery are
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based on the implementation model in [ HARTHS80]. Particular
attention is given to the @many access decisions that
HULTISAFPE can make, and how loag it takes MULTISAFE to make
the decisions.

The predicate-based protection model of [HARTH76a ] is
reviewed in chapter II. In chapter III, various classes of
access decision dependencies presented in [BALLE81] and
[HARTH80] are discussed. Access conditions imposed omn
MULTISAFE users by systems administrators may depend on the
state of the MULTISAFE systes, on the gueries submitted by
users, or on the data which users are trying to access. The
configuration of the MULTISAFE model is discussed in chapter
Iv. MULTISAFE is divided into several distinct modules.
These modules and their functions within MULTISAFE are dis-
cussed in the chapter.

In chapter V a relational database approach to protec-
tion of data is discussed in detail. This chapter is taken
directly from the implementation model of [ HARTH80 ]. it is
vithin this relational framework that users of MULIISAFE
submit gueries, and that MULTISAFE processes the gueries.
In chapter VI, various global assumptions are discussed.
These assumptions apply to all of the equations developed in
this paper. Based on these assumptions, some constants are

defined which are used throughout the rest of the paper.
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An equation which models the processing of a login
requeét by MULTISAFE is dewveloped in chapter VII. The login
equation takes into account the possibility of login failure
due to enforcement of an access condition. 1In chapter VIII,
several equations are developed which model the performance
of MOULTISAFE during gquery processing. One eguation is
developed for each of the data dependent access conditioas
that are discussed in chapter III. Bach of taese eguations
shows the performance of MULTISAFE as a series of processing
steps, without considering the concurrent nature of the mod-
ules in MULTISAFE. In chapter IX, the eguations of chapter
VIII are modified to reflect the ability of the MULTISAFE

modules to work concurrently.

Chapter X contains sewveral topics of interest. The two
sets of equations from chapters VIII and IX are compared by
analyzing one of the pairs of eguatioms. The pair selected
models the performance of MULTISAFE as it processes a guery
with a type A or B data dependency (see chapter I1I1I). A
query with either of these types of data dependency is oae
of the more common types of data accessing yueries. Next,
gquery processing without any form of data protection is dis-
cussed. An equation is developed which models the perfor-
mance of a protection-less MULTISAFE system as such a sys-

tem processes a guery. This equatiom is compared with the
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equation from chapter IX that models the performance of
MULTISAFE as it processes a query with a type A or B data
dependency. The final topic presented in chapter X conceras
an alternate assumption to ome given in chapter VI. The
assumption which is discussed and modified in this section
concerns which of two MULTISAFE modules, working concur-
rently to process a query, finishes first.

Chapter XI ends this paper with a summary of the con-
clusions that are made throughout the paper. Some possible
future work is discussed as well. The one appendix has a
list of all of the variables which are used in the smany

eguations developed in the paper.



Chapter II
A PREDICAT E-BASED PROTECTION HODEL¥

Hartson's predicate-based model of protection began as
a sepantic model for protection 1languages [ HARTH75,
HARTH76a, HARTH76Db J. It has both an authorization process
and an enforcement process. Protection reyuirements
(authorizations) are presented to the authorization process.
Subsequently, access requests are presented to the enforce-
aent process which, by consulting the authorization informa-
tion, renders an access decision.

An emphasis on authorizatiom draws several other con-
cepts into the model. For exasple, the ™authorizer" emerges
as an entity distinct from the ®user.” Authority can now be
decentralized, if desired, firom the bottleneck of a single
database adaimistrator. The model introduces a general
dependency of the access decision on system state, rather

than using the fixed relationship between users and data

e s

*This chapter is taken eatirely from ([ HARTHS80]. It is
adapted to an implementation model from the formal model of
[HARTH76a ]. The following notation will ke used: Unders-
cored upper case letters will denote sets while lower case
letters, possibly subscripted, will denote set elesents.
Finally, subsets will be denoted by upper case letters, pos-

sibly subscripted. Subscripts will follow the associated
variable, delineated by square brackets mhen necessary for
clarity. For example, s, s[1], or s1 is an element of s,

while s = {s1,s2} is a subset of S={s1,s52,s3}.

6
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afforded by the more conventional access matrizx. Also, the
concept of %"ownership" acquires a role more general thaam its

traditional one.

2.1 SETS AND PREDICATES

e i

Several sets are involved in the model. An iaportaat
set is U, the set of individual users, who will be making
access reguests. Sets of users w¥ill be called user groups.
There is also a set of individuals who will be granting
anthorizations, the authorizers, A. An authorizer is an
owner of data and has the responsibility of making authori-
zations, i.e., of determining who may share in the access of
that data and in vhat manner. In the literature the teca
"uyser" is almost universally used to denote both users of
the database system and users of the protection system. The
distinction is emphasized here by using the term "author-
izer."

The next set of the wmodel is the one that contains
data. D is the set of all data in the database. Real world
access reguests and data definitions deal with sabsets of
the database, as well as with indiwvidual data elements.
Since this protection model is not tied to a particularc
model of data, the way in which elements and subsets of D
are defined will be left unspecified until the specifics of

the implementation are discussed in chapter V.
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The operations a user may perform on the data also
comprise a set, 0. Examples of operations are: OFEHN,
CREATE, READ, WRITE, APPEND, UPDATE, DELETE, EXECUTE,
COMPARE, RETRIEVE, OWN, and SUBOWN. The model is exteasible
in that it allows new data types and operations to be added.
A set can be described explicitly by enumeration of its
members or implicitly by a predicate, or condition, used as
its characteristic function. For exaaple, let c(b,B) be a
condition defining set B. Membership of any potential ele-
ment b in set B is dependent on c(b,B) in the following wmay:
B=¢{ { c(b,B) holds}

Since the truth value of c(b,B) can, in general, vary with

gr
<}

time (with database systeam state), membership in B
dynamic property.

If the set in question is U, a group of users, then
c{u,U) determines whether or not an individual user u is a
member of wuser group U at a specific instant in time and

c{u,U) is called a user group defining condition. Simi-

larly, c(d,D) 1is called a data defining condition, where d
is a data element (such as a single record, tuple, or field
value) and D is some subset of D.

Another important use of a predicate is an access ¢oa-
dition, specifying the conditiomn (involving the systen

state) nunder which a given type of access is to be allowed.
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The set of all access conditions known to the systea at any
time will be denoted by C. ¥ithin this model there are no
restrictions on what type of variables can be used in any of
the conditions. However, in the implementation model which
follows each condition type has been restricted to certain
classes of variables without any loss of generality.

A user group can be defined by a list of user identifi-
ers. The examples which follow illustrate a second way—-—-by
the use of predicates. The simplest of these defipnitions is
the one for a standing giroup called GEKEBRAL. Its defining
predicate is:

c {u,GENERAL) : "true®
Thus, because this predicate has a constant ¥Ytrue" walue,
every user is implicitly and uncondi tionally a aeaber of the
GENERAL group, sharing its minimum level of privileges.
This is an answer to the problem of wasting storage to
represent, for exaaple, the rights of everyone to use a
public file [LAMPB71].

The following is typical of the user group defining
conditions which can be dynamically evaluated.

c{(u,ul) =z dept (u) = 13 v project (u) = ?'design?
When a user logs in, if he or she is either in department 13
or part of the design project, he or she becomes a member of

user group U1 (until he or she 1logs off or until his or her
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membership in U1 is tested again) and is given its access
rights. (See the footnote in section 2.3 regarding syabols
denoting logical operators in predicates.)

References to data, whether for access or for access
control, are very dependent upom the data model agd its
method of data definition. In wmost real systeas it will
of ten be desirable to use a combimation of explicit naaing
and implicit predicate-based definitions. The explicit nanm-
ing, such as is done by providing relation amnd attribute
names, describes a domain in which a data dependent predi-
cate is to be applied. Following is an example which uses
both the relation name "personnel®” and content wvalues for
attributes named *"dept" and "salary:*"

c{d4,D3) : BRELATION (d) = 'personnel? & dept (d) = 7
& salary (d) < 20000
& (ATTRIBUTE {(d) = 'name' v ATTRIBUTE{(d) = 'address?)
This data definition refers to a "fragment® of the PERSONNEL
relation, restricted to tuples with a DEPT value of 7 and
SALRBY values of less than 20,000, projected to the BHAME and
ADDRESS attributes.

Access conditions——-provisos which must be met before
certain accesses are allowed—-can be associated with global
systen variables such as the tiame-of-day clock, modes of

operation, status indicators, flags, and internal codes.
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Many of these indicators contain information known to the
database systea about the current transaction. AS an exam-
ple, suppose that certain accounting information can be
entered only on Fridays. For 1981, this is represented by
the following access condition:

C: MOD (day,7) = 2

wvhere MOD is the modulo fumnction and day is the Julian day
nuaber on the system calendar. Access conditions can also

be data dependent predicates.

2.2 ACCESS REQUESTS AND AUTHORIZATIONS

The purpose of a database system is to serve the user
in response to an access request. An access regquest, or
query, is a triple:

q = (u,0,D)
where u€l, o0€0, and DcD. This represents a reguest by an
individual user u for a single operation o to data subset D.
O0f the three elements, the user actually provides only o and
D. The user identifier, u, is supplied by the system in an
"unforgeable® manner.
An instance of an authorization is a S5-tuple:
p = {a,U,0,D,cC)
vhere a€A, UclU, o€0, DcD, and c€C. This 5-tuple represents

a declaration by authorizer a that each and every imdividual
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user in user group U may do any or all of the operatioms in
O to any or all of the data elements in D only if the access
condition (predicate) ¢ has a value of "true.®" For reasons
of accountability, each authorization is marked with the
identity of the authorizer who created it. Only that
authorizer can wmodify or delete that authorization. How-
ever, a subowner (one to whom ownership has been explicitly
granted by the owner who created the data) of a given subset
of data, D, can issue other authorizations governing the
access to D. Thus, several different authorizers can each
create an authorization for the same user group, operation,
and subset of the database, but perhaps with differeat
access conditions. A subovwner cannot grant O bNership to
others. ¥

Consider this protection regquirement, taken froa
[CONWR72b ]: A user may see and update oanly “financial®
parts of each record in a given personnel file, and only
between 9 a.m.. and 5 p.n. from a specific teraminal in the
payroll department. The user group is defined by:

c{u,06) : dept(u) = 'payroll? & teral{u) = 'payoffice?

The data to be protected is:

c{d,D5) : RELATION (d) = ! personnel' &

—— —

*These ownership rules are a matter of high 1level policy,
and other policies are possible.
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{ATTRIBUTE (d) = 'salary' v ATTRIBUTE(d) = 'rate?)

assuming the salary and rate attributes are the ®financial"®
parts of the tuples. The access conditiom is:

c7: TIME > 0900 & TIAE < 1700
The authorization which then ties these definitions together
is:

p4 = (a,U6, {READ,WRITE},DS,c7)

2.3 AUTHORIZATION AND ENFORCEMENT

Before the authorization process tramslates the protec-
tion 1language expressions of authorizers into internal
representations of access control iaformatioa, it first
validates the right of the authorizer to make the authoriza-
tion. The process coatrols granting, as well as revocatios,
of rights; keeps lists of author zer-created definitions;
controls the display of access control information; and
keeps a journal of all tramsactions with the protection sys-
ten.

Before proceeding with the enforcement process, it is
convenient to define some projection functions which operate
on n~tuples. In general, where p = {Xx1,X2,...,X1), a Set of
projection functioans i (p) = x{i], is defined for i =
1,240+ 40 Since the tuples of this model carry specific

element names, Bhemonic meaning is better served by the use
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of the names of the elements instead of a general scheame
with subscripts. Therefore, for p= (a1,03,07,D4,c6) :
a{p)y=al, U{p)=U03, 0{P)=07, D{p)=D4, and c (p)=cé. Also, let
P= {(pt1ypP2,c--,Pk} be the net collection of valid authoriza-
tions received up to a given time. The enforcement process
is now stated in the context of a request, q = (u,o0,D), and
the access decision is computed. {2 similar set of proj-
ection functions is used on g: u{g9 , o{9), and D{(g)) . An
example will be developed comcurrently to illustrate the
application of enforcement.

Assume that, at a given point in time, the following
authorizations and the associated definitions exist 1in the

system:

2 = {pl={a,U1,0,D2,"true"), p2={(a,ll,0,D03,cY),

p3={a,U02,0,D1,c2), p4={a,02,0,D4,c3),
p5={(a,U03,0,D%,cll), pb=({a,Ub#4,0,D 1,c5),
pl=(a,04,0,D2,c6), p8=(a ,04%4,0,D3,c7)}

Without loss of generality, a single authorizer a and a sin-
gle operation o are assumed. The remaining information in P
can be represented as the matrix of access conditions in

Pigure 1.
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LK

Matrix of Access Conditions

PFigure 1.
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Now, consider a request g = (u,0,D). The enforcement algor-

ithm follows.

{1) Determine from the set of Kknosn user dgroups those
groups to which the reguesting user u(g) belongs.
Example. This step is done by searching lists of user iden-
tifiers (explicit user group definitiomns) for u(g) and
by evaluating the predicates of the implicit user group
definitions. Assume that it is deteramined that u{g)en2

and u {(q)€U4.

{2) Collect from P, the set of all authorizations received
to date, those authorizations which bhave the user
groups determined in step (1) as elements. The result,
called the franchise of the user, is given formally as:

F{u) = {p€ PR | u(q) € U(p)}
Steps (1) and (2) <can be done once per terminal ses-
sion, at log-in time.

Example. Por the example, this is {p3,p4,pb,p7,p8}, since
these are the authorizations which mention U2 or U4.

{3) Determine from the set of known data subsets (already
defined for purposes of authorization) those data sub-
sets which have data in common with the data subset
regquested in g.

Example. This determination is dependent on the data model

and its method of data definition. Suppose, for the
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example, it is found that D (Q) is found to have ele-
ments in commom with D1 amd D3.
Determine the set of authorizations that name data sub-
sets found in step (3). Formally, this is denoted as:

{p € 2| D(q) XX D(p) 7 1} }-

Example. Here, the set which mentions D1 or D3 is

(3

{p2,pP3,p5, pb, P8}.
Determine the set of authorizations which specified
o({j) as a data operation. Formally, this is denoted

as:

{p €2 | olg) €0(p)}-

Example. Here, this is all of P, since only one operation

()

is being considered.

Deteraine those aunthorizations coamon to the sets found
in steps (2), {4), and (5). As this is the set of
authorizations which pertain to this specific request,
it is called F(g), the franchise for the reguest g.
Formally,

F(g) = (p€R 1| u(g) € U{(p) & D{3) XN D(p) # &
o (g) €0(p)}

All of the enforcement process so far is summarized in
this one expression. F{4q) is the set of authorizations
which are applicable to q (i.e., which participate in

the access decision for ).

Bxample. In the example, the Franchise of g is {p3,p6,p8} .
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The set of data subsets named in the authorizations of
F(gq) is called D*{g), the "data reference" of g. Let
D¥ (g) = {DV*,D2%,...,D[d}*}. This step is to deteraine
1f the requested data subset D{(y) is covered by the
data reference D¥(g) ; i.e., it must be true that D(g) ¢
ON D{il*, #i €& [1,4]. That is, every element of D(g)

must be contained in some member of D#*(q) .

Explanation. Having some overlap with authorized data is

8)

not enough for all of the reguested data to be
accessedes All of the regquested data must be subject to
an aanthorization. At this point, under a policy of
"full enforcement™ [HARTH77] (all data may be accessed
or none is), failure of the covering check terminates
the enforcement process with a flat rejection. Under a
"partial enforcement®™ policy (those parts covered can
be further considered for access), the non-covered
parts are eliminated by setting:
D (gq) = D(g) XN D*(gq)

Partition the set F({g) into eguivalence classes based
on the relation such that two authorizations are in the
same class 1if and only if they specify the same data

subset. Formally, this is accomplished as follovs.

*Throughout the paper, the following notation is adopted:

UN ‘'set union!?
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Partition F(gq) into d eguivalence classes such that the
i-th class is:

F[1](9) = {p€F(q) { D(p)=D[1i]¥}
¥i € [1,d]. Construct a teaporary composite authoriza-
tion for class, F[1i](g) =

p*li] = (*,u(9),0(9 ,D[i]*, vi{c(p(IIP[II€F[1](9)]})

vhere "v" denotes the logical OR of the set of access
condition predicates, c{p(j) ., over all j such that
Pl[iJEF[1]{9) - The franchise is nowv the collection of
all these corposite authorizations:

F(g) = tp'i1i]l 1 1=, 2,...,4}

Example. The partitions are {p3,p6}, corresponding to D1,
and {p8}, corresponding to D3. For the example, F(q)
becomes {(*,u(gq),o0(q),DV,c2¥c5), (*,u(q).,0(q).,D3,c7}.
The result of this step, for each data subset in D¥*{g),
is an OR of the user's rights over all groups of which
he or she is a member. This may be easier to see in

the matrix of access conditions, Figure 2.
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The OR Function Over User Groups

Figure 2.
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(9) PFind EAC {g), the effective access comndition correspond-
ing to the regquest g, by performing the 1logical AND
over the access conditions of the members F({u,g):
EAC(q) = &(c(p'[i]}), over i=1,2,...,d

(c2 v c5) & c7

]

Example. EAC(q)

(10) Evalunate the effective access comdition and render an
access decision: perait the requested access 1if EAC
has a value of "true"; deny if otherwvise.

The above seguence of ten steps, vhile useful for
explaining the enforcement process, is not followed directly
by the implementation. Some short cuts willi be described in
chapter V. Also, the relational model has turned out to be
an ideal environment in which to implement this model. The
collection of authorization tuples is a relation. Many of
the steps of the enforcement algorithm are nothing mgre than
relational calculus descriptions of queries over the author-

ization relation, operating on subsets of its tuples.

'set intersection?

'logical AND operator?

'logical 0B operator!

'OR over a bit-by-bit AND' (see section 5.3)
} *the null set?

'is a member of! (set membership)

>
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