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Adaptive Firmware Framework for Microcontroller Development

Nicholas J. Tremaroli

(ABSTRACT)

Firmware development for Low-Level Controllers is an extremely complex task. Single-
threaded microcontrollers are most commonly used for these controllers and thus are only
capable of executing a single task at a time. Microcontroller software tends to be designed
for an extremely specific task with little room for scalability or code reuse. Additionally,
the state of a microcontroller at run-time is very difficult to observe and thus makes it
harder to debug and develop these control systems. To alleviate these development issues, a
software framework was designed to simplify firmware development for Hardware Abstract
Layered (HAL) control systems. The software framework was implemented on Texas Instru-
ments TM4C123GXL Tivas on a multi-joint robot with the purpose of experimenting on a
distributed microcontroller system. All of the software for the microcontroller was imple-
mented into one program with initialization files from the high-level controller to configure
each individual Tiva based on its functionality in the distributed system. The EtherCAT
communication protocol is used primarily for its fast communication speed between high-
level and low-level controllers. A basic GUI development environment accompanies the
framework to aid in the initial development of a custom controller firmware and thus reduce
development time. Additionally, this framework is designed to be easily scalable such that
a real-time operating system (RTOS) can be implemented with minimal effort should the
developer desire to do so. The proposed software framework thus overcomes major chal-

lenges when developing firmware for low-level controllers making development overall less



time-consuming. Further, this framework can be used for many different robotic applications

with a low-level multi-layered control architecture.



Adaptive Firmware Framework for Microcontroller Development

Nicholas J. Tremaroli

(GENERAL AUDIENCE ABSTRACT)

Microcontrollers and embedded systems are used everywhere in our daily lives in the tech-
nology we love. From microwaves, to cars, to phones, to toaster ovens, these systems are
implemented in practically every piece of technology we use on a daily basis. Software de-
velopment of these systems tends to be extremely complicated and complex. Hence, the
software designed for these systems is usually overly specific to the device with little room
for code reuse and/or scalability. This issue is extremely present in the field of robotics. To
alleviate this issue, this work proposed, designed, and implemented a software framework for
microcontrollers in a distributed network for robotics applications. Additionally, a graphical
interface was developed to customize the software framework for a developer’s specific needs

regarding what the application needs to do.
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Embedded systems, particularly microcontrollers are used throughout the field of robotics to
aid in the computation and movement of multi-joint robotic systems[14, 15, 27]. The most
common industry standard for microcontroller development on these multi-joint robots is
to have a distributed microcontroller system[38]. In this architecture, a central computer
commands each individual controller to perform a specific task and then reports back with
updates on the state of the system. This architecture makes complex robotic systems signifi-
cantly more flexible and allows for the separation of high-level and low-level control. Usually,
each individual microcontroller is responsible for a particular joint or sensory reading on the

robot.

While microcontrollers provide a flexible way of providing control architecture development,
there are some key issues with microcontrollers that cause time-consuming and tedious soft-
ware development. Microcontrollers are significantly harder to develop software for as there
is often ambiguity related to the internal state of the device during testing. These devices
are significantly harder to work with by nature as they are not built to be a full computer
system and thus do not have advanced features to aid with development and software debug-
ging. These issues are so niche and complex that the field of Firmware Engineering branched

from Computer Engineering[20]. Firmware Engineers are specifically focused on tailoring a

1



microcontroller for the specific needs of a particular application.

To account for the limited resources of a microcontroller, a firmware engineer must carefully
examine each task the microcontroller has to accomplish and tailor the code in such a way
that it is able to run as efficiently as possible. With each microcontroller being tailored
specifically for a particular application, a key problem arises, the limited ability for code
reuse. Code reuse is an immensely valuable principle within the field of software development,
significant time has been spent researching the most effective patterns for this concept[23].
This principle would be especially valuable for microcontrollers. If done properly, code reuse
can eliminate the majority of the tedious tasks related to microcontroller development by

structuring it to be more abstract and more applicable to a variety of other robotic systems.

There is a key trade-off with this philosophy, code abstraction, while great in concept, tends
to lead to a slight degradation of performance. On a typical computer with virtually unlim-
ited resources when compared to a microcontroller, this is no problem. However, depending
on the application of the microcontroller, this slight degradation in performance can limit
the scope of the applications in which the microcontroller can function. Additionally, mi-
crocontroller programming is most commonly done in the C programming language which
makes code reuse difficult because C is not an Object-Oriented Language by nature[36] and

thus makes software abstractions more difficult.
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This work aimed to find a so-called ”"sweet spot” in this philosophy by developing an abstract

framework and library for the Texas Instruments TM4C123GCL Tiva board specifically



geared toward multi-joint robotic systems. The goal is to abstract the software for various
robotic applications in such a way that performance does not suffer tremendously. The
framework and library were designed to provide the user with a variety of different useful
features when working with microcontrollers. Such features include custom communica-
tion protocols built using EtherCAT, dynamic port/sensor configuration from the high-level
computer, high-level re-initialization protocols allowing for sensor swaps without redeploy-
ing code to the microcontroller, custom-implemented polymorphism allowing for additional
peripherals to be added to the framework with ease, easy to follow low-level control loop

structure, virtual estop capabilities, and an easy to use high-level data visualization using

the IHMC Open-Source Robotics Software[29].

Such a framework and library would greatly shorten the amount of time needed to be spent
on microcontroller programming as all of the communication/control structure and sensor
programming interface are already completed. This would allow roboticists to spend less time
debugging microcontroller-specific errors, such as memory leaks, sensor communication, pin
conflicts, and various faults, and instead focus on their high-level control architecture which
is at the heart of what they are trying to solve. Should roboticists choose to use this library
and framework developed for the TI Tiva, they would truly save a significant amount of time

when developing their application.

Similar frameworks have been constructed in the field of computer science with the goal of
saving development time. These software frameworks are free and open-source so software
developers are able to contribute valuable changes they would like to see to the framework
from which other programmers can benefit. A few examples of such frameworks include
Vue JS and Django which have revolutionized the field of web development[21, 22]. These
frameworks help simplify the development of their respective applications and common pro-

grammers can use them to reduce the development time of their applications.



This work aims to have a similar impact in the field of microcontroller development for
robotic applications. While there do exist a few frameworks for microcontroller development
which aim to solve this issue, they suffer from being over-abstracted, overly simplified, and
as a result, usually do not take full advantage of the microcontroller’s capabilities. Upon
completion of the library and the framework, the software will be made open-source to the
growing robotics community. Roboticists from around the world will be able to use and take
advantage of this software to skip the majority of the backend microcontroller development
and instead focus on their final product. Additionally, this framework can be easily extended
to other microcontrollers outside of the TT Tiva. The only major difference would be the
HAL programming and drivers for the respective microcontroller. In an ideal case, the code
written would be able to be copied over with the only change needing to be made would be the
interface with the respective microcontroller’s drivers. From the vast and seemingly endless
possibilities of this microcontroller framework, the open-source software has the potential
to grow immensely in popularity throughout the robotics community and we could begin to
see this framework being implemented by roboticists around the world for their particular

applications.

Qoooio  0oobooopobd tdot O 0oo0dioboo tooobooed

As mentioned previously, this framework will come built with various high-level commu-
nication protocols using the IHMC Open-Source Robotics Software. IHMC provides great
open-source software related to EtherCAT communication[28] and data visualization for
robotics[30]. These are the two main features taken advantage of when developing this
framework. Strong high-level software combined with a flexible and easy-to-use low-level
framework would make microcontroller development and testing significantly faster. Addi-

tionally, communication protocols would be built on top of the provided IHMC software

4



to provide more functionality to the low-level microcontroller. Dynamic initialization/re-
initialization of the microcontroller would greatly assist when testing and will be added to the
framework. This technique will allow the high-level computer to send the Tiva information
regarding which sensors/peripherals to use upon an initialization sequence. The Tiva would
then configure itself based on the supported functionality the high-level computer needs to
run. This initialization sequence can be designed in such a way that re-initialization is pos-
sible without a power cycle. This concept would be immensely powerful for development.
The Tiva could be initialized with a set of sensors on various pins, and then immediately be
re-configured to serve different sensors without needing to edit and redeploy the low-level
code. This is an extremely important feature of the framework. The most popular microcon-
troller frameworks do not focus on higher-level interaction and thus the user must employ

this piece themselves.

0 N A A [

As an additional tool to help simplify microcontroller development, an interactive web in-
terface GUI will be constructed to model the T1 Tiva and the available sensors. This tool is
appealing to engineers who do not come from a computer engineering background and who
do not want to work directly with the library and framework developed but instead leverage
its capabilities in a user-friendly way. A developer will be able to use this GUI to specify
which peripherals they would like and which pins to place these peripherals on the Tiva.
The GUI will interactively query a backend knowledge base of the Tiva to check the validity
of these sensor configurations. It will be able to detect and prevent pin conflicts as well by
having knowledge of each of the Tiva pins and their respective underlying communication

protocols supported.



The development of a GUI to guide microcontroller development in this fashion will truly be
a game-changer in microcontroller development. The developer can simply use the GUI to
specify which peripherals are located on a particular microcontroller, generate the low-level
code and high-level communication code with the click of a button, and progress through
the development of their application without having to worry about microcontroller-related
issues. This will allow microcontroller development to go from a tedious and difficult devel-

opment problem to a plug-and-play solution for a wide range of robotic applications.

The work that will go into modeling the Tiva for such an interactive GUI will also have nu-
merous benefits. By modeling the Tiva and its respective pin maps, support communication
protocols, and various built-in functionalities, one can easily use this model as a basis for
hardware simulations. While this is not the overall goal of developing the functionality re-
quired for an interactive GUI, it will still be able to serve as a starting point should someone

choose to use the backend code as a basis for hardware-related simulations.
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In order to understand the full power and scope that a flexible microcontroller library and
framework can provide, it is first necessary to understand which tools already exist along
with how microcontrollers fit into various robotics applications. From understanding the
current state of microcontroller frameworks and development tools, one will be easily able

to see and identify the key gap that this work aimed to solve.

Ooooio OoOoDonboon iogdoooood

A few frameworks have been developed to be centered around microcontroller development
for educational purposes. Such a framework like PyBoKids [37] and ScratchX [10] were
developed with the entire goal of abstracting microcontroller development so students can
learn the fundamentals of robotics in a classroom environment. Frameworks like these truly
have a valuable purpose in the realm of education and learning. The abstraction techniques
used for these frameworks are geared to take out a significant amount of ambiguity related
to the microcontroller such that the code is easy to read, understand, and learn. A downside
to these educational frameworks is that they are overly abstracted and do not take full

advantage of the microcontroller capabilities. As a result, such educational frameworks are

7



typically not used for more advanced systems.

00000 000000000 dooJodoodd

More practical microcontroller frameworks have been developed with the key idea of sim-
plifying the development of such devices. There are three most common frameworks which
are used throughout microcontroller development with this key goal in mind. Energia was
an immensely popular framework and IDE designed for Texas Instruments products until
it was discontinued in 2019 [2]. It is geared toward engineers who are not as familiar with
microcontroller development and simplifies a lot of the low-level programming features and
challenges. Energia has proven to be useful for simple applications related to microcontroller
development and many have used the simplicity of the open-source framework to their ad-
vantage [32]. However, due to this abstraction, many developers faced various issues when
trying to take advantage of more advanced features with their respective microcontrollers
as not all features were enabled through this framework. Additionally, the Energia IDE
did not provide comprehensive debugging features as CCS did, such a tool is required when

designing and debugging more complex applications.

RPi.GPIO is an open-source library for Python to interface with the GPIO Pins of the
Raspberry Pi microcomputer [9]. This library has many benefits for the end developer. The
software is extremely easy to use for a variety of different applications [19]. The library
is well documented. There is currently a strong community of developers who assist with
development discussions in forums. Many successful Raspberry Pi projects have been made
using this library. The only downside to this framework is that it uses Python. While Python
is a great language for its simplicity and easy code structure[34]. It suffers from being a slow

language and is not as resource efficient as a language like C[33] or C++[24]. Hence, while

8



this framework may be useful for a wide range of microcontroller-related projects, it is not
ideal for multi-joint robotic systems in which speed and resource management are key to

designing a successful system.

Wiring is an open-source software suite which contains a framework, library, language, and
IDE that many easy-to-use microcontrollers, such as Arduino are based on[17]. Similar to
RPi.GPIO, this framework is used by many microcontroller developers and thus has a lot
of support in terms of documentation and online forums. The wiring language is written as
what the developers call a "thin layer” which sits on top of C/C++ to simplify programming
development for its end users[17]. Wiring was initially written for 8-bit AVR microcontrollers,
however, other developers have extended this framework for their particular microcontrollers.
Additionally, the Wiring IDE allows for all of the user’s written code to be constructed in a
programming environment that has the libraries built into the development and thus the user
does not have to worry about building-related issues. The wiring library is one of the best
and most common frameworks for microcontroller hobbyists and has been used on several
Arduino projects. However, there are some key drawbacks to this software suite. The wiring
IDE, similar to the Energia IDE, does not provide complex debugging features which are
essential to complex microcontroller development. The wiring language can be viewed as an
over-abstraction of the microcontroller code which can lead to inefficiencies during the final
application. Additionally, the wiring framework only provides a way to interface with various
microcontroller peripherals and not the actual computation needed to make such peripherals
useful. Therefore, while this framework is used for many microcontroller projects, it suffers

from over-abstraction and does not provide an interface for common robotic sensors.
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Many of these microcontroller frameworks serve their purpose with their respective applica-
tion. Frameworks centered around learning make for great experiences for students and help
them begin to understand the world of microcontrollers. More practical developed frame-
works and libraries such as Energia, RPi.GPIO, and Wiring, aim to make microcontroller
development simpler for a specific type of application. These practical frameworks are used
throughout the field of microcontroller development for certain projects, however, they lack
a place when it comes to developing software for multi-joint robotic systems. Most of these
practical frameworks suffer from being overly abstracted to simplify development or lack key
software development tools such as a debugger. Additionally, all of these microcontroller
frameworks only focus on basic communication for external peripherals and do not provide
an easy way to process this data or communicate it to a high-level computer for other various

applications.

The key gap in this field is the lack of an easy-to-use, simply abstracted microcontroller
framework which supports various high-level communication, control, and testing features
along with essential peripheral communications as well. Such a framework would not only
assist with software development on a microcontroller but would also provide a solution
for how to connect the device to a greater network of distributed microcontrollers. The
valuable high-level communication features previously mentioned would greatly assist with
microcontroller development and testing. The goal that this work aims to solve is to make
an extendable and scalable microcontroller framework that supports peripheral integration,
high-level networking, and high-level protocols which can be used for dynamic configura-
tion of the microcontroller to limit hard coding peripheral locations and peripheral-related

constants.

10
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The framework and library proposed in this thesis are structured to provide the user with a
smooth development process while not suffering from over abstraction. Several key features
make up the structure of this software framework. Easy sensor integration provides the user
with the ability to scale the framework as needed for their application by using polymorphism.
Dynamic initialization provides the user with a method of easy testing during development
as the microcontroller and its peripherals can be tested in various combinations without
needing to redeploy code. The EtherCAT communication provides a state-of-the-art and
blazingly fast communication method for the microcontroller to communicate with the high-
level computer. An interface with the high-level computer is established for this framework
and is based on the IHMC Open-Source Robotics Software. Finally, a virtual emergency
stop is built in to prevent actuators from being commanded when a sensor reading goes out
of its respective bounds. The virtual EStop is equiped with various halt codes that signal
to the user which sensor triggered the EStop to assist with debugging. This section will
go in-depth into each of these features to describe how they were implemented and their

usefulness to the end user.
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The simplicity of the framework’s structure is truly what attracts end-users. By having
a structure that is easy to understand, the user can better implement software for their
respective robotic application. This understanding of simplicity was taken into extreme
consideration when designing this framework and was the driving force behind its devel-
opment. After careful consideration, the flow of the underlying low-level controller code
was organized into three main components: Initialization, Control Loop Processing, and
EStop Check Loop. The algorithms for these components can be seen below in Algorithm

1, Algorithm 2, and Algorithm 3 respectively.

0oooo - 00dooooiooopobd dooooddoo

For the Initialization Procedure, the Tiva waits in a loop for the high-level computer to
startup and begin sending initialization frames. As the initialization frames come in, the
Tiva stores them accordingly for the corresponding sensors. The correlations between the
initialization frame number and the sensor are determined by the user of the framework,
typically each initialization frame is meant to provide data for a single sensor, however, this
is up to the user’s design pattern. Once all of the initialization frames have been processed,
the Tiva breaks out of the loop and initializes all of its peripherals based on the data the

high-level computer sent it.

0oooiD  ODOooul boon Dobbortooo

The Control Loop Algorithm is run inside an Interrupt Service Routine (ISR) and is a timer-

based interrupt. The user can set the desired update rate of the Tiva by specifying the rate

12



at which this timer triggers. The reason all of the computation is done within an interrupt is
to assist with discrete time assumptions. By having all of the computation done in a single
ISR, we are able to reaffirm all of the discrete calculations related to the high level controller.
Additionally, we are able to determine if the Tiva is updating at the desired rate. By having
all of the computation done in a single interrupt, no other interrupts from sensory signals
will be triggered. While this goes against the typical practice, it was determined that this
described simplifies the structure of the software. Traditionally, having multiple interrupts
for each sensor causes ambiguity in the rate which these sensors are updating. The use of a
single ISR for the control loop allows the high-level computer to determine the true update
rate of the Tiva because it waits for data for each of the connected sensors before it sends
data back to the high-level computer. This allows the high-level computer to accurately

determine if the Tiva and its sensors are actually achieving its desired update rate.

0ooio  0OoooU 4doboo oo

The EStop algorithm is run inside another ISR and runs at the same rate as the control
loop. The EStop check does not take a significant amount of time and is extremely fast
as no peripherals need to be interacted with. The routine checks that each sensor reading
is within its correct limits. If they are not, a corresponding halt code is set pertaining to
that particular sensor and the Estop is set to be triggered. Once the EStop is triggered, the
control loop will no longer send PWM commands to the motor controllers. However, it will
continue to read data from the sensors and send that data along with a corresponding sensor

halt code, back to the master for debugging purposes.

The Tiva cannot come out of an EStop state by simply moving the troubled sensor back to

its acceptable range. This is for safety purposes so there is no case in which the Tiva goes
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into an EStop, relaxes the actuators and immediately comes out, and continuously loops
between an EStop state and a working state. The Tiva can only come out of an EStop
triggered state by fixing the troubled sensor back to an acceptable range, and going through

the process of re-initialization which will be described in a later section.

Q0000000 O Initialization of Tiva

00 Microcontroller turns on
00 tiva:Initialized  false
00 0000 Mtiva:Initialized OO
an Receive initialization frame data from high-level
an 10 new initialization data 0000
nli Process initialization frame data
Wi Send response to high-level that the frame has been processed
o 10 all initialization frames have been processed 0000
il tiva:Initialized  true
ulal 000 oo
ulal 000 oo
001 000 0000
00 Proceed to Control Loop

(0000000 O Control Loop of Tiva

00 Control Loop Timer triggered
00 Read from Tiva Sensors
0 00 EStop not triggered 000U
an 10 new control signal received from high-level 000
nli Store data from high-level
a Process and apply data from high-level
an Send sensor data to high-level
uli 0oo0
an Process and apply data from high-level
oon Send sensor data to high-level
omo 000 o
oo0 0000
oon Send sensor data and halt code to high-level
alul tivalnitialized  false
0o 000 00
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Q000000 O EStop Check Of Tiva

00 EStop Timer triggered

00 00 Sensor A out of of user-define limits 0000
an tiva:haltCode  SensorAHaltCode

00 0000 00 Sensor B out of user-define limits 0000
a tiva:haltCode  SensorBHaltCode

00 0000 00 Sensor C out of of user-define limits 0000
o tiva:haltCode  SensorCHaltCode

ui

i (00
oo 000 0
001 EstopTriggered  tiva:haltCode! =0

Oi0  0000Dooot 0oooooo

During the development of the library, common robotic sensors were built to give program-
mers a head start on their microcontroller development. The sensors pre-built into the
library are common and used all around the field of robotics. The library includes various
support for Absolute Encoders, Quadrature Encoders, Force Sensors, Force-Torque Sensors,
and IMUs. Each of these sensors is programmed in its own unique structure and supports

polymorphism for code conciseness, ease of operation, and scalability.

Qoo 0ottt dooooooo

Absolute Encoders provide important feedback when determining the position of a robot’s
joint. These sensors are unique in that they can provide the exact position and velocity of
a joint on a robot at any given time. They are widely used across robotic applications and
provide essential feedback on the state of the joint with respect to the overall control system.
This library comes pre-built with two popular absolute encoders, the Gurley Encoder model
A19, and the Orbis Encoder model PO1_07. The Gurley Encoder model A19 which can

be seen in Figure 3.1a uses optical electronic technology to measure angular position. It
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Figure 3.1: The absolute encoders pre-programmed into the framework

has a maximum resolution of 18 bits and communicates over the SSI protocol to the TI
Tiva. The encoder ranges from 0 to 180 and has a resolution of 0:021 [12]. The Orbis
Encoder model PO1_07 which can be seen in Figure 3.1b provides a 14-bit resolution with
an accuracy of 0:25 . The encoder ranges from 0 to 360 and communicates over the SSI

protocol to the TI Tiva [13].

There is a simple algorithm that sits on top of the Absolute Encoders and is provided in the
form of an overarching Joint structure. This structure adds extra features and algorithms
to the absolute encoder readings to make them safer and easier to function with. The Joint
structure adds a relative zero position, forward range of motion, and backward range of
motion on top of the encoder readings. This allows the absolute encoder values to be zeroed
at a corresponding position properly and yield results that are easier to read. Additionally,
the range of motion values are used as a safety feature. If the robot joint goes outside the

set ranges of motion, the framework’s virtual E-Stop will be triggered.
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The Joint structure takes care of standard issues related to absolute encoders. Some absolute
encoders have different "wrap-around values” such that once the encoder reaches the final
value (180 or 360 depending on the encoder), it wraps back around to a value of 0 . This
is not practical for mounting on a robotic system as it will have to be mounted in such
a way to prevent this wrap-around. Instead, a custom algorithm moves this wrap-around
value outside the user-defined range of motion of the encoder. This is computed by using
the zeroing value and the ranges of motion provided by the Joint structure. Hence, the user
can mount the absolute encoder any which way on the robotic joint, set the corresponding

ranges of motion, and not have to worry about this wrap-around problem.

The final common issue this Joint structure handles has to do with the absolute encoder’s
corresponding final value. Some encoders have their final value set to 180 and some others
have it set to 360 . To account for this, the Joint structure treats each encoder as if their
wrap-around value is 180 so that a wide variety of encoders can be added to the Joint
structure and still work properly. Should the end user want to change this in the framework

to function differently, they can easily do so.

Ooooio  O0Oddobobot Ooobouoo

Quadrature Encoders are types of incremental encoders that provide relative feedback on
the position and the direction a joint or a motor is moving in. These encoders differ from
absolute encoders in that these quadrature encoders need to have a relative home position in
order to accurately measure the distance traveled. These encoders can be used to measure
the position of a joint on a robot (just like absolute encoders) or can be attached to a
motor to count the number of revolutions and direction the motor is moving in from its

home value. This feedback can be essential when designing controllers for various actuators
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and be combined into a Kalman filter to provide important data relative to various sensor
components on the robot. The Quadrature Encoder which was pre-programmed into the
framework is the Encoder MR Type ML Part #225780 which can be seen in Figure 3.2
This encoder contains three channels, has a maximum operating frequency of 200KHz, a
maximum speed of 12000RPM, a resolution of 1000 counts per turn, and used the QEI

protocol to communicate to the Ti Tiva [1].

Figure 3.2: Encoder MR Type ML Part #225780

000D  [COooo ooooooo

Force Sensors are extremely valuable when it comes to robots as many popular controller
algorithms use force or torque control. Typical force sensors output a linearly correlated
varying voltage depending on the amount of compression or tension force being applied to
it. Force sensors need some type of calibration process. By having linear properties, this
calibration process can be set by having an offset point and a slope. These two values are
required during the construction of a force sensor in the provided library to output the correct
and corresponding force. The force sensor which was pre-programmed into the framework
was the Futek Force sensor model LCM200 which can be seen in Figure 3.3. This force sensor
features a rated output (RO) of 1-2mV/V nom, a nonlinearity factor of 0:5% of the RO,
a hysteresis factor of 0:5% of the RO, and a nonrepeatability factor of 0:1% of the RO.

This sensor outputs voltages depending on the compression and tension forces the sensor is
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experiencing. Hence, this sensor communicates its force data to the Ti Tiva via an ADC

interface which converts these varying voltages to digital values [5].

Figure 3.3: Futek Force Sensor Model LCM200

000D ODO0bOiOoobUd 0odoodo

Force-Torque sensors (FT sensors) provide 6-DOF feedback related to the force vector and
the torque vector that the sensor is experiencing. These sensors provide this feedback in three
directions (Cartesian directions: X, Y, Z) and are usually placed at the end of a robotic limb
to determine what the robot is interacting with. Many F'T sensors have their own built-in
microcontroller to handle calibration processing, sampling, and other processes related to
sensor data extraction. The FT sensor pre-programmed into this library was the ATI Force
Torque Transducer Mini45 Titanium which can be seen in Figure 3.4. This F'T Sensor can
accurately measure forces in the X and Y directions up to 3000N and 6400N in the Z
direction. As for torques, this F'T Sensor can measure up to 9700Nm/rad for the X and Y

axis torques and up to 20000Nm/rad for the Z axis torque [16].
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Figure 3.4: ATI Force Torque Transducer Mini45 Titanium

ool ddAad

Internal Measurement Units (IMUs) are extremely valuable sensors that help understand the
internal positional state of the robot. These sensors usually measure acceleration, angular
momentum, and direction. These measurements can be used in sensor fusion algorithms
to obtain Euler angles for a particular component on the robot or the entire robot itself.
IMUs are extremely common for state-space estimations. They are commonly used to pro-
cess how a control algorithm affects the estimated state of the robot. The IMU which was
pre-programmed into this framework was the MPU 9250 which can be seen in Figure 3.5.
This IMU has a triple access accelerometer with 2g, 4g, 8g, 16g scale ranges, a gyro-
scope with 250 /sec, 500 /sec, 1000 /sec, 2000 /sec, and a magnetometer (through
an embedded AK8963) with a three-axis magnetic sensor, magnetic concentrator, an output
resolution of 14-bits, and a full-scale measurement range of 4800 T. The sensor uses the
12C protocol to communicate with the TI Tiva and requires an initialization procedure for all
of the features and an additional calibration process for the gyroscope readings [6]. Due to
the extensive functionality of this sensor, it takes the longest to initialize out of all the pre-
programmed sensors in the framework with an initialization time of about two seconds. The
initialization procedure is tailored to a respective resolution for the accelerometer, gyroscope,
and magnetometer. These resolutions were chosen based on the most common applications
and best user experience (reported on forums) for this sensors. Should the end-user require

a different resolution, they are free to edit the initialization sequence.
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Figure 3.5: The MPU9250 IMU

000 Ubidbbiobio 0ob toooot jUotooooo

While the framework has various pre-programmed sensors for a user to implement and use
in their application, it also supports additional sensor integration with ease. This is truly
what makes the framework powerful: the ability to easily add more sensors and contribute
to a larger open-source community. The framework takes advantage of custom-implemented
polymorphism in C with the various different types of sensors. This allows sensors to be
added and extended from various sensor categories in order to follow the same outline as the
base sensor structure. The implementation of the Gurley and Orbis Encoders as Absolute
Encoders will be used as an example to demonstrate the strength of polymorphism in this
framework. The low-level firmware code contains header and source files for both the sensor
category and the various sensors which fall under that sensor category. In an object-oriented
language such as C++ the sensor category would be considered the base class and the various
sensors which fall under that category would be the derived classes that inherit the base class.
In this example, the Absolute Encoder structure can be treated as the equivalent base class,

and the Gruley and Orbis Encoders can be treated as the equivalent derived class.

In order to custom implement polymorphism in C, the base structure must define a virtual
table that re-directs functions call to the appropriate derived structure and its respective

functions for processing the sensor. The virtual table for Absolute Encoders and their cor-
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responding function names can be seen in Listing 3.1. This virtual table specifies that all
Absolute Encoders which are implemented in the framework must have a corresponding
function call for an enabling feature, a read sensor feature, and a freeing feature. During
the construction of derived Absolute Encoder structures (the Gurley and Orbis Encoders
in our example), the function pairing for the virtual table is assigned along with the base
structure’s data fields. An example initialization of the virtual table for the Gurley Encoder
can be seen in Listing 3.2. The initialization of the virtual table shown in this listing can be
read as follows: AbsoluteEncoderEnable will point to GurleyEncoderEnable, AbsoluteEn-
coderReadSensor will point to GurleyEncoderRead, and AbsoluteEncoderFree will point to
GurleyEncoderFree when the constructed Gurley Encoder structure is passed as an argument

to the purely abstract virtual functions.
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Listing 3.1: The Absolute Encoder Virtual Table
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Listing 3.2: Gurley Encoder Constructor Virtual Table Initialized

After the derived structure initializes the base structure’s respective features, it then dynam-
ically allocates space to store these fields as well as any other fields specific to the derived
structure which is being constructed. In the given example, after this construction is com-
plete, the Absolute Encoder functions (such as AbsoluteEncoderEnable for example) can be
called on the corresponding Gurley and Orbis Encoder structures and the virtual table will

point to the corresponding function to properly initialize these sensors.

This polymorphism feature offers immense power and flexibility when it comes to the frame-
work’s scalability. Any new sensor can be added to a corresponding sensor category, create
functions around the virtual table given, have its own respective private data elements used
for processing, and be easily called from the base structure’s virtual functions. Addition-
ally, each derived sensor structure can also have its own private functions for other types
of processing should a particular sensor offer more functionality than is supported by the
base structure. An example of the effectiveness of polymorphism can be clearly seen below
in Listing 3.3. As one can see in the listing below, the true power of polymorphism comes
from how the element is constructed. Both the Gurley and Orbis Encoders are Absolute
Encoders hence their dynamic memory can be stored as an Absolute Encoder pointer and be

called by Absolute Encoder functions. However, depending on the encoder constructed, the
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Absolute Encoder function will point to the corresponding derived class function to handle

the respective task.

0000000D00D0R00D bOoobobot 0 Oobooboboobobooboobobooboood
000b00booitooooo bootboot 0 boooboobooobootboobbooboooo
0000000b00b0b00bobo0bobouboboobo oo 0oboo bbo bobooo Dhobooh Doobob oboooooo
000b00booitooiboibboibooobooboo Lo boooo boo 0ooot Oobboob Oooooo Oooooobo
ooo
00b0bo0boooooo
0
ooo
0000000000b000LO0bo0ibotbooobooobooL 0o botb 0boo boo boobod boooboo booboooo
0000000b00o0b00bObo0bobouboboobooon 0o boot bhob 0bo boboo 0boobob bboooooo
0oo
0
0000000b00D0bO0bObo0boboobooo 0U 0bodt bood oobobo boobobo booo boooobod
000b00booitoobboobooiboouboobe 0o 0oooo Lot oobbo boooooo boot oobooooo
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Listing 3.3: Polymorphism Example

Oi0  ODUinit fooodoootog

Dynamic Initialization is a feature which provides the user an immense amount of flexibility
when testing their design. The framework and library were programmed so the master
computer has all knowledge of the Tiva’s respective low-level sensors and the types of sensors

it is using. The high-level code was written to provide an interface to the user which allows
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them to customize how these sensors are used on the Tiva (the interface is described in a later
section). The true power from this initialization comes from dynamic port configuration.
Once the desired sensors are programmed into the low-level framework, they are not assigned
a port base or a set of pins to communicate on by default. Instead, this data is contained
within the high-level initialization process and the Tiva initializes the corresponding pins
for a sensor based on the desired pin map from the master computer. This means the user
is able to immediately switch the pins used by a particular sensor from just interacting
with the high-level computer and not needing to re-deploy an entirely new pin initialization
sequence to interface with the sensor. This is part of the strength of this framework. All
of the sensor interfaces are already pre-programmed and the user just needs to interface
with the high-level to command the Tiva which pin map to initialize each sensor on; the
underlying low-level framework an library takes care of the rest. There are also certain
customization particular to each individual sensor. For example, Absolute Encoders will
have a zero position and range of motion limits, while a Force Sensor will have an offset and
slope value along with compression and tension force limits. These differences in sensors are
handled by tailoring each initialization frame for each individual sensor. Hence, if a Tiva
has five sensors, the master computer will send out five initialization frames tailored for
each one. The only caveat is that the Tiva needs to know which initialization frame number
corrisponds to which sensor. This is addressed in the framework via the use of enumerations.
During the initialization process, the Tiva examines the current initialization frame number
being sent from the master, identifies the corresponding enumeration, and stores the data
for that particular sensor accordingly. An example set of enumerations for initialization can

be seen in Listing 3.4.

0000 00b00bOboobooouboboobooooeo
o O
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Listing 3.4: Initialization Enumeration

The framework also supports dynamic re-initialization at any point in time. This means that
if the user wants to change a few values pertaining to a sensor’s pin map or a sensor’s limits,
they can do so by editing these values in the high-level and by restarting the initialization
procedure without the need for a power cycle of the microcontroller. This makes tuning
the microcontroller much easier as all of the sensor arguments are stored on the high-level,
can be edited at any point in time, and re-sent to the Tiva to view the changes in real
time without needing to redeploy low-level code or power cycle. This was implemented
using dynamic memory allocation on the Tiva. Upon initialization, the Tiva dynamically
allocates all of the sensors due to the use of polymorphism. It then uses these sensors for
controls processing under normal operation. However, if the master attempts to re-initialize
the Tiva, all of the sensor structures are freed and get re-populated and allocated by the
re-initialization sequence. After these sensors are re-initialized, they initialize their new pin
map, set new constant value pertaining to the sensor’s processing of data, and then control
procedure continues as normal with the updates values the user specified in the high-level

interface.
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This re-initialization can also be used to reset a Tiva which had its EStop triggered. When
an EStop is triggered, it sets the tiva initialized flag to false as a safety feature. Hence the
only way to reset this flag to continue normal operation is to fix the troubled sensor and

re-do the initialization procedure to set this initialized flag back to true.

Ol Oobbodbt gogdoodooobo

The framework and library includes support for the EtherCAT communication protocol for
fast reliable communication to the high-level controller. EtherCAT stands for Ethernet for
Control Automation Technology and is meant to specifically address the inefficiencies of
Ethernet [25] [31]. These inefficiencies in Ethernet are caused by specific protocols such as
IP and ARP which are not necessary in a static network on robotic systems; these traditional
protocols mainly serve a purpose in dynamic networks (such as a home internet router) in
which the number of devices on a network can change at any time. Since the majority of
robotics systems have a static network, the EtherCAT communication protocol was chosen
due to its minimalist approach to networking which can speed up the communication loop

between the Tiva and the high-level computer.

The EtherCAT communication protocol was implemented into the framework through an
external microprocessor responsible for maintaining this communication. The EasyCAT Pro
was chosen as the EtherCAT interface because it offers an easy to use configuration tool
and offers plug-and-play abilities with almost any EtherCAT master program. This board
interfaces with the Tiva over the SSI communication protocol and uses the LAN9252 chip
as the EtherCAT slave controller (ESC) [18]. An image of the EasyCAT Pro can be seen

below in Figure 3.6.

The EtherCAT protocol works to guarantee real-time communication capabilities as the
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Figure 3.6: The EasyCAT Pro

master is the single entity capable of sending a communication frame and the slaves simply
process the data on the fly and continue to move the frame downstream in a daisy chain
manner. However, complications arise with this EtherCAT guarantee since the LAN9252 is a
separate dedicated chip to process the EtherCAT protocol and is not part of the Tiva. Hence,
while this real-time guarantee might be true for the LAN9252 on the EasyCAT board, it
does not guarantee that the Tiva will see the data in real-time as it is a separate component
which queries the LAN9252 for the latest information. If the Tiva is running slower than the
master computer, the LAN9252 will still guarantee this real-time communication however,
the rate at which the Tiva queries this board for the data will be slower and as a result, the
Tiva will miss communication frames coming from the high-level computer. Moreover, if the
Tiva does miss communication frames, the master has no way or knowing because it is only

communicating directly with the EasyCAT Pro and not the Tiva board.

To address this problem, a counter value dubbed the master process ID (MPID) was added to
the EtherCAT frame and is used on every Tiva Slave in the distributed EtherCAT network.
For each communication data frame the master sends out (could be an initialization frame or
control frame to command the microcontrollers), the master attaches an MPID to the frame

and sends it to the Tiva. When the Tiva is processing this data, it then copies the MPID
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received from the master and echos it back to signify that the data corresponding to the
MPID the master sent out has been processed. Additionally, if the Tiva receives the same
MPID as the one it just previously processed, the Tiva will reject the input as it already
responeded to the master’s request for that particular MPID (although the input is rejected,
the Tiva will still respond to the master with updated values). The MPID is set to count up
to a value of 200 and is then reset down to a value of 1. This gives the master computer a
way of understanding how fast the Tiva is updating because the MPID is edited by the Tiva
and not the LAN9252. Various protocols were implemented around the use of the MPID

and serve different purposes for communication techniques.

Qoo DidbitUoboooto

There are many different techniques for communicating to low-level microcontrollers. A
common approach is to have the master computer send out a new frame with an updated
MPID every time it runs its high-level control loop. However, this approach can have inherit
disadvantages especially due to the seperation of the LAN9252 from the Tiva board. These
disadvantages come from the fact that the Tiva might not be able to keep up with the master
computer and communication frames can be skipped. A occurrence of a skipped frame once
in a while is no problem from a controls standpoint. However, for initialization procedures in
which every frame contains valuable data on how the Tiva should function, a skipped frame

can be catastrophic.

A protocol was put together on top of IHMC’s EtherCAT communication to address this
problem. The Tight-Chaining protocol utilizes the MPID to ensure that the Tiva is pro-
cessing each and every frame that the master computer is sending. This protocol is used for

the initialization procedure in the framework and is implemented in the high-level controller
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communication algorithm. The master computer will first send out a frame with an initial
MPID. The Tiva will then receive that MPID and process the request of the master computer
as normal. The protocol differs from typical communication in that the master computer
waits for the Tiva to echo the MPID before it sends the next frame. This guarantees that the
master waits for the Tiva as it is restricted on when it can send out another communication
frame until the Tiva is done processing. In order for this to occur, the master must send
out at least two communication frames (in the best case) to the Tiva in order to determine
if the Tiva updated. The first frame is to initially send the data to the Tiva and will have
a particular MPID attached to it. The second frame will have the same MPID attached to
it (because the master computer must wait for a response to update the MPID) and is to

collect the data from the Tiva.

From the Tiva’s perspective, it receives the first frame which is a new MPID, begins process-
ing, and sends no data back to the master (because it is the initial frame). On the second
frame, the Tiva finishes its processing and when the master sends out the second frame, the
Tiva pulls it, realizes the MPID is the same as the first and rejects the input, but publishes
the result from the first frame with the echoed MPID and sends it to the master. The cycle
continues from there. The protocol can be seen in greater detail in Figure 3.7 for a simple

case with one Tiva slave component.

Step 1) Step 2) Step 3) Step 4)
Master | Master ’ Master Master
Tiva ‘ Tiva ‘ l Tiva ‘ ‘ Tiva
/~ Processing ™ i." Waiting for / Processing
\_ MPID1 \__MPIDZ “ MPID 2

Figure 3.7: Tight Chaining Implementation
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This protocol has its advantages and disadvantages depending on the application it is being
used in. For initialization purposes, this protocol has major benefits as the master computer
is constrained to wait on the Tiva to echo back the MPID before it can send out another
initialization frame. However, because it requires the master computer to send out two
frames per updated MPID (the first to send the MPID to the Tiva, the second to get its
response), the communication rate between the master and the Tiva is effectively cut in half.
Hence, while this protocol is ideal for initialization purposes as it guarantees every frame will
be read by the Tiva, it is not ideal for controls processes as the update rate of the controller

will take a dramatic hit.

Qoo DOottodoeooouo

Another protocol was designed specifically to manage control signals from the master. The
protocol of Loose-Chaining was developed so that the control loop can update as fast as
possible with occasional skipped frames. It was designed so that the master could also
monitor how many frames were skipped by the Tiva. This protocol works by allowing the
master computer to be one MPID ahead of the Tiva which accounts for the downside of
Tight-Chaining. In Tight-Chaining, the master must wait for the response of a single MPID
and thus it takes two communication cycles. However, Loose-Chaining works by initially
sending the Tiva an MPID, then immediately sending the Tiva an incremented and new
MPID. The point of doing so is that once the Tiva is done processing the first MPID, it
sends it back to the master and then can immediately begin processing the second MPID.
Once the master receives the MPID which is equivalent to one minus the current value of
the MPID which is being sent, the Tiva has been updated and the master then increments
the MPID and sends it again to stay one step ahead of the Tiva. This cycle then continues

from there. It is important to note that frames can be skipped using Loose-Chaining. By the
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master always being one step ahead of the Tiva, it is assuming the Tiva is able to keep up at
the same speed. If this is not the case, the Tiva will appear to be 2 MPID values behind and
the master will register this as a skipped frame. Under normal circumstances, the skipped
frames are rare but do occur. Further analysis on the amount of frames skipped for this
implementation was tested and recorded to test the protocol. The Loose-Chaining protocol

can be seen in more detail in Figure 3.8 for a simple case with one Tiva slave components.

Step 1) Step 2) Step 3) Step 4)
Master | Master ‘ Master | Master
Tiva | Tiva | ‘ Tiva ‘ Tiva
Y v DU AN B S
/~ Processing ":l / Processing \ / Processing ” Processing
\_ MPID1 / \_ MPID1 \_MPID2 / \_MPID2

Figure 3.8: Loose Chaining Implementation
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Various communication codes were programmed into the EtherCAT frame to command the
Tiva to processes and interpret the data within the frame in a certain way. This allows the
Tiva to treat initialization signals differently from control signals and extract the appropriate
data based on which type of signal the master computer is sending it. To assist with this, the
master computer will send a Signal Byte at the beginning of each EtherCAT frame which

the Tiva can use to understand how to parse the incoming data.

From a low-level code point of view, this was accomplished using a union of various EtherCAT
frame structures for each of the possible different signals which the master computer could

send. By having a union of structures, all of the EtherCAT frames occupy the same memory
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in the low-level code within the union and each individual struct can be called based on the
value of the signal from the master computer. For example, if the signal from master is a
Control Signal, it will use the corresponding structure within the union to handle the data
extraction for the received control signal. An example of how to use this EtherCAT union

structure can be seen Listing 3.5 and in Listing 3.6.
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Listing 3.5: EtherCAT Union of structures
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Listing 3.6: Brief EtherCAT Union of structures implementation example

These respective listings clearly show how the signal from master allows the Tiva to correctly
extract the underlying data relative to the EtherCAT frame sent. In the example provided,
the etherCATInputFrames union serves as a middle-ground for accessing the correct struc-
ture based on the type of data the master computer is sending. If this kind of check was
not implemented, the Tiva would have no way of knowing which frame the master would
be sending and it could parse the data incorrectly. If the Tiva processes an incoming ini-
tialization signal from the master as a control signal, the byte order will not properly align
as different data types of various sizes are stored in each frame (as will be seen in the next
section). Hence this signal byte is important as the Tiva will not risk misinterpreting data
and will thus avoid catastrophic failure. There are four main signals which are programmed
into the framework, however, the user is able to add more should they choose. The following

are the four pre-programmed signals:
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« [U0IDIODIODOO0OOD Sends initialization data the microcontroller needs before it can
start processing.

o UOOOOOOI Commands the Low-Level Controllers to move to a desired location.
The Low-Level Controllers then sends the master the most updated sensor values.

o 00OO0 Puts the Low-Level Controllers in standby.

o [0 OOODO0O0OOIOOI When the Tiva is initialized but not connected to the master
computer.

o OO0 Triggers the low-level controller’s emergency-stop and turns motors off.

Each of these signals and their respective responses are pre-programmed into the low-level
framework. The end user is encouraged to design their application around these given signals

as it greatly simplifies the organization of the possible Tiva States.

0 O

The EtherCAT frame is the physical data frame which gets transferred from the master
computer to the Tiva and visa verse. Each Tiva has two frames which interact with the
master computer, one frame is for receiving data and the other frame is for sending data.
These input and output frames are stored on the Tiva in the form of a union of structs
and an example of an input frame union can be seen in Listing 3.5. It is important to note
that each of these input and output frames are different in structure yet occupy the same
amount of data total. This framework was designed to have a default frame size of 128 bytes
for input and 128 bytes for output. This is the maximum amount of bytes which can be
allocated to the EasyCAT board, and is one of the default configurations of the board which
can be flashed with the EasyCAT configure tool. Sample EtherCAT frames for an input and

output control signal frame can be seen in Table 3.1 and Table 3.2.
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Table 3.1: CONTROL Signal Data Tiva-To-Master.

0000 0ooo 0000 OmOeoo C000 0000
uint8 t Signal To Master 1
uint8 t Master Process ID (echo) 1

float|] Force (Actuator 0 and 1) 8 (4 each)
uint32_ t]] Motor Encoder Raw Position (Actuator 0 and 1) 8 (4 each)
int8_t|] Motor Encoder Direction (Actuator 0 and 1) 2 (1 each)
int32_t|] Motor Encoder Raw Velocity (Actuator 0 and 1) 8 (4 each)
float|] Motor Current (Actuator 0 and 1) 8 (4 each)
float|] Joint Angle (0 and 1) 8 (4 each)
float|] Accelerometer (X, Y, and Z) (4 each)
float]] Gyroscope (X, Y, and Z) 2 (4 each)
float|] Magnetometer (X, Y, and Z) 12 (4 each)
float|] Force-Torque Force (X, Y, and Z) 12 (4 each)
float|] Force-Torque Torque (X, Y, and Z) 12 (4 each)
uint8  t]] Remaining Bytes 24
Table 3.2: CONTROL Signal Data Master-To-Tiva.
0000 0oOo 0000 OoOeoo 0000 0000
uint8 t Signal From Master 1
uint8 t Master Process ID 1
uint8_t[] Direction (Actuator 0 and 2 (1 each)
1)
float]]| PWM (Actuator 0 and 1) 8 (4 each)
uint8  t]] Remaining Bytes 116
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The framework comes pre-built with various LED codes to help understand the current status
of the Tiva. Similar to how the framework allows for dynamic initialization of the sensor
ports and pins, the pins which the LED functions on can also by dynamically configured from
the master computer. The LED used for this debugging is an RGB three pin input standard
LED and blinks or lights up various colors to signal to the user the current state of the
microcontroller. These LED codes are meant to make the internal state of the microcontroller
known and take out ambiguity related to its internal state. These LED codes are also
extremely useful for understanding error codes which the Tiva experiences during processing.
They provide feedback on exactly what went wrong and can direct the user in the correct
direction as to how to fix this underlying issue. A summary of all of the LED color codes

pertaining to possible errors on the Tiva can be seen below in Table 3.3.

LED Color | LED Signal Error Type Status
Single Blink, | Pre-initialization Tiva Communication to the EasyCAT
Red .
Pause error board timed-out
Red Double Blink, | Pre-Initialization Byte Order on EasyCAT board incor-
Pause error rect
Red Triple Blink, | Pre-Initialization Internal Timeout on EasyCAT board
Pause error

Quadruple Pre-Initialization

Red Blink, Pause | error

Unknown Error on EasyCAT board

EStop Triggered, check halt code for
Red Solid Control Loop Error | more information. Or master sent halt
signal to Tiva

Table 3.3: Error LED Blink codes

It is important to note that the majority of these error codes listed can occur in a Pre-
initialization stage. These pre-initialization problems can arise when the EasyCAT board

cannot be initialized on a Tiva and thus cannot receive any data from the master computer
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on how to initialize itself. A key issue arises related to sending an LED signal during pre-
initialization, because the LED pins themselves are sent to the Tiva during the initialization
process. Hence, if initialization does not occur from one of these errors, the Tiva does not
know which pins to use as the debug LEDs. A solution to this problem was provided by
adding a low-level System LED which is only initialized when a problem arises with the
EasyCAT board. The user can select this System LED to be any pin, but it is recommended

to be set to the red pin of the intended installed LED pin to stay in line with the framework.

The other LED codes programmed into the framework depend on the state which the Tiva
is in. These general LED codes can be seen in Table 3.4. As mentioned previously, these
color codes per each Tiva state helps remove the ambiguity regarding their internal state of
the microcontroller. In the framework, not all color combinations are used to signal the Tiva
status, however, the user is able to easily change the colors used or add more color codes as

they see fit.

LED Color | LED Signal Status

No Color N/A Tiva waiting to be initialized from the master computer
Red gﬁiﬁ{mous Tiva Initialized, not connected to the master computer
Blue Solid Tiva Receiving and Processing Control Signals from the

master computer
Purple Solid Tiva Receiving Idle Signal From Master

Table 3.4: General LED Blink Codes
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As previously stated, the true power of this framework and library comes from the structure,
it provides the ability to dynamically use it for a wide range of applications, and the ability
to easily interface with a high-level computer. The framework is designed such that the
high-level computer can make significant changes to the functionality of the Tiva without
the need to redeploy code to the board. While this is an extremely usefully feature, it is
only one component of many which were implemented into the high-level computer. The
hierarchical organization and abstraction of the communication structure provides an easy

way for the user to extend the provided code for their particular implementation.

00 bobobobod

Similar to how the low-level Tiva library implemented contains its own structural features
for simplicity and abstraction, the high-level code aims to do the same so it can be simple
for the end-user. The high-level structure mirrors that of the Tiva microcontroller structure.
The master computer is responsible for proper initialization of the Tiva, commanding desired
motions, processing halt-signals from the virtual EStop, and providing a simple interface for

data visualization.
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The master computer is designed to have knowledge of all the sensors which are used for a
respective Tiva and thus knows how to properly initialize it. Initialization files in a JSON
format are stored on the master computer for each Tiva. During startup, the master parses
each of these initialization files, constructs corresponding EtherCAT frames for each sensor,
and sends them to the Tiva one at a time using the Tight-Chaining protocol. The JSON
file is structured so that each sensor contains the the communication data and the brand of
the sensor for dynamic initialization and polymorphism purposes. Additional information
regarding initialization is then particular to each individual sensor (such as joint limits for an
absolute encoder for example). An example of how the JSON initialization file is structured

can be seen in Listing 4.1.
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Listing 4.1: Sample JSON Sensor Initialization File for a Tiva

The master computer runs a validity check on this initialization data to make sure that
all of the values are appropriate before sending it to the Tiva. The master computer has
knowledge about all of the types of sensors programmed into the framework and is able to
convert the sensor brand names (Futek for example) into enumerated sensor values for each
sensor category. The Tiva has knowledge of this enumeration and is thus able to receive this

enumerated value from the master computer and initialize the correct sensor.

The power of dynamic re-initialization can be seen here as well. Say the user sets a force
sensor limit in the JSON initialization file which is determined to be set too low during
testing. Instead of having to stop testing, redeploy code to the Tiva and start over, the
user simply edits the JSON file to have a more updated value, restarts the high-level code,
and the new value will be send during the initialization startup process. This allows for

convenient and fast testing of the Tiva’s respective peripherals.
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Once initialization is completed, the master computer starts the main control loop. For the
control loop, the master computer switches from a tight-chaining protocol to a loose-chaining
protocol for efficiency regarding the robotic system’s update rate. During the control loop,
the master computer can command a pwm signal, torque, position, velocity, or whichever
input the user configured to send to the Tiva and also receive data back from the Tiva sensors
in real-time. The IHMC software offers great visualization tools and hence it was chosen to be
the backbone of the high-level implementation. The high-level code uses IHMC’s Simulation
Construction Set Version 2 (SCS2) for its data visualization [30]. This visualization tool can
be used for various purposes. For the research projects which implemented this framework,

SCS2 was mainly used to plot the following:

o The change of sensor data over time

o The change of the state estimation values of the robot over time

o Torque and linear force tracking for controller estimation

o The rate at which the Master Process ID is updating to calculate the update rate of

the Tiva

e The time at which a halt-code is triggered by a particular Tiva in the network.

SCS2 additionally provides a convenient way to save and organize the visualization data
the user wants to collect. The use of SCS2 for data visualization along with dynamic
initialization /re-initialization algorithms, and effective communication protocols makes the

framework flexible, convenient, and intuitive for a user’s robotic application.
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The library provides high-level program files based on the IHMC Open-Source Robotics
software. These added program files are used to assist with the communication between the
high-level computer and the low-level distributed microcontroller system. One of the these
program files is the TivaSlave.java, which is an abstract class that must be extended for the
user’s particular application. This abstract class has some helper functions to assist with
the user’s development of their own communication method. The TivaSlave.java file has
functions which handle initialization, storing and sending EtherCAT frames, missed frame
checks, and helper functions pertaining to Tight-Chaining and Loose-Chaining. Additional
helper functions were created to pack/deserialize the EtherCAT frame based on the data
type to send/receive. While the TivaSlave.java class provides various helper functions for
handing basic tasks, there are also abstract functions which the user must implement in
their application. These helper functions for packing the EtherCAT frame and the remaining
abstract methods the user must implement can be seen below in Listing 4.2 and Listing 4.3

respectively.
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Listing 4.2: Some of the TivaSlave helper functions to pack the EtherCAT frame
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Listing 4.3: Abstract functions defined in TivaSlave.java which the user must implement for

their application

This overarching abstract class also interacts with a separate java file which contains a list
of all the pre-programmed sensors into the framework. AvailableTivaSlaveSensors.java is
meant to house all possible sensors and provides mappings from a sensor brand name to
an enumeration code. As previously stated, the master then can send this enumeration
sensor code to the Tiva to initialize the proper sensors. As more users add more sensors to
this framework, it is recommended that they also update these enumerations to allow the
high-level computer to dynamically allocate the new sensors added. The user would also
need to update the low-level code to add an additional enumeration value pertaining to the
sensor added, and also add a condition which the newly added sensor can be initialized.
An example of these enumerations for both the high-level computer and the low-level Tiva
code can be seen below in Listings 4.4 and 4.5 respectively. It is recommended that should
the user add an additionally sensor, they edit both these enumerations in the high-level and

low-level code to support dynamic initialization and polymorphism.
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Listing 4.4: High-Level: The enumeration of Absolute Encoders programmed into the

framework
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Listing 4.5: Low-Level: The enumeration of Absolute Encoders being used to dynamically

allocate the corrisponding encoder

Both the TivaSlave.java file and the availableTivaSlaveSensors.java file provide the user
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with a base to start the development of their high-level communication while still staying
in-line with the framework’s advantages. The user can take advantage of these provided
files by extending the TivaSlave, utilizing the helper functions defined, and designing their
implementation around the framework provided. It is recommended the user update the
framework accordingly based on their particular application to continue support for the
framework’s key features such as dynamic initialization and polymorphism. Such features
allow for easy testing and implementation. Additionally, the contribution of each user to the

open-source software community would greatly make this framework powerful.
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Once the user extends the TivaSlave for their application, they will have to implement
the abstract functions defined to complete their implementation. The main functions to
implement pertain to sending and deserializing Initialization Frames and Control Signal
Frames which are being sent to and from the Tiva during operation. The abstract functions
defined are left up to the user to implement for their particular application. However, an
example of how to implement these functions in a test setup was put together to experiment

with the flexibility and usability of the framework from the user’s perspective.

The examples which will be described will cover recommendations on how to implement
the EtherCAT frames. Before the explanations can be shown in detail, it is first important
to understand how the packing of the EtherCAT frames works from both the high-level
and low-level perspective. As described in previous sections, the low-level implements the
EtherCAT input and output frames as a union of structs, and an example of the data inside
one of these structs is seen in Tables 3.1 and 3.2. How these structures are defined, and the

order in which the data elements are listed are important when extracting and sending data
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via EtherCAT. The code for the structure definition of the control signal from the Tiva to

the master can be seen in Listing 4.6.
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Listing 4.6: Code for structure of control signal frame to send to master computer

This structure is one of many defined as a possible output frame from the Tiva to the
master computer. These frames are parsed byte by byte starting from the top of the struc-
ture. Meaning the first byte listed inside the structure takes up the first byte index of
the EtherCAT frame. In the example above, signalToMaster, masterProcessld, and actua-
torOForceInNewtons would take up the EtherCAT frame index 0, 1, and 2-5 respectively.
Hence, when the master computer is sending or receiving data from the Tiva, it must know
which data elements are located at the corresponding indexes of the EtherCAT frame along
with the size of these elements. This information can be obtained from looking at the low-
level EtherCAT structure. Additionally, notice how in the above listing that the structure

used the packed attribute. This tells the C compiler not to add any sort of byte padding
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into the structure. This is critical when designing EtherCAT frames as padding can add
byte gaps in the EtherCAT frame which the master cannot predict and thus could lead to

serialization problems when trying to interpret the EtherCAT frame.
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The following code listings will demonstrate how to use the helper functions provided to
send an initialization frame to the Tiva and parse its response. As mentioned previously,
each initialization frame is meant to initialize either one sensor or a group of sensors. Thus
the data for each initialization frame, along with the byte orientation and data type sizes,
will be different. For each individual initialization frame, the master computer must know
which data the Tiva is expecting and pack the frame accordingly. The master computer
implements an initialization enumeration to fix and address this issue. An example of how

to pack an initialization frame can be seen below in Listing 4.7.
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Listing 4.7: Example Implementation for sending initialization signals
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Each of the elements get added to the EtherCAT frame using the PackRawFrame helper
method as shown previously in Listing 4.2. These functions use overloading to support a
variety of different input data to pack into the frame. After the data is packed, it returns
the index position equivalent to the starting index to pack plus the size of the data which
was packed. As a result, the startIndex variable can be continually updated and sent as
a parameter to the PackRawFrame function until all of the data is packed. This makes
the code to pack an EtherCAT frame significantly easier as all of the byte orientation and

shifting is handled by these helper functions.

As for deserializing the data coming in from the Tiva, the process becomes a mirror image.
For sending data to the Tiva, there are helper functions for packing the EtherCAT frame,
similarly, there are helper functions provided for a user’s implementation to help deserialize
the input EtherCAT frame data from the Tiva. An example user implementation of the
deserialization process for a response from the Tiva regarding an initialization frame can
be seen below in Listing 4.8. Additionally, the definition for the helper function used to

deserialize the data can be seen in Listing 4.9.
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Listing 4.8: Example Implementation for receiving initialization signals
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Listing 4.9: Tiva Slave Deserialize helper function

The given implementation and helper function provide a clear and concise example of how

the user can deserialize the incoming EtherCAT data frame provided by the Tiva for various
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initialization frames. In this implementation, the user stores the signal response, the echoed
MPID and other data pertaining to the Tiva’s processing of the initialization signals. The
helper function greatly assists with the deserialization of the incoming EtherCAT data frame.
The helper function operates by specifying a starting index and the size of the data to read
from that index. The function then deserializes the raw data frame into the correct byte
format and returns both the correct value and the starting index plus the size of the data
which was extracted (similar to how it functions in the PackRawFrame function). Both
examples given in the sending and receiving of initialization frames can be implemented
by the user should they choose to do so. They are also free to implement these functions

however they see fit to best apply to their application.

QooiD 000000l obU Dobobobiob 0oobom

Control Signal Processing for the EtherCAT frame functions similar to that of the initializa-
tion frame with one key difference. This key difference comes from the fact that a control
signal sends the same data types to the Tiva. This is different from an initialization signal
in which each frame contains a different structure and different number of bytes. However,
with a control signal, the data types of the structure stay constant, their values are what
change. To simplify the Control Signal Frame processing, a nested abstract class was added
inside TivaSlave which is meant to be extended based on the user’s particular application.
The abstract class ControlSignalDataToSend is declared as an empty class and should be
extended and populated with the corresponding data fields to send the Tiva. An example of
how to extend this class and pack a control signal frame using this class can be seen below

in Listing 4.10 and Listing 4.11 respectively.
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Listing 4.10: Control Data To Send example implementation
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Listing 4.11: Packing Control Signal Frame example implementation

In the above example, the user is only sending a direction and a pwm singal for two motor
controllers. The user can define this class and update the variables associated with it within
the control loop during processing. The user then passes this class to the SendControlSignal
method were it gets parsed correctly and sent to the Tiva for further processing and actuation

of the motor controllers.

The other side of this example happens when the Tiva sends the master a control signal and
the master deserializes it, the example code provided for this deserialization and processing
on an incoming control signal from the Tiva can be seen below in Listing 4.12. Notice the
correlation between this listing and Listing 4.6 described previously. It is clearly noticeable
how each of the data fields within the low-level EtherCAT output frame correspond to the

master computer’s parsing of the input control signal frame from the Tiva.
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Listing 4.12: Storing the incoming Control Signal Frame from the Tiva

The examples described in this section should give the user some ideas on how to use the
full power of the framework provided to implement their application. It is important to
note that the user does not have to follow the same structure as the examples and are free
to implement the abstract functions however they see fit. Additionally, it is recommended
that if any changes are made by the user to the base framework files (TivaSlave.java and
AvailableTivaSlaveSensors.java) that they commit and push their changes to the open-source
project so other developers can take advantage for additional functional support for the

framework.
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To broaden the target audience of this framework and library, a GUI was contructed to
assist with the development processes of the microcontroller code and high-level code for
the TT Tiva. This GUI would mainly appeal to engineers who are not too familiar with
microcontroller code and would provide them with an easy way to generate the code they
need. The GUI utilizes the library written for the TI Tiva and can construct both the
microcontroller and high-level communication code for the end user. This code generator
creates code which is in line with the framework and thus take advantage of all the previous
framework features described. The interface developed runs as a web application and thus
can be used on every computer system platform (Windows, Mac, Linux, etc.). The back-end
code which services this GUI can be deployed to any local server and any user on the same
network can access this GUI through a web browser such as Mozilla Firefox. It should be
noted that this GUI does not offer total functionality of the Tiva board, however, it can be

used as a starting point for the end user’s development.
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The GUI Front-End was developed using the P5.js library. P5.js is described by the devel-
opers as "a JavaScript library for creative coding”, which has a lot of support for graphical

features [7]. P5.js is mainly used in web development to make online video games or ani-
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mations for a website [35]. The library is simple, light-weight, and offers graphical elements

which can be easily extended.

The GUI offers a lot of features which make the experience for the end user simple. At the
start page, the GUI features a modeled Tiva board with its respective pins, a development
drop down bar, a section which lists the added sensors, and a code generation button for
when the user has finished their design. An image of the GUI homepage can be seen in

Figure 5.1.

development |

Tiva Sensors:

Figure 5.1: The starting home page of the GUI (enlarged to show detail

The homepage provides a simple interface for the user to interact with the virtual Tiva

object. From the homepage, the user can then start developing for their application. They
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are able to click on the development drop down button in which they will have the option to
add/remove sensors or edit the presence of the zero ohm resistors on the Tiva. Additionally,
the user can also click on the Tiva pins or zero ohm resistors to display information about
them and what they can be used for. Images of the development window and the peripheral

information window can be seen below in Figure 5.2 and Figure 5.3 respectively.

Zero Ohm Resistors
Add Sensors

Figure 5.2: The window which shows when the user clicks on the development drop down
window (enlarged to show detail)

66



Port A Pin 2 (PA2)
SSI Pin Information:
SSI Pin Type: SCK
SSIBase #: 0

Other Pins on same SSI Base:
PAZ: SCK
PA3: CS
PA4: MISO
PAS: MOSI

Figure 5.3: The window which shows when the user clicks on a Tiva’s peripheral. In this case,
the user clicked on Pin A2 and the corresponding information is being displayed (cropped
and enlarged to show detail)

Once the user enters into the development state, they can begin configuring the Tiva and
adding peripherals as they need for their application. The sensors which are pre-programmed
into the GUI are the same sensors which were pre-programmed into the framework. Addi-
tional sensors can be added to the GUI with ease by simply editing the back-end code which
the GUI runs on top of. In order to generate code from this GUI, the user must first specify
which pins to configure the EasyCAT board and which pins to configure the RGB LEDs.
Once these two requirements are met, the user can add any combination of sensors they
would like their Tiva to process. Once the user is ready to add a sensor, the GUI will
prompt them with a list of pins which the sensor can be configured on based on the under-

lying sensor protocol. The GUI can also detect pin conflicts with other sensors should the
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user try to add a sensor to a pin which is already being occupied. Once the user selects a
pin map, if there are no pin conflicts, the GUI will prompt the user to select a color code
for the respective sensor. Once this color code is selected, the Tiva’s pins light up with
the respective sensor’s color. An example of the interface for adding a sensor, selecting a

color code, and the output effect on the Tiva can be seen below in Figures 5.4, 5.5 and 5.6

respectively.
Zero Ohm Resistors Absolute Encoders | I Gurley Encoder | | 5512 Pins: PB4,PB5,PBG,PB7,PDO,PD1 |
Quadrature Encoders | | Orbis Encoder | [ ssio pins:PA2,PAZPA4PAS |
Add Sensors — | [ ss13 Pins: PDO,PD1,PD2,PD3,PEE,PET |
[ ssi1 pins:PFO.PF1PF2PF3 |

FT Sensors |

Current Sensors |

Error Reporting RGB LED |

|
|
|
| Force Sensors |
|
|
|
|

EtherCAT |

Figure 5.4: The interface for adding a sensor. Here the user clicked Add Sensors -> Absolute
Encoders -> Gurley Encoder (enlarged to show detail)

O0@EOom
SSI0 Pins: PAZ,PA3 PA4,PAS . . D . .
HEUOEEE

Figure 5.5: The interface for selecting a sensor color code (enlarged to show detail)

Once the user has added the required peripherals and the necessary sensors needed for their
implementation, they can click the Generate Code Button. Once this button is clicked, the
front-end sends all of the sensor information and respective pin mappings to the back-end
server. The server then processes the request and generates code for the Tiva and the high-
level master computer to run a basic communication loop. The code which is generated is
able to communicate between the master and the Tiva and is able to visualize all of the Tiva

sensor readings in real-time in IHMC’s SCS2.
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development |

Tiva Sensors:
Gurley Encoder

Figure 5.6: The result from adding the sensor, notice the Tiva Pins corresponding to the
added sensor based on the user-selected color code. In this Figure, the user choose magenta
(cropped and enlarged to show detail)
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The front-end of the GUI is able to provide a useful and enlightening interface to the user
while the back-end does all of the processing required to sustain this pleasant interface. The
back-end for the GUI was programmed in C++ and contains all of the information about
the Tiva’s pins, peripherals, and sensors which can be added to the GUIL. The reason why
the back-end was chosen to be written in C++ was for code reuse and scalability purposes
beyond the GUI. The back-end code features a basic model of the Tiva and hence is able to

provide important information to the front-end. This model of the Tiva which was created
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in the back-end can be used for much more than just a GUI. With some tweaks made, this
model can be used as a starting point to simulate hardware features on the Tiva in a virtual
environment. C++ is the best choice for these simulations rather than a strictly web-based

backend language such as TypeScript.

The back-end provides all of the information regarding the Tiva to the front-end which then
parses and organizes the data to make it appealing to the user. When the user clicks on a
peripheral button or trys to add a sensor, the front-end sends a query command to the back-
end regarding the corresponding information it needs. These query commands are organized
in the back-end through a mapping which maps a query command to a function pointer.
The back-end can then just take the corresponding command, place it into the mapping and
call the corresponding function to respond in a clean and easy manner. The code for how

this mapping works can be seen below in Listing 5.1.
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Listing 5.1: Use of mapping from command to function pointer in back-end

The back-end server is also responsible for generating the code for both the Tiva and the

high-level master once the user is done with their development from the front-end. The front-
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end sends the server a list of the sensors, sensor pins to initialize them on, and the sensor
communication protocol to use. The back-end is able to take advantage of the framework
to simplify the code generation process. Since the framework provides the majority of the
structure regarding processing, the back-end only needs to generate code in a few select places
such as the EtherCAT Frame structure, and the EStop conditions. The code generation uses
a skeleton project which is then populated based on how the user configured the Tiva in
the front-end. Once the back-end has completed generating the code, it gets sent to the
front-end web application and can be downloaded as a zip file. This zip file contains the
Tiva project which can be imported into Code Composer Studio, and the high-level java files

which can be imported into the IHMC eclipse environment.
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In order to measure the effectiveness of this framework constructed, it was experimented
across every project within the Virginia Tech Terrestrial Robotics Engineering and Controls
Lab (TREC Lab) [11]. The following TREC Lab projects continued to use the framework
after experimenting with its underlying features: PANDORA [8], ForceBot [26] [3], and
Reinforcement Learning Testing. Additionally, many different visualization graphs were
tested and evaluated using IHMC’s SCS2 to present the data visualization in an appealing

way to the end user to display key feedback about the underlying robotic system.

Ooi0  DObo gdobboouoonog

Before the framework was deployed and tested on various projects through the TREC Lab,
it was first tested on a standalone microcontroller system with different sensors. The point
of doing so was to experiment with the communication protocols, ensure everything was
working properly, and to test out different visualization tools in the IHMC software. An
image of the Tiva test board which was used during the testing of this framework can be

seen below in Figure 6.1.

The testing setup contains an EasyCAT Pro for communication between the Tiva and the
master computer, a Gurley Encoder for measuring rotation, a Futex Force sensor for measure

compression and tension forces, and an RGB LED for debugging purposes. The RGB LED
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