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Robustifying Machine Learning based Security Applications

Steve T.K. Jan

(ABSTRACT)

In recent years, machine learning (ML) has been explored and employed in many fields. How-
ever, there are growing concerns about the robustness of machine learning models. These
concerns are further amplified in security-critical applications — attackers can manipulate
the inputs (i.e., adversarial examples) to cause machine learning models to make a mistake,
and it’s very challenging to obtain a large amount of attackers’ data. These make applying
machine learning in security-critical applications difficult.

In this dissertation, we present several approaches to robustifying three machine learning
based security applications. First, we start from adversarial examples in image recognition.
We develop a method to generate robust adversarial examples that remain effective in the
physical domain. Our core idea is to use an image-to-image translation network to simulate
the digital-to-physical transformation process for generating robust adversarial examples.
We further show these robust adversarial examples can improve the robustness of machine
learning models by adversarial retraining. The second application is bot detection. We show
that the performance of existing machine learning models is not effective if we only have the
limit attackers’ data. We develop a data synthesis method to address this problem. The key
novelty is that our method is distribution aware synthesis, using two different generators in
a Generative Adversarial Network to synthesize data for the clustered regions and the outlier
regions in the feature space. We show the detection performance using 1% of attackers’ data
is close to existing methods trained with 100% of the attackers’ data. The third compo-
nent of this dissertation is phishing detection. By designing a novel measurement system,
we search and detect phishing websites that adopt evasion techniques not only at the page
content level but also at the web domain level. The key novelty is that our system is built
on the observation of the evasive behaviors of phishing pages in practice. We also study how
existing browsers defenses against phishing websites that impersonate trusted entities at the
web domain. Our results show existing browsers are not yet effective to detect them.
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(GENERAL AUDIENCE ABSTRACT)

Machine learning (ML) is computer algorithms that aim to identify hidden patterns from
the data. In recent years, machine learning has been widely used in many fields. The range
of them is broad, from natural language to autonomous driving. However, there are growing
concerns about the robustness of machine learning models. And these concerns are fur-
ther amplified in security-critical applications — Attackers can manipulate their inputs (i.e.,
adversarial examples) to cause machine learning models to predict wrong, and it’s highly
expensive and difficult to obtain a huge amount of attackers’ data because attackers are rare
compared to the normal users. These make applying machine learning in security-critical
applications concerning.

In this dissertation, we seek to build better defenses in three types of machine learning
based security applications. The first one is image recognition, by developing a method to
generate realistic adversarial examples, the machine learning models are more robust for
defending against adversarial examples by adversarial retraining. The second one is bot
detection, we develop a data synthesis method to detect malicious bots when we only have
the limit malicious bots data. For phishing websites, we implement a tool to detect domain
name impersonation and detect phishing pages using dynamic and static analysis.
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BKTH2K2Mi2/ i K Mv B TQ'ib "QmM/ i?2 rQ ' H/ 7Q  b2+m Biv +?2+F
b2H7 /| BpBM; + RyisvBii2Kt THQBib K +?BM2 H2 MBM; KQ/2Hb iQ B/2]
i"22b- +m #b- T2/2bi'B Mb- bi 22i bB;Mb M/ Qi?2 T 'ib Q7 Mv ;Bp2

>Qr2p2 - i?22v "2 pmHM2" #H2 iQ /pk9K "B?Bb2+ @NMH2bM( Bb T "iB+]
2b+ H i2/ 7i2° "2+2Mi /2 /Hv +° b?2b Q7 XHF@ / BEKp B2M+ Hb D bEB+HB2D |
?2 b #22M b?QrM i? i //BM; bK HH T2 im # iBQMb iQ i?2 Q'B;BM H
6 /p2°b "B H2t KTH2bOV + M7Q +2 M BK ;2 +RRJIBRB)2 rABK?F2 KB|
+ MVvB2H/ T +iB+ H "BbFbX 6Q 2t KTH2- M BK ;2 +H bbB7B2  mb.
b2H7@/ BpBM; + "b K v KBbi F2i?2bB;M b vB2H/bB;M B7 /p2°b "L
iQ i?72BK ;2 Ui? i "2BKT2 +2Bp #H2 iQ ?mK MbVX

"Qi .2i2+iBQMA&ib "2 +QKTmi2 @+QMi QHH2/ bQ7ir "2i? i T 2i2M/b
BMi2  +i rBi? QMHBM2 b2 pB+2b M/ Qi?2° mb2'b BM QMHBM2 +QK|
/2bB;M2/ 7Q" :QQ/+ mb2b Ub2 "+? 2M;BMB kR KkR2Ni?2bi2 +F2 HQib\
H2p2 ;2K HB+BQmb #QibiQ T2 ' 7Q K rB/2 > vQ7K HB+BQmb +i
+HB+F 7  m/ M/ / i §38FFBMdeRNRNRYRX

hQ /2i2+i i?2b2 ivT2b Q7 K HB+BQmb #Qib- /B772 2Mi TT Q +?2b ?
H2 "MBM;- BM T iB+mH " i?2 bmT2 pBb2/ H2 "MBM;- 2t?B#Bi2/ T°
+iBpBiv Q7 #2MB;M U?mK MV mb2'b M/ #Qib- H #2H2/ b bm+?- + N
H:Q Bi?Kbc i> BM2/ KQ/2Hb "2 i?2M mb2/iQ +H bbB7v mM7Q 2b22
TT ' Q +?2/ BM+HmM/2 mMbmT2 pBb2/ H2 "MBM:; M/ mH2 # b2 /2i2+]

L2p2 i?2H2bb- QM2 Q7 i?2 +? HH2M:2b BM #Qi /2i2+iBQM Bb H +F
KTHB7B2/ #v i?2 /B772 2Mi H2p2Hb Q7 bQT?BbiB+ iBQM Q7 #QibX
bQK2 Q7 i?2 #Qib "2 KQ 2 bQT?BbiB+ i2/X h?2b2 bQT?BbiB+ i2/ #
2p /21?2 2tBbiBM; /2i2+iBQM M/ K F2 Bi 2p2M ? /2 iQ +QHH2+ii?:

S?Bb?BM; q2#bBi2b .2i28BBPMEM; ? b #22M rB/2Hv mb2/ #v +v#2 +



RXjX .Bbb2'i iBQM PmiHBM?2 i

bi2 Hmb2 + 2/2MiB Hb M/ # 2 +? H ;2 M2irQ FbX hvTB+ HHv- ii
i ' mbi2/ 2MiBiviQ ; BMi?2 pB+iBKdb i mbi- Hm BM; i?2 pB+iBK iQ 2
S?Bb?BM; T ;2b Q7i2M +i b i?2 H M/BM; T ;2b Q7 K HB+BQmb |I_G
2K BHRIRk aJaRER Q bQ+B H M2irQBMX P2 T2BO?BM; T ;2b mbm HHv
7Q KiQi B+Fmb2 biQ2Mi2 T bbrQ' /b Q + 2/Bi+ '/ BM7Q K iBQ|

J +?BM2 H2 "MBM; HbQ TTHB2/iQ /2k¥BX T'?B-PBHABM B B P2bK +?B
H2 "MBM; +H bbB7B2" M/ /2bB;MBM:; i?2 2 M/TB+F2/ 72 im 2b i? i
K BM FMQrH2/;2 U2X;X- F2vrQ / 7 2[m2M+v BM i?2 >hJG T ;2b- T ;2
bmbTB+BQmb T?Bb?BM; r2&lyBX2b 2 /2i2+i2/ (

>Qr2p2°-iQ/ véb T?Bb?BM: r2#bRiP®H pB MO M 2 Mi/l2vie 2 R b2 BiNB;:Q M
T?Bb?BM: #HIDBBE BBIRID7(2+iBp2iQ /2i2+i x2 Q@/ v T?Bb?BNWj: T ;2b-
b?Qr 2tBbiBM; T?Bb?BM: T :2b ? p2 /QTi2/ 2p bBQM i2+?MB[m2b i?
BbiBM; /2i2+iBQM K2i?Q/b BM2772+iBp2X AM //BiBQM- T?Bb?BM;
M K2b Q7 i'mbi2/ 2MiBiB2b iQ /2+2Bp2 mb2 b pB 3/dRY-B MM [BQI1iBM; i:
2t KTH2- ii +F2'b K vmb27 + #QQFX+QKiQBKT2 bQM i27 +2#QQ]
r2°272 i?2K b b[m iiBM: T?Bb?BM; r2#bBi2bX

RXj .Bbb2'i iBQM PmiHBM?2

gBi? i?72 # +F; QmM/ 7 QK i?2 T 2pBQmb b2+iBQM-r2 MQr T 2b2Mi (
KQ 2 Q#mbiK +?BM2H2 MBM; # b2/ b2+m Biv TTHB+ iBQMbX h?B
i?°22 K BM +? Ti2 bX

RXjXR AK :2 2+Q:MBiBQM, AKT ' QpBM: _Q#mbiM2bb Q
i* BMBM; rBi? _2 HBbiB+ /p2'b "B H 1t KTH2b

S'Q#H2KXHiI?Qm:;? K Mv /p2'b "B H /272Mb2 H;Q Bi?KRK9p2 #22M
88e93R3kRKRE8jREMRN&Yjkky- i?72v 7Q+mb QM /p2'b "B H 2t KTH2b
/QK BM&-rBi?Qmi +QMbB/2 BM; i?2 T?vbB+ H +QMbi> BMib BM T  +i
HbQ 2 TT2M BM 6T?2vbBR- HYBK? BMOKQ 2 T  +iB+ H M/ 2 HBbiB+
/QK BM- bBM+2 ii +F2 b mbm HHv /Q MQi ? p2 i?2 #BHBiviQ /B 2-
bm+? bvbi2KbX hQ /272M/ ; BMbi i?2 /p2°b "B H 2t KTH2b BM T?2v|
iQ Mb2 KQ/2H "2ReEKMBM/Q bQ- Bi "2[mB 2b MmK#2 Q7 /p2'b "B I
2 2772+iBp2 BM i?2 T?vbB+ H/QK BMX AM Qi?2 rQ /b-i?2 /p2 b
bm pBp2 BM/B772 2Mii° Mb7Q K iBQMb U7Q" 2t KTH2-/B772 2Mip
biBHH "2 #H2iQ + mb2 K +?BM2 H2 "MBM; KQ/2Hb iQ K F2 KBbi F2

_2+2Mi bim/B2b b?Qr i? i i?2 2772+iBp2M2bb Q7 /p2'b "B H 2t KT
mMM/2  i?2 p "BQmb T?2vbB2XHXBQWMZBIABIQMBH2UBM; M;H2b M/ /Bbi M+
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277Q ib ? p2 #22M BMp2biB; i2/iQ BKT ' Qp2 i?2 "Q#mbiM2bb Q7 /p
bvMi?2bBxBM; i?2 /B;Bi HBK ;2b iQ bBKmH i2 i?2 2772+i Q7 Qi iB
+? M; Xk Rd)9Q" K Mm HHv i FBM; 6T?vbB+ H@/QK BMd T?QiQb 7 QI
M/ /IBbi M+2b 7Q T Q/m+BM; "Q#mbi T?vbBkelNX/pQrBp B -HBAt2 R irt22 |
"2[mB ' 2b HQib Q7 K Mm H277Q ib-Q Bi/B/ MQi +QMbB/2 i?2 i  Mb
B+ H/2pB+2b U2X;X- + K2 b- T'BMi2'bV-r?B+? bB;MB7B+ MiHv HE
Bbi?2°2 rviQ+ 7i Q#mbi /p2°'b "B H2t KTH2b 277B+B2MiHv\

AQHMIBNQM (AM *? Tj2Y2 T°QTQb2 M2r K2i?Q/ .kS iQ :2M2" i2 "Q#
"2 HBbiB+ /p2'b "B H2t KTH2bi? i+ Mbm pBp2 BM i?2 T?vbB+ H rC
h?2 +Q 2 B/2 BbiQ 2tTHB+BiHv bBKmH i2 i?2 /B;Bi H@iQ@T?vbB+
/2pB+2K<0T T2  T°'BMiBM;- MQOM@HBM2 * + K2 "2bTQMb2 7mM+iB
M/ MQBDb2bV iQ i° MbH i2 /B:Bi HBK ;2iQ Bib T?vbB+ H p2 bBQM
MQBb2bX g2 BMi'Q/m+2 M BK :2@iQ@BK :2i° MbH iBQM H v2  # b
/p2 b "B HL2irQ Fb U+: LV iQ bBKmH i2 i?Bb T ' Q+2bbX NP 2tT2 BK
M/ +v+H2KkKKKQ/2HbiQ + "vQmii?2i  Mb7Q K iBQM M/ 2/2bB;M i
iQ BKT Qp2 i?2 "Q#mbiM2bb Q7 i?2 /p2'b "B H 2t KTH2bX qBi? i?2
2t KTH2b-r2b?Qri?2K +?BM2H2 "MBM; KQ/2Hb "2KQ 2 Q#mbiiQ .
2t KTH2bX

RXjXk "Qi .2i2+iBQM, . i m:K2Mi iBQMiQ h +FH2 . i a
S'Q#H2K

STQ#H2KK?2 2 "2i? 22 K BM 2tBbiBM; K2i?Q/b iQ /2i2+i K HB+BQm
Bb* Sh*> X * Sh*> Bb b?Q i 7Q 6*QKTH2i2HvV miQK i2/ Sm#HB+ hr
*QKTmi2'b M/ >mK MBNIX 16Sh*> Bb mb27mH iQ /2i2+i K HB+BQmb
HBKBi2/ BM +Qp2° ;2X h?2 2 bQMBbi? i ;;"2bbBp2HVv/2HBp2 BM; *
rQmH/ bB;MB7B+ MiHv ?m i mb2" 2tT2 B2M+2X AM T  +iB+2- b2 pB
MmK#2 Q7 * Sh*> biQ #2MB;M mb2 b r?BH2 K tBKBxXxBM; i?72 MmK#:
bm+?- Bi Bb Q7i2M mb2/ b p HB/ iBQM K2i?Q/-iQ p2'B7vB7 bmbT

h?2 b2+QM/ QM2 Bb "mH2@# b2/ TT Q +?22bX mH2@# b2/ /2i2+iBC
#Qib 7QHHQIBM; T 2R2BBMEAVH2DH 2D Q7i2M ? M/ @+ 7i2/ # b2/ QM /.
K BM FMQrH2/:2X AM T +iB+2- "mH2b "2 mbm HHv /2bB:M2/ iQ #2
7 Hb2 /2i2+iBQM QM #2MB:M mb2 bX

h?2i?B '/ QM2 Bb K +?BM2 H2 MBM; # b2/ TT Q +?22bX J +?BM2 H2
T QTQb2/iQBKT Qp2i?2 /2i2+BNRMR2WQHQKIKQN r v BbbmT2 pBlI
i BMBM; rBi? H #2H2/ #Qi / i M/ #2MBWNRYX™ 6Q K HB+BQmb #C
/2i2+iBQM- * Sh*> Bb mb27mHr v iQ Q#i BM 6H #2Hbo6X >Qr2p2 -
/I2HBp2 2/ iQ HH "2[m2bib iQ pQB//2;" /IBM; mb2 2tT2 B2M+2X b
bmT2 pBb2/ H2 "MBM; Bb HBKBi2/ ;Bp2M i?2 HBKBi2/ ii +F2 b6/ i .
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KQ 2 ii +F2 b6/ i\

aQHMIBN@GM AM *? T92r2 2tTHQ 2i?2/2bB;M Q7 M2r/ i bvMi?2bBb K.
h?2 F2v B/2 BbiQT2 7Q K /Bbi'B#miBQM@ r "2 bvMi?2bBb # b2/ (
M/HBKBAQN b KTH2bX h?2 bbmKTIiBQM Bb i? i i?2 #2MB;M b KTH?2
bi #H2 M/ 2T 2b2Mi iBp2i? Mi?2HBKBi2/ #Qi/ i X g2 i?mb bvMi?2]
i?22mMQ++mTB2/ 2;BQMbBMi?272 im2bT +2#v/B772 2MiB iBM; i
"2;BQMb6X i i?2 +Hmbi2 2/ "2;BQMb Ur?B+? 2T 2b2Mi +QKKQM m
bvMi?2bBb Bb /2bB; M2/ iQ #2 +QMb2 p iBp2 #v ;" /m HHv 2/m+BM;
br2 TT Q +? i?2 #2MB;M 2;BQMX AM i?2 QmiHB2 "2 b Ur?B+? "2
Q M2r #Qi p "B MibvV-Qm /i bvMi?2bBb Bb KQ 2 ;;'2bbBp2 iQ 7B
i?72b2 BMimBiBQMb-r2 /2bB;M2/ +mbiQKBx2/:2M2" iBp2 /p2°b "B
+QKTH2K2Mi v ;2M2  iQ biQ bvMi?2bBx2 +Hmbi2 2/ M/ QmiHB2 /

RXjXj S?Bb?BM: q2#bBi2b .2i2+iBQM, J2 bm ' 2K2Mi@."
bBb iQ IM/2 bi M/ / TiBp2 ii +F2 b

S Q#H2KX T?Bb?BM: ii +Fb #2+Q¥2F "BRMDMIi?Bb?BM; /2i2+iBQM
?2 P2 #22M T°QTQb2/- " M;BM; 7" QK49 i® $#B b HBOBEBH( Biv # b2/ T
[2i2+iBRYM M/ r2#bBi2 +QMi2Mi@# b Xk BX BB B biBIQBH( " Biv@# b2,
BM: /2i2+RBRONBKD iQ +QKT "2 i?2 Q B;BM H r2#T :2b Q7 TQTmH  #
T ;2b iQ /2i2+i 6BKT2 ' bQM iBQMOX J +?BM2KkHB "MBMOM B2/iH22DC
21i° +i2/ 7°QK i?2>hJG bQm +2 +Q/2-C p a+ BTi- M/i?2r2#1 _GbiQ

bBi2bX b T?Bb?BM; ii +Fb 2pQHp2-i?22b2 2tBbiBM; /2i2+iBQM K2
i?72 2p bBQM i2+?MB[m2b mb2/ BM i?2 T?Bb?BM; bBi2b\ >Qr + M r2 |
H2 "MBM:\ M/ ?Qr "2 # Qrb2 b /QBM; ; BMbii?2b2 T?Bb?BM; ii +F

aQHMIBRNYX( AM *? TB2Y2 /2bB;M MQp2H K2 bm 2K2Mi bvbi2K iQ
K2 bm 2 i?2b2 2p bBp2 i2+?MB[m2b mb2/ #v T?Bb?BM; r2#bBi2bX S
"2irQ ?B:? H2p2Hb Q7 2p bBQMbX h?2 7B bi ?B;? H2p2H Bb {i?22 r2
Q7i2M ?B/2 T?Bb?BM: “2H i2/ i2ti BM i?2 bQm +2 +Q/2 Q"  +? M;2 |
T :2bX h?2 b2+QM/ ?B;? H2p2H Bb ii?2/QK BM M K2 H2p2HX h?2 i
M K2bi? i "2BKT2 bQM iBM;iQi?2i “;2i# M/iQ/2+2Bp2i?2 mb2 't
K +?BM2 H2 "MBM; +H bbB7B2 b # Kk2/9@RIK}XG T QT2 iB2b (

6Q i?722p bBQM i1i?2r2# +QMi2MiH2p2H-r2 Q#b2 p2Bi+ M#2 + i2;
bi'BM; Q#7mb+ iBQM- M/ H vQmi Q#7mb+ iBQMX q2 #mBH/ /[2i2+
Q#b2'p iBQMbX hQ i?Bb 2M/-r2 TTHXMTpBHm H? M Hi2b BRP®/MBiBQM
iQ 2ti° +i F2vpBbm H72 im2b 7' QK i?2T ;2b+22Mb?Qib UT "iB+ml
7QKVX h?2 BMimBiBQM Bb i? i MQ K ii2® ?Qr ii +F2°'b Q#7mb+ i2
pBbm H T 2b2Mi iBQM Q7 i?2 T ;2 rBHH biBHH M22/iQ HQQF H2:;Bi
2p bBQM i /QK BM M K2b H2p2H-r2 b22F iQ mM/2 bi M/ ?2Qr i?2 2tB
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- BMbi i?2b2 2p bBp2 /QK BM M K2b- BM T "iB+mH ° 7@B3)k2 ?2QKC
_2b2 “+?2°b ? p2 M Hvx2/'2 H@rQ H/ .La "2+Q /b M/ 7QmM/ ?2QKQ
T?Bb?PWRR&KMR3)jX hQ KBiB: i2i?Bb "BbF-#"Qrb2'b? p2 2+2MiHv B
TQHB+B2bX >Qr2p2° - Bi Bb MQi v2i r2HH mM/2 biQQ/ 2; “/BM; ?2Qr i
M/ ?2Qr 2772+iBp2 i?2v "2X hQ i?Bb 2M/- r2 T'2b2Mi M 2KTB B+ H
TQHB+B2b- M/ mb2 bim/viQ mM/2 bi M/ mb2 T2 +2TiBQM Q7 ?Ql

RX9 .Bbb2'i iBQM ai i2K2Mi

_Q#mbiB7vBM; K +?BM2 H2 "MBM; KQ/2Hb 7Q b2+m Biv TTHB+ iBC(
bm 2K2Mib- /p2°b "B Hi2biBM;- M/ / i bvMi?2bBbX

RX8 _2b2 “+? *QMi'B#miBQMb

h?2 ?B:? H2p2H :Q HQ7 i?Bb /Bbb2 i iBQM Bb iQ /2p2HQT i?2 "Q#mt
K +?BM2 H2 "MBM: iQ bQHp2 b2+m Biv TTHB+ iBQMbX Jv *2b2 *+7?

.2p2HQT M2r H2 "MBM; H;Q Bi?Kb,

C g2 /2p2HRT- K2i?Q/iQ + 7ii?2 2 HBbiB+ /p2'b "B H 2t KTH?2
i?2bi i2@Q7@i?2@ i BRIBMHi DD B?7BIEBE (H /QK BMX U*? Ti2"

Cg2T°QTObd iQ bvMi?2bBx2 mMb22M UQ " 7mim 2V K HB+BQmb ;
2" iBp2 KQ/2HbX9U*? Ti2"

S'QTQb2 M2r 72 im 2 2M;BM22 BM: K2i?Q/b,

C g2 /2p2HQT bi'2 K # b2/ 72 im 2 2M+Q/BM; b+?22K2 iQ 2M+Q/2
HHQrb mb/Q T2 7Q°K 2 H@iBK2 M HvbBb M/ mM #Qi /2i2+iB¢
/i X U*? Tae"

C g2 /Bb+Qp2  i?2 "Q#mbi 72 im 2b # b2/ QM i?2 Q#b2 p iBQMb Q7
MB[m2bX h?2b2 72 im 2b "2? /7Q  ii +F8b iQ KQ/B7vX U*? T

A/2MiB7v M2r ii +Fb BM+B/2M+2b,

C q2 B/2MiB7v M/ +QM7B K R-Rd8 b[m iiBM: T?Bb?BM: r2#bBi2b U
T :2bV M/ 2TQ i i?2KiQ :QQ;H2b 72 8VQrbBM:X U*? Ti2"



RX8X 2b2 “+? *QMi'B#miBQMb d

C"v+QMbi m+iBM; KQ 2 i? M N-yyy i2biBM; + b2b-r2 "2TQ ii?2 T
BM; # Qrb2'biQ i?2 +Q "2bTQM/BM; #m;fb2+m Bivi2 Kb Q7 *? (
u*? Tiav



*2 Ti2" K
_2H i2/ gQ Fb

g2 HBbii?2 "2H i2/ rQ FbiQi?Bb /Bbb2'i i BQMBMBK ;2 2+Q;MBiBQ
r2#bBi2b /2i2+iBQMX

kXR AK ;2 2+Q;MBiBQM

.B:Bi H /p2°b "B H 1t KTMRDX+? 7B bi b?Qrbi? i /22T M2m~ H M2irQ
M2 #H2 iQ /p2'b "B RIJIXK KaBMH2(i?2M p "BQmb /p2°b "B H 2t KTH
H:Q Bi?Kb ? p2 #22M8TIRRRBIA KK "2vQM/ BK ;2 +H bbB7B+ iBQN
b B H2t KTH2b? p2b?QrMbm++2bbBMK MBTmH iBM; /22T M2m" F
M/ b2K MiB+ b2;K2KBKYIBQM/(C2BM7Q +2K2Mi HRkRN-ERMX ;2 ®li @
2p2° - KQbi 2tBbiBM:; rQ Fb QNBHB i 7/ #@HbBMKBM: ii +F2 b + M /B 2-
722/i?2/B:Bi Hp2 bBQM Q7 i?2 /p2'b 'B HBK ;2bBMiQ .LLX h?BbD
h F2b2H7@/ BpBM: + 'b7Q 2t KTH2- Biéb H2bb HBF2HV 7Q " M ii +
bvbi2K iQ K MBTmH i2i?2 /B;Bi HBK :2bi F2M #v i?2 + ~+ K2 bX A
bbmKTiBQM Bb i? i ii +F2°b + M T2 inm X X R\QuB2 T QBHR2ViO mibB/2
i?72 + - r?B+? rBHH #2 + Tim 2/ U/B:Bi HBx2/V #v i?2 + K2  #27Q"
LLX

S?vbB+ H /p2°'b "B H 1t KQHR2b2¢2MiHv- "2b2 "+?22 b bi "i2/iQ 2tTHC
/Ip2°b "B H 2t KTH2b + M bm pBp2 BM i?2 T?vbB+ HrQ H/X _2bmH]
KTH2b- r?BH2 i?2v + M bm pBp2 mM/2  r2HR R} QMM HQ HHHQ2Y 22iN? 2 B
2772+iBp2M2bb BM i?2 T?vbB+ HrQ H/ r?2 2i?2 2 "2bT iB H+QMI
7 # B+ iBQM 2°"Q b- M/ " 2bd&kHRR)EB Ch® +DQ Mb2bm(+i KQ 2 "Q#mbi /p2
2t KTH2b- "2b2 "+?2 b ? p2i B2/iQBM+'2 b2 i?2 RRmM#MQI?2/p2 b
/> r# +FBbi?2 T2 im # iBQMb #2+QK2 KQ 2 T2R+/2piBHAZX B+Q MR @i
BM/2T2M/2Mi T i+? iQ 7QQH +H bbB7B2'b-r?B+? ; BM K F2bi?2 /p
IB772°2Mi 7°QK i?2 Q°B;BM H BK ;2 U2 bBHVKRAQOM B»2/ VX T T Hiwv.
/IB;Bi Hi® Mb7Q K iBQMb QM i?2 Q' B;BM H BK ;2b r?BH2 ;2M2" iBNM
i° Mb7Q K iBQMb BK iQ bBKmH i2 i?2 +? M;2b Q7 BK ;2 +QM/BiBQ
i?72 # B;?iM2bb- M/ i?2 BK ;2 b+ HRO2Bi2MBIMBRb r@XH iQ i° 77B+ L
+H bbB7B+ iBQMbXA&P? BB 22 2HMX QR b "B H 2t KTH2biQ 7QQH 7 +B

3



kXKX "Qi .2i2+iBQM N

bvbi2KX

>Qr2p2 - 2tBbiBM; rQ Fb ? p2irQ EBBHMIDPBKBiBIBI@MbHXQ Fb 2p Hm i2
K2i?Q/b QM M 2ti'2K2HV bK2KKHR2®IBM7D2ANI i° &K S+REBRE® V (

r?B+? ° Bb2b +QM+2"Mb QM i?2 ;2M2" HBx #BHBiviQ KQ 2 +QKTH2t
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g2 ? p2 +QKT "2/ Qm bvbi2KrBi? P* LBMQm 2p Hm iBQM- M/ /2KQ
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T?QiQbX h?2 /B772 2Mi pB2rBM: M;H2b M/ i?2 MQM@HBM?2 ~ + K
bm#bi MiB HHv "2/m+2i?2 BKT +iQ7i?2 /p2'b "B HT2 im # iBQMb.
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JXkXR " bB+ Ai2 iBp2J2i?Q/ U"AJV

" hbB+ Bi2  iBp2 K2i?Q/ T 2b2Mib bBKTH2 B/2 iQdBXH?p2;QpR b I
BbiQ 7BM/ b® iMH{s+ )=y°X h?2 K2i?Q/ BKbiQ bQHp2i?2 7TQHHQrB
7TmM+iBQM,

T KBIMF(s+ );y9+ ¢ i ip

r?72°@+QMi"QHb i?2 "2;mH 'Bx iBQM @7,iBDd/iBEAMQIEKQMi bM2+B7B2b
s’ sjjp< X h?2 QTiBKBx iBQM BKb iQ + mb2 KBIQ®r+BHRB7B+
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