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Electrical Engineering
(ABSTRACT)

Three models are proposed to evaluate and design distributed reconfig-
urable systems for fault tolerant, highly reliable applications. These models
serve as valuable tools for developing fault tolerant systems. In each model,
cells work together in parallel to change the global structure through a series
of separate actions. In the Local Supervisor Model (LSM), selected cells guide
the reconfiguration process. In the Tessellation Automata Model (TAM), each
cell determines its next state based on its state and its neighbors’ states, and
communicates its state information to its neighbors. In the Interconnected
Finite State Machine Model (IFSMM), each cell determines its next state and
outputs based on its state and its inputs.

The hierarchical nature of the TAM and IFSMM provides advantages in
evaluating, comparing, and designing systems. The use of each of these models
in describing systems is demonstrated. The IFSMM is emphasized since it is
the most versatile of the three models. The IFSMM is used to identify
algorithm weaknesses and improvements, compare existing algorithms, and

develop a novel design for a reconfigurable hypercube.
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1.0 Introduction

Fault tolerance is an important aspect of computer system design. The
high levels of reliability needed for many applications require the use of
reconfiguration techniques. To avoid hard core components that must be
present for the system to operate correctly, distributed systems are required.
This work addresses the problem of distributed reconfiguration.

To evaluate existing reconfigurable systems, an efficient, methodical
approach is needed. A model for describing distributed reconfigurable systems
would provide such an approach. The model should also be suitable for
comparing systems. In addition, a procedure for designing distributed,
reconfigurable systems is needed. A model that would support both analysis

and design would be a valuable tool. This work proposes three models of this

type.
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1.1 Literature Review

To illustrate the use of the models, two principle architectures are used:
an array and a hypercube. This chapter describes existing reconfiguration
techniques for arrays and hypercubes.

1.1.1 Array Reconfiguration

Techniques have been developed for handling both fabrication faults and
run-time faults. The steps involved in handling faults in reconfigurable arrays
are summarized in Figure 1. In the beginning, an architecture is designed.
The design process consists of simulation and redesign. This process results
in a design to be fabricated which may or may not have design flaws. Many
of the chips fabricated will be faulty. The chips can be tested to hopefully
determine which chips are faulty. The bad chips can then be eliminated. In
addition, techniques have been proposed which allow reconfiguration around
the faulty processing elements so a chip does not need to have one hundred
percent good processors to be usable.

After an initially good chip is identified, a computation graph can be
embedded in the array. The pattern growth algorithm may or may not grow
around faulty elements. After the computation graph is embedded into the
processing array, the architecture can be used for processing.

If a fault occurs while a computation is taking place, two things can
occur. The array could continue without detecting the fault--errors may result.

Or, the fault can be detected and appropriate action taken. If the fault is
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detected the entire array could be replaced or the fault can be located and
some kind of reconfiguration can occur.

When a fault is detected, the processing could halt and the computation
graph could be embedded in a fault-free portion of the array. Another
approach is to locally reconfigure around the fault and continue the processing.
The local reconfiguration approach is typically less complex and requires less
time. Chean [Che90] presents a taxonomy for classifying reconfigurable
arrays.

Researchers at Virginia Tech have been addressing the problem of
handling faults in arrays of processors for many years. First, research at
Virginia Tech related to the reconfiguration of processors will be discussed,
then research by other researchers.
1.1.1.1 Summary of Research at Virginia Tech

For many years, researchers at Virginia Tech have been working on
reconfigurable arrays for fault-tolerance. Martin [Mar80] addresses the
problem of automatic reconfiguration with large neighborhood size.
Tessellation automata theory is used to describe the problem. The properties
of tessellation, or cellular, automata are discussed in [Yam70] [Yam71]
[Amo72a] [Amo72b] [Amo74] [Tof87] [Pre84] [Cod68] [Bur70].

Walters, et al. [Wal81] show that any finite state machine can be
implemented in a self-diagnosing cellular space. Rather than implementing

the function and then making the implementation fault-tolerant, the approach
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pfesented combines the implementation of the function and implementation of
fault-tolerance into the same step. Each cell in the automaton is divided
conceptually into two components: a computational element and a control
element.

Then, Gray [Gra82] presents an architecture that can reconfigure itself
in response to user requests and fault detection. The algorithms presented are
distributed and dynamic in nature. An approach to pattern growth is given,
and a formal model of the control structure is presented using tessellation
automata.

Kumar and Gray [Kum84] integrate previous test/quarantine,
pattern-growing and reconfiguration algorithms into one single theory. A
unidirectional growth algorithm and an alternate reconfiguration algorithm are
also presented. Small neighborhood size is used to reduce the interconnection
complexity so the system is realizable.

Gollakota and Gray [Gol84] address the problem of reconfiguring an
array into any arbitrary interconnection pattern using distributed control. A
distributed mechanism is used to clear the array, and a cancerous growth
mechanism, which is also distributed in nature, is used to grow the desired
configuration. Brighton [Bri85] extends and simplifies the algorithms of
Kumar.

Several other related areas have also been developed. Connell [Con85]

presents an algorithm to grow a path from the computation array to the
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terminals for the design of Kumar. Zaidi [Zai88] proposes an algorithm to
grow a path between modules for the design of Kumar. Gray and White
[Gra89] specify a method for local reconfiguration around faults to be used
with Kumar’s design and the related algorithms.

This research at Virginia Tech has prepared a foundation for
development of a more theoretical local reconfiguration theory.

1.1.1.2 Survey of Research by Other Investigators

In this section, research involving the reconfiguration of arrays of
processors will be described. Systolic arrays, a subset of arrays of processors,
are described in [Kun82]. Reconfiguration of arrays of processors can be
divided into three principal areas: configuration of chips around fabrication
faults, pattern growth and local reconfiguration around faults. This work
primarily involves local reconfiguration around faults; however, the ideas
developed in the other areas of array reconfiguration are related to the local
reconfiguration problem and have been included for completeness. The last
part of this section will describe other related research.
1.1.1.2.1 Configuration of Chips Around Fabrication Faults

One way to increase the production yield for chips is to reconfigure
around faulty areas of the chips. The reconfiguration methods for handling
fabrication faults are permanent. In addition, centralized control is typically

used because the fault-tolerance of the fabrication process itself is not critical.
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Lopez-Benitez and Fortes [Lop89] discuss a method of modeling fault-tolerant
processor arrays which uses a modified stochastic petri net.

Two of the most important considerations involved in developing a chip
which can be reconfigured around fabrication faults are area requirements and
yield. Koren and Breur [Kor84] evaluate the chip area cost of fabrication
fault-tolerance techniques and consider the overall effects on yield. Although
the increase in chip area for redundancy may reduce the yield, the redundancy
itself may be used to increase the yield.

Lam, et al. [Lam89] compare two approaches for reconfinguring systolic
arrays which use cuts to determine which processing elements to bypass.
Typically, some non-faulty cells are removed, as well as the faulty cells.
Morton and Abreu [Mor86] present a chip design for an array of bit-slice
processors which can be reconfigured around faulty processors to form
bit-parallel or bit-serial words. The underlying structure of this SIMD
architecture is a linear array. A usable chip can have no more than four faulty
processors (that is, at least sixteen out of twenty must be good). In addition,
a usable chip can have no more than two adjacent faulty processors because
of restrictions on pin reconfiguration logic.

Chevalier and Saucier [Chev86] propose a programmable switch network
for a Wafer-Scale Integration processor array. Saucier, et al. [Sau89] describe
the hierarchical yield enhancement approach used for the European Large

SIMD Array (ELSA), a Wafer-Scale Integration processor array.
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Rushton and Jesshope [Rus86] propose a flexible processor array which
allows bit-parallel operations, as well as bit-serial operations. Moore, et al.
[Mo0086] describe a yield enhancement approach for a bit-level systolic array
which addresses the problems of input/output routing, testing, and clock
distribution, as well as the problem of bypassing defects.

Kuo and Fuchs [Kuo87] address the problem of assigning spare rows and
columns efficiently to reconfigure a VLSI array. Graph theory is used in the
analysis. Two different algorithms for allocating spares are given. Hasan and
Liu [Has88] present a method which uses critical sets to reconfigure arrays by
swapping rows and columns with spare rows and columns. This algorithm
works in polynomial time to determine the minimum set of rows and columns
which must be replaced.

Singh [Sin88] presents a method of adding redundant elements to a
large area VLSI processor array. This method is only useful if each cell is
complicated enough so it has a relatively high probability of being defective.
Although this method could be applied to other topologies, this paper
concentrates on rectangular arrays. Singh [Sin87] presents a fault tolerant
modular binary tree architecture. This strategy allows spares to be shared
across the boundaries of the modules.

Lee and Frieder [Lee86] address the problem of embedding computation

graphs into large arrays which have many faulty cells. Fabrication faults are
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assumed to be clustered together. This approach is related to the pattern
growth approaches which are described in a later section.

Trotter and Moore [Tro89] describe an array for image processing which
uses algorithmic fault tolerance and graceful degradation to tolerate fabrication
faults. Banerjee and Abraham [Ban86a] present a probabilistic analysis of
algorithmic fault tolerance. Algorithmic fault tolerance for arrays is discussed
in [Cos88]. Anfinson and Luk [Anf88] propose a linear algebraic model for
algorithmic fault tolerance. The use of coding in the design of fault tolerant
systolic arrays is presented in [Che86]. Reconfiguration of Random Access
Memory (RAM) around fabrication faults is an important area of
reconfiguration. Although the techniques are applied to memory cells rather
than to processors, many of the techniques give insight into reconfiguration for
processor arrays. Lombardi and Huang [Lom88] present techniques for
reconfiguring (or repairing) RAM which use redundant rows and columns of
spares. Mazumder and Yih [Maz89] describe a method for reconfiguring
memory arrays which uses neural nets.
1.1.1.2.2 Pattern Growth

Another area of reconfiguration for arrays is pattern growth. A pattern
growth algorithm embeds a computation graph into a fault-tolerant graph.
Some pattern growth algorithms are developed so an architecture can be used
for more than one computation graph. Other pattern growth algorithms are

developed to embed a computation graph in a potentially faulty array. If local
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reconfiguration fails, a pattern growth algorithm can be used to "grow" the
computation graph in another part of the processor array. It is possible that
pattern growth algorithms developed to allow more than one computation
graph to be used with a particular architecture could be extended to "grow
around” faulty processors.

Snyder [Sny82] discusses a very flexible array architecture called the
Configurable Highly Parallel (Chip) computer which can be used to implement
algorithms requiring different architectures. In other words, the Chip
computer uses a pattern growth algorithm to embed the desired computation
graph. This architecture could be modified to handle faulty processors. Gupta
and Soffa [Gup87] discuss a reconfigurable long instruction word computer.

De Groot, et al. [DeG87] discuss the SPRINT (Systolic Processor with a
Reconfigurable Interconnection Network of Transputers) which was developed
to experimentally evaluate different systolic architectures and algorithms. The
SPRINT architecture can operate as either an SIMD or an MIMD system.

Koren [Kor81] attacks the problem of embedding computation graphs
into a fault-tolerant reconfigurable array. Each cell in the proposed
architecture consists of both an application processor and a communication
processor. The algorithms developed were chosen to be simple based on the
projection that the failure rate of a processor on a VLSI chip is low and since
more complex algorithms would require more memory and thus reduce the

total potential array size. The algorithms presented assume a rectangular grid
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as the array structure. Sengupta, et al. [Sen87] present a method of designing
optimally fault tolerant regular architectures which have a small diameter.

Rosenberg [Ros83] developed Diogenes, an approach for developing fault
tolerant arrays of large, identical processing elements which can be easily
tested. This approach uses a linear array of processing elements which are
connected by a bus structure. Chung, et al. [Chu83] describe a method for
developing Diogenes designs for any particular interconnection network; that
is, they address the problem of embedding a computation graph in a Diogenes
design. Koren [Kor86] clarifies several differences between his approach and
Diogenes.

Varman, et al. [Var84] present a fault tolerant VLSI processing array
used for matrix multiplication. This approach incorporates both hardware and
software. The architecture presented is similar to the Chip architecture.

Varman and Ramakrishnan [Var86] present a fault tolerant processing
array which is tailored to the problem of matrix multiplication. This approach
is somewhat of an extension of the Diogenes approach.

Menzilcioglu, et al. [Men89] describe the evaluation of a two-dimensional
array of powerful processors. Their design uses multiplexed communication
channels. A mapping algorithm is used to map the logical array to the
physical array.

Gordon [Gor87] also discuss the problem of embedding binary trees in

arrays. Hassan and Agarwal [Has86] present a modular fault tolerant binary
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tree architecture. Distributed fault tolerance in trees is discussed in [Hos87].
Yield enhancement for trees is discussed in [How88]. Howells and Agarwal
[How87] propose a reconfiguration scheme to increase }the yield of binary tree
architectures as well as increase the reliability of the operating system. An
approach to reconfigurable tree architectures which uses a subtree oriented
approach is discussed by Lowrie and Fuchs [Low87]. The problem of
reconfiguring embedded graphs in hypercubes in the presence of faults is
discussed in [Che88].

1.1.1.2.3 Local Reconfiguration Around Faults

The last area of reconfiguration in systolic arrays to be considered is
local reconfiguration around faults. Many diverse approaches to the problem
have been proposed. These techniques can also be used to reconfigure around
fabrication faults.

Sami and Stefanelli [Sam83] present several reconfigurable processing
array structures. Reconfiguration is viewed as a logical renaming of the cells
to assign tasks. These structures have different ways of including spare
elements: by adding a column of spares, by adding two columns of spares and
by adding a row of spares and a column of spares. Sami and Stefanelli
[Sam85] extend these ideas in their "fault-stealing” approach. In this
approach, when a processing element is identified as being faulty,
reconfiguration takes place along that element’s row with each processor

taking over the duties of its neighbors until a spare element is reached. When
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reconfiguration is halted along the row, spares are "stolen" from the row below.
These approaches are also discussed in [Sam86]. Lombardi, et al. [Lom87]
present an index mapping approach using fault stealing. Gentile, et al.
[Gen84] present a switch design for such reconfigurable arrays. Distante, et
al. [Dis89], using the same idea of logical renaming used in the designs
presented above, present an algorithm that considers faulty interconnection
links explicitly, as well as faulty processing elements.

In [Sam84], Sami and Stefanelli present a very different approach which
is based on time-redundancy. With this technique the responsibilities of the
faulty processor are taken over by another good processor with its own
responsibilities rather than by a spare. Spare processing phases are used.
Although this approach results in a much slower array, there is very little
increase in the area required for the chip. Many of these approaches are
summarized in [Neg86]. Antola, et al. [Ant88] integrate structure redundancy
and time redundancy techniques into a single reconfigurable array design. In
separate research, Majumdar, et al. [Maj90] propose a linear array which
employs triple time redundancy. Each computation is performed by three
processors and the results are voted. Graceful degradation takes place.

Uyar and Reeves [Uya85] [Uya88] address the problem of achieving
fault tolerance in MIMD processing arrays through task redistribution.

Although only single faults are considered, the algorithms could be extended
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to cover multiple faults. This approach assumes a toroidally connected
near-neighbor mesh.

Ishikawa, et al. [Ish86] describe the Hierarchical Array Processor (HAP),
a powerful and reliable computer which is based on the nearest neighbor mesh
MIMD processing array.

Kung, et al. [Kun86] present a distributed reconfiguration algorithm
which can handle both transient and permanent faults. The algorithm
assumes a switch lattice similar to that used in the Chip [Sny82]. Each
processing element is divided into a communication part and a computation
part. The reconfiguration algorithm uses the concept of compensation paths
which are grown either horizontally or vertically depending on the state of the
faulty processing element. Further discussion is provided in [Kun87]. Jean
and Kung [Jea89] propose an array grid based on single-track switches. This
grid structure has an associated globally-controlled reconfiguration algorithm
for yield enhancement and a distributed reconfiguration algorithm for run-time
reconfiguration.

Kim and Reddy [Kim87] [Kim88] present an approach for designing
Easily Testable And Reconfigurable (ETAR) processing arrays which is similar
to Diogenes.

Wang and Nelson [Wan87] present a novel approach to reconfiguration.
Algorithms are presented for reconfiguration around one faulty processor and

reconfiguration around two faulty processors. This approach describes the
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processing elements as elements in the Galois Field GF(q™). The major
disadvantage of this method is the requirement that each cell be able to be
connected to any other cell.

Melhem [Mel89] describes a reconfiguration scheme for fault tolerant
arrays which is composed of two phases. One phase is a local reconfiguration
which reconfigures quickly when response time is strictly constrained. The
other phase is a global reconfiguration which takes place when the restraints
on response time are more relaxed. The second phase optimizes the
reconfiguration to increase the probability of being able to reconfigure around
future faults.

Hosseini [Hos89] describes a fault tolerant array design which is based
on the idea of grouping the processors into clusters. Li, et al. [Li87] describe
a data driven approach to array reconfiguration. Methods of designing
reconfigurable cube-connected cycles architectures are presented in [Ban86¢]
and [Ban88].

Dutt and Hayes [Dut88] discuss reconfiguration strategies for tree
architectures. Their work strives to minimize the number of spare nodes and
edges which is needed. In later work [Dut89], they present a general approach
to the reconfiguration of multiprocessors which are modeled by graphs.

Tsunoyama and Naito [Tsu88] present a general strategy for

reconfiguring architectures which are modeled by a linear cellular automaton.
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