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(ABSTRACT)

Multiple research projects are proposed that utilize low-level knowledge of Field Programmable
Gate Array (FPGA) and Application Specific Integrated Circuit (ASIC) design processes to
enable additional research avenues. In order to accomplish these projects, Tools for Open
Reconfigurable Computing (TORC) is utilized to provide a robust environment for circuit
analysis and modifications. These projects rely on looking at the low-level constructs of the
internals of these microchips. Through this knowledge, techniques for performing supply
chain evaluations are proposed utilizing a non-binary comparison of multiple characteristic
vectors between different FPGA manufacturing lots, and FPGAs that have been exposed
to different environmental conditions. Second, techniques are proposed that look at design
recovery by performing fuzzy segmentation and fuzzy matching algorithms to a problem
area that has traditionally focused on exact graph sub-isomorphism solutions. Through
these projects, additional research vectors are opened to protect and analyze the engineering

efforts that are exerted in the design of FPGA and ASIC projects.
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(GENERAL AUDIENCE ABSTRACT)

Field Programmable Gate Arrays (FPGAs) are a flexible class of processors that are com-
monly utilized in real-time and streaming applications. Although the underlying architecture
of these processors is very flexible, constraints are placed on them through the compilation
tools that are utilized to program these processors. This work seeks to look at some non-
traditional applications that can be enabled by making use of the low-level details in the

code that these processors run, instead of relying only on compilation process.
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Chapter 1

Introduction

In 1908, the Ford Model T was released to the general public[1]. This automobile, in addition
to being the first major success of the assembly line, was also one of the first major successes
of a commoditized, standardized machine. Standardized machines brought about many
of the technical advances of the early twentieth century. As these machines broke down or
needed modifications for a specific task, resourceful people developed the skill-set to analyze,
modify and repair these machines with their own know-how. This know-how was not always
taught by the manufacturers, and in many circumstances was developed through empirical
experiments. With many farmers entering the military in World War II, this know-how for
repairing machines enabled them to repair their aircraft and weapons with whatever resources
were available. This do-it-yourself mentality continued into the Information Age. From the
“some assembly required” Apple I, to the GNU foundation’s plethora of community-driven
open-source software, there are plenty of opportunities for people to modify existing products

to improve or specialize their functionality[2, 3].

Unfortunately, these community driven efforts are thwarted by both the complexity and

miniaturization of many modern systems in addition to business practices that discourage
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this behavior. The complex computer-driven systems of modern automobiles makes previ-
ously simple tuning operations from years past quite complex. Even devices such as home
appliances, desktop computers, and even some scientific instruments are designed to be re-
placed when on component failure, instead of repaired as in previous generations of the

device.

The Field Programmable Gate Array (FPGA) and Application Specific Integrated Circuit
(ASIC) communities have experienced a similar transition over the recent generations of
devices. FPGA vendors such as Xilinx and Altera once provided substantial documentation
into the underlying architecture details. As newer, more complex, devices are introduced,
the tooling for low-level manipulations is not adequately updated. This bit-rot limits the
research opportunities available for new compilers, prevents non-traditional techniques on
FPGAs, and limits security verification of devices. Research into these areas is essential as
the growth of FPGAs is limited by exponential FPGA compile time growth, entrance of

FPGAs into new markets, and new supply-chain and security requirements.

1.1 Motivation

In hardware and software design, there is a continual push to increase the abstraction of
the design in order to improve the efficiency of developers as devices become more and more
complex. Furthermore, there is a continued push to reduce many of the complexities of hard-
ware and software design to enable additional developers and to reduce project development

time.

FPGAs are a class of Integrated Circuits (ICs) that can be reconfigured in order to enable
optimizations to solve a specific problem. To program these devices, traditionally, individual

logic gates were programmed within the devices. Although this process provided high-level of
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control within the FPGA, it was a tedious process that required substantial time to generate
a working design. This tedious process has been abstracted away through modern design

languages.

ASICs are a class of ICs that can perform many of the same functions that an FPGA can,
though at a lower power and a lower production cost (for sizable quantities). ASICs are not
reconfigurable; thus, during the design process FPGAs are utilized as development platforms.
An FPGA’s design can easily be translated into an ASIC, as the design is generally developed
with the same languages, and the low-level differences are abstracted away with modern
development tools. Although these abstractions reduce the development time of hardware
designs, they hide some of the underlying architecture attributes. This dissertation seeks to

evaluate some unique properties of FPGAs and ASICs, their designs, and their applications.

One attribute that is evaluated in this dissertation is the ability of an FPGA to provide
measurement values that can be utilized to evaluate its supply chain properties. Groups
of electronic recyclers have sprung up due to the large amount of electronic waste that is
currently being generated though discarded electronics. Although the recycling of FPGAs
may provide a lower cost alternative to a properly managed supply chain, the quality of these
parts may be suspect. A technique is proposed in which FPGAs can generate integrity mea-
surement vectors, through a nondestructive, active procedure. Through this procedure and

additional analysis of these vectors, the current “health” and other supply chain properties

of an FPGA can be derived.

Another technique being evaluated in this dissertation is the use of design recovery mecha-
nisms within FPGA designs. The source code of systems often becomes separated from the
distributed binaries for a product. Furthermore, if the source code and documentation for
a legacy system is lost, the original functionality and specifications for the system may also

be lost. Multiple techniques look to utilize some low-level properties of FPGAs to assist
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engineers in recovering the original design. Furthermore, design recovery can be utilized
to perform competitive analyses and even assist in Intellectual Property (IP) protection.
Although there is existing research in this field, the proposed techniques utilize multiple
approximation techniques to provide a more reasonable computational bound in comparison
to other current techniques that are utilized in order to provide a mechanism to understand

existing legacy systems.

1.2 Dissertation Statement

The current landscape of vendor-controlled toolchains for both ASIC and FPGA markets
have limited many of the possible research vectors within the reconfigurable computing
community. As these tools have developed, they have also adapted numerous abstraction
techniques. Because of these abstraction techniques and the closed ecosystems, there are
many assumptions within the hardware development community that are followed, but not
openly questioned. This research explores three different pathways of utilizing an FPGA or
FPGA/ASIC design tools to provide alternative capabilities that are not commonly utilized

today, including design recovery and supply chain integrity.

1.3 Research Problems

This dissertation addresses the following problems:

e FPGA Supply Chain Risk Management The lifetime of FPGAs in critical systems
is ever increasing. The redesign rate of these systems is always longer than intended.

Therefore, older FPGAs may need to be utilized in presently manufactured systems,
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due to the substantial overhead of retesting and recertification of these systems. Cur-
rent mechanisms for the verification of the acquisition of these FPGAs is purely policy

and procedure based. Technical solutions to this problem are treated in Chapter 2.

¢ HW Design Recovery The engineer’s design is difficult to recover from an unknown
circuit utilizing existing techniques. The recovery of this design can be useful for
compatibility engineering, competitive analysis, and is even utilized in the prosecution
of IP protection lawsuits. This process is currently very time consuming both in
engineering and computational time. Technical solutions to this problem are treated

in Chapter 3.

e Additional Topic The research problem for this topic is discussed in the addendum.

1.4 Research Questions

This research is broken into three major segments. The first two segments are discussed in
this document. The third segment is discussed in the addendum to this document. The

following are the research questions that guided this research.

e RQ 1:How can FPGAs be protected from supply chain vulnerabilities? Chapter 2 in-
vestigates a non-traditional measurement technique that can be utilized to compare
FPGAs against other FPGAs in order to determine the homogeneity of a manufactur-
ing batch. These measurements can also be utilized to detect certain types of malicious
modifications to the FPGA. With this type of detection both secondary market parts
and tampered parts can be identified. This identification assists in ensuring the in-

tegrity of the supply chain.

e RQ 2:How can the design of a compiled design be recovered in order to evaluate and
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understand the functionality of a specific system? Chapter 3 outlines a technique for
the intelligent annotation of various subsets of a design from within a larger recovered
design. These subsets contain atomic elements that are reconstructed into a graph
that represents the connectivity of these primitives. This graph can the be subdivided
and compared against other known graphs to identify common blocks. This technique
is an alternative fuzzy approach that has reasonable computational requirements in

comparison to existing techniques, which are currently computationally bounded.

e RQ 3: This research question is discussed in the addendum.

1.5 Contributions

This research focuses on many of the alternative capabilities that are available on FPGA
and ASIC platforms. This section outlines the specific contributions of this body of work.

The details and techniques of these contributions are within the following chapters.

o A method that utilizes asynchronous circuits in FPGAs to provide information about
the supply chain characteristics of a specific die. This method is capable of identifying
lifecycle events such as a reflow of an FPGA within an existing system. This may
be indicative of tampering within the system, and can be a trigger for additional
supply chain actions. Another lifecycle evaluation is to determine the homogeneity of
a manufacturing batch of FPGAs. This is utilized to assist in detecting counterfeit

FPGAs that could compromise the integrity of a supply chain.

e A method for the segmentation and non-graph sub-isomorphism pattern matching of
recovered hardware designs. By re-purposing an existing imaging processing algorithm

for image segmentation, recovered designs can be partitioned into a collection of seg-
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ments that are easier to analyze in order to gain a better understanding of the original
design. This segmenting reduces the computational complexity of current algorithms
in this space. The current graph subgraph isomorphism algorithms for design recovery
are computationally expensive, and are not optimized for the types of designs that are
generated by commercial FPGA compilers and High level Synthesis (HLS) tools for
ASICs. This pattern matching method compares vectorized segments against a library
of other well known segments in order to remove commonly known segments from the

collection of unknown segments.

e Additional contributions that are listed in the addendum.

Additional work was completed in the realization of these techniques on real hardware, and it
is discussed within the Appendix. The specific details are restricted due to the sensitivity of
the platform, and existing Non-Disclosure Agreements (NDAs) that are in place. Although
this work brings completeness to this dissertation, its lack of inclusion should not distract
from the fundamental research contributions described henceforth. Furthermore, it is not

categorized as one of the major contributions of this dissertation.

1.6 Dissertation Organization

This dissertation is organized into three research chapters, with additional background sup-
port located in the appendix. Within each research chapter there is a section that is an

analysis of the current state of the research problem.

Chapter 2 is a discussion on supply chain and device lifecycle risks for FPGAs and a technique
to mitigate some of these risks. Chapter 3 is a discussion on techniques to perform design

recovery for FPGAs and ASICs. Chapter 4 references an addendum that is a discussion
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of a unique technique that was developed to provide a solution to a sponsor. Within the

restricted appendix is additional applied research that was in support for the above chapters.
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Chapter 2

Supply Chain Integrity Measurement
of FPGAs

Sections of this chapter were co-authored by J. Arkoian.

Publications:

J.D. Couch, “Characterization and Verification of FPGA Die for SCRM”, Defense Technical Information
Center (DTIC)[Not publicly available], 2014

J. Couch, J. Arkoian, ” An Investigation into a Circuit Based Supply Chain Analyzer for FPGAs”, in 2016
26th International Conference on Field Programmable Logic and Applications (FPL), Lausanne, 2016, pp.
1-9. [Online]. Available: https://doi.org/10.1109/FPL.2016.7577335

Provisional Patent: J.D. Couch “Physically Unclonable Functions for Supply Chain Risk Management
in FPGAs’ June 22, 2017
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2.1 Introduction

Systems that are designed with FPGAs have lifespans that range from a few years, to multiple
decades. To reduce non-recurring engineering time, these systems may be built using proven,
existing designs. Even though these existing designs are known to work, modifying the design
to utilize a modern FPGAs, even with identical code, can require substantial testing and
certification resources. Therefore, older FPGAs are still required to be procured and used
in modern systems, because they are no longer available from the manufacturer, they may

come from less than fully trusted suppliers in order to continue production of a product.

With FPGAs becoming more common in consumer, industrial, and military systems, this
problem of a limited supply of older parts will only become more prevalent. This research
provides a technique to evaluate FPGA dies throughout their life cycle, and detect attributes
about the “lot” identity and environmental exposures. A “lot” of FPGAs is defined as those
that are manufactured in a single manufacturing batch, and carry identical lot codes and
manufacturing dates. It is hypothesized that there are slight variations in the manufacturing
process and the environment of manufacturing that can be revealed by the slight changes
in a FPGA die. This is accomplished by programming multiple Ring Oscillators (ROs)
on an FPGA, and then measuring their oscillating frequencies with high precision. The
integrity of a specific die relative to the lot of delivery and the integrity of a lot of FPGAs
are evaluated. This technique does not evaluate the board that the FPGA is connected
to nor the bitstream that is loaded on the FPGA, but it provides a capability to detect

modifications to the physical FPGA through the supply chain.
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2.1.1 Motivation

FPGA vendors are staying competitive with ASIC vendors by consistently updating their
design with new features, smaller feature sizes, faster executions, and larger fabrics. New
FPGA generations are generally released by manufacturers every two years with a manu-
facturing cycle of five to seven years[4]. In addition, many modern systems are utilizing an
increasing number of FPGAs in their designs. For example, the United State’s Joint Strike
Fighter (JSF) aircraft contains over 200 FPGAs, out pacing the number of custom ASICs [5].
Currently, the supply of FPGAs for this project are well secured, but mission critical systems
in the past have been compromised from faulty FPGAs[6]. If a design in an existing system
requires an older FPGA, and proper supply chain preparations were not conducted for this
system, it is possible that additional FPGAs may need to be acquired through secondary

market channels.

A secondary market FPGA may be required to sustain the operation of a system due to
an exhaustion of other options. This problem will only continue to grow as mission critical
systems are increasingly expected to outlive their original designed lifespan in this budget
conscious environment. Because of the changing mission requirements, the correct end of life
orders cannot be assured. This implores the need for a mechanism to integrate and validate

the integrity and health of both existing FPGAs in the field and shelf lots of FPGAs.

2.1.2 Goals

The goal of this research is to provide product owners additional tools to evaluate the
“health” of their products. This “health” is defined as ensuring the correct operation of the
FPGA to authorized users throughout its lifetime, while not inducing any additional effects

that may be advantageous to an adversary. FPGAs that have been recycled or exposed to
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Figure 2.1: Generic six-stage supply chain example with attack vectors|7].

extreme environmental conditions are less likely to maintain this standard of “health”.

Figure 2.1 depicts a general microelectronic system life-cycle and potential attack vectors
at each stage of the life-cycle[7]. This life-cycle is further adapted for an FPGAs in Figure
2.2[8]. For example, in the manufacturing stage, the manufacturer could place a malicious
modification within the FPGA. This research seeks to provide an out-of-band evaluation
mechanism at the procurement, system assembly, system deployment, and system operation

levels that will detect modification.

In the procurement stage, the FPGAs can be evaluated within each lot. If the uniformity
of the measurements from within a lot is not as expected, the lot can be marked as suspect.
At the system assembly and deployment stage, the FPGA’s lot integrity can be periodically
measured. If changes in the measurement are detected between measurements at different
inspection points, especially if handled by an untrusted actor or unknown environmental
conditions, the FPGAs can be marked as suspect and the system can be evaluated. Finally,
there is a lofty goal that throughout device operation, the device can measure itself and
identify if it is beginning to break down, providing early warning for a potential upcoming
failure. The foundation of this goal is presented in this chapter, but its realization proposed

for future work.
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Figure 2.2: FPGA based six-stage supply chain example[§].

2.2 Background

This research provides an additional vector to evaluate the “health” of an FPGA. Existing
examples of compromised systems, the current state of counterfeit market, and the lack of

non-destructive die integrity measurements lead to the developing the need for this research.

2.2.1 Example System

One example of improper FPGAs being used in mission critical systems is the ice detection
system for the P-8A aircraft[6]. The P-8A aircraft deicing system relies on FPGAs to control
the heaters on the wing surfaces. When the P-8A was processed for a midlife upgrade, the
deicing system was refurbished. Aircraft that contained this upgraded deicing system began
to have early life failures of this system. After analysis of the system, it was determined
that the FPGAs that were used in this system were purchased from a secondary market
vendor who supplied recycled FPGAs. Because the chips had already been used they did
not exhibit the traditional “Infant Mortality” failures that would be expected in burn-in as
seen in Figure 2.3[9]. This lack of “Infant Mortality” was covered by a continued out wear
out failure. In the case of the P-8A aircraft, the parts on the aircraft were farther to the right
on the wear out failure graph than expected. This resulted in numerous mid-life failures that
were unexpected. This ultimately resulted in a replacement of all affected components to

ensure the safety of the aircraft.
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Figure 2.3: Bathtub curve for failure analysis.

2.2.2 Status of Counterfeit Electronics

In 2008 it was estimated that counterfeit and pirated products impacted the global economy
by $775 billion, with a potential to double by 2015[10]. Although this accounts for all types
of counterfeit and pirated products, counterfeit and pirated electronics are a $169 billion
segment of this problem[11]. Furthermore, counterfeit programmable logic is a $2 billion

segment of concern.

The types of defects that are the motivation for this research are defects that affect the
reliability and usability of the system. Figure 2.4 outlines a taxonomy of potential problems
with non-genuine parts[12]. Any of these failure modes could be a function of an insecure

supply chain.

In order to combat these risks, verification procedures are introduced to ensure the integrity



Figure 2.4: Taxonomy of electrical defects in counterfeit components|12].
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of the supply chain. Typically, in most supply chain operations, a physically identifiable
artifact is attached to the device of interest. This could be anything from a serial number to
an anti-tamper or genuine seal. This artifact is not easily replicated, and provides a quick,
non-destructive mechanism to identify the integrity of the device through all stages of the

supply chain. It does not actively measure the integrity of the internal components of device.

The software stack that is on these devices may also be digitally signed in order to discourage
any non-approved software modifications to the software. Examples of this technique range
from utilizing Trusted Platform Modules (TPMs) to ensure a secure boot, to blowing a fuse
on the processor when an unapproved operation occurs, to disabling any trusted functionality,

similar to Samsung’s Knox system[13, 14].

If these physically identifiable artifacts do not provide sufficient protection, or are not ap-
plicable to the architecture of the device, destructive methods may be employed to evaluate
the device. Some of these methods include polishing and imaging the silicon dies within the

device and chemical analysis of the components on the die[12].

2.2.3 Existing Research

This research relies on the use of asynchronous fingerprinting functions to help identify supply
chain risks. Existing techniques generally fall into two categories: supply chain policies and

FPGA die unique Physically Unclonable Functions (PUFs).

Supply Chain Risk Mitigation

There are still outstanding risks from cloned and counterfeit FPGAs[15]. Substantial research
and operational policies have been completed to attempt to mitigate the risk of supply

chain vulnerabilities[16]. These techniques include proper procurement practices, supplier



Jacob D. Couch Background 17

selection, counterfeit component disposition, and disposal of electronic waste. In general,
this research is primarily focused on ensuring trusted suppliers at all stages of the production

cycle, or providing safeguards to detect non-compliance in the supply chain.

Compromises in the supply chain may be done for malicious intent to ensure “modified”
supplies are used in a system. This would enable an adversary to affect the reliability
of a system. Compromises may also be for economic advantages by utilizing gray market
supplies when other supplies are either not available or at a higher price point. This type
of compromise was estimated to be a $58 billion dollar market in 2007, with expectations
for growth[17]. This is not a recent trend. There have been numerous cases of counterfeit
parts as the manufacturing of “American” products have been transfered to international

factories|[18].

The concept of counterfeit materials with similar operating properties has been a long term
research problem. Originally, this problem was a concern because the owners of the IP were
not receiving proper compensations for the Non-Recurring Engineering (NRE) costs[19].
Furthermore, the end consumers were expecting support for the counterfeit parts. One
recent example of this was the FTDI FT232RL chips that were routinely counterfeited.
FTDI released a driver update that disabled the functionality of the counterfeit chips[20]. In
this situation, the consumers who were affected by this update had purchased in their belief

legitimate products, which unbeknown to them contained a counterfeit part.

Throughout the device life-cycle there are many points where the supply chain could be
compromised allowing for malicious modifications, which may introduce uncertainty into
the system. The Defense Advanced Research Projects Agency (DARPA) Trust in Integrated
Circuits (TRUST) project was tasked with looking into types of malicious modifications that
could be inserted into both an FPGA die and an ASIC design [21]. Through this project,

numerous attack vectors were discovered in the life-cycle of an FPGA.
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In general, the mechanisms to reduce the risk of a breach in the supply chain revolve around
ensuring trusted suppliers and verification of activities in all components throughout the life-
cycle of the platform. Although this approach reduces and mitigates many of the available
attack vectors, it does not provide a mechanism to measure and characterize the properties

of the actual platform to determine if the supply chain has been subverted.

Physical Markings

The common way to ensure that parts within a supply chain can be validated at a later
time is to place tamper evident artifacts on the device. This could be as simple as a serial
number on the device, device tracking systems, and even Radio Frequency IDentification
(RFID) trackers. These simple methods are being expanded to include tamper evident seals,
embedded Ultra Violet (UV) labels, and even a micro-tag as exhibited by the DARPA Supply
Chain Hardware Integrity for Electronics Defense (SHIELD) project[22]. There have even
been attempts at attaching holograms to chips that can only be activated by a specified
laser[23]. Although all of these methods can be used to improve the integrity of the supply
chain, they require either substantial chain-of-custody arrangements, substantial individual
device tracking efforts, or a passive appendage that does not actually measure the operational

characteristics of the die.

Counterfeit devices can be detected after the fact through non-invasive techniques such as
chemical analysis of the packaging, or invasive and destructive techniques such as Scanning
Electron Microscope (SEM) imaging. Furthermore, all of these techniques are external pro-
tections that are applied to the device, but do not evaluate the performance characteristics

of the device.
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Physically Uncloneable Functions

Numerous organizations have conducted research into PUFs for determining unique keys
per die within an FPGA[24, 25, 26]. This research is primarily focused on determining an
authentication token for a specific FPGA die. Many types of PUFs currently exist, including
ring-oscillator, butterfly, and arbiter PUFs [27, 28]. In all of these PUF techniques, it is a
binary comparison between two structures within the same FPGA. This is done to mitigate
many environmental factors, such as voltage and temperature variations, that may influence
the measurement. In this experiment, it is a value measurement of the frequency of oscillation

calculated by utilizing a stable external oscillator as a reference.

Within this experiment, the ring oscillator will be used as the measurement apparatus be-
cause it allows for easy comparison to an external oscillator. Furthermore, this comparison

can be measured on a numeric scale in comparison to the binary output of other PUF options.

These PUF's are required to generate unique key material for the specific die, while mitigating
for differences in temperature and voltage environmental conditions[29]. To accomplish this,
most of these techniques rely on generating a single bit by comparing a pair of ring oscillators.
For each of these ring oscillators, the ring size generally varies between three and twenty five

elements. Research has also been conducted to ensure the integrity of these measurements

throughout the life cycle of the FPGAI30].

J. Graf proposed a method for supply chain integrity utilizing multiple PUF measurements
across the FPGA[34]. These measurements were initially collected at manufacturing time,
and then the FPGA would re-authenticate utilizing these measurements one by one during
operation. Although this work places the utilization of PUFs in a framework that is com-
patible with the current needs of supply chain problems, it does not evaluate utilizing PUFs

to determine the integrity of a manufacturing lot, or the health of a specific FPGA.
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Yu and Devadas conducted research that generated a method of combining PUF measure-
ments to create additional unique material for a specific FPGA[35]. This research is useful
when placed in conjunction with Graf’s research to ensure there is enough unique material
for the life of the system; however, it does not address the integrity of a manufacturing lot

or the specific health of an FPGA.

Dogan’s recent research proposes detecting recycled FPGAs by identifying a slowdown in
ROs within an FPGAs due to aging[36]. This work is similar to the work presented in
this chapter. This chapter seeks to extend this work by looking at lot classification, and
to provide better classification of aging dies through the use of a Support Vector Machine
(SVM).

The body of existing research on utilizing PUF techniques to determine the relationship of
FPGAs with regard to their supply chain properties is primarily focused on individual die
identification. Although this is the gold standard in individual die tracking, the overhead
for this is substantial. Furthermore, it requires a priori knowledge of every FPGA that may
be investigated in the future. Finally, it still leaves a hole in the supply chain before the
first measurement. For the purposes of this work, the use of PUFs for individual, unique die
identification is considered out-of-scope. The research in this section seeks to begin initial
investigations into the feasibility of using this specific timing information for conducting

supply chain inquiries.

Foundry Identification

Wendt contributed a method for identifying foundries by looking at the delay of certain gates
across a wide variety of supply voltages on ASICs[37]. Through this technique, values were

measured from multiple ASICs based on the completion time of a subset of the ISCAS89 and
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ITC99 benchmark suite. These measurements were then passed to a SATisfiability (SAT)
solver utilizing the Kolmogrov-Smirnov test. Although Wendt was successful in foundry
identification of ASICs, it was never applied to “lot” identification of FPGAs. Although
varying the supply voltage to generate additional data could be used on an FPGA, the
magnitude of the voltage range performed in this experiment is unlikely to work on an
FPGAs due to the design requirements of an FPGA holding the configuration in Static
Random-Access Memory (SRAM) cells.

2.3 Technique and Implementation

Typical designs of FPGAs consist of synchronous logic that is interconnected through the
routing network within the FPGAs die. Through the compilation process, the longest delay
paths are identified and the design is optimized such that these paths satisfy the timing model
for the FPGA. Only under worst case situations of temperature, voltage, and manufacturing
defects will the FPGA actually approach these timing estimations. Otherwise, the FPGA
will complete the required logic equation for a clock cycle and store the result in a state.
By removing the synchronous structures from the design, and introducing multiple, free-
running, asynchronous structures, the specific timing characteristics of both the routing and

logic on an FPGAs can be measured.

Through the process of designing adequate ring oscillators with appropriate placement con-
straints, a chip-wide measurement can be derived for the FPGA. By placing multiple struc-
tures of different lengths and routing constraints, this technique can generate additional
measurement material that can be used in the analysis of the die. All measurements in this
project were conducted with an external oscillator as a reference clock, and the frequency of

oscillation of the internal structure generated the material for analysis as shown in Figure
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Figure 2.6: Simplified example of experiment.

2.6.

With this measurement, a unique fingerprint can be derived for a FPGA die. In existing
PUF techniques, typically oscillators are only compared against other oscillators on the die
to determine the key material. In this supply chain based measurement, the least significant
portions of the measurement cannot be used because they uniquely identify the individual
die, but more significant portions of the measurement can be used. These portions provide

insight into the supply chain properties of this FPGA.

For the experiments in this chapter all measurements were conducted on Virtex FPGA
(XCV1000-4C)[38]. This FPGA was released in 1999; however, as of 2015 it is still used in
many systems. In addition, this FPGA utilizes a 220nm feature size, which is quite large
with respect to modern FPGAs. This FPGA was selected as it is still used in existing
designs, and multiple lots of manufacturing are still available for procurement. Although the
use of this larger feature size may contribute to changes in the results, research from Sedcole
and others suggest that the variance in the die will continue to be expected in more modern
FPGAs [39]. The process of “lot” identifier generators in modern FPGAs may change in

comparison to these older FPGAs, which may cause these identifiers to become ambiguous.
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2.3.1 Experiment Setup

The experiment was conducted using seven lots of FPGAs acquired through different sup-
pliers. The number of FPGAs within each lot vary from a single FPGA to 60 FPGAs, for
a total of 102 FPGAs tested in this experiment. Each FPGA was programmed with a bit-
stream containing eight ROs that were executed in series. Each RO was manually routed
within the FPGA using placement and routing constraints through a Universal Constraint
File (UCF). In addition, the Tools for Open Reconfigurable Computing (TORC) framework

was used to provide final placement of some instances[40].

Manual placement of each RO was required to eliminate the otherwise automatic optimiza-
tion of the hardware logic layout and routing. The placement goals were designed to ensure
that all regions of the FPGA die are used. This provides a solid, random, and statistically
valid sampling of the FPGA die by the set of ROs . These representative eight ROs, denoted
as I-VIII in this chapter, form a basis for a statistically representative fingerprint of the
FPGA and the manufacturing lot to which it belongs. The ROs I-VIII are shown as delay

0-7 respectively in Figure 2.7.

For each FPGA, 128 measurements were collected. Sixteen measurement values were stored
for each RO. The synchronous reference clock was operating at 33MHz. Each RO executed
for a fixed period, and the number of cycles completed by the RO structure was recorded.
The results were stored in an Chipscope Integrated Logic Analyzer (ILA) block and were
recovered through ChipScope debugging tools[41]. Through the post processing the normal
distribution of each FPGA and RO was verified.

The Xilinx Virtex BG560 Prototype Platform was used for all measurements in this study[42].
A Zero Insertion Force (ZIF) socket was used to mount the FPGA, ensuring stability for

many of the external components of this system. The test apparatus used by this research
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Figure 2.7: Sample PlanAhead layout for eight ring oscillators (RO)s. Each ring oscillator
is constrained in the delay boxes.
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Figure 2.8: Test apparatus for supply chain RO measurements.

is shown in Figure 2.8. By utilizing this platform, in addition to benchtop power supplies,
potential variances due to irregularities in the Printed Circuit Board (PCB) board, voltage

supply and regulators, and clock variance were minimized.

Baseline measurements

The baseline measurements were collected for each of the eight lots. The distribution of
FPGAs in each lot is shown in Table 2.1. The lot identifiers were recorded from the manu-
facturer’s markings on the FPGAs. Although this is not necessarily an indication of which
wafer the FPGA came from, it is indicative of an approximate date for which the FPGA was

manufactured.

Each FPGA was compared to all other FPGAs within the lot to ensure similarity of the
measurements. Then each lot was compared against each other lot to evaluate if each lot

could be uniquely identified.
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Manufacture Lot ID || 856a | 551a | 056a | 576a | 600a | 639a | 953a
Internal Lot ID A B C D E F G
Number of Die 60 1 1 24 1 13 2

Table 2.1: Number of die per lot in experiment.
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Figure 2.9: Lead free heating profile used in experiment.

Altering the Baseline

The baseline performance of the unaltered, new FPGA required simulating a rework that
would be present in a secondary market part. It is known that traditional PUFs can become
degraded through the aging process[43]. In this experiment, the ability to detect and quantify
this aging of the FPGA is measured. If abnormal aging is detected, the device can be marked
for further investigation as it may have been subject to a compromise in its integrity. One

possible cause of this compromise could be a reflow if the FPGA was removed and replaced

on the PCB board.

Modification to the FPGA RO was accomplished through subjecting the FPGAs under test
to a heating profile common to a lead-free profile in a reflow oven (Figure 2.9). For this

experiment, twelve FPGAs were selected from Lot A (856a). These FPGAs were placed in
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the reflow oven and subjected to the temperature profile discussed above. In order to bake
the FPGAs while retaining the integrity of the balls on the ball grid array of the FPGA, the
chips were placed with their metal tops facing down and placed within a tray to pass through
the reflow oven for five minutes. After each baking cycle the FPGAs were then placed in
the test apparatus, they were measured, and the results were recorded. This simulates the
heat profile that would be necessary to solder an FPGA to a PCB board, and then again

the profile needed to remove the FPGA from the PCB board.

2.3.2 Measurement

In order to ensure that the ROs are statistically a normal Gaussian distribution, sixteen
measurements were made for each of the eight ROs within an FPGA lot and the results
were plotted on a Quantile-Quantile plot against a normal distribution (Figure 2.10). The
resulting Q-Q plot in this example in one RO that has a coefficient of determination (R?) of
0.9823, suggesting high degree of confidence that the results of ROs from FPGAs within a lot
are normally distributed. The coefficient of determination for the remaining lots are shown
in Table 2.2. All lots and ROs exhibited similar distributions, with larger lots contributing
to increased confidence in a normal distribution. All outliers that are outside 10% of the

median are thrown out.

2.4 Results and Analysis

The results presented in this framework are broken into two major sections. The first hy-
pothesis test is to determine if the lot of manufacturing can be determined by evaluating

the individual FPGA dies. The second hypothesis test is to determine if modifications to
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Figure 2.10: Quantile-Quantile plot across all measurements.

Table 2.2: Coefficient of Determination per RO per lot.

LoD | A [ B [ ¢ | D[ E | F | G
RO-I 0.9737 | 0.9244 | 0.9389 | 0.9470 | 0.9461 | 0.9613 | 0.9779
RO-II 0.9253 | 0.9539 | 0.9803 | 0.9739 | 0.8874 | 0.6313 | 0.9783
RO-IIT || 0.9466 | 0.9697 | 0.9056 | 0.9537 | 0.9734 | 0.9831 | 0.9628
RO-IV || 0.9844 | 0.9827 | 0.8362 | 0.8744 | 0.9663 | 0.9725 | 0.9801
RO-V 0.9020 | 0.9772 | 0.9703 | 0.9419 | 0.8084 | 0.9728 | 0.9760
RO-VI || 0.9809 | 0.9742 | 0.9789 | 0.9786 | 0.9653 | 0.6830 | 0.9797
RO-VII || 0.9165 | 0.9634 | 0.9764 | 0.7739 | 0.9308 | 0.9870 | 0.7824
RO-VIIT || 0.9418 | 0.7923 | 0.9787 | 0.9825 | 0.9759 | 0.9194 | 0.9823
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an individual FPGA can be detected from placing the FPGA into a reflow oven to simulate

tampering.

2.4.1 Lot Classification
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Figure 2.11: Results from seven different lots while running a) RO-IV and b) RO-VII The
x-axis is frequency in Hertz and the y-axis is occurrence number per bin in the histogram.
Note: the standard deviations for Lots A, D, and F are similar. Furthermore, notice how

the lots migrate from different measurements. For example, Lot G is within the band of Lot
A for RO-1V, but is within the band of Lots C, D, and F for RO-VII.

The results from each measurement were averaged per RO per lot. Figure 2.11 shows a
histogram of the results from the measurement of all FPGAs per lot for RO-IV and RO-VII.
The x-axis is defined as the the frequency of oscillation. Twenty possible bins were defined
in this experiment with the range specified as the highest and lowest value across all ROs,
all measurements. The y-axis is defined as the number of members of each bin. The specific
mean values and standard deviation of the lot classifications are found in Table 2.3 and Table

2.4 respectively.

The data was then processed by a SVM in order to determine if the recorded data was

classifiable[44]. The data from all measurements was categorized by the manufacturing
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Table 2.3: Mean frequency [Hertz] per RO per lot.

LoD || A | B [ C [ D | E | F [ G |
RO-I 169593 | 170644 | 173169 | 173169 | 178364 | 172067 | 181137
RO-II 173980 | 177534 | 178509 | 178509 | 186136 | 178990 | 187813
RO-IIT || 175163 | 172149 | 178777 | 178777 | 181099 | 174728 | 181338
RO-IV || 175009 | 173396 | 177198 | 177198 | 181000 | 174658 | 182629
RO-V 370429 | 375162 | 375162 | 377691 | 394339 | 380245 | 396661
RO-VI || 345597 | 350500 | 350500 | 354269 | 364518 | 351980 | 368747
RO-VII || 719379 | 720009 | 720009 | 734784 | 757801 | 731173 | 764563
RO-VIIT || 728314 | 721558 | 721558 | 735785 | 750384 | 724138 | 752367

Table 2.4: Standard Deviation [Hertz] per RO per lot.

IotlD | A[B|C[DJ|E [ F |G|
RO-I 1666 | 40.5 | 141 | 1750 | 47.8 | 1763 | 250
RO-II 1267 | 18.0 | 62.3 | 1806 | 37.3 | 1775 | 528
RO-IIT || 1380 | 48.5 | 82.4 | 1712 | 38.6 | 2340 | 502
RO-IV || 1314 | 26.5 | 671 | 1773 | 52.6 | 2214 | 441
RO-V 2563 | 114 | 197 | 3637 | 351 | 4568 | 232
RO-VI || 2633 | 105 | 83.6 | 2764 | 98.4 | 3420 | 250
RO-VII || 5061 | 194 | 114 | 6359 | 566 | 6786 | 2291
RO-VIII || 6035 | 533 | 262 | 6814 | 281 | 6608 | 4430

lot. Each of the ROs is considered a dimension within the SVM. In general there are 15
measurements per die per RO. The SVM is then trained with a random subset of the data
per the training ratio. The remaining data is then used as the nominal data for testing the

SVM.

The recorded values were processed through a Radial Basis Function (RBF) and Linear ker-
nels within the SVM. Within the RBF, y values of .000005, .000001, .0000005, and .0000001
were used to compensate for the large values of the RO frequency. Training ratios of .3,
.5, and .7 were used. An example of the results in two dimensions is shown in Figure 2.12.
In this example, RO-I is compared with RO-V. The linear function generates a line that
performs the classification for anything above or below that line. Although this is basic, the

RBF kernel is needed to perform an optimal classification. The y variable for the RBF is a
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(a) Linear (b) Radial Basis Function (RBF)

Figure 2.12: Results from the SVM utilizing .9 training ratio between Lots A (blue) and
E(brown), and RO-I on the Y axis in Hertz and RO-V in Hertz on the X axis.

function of how tight the classification shapes are around the training data.

Because eight different ROs were used in this experiment, each RO is treated as a dimension.
Each lot was compared against every other lot individually. The success ratios for both the
training results are shown in the upper right half of the table and nominal classification

results are shown in the bottom left half of the table.

The SVM is evaluated with a training ratio of {.3, .5, and .7} The gammas were varied from
{.000001, .000005. .000001, .00000005 and .0000001} The RBFs with a y less or equal to
.000001 have the optimal results for all test runs. The specific results for these experiments

is shown in Appendix A

The use of the SVM results in an error rate of less than 1% for most RBF kernels and a
marginally higher error rate for the linear kernel. All of these results suggest that “lot”
classification works. The specific values of the failure rates is shown for training values in

Table 2.5 and for nominal values in Table 2.6.

Furthermore, it is likely that some of these lots came from the same foundry. Thus, the
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results support classification within a foundry.

Table 2.5: Average failure rate of classification on training data for lot identity based clas-
sification.

||| Linear | RBF .000005 [ RBF .000001 | RBF .0000005 | RBF .0000001

3] 62/2760 0/2760 0/2760 0/2760 0,/2760
5 || 76/4134 0/4184 0/4184 0/4184 0/4184
7112876120 | 0/6120 0/6120 0/6120 0/6120

Table 2.6: Average failure rate of classification on nominal data for lot identity based clas-
sification.

||| Linear | RBF .000005 [ RBF .000001 | RBF .0000005 | RBF .0000001

3 ][ 128/6120 | 227/6120 100/6120 89/6120 84/6120
5 || 70/4184 | 115/4184 54 /4134 47 /4184 43/4184
7| 45/2760 | 52/2760 17/2760 18/2760 11/2760

2.4.2 Die Life Cycle Classification

The chip baking that was conducted on this portion of the research both simulates the
process of attaching and removing the FPGA to a PCB board. Generally as circuits age, the
transition speed of the transistors slows. This is a function of a gradual degrading of the PN
junction[45, 46]. Furthermore, it is hypothesized that the changes in the initial burn in of
the chips is a function of impurities in the manufacturing process. It is further hypothesized
that these impurities may vary over time in the manufacturing process and slight changes in

the manufacturing environment.

When looking at all the data commingled there is a general trend of slower operation of the
transistors; however, this data has such a large standard deviation, that patterns cannot
be found by looking at the holistic lot. When the individual die are baselined and then

evaluated, the effect is easier to detect. In Figure 2.13, it can be noted that the expected
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Figure 2.13: Results of heating cycles on Lot A. The x-axis is frequency in Hz and the y-axis
is the occurrence number per bin of the histogram. Note: The general left shift after each

baking cycle indicates a slowing of the ring oscillator.

left shift of the cycle frequency is observed indicating a slowdown of the RO. Again if the

distribution is not normal, then suspicion should be raised about the integrity of the FPGAs.

With the data discovered in this phase, it is difficult to tell if an individual FPGA has been

modified by just looking at a single measurement without a baseline. When looking across

a lot of FPGAs which pass the previous experiment, deviations can be noticed which may

indicate an outlier or a larger than expected deviation. This can help identify a suspect

delivery of FPGAs.
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Table 2.7: Mean frequency [Hertz] per RO per temperature exposure for twelve dies from

Lot A.
| Bake | 0 | 1 | 2 | 4 [ 6 |
RO-I [ 170184 | 170134 | 169380 | 169062 | 168985
RO-II || 174419 | 174107 | 173570 | 172928 | 173114
RO-IIT || 174743 | 174505 | 173835 | 173504 | 173398
RO-IV [ 175162 | 174818 | 174051 | 174111 | 173994
RO-V [ 370037 [ 369792 | 368646 | 368749 | 367994
RO-VI || 347217 | 346567 | 345300 | 344470 | 344803
RO-VII || 722872 | 720716 | 718859 | 717264 | 717663
RO-VIII [| 728853 | 727760 | 723927 | 723409 | 722166

Table 2.8: Standard deviation [Hertz] RO per temperature exposure for twelve dies from Lot
A.

| Bake | 0 [ 1 | 2 [ 4 | 6 |

RO-I 1407 | 1482 | 1307 | 1258 | 1365
RO-II 669 | 1359 | 750 | 771 | 945
RO-III 885 | 1261 | 905 | 860 | 890
RO-IV || 1173 | 1395 | 778 | 1047 | 1252
RO-V 1386 | 2034 | 1566 | 1820 | 1654
RO-VI | 2051 | 2713 | 2003 | 2424 | 2054
RO-VII || 4007 | 5500 | 3508 | 4355 | 3826
RO-VIII || 5309 | 6138 | 4985 | 4652 | 5231
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The same SVM is used as described in Section 2.4.1. The SVM is evaluated at four different
training ratios {.3, .5, .7 , .9} and three different y values {.00005, .00001, .000005}. The
linear SVM is also evaluated for .3. Its results were poor so it was not continued for further
evaluations. The RBF function was adequate in identifying a less than 5% error rate on
most RBF kernels with .00005, .00001 and .000005 y values. The exact rate of classification

failures is shown in Table 2.9 for training data and Table 2.10 for nominal data.

Table 2.9: Average failure rate of classification on training data for temperature exposure
based classification.

| [| Linear | RBF .00005 [ RBF .00001 | RBF .000005 |

3 390/1080 | 1/1080 1/1080 1/1080
5 N/A 0/1800 3/1800 6,/1800
7 NJ/A 0,/2520 2/2520 8,/2520
9 N/A 0/3240 3/3240 10/3240

Table 2.10: Average failure rate of classification on nominal data for temperature exposure
based classification.

| || Linear | RBF .00005 | RBF .00001 | RBF .000005 |
3] 1098/2520 | 454/2520 | 287/2520 | 235/2520
5] N/A 242/1800 | 165/1800 113/1800
7] N/A 122/1080 [ 92/1080 77/1080
9] N/A 51/360 39/360 32/360

2.5 Future Work

There is substantial additional work that can conducted in creating both lot based mea-
surements, and age based measurements of FPGAs. Further work can be completed with
the SVM to discriminate against an unknown lot, and to increase the size of known lots,
and the variety within FPGAs families. Furthermore, the value of y will need to be further

investigated based on the variance of the FPGAs within a lot per architecture.
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Another application of this research can be in the protection of intellectual property without
incurring the overhead of individual RO signatures as proposed in [26, 47|. In this scenario,
only a specific lot of FPGAs would be authorized to execute through a run-time measurement.
There is an additional investigation that is required to determine how much variance should
be expected due to temperature and voltage changes. Initial research has been conducted
by Maiti in identifying these environmental changes [31], but it did not go into attempting

to utilize this change to determine the supply chain “health” as a function of these results.

In this research, a dedicated development board was used for all measurement. Additional
research should be conducted to determine the effects of using different PCB boards for
measurements. It is believed that if the clock and power for these measurements could be
provided by high precision sources instead of traditional on board oscillators and the voltage
supplies are of adequate quality, this research could be continued across existing soldered
chips. If this step is successful, this measurement technique could migrate from an out-of-
band measurement to an active measurement that could deny access to an FPGAs based
system based on a failed “health” measurement. Furthermore, it could be used to predict

an exact failure time.

PUFs are currently used in sensitive systems to provide a guarantee that the specified bit-
stream will only operate on authorized silicon dies. This technique requires measuring of each
FPGA that is produced, and then placing this measurement in an authorized measurement
list. This research may provide an avenue to better characterize multiple manufactured lots,
and authorize these lots while not authorizing many secondary market chips. Although this

solution may not be perfect, it could provide a challenge to the counterfeit parts market.
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2.6 Conclusion

This research provides a non-invasive technique to identify suspect FPGAs dies in the supply
chain through FPGA fingerprinting analysis. This technique can be extended to evaluate
FPGA life-cycle integrity against a known lot baseline. Lot integrity can be measured, and
a baseline established. Once a baseline is formed, specific FPGAs that are marked as being
from a known lot can be evaluated for truth. Lot baselines that are found to have a high
standard deviation can be flagged for further investigation as a suspicious finding. Recycled
FPGAs may be detected if the recycler does not ensure lot and environmental integrity in
the newly packaged lots. FPGAs that have been exposed to strong environmental conditions

such as heat, can also be detected if sufficient baselines exist.

Although this work focused on a small set of seven different lots, it is expected that with
the approximately 1% error rate of the lot classification and the 10% error rate of the die
classification procedures that additional FPGAs lots could be added to the set and proper
classification could be observed. Furthermore, because of the continued variance in modern
manufacturing processes, there is expected to be continued variance in the ROs[39]. Tt is
unknown though if the pattern of classification by lot identification will hold up as the
process of assigning these identifiers, and the potential variance between lot identifiers in

specific modern fabrication processes is unknown.

This work is also is in contrast to both existing PUF research as the existing research seeks to
identify individual dies, and maximize uniqueness and repeatability of these measurements.
Furthermore, this work is focused on ensuring the values do not change as a result of aging,
where this work is focused on measuring these changed values. It also is in contrast to
foundry identification techniques, as they are focused on only the identity of the foundry,

but not the lot, or changes within the die due to aging.
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Table 2.11 compares and contrast various techniques for evaluating the integrity of FPGAs.
The Modified Ring Oscillator proposed in this work fills a niche of non-destructive techniques
that perform a course evaluation of the integrity of the FPGA. Although this work may not
be sufficient on its own, it can be used in conjunction with other techniques to improve the

current state of supply chain risk management.

This research contrasts with the existing body of research in focusing on the “health” of an
FPGA with respect to its lot identity, and the number of times it has been thermally cycled

to the levels of a flow or reflow of the solder.

PUF's are focused on individual die identification. If the proper infrastructure is in place to
measure, maintain, and authenticate the PUF's, this can be a great tool to ensure an FPGAs
has not been substituted in an existing system. PUFs do not provide protection against
systems that the integrity of the FPGAs cannot be ensured before it is initially received, e.g.

a gray market acquisition.

Physically identifiable artifacts such as DARPA Shield, serial numbers, and anti-tamper
stickers are a cost effective way to track FPGAs, can provide some protection against gray
market acquisitions if the artifact is attached at the factory. If this was not completed at
the factory, then there is a gap in the integrity of the supply chain that cannot be easily

mitigated.

Scanning electron microscopes can provide an in-depth analysis of a device, and can go
looking for malicious modifications, but it is destructive and very time consuming to complete
these types of analysis. Furthermore, it can’t easily detect recycled parts that have no

malicious defects, but may exhibit an earlier than expected life cycle failure.

Chemical analysis can detect if the chemical composition of the device has deviated from

the expected compounds. This is useful to detect if the chip has been repackaged. Chemical
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analysis could detect a reconstituted lot if the chemical makeup of the packaging changes
between production runs. It will be unable to detect if the FPGAs has be reflowed multiple

times.

Foundry identification techniques, if successfully ported to FPGAs, could potentially be used
to identify the foundry of manufacturing. This data could be used to identify a reconsti-
tuted lot, but the granularity would be substantially reduced. With additional research, the

granularity could be increased and provide similar results to this research.

The recycled FPGAs detection research completed similar research to this body of work. Its
criteria for detecting recycled parts is an accelerated aging process where the chip is heated
to 125°C for multiple hours to simulate extended use of the FPGA. This is in contrast to the
5 minute aging process used here to simulate the soldering of the chip onto a PCB board.
Furthermore, the lot discrimination process is not analyzed in the recycled FPGAs detection

work, but the technique could easily be ported to conduct this operation.

The above techniques are compared with an existing survey in Table 2.12[7]. The bottom
four techniques all rely on detecting timing characteristics from a chip, thus the similar

results. The difference is in the granularity of the use case.

Through the Modified Ring Oscillator research, presented here, the granularity can be applied
to specific manufacturing lots, as opposed to foundry identification. In addition, the Modified
Ring Oscillator can detect changes in a die that are exhibited during the initial burn in cycle,
a use case that the referenced solutions do not address. This fills a niche of non-destructive
techniques that perform a course evaluation of the integrity of the FPGA. Although this
work may not be sufficient for complete lot identity, and ensuring supply chain integrity on
its own, it can be used in conjunction with other techniques to mitigate some of the risks of

the current state of supply chains.
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FPGA /ASIC Design Recovery
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3.1 Introduction

Due to the increased use of both soft and hard IP blocks within designs, the continued push
to HLS development environments and the verification of post-synthesis gate-level netlists
is not only uncommon, but challenging to conduct. Hardware designs that have compiled to
remove all annotations and hierarchy are rarely verified to ensure that the intended design

is free from any non-intended logic, either malicious or benign.

This problem was investigated by DARPA through the TRUST project[48, 5]. There was
excellent research conducted through this effort, but it was primarily focused on detecting
malicious modifications to a design. Although that is one use of design recovery techniques,
the design recovery problem also routinely arises in compatibility testing, copyright investi-

gations, and Trojan detection[49, 50, 51].

Many times in the design recovery process, custom ASICs and FPGAs are treated as black
boxes in comparison to typical commodity hardware and software designs. This black box
provides a gap in analyzing the entire system, though there are a few efforts that have
focused on addressing this shortcoming. This work presents a technique to assist in this
design recovery by identifying known blocks within a flattened and non-annotated FPGA or
standard cell ASIC design. Once the blocks are identified and annotated, an engineer can
work by hand through the remaining design to perform a complete design recovery. This
research is not interested in steps that are required to get to this point. After the execution
of this research, the design can then be further analyzed and simulated in other higher
level tools such as simulators and emulators with stronger knowledge of the appropriate test

vectors to exercise the portion of the design of interest.

The concepts of design recovery and reverse engineering are quite common throughout both

the hardware and software industry. The first use of the term “reverse engineering” was by
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M.G. Rekoff who defined it as “the process of developing a set of specifications for a complex
hardware system by an orderly examination of specimens of that system” [52]. At each stage
of a project, design recovery is conducted to gain a better understanding of the design, how
it has been implemented, and how it can interact with external systems. For the purposes
of this paper, the definitions of forward engineering, reverse engineering, design recovery,

restructuring, and re-engineering are defined in [53].

Section 3.2 provides an overview of the current state of both hardware and software reverse
engineering efforts. Section 3.3 provides an overview of current design recovery techniques for
flattened netlists. Section 3.4 outlines the algorithms and techniques utilized in this research
to advance the netlist recovery process. Section 3.5 outlines the results from these algorithms.
Sections 3.6 provides an overview of future research and tools that can be enabled from this

research.

3.2 Design Recovery Background

The design recovery problem is typically broken into three major areas, hardware and cir-
cuit board design recovery, custom ASIC and FPGA design recovery, and software design
recovery. Insight into the operations of a system can be gleamed from all three of these
techniques, but at times a critical piece of information is missing without a specific type of

design recovery.

3.2.1 Hardware Approaches

Hardware reverse engineering has revolved around gaining an understanding of how a piece

of hardware functions. The major categories of hardware reverse engineering include product
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tear-downs, system-level analysis, process analysis, and circuit extraction[54]. Specifically
through this process, higher-level concepts such as a mask Read Only Memory (ROM), iden-
tification of known blocks, and high-level interconnection are discovered. Various imaging
processes are utilized, including polishing and optical microscopes, X-Ray machines, and
SEM. Although these processes are time consuming, there is ample research in the field to

guide a reverse engineer to a greater understanding of the design.

An entire industry has emerged as numerous entities seek to recreate design information
from existing hardware devices. Some of these entities include Chipworks and UBM TechIn-
sights. Because of this known capability, forward engineers of sensitive designs have begun
to utilizing techniques to better protect their hardware design. This back-and-forth will
continue as additional countermeasures and understanding of the hiding measures are better

understood.

3.2.2 Software Approaches

The software reverse engineering industry has largely relied on the discovery of a binary
file, and then reverse engineering its contents. The process of discovering this file could be
as simple as it existing on easily readable media, to extraction from on-board memory, to
extraction of the memory through the Joint Test Action Group (JTAG) interface or other
common extraction techniques[55]. One of the most popular tools for assisting in this effort

is IDA Pro, produced by Hex-Rays[56].

With IDA Pro, reverse engineers are able to take binary files compiled for many known
Instruction Set Architecture (ISA) and identify the instructions that are utilized in the
execution of this code. This process, known as disassembly, currently contains support

around 100 ISAs[56]. With this information, it is possible to begin to understand the flow
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of the program, when and where external Input Output (I/O) is accessed, and potential
execution paths. Furthermore, IDAPro contains a decompiler that is capable of both 32-bit
and 64-bit x86 and ARM ISAs. With the decompiler, instead of receiving a disassembled
view of the assembly, the decompiler will attempt to regenerate pseudo-C to represent the
binary file. This pseudo-C is semi-human readable, and can provide additional information
to the reverse engineer on the operation of this binary file. With this type of knowledge,
even higher abstractions can occur to identify known blocks of code to reduce the search
space[57]. There are other tools available that can support alternative ISAs, but they are
either not widely available or are not mature enough to assist in the reverse engineering of

most binary files.

3.3 Background of HDL Design Recovery

Substantial research has been conducted on restoring flattened netlists into a higher level
analysis. One recent major program in this field, the DARPA Integrity and Reliability of
Integrated Circuits (IRIS), was tasked with determining the function of digital, analog and

mixed signals integrated circuits[58].

The DARPA IRIS program expanded on the DARPA TRUST program to look into specific
methods of design recovery within a netlist. Much of this work was on identifying exact
replications of known circuits within the design through optimizations of the designs. Ad-
ditional research in the field of Hardware Description Language (HDL) design recovery was

focused on Finite State Machine (FSM) recovery and subgraph isomorphism solving.
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3.3.1 Graph Sub-isomorphism

Graph sub-isomorphism is the traditional method of identifying common subgraphs within a
larger graph[59]. The computational complexity of a complete subgraph isomorphism is NP-

complete[60]. Numerous researchers have contributed efforts into accelerating this process.

Gemini, and its follow-on work SubGemini, are projects that utilize a Computer Aided
Design (CAD) viewpoint of a circuit and identify subcircuits within a design[61, 62]. Gemini
was one fo the first subgraph isomorphism applications applied to circuits for verification.
It is specifically looking for missing nodes within a known graph. This work was extended
by SubGemini utilizing a faster subgraph isomorphism algorithm. Although this research is
older, its performance is on the order of identifying a 3000 node subcircuit within a 50000

node circuit in 30 minutes. This tool does not incorporate a fuzzy matching component.

Sublslands also extended the Sub-isomorphism research by combining graduated assignment
matching techniques, error propagation and delayed decision making, and a bipartite graph
labeling algorithm. This work is another attempt in optimizing the NP-complete subgraph

isomorphism problem|[63].

Other work such as hashing subgraphs, and fuzzy attributed graph matching have been

utilized to assist circuit design recovery efforts[64, 65].

In general, all of these techniques rely on a solid understanding of the logical boundaries of a
sub-circuit, and are looking for an exact match. Modern compilers, especially when working
with standard cells or FPGA primitives, perform optimizations that are different on each
compilation. These optimizations cause exact matching to falter, as many of the artifacts

that are keypoints of the matching are no-longer in the same form.
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3.3.2 Finite State Machine Recovery

One way to perform a higher level analysis is to attempt to reconstruct the FSMs of the
design. Shi et al. published an algorithm to identify a state machine from a flattened
netlist[66]. This technique is based on identifying the cycles within the netlist that are
associated with appropriate registers. Once this is accomplished, these cycles are analyzed
to determine if they could be a potential FSM. The recovery of these FSMs can be useful in

determining the control flow of a design, especially within glue logic.

This technique is limited to identifying the FSMs without regard to the outlying computa-
tional and data paths. Although this technique is useful in the design recovery process, it
is focusing on a different portion of the problem compared to the segmentation and pattern

matching presented here.

3.3.3 Behavioral Pattern Matching

Li proposes a technique that involves matching sub-circuits against abstract library com-
ponents and then performing data mining to aggregate these components into larger logic
blocks[67]. This basic technique was introduced and later extended by Pelz[68, 69], but was
extended in more recent research attempts|70]. This technique requires that the maximum
clique be calculated for all comparisons to generate all signal correspondences. This is an
NP-complete problem that Li admits is only scalable to a graph of a few hundred nodes.
Furthermore, Li assumes that the circuit is already segmented into appropriate modules,
something that would be carried through many compilation tools, but considered out of

scope for this research.

Another approach for TP reuse is proposed by Zeng[71]. In this approach, variants of the

subgraph isomorphism are evaluated, in which minimal performance improvements are iden-
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tified. These improvements are based around optimizing logic equations within multiple
sub-clusters of an IP block. This enables IP blocks to be reused in subsequent compile oper-
ations without recompiling the IP block. In this research, the IP blocks are generally limited
to at most 1000 gates. In addition, this technique requires that the entire decomposition

tree of an IP block be held in memory.

Additional approaches include gate matching by Whitman; formal method matching of de-
signs by Li, and behavioral pattern mining by Li[72, 73, 74]. These library and mining
techniques serve as an inspiration for the library within the matching section discussed in

Section 3.4.3.

All of these approaches rely on a pattern matching identification of small sub-circuits, and

then combine these sub-circuits together into larger circuits that can become functional units.

3.3.4 DARPA IRIS

Through the DARPA IRIS program, techniques were required to perform higher level analysis
of netlists in order to identify malicious sub-circuits within the netlist. This program focused

on accelerating the NP-complete subgraph isomorphism problem.

WordRev is a product of the DARPA IRIS program that looks to identify similar wire paths
within a design and combine them into a bus[75]. The idea is that by taking these individual
bit paths, they can be combined to provide word paths of execution. Although this technique
reduces the computational complexity of the design, its implementation is still based on exact

matching of designs.

Subramanyan, et. al., utilize the K-Cut algorithm for segmentation of the design graph,
and then utilize aggregation, word propagation, module generation, and library matching to

identify modules under the DARPA IRIS program|[76]. The cutting algorithm is designed to
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cut the graph into many small slices such that each bit-path is an individual cut. By cutting
the graph this fine, the individual slices can then be recombined based on an aggregation
algorithm. Once the words are rejoined, they can be recombined into larger word operations

and finally matched to a library.

Luna Technologies also developed a system for identifying modifications between golden

designs and implemented designs, similar to their works on DARPA TRUST[77].

These techniques, along with many other techniques developed under DARPA IRIS are
effective in performing design recovery of ASICs with adequate bounding of the problem
and computational resources. Techniques such as this are useful in Trojan detection, as
the Trojan may be quite small. As designs are commonly being compiled with HLS tools,
and the complexity of the architectures are increasing, the results from the compiler are
generally nondeterministic. Without this deterministic result, most of these tools are unable
to identify the sub-blocks of interest. Therefore, these exact matching techniques may not

be as useful in future endeavors.

3.4 Approach

This research looks primarily at the interconnection of various nodes within a circuit as the
attributes. The goals of this research are to perform intelligent classification of regions of a
netlist in order to reduce the size of a design that must be subject to blind design recovery
efforts. This is in contrast to many existing approaches which rely on existing “golden
designs” and/or exact subgraph matching. To accomplish this, two major algorithms are
used to perform segmentation of the design followed by a fuzzy matching algorithm. The

overview of the components in this approach is shown in Figure 3.1.
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Figure 3.1: Full transformation of a circuit design.

3.4.1 Design Preparation

Before segmentation and matching can be conducted, the design must be prepared such that
all logic and memory elements are broken into atomic units. These elements will become the
nodes in the graph that represents the design. The nodes are also characterized into a limited
character alphabet that contains nodes such as memory, logic, and external connections.
Although this generalization is a lossy operation, it reduces the complexity of the problem

for later analysis.

The design is also modified to identify all memory operations, and place an additional mem-
ory element after each memory element. This operation is conducted to ensure that for all
segmentations there is a memory element on the boundary instead of leaving the indetermin-
ism if the memory element should be segmented into Cluster A or Cluster B. This concept

is outlined in Figure 3.2.

All net interconnections within the design are replaced with undirected edges in the graph.
The choice of undirected edges is used as both the segmentation and matching algorithms
selected expect undirected graphs. Furthermore, designs should be segmented if there are
separate clock domains by the clock domain. Once this is completed, the weight of the

remaining clock edges within a single domain should be reduced. All of these modifications
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Figure 3.3: Full transformation of a circuit design with the devalued clock edges.

are shown in Figure 3.3. The specific details of the transformation process are located in the

limited distribution Appendix B.

3.4.2 Segmentation

Although there are no exact rules for hardware design, the continued presence of core-
based designs and HLS tools provide more and more designs that are based on clusters of
highly interconnected logic and memory elements. A recent research effort in reconfigurable
computing showed that many modern designs are highly interconnected clusters are then

sparsely connected either to a common bus or to other highly interconnected clusters[78].

Given a graph as described above, the goal is to partition the graph such that the clusters are
relatively high density, while the number of edges between clusters is sparse. The result is a
number of smaller functional component designs, which may then be compared with other

smaller known components. For graph partitioning, the Normalized Cut (Ncut) algorithm
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developed by Shi and Malik for image segmentation is used [79].

Assume that for nodes u, v in a given graph, the edge between them has a weight denoted

by w(u,v). Let A, B be a partition of the vertices of the graph. Then, the cut of A and B is

cut(A, B) = Z w(u,v). (3.1)

ucAvEB

The cut between two sets measures the number of edges that need to be removed from the
graph to completely disconnect A and B. Similarly, Shi and Malik define an association

value for a set A with the entire vertex set, V', as the following:

assoc(A, V) = Z w(u,t). (3.2)

u€AgteV

The association measures the total connection of set A within the given graph. Then, Ncut

is defined as
cut(A, B) cut(A, B)

Ncut(A, B) = assoc(A,V) ' assoc(B,V))’

(3.3)

The first term can be thought of as the proportion of set A’s connections in the graph that
need to be removed in order to disconnect A from B. The second term is the same for set B.
Minimizing this term results in a cut that considers both within cluster similarity and total
dissimilarity of clusters in the graph. Though minimizing the Ncut is NP-complete, Shi and
Malik provide an efficient algorithm to discover an approximate solution. See [79] for more

details.

Because of the unknown optimal sizing of the clusters, multiple passes of the Ncut algorithm
are completed across the design. All the clusters that are derived from this algorithm are
recorded and placed into a library for the matching algorithm. The library clusters are

sourced from common IP sources. They were recompiled optimized with different parameters
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to introduce minor non-deterministic modifications to the test article. Clusters were also
introduced into the library that were not part of the test design. This is done to simulate blind
design recovery. The specific implementation details of the design segmentation algorithm

are located in the Design Segmentation section in the limited distribution Appendix B.

3.4.3 Matching

Once the design is segmented, the resulting subgraphs, also referred to as clusters, are
compared to existing designs in a library in order to identify functional components within

the larger original design. Figure 3.4 demonstrates this concept.

Cluster 1 Cluster 2

Design Library
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Figure 3.4: After segmentation, each cluster is compared with every design in a design library
to identify known functional components.

In its exact form, this is the Graph Isomorphism problem, which is NP-complete. In this
chapter, an approximate matching approach is taken by first embedding each graph into a
low-dimensional vector space (a lossy step) for comparison. This is desirable to allow for

slight differences in designs due to compiler or programmer differences. Specifically, the
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concept of dot product representations is used for embedding. In 2010, Scheinerman and
Tucker proposed this ‘vertices to vectors’ approach as a way of embedding the most relevant
pieces of a graph’s connectivity into low-dimensional vector space, allowing for geometric
analysis methods [80]. Given a graph, each vertex i is assigned a vector x; in R? for a
user selected dimension d such that, for distinct vertices ¢ and j, the dot product z; - x;
is approximately equal to the weight of the edge between ¢ and j. For a Vertex 7, the
magnitude of z; reflects how connected 7 is in the graph. The angle between two vectors
corresponds to the connectivity of the vertices. For example, two vertices with little in
common will be assigned vectors that are roughly orthogonal. For a simple example, see
Figure 3.5. Scheinerman and Tucker propose an iterative algorithm to calculate the dot
product representation of a graph in [80]. This algorithm was implemented in MATLAB

with dimension equal to 50.

x4

X2, )(_3

Figure 3.5: In this dot product representation example, each vertex in the graph is assigned
a vector in R?. Notice that Vertices 2 and 3 are assigned the same vector since they play
the same role in the graph. The vector for Vertex 4 is almost orthogonal to x5 and 3 since
the only thing 2, 3,4 have in common is Vertex 1, whose vector is between the other vectors
(and largest).

After embedding into R?, two sets of vectors are compared. This can be done with various
techniques. In this chapter, the Procrustean transformation is used to align the sets of

vectors and find the norm of the difference between the two sets. See Horn and Johnson’s
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text for more information [81].

By embedding each sub-circuit into a low dimensional space and using geometric analysis
methods, the total circuit of over 10000 nodes with sub-circuits of over 1000 nodes were able
to be analyzed. Not only is this an improvement over existing techniques, but it also allows

for fuzzy design matching to account for compiler and minor design differences.

3.5 Results

For the purpose of these results, a synthetic, sample design was constructed that contained
two different Advanced Encryption Standard (AES) cores, two different Fast Fourier Trans-
form (FFT) cores, and two small microprocessor control blocks. These cores were pulled
from publicly available IP libraries. This combined design resulted in over 14000 nodes in
the design. Additional cores were added to the design library including other types of FFT
and AES cores, along with other microprocessors to provide additional comparison vectors
for the matching algorithm. The specific details of the cores and architectures is located in

the limited distribution Appendix B.

3.5.1 Segmentation

The Ncut algorithm was applied to the overall design in order to identify relevant smaller
functional elements in the design. The largest design considered has 14972 vertices and
62527 edges. A mid-2015 Macbook Pro computer with a 2.8 GHz core i7 processor with 16

GBs of RAM for all experiments. This design ran in 5.8 seconds.

Table 3.1 shows results of running the Ncut algorithm on the large design for 11 clusters.

Notice that the AES blocks mostly segment into their own individual clusters. There is no



Jacob D. Couch Results 58

Figure 3.6: Graphical comparisons of ground truth segmentation(a) and the calculated seg-
mentation (b) of the reference design. Note: The colors only indicate segmentation bound-
aries, not specific segments. For example, a strong match in the segmentation can be iden-
tified between the aqua ground truth cluster and the lime green computed cluster.
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Table 3.1: Segmentation results.

| Partition | Cls1 | Cls2 | Cls3 | Cls4 | Cls5 | Cls6 | Cls7 | Cls8 [ Cls9 | Cls10 | Clsl1 |
Control Core A 0 72 ] 0 [ 0 J 0o [0 ][0T o079 0 0
Control Core B[ 22 | 47 [ 0 [ 52 | 0 [ 0 | 0 [ 0 [2800] 0 | 768
Memory A 0O Jo[o]oJof[o][of]o]o 0 0
FFT A 0 ] o] o] o0 23] 0 1 0 [ 4 | 12 [F24201
Memory B 0o Jof[oJoJTof[o]of]ol]o 0 2
FFT B 0 [ 0 [486] 0 [ 0 [172] 1 [ 0 [ 2 [1179 | 739
Memory C 0o Jof[oJoJof[o[1T ][00 0 1
AES A oo [ o[ 7070 1 |0 0 0
AES B 0 [ 0o [ 0o 9 0 [ 0 0 0 2
AES C 3 000 ] 1 [0]o0 0 0 1
AES D 9150 o J o[ 3 oo 171 0 32

The large test design has 11 subdesigns totaling 14972 vertices. Dark blocks indicate seg-
ments where the majority of the original subdesign landed within the segmentation. Lighter

blocks indicate partial matches.

concern with stray vertices here or there since the matching step is fuzzy. The other large

pieces are two control cores and two FF'Ts. Each control core mostly has its own segment

(clusters 2 and 9), though Core B loses a significant 768 nodes to Cluster 11, as well. The

largest segments of the FFTs correspond to clusters 10 and 11. The FFT subdesigns are

a bit messy. Each one has ‘rogue segments’ in clusters 3, 5, or 6 indicating that FFTs

may inherently be composed of smaller functional units. In this case, the smaller functional

FFT units should be included in the matching design library instead of the FFT itself.

Nonetheless, this segmentation is sufficient for the matching algorithm to extract the main

pieces of the overall design. A visualization of the matching algorithm is provided in Figure

3.6.
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3.5.2 Matching

The output of the previous step is several smaller clusters, which are then compared to
designs in a library. Embedding each cluster into R? is the most time consuming step of
the process. In the specific matching described in this chapter, the dimension d = 50 was
used to provide sufficient information about each partition, while reducing the computational
complexity. Calculating the dot product representation of a cluster with 1423 vertices and

3975 edges takes roughly 5.5 seconds using MATLAB.

The test library contains 16 designs containing all the known functional elements in the over-
all design, and designs similar to the known designs to test the robustness of the algorithm.
The designs in the library have between 117 and 4608 vertices and between 371 and 10786

edges after the initial design preparations.

An initial test of the matching algorithm showed that each subdesign matches with itself in
the design library. This was a necessary step since the dot product representation algorithm
is lossy and iterative. Thus, results may vary slightly between runs of the same design.
Through multiple iterations, it was discovered that the difference across runs is negligible

and using dimension 50 still allows for ample differentiation between designs.

Next, the proposed end-to-end segmentation and matching algorithm was used. Each cluster
in Table 3.1 was run through the proposed matching algorithm. The matching algorithm
proved to be robust to incorrect vertex groupings. For example, Cluster 11 consists primarily
of FFT A with significant contributions from Control Core B and FFT B. Nonetheless,
the matching algorithm correctly identifies Cluster 11 as being most similar to the FFT A
subdesign. Similarly, Cluster 9 was identified as Control Core B, and clusters 1, 4, 7, 8
were all identified as AES blocks. Thus, all the major elements of the design were identified,

except for FF'T B. Clusters 2, 3, 5, and 6 are all relatively small clusters and did not match
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well with anything. In fact, this is what would be expected to happen since those clusters
are small pieces broken off of the FF'T blocks. This is where a reverse engineer would analyze
the overall design to realize that is where the small unmatched blocks are coming from. The
results of the matching are shown in Table 3.2. The matching column is the scalar sine
difference between an exact match, and the attempted match of the library cluster vs the
segmented cluster. Although there are mismatches in the final table, the majority are a
function of the small sizes of the memory blocks that are subsets of the control cores and
the FFT. Overall, these results are promising and demonstrate how robust and effective the

proposed matching algorithm can be.

Table 3.2: Co-similarity of designs.

\ ID H True \ Calculated \ Match \
1 AES D AES 0.11994
2 || Control Core A Memory 0.34893
3 FFT B AES 0.44194
4 AES B AES 0.11806
5 FFT A Memory 0.57913
6 FFT B Memory 0.33189
7 AES A AES 0.065193
8 AES C AES 0.066218
9 || Control Core B | Control Core | 0.083697
10 FFT B AES 0.080711
11 FFT A FFT 0.057055

Matching against the library of known blocks. Here the recovered sub-circuits are compared
against a slightly reduced library of possible sub-circuit designs.

3.6 Future Work

Through this work, it can be shown that both fuzzy segmentation and fuzzy matching can be

used to assist in the design recovery process. By capturing common components from various
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IP libraries, a reasonably sized library can be constructed to assist in the initial triage of
future unknown designs. The machine time that is required to generate the library, and to do
the corresponding matches is reasonable for most moderate size FPGA and ASIC designs of
hundreds of thousands of nodes to millions of nodes. With the continued use of precompiled
IP blocks, it is reasonable to expect the library to contain thousands to tens of thousands
of vectors to match against while still having acceptable execution time. Furthermore, these
vectors can be further evaluated and matched utilizing many methods that are common to

software design recovery processes without revisiting the subgraph isomorphism problem.

This research was conducted within MATLAB without utilizing parallel execution. Many
of the segmentation, library generation, and matching functions could be parallelized to
increase execution speed. The MATLAB data structures generated in this research were not

memory efficient, and could be improved through an optimized implementation.

3.7 Conclusion

This work alone does not provide all the tools and resources required to perform design recov-
ery within an circuit, but it provides a new approach of combining a segmentation algorithm
with a matching algorithm to assist in design recovery efforts when the subcomponents are

not known a priori.
Table 3.3 provides an overview of the existing techniques discussed in Section 3.3.

The subgraph isomorphism class of techniques, Sub-isomorphism, Gemini, SubGemini, and
Sublsland, all generally rely on finding a common clique within the circuit. Once this is
complete, existing matching algorithms can be utilized. All of these techniques inherently

rely on exact matches through subgraph isomorphism. Gemini and SubGemini were able to
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Table 3.3: Comparison of circuit design recovery techniques.

Exact Size Specific or
Technique Size of subgraph | Match Speed | Reduction | Generic
Graph

Sub-isomorphism|[60] Hundred Yes Slow No Generic

Gemini[61] Multi-Hundreds | Mostly Slow No Generic

SubGemini[62] Thousands Mostly | Moderate No Generic

Sublslands[63] Thousands Yes | Moderate No Generic
Finite State Machine Tens of

Identification[66] Thousands N/A | Moderate Yes Specific

Behavioral Pattern
Matching[68][69][70] Hundreds Yes | Moderate Yes Generic
Data Mining[74]

Library Generation[72] || Tens-Thousands | Varies | Moderate No Generic

IP-Reuse[71] Hundreds No Slow No Generic
Tens of

WordRev|75] Thousands N/A Fast Yes Generic

Hundards of

K-Cut[76] Thousands N/A Fast Yes Generic
Segmentation Tens of

and Matching Thousands No Fast Yes Generic

easily identify divergence from the exact match, but this is not enough variance for blind
design recovery, especially with compiled and optimized designs. The segmentation and
matching work presented here is a replacement for these techniques on blind design recovery

efforts.

The FSM Identification technique is a complement to the segmentation and matching work.
It can be used to identify glue logic that may be in place between the cores that the seg-
mentation and matching algorithms identify. This algorithm is speedy, but it is optimized

to find specific subgraph structures.

The Behavioral Pattern Matching algorithms focus on the identification of small sub-circuits,
and then build up to larger circuits. This relies on the ability to identify these small circuits,
which may be lost in modern compilation and optimization tools. Thus, these tools generally

require exact sub-circuit matches.
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Data Mining is a complement to this research that can be used to improve the library of
items to match against. It is utilized in conjunction with matching algorithms to increase

the size and efficiency of the design library.

The IP-Reuse research provides the concept of switchable components that are functionally
equivalent. This technique is useful for optimization, circuit diversification, and reverse engi-
neering techniques. Although this technique provides functionally equivalent representations

of a logic block, it does not optimize the search space to accelerate sub-circuit identification.

WordRev provides another complement to the segmentation and matching algorithm. Wor-
dRev could be applied to all library circuits and unknown circuits for reduction. some
artifacts such as the importance of large buses could be lost in this effort though. This could

lead to a reduction in the effectiveness of both segmentation and matching.

K-Cut provides another segmentation methods in comparison to the Ncut segmentation in
general it supplies similar results; however, in its use with DARPA IRIS, it was optimized

to generate smaller blocks than were used here.

Although substantial research exists on techniques to identify known or unknown sub-circuits
within a design, they are generally focused on exact sub-circuit matches through subgraph
isomorphism. These existing techniques are typically used for test vector generation and
golden design verification. This research shows the viability of utilizing fuzzy matching
by reducing the alphabet of the nodes, providing a reasonable segmentation method, and
vectorizing the elements to provide a linear matching algorithm. The techniques shown
above are aimed at assisting blind design recovery efforts by reducing the human time that is
required to gain an understanding of the design while also providing reasonable computation

time, of a few seconds, for the analysis with a precomputed library.
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Chapter 4

Additional Sponsored Research

This portion of the dissertation is located at the Virginia Tech Secure Research Office.
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Chapter 5

Conclusion

Researchers, designers, and even operators occasionally have the need to look deeper into
a product to understand the underlying design. Both hardware and software vendors are
continuing to restrict this access. This research provides multiple use cases where this knowl-
edge can be utilized to enable capabilities that can increase the security posture of a product
through verifications of both hardware and software designs. I hope that through this re-
search, the community will appreciate the importance of low level research on available real

devices and tools.

5.1 Contributions

This research focuses on many of the alternative capabilities that are available on FPGA

and ASIC platforms. This section outlines the specific contributions previously discussed.

o A method that utilizes asynchronous circuits in FPGAs to provide information about

the supply chain characteristics of a specific die. This method is capable of identifying
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lifecycle events such as a reflow of an FPGA within an existing system. This may
be indicative of tampering within the system, and can be a trigger for additional
supply chain actions. Another lifecycle evaluation is to determine the homogeneity of
a manufacturing batch of FPGAs. This is utilized to assist in detecting counterfeit

FPGAs that could compromise the integrity of a supply chain.

o A method for the segmentation and non-graph sub-isomorphism pattern matching of
recovered hardware designs. By re-purposing an existing imaging processing algorithm
for image segmentation, recovered designs can be partitioned into a collection of seg-
ments that are easier to analyze in order to gain a better understanding of the original
design. This segmenting reduces the computational complexity of current algorithms
in this space. The current graph subgraph isomorphism algorithms for design recovery
are computationally expensive, and are not optimized for the types of designs that
are generated by commercial FPGA compilers and HLS tools for ASICs. This pattern
matching method compares vectorized segments against a library of other well known
segments in order to remove commonly known segments from the collection of unknown

segments.

e Additional contributions that are listed in the addendum.

Through the supply chain integrity measurer, existing techniques for determining the unique-
ness of an FPGA are being repurposed in order to provide unique contributions in manu-
facturing lot identification, and aging identification to provide a factor of confidence in the
acquisition and life-cycle of FPGA based devices. Current research is limited to unique die
identification and foundry identification. The Modified Ring Oscillator supply chain integrity
measurer expands these existing capabilities to offer an active mechanism to measure the

integrity of an FPGA. This combined with proper SVM analysis shows a 1% error rate for
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lot classification and a less than 5% error rate for individual die tracking through the burn
in process. These combined techniques provide a new active measurement mechanism, for

supply chain protection techniques in a new problem area.

The process of blind design recovery for ASICs and FPGAs is currently limited to spot
solutions that identify and collapse specific artifacts, or fall back to a variant of subgraph
isomorphism. This research opens the door to a fuzzy approach of segmentation and match-
ing that further constrains the computational time of subgraph identification. Although
this research has only been applied to a limited subset of potential designs, the techniques
that were utilized to not rely on any specific artifacts of a specific architecture or subgraph.

Through additional research, the generality of this technique can be further realized.

All the techniques presented throughout this dissertation are proof-of-concepts. Additional
work is needed to collect data about the ecosystems of operation, and outliers that may be
present in these ecosystems. Without a better understanding of these ecosystems, there will
be oversights which can easily cause errors for users. That all being said, this work provides
additional motivation for continuing low level ASIC and FPGA research, as the field is not

completely understood.
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Appendix A

Results from SVM experiments

Below are the results of the supply chain integrity measurer utilized for both lot classification
and individual die life cycle classification. The upper triangle of the table is the training
data error ratios, and the lower triangle of the table is the nominal data error rations. The

main diagonal of the table is not defined as this is not a proper comparison.

A.1 Lot Classification

Below are the results of the SVM that was applied as each of the 8 lots were compared to

each other.
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Table A.1: SVM success ratios with linear kernel, .7 training ratio

LotID] A | B | ¢C | D | E | F | G |
A N/A ]0/882]0/262 [ 0/262 | 72/388 | 0/262 | 0/273
B 0/378 | N/A [0/640 [ 0/640 | 0/766 | 7/340 [ 26/651
C 0/113 [ 0/275 | N/A | 0/21 | 0/147 [ 0/21 | 0/31
D 0/113 [1/275 ] 0/9 | NJA [ 0/147 [ 0/21 | 0/31
E [ 35/167[0/329 | 0/63 | 0/63 | N/A |0/147 | 0/157
F 0/113 | 1/275] 0/9 | 0/9 | 0/63 | N/A | 0/31
G 0/117 [8/279 | 0/14 | 0/14 | 0/68 | 0/14 | N/A

Table A.2: SVM success ratios with RBF kernel, .000005=y, .7 training ratio

[LotID] A | B | ¢ | D | E | F | G |
A N/A ] 0/882 [0/262 [ 0/262 [ 0/388 [ 0/262 | 0/273
B [[15/378 | N/A [0/640 [ 0/640 [ 0/766 [ 0/340 [ 0/651
C 1/113 [ 0/275 | NJA [ 0/21 [0/147 ] 0/21 [ 0/31
D 0/113 | 1/275 [ 2/9 | N/A [0/147 [ 0/21 | 0/31
E 8/167 [ 12/329 [ 0/63 [ 0/63 | N/A | 0/147 | 0/157
F 2/113 [ 0/275 [ 2/9 [ 0/9 [ 1/63 | N/JA | 0/31
G 3/117 | 1/279 [ 2/14 [ 0/14 | 2/68 | 0/14 | N/A

Table A.3: SVM success ratios with RBF kernel, .000001=y, .7 training ratio

TotiD] A | B | C [ D [ E [ F [ G |
A N/A [0/882 [ 0/262 | 0/262 | 0/388 | 0/262 | 0/273
B || 3/378 | N/A | 0/640 | 0/640 | 0/766 | 0/340 | 0/651
C  |[0/113 [ 0/275 | N/A | 0/21 | 0/147 | 0/21 | 0/31
D |[0/113 [ 1/275 | 1/9 | N/A | 0/147 | 0/21 | 0/31
E |[5/167 | 5/329 | 0/63 | 0/63 | N/A | 0/147 | 0/157
F |[0/113]0/275 | 0/9 | 1/9 | 0/63 | N/A | 0/31
G |[0/117 | 0/279 | 0/14 | 1/14 | 0/68 | 0/14 | N/A
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Table A.4: SVM success ratios with RBF kernel, .0000005=y, .7 training ratio

([LotID] A [ B [ ¢ | D | E [ F | G |
A N/A ]0/882]0/262 [ 0/262 | 0/388 | 0/262 | 0/273
B [[3/378 [ N/A |0/640 | 0/640 [ 0/766 | 0/340 | 0/651
C [0/113]0/275 | N/A | 0/21 [0/147 | 0/21 | 0/31
D [Jo/113[1/275 ] 1/9 | NJA [0/147 [ 0/21 | 0/31
E [ 5/167 [5/329 | 0/63 | 1/63 | N/A |0/147 | 0/157
F [[0/113]0/275] 0/9 | 0/9 | 0/63 | N/A | 0/31
G Jo/117[0/279 | 0/14 | 2/14 [ 0/68 | 0/14 | N/A

Table A.5: SVM success ratios with RBF kernel, .0000001=y, .7 training ratio

[LotID] A [ B [ ¢ | D | E [ F | G |
A N/A [0/882]0/262 [ 0/262 [ 0/388 [ 0/262 | 0/273
B [[2/378 ] N/A [0/640 [ 0/640 [ 0/766 [ 0/340 | 0/651
C JJo/113]0/275 | N/A [ 0/21 [0/147 [ 0/21 | 0/31
D [[0/113]0/275| 0/9 | N/A [0/147 ] 0/21 [ 0/31
E ]| 6/167|2/329 ]| 0/63 | 0/63 [ N/A [0/147 | 0/157
F [J0o/113[1/275] 0/9 [ 0/9 | 0/63 | N/JA | 0/31
G [[0/117]0/279] 0/14 | 0/14 [ 0/68 [ 0/14 [ N/A

Table A.6: SVM success ratios with linear kernel, .5 training ratio

TotD]| A | B [ C [ D | E | F [ G |
A N/A | 0/630 | 0/187 | 0/187 | 51/277 | 0/187 | 0/195
B 2/630 | N/A | 0/457 | 0/457 | 0/547 | 5/457 | 20/65
C 0/188 | 0/458 | N/A | 0/15 | 0/105 | 0/15 | 0/22
D 0/188 | 1/458 | 0/15 | NJA | 0/105 | 0/15 | 0/22
E || 50/278 | 0/548 | 0/105 | 0/105 | N/A | 0/105 | 0/112
F 0/188 | 3/458 | 0/15 | 0/15 | 0/105 | NJ/A | 0/22
G 0/195 | 13/465 | 0/23 | 1/23 | 0/113 | 0/23 | N/A
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Table A.7: SVM success ratios with RBF kernel, .000005=y, .5 training ratio

[LotID] A | B | ¢ | D | E | F | G |
A N/A | 0/630 | 0/187 | 0/187 | 0/277 [ 0/187 | 0/195
35/630 | N/A [0/457 [ 0/457 | 0/547 | 0/457 [ 0/65
4/183 | 0/458 | N/A | 0/15 [ 0/105 [ 0/15 | 0/22
2/188 | 2/458 | 2/15 | N/JA | 0/105 [ 0/15 | 0/22
15/278 | 24/548 | 1/105 [ 2/105 [ N/A | 0/105 | 0/112
1/188 | 1/458 | 2/15 | 3/15 [ 6/105 | N/A | 0/22
5/195 | 1/465 | 2/23 | 4/23 | 3/113 | 2/23 | N/A

QHEE o QW

Table A.8: SVM success ratios with RBF kernel, .000001=y, .5 training ratio

[LotID] A | B | ¢ | D | E | F | G |
A N/A ] 0/630 [0/187 [ 0/187 [ 0/277 [ 0/187 [ 0/195
B [[19/630 | N/A [0/457 [ 0/457 [ 0/547 [ 0/457 [ 0/65
C 1/188 | 0/458 | N/A | 0/15 [ 0/105 | 0/15 | 0/22
D 1/188 | 1/458 | 1/15 | N/A [0/105 | 0/15 | 0/22
E 9/278 | 10/548 [ 1/105 [ 2/105 | N/A | 0/105 [ 0/112
F 0/188 | 0/458 [ 1/15 [ 1/15 | 1/105 | N/A [ 0/22
G 0/195 | 0/465 | 1/23 | 4/23 [0/113 | 1/23 | N/A

Table A.9: SVM success ratios with RBF kernel, .0000005=y, .5 training ratio

TotiD]] A | B [ C [ D[ E | F | G |
A N/A [ 0/630 | 0/187 | 0/187 | 0/277 | 0/187 | 0/195
B [ 16/630 | N/A | 0/457 | 0/457 | 0/547 | 0/457 | 0/65
C 1/188 | 0/458 | N/A | 0/15 | 0/105 | 0/15 | 0/22
D 0/188 | 1/458 | 1/15 | NJA | 0/105 | 0/15 | 0/22
E || 10/278 | 8/548 | 1/105 | 1/105 | N/A | 0/105 | 0/112
F 0/188 | 0/458 | 0/15 | 1/15 | 1/105 | NJA | 0/22
G 0/195 | 0/465 | 1/23 | 4/23 | 0/113 | 1/23 | N/A
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Table A.10: SVM success ratios with RBF kernel, .0000001=y, .5 training ratio

[LotID|] A | B | C | D | E | F [ G |
A N/A [0/630 | 0/187 | 0/187 | 0/277 [ 0/187 | 0/195
B 2/630 | N/A [0/457 [ 0/457 | 0/547 | 0/457 [ 0/65
C 0/188 | 0/458 [ N/A [ 0/15 | 0/105 | 0/15 [ 0/22
D 0/183 | 1/458 | 0/15 [ N/A ] 0/105 | 0/15 [ 0/22
E [ 32/278 [2/548 | 0/105 | 0/105 | N/A | 0/105 | 0/112
F 0/188 | 4/458 | 0/15 | 0/15 | 0/105 | N/A [ 0/22
G 0/195 | 0/465 [ 0/23 | 2/23 | 0/113 | 0/23 | N/A

Table A.11: SVM success ratios with linear kernel, .3 training ratio

LotID] A | B | ¢ | D | E | F | G |
A N/A | 0/378 [0/112 [ 0/112 ] 36/166 [ 0/112 | 0/117
B 6/882 | N/A [0/274[0/274 ] 0/328 [ 8/274 [ 18/279
C 0/263 | 2/641 | N/JA [ 0/9 [ 0/63 [ 0/9 [ 0/13
D 0/263 | 2/641 | 0/21 | N/A [ 0/63 [ 0/9 [ 0/13
E [/ 82/389 ] 0/767 | 0/147 [ 0/147 [ N/A [ 0/63 | 0/67
F 0/263 | 9/641 [ 0/21 | 0/21 | 0/147 [ N/A | 0/13
G 0/273 [ 25/651 | 0/32 [ 2/32 [ 0/158 [ 0/32 [ N/A

Table A.12: SVM success ratios with RBF kernel, .000005=y, .3 training ratio

TotD]| A | B [ C [ D | E | F [ G |
A N/A | 0/378 | 0/112 | 0/112 | 0/166 | 0/112 | 0/117
B || 86/882 | N/A | 0/274 | 0/274 | 0/328 | 0/274 | 0/279
C 5/263 | 4/641 | N/A | 0/9 | 0/63 | 0/9 | 0/13
D 3/263 | 2/641 | 2/21 | NJA | 0/63 | 0/9 | 0/13
E || 24/389 | 35/767 | 2/147 | 3/147 | N/A | 0/63 | 0/67
F 4/263 | 3/641 | 2/21 | 4/21 | 6/147 | NJA | 0/13
G |[17/273 | 1/651 | 2/32 | 4/32 | 15/158 | 7/32 | N/A
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Table A.13: SVM success ratios with RBF kernel, .000001=y, .3 training ratio

[LotID] A | B | ¢ | D | E | F | G |
A N/A ] 0/378 [0/112 ] 0/112 [ 0/166 | 0/112 [ 0/117
B [[23/882] N/A |0/274[0/274 | 0/328 | 0/274 [ 0/279
C 1/263 | 1/641 | N/JA [ 0/9 | 0/63 | 0/9 [ 0/13
D 2/263 | 1/641 | 1/21 | N/A | 0/63 [ 0/9 [ 0/13
E [ 16/389 | 15/767 | 1/147 | 1/147 | N/A | 0/63 | 0/67
F 2/263 | 1/641 | 1/21 | 4/21 | 1/147 [ N/A [ 0/13
G |[[15/273] 0/651 [ 1/32 | 4/32 | 8/158 | 1/32 | N/A

Table A.14: SVM success ratios with RBF kernel, .0000005=y, .3 training ratio

[LotID] A | B | ¢ | D | E | F | G |
A N/A ] 0/378 [0/112]0/112 ] 0/166 | 0/112 [ 0/117
B [[20/882 ] N/A [0/274[0/274[0/328 [ 0/274 [ 0/279
C 1/263 | 1/641 | N/JA | 0/9 [ 0/63 | 0/9 | 0/13
D 2/263 | 1/641 [ 1/21 | N/A [ 0/63 | 0/9 | 0/13
E || 17/389 | 14/767 | 1/147 [ 2/147 [ N/A [ 0/63 [ 0/67
F 1/263 [ 0/641 | 0/21 | 4/21 [1/147 | N/A [ 0/13
G [[15/273 ] 0/651 | 0/32 | 4/32 [ 3/158 | 1/32 | N/A

Table A.15: SVM success ratios with RBF kernel, .0000001=y, .3 training ratio

TotiD]] A | B [ C [ D[ E | F | G |
A N/A [ 0/378 [ 0/112 [ 0/112 | 0/166 | 0/112 | 0/117
B 2/882 | NJA | 0/274 | 0/274 | 0/328 | 0/274 | 0/279
C 0/263 | 0/641 | N/A | 0/9 | 0/63 | 0/9 | 0/13
D 2/263 | 1/641 | 0/21 | NJA | 0/63 | 0/9 | 0/13
E || 60/389 | 4/767 | 0/147 | 2/147 | NJA | 0/63 | 0/67
F 0/263 | 7/641 | 0/21 | 2/21 | 0/147 | N/A | 0/13
G 0/273 | 2/651 | 0/32 | 2/32 | 0/158 | 0/32 | N/A
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A.2 Die Life Cycle Classification

Below are the measurements of a single subsection of a lot that was run through a thermal
oven multiple times to simulate the process of soldering the part on a PCB and removing

the part from the PCB. Bake 0 is a part that has never been soldered, and bake 6 is part

that has been soldered and removed from the PCB 3 times.

Table A.16: SVM success ratios with linear kernel and .3 training ratio

[Bake[ 0 | 1 [ 2 4 | 6 |
0 N/A [ 46/108 | 44/108 | 41/108 | 46/108
1 ]| 120/252 | N/A | 39/108 | 48/108 | 22/108
2 [ 92/252 [ 120/252 [ N/A [ 40/108 | 35/108
4 || 95/252 | 136/252 [ 137/252 | N/A [ 29/108
6 || 134/252 | 77/252 | 105/252 | 82/252 | N/A

Table A.17: SVM success ratios with RBF kernel, .00005=y, and .3 training ratio

| Bake | 0 1 [ 2 [ 4 [ 6 |
0 N/A [ 0/108 [ 0/108 [ 0/108 [ 0/108
1 [[20/252 | N/A | 0/108 | 0/108 | 0/108
2 |[39/252[34/252 [ N/A [ 1/108 [0/108
4 [['52/252 [ 32/252 | 59/252 [ N/A | 0/108
6 || 62/252 [ 32/252 | 69/252 | 55/252 | N/A

Table A.18: SVM success ratios with RBF kernel, .00001=y, and .3 training ratio

|Bake || 0 1 | 2 [ 4 | 6 |
0 N/A | 2/108 | 0/108 | 0/108 | 0/108
1 |16/252 | N/A [ 0/108 | 0/108 | 0/108
2 || 33/252|35/252 | N/A | 1/108 | 0/108
4 | 43/252|19/252 [ 54/252 | N/A [ 0/108
6 |/ 50/252 | 13/252 | 55/252 | 19/252 | N/A
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Table A.19: SVM success ratios with RBF kernel, .000005=y, and .3 training ratio

[Bake| 0 | 1 | 2 [ 4 [ 6 |
0 N/A ] 6/108 [ 0/108 [ 0/108 [ 0/108
21/252 [ N/A [ 0/108 [ 0/108 [ 0/108
21/252 | 22/252 [ N/A | 1/108 [ 0/108
17/252 | 14/252 | 48/252 | N/A | 0/108
28/252 | 8/252 [ 42/252 | 14/252 [ N/A

O = DN

Table A.20: SVM success ratios with RBF kernel, .00005=y, and .5 training ratio

Bake| 0 | 1 | 2 | 4 | 6 |
0 N/A | 0/180 | 0/180 | 0/180 | 0/180
14/180 | N/A | 0/180 | 0/180 | 0/180
25/180 [ 18/180 [ N/A [ 0/180 | 0/180
21/180 | 18/180 [ 26/180 [ N/A | 0/180
32/180 | 18/180 | 40/180 | 30/180 | N/A

S| = DN

Table A.21: SVM success ratios with RBF kernel, .00001=y, and .5 training ratio

Bake|| 0 | 1 | 2 | 4 | 6 |
0 N/A | 1/180 | 0/180 | 0/180 | 0/180
12/180 | N/A | 0/180 | 0/180 | 0/180
18/180 | 18/180 | N/A | 2/180 | 0/180
11/180 [ 16/180 | 21/180 | N/A [ 0/180
12/180 | 15/180 | 26/180 | 16/180 | N/A

S| = DN =

Table A.22: SVM success ratios with RBF kernel, .000005=y, and .5 training ratio

Bake| 0 | 1 | 2 [ 4 | 6 |
0 N/A | 4/180 | 0/180 | 0/180 | 0/180
11/180 | N/A | 0/180 | 0/180 | 0/180
15/180 | 13/180 | N/A | 2/180 | 0/180
9/180 | 12/180 | 16/180 | N/A | 0/180
6/180 | 6/180 | 16/180 | 9/180 | N/A

Y| =~ DN~
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Table A.23: SVM success ratios with RBF kernel, .00005=y, and .7 training ratio

Bake] 0 [ 1 | 2 | 4 [ 6 |
0 N/A [ 0/251] 0/251 | 0/251 | 0/251
6/100 | N/A | 0/251 | 0/251 | 0/251
17/109 | 9/109 | N/A | 0/251 | 0/251
11/109 | 9/109 | 12/109 | N/A | 0/251
16/109 | 9/109 | 21/109 | 12/109 | N/A

| =~ DN~

Table A.24: SVM success ratios with RBF kernel, .00001=y, and .7 training ratio

Bake| 0 | 1 | 2 [ 4 | 6 |
0 N/A |2/251 ] 0/251 | 0/251 | 0/251
5/109 | N/A | 0/251 | 0/251 | 0/251
15/109 | 8/109 | N/A | 0/251 | 0/251
7/109 |8/109 | 13/109 | N/A | 0/251
10/109 | 7/109 | 16/109 | 3/109 | N/A

| = DN~

Table A.25: SVM success ratios with RBF kernel, .000005=vy, and .7 training ratio

[Bake[| 0 | 1 | 2 | 4 [ 6 |
0 N/A [5/251 [ 0/251 [ 0/251 | 0/251
7/109 | N/A [ 0/251 [ 0/251 | 0/251
14/109 | 7/109 | N/A [3/251 | 0/251
7/109 [ 8/109 [ 12/109 [ N/A | 0/251
6/109 | 4/109 | 9/109 [ 3/109 | N/A

| =N~

Table A.26: SVM success ratios with RBF kernel, .00005=y, and .9 training ratio

Bake| 0 | 1 [ 2 [ 4 | 6 |
0 |[NJA[0/324]0/324|0/324 | 0/324
3/36 | NJA |0/324 [ 0/324 | 0/324
8/36 | 4/36 | NJA [0/324 | 0/324
5/36 | 4/36 | 5/36 | N/A | 0/324
7/36 | 4/36 | 8/36 | 3/36 | N/A

| =N~
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Table A.27: SVM success ratios with RBF kernel, .00001=y, and .9 training ratio

[Bake | 0 [ 1 | 2 [ 4 [ 6 |
0 [N/AT1/32470/324]0/324 [ 0/324
3/36 | N/A [0/324 [ 0/324 | 0/324
7/36 | 3/36 | NJA |2/324 ] 0/324
3/36 | 3/36 | 7/36 | N/A |0/324
4/36 | 2/36 | 6/36 | 1/36 | N/A

S| = DN~

Table A.28: SVM success ratios with RBF kernel, .000005=y, and .9 training ratio

[Bake | 0 [ 1 [ 2 | 4 | 6 |
0 [[N/A]7/324]0/3240/324 [ 0/324
2/36 | N/A 10/324 [ 0/324 | 0/324
6/36 | 2/36 | N/A | 3/324 | 0/324
2/36 | 4/36 | 6/36 | N/A | 0/324
3/36 [ 2/36 [ 5/36 | 0/36 | N/A

| = DO —




Appendix B

Design Recovery Detalils

The contents of this section are under non-disclosure agreements and are archived at the

Virginia Tech Secure Research Office.



Appendix C

Design Recovery Implementation

The contents of this section are under non-disclosure agreements and are archived at the

Virginia Tech Secure Research Office.
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