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Abstract

Despite their language-integrated design, Java exceptions
can be difficult to use effectively. Although Java exceptions
are syntactically straightforward, negligent practices often
result in code logic that is not only inelegant but also unsafe.
This paper explores the challenge of auditing Java software
to enhance the effectiveness and safety of its exception logic.
We revisit common anti-patterns associated with Java ex-
ception usage and argue that, for auditing, their detection
requires a more nuanced approach than mere identifica-
tion. Specifically, we investigate whether reporting such
anti-patterns can be prioritized for subsequent examina-
tion. We prototype our approach as HANDEL, in which anti-
patterns and their priority, or weight, are expressed declar-
atively using probabilistic logic programming. Evaluation
with representative open-source code bases suggests HAN-
DEL’s promise in detecting, reporting, and ranking the anti-
patterns, thus helping streamline Java software auditing to
ensure the safety and quality of exception-handling logic.

CCS Concepts: « Software and its engineering — Auto-
mated static analysis; Software safety; Error handling and
recovery; « Computing methodologies — Probabilistic
reasoning; Logic programming and answer set programming.
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1 Introduction

Java was not the first mainstream programming language
with a built-in exception-handling mechanism. Dating back
to the 1960s [35], several prior languages, including Ada [28]
and C++ [26], supported handling runtime errors and excep-
tional conditions in a structured manner. Drawing inspira-
tion from these languages, the design of Java has reconsid-
ered several aspects of exceptions, including a standardized
exception hierarchy, checked exceptions, and strict exception
type checking [24]. After nearly 30 years, Java has experi-
enced enormous success and now rules the world of enter-
prise software with billions of lines of legacy code. Unfortu-
nately, analyzing legacy Java code reveals that exceptions
have become a double-edged sword. Although it promotes
the intended structured handling of exceptional conditions,
it also allows undisciplined and ill-conceived programming
practices [5, 6, 12, 17]. Unless following a strict set of coding
principles, when it comes to exceptions, Java programmers
are prone to exhibit common poor coding practices—often
referred to as anti-patterns [9, 19].

Before a code base can be included in high-stakes environ-
ments, such as government or critical infrastructure systems,
it must be audited for adherence to safety standards. Soft-
ware auditing verifies and validates that a code base complies
with the necessary standards and meets all its baseline re-
quirements [10]. Unfortunately, auditing large code bases is
notoriously time-consuming and tedious, requiring signif-
icant resources and expertise [32]. Consequently, auditing
can greatly benefit from automated tools and processes [16].

Exception handling needs auditing as it fulfills the critical
role of addressing exceptional runtime conditions. Certain
features of Java exceptions make code susceptible to anti-
patterns. Anders Hejlsberg, the lead C# architect, points out
in an interview that “checked exceptions become such an
irritation that people completely circumvent the feature...
checked exceptions have actually degraded the quality of the
system in the large” [48]. Indeed, Java programmers often
circumvent the necessity to handle checked exceptions by
creating empty catch clauses or catching a generic super-
class exception type. Extensive research has codified such
Java exception anti-patterns and studied their prevalence in
legacy code bases [5, 6, 12, 38, 44, 53].

This paper focuses on the challenge of auditing Java soft-
ware to ensure the effectiveness and safety of exception
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1| public void myCreateBucket(String name) {

2 S3Client s3 = newS3Client();

3 try {

4 CreateBucketRequest req = newCBRequest(name);
5 s3.createBucket(req);

6 // throws BucketAlreadyExistsException,

7 // BucketAlreadyOwnedByYouException,

8 // AwsServiceException,

9 // SdkClientException, and S3Exception
10 -

11 } catch (SdkException e) {

12 ... // handle exception appropriately

13 }

14 s3.close();

15( }

Figure 1. Code snippet for facilitating the exposition and
definitions of Java exception anti-patterns; adapted from [2].

handling. Auditing tools that report many false positives
cause information overload, particularly for large commer-
cial code bases. With unlimited resources, an auditor could
examine each reported case to confirm its validity. However,
this practice would be infeasible in realistic settings. When
it comes to auditing, detecting exception anti-patterns can
benefit from a more nuanced treatment than the current
methods that report their findings using boolean logic.

To address the challenges of boolean reporting, we intro-
duce a novel approach that leverages probabilistic reasoning
to detect and weigh possible anti-patterns. The weighted re-
sults can be used to guide further manual inspection. We pro-
totype our approach as HANDEL, which concisely expresses
anti-patterns in ProbLog, a probabilistic dialect of Prolog.
This design enables declarative specifications that can be eas-
ily examined and tweaked. Despite the interpretive nature of
ProbLog execution, HANDEL shows promising performance
and memory consumption characteristics. An evaluation
with representative Java benchmark applications demon-
strates the potential of probabilistic reasoning for reporting
suspected exception anti-patterns as well as HANDEL’s abil-
ity to point out the likelihood of their presence. This paper
makes the following contributions:

e We introduce a novel approach for reporting exception
anti-patterns based on probabilistic reasoning to guide
subsequent auditing efforts.

e We describe our prototype implementation, HANDEL,
an extensible analysis framework that leverages prob-
abilistic logic programming to identify potential ex-
ception anti-patterns; in HANDEL, analysis results are
weighed via highly configurable ProbLog predicates.

e We assess our approach’s suitability for auditing by
applying HANDEL to a set of representative Java bench-
mark applications.
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2 Exception-handling Anti-patterns

Previous works have established a Java exception-handling
anti-pattern taxonomy [5]. This section revisits common anti-
patterns defined in this taxonomy. Consider the Java method
myCreateBucket depicted in Figure 1. This code snippet uses
the Amazon AWS Java SDK [3]. Specifically, it creates a new
bucket by using the API to interact with the Amazon S3
service. The API createBucket method throws numerous
exceptions, as stated in the listing as comments. All these
exceptions are sub-classes of the base class SdkException.
This inheritance relationship makes it possible to use the
base class exception in the catch clause for handling all
possible exceptions.

Whether this code snippet matches an anti-pattern can-
not be determined definitively. In some contexts, using the
base class is appropriate for the desired level of exception
handling. In others, it may be necessary to handle each of
the potentially thrown exception sub-classes specially. In
particular, from an auditing standpoint, we might need to
be able to specify the degree to which a code base matches
an anti-pattern. The reported degrees would then prioritize
subsequent manual auditing. We next revisit common ex-
ception anti-patterns and argue that boolean reporting logic
might be unnecessarily rigid for software auditing.

2.1 Anti-pattern 1: Catch Generic / Over-Catch

One of the most common Java exception anti-patterns is
Catch Generic or Over-Catch (AP1), in which a handler catches
an exception type that is a supertype of the thrown excep-
tions [38]. This type relationship is called subsumption [1].
This anti-pattern branches into two distinct types: (1) “catch
generic”, a program catching a high-level, generic exception
type (i.e., Throwable, Exception, Error, or RuntimeError);
(2) subsumption, or “over-catch” [53], a handler catching
multiple different lower-level exceptions [5]. In both cases,
the anti-pattern reflects that the caught exception type is a
super-class of the types of exceptions thrown. As a result, the
exception handler is less likely to appropriately account for
the nuances of each possible sub-class of exception. For ex-
ample, in our motivating example, we might want to be able
to distinguish between BucketAlreadyExistsException
and BuckedAlreadyOwnedByYouException, as we want to
ensure that these particular exceptional conditions are han-
dled specially. At the same time, it may be acceptable for the
remaining exceptions to be handled generically.

2.2 Anti-pattern 2: Throws Generic / Over-Throws

Another Java exception anti-pattern is Throws Generic (AP2),
in which a method’s “throws” statement propagates a generic
exception type [5]. Similar to AP1, this anti-pattern derives
from using a super-class exception type. Because the specific
thrown exception types are lost, any handlers that catch

the thrown exceptions become incapable of specializing
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Figure 2. HANDEL system overview and data-flow diagram

their handling. Inspired by the over-catch anti-pattern, we
propose a more encompassing Over-Throws anti-pattern in
which the type specified in a throws statement subsumes the
types of exceptions thrown. For example, the control flow
of createBucket could pass through a method that propa-
gates SdkException, which may or may not be problematic
depending on the context.

2.3 Anti-pattern 3: Unhandled Exceptions

Yet another anti-pattern we consider is Unhandled Excep-
tion (AP3), in which a handler fails to catch all reachable
exceptions [5, 44]. This anti-pattern describes the practice of
implementing an exception handler that reaches but does not
catch a thrown unchecked exception. By definition, the Java
semantics do not require unchecked exceptions to be han-
dled. However, within certain contexts, it may be necessary
to handle such runtime exceptions gracefully. For example,
assume the createBucket method in our motivating exam-
ple additionally threw an I1legalArgumentException. If
this exception is not handled, the program will terminate
prematurely. Software auditors might want to ensure that
specific unchecked exceptions are caught so that the soft-
ware does not fail within a high-stakes environment.

3 HANDEL’s Design and Implementation

Auditing contexts may differ greatly, depending on the soft-
ware domain, deployment environment, and security/privacy
restrictions. In light of these observations, our design must
exhibit high degrees of transparency and configurability.
The key insight of our design lies in employing probabilistic
logic programming to specify our analyses. Transparency is
achieved through comprehensible logical rules that specify
anti-pattern detection. Configurability is achieved through
special or custom logic predicates.

We prototype our approach as HANDEL, which draws in-
spiration from the renowned baroque composer George Frid-
eric Handel. Just as Handel’s compositions are celebrated
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for their elegance, precision, and gracefulness, HANDEL pro-
motes these qualities in Java exception-handling code. Fig-
ure 2 presents an overview of the HANDEL framework, com-
prising three distinct phases, whose implementations we
detail next.

3.1 Phase I: Generating Code Property Graph

In HANDEL’s first phase, a program is converted into a code
property graph (CPG). A CPG is a powerful program rep-
resentation that combines a program’s abstract syntax tree
(AST), control flow graph (CFG), and program dependency
graph (PDG) into a single, joint structure [52]. The AST
represents the program’s source code and syntactic struc-
ture; the CFG captures how execution flows between pro-
gram statements; and the PDG encodes data dependencies
throughout the program. A CPG provides the advantages of
all three graphs in a single, convenient representation. While
CPGs were originally designed for describing and identify-
ing software vulnerabilities, its applicability extends beyond
security-based analyses.

Because they provide a rich expression of a program’s
properties, we adopted CPGs as an intermediate represen-
tation for our analyses. The AST sub-graph contains Java
exception-handling constructs. Each try/catch/finally struc-
ture has a corresponding sub-tree in the AST. A “try” control
structure is at the sub-tree’s root, and each block comprises
the child nodes. We build our anti-pattern analyses by com-
bining the exception-handling structures expressed in the
AST with the control-flow relationships encoded in the CFG
sub-graph. To obtain a CPG representation of a program,
HANDEL uses JOERN, a CPG framework [22].

3.2 Phase II: Translating CPGs into ProbLog Facts

HANDEL’s second phase translates a given CPG into ProbLog
facts representing the program’s control-flow and exception-
handling relationships. As depicted in Figure 2, this phase
accepts a set of HANDEL passes as input. Each pass translates
a targeted set of program constructs into ProbLog facts.
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3.2.1 Control-flow Pass. This pass outputs a set of re-
lations describing how execution transitions between pro-
gram statements and methods. Specifically, it translates a pro-
gram’s CFG and constructs its probabilistic CFG (Prob-CFG),
a weighted CFG, in which an edge’s weight represents the
probability of following that edge [41]. The logic for apply-
ing probabilities to control-flow edges is based on branch
selectivity [40]. Each branch condition in the program is con-
verted into satisfiability modulo theory (SMT) constraints
and solved using the automata-based model counter (ABC)
SMT solver [4]. This pass outputs a set of facts represent-
ing an intra-procedural CFG/Prob-CFG for each method. The
declarative ProbLog rules then infer the set of inter-procedural
edges, thus demonstrating an additional advantage of struc-
turing this analysis using probabilistic logic programming,.
Specifically, this pass outputs the following facts:

e method(Entry,Name): CFG node Entry is the entry
point for method Name.
cfg_edge(X,Y): Edge between CFG nodes X and Y.
e P::prob_cfg_edge(X,Y): Edge between CFG nodes

X and Y with probability P.
e calls(Meth,Callee,Site):Meth callsCallee at CFG
node Site.

e returns(Meth,Site):Methreturns at CFGnode Site.

3.2.2 Exception-handling Pass. This pass traverses the
CPG and identifies nodes relevant to exception-handling con-
structs. Specifically, it identifies exception-handling control
structures (i.e., try and catch blocks), caught exception types,
thrown exceptions, and propagated exceptions. This pass
outputs the following exception-handling facts:

e method_throws(Meth,Exc): Meth propagates Exc.

e throws(X,Exc): Exc is thrown at CFG node X.

e catches(Try,Catch,Exc): Control structure Try han-
dles Exc in block Catch.

e in_try(X,Try): CFG node X is in the try block of con-
trol structure Try.

e in_catch(X,Try): CFG node X is in the catch block
of control structure Try.

e subclass(T1,T2): Type T1 is a sub-class of T2.

3.3 Phase III: Identifying Probable Anti-patterns

HANDEL’s third and final phase employs ProbLog to iden-
tify potential anti-patterns and their corresponding weights.
As its logic engine, HANDEL utilizes CpLINT [36, 37], an
implementation of ProbLog provided as a library for SWI-
Prolog[51]. We selected CpLINT due to its full support of the
ProbLog syntax and the robustness of SWI-Prolog.

HANDEL infers inter-procedural control edges and paths
from the control flow facts extracted in Phase II. The rules in
Figure 3 specify the relationships that infer inter-procedural
control flow edges and paths between nodes X and Y.

The icfg_edge rule on line one represents intra-procedural
edges. Any existing CFG edges not originating from a call
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1| icfg_edge(X,Y) :- cfg_edge(X,Y), \+calls(_,_,X).
2| icfg_edge(X,Y) :- calls(_,Y,X).

3| icfg_edge(X,Y) :- calls(_,M,Z), returns(M,X),

4 cfg_edge(Z,Y).

5

6| icfg_path(X,Y) :- icfg_edge(X,Y).

7| icfg_path(X,Y) :- icfg_edge(X,Z), icfg_path(Z,Y).

Figure 3. Inter-procedural edge and path inference rules

P::exception_distance(N) :- P is 1-(1/N)+0.2
antipatternl (Catch, CaughtExc,Throw, ThrownExc ,N) :-
throws (Throw, ThrownExc),
catches(Try,Catch,CaughtExc),
is_subclass(ThrownExc,CaughtExc,N),
exception_distance(N),
in_try(TryNode,Try),
in_catch(CatchNode,Try),
icfg_path(TryNode, Throw),
icfg_path(Throw,CatchNode).

= O 0 00N QU R W

—_ =

Figure 4. Specification for AP1: catch generic / over-catch

should be included in the inter-procedural CFG. The rule
on line two represents edges between functions. There is an
edge between nodes X and Y if X is a call site and Y is the callee.
The rule on line three establishes a back-edge from a called
function to its call site. There is an edge between nodes X and
Y if X is the return site of a function that was called by the
node immediately preceding Y. The icfg_path rules on lines
six and seven demonstrate how to infer whether a path be-
tween X and Y exists using the icfg_edge relationships. We
introduce a nearly identical set of rules for prob_icfg_edge
and prob_icfg_path by replacing instances of cfg_edge
with prob_cfg_edge. These rules are integrated into addi-
tional rules that define our anti-patterns.

Figure 4 presents the ProbLog rule for AP1, which identi-
fies whether an exception handler Catch is over-catching. If
an exception is thrown along a path between a try block and
its catch block, and the thrown exception is a sub-class of
the caught exception, then the handler, Catch, may match
AP1. The result is weighted via the exception_distance
predicate. For our purposes, the further apart the two excep-
tions are in the type hierarchy, the more likely it is that AP1
has been matched. Depending on the audit, the weight pred-
icate can be modified. For example, exception_distance
can be updated to use a different formula or replaced with a
different predicate that represents the targeted standard.

For brevity, we omit the AP2 and AP3 specifications. How-
ever, they are equally as comprehensible and configurable
as AP1. AP2 is also defined by type subsumption, so it uses
exception_distance as its weight predicate. The weight
predicate for AP3 is derived from the Prob-CFG as the cumu-
lative probability of the edges along a prob_icfg_path.If a
program throws an exception along a typical—or probable—
path, the exception’s graceful handling should be prioritized.
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Table 1. Summary of HANDEL evaluation; runtime reported
in seconds (s) and memory consumption in megabytes (MB)

Phase III Time / Memory
Benchmark AP1 AP2 AP3
fop-events 14.79 / 343.5 36.03 / 996.3 37.2/976.3
fop-sandbox 14/213 104.78 / 2302.9 | 98.43 / 2062.5
fop-util 0.86/17.5 8.94/316.2 11.22/ 369.2
h2o0-algos 0.42/14.7 04/17.4 0.39/14.4
h2o-avro-parser 0.6 /25.2 0.68 / 36.1 0.76 / 40.8
h2o-clustering 0.42 / 14.7 0.56 / 36.7 0.65/39.9
h20-genmodel 14.64 / 572.4 11.92 / 494 37.19/1331.7
h2o0-hive 1.95/37.2 53.17 / 1809.5 | 45.45/1528.6
h2o0-orc-parser 1.11/19.8 4.73/273.4 7.45/377.8
h2o-persist-drive 93.0/49.9 1.1/73.9 1.71/114.8
h2o-persist-gcs 0.81/28.2 1.2/60.9 1.61/82
h2o-persist-http 0.44 /234 0.38 /20.7 0.41/23.4
h2o-persist-s3 134.67 / 3165.7 19.9 / 494.1 143.41/ 3330.9
h2o-security 0.5/253 0.62 / 40.5 0.48 /25.1
h2o-webserver-iface 0.5/23.9 0.41/14.8 0.5/24.2
sunflow-image 1.83/24.6 2.52/124.7 3.09 /205.2
sunflow-system 1.09/19.2 2.14/196.2 2.34/229.7

4 FEvaluation

We evaluate the efficacy of HANDEL by applying it to 17
benchmark programs. These benchmarks were selected from
the dacapo-23.11-chopin benchmark suite [7]. Specifically,
we analyzed a subset of packages from the fop, h2o, and
sunflow projects. These packages ranged from 150-1600 LoC
with an average of ~670 LoC. For each benchmark, we ran
HANDEL to check for each anti-pattern and captured the
time and memory consumption associated with each phase.
Across the 17 benchmarks, Phase I averaged a runtime of
5.53 seconds and 323.6 MB of memory, and Phase II averaged
a runtime of 36.8 seconds and 4501 MB of memory. Table 1
presents the runtime and memory of Phase IIL

To study how HANDEL performs compared to existing ap-
proaches, we implemented two additional rules that mirror
those provided by checkstyle 10.16.0 [11] and PMD 7.1.0 [34],
two popular static Java bug finding tools [39]. Specifically,
we implemented a rule that detects when a program catches
an exception that is too generic and another that detects if a
method propagates a generic exception. Although reminis-
cent of AP1 and AP2, these rules focus on the mere presence
of generic exception types rather than analyzing control-flow
sensitive subsumption relationships. These specifications
utilize generic_expression as a weight predicate, which
assigns exception types arbitrary weights. Suppose an audit
permits catching Exception; in this scenario, an auditor can
either remove the corresponding generic_exception fact
from the database or deprioritize the result by setting the
probability to a small value.

We applied our generic catch, generic throw, and their
comparable rules in checkstyle and PMD to our benchmark
programs, measuring each framework’s identified violations,
runtime, and memory consumption. The results between
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checkstyle and PMD contained small discrepancies due to
varying definitions of a “generic” exception or “illegal” prop-
agation. However, due to the flexible and modifiable defini-
tion of our weight predicate, HANDEL identified the same
potential violations as the other frameworks individually.
Figure 5 presents the runtime and memory consumption
for each framework’s generic catch detection. We observed
comparable metrics for each framework’s throw detection.
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Figure 5. Runtime and memory performance for detecting
a generic catch using HANDEL, checkstyle, and PMD

5 Discussion

Next, we discuss the implications of our preliminary evalu-
ation, which aims to answer this question: Is probabilistic
logic a suitable approach for detecting and reporting Java
exception anti-patterns?

When evaluating an approach’s suitability for a software
auditing task, one must consider both usability and perfor-
mance. The approach’s programming interface should be
amenable to easy expression and modification, while the
resulting performance should be capable of efficiently ac-
commodating the auditing needs. Our evaluation indicates
HANDEL’s promise in achieving both objectives, while future
work will determine to what extent.

We evaluate HANDEL’s usability by examining the expres-
siveness of its anti-pattern specifications. We report our find-
ings based on our experiences constructing the ProbLog rules.
Notice that the rule in Figure 4 is simple but logical. These
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properties should make them amenable to comprehension
and modification by software auditors. We intend further
to study the expressiveness of HANDEL through usability
studies. In terms of modification, we found that exposing
HANDEL’s configuration as ProbLog predicates presents an
intuitive interface. Our design contrasts existing approaches,
such as PMD or checkstyle, which utilize XML configuration
files, a format designed for easier computer processing rather
than human comprehension.

Often, expressiveness comes at the cost of performance.
Therefore, an objective of our evaluation was to determine
if the highly declarative detection logic of HANDEL would
exhibit acceptable performance characteristics. Our bench-
marks show promising performance and memory trends.
The runtime of each anti-pattern varied across the evalu-
ation benchmarks, with times ranging from less than half
a second to 143 seconds, with an average of 15.9 seconds.
We see a similar variation in memory consumption, which
ranges from 14.4 to 3,224.4 MB, with an average of 427.7 MB.
Although our benchmark programs are relatively small, the
observed costs should be acceptable in most auditing scenar-
ios. Furthermore, HANDEL is still in its prototyping phase,
so we have not explored optimizations based on the under-
lying logic engine or methods to reduce the database size.
We expect that applying such optimizations would strictly
improve HANDEL’s performance.

We also compared HANDEL with closely related tools con-
cerned with finding defects in Java programs: checkstyle
and PMD. Because these tools are not designed to detect
control-flow-based defects, we introduced two additional
specifications into HANDEL similar to closely related defect
specifications in these existing tools. Across all evaluation
benchmarks, HANDEL showed comparable or superior perfor-
mance levels, which aligns with the well-known efficiency of
logical inference. Furthermore, in HANDEL’s case, the perfor-
mance expenditure is a front-loaded one-time cost. Phases I
and II, which are more expensive than existing approaches,
only need to be executed once to establish the database of
facts. All subsequent analyses can utilize the same database
and benefit from the performance improvements.

6 Related Work

This work is related to Java anti-patterns, automated soft-
ware auditing, and declarative program analysis. Prior works
have defined catalogs of Java anti-patterns, including excep-
tion handling [5, 6, 12, 31, 43], dependency injection [27],
concurrency [15], and performance [47] and demonstrated
their presence in real software. Prior efforts have focused
on creating tools to identify these anti-patterns [46, 54]. Our
approach differs in specifying anti-patterns in a probabilistic
logic language, thus providing weighted results.

Auditing and validating software is extremely resource-
intensive, requiring significant money, developer effort, time,
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and expert knowledge [16, 32]. As a result, prior works have
focused on automating the process [10, 30] or developing
tools to identify software flaws [33]. In contrast to prior
works that focus on identifying specific flaws, our work
provides a more general framework for detecting software
defects that can be expressed as logical rules.

HANDEL builds on extensive prior research on applying
logic languages to solving program analysis problems. Logic
languages are an effective means for specifying sophisti-
cated and scalable analyses in a declarative manner [13, 21].
Past applications vary from calculating large-scale points-to
relationships [8, 49, 50] to identifying structural program de-
pendencies [18] or code property violations [45]. HANDEL’s
design takes inspiration from program analysis frameworks
that express their analyses in a logic language [8, 23, 29].
The key novelty of our approach lies in employing proba-
bilistic logic programming [14, 20, 25, 42] for specifying and
executing program analyses.

7 Future Work and Conclusion

This paper presented a novel approach that facilitates audit-
ing Java exception-handling logic. Our approach takes ad-
vantage of probabilistic reasoning and uses a logic language
to declaratively express and configure auditing rules. We
prototyped our approach in HANDEL. As a proof-of-concept,
we revisited and specified three Java exception anti-patterns
with HANDEL and demonstrated its ability to detect and pri-
oritize potential anti-pattern matches.

Encouraged by our preliminary results, we plan to further
study HANDEL’s ability to specify auditing standards and
detect violations. We envision our future work following
three lines of inquiry. First, we plan to explore how exten-
sible HANDEL is. To that end, HANDEL can be extended to
support additional Java anti-patterns and anti-patterns in
other languages. Second, we plan to explore HANDEL’s per-
formance and scalability. These characteristics are essential
for HANDEL to provide practical benefits to software auditors.
We can implement optimizations and expand our evaluation
set to include larger code bases. Finally, we plan to explore
HANDEL’s usability further. We can conduct usability studies
to understand whether HANDEL achieves the desired expres-
siveness and configurability.

As software reliability and quality remain an acute prob-
lem in software development, the need for approaches that
facilitate auditing will only increase. By reporting on our
experiences with HANDEL, we contribute novel designs and
insights for using probabilistic reasoning in service of soft-
ware auditing.
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