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by
Brian Alan Becker
Dr. Joseph G. Tront (Chairman)
Electrical Engineering

(ABSTRACT)

Microprocessors are used in many applications where a high
degree of reliability is required. For instance, satellite-
based systems operating in space have no way of being serviced
if something were goes wrong. Often these systems, operating
in radiation environments, are subject to random high energy
particles that pass through the device and upset the operation
of the microprocessor for a short period but leave no
permanent damage. These transient faults are difficult to
predict, prevent, or detect but can lead to a system failure

if not discovered.

A new method of dealing with transient faults in
microprocessors is proposed here using a watchdog processor
that observes the status of a microprocessor while it 1is
executing instructions. The watchdog processor then compares
the observed information to an instruction execution profile
table that has been previously stored. Any variation between
the observed and expected status of the microprocessor 1is

flagged as an error. Some of the advantages of a watchdog



processor are that the checked circuity is independent of the
checking circuitry and the design is less complex than a
microprocessor leading to reduced cost, power consumption,
size, and increased reliability. The watchdog processor can
be designed so that it does not reduce the speed of the main
processor and further, by being smaller, the watchdog
processor is less susceptible to radiation events than is the

microprocessor.

This thesis demonstrates the prototype design of a special
purpose watchdog processor for the Intel 8086 microprocessor.
Though relatively old, the 8086 architecture is characteristic
of a wide variety of more modern processors. The basic
principles and techniques are developed here so that they can

be extended to cover any general purpose microprocessor.
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Chapter 1

Introduction

The decreasing size and cost of microprocessors has led to
their increased use in a wide variety of applications. Some
of these applications need a high degree of reliability
without the overhead incurred in a redundant system. The need
for reliability is Dbest illustrated by the use of
microprocessors in autonomous satellites. These spacecraft
are particularly susceptible to cosmic rays that can produce
a number of different error conditions. Other applications
whose operations, while not as critical as satellites but
still requiring reliable operation, include: controllers used
in automobiles, airplanes, medical control systems, and other
industrial equipment. Quite often these controllers operate
in electrically noisy conditions resulting from supply line
transients, electromagnetic pulses, electrostatic discharges,

and radio frequency interferences [1]. This noise can be the

1



source of random transient faults in the microprocessor.

This chapter will explore the fault types that can occur in
digital systems and the errors that they produce. Three fault
tolerant techniques, with emphasis on concurrent detection,

will also be presented.

1.1 Fault Categories

Faults in microprocessors are primarily categorized by the
type of damage incurred and the length of time that the fault
persists. There are three main categories of faults:
transient faults, intermittent faults, and permanent faults

[2]. These faults are defined as follows:

Transient fault - A fault of short duration caused by an
unpredictable event. This type of fault could prove fatal to

the system if it goes uncorrected.

Intermittent fault - A fault that occurs on a regular basis
when certain conditions exist. It can usually be traced to a
defective design, unstable hardware components, or a periodic

electrical disturbance.



permanent fault - A fatal fault is caused by circuit or
system damage. This type of fault can be the result of a
defective component or can be created by conditions in the
operating environment, such as ionization radiation or strong

electromagnetic pulses.

Fatal faults can generally be avoided by taking the proper
precaution when the component is manufactured, using thorough
testing techniques, and assuring that the component is

protected in its operating environment.

Intermittent faults resulting from poor hardware or software
design can be detected through testing procedures. Faulty
components and environmental conditions are more difficult to
isolate. When attempting to isolate these types of
intermittent faults it is important that the component remain
in the operating environment where the faults were detected.
Then the stimulus that created the faulty behavior can be
applied to the system so that the possible causes can be

determined [2].

Transient faults are caused by a wide variety of phenomena
which generally cannot be isolated. They do not cause
permanent damage to the hardware but can cause the system to

perform in an unpredictable manner. The primary interest of
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this research 1is the detection of transient faults,

particularly single-event upsets.

1.2 Single-Event Upsets

Single event upsets in memories and related semiconductor
devices having data storage elements (flip-flops, registers,
counters, microprocessors) are manifested as a change in the
state of a flip-flop or an invalid gate output which
propagates to a flip-flop [3]. A fault that occurs in a gate
can be disregarded if the gate returns to a valid state before
the information is used. If the gate is in an invalid state
when its information is required, the error could propagate to
a storage element. It is in this storage element that the
error 1s usually discovered. These single-event upsets are
considered "soft errors" since the storage element can be
rewritten without any indication of permanent damage [3]. The
most common cause of single-event upsets are galactic cosmic

rays.

Galactic cosmic rays are predominantly protons with small
populations of heavier particles [4]. As these heavy ions
pass through the semiconductor material, they deposit energy

along their path. In a flip-flop, 1if enough charge is



deposited in the sensitive region of a transistor, a voltage
spike can be produced of sufficient magnitude to change the

state of the flip-flop resulting in a bit error [5].

These transistor and gate level upsets can also be classified
by the register level errors that occur and the manner in
which they effect the microprocessor. The errors are divided
into three categories: data errors, control errors and

execution errors [6]. These errors are defined as follows:

Data errors - An error that occurs in a data register or data
memory location. Changing this data could cause incorrect
values to be used in calculations. The results of these
calculations would then be used in still other calculations

propagating a single error throughout the system.

Control Flow errors - An error that occurs in a register or
memory location which causes an incorrect branch or a
disturbance in the normal sequence of instructions. For
instance, a change in a microprocessor’s address register
could cause an instruction to be fetched and executed out of

order.

Execution errors - An error that occurs in internal registers
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or gates of the microprocessor which causes an instruction to
be execution incorrectly. This can cause an instruction to

abort or improper microcontrol signals to be generated.

Any of the preceding error types can cause a microprocessor to
operate 1in an unpredictable manner. Consequently, any
successful fault tolerance scheme must be able to detect all

three error types.

1.3 Fault Detection

Fault detection plays a very important role in today’s fault
tolerant microprocessors. There are several methods of fault
detection that are currently in use: redundancy, self-

diagnosis, and external detection hardware [7].

Redundant systems are the most straightforward and dependable
way of detecting and correcting faults in microprocessor-based
systems. The designer simply uses one or more duplicate
microprocessors in the system. Additional hardware is then
required to monitor the results of all of the redundant
microprocessors and determine the correct results. A common
method for determining correct results 1s called polling. A

system that wuses polling views the results of each



microprocessor and then determines the correct result by
choosing the answer that is supplied by the majority of the
microprocessors. The additional space, power consumption, and
cost involved in using several microprocessors and the extra
voting hardware leads to an overhead that many systems cannot

afford.

Self-diagnosis is a means for a microprocessor system to check
itself for faults through the use of diagnostic software.
This software must test each functional block in the
microprocessor system and report whether or not its tests
fail. Some self-diagnostic programs are executed only
following a power-on or reset of the microprocessor, while
other systems require the tests to run continuously in
background mode [7]. There are some inherent problems with
self-diagnosis. First, system performance is reduced if the
self-diagnostic software must be continuously running in the
background. Second, if the designer is not careful, the code
may be untrustworthy because a fault in a less robust unit of
the microprocessor can prevent the program from detecting
another fault or cause it to report a fault that does not

exist [7].

An alternative to the above techniques is to use external

hardware to perform what is termed concurrent detection.
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Concurrent detection derives its name from the fact that
external hardware is used to monitor and detect errors on a
microprocessor system during its normal operation. The
external hardware is able to observe the microprocessor’s
external signals and, from this information, keep track of the

state of the microprocessor system.

Since the technique is limited to observing external signals,
it cannot provide the same level of error detection that is
furnished by a redundant system. However, less additional
hardware is required Dbecause only a subset of the
microprocessors’s functionality is being tested. If this
subset is chosen judiciously, then a high degree of error

detection can still be achieved.

Concurrent detection also has advantages over self-diagnostic
programs. Concurrent detection does not require the
additional memory or microprocessor resources necessary when
using self-diagnostic programs. This allows the

microprocessor to perform its primary tasks faster.



1.4 Watchdog Processor

A watchdog processor is a special case of concurrent detection
using external hardware. It is a relatively small device that
monitors a microprocessor system for faults and has the
potential to detect permanent errors, temporary errors, and

software errors [8].

A watchdog processor is composed of three parts: an expected
parameters block, an observed parameters block, and a
comparison block. The expected parameters block contains a
table of information related to each instruction as well as
logic to calculate instruction parameters that are not
available in advance. The observed parameters block observes
a microprocessor while it 1is executing each instruction and
stores the parameters that are generated. The comparison
block activates on specified conditions and compares the

expected and observed parameters.

The purpose of this research is to design a watchdog processor
for the Intel 8086 microprocessor, test its fault coverage
ability and evaluate its performance relative to the overhead

required to implement it.



Chapter 2

Previous Research

This chapter contains a summary of the research performed by
Mohammad Ziaullah Khan for his doctoral dissertation [6].
This research 1is the basis for the design of the special
purpose watchdog processor that has been implemented. The
first section contains a description of the functional fault
model that is necessary for proper understanding of the error
coverage data. The next section is a description of the
operation of each of the watchdog processor’s seven functional
units. The final section contains information about
detectable errors and the error coverage that was obtained
from HILO simulations of a combined 8086-based system and the

watchdog processor [6].
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2.1 Transient Fault Model

Prior to presenting the transient fault model it is important
to consider the assumptions that were used in creating the

model. These assumptions are:

1. There is only one transient fault in the system at any
time.

2. A transient event persists for no more than one
instruction cycle.

3. A transient fault changes the contents of a latch/register
but does no permanent damage to the hardware.

4. The programs under execution do not modify themselves

i.e., they have no self-modifying code.

The assumptions listed above are typical situations
encountered in many space-born environments and do not place
any severe restrictions on the types of errors that are
considered. Experimental and analytical data reports indicate
that the frequency of single-event upsets in typical satellite
control systems operating in low orbit is approximately one
error per day, with a worst case as high as one error per
hour. This justifies the assumption of one fault in the

system at any time.

11



Models for permanent faults have been developed for a general
graph theoretic model of a microprocessor at the functional
level [10]. The microprocessor 1is presented as a set of
functions and a functional fault model is developed for each
one. These functional models describe the faulty behavior of
the microprocessor at a level of abstraction that is
independent of implementation details [10]. The transient
fault model presented here is a functional model which is

primarily composed of control flow and execution errors.

Let I be the set of all instructions of a microprocessor,
i.e., I ={1,,I,, ... , I,}. Then the types of faults that can

occur during the execution of an instruction are:

1. Iy/u Fault: During the execution of an instruction I;, an
incorrect sequence of microoperations is executed
resulting in generation of improper control signals.

2. I4/¢ Fault: During the execution of an instruction Ij, no
activity takes place in the processor.

3. I4/I, Fault: During the execution of an instruction Ij,
the microoperations of a different instruction I, are

executed i.e., a different instruction I, is executed.

4. 1I,/I; + I, Fault: During the execution of an instruction
I;, two instructions I; and I, are executed to completion.
5. I4/I,’ Fault: The execution of an instruction I; is

12



aborted before completion.
6. I4,I,/I,,I, Fault: Following the execution of instruction

I the next instruction fetch is out of sequence. Thus,

¢

instead of I,, a different instruction I, is executed.

7. Stack Faults: Faults that incorrectly modify the stack
pointer.
8. Iy/I, Fault: During the fetching of an instruction I, an

illegal opcode pattern is encountered.

I,/¢, I;/Ix, and I;/I; + I, faults were postulated in [10].
These fault models represent errors in the instruction logic
of the microprocessor. To cover other error scenarios, four
additional fault types are defined. An I;/I;’ fault covers the
case when execution of an instruction is prematurely aborted
due to some error 1in the execution logic of the
microprocessor. A transient fault in the addressing logic of
the microprocessor can result in the fetching of an
instruction which 1s out of the normal sequence of
instructions. This is represented by an I;,I,/I;, I, fault. An
opcode pattern which is not in the instruction set of the
microprocessor is called an illegal opcode. It may be created
when the instruction register or the instruction queue of the
microprocessor is perturbed. This is called an I;/I, fault.
In addition to these faults, a single-event upset may mask a

13



control signal, trigger an improper control signal, change the
microinstruction sequence, or divert program flow by changing
the test condition for a branch. These situations are

represented as I;/u faults.

This functional fault model is used to determine which
portions of the microprocessor need to be monitored so that
all the fault types can be detected. Errors were introduced
into the microprocessor‘s model to produce each of the fault
types and tests were performed to verify that the watchdog
processor model was correct. Based on the fault models, the
block diagram level design of the watchdog processor was
developed. This thesis then develops the implementation, in

silicon, of the watchdog processor.

2.2 Design Description

A watchdog processor 1is designed to monitor a set of
observable characteristics of a particular microprocessor.
Its design 1is directly 1linked to the operation of the
microprocessor making each watchdog processor specific to the

microprocessor that it will be monitoring.

For the Intel 8086 microprocessor, several I/O pins can be

14



monitored to determine its state. Status signals (S2,S1,S0)
identify which type of bus cycle is going to follow. Queue
status signals (QS1,0S0) indicate the operation of the 8086's
internal prefetch instruction queue. Other control signals
(87..83,BHE) provide information about which segment register
is being used to generate the physical address as well as
whether a byte or a word is being transferred. Address and
data pins (Al9..Al16,AD15..AD0) furnish addressing and opcode
information. The 8086‘s operation and signals will be

discussed in greater detail in Chapter 3.

The architecture of the special purpose watchdog processor has
been divided into seven basic functional units which will each
be briefly discussed. The details for the block diagrams
presented in this chapter can be found in [6] and the hardware
implementation of the watchdog processor will be described in

detail in Chapter 4.

2.2.1 Instruction Profile Table

For each instruction there exists a set of expected execution
parameters (execution time, number of opcode bytes, etc.).
Values for these parameters can Dbe found in the

microprocessor’s data book or determined by experiment. Once

15



established, wvalues for these parameters are stored in an
instruction profile table so that they may later be compared
to wvalues observed during execution. A block diagram
demonstrating the relationship between the watchdog processor,
the 8086 microprocessor, and the instruction profile table
(IPT) is provided in Fig 1. Their operation is described as

follows:

1. Determine each instruction’s parameters and save them in
the instruction profile table.

2. Initialize the watchdog processor.

3. For each instruction fetched by the microprocessor, the
watchdog processor must:

a. Verify the address of the newly fetched instruction by
comparing it to the calculated next address value.

b. Partially decode the instruction to determine its type
and read its execution profile from the instruction
profile table.

c. Observe the actual execution profile.

4. Upon completion of the instruction, compare the observed
execution profile with the profile read from the
instruction profile table.

5. If the execution profiles do not match, signal an

error. Else go to step 3.

16



8086

Al19-Al6, AD15-ADO

S2-5S0

0S1-0s0

RESET

CLOCK

IPT

IR7-IRO

BC3-BCO

STACK2-STACKO

JMP1-JMPO

EXE6-EXE0

WATCHDOG
PROCESSOR

Figure 1 Watchdog Processor I/0 Signals
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2.2.2 Byte Count Checker

Fig. 2 is the block diagram for the byte count checker unit.
8086 queue status signals indicate when the first byte or a
subsequent byte of an instruction 1is taken from the
instruction queue. The watchdog processor decodes these to
determine the number of bytes required by any instruction.
This wvalue can then be compared to the expected number of

instruction bytes to determine if an error has occurred.

2.2.3 Improper Queue Update Signals Checker

Queue status signals are used to indicate whenever the 8086
performs an operation that modifies its instruction gueue. By
decoding these signals the watchdog processor can determine
the number of items that are in the queue. If the watchdog
processor observes the 8086 trying to remove a byte from an
empty queue or place a byte into a full queue, an error 1is
indicated. A Dblock diagram for the improper gqueue update

signals unit is shown in Fig. 3.

2.2.4 Improper Memory Access

The 8086 uses different segment registers for addressing data

18



BYTE IPT
COUNTER
SUBSEQUENT
BYTE FETCH — P COUNT
FIRST ,
BYTE FETCH | PLO0® B(Ij)

RN’

INSERUCIION __pf  comMpaRE
FRROR

Figure 2 Byte Count Checker Block Diagram

Note. from Concurrent Detection of Transient Faults in
Microprocessors (p. 54), M. Z. Khan, 1989.
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QUEUE
UPDARTE
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VALID PRESENT
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POINTER POINTER
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RANGE CHECK

UPDARTE
QUEUE
POINTER
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NO ERROR

Microprocessors (p.

65),

I

ERROR

M.

Z. Khan,

Improper Queue Update Signals Checker Block Diagram

from Concurrent Detection of Transient Faults

1989.




and instructions values. Bus status signals indicate which
type of bus cycle is being executed and which segment register
is being used. From these bus status signals the watchdog
processor can determine which segment register should have
been used and which segment register was used. The watchdog
processor compares this information to determine if an
improper memory access has occurred. The block diagram of the

improper memory access unit is shown in Fig. 4.

2.2.5 1Illegal Opcode Checker

A list of all of the 8086's valid opcode patterns is stored in
the instruction profile table. If the current opcode is not
found in the list, an error has occurred. A block diagram of

the illegal opcode checker unit is shown in Fig. 5.

2.2.6 Execution Time Checker

The execution time is the number of clock cycles that it takes
for one instruction to execute to completion. Queue status
signals indicate when the first byte of an instruction is
taken from the queue. The total number of clock cycles
between consecutive first byte fetches is counted. Another

total is kept to account for the delays in the execution time
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ADDRESS BUS

INSTRUCTION
BUS ADDRESS ¢ FETCH
BUS CYCLE LATCH

STATUS —p
SIGNALS DETECT

ISEGMENT  VALUE] ISEGMENT VALUE]

___T;, ,;f___
MEMORY

access —P] COMPARE

v

ERROR

Figure 4 Improper Memory Access Checker Block Diagram

Note. from Concurrent Detection of Transient Faults in
Microprocessors (p. 67), M. Z. Khan, 1989.
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OPCODE
CHECK

i

ERROR

LOCATE

OPCODE
IPT
SUCCESS
S FRTLoRE

Figure 5 1Illegal Opcode Checker Block Diagram

Note. from Concurrent Detection of Transient Faults in
Microprocessors (p. 61), M. Z. Khan, 1989.
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due to the interaction between the bus unit and the execution
unit. At the end of an instruction the delays are subtracted
from the total number of clock cycles to yield the actual
execution time. The actual execution time is then compared to
the expected execution time as shown in the execution time

checker unit in Fig. 6.

2.2.7 Stack Address Checker

A copy of the current value of the 8086's stack pointer is
kept in the watchdog processor. An instruction can increment
or decrement the stack pointer by multiples of two with the
exact number determined by the particular instruction.
Whenever an instruction is executed that accesses the stack,
the watchdog processor reads a value from the instruction
profile table and adjusts its stack pointer. When the 8086
performs the stack operation, the stack address is read from
the address bus and compared to the watchdog processor’s stack
pointer. The block diagram of the stack address checker unit

is shown in Fig. 7.

2.2.8 Next Address Checker

The watchdog processor maintains an address gqueue which
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CONTROL

SIGNALS 1]
CLOCK ‘l ‘l
INSTRUCTION
CYCLE END + w l
CLOCK LOST
CYCLE CYCLE
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SUBTRACT T(Ij

Figure 6 Execution Time Checker Block Diagram

Note. from Concurrent Detection of Transient Faults

Microprocessors (p.

53),

—»1 COMPARE

v

ERROR

M. Z. Khan,

1989.
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ADDRESS BUS I

l l

NEW
STACK IPT
ADDRESS

STACK ARDDRESS

NEXT STACK
ADDRESS | INSTR

Y v

INSTRUCTION COMPARE |¢——
CYCLE END ¢

ERROR

Figure 7 Stack Address Checker Block Diagram

Note. from Concurrent Detection of Transient Faults in
Microprocessors (p. 62), M. Z. Khan, 1989.
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contains the address of each instruction that is in the
instruction queue. From this address queue, the watchdog
processor knows the actual memory address where the 8086
fetched each instruction. A block diagram of the next address

checker unit is shown in Fig. 8.

For each instruction, the watchdog processor calculates a jump
address and a next sequential address which are used to
calculate the next address. The next sequential address is
calculated by taking the address of the current instruction
and adding the number of instruction bytes used by the current
instruction {observed byte count). The Jjump address is
calculated by taking the next sequential address and adding
the jump offset found in the instruction register extension.
The watchdog processor uses these two address to calculate the

next address as follows:

1. Non-jump instructions - The next address is equal to the

next sequential address.

2. Unconditional Jump instructions, destination offset is
the second byte of the instruction - The next address

is equal to the jump address. ex. short jump.

3. Unconditional jump instruction, destination offset is

27



ADDRESS BUS 1

l l

ADDRESS
LATCH

IPT

v

NEXT ADDR CHECK

NEXT JuMP VALID
ADDR NO JuMP ADDRESS

=

INSTRUCT ION
CYCLE END I COMEHRE <«

ERROR
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Note. from Concurrent Detection of Transient Faults in
Microprocessors (p. 59), M. Z. Khan, 1989.
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not the second byte of the instruction - the next address

cannot be determined. ex. intersegment jump.

4. Conditional jump - the next address is equal to both the
next sequential address and the jump address. An
unconditional jump is dependent upon the 8086‘s internal
flags which the watchdog processor cannot monitor. This
makes it necessary for the watchdog processor to compare
the actual next address to both of the calculated next
addresses. If the actual next address is equal to either

calculated next addresses, no error is asserted.

If the calculated next address does not match the actual
memory address of the instruction, a next address error has

occurred.

2.3 Expected Error Coverage

The testbed used by Khan 1in [6] was the HILO simulation
environment. All of the hardware components were described
with software models. Tests were made using an 8086 model
with and without injected faults. When a fault is injected it
can manifest itself in one of three possible ways. It can

cause no error, 1t can cause an undetectable error, or it can

29



cause a detectable error. Another possible error situation
can occur when no fault has been injected but a fault is
detected. This last case was not tested in the Hilo
simulations but is a valid error condition which is covered in
the testing of the watchdog processor chip discussed in

Chapter 5.

In order to accurately test the watchdog processor, it was
determined by Khan in [6] that a sample size of 2000 injected
faults were needed. A total of 2006 fault simulations were
preformed with a summary of the overall results appearing in
Table 1. The 2006 injected faults produced 1284 errors with
96.8 percent of the 1284 errors detected by the watchdog
processor. Approximately 36 percent of the 2006 injected
faults did not produce an error. The majority of the 36
percent occurred when a type three fault was injected. The
problem with a type three fault is that if the instruction
register is corrupted immediately before an instruction fetch
cycle, the invalid instruction 1s overwritten. Another
problem is that if the instruction register is corrupted after
the first clock cycle of an instruction, it is ignored. In
order to obtain a type three error the instruction register
must be modified during the first clock cycle of an

instruction.
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A breakdown of the effectiveness of the seven functional units
for each fault type is given in Table 2. The execution time
checker proved to be the most reliable test. It detected 88
percent of the total errors produced. Also of note is that
many of the errors were detected by several different

mechanisms providing for a more reliable and robust system.

The basic description for the watchdog processor and the type
of faults that it is designed to detect have been presented.
The error coverage results obtained by Khan using the HILO
simulations indicate that the watchdog processor has the
potential to provide a high level of fault detection for the

8086 microprocessor.
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Table 1.

Total Error Coverage

Fault Faults Errors Errors Error

Type Simulated Produced Detected Coverage
1 303 84 82 99.3%
2 249 249 249 100.0%
3 261 92 59 87.3%
4 311 287 260 91.3%
5 315 315 314 99.6%
6 256 207 207 100.0%
7 311 50 50 100.0%

Total 2006 1284 1221 96.8%




Table 2. Error Coverage of Individual Blocks

Fault Total

Type Faults BCC IQS IMA I0C ETC SAC NAC
1 82 26 12 25 17 51 1 31
2 249 122 170 0 114 249 0 113
3 59 36 2 0 17 58 0 19
4 260 134 117 5 78 183 4 78
5 314 116 29 0 170 310 1 199
6 207 112 3 0 142 175 0 184
7 50 0 0 0 50 50 50 50
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Chapter 3

Microprocessor System Structure

The Intel 8086 microprocessor was chosen as the basis for the
watchdog processor because of its relatively simple structure
compared to many of today’s microprocessors. Nevertheless the
8086 1is the basis for all of Intel’s 80x86 1line of
miCroprocessors. In addition the 8086 architecture is

characteristic of many other general purpose miCroprocessors.

Since the watchdog processor’s purpose is to monitor an Intel
8086 microprocessor it will be helpful in understanding the
watchdog’s design if a brief description of the 8086 is

presented.

The internal function of the 8086 is divided into two separate
units. These are the bus interface unit and the execution
unit. The bus interface unit provides a 16-bit bidirectional
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data bus, a 20-bit address bus and is responsible for all
external bus operations [11l]. The bus interface unit contains
an instruction stream queue which permits a prefetch of up to
six instruction code bytes. Whenever the instruction queue is
not full, has room for at least two bytes, and the execution
unit is not requesting any read or write operations, the bus
interface unit fetches the next sequential instruction. When
a jump operation is performed the instruction queue is cleared
and the bus interface unit fetches the next instruction
immediately passing it to the execution unit. It then begins
to refill the queue from the next sequential address([12]. If
the queue is full and the execution unit is not requesting any

memory access, the bus interface unit enters an idle state.

The execution unit consists of a 16-bit ALU, status flags and
general registers [11]. The execution unit has no direct
connection to the system bus. Any information needed must
flow through the bus interface unit. If a data transfer is
required, the execution unit makes a request of the bus
interface unit to read or write the data to the appropriate
location. When an instruction byte is required, the execution
unit obtains the instruction from the instruction queue and
begins executing a new instruction or continues executing the
current instruction. If the instruction queue is empty then
the execution unit waits for the bus interface unit to fetch
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the next instruction.

The 8086 microprocessor can be configured for two different
operational modes. These modes are called minimum system mode
and maximum system mode. When configured for maximum system
mode the microprocessor’s pins are reassigned to allow acccess
to more status information than is provided by the minimum

system mode.

The information that is required by the watchdog processor is:
the queue status signals {Q0S1,0S0), the address status signals
(S4,S3,BHE,AD0), and the bus status signals (S2,S81,S0). The
queue has four modes of operation which are: no operation
(QS1=0S0=0), first byte of an instruction taken from the gueue

(0S1=1,080=0), queue reinitialization (QS1=0,QS0=1), and a

subsequent byte taken from the queue (QS1=1,Q0S0=1). The
segment register information of interest 1is: stack access
(S4=0,583=1), code access (S4=1,53=0), and data access
(S4=S3=1). Two bytes of code or data are being transferred
when (BHE=AD0=0). A single byte is being transferred if
(BHE=1,AD0=0 or BHE=0,ADO=1). Eight types of bus cycles are
encoded on lines S2, S1, SO. These types are: interrupt

acknowledge, read I/0 port, write I/0 port, halt, code access,

read memory, write memory, and passive.
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Each 8086 bus cycle consists of at least four clock cycles as
shown in Fig 9. During the first clock cycle (Tl), the bus
status signal S2-S0 indicate the type of bus cycle that will
follow. If a memory or I/0 transfer is necessary the address
is placed on the address lines during Tl. During the second
clock cycle (T2), the status lines S7-S3 become valid and the
address lines become inactive. During the third clock cycle
(T3), the bus status signal S2-S0 become inactive. If a
memory or I/0 transfer is occurring the data is placed on the
lines AD15-AD0 during T3. Any wait states that are necessary
occur between clock cycles T3 and T4. During T4 all of the

bus signals become inactive.

Queue activity can occur during any of the 8086's clock cycles
as shown in Fig. 9. The queue status signals (QS1,QS0) become
valid on the low of a clock cycle and become inactive on the
low of the following clock cycle, they indicate the type of

queue operation that 1s occurring as stated above.

An overview of the 8086 has been provided so that the
architecture of the watchdog processor, presented in Chapter
4, can be understood. The timing information has been

included to support the test details presented in Chapter 5.
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Chapter 4

Design Implementation

To implement the watchdog processor the design description
presented by Zia Khan and the 8086 users manual were reviewed.
Several of the watchdog processor’s functional units have a
similar characteristic. These units compare an expected
value, Dbased on previous operation and known instruction
values, to an observed value obtained from viewing signals
generated by the 8086 while it executes instructions. Once
the function of each of the watchdog processor’s units had
been defined, block diagrams were developed and the interfaces

between the units specified.

The design process began with the development of basic block
diagrams for each of the smallest wunits. The 8086 and
instruction profile table signals that these small units

require were determined. Next, block diagrams were created
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for the more complex units. The 8086 signals, instruction
profile table values, and the information required from the
previously developed units was defined. The previous block
diagrams were then revised to provide the necessary signals.
This process continued until all of the units had been
completely defined. From these block diagrams, the watchdog
processor schematics were developed with an emphasis on

optimizing its functionality versus size.

4.1 Design and Layout Technique

The detailed schematic design of the watchdog processor was
influenced by the method that was used for its layout and
fabrication. Viewlogic’s Workview [13] development
environment was chosen along with the new MOSIS netlist-to-

parts service [14].

The MOSIS netlist-to-parts service is a method which allows
designers to implement application specific integrated
circuits at a gate level without having to go through the
tedious process of transistor layout. A flow diagram of the
netlist-to-parts service is provided in Appendix B. To use
the MOSIS netlist-to-parts service the designer first obtains

the Viewlogic CMOSN design kit which contains a model library
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that functions in the Workview environment. These models
correspond to layout cells found in the CMOSN 3.0A cell
library [14]. The designer must draw the circuit schematic
using only these models and larger compound models that the
designer has created from these models. After the circuit has
been completed and successfully simulated, the designer
provides MOSIS with a flat Viewlogic EDIF netlist description
of the design as well as simulation input vectors, output
vectors, a control file, I/O pad placement file, and bonding
diagram. MOSIS then performs an automatic place-and-route of
the design, design rule checking, routing and capacitance
extraction, and a layout versus schematic check [14]. A
routing capacitance back annotation file is then returned to
the designer. This back annotation file contains the routing
delay information and allows the designer to perform more
accurate simulations. If the new simulations perform as
expected, the designer can request that the chip be

fabricated.

The Workview development environment allows a designer to
layout a schematic diagram and then create a symbol for the
schematic. The symbol consists of a box surrounded by I/O
pins. The I/0 pins correspond to the signals in the schematic
that the designer needs to access. Once the symbol is created

it can be included in any other schematic diagram and will
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provide the function of the schematic it represents. This
process 1is well-suited to the design of the watchdog
processor. It allowed small schematic blocks to be created
and symbols constructed for each block. These basic schematic
blocks, along with additional logic, were combined to create
the more complex schematics. This process was used until all
of the schematic blocks had been integrated into the highest

level of the watchdog processor.

The watchdog processor’s final design consists of nine

separate units that interact through block defined I/O

signals. The output signals from each unit will now be
briefly described. Details may be found later in this
chapter.

Byte Count Checker
BCERROR - Asserted when a byte count error has occurred.
EQUAL - Asserted when the expected number of instruction
byte equals the observed number of instruction
bytes.
Stack Address Checker
STKERROR - Asserted when a stack address error has
occurred.
STACKOP - Asserted when an instruction that modifies the

stack is being executed.
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Improper Memory Access Checker
SEGERROR - Asserted when an improper memory address error
has occurred.
Improper Queue Update Signal Checker
QERROR - Asserted when a gueue error has occurred.
EMPTY - Asserted when the queue is empty.
Q2,01,00 - The number of items on the queue.
OPCODE - Flag to indicate that an instruction is on the
8086’s data bus (AD[15:0]).
ADDRESS - Flag to indicate when an instruction address is
on the 8086’s address bus (A[19:16],AD[15:0]).
Instruction/Address Queues
IR[7:0] - The first byte of the current instruction.
IRE[7:0] - The second byte of the current instruction.
JMPFLG - flag to indicate the current instruction has
finished executing.
TAR[19:0] - The address of the current instruction.
Next Address Checker
ADDERROR - Asserted when an address error has occurred.
JMPEQUAL - The current instruction is a jump instruction
and it jumped to the correct address.
INST1 - Flag to indicate the first instruction of a
program.
Illegal Opcode Checker

INVLDOP - Asserted when an invalid opcode is being
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executed.
Execution Time Checker
ETERROR - Asserted when an execution time error has

occurred.

4.2 Instruction Profile Table

The instruction profile table is implemented as a 256 by 16-
bit read only memory (ROM). The eight address lines for the
ROM are provide by the first byte of an instruction which is
contained in the instruction register (IR[7:0]). The
instruction profile table furnishes each opcode with its own
16-bit ROM entry which is defined as follows: four bits for
the byte count checker labeled BC3-BC0, three bits for the
stack address checker labeled STACK2-STACKO, two bits for the
next address checker labeled JMP1-JMPO, and seven bits for the
execution time checker labeled EXE6-EXEO. The contents of the

instruction profile table can be found in Appendix A.

4.3 Byte Count Checker

The byte count checker unit shown in Fig. 10 counts the number
of instruction bytes required by the current instruction and

compares this value to the number of bytes that is recorded in
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Schematics are in Appendix C

Figure 10 Byte Count Checker
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the instruction profile table for the specific opcode. The
byte count checker is composed of an observed byte count

section and an expected byte count section.

The observed byte count section consists primarily of a four
bit up/down counter controlled by the queue status signals QS1
and QSO0. When Q0S1=0 and QS0=1, the first byte of an
instruction is being fetched from the queue and the counter is
loaded with the value of one. When QS1=0S0=1, a subsequent
byte is being fetched causing the counter to increment by one.

When QS0=0 the counter is placed in the hold state.

The expected byte count section is composed of a four-bit
adder and a logic block whose output is determined by the
instruction profile table bits BC3-BCO0 and the instruction
register extension (IRE[7:0]). The instruction register
extension contains the second byte of the instruction. For
most instructions the instruction register extension is not
used, which is signified by having BC3 set to zero. Bits
(BC2-BCO) represent the number of bytes that the instruction
is supposed to use. The instruction register extension 1is
needed when the total number of bytes required by an opcode is
not known in advance and depends on the second byte of the
instruction. In this case, BC2-BCO represent the least number

of bytes needed by the instruction. To enable the logic for
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the instruction register extension, BC3 is set to one. This
causes either one or two to be added to bits BC2-BC0O, yielding

the total number of expected bytes.

The output from the adder and the output from the up/down
counter are compared using a four-bit comparator. If at the
end of the instruction they are not equal, BCERROR is asserted

to indicate an error.

4.4 Stack Address Checker

The stack address checker keeps a copy of the 8086’s stack
address register. When a stack operation is performed, the
watchdog processor compares its stack address value to the
value taken from the 8086 address lines to determine if they
are equal. An instruction can modify the stack address in one
of six ways. It can add two, four, or six to the address or
it can subtract two, four, or six from the address. The exact
operation is determined based on the opcode and is stored in
the instruction profile table for each opcode. The stack

address checker schematic is given in Fig. 11.

A stack operation is indicated when the 8086 bus status

signals (S2-S0) indicate a memory read (S2=1,S1=0,S0=1) or a
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memory write (S2=1,S81=1,S0=0) and the instruction profile
table indicates an opcode that accesses the stack. Fig. 12
shows the stack select Dblock. This block examines the
instruction profile bits STACK2-STACKO0 and the instruction
register extension to determine if a stack operation is
occurring. If a stack operation is occurring, the select line
(SELECT) is pulled low and the value of the addition or
subtraction is placed on bits OUT3-0OUTO. The bits STACK2-
STACKO and IRE[7:0] are decoded in Table 3 along with the

necessary actions.

The output signals from the stack select block are used to
supply the correct values to the adder. The STACKOP signal is
used to enable the stack address register so that it receives
the new value from the adder. The STACKOP signal also enables
the address register so that it latches the stack address from
the 8086’s address lines. The stack address register and the
address registers of Fig. 11 are then compared and, if they
are not equal, STACKERR is asserted to indicate a stack

address error.

A special case occurs when the first stack operation is
performed. When this happens, the 8086‘s stack address must
be latched into both the address register and the stack

address register so that they are supplied with an initial
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Table 3.

Stack Check Signals

Stack2 Stackl Stack0 Results
0 0 0 Non stack opcode
0 0 1 add 2
0 1 0 add 4
0 1 1 add 6
1 0 0 check IRE[5:3]
1 0 1 subtract 6
1 1 0 subtract 4
1 1 1 subtract 2
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value. Therefore, a stack address test is not performed for
the first stack operation in a program. This case does not
severely limit the effectiveness of the stack address checker
because it only occurs for the first stack operation of a
program. In most systems the microprocessor is continuously
running and accessing the stack. The time that the stack is
not tested is a very small amount of time before the first

stack access occurs.

4.5 Improper Memory Access checker

The improper memory access checker shown in Fig. 13 checks to
make sure that when the 8086 is executing a memory read or
write operation, or an I/0 read or write operation, that it

does not access code space or use the code segment register.

A memory or I/0 access is designated by a wvalue on the bus
status signals (S1 exclusive-or S0). Three clock cycles after
the bus signals become active, status signals S4 and S3
indicate which segment register is being used. Cascaded flip-
flops are used to count the three clock cycles and provide the
signal that 1latches S4 and S3. If an 1incorrect segment

register is being used, error signal SEGERROR is asserted.
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Unlike many of the other errors, the improper memory access
checker is valid at all times and does not wait for the end of
the instruction to assert itself. This is because more than
one memory access can occur during the execution of a single
instruction, making it 1s necessary to signal an error
condition before another memory access is performed and resets

the flag SEGERROR.

4.6 Improper Queue Update Signals checker

The watchdog processor maintains a count of the number of
items on the 8086's internal prefetch instruction dgqueue.
Whenever a queue operation 1is performed, this count is
updated. If the 8086 tries to remove an opcode from an empty
queue or place an item in a full gqueue, an out of bounds error
is indicated by asserting QERROR. The improper queue update
signals checker schematic shown in Fig. 14 is composed of two
parts that either add or subtract from the instruction queue

counter.

Whenever the 8086’s execution unit modifies the gqueue the
queue status signals (QS1,QS0) indicate the type of operation
performed. There can be one of three outcomes: no operation

(0S1=0S0=0), one byte taken from the queue (QS0=1) or empty
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the queue (QS1=1,0S0=0). These queue status signals control
an up/down counter. Whenever a byte is taken from the queue,
the counter decrements. The gqueue resets whenever the counter
is loaded with zero. When QS1=0S0=0 the counter is placed in

the hold state.

The second portion of the improper queue update signals
checker consists of a four-bit adder, a four-bit register and
selection logic. The register keeps a count of the number of
bytes that have been added to the gqueue. When the bus status
signals indicate that the 8086’'s bus interface unit 1is
performing an opcode fetch (S2=1,S1=0,S50=0), the low address
bit (ADO) is examined. If AD0=0, two bytes have been fetched
and if ADO=1, one byte has been fetched. Four clock cycles
after ADO is examined, the fetch is completed. At this time
one or two, depending on ADO, is added to the previous value
in the register. When a queue empty (QS1=1,0S0=0) occurs the

register is loaded with =zero.

The output of the up/down counter in the first part and the
register in the second part are connected to an adder. While
the counter is constantly decrementing and the register 1is
constantly incrementing, the result of the addition of these
two values 1s the actual number of items in the gqueue. Two

four-bit comparators check for underflow or overflow and
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signal an error by asserting STKERROR if either condition

occurs.

4.7 Instruction/Address Queue

A copy of the prefetch instruction gqueue along with its
corresponding address queue are maintained in the watchdog
processor. This is necessary because once the bus interface
unit fetches an instruction and places it into the queue the
watchdog processor will never have access to it again.
Therefore, the watchdog processor would not know which opcode
is being executed or from which address it was taken. The
instruction/address queues’ primary function is to provide

information for the checker units of the watchdog processor.

The schematic diagram for the instruction queue is given in
Fig. 15. The queue consists of two eight-bit temporary
instruction registers to hold the fetched byte or word, six
eight-bit registers along with their control blocks that make
up the queue, two eight-bit to hold the first instruction byte
(IR[7:0]) and the second instruction byte (IRE[7:0]), and two
decoders to select which registers of the queue should receive

the new instruction bytes.
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When an instruction fetch is initiated by the bus interface
unit, either a byte or a word is read from memory. When a
word is taken from memory, the upper and lower bytes are
latched into the two eight-bit temporary instruction
registers. When a byte if taken from memory that, byte is
latched into the high byte of the temporary instruction
register. Once the new instruction has been stored into the
temporary instruction registers, it 1s placed into the
instruction queue based on the decoder select lines (S1,S2)
and the instruction select logic shown in Fig. 16. The two
decoders decode the queue status signal QS0 and the queue
pointer signals Q2, Ql1, and Q0 to determine which registers in
the queue should be selected by S1 and S2. This information
is provided in Table 4. Queue pointers Q2, Q1l, and Q0 signify
the number of items that are currently on the queue and Qs0 is
asserted if an instruction is being removed from the queue at
the same time that an instruction is being placed into the
queue. From this information, the two decoders select the
appropriate registers to place the first and second bytes of

the newly fetched instruction.

When an instruction byte is removed from the queue, the
instruction select logic causes every item in the queue to
move up one position. If the byte being removed is the first

or second byte of an instruction then it is placed into the
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Table 4.

Queue Select Signals

# items DEC1 select DEC2 select
QS0 Q2 Q1 Q0 on gueue (S1) (S2)
0 0 0 0 - - -
0 0 0 1 0 Q1 Q2
0 0 1 0 1 Q2 Q3
0 0 1 1 2 Q3 Q4
0 1 0 0 3 04 Q5
0 1 0 1 4 Q5 Q6
0 1 1 0 5 - -
0 1 1 1 6 - -
1 0 0 0 - - -
1 0 0 1 - - -
1 0 1 0 1 Q1 Q2
1 0 1 1 2 Q2 Q3
1 1 0 0 3 Q3 Q4
1 1 0 1 4 Q4 05
1 1 1 0 5 - -
1 1 1 1 6 - -
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instruction register or the instruction register extension,

otherwise the byte is discarded.

The address queue shown in Fig. 15 works on almost exactly the
same principle as the instruction queue. When an instruction
byte or word is fetched its corresponding address is latched
into a 20 bit address register. Next, it is placed into the
queue using the address selection logic shown in Fig. 16 and
the same decoder signals used for the instruction gqueue

(S1,s2).

4.8 Next Address Checker

The next address checker schematic shown in Fig. 17 calculates
a2 next sequential address and a Jjump address for every
instruction that is executed. The next sequential address
(NEXTADD[19:0]) 1is calculated by taking the address of the
current instruction and adding the number of instruction bytes
used by the current instruction (observed byte count -
OBC[3:0]). The jump address (JMPADD[19:0]) is calculated by
taking the address of the current instruction and adding the
jump offset (IRE[7:0]) and the number of instruction bytes of

the current instruction (observed byte count - OBC[3:0]).
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There exist four cases for the watchdog processor to consider
when determining if an address error has occurred. The four

cases are as follows:

1. The instruction is not a jump instruction. (JMP1=JMP0=0)

2. The instruction is an unconditional jump where the
destination offset is the second byte of the instruction.
(JMP1=0MP0=1)

3. The instruction is an unconditional jump where the
destination offset is not the second byte of the
instruction. (JMPl=1,JMP0=0)

4. The instruction is a conditional jump. (JMP1=0,JMP0=1)

The watchdog processor distinguishes between the four cases by
decoding the instruction profile table signals JMP1 and JMPO

and performs the address comparisons as follows:

1. Compare the actual address (address used by the 8086 -
TAR[19:0]) to the calculated next sequential address.

2. Compare the actual address to the jump address.

3. The next address cannot be determined so no comparison is
performed.

4. Compare the actual address to both the next sequential

address and the jump address.
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For cases one and two if the comparison is not equal, an
address error is indicated by asserting ADDERROR. Case three
cannot be tested because the jump offset is not included as
part of the instruction. This does not severely limit the
effectiveness of the next address checker because this case

only represents a small portion of the 8086’'s instruction set

(long jumps). When a conditional jump instruction is executed
(case 4), the jump 1is taken or not taken based upon the
condition of the 8086’s internal flags. The watchdog

processor does not have access to these internal flags so it
compares the actual address to both the next sequential
address and the jump address. If the actual address is not
equal to either of the calculated addresses, an address error

is indicated by asserting ADDERROR.

4.9 Illegal Opcode Checker

Each Instruction requires at least one instruction byte. To
determine if an attempt is being made to execute an illegal
opcode the watchdog processor examines the instruction profile
table bits BC2-BCO. When BC2=BC1=BC0=0, it indicates that the
current instruction has zero bytes and an illegal opcode error
has occurred. This error i1s indicated by asserting INVLDOP.

The illegal opcode checker block is shown in Fig. 19.
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4.10 Execution Time Checker

The execution time checker shown in Fig. 20 is divided into
two parts, an eight-bit observed execution time (OBTIME[7:0])

and an eight-bit expected execution time (EXPTIME[7:0]).

The observed execution time shown in Fig. 21 is composed of
two four-bit up/down counters and their control logic. The
counters are loaded with zero when a new instruction begins to
execute (QS1=0 and QS0=1) and then the counters count every
clock <cycle Dbetween consecutive instructions with two
exceptions. The first exception is when the bus interface
unit is in the middle of doing an opcode fetch and the
execution unit requests a read or write operation. This would
cause the observed execution time to be one clock cycle too
long. To prevent this the counter is placed in the hold state
for one clock cycle. The other exception is when the
execution unit needs the next byte of an instruction but the
queue is empty (QP2=QP1=0). Extra clock cycles would be added
to the observed execution time until the bus interface unit
could fill the request. To prevent this the counters are
placed in the hold state until an instruction byte 1is

available in the queue.
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The expected execution time unit shown in Fig. 22 is divided

into two sections which are as follows:

1. Instructions whose complete execution time is known in
advance solely from the instruction profile table

(EXE6-EXEOQ) .

2. Instructions that need the second byte of the instruction
(IRE[7:0]) and EXE6-EXE(0 to determine the expected
execution time. This section is further divided into
instruction that need a base time only (ex. instructions
that do not perform a memory or I/0O access) and
instruction that need a base time plus an effective
address time (instructions that perform a memory or I/O

access).

When the expected execution time 1is known 1in advance,
indicated by EXE6=0, the instruction profile table signals
(EXES5-EXEO) represent the number of expected clock cycles of

the instruction.

When the expected execution time is not known in advance,
indicated by EXE6=1, a base time and effective address time

are calculated.

60



There exists seven separate cases that must be considered when
calculating the base time for an instruction. They are
decoded by using bits EXE3-EXE0 and are shown in Table 5. The
corresponding byte codes are used in the base time unit shown
in Fig. 23. The byte codes feed the four multiplexers and the
group of logic gates to obtain a six-bit base time. For
example if EXE3=EXE2=EXE1=EXE0=STACKOP=1 the last entry in
Table S [00(STACKOP) (STACKOP) 010 (STACKOP)] would be used and

the base time would equal 00110101 binary or 35 hexadecimal.

The effective address component is shown in Fig. 24. The
four-bit effective address time is calculated based on the
value of the instruction register extension (IRE). By
decoding bits IRE2-IRE(Q, an effective address is provided on

lines 03-00.

At the end of each instruction the observed and expected
execution time are compared. If the times are not equal,

ETERROR 1s asserted to indicate an execution error.

4.11 Watchdog Processor

This chapter describes the 1individual schematics of the

overall watchdog processor. In order to prove the

61



interoperability of these units, simulations and hardware

tests will be presented in the next chapter.
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Table 5. Base Time Calculation Signals

EXE6 |EXE3 |EXE2 |EXE1l |EXEO|time input bytes
1 0 0 0 0 not used
1 0 0 0 1 see 1
1 0 0 1 0 000 (NOMOD’ ) 0 (NOMOD) 0 (NOMOD "’ )
1 0 0 1 1 0000 (NOMOD‘ ) (NOMOD'’ ) 1 (NOMOD“ )
1 0 1 0 0 0000 (NOMOD’ ) 0 (NOMOD} (MOD0O+MOD10)
1 0 1 0 1 00000010
1 1 1 1 0 000 (JMPEQUAL) 00 (JMPEQUAL"’ ) 0
1 1 1 1 1 00 (STACKOP) (STACKOP) 010 (STACKOP)

1. 000(NOMOD'IR[1]’) (NOMOD'IR[1]) 0 (NOMOD) (NOMOD’IR[1]+NOMOD)

2. nomod=IRE7’'IRE6’
3. modO0=IRE7IRE®

4. modl0=IRE7'IRE6
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Chapter 5

Design Verification

The design of the watchdog processor was verified for correct
operation following each step in the design process. After
each functional wunit‘s schematic was constructed it was
simulated and any required re-design was performed. Once the
units had been simulated separately they were connected
together and the entire watchdog processor design was
simulated. The simulations included both faulty and fault-
free operation and verified the correct interaction between
the separate units. Once the watchdog processors’s simulation
results were correct, a flattened EDIF netlist was sent to
MOSIS for placement and routing. MOSIS returned a back-
annotation file containing information on the delays due to
routing, allowing for more accurate simulations to be
performed. The watchdog processor was then re-simulated using

the back-annotation file. Results were compared with the
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previous simulations to verify that the watchdog processors
still functioned as expected. Further, the results were
examined to be sure that the increased routing delays did not
result in intolerable delays in any critical path. Once the
design was verified with the new simulations the watchdog

processor chip was fabricated.

The first step in testing the watchdog processor chip was to
perform some basic tests with the chip in isolation. First,
the necessary 8086 and instruction profile table éignals were
provided artificially. When these basic tests proved
successful the chip was placed in a test environment with an
actual 8086 and the appropriate instruction profile table, so

that it could be vigorously tested.

5.1 Simulation Setup and Results

The watchdog processor’s schematic design, layout and
simulations were performed using the Workview environment and
tools. To simulate a design the Viewsim tool is used. The
Viewsim tool allows a designer to extract a simulation file
from a schematic design. The simulation file contains all of
the component interconnection information as well as typical

delay characteristics for each component. The designer then
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creates an input file that specifies the input signal values
to apply to the simulation. A control file specifies when the
input signal values should be applied to the circuit and to
which input pins. The control file also indicates which
output signals should be observed and written to an output

file.

Using the Viewsim tool, the first step in design verification
is to perform simulations on each functional unit separately.
These simulations were very small and served to eliminate the
more obvious design errors. Sample input, output and control

files for the byte count checker are provided in Appendix D.

Once the separate simulations were finished all of the
watchdog processor units are connected together so that a
complete simulation could be performed. An 8086 simulation
model is not available for Workview, so to obtain the most
accurate simulations possible, a logic analyzer is connected
to the output signals of an 8086 in an SDK-86 system. The
logic analyzer samples the 8086 output signals while the 8086
is executing a program. From the 1logic analyzer timing
diagrams, a simulation input file is created that approximates
the signals that the watchdog processor would receive from an

8086 simulation model.
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A sample program, its corresponding timing diagram, control
file, and the fault and fault-free I/0 files that were created
are provided in Appendix D. The control file specifies which
input signal values to apply to the simulation, when to apply
the values, and which output signals to monitor. The 8086
that the watchdog processor will be tested with has a 200ns
clock period with a high time of approximately 69ns, a rise
and fall time of 10ns, and a low time of 118ns [11]. To
correspond to this, the simulation input file divides each
clock period into five entries (three for the low portion of
the clock and two for the high portion of the clock) which the
control file applies to the simulation every 40ns. This
provides a simulation with a high time of 80ns, a low time of
120ns, and the ability to apply new signal values every 40ns.
Ths simulation high time of 80ns differs from the high time
specified in the data book by llns. The 69ns is a minimum
high time that could increase by as much as 20ns, giving a
high time of 89ns. The clock times of the simulation were

selected to approximate the actual 8086 clock.

The fault-free input file, shown in Appendix D, 1is 1in
hexadecimal and the signal values are designated as shown on
the first page of the input file. Each group of five signal
display lines is separated to indicate that they represent one

8086 clock cycle. By tracing through the timing diagram clock
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cycle by clock cycle the input file was created to exactly
match the timing diagram. Some portions of the simulations
are modified slightly to account for the tolerances in the
timing of the 8086’s signals. For example, the bus status
signals (S2-S0) can become active between 10ns and 110ns after
the rise of clock cycle T4 as shown in Fig. 9 [11]. To model
this, the simulations test both boundary conditions as well as
a typical condition. All of the necessary 8086 signals (bus
status, queue status, address/data) have these timing
variations and all were simulated using the technique

discussed above.

The timing diagram, the fault-free simulation input file, and
the fault-free simulation output file provided in Appendix D
can be related by locating the first code fetch on the timing
diagram. The bus status signals (S2-S0), that indicate the
begging of the code fetch, are asserted during the second
clock cycle on the timing diagram. This corresponds to the
second clock cycle in the simulation input file and to the
440ns entry in the output file. Two clock cycles later the
bus status signals become inactive. This occurs during the
fifth clock cycle on the timing diagram and input file, and at
880ns on the output file. By tracing through the timing
diagram clock cycle by clock cycle the input file was created

to exactly match the timing diagram. If the output file is
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then examined, and compared to the timing diagram and input
file, the time that each instruction begins can be determined.
For example, in the sample program provided, the first
instruction ends and the second instruction begins at 2480ns
in the output file. The error signals, that would indicate if
an error occurred during the first instruction, are valid from
2460ns to 2800ns. If the error signals are examined during
this time period they show that no error occurred during the
first instruction. If the Fault-Free simulation output file
is closely examined, it will confirm that the watchdog
processor did not find any errors while running the fault-free

simulation.

A faulty simulation input file was created by taking the
fault-free simulation file from Appendix D and injecting
faults. For example, the memory address of the second
instruction (push ax) is 2004h. This can be seen by examining
AD[15:0] at the 11th clock cycle of the fault-free simulation
input file. 1In the fault simulation input file, at the 11lth
clock cycle, AD[15:0] has been changed to 2014. This change
creates a next address error at 4840ns in the fault simulation
output file. The fault simulation input file provided
contains similarly created faults to produce each of the seven

watchdog processor errors.
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When all of the simulation were reviewed and found to be
correct, a flattened EDIF netlist of the watchdog processor
was sent to MOSIS for placement and routing. A back-
annotation file was returned so that the Viewsim tool could

provide a more accurate simulation.

New simulations were performed using the same input and
control files that were previously used. This served not only
to better verify the watchdog processors’s design but also to
confirm that the routing was correct. The new simulation
output files were compared with the o0ld simulation output
files and the results obtained were the same. A slight
difference was noticed when comparing the new simulation
timing to the old simulation timing. This difference was so
small that it did not show up in the simulation output logic
files and will have no affect on the operation of the watchdog

processor.

At this point the watchdog processor has been verified by over
15 separate simulations. Both fault and fault-free
simulations indicate that the watchdog processor performs
correctly. The netlist-to-parts design process 1is now
complete and the chip is ready to be fabricated so that actual

hardware tests can be performed.
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The watchdog processor required 15 weeks from the time the

netlist was submitted until the time that the chip was

received. The chip size is 5701 X 6358 microns, with over
27,000 transistors. It comes in an 84 pin, pin grid array
package and 83 pins are used. A list of the watchdog

processor 1I/0 pins is shown in Appendix E

5.2 Hardware Test Setup

The testbed for the watchdog processor consists of an SDK-86
training system, a test board containing the watchdog
processor chip, two 8-bit wide Microchip 27c64 EPROMS, that
serve as the 16-bit instruction profile table, and a cable to
bring the 8086 signals to the board. A block diagram of the
test setup is shown in Fig. 25. As an aid in testing the
watchdog processor chip, a proto-board and some logic gates
have been used so that signals from the 8086 can be brought to

the proto-board and faults introduced.

5.3 Fault-Free Operation

The first step in testing the watchdog processor chip is to

verify that it will not falsely detect errors when the 8086 is

71



8086

27

Watchdog

Processor

ERROR

/ 16

EPROM

EPROM

Instruction Profile Table

Figure 25

Test Board

72



operating normally. Basic tests are made without an 8086 or
the instruction profile table EPROMS. The necessary 8086 and
instruction profile table signals, along with the clock, are
provided artificially so that the watchdog processor’s
behavior can be more easily observed. The first test
consisted of having the watchdog processor fetch instruction
bytes and place them into the instruction and address queues.
By doing this the queue pointer and instruction/address queues
can be monitored. This is a very important test because if
the queue fails to operate correctly then nothing else on the
watchdog processor chip will function. Once it was determined
that the queue was operating correctly, a few other basic
tests were performed. For example, an opcode fetch was
simulated so that a next address check could be observed to
see if a portion of the next address checker was functioning.
No errors were detected by these basic tests so the next step
is to fully test the watchdog processor in an actual 8086

system.

The SDK-86 provides a complete 8086 system with the means to
download programs to the 8086 for execution. Short assembly
language programs with three or four line main program bodies
ending with a Jjump instruction are written. The jump
instruction creates a loop that causes the same three or four

instructions to be executed repeatedly. This allows the 8086
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and watchdog processor signals to be easily observed on a
logic analyzer. A program can then be traced clock cycle by
clock cycle, allowing very accurate testing. Using this
technique every one of the 8086’s valid opcodes were tested.
A typical test program for this purpose appears in Appendix F.
Once this testing was completed, longer programs were executed
to provide a more accurate test of how the watchdog processor
would perform under realistic conditions. Three longer test
programs appear in Appendix F. The first of these is the same
program that was used to create the simulations discussed
above, this program allows for a comparison between the
simulation results and the hardware results. The second
program is an example of a subroutine test and the last
program tests the watchdog processor on a long sequence of

instructions without a jump.

5.4 Fault-Free Results

The fault-free operation of the watchdog processor chip was
correct with the exception of the execution time checker unit.
The other units did not signal any errors when the 8086 was
operating normally. The execution time checker operated
incorrectly when the opcode being executed performed a memory

or I/0 transfer. Two design flaws exist in the execution time
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checker. First, when a read or write takes place, the
interaction between the 8086’s bus interface unit and
execution unit can cause the transfer to take from one to
three clock cycles longer than normal. These extra clock
cycles add directly to the observed execution time causing the
expected and observed execution times to differ. The second
problem with the execution time checker occurs when the
instruction queue becomes empty. In the design of the
execution time checker it was assumed that an instruction will
remove all of its instruction bytes from the instruction queue
as soon as they are available. If the queue is empty and the
current instruction has not removed all of its instruction
bytes, the clock cycles that occur until an item is placed
into the queue are not counted in the observed execution time.
Some instructions do not fetch all of their instruction bytes
as soon as possible. If the queue happens to be empty when
one of these instructions is executing, clock cycles that
should be counted in the observed execution time might not be
counted which results in an error where none exists. Both
design flaws produce errors only when certain conditions exist

and were therefore difficult to detect by simulations alomne.

After thoroughly testing the watchdog processor’s fault-free
operation the next step was to determine ways to inject

predictable faults so that further testing would be possible.
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5.5 Method of Injecting Faults

To inject predictable faults into the system two primary
methods were emplovyed. The first method was to change the
expected execution parameters contained in the instruction
profile table. An example of this is changing an
instruction’s expected byte count value from two to three.
When the instruction is executed the watchdog processor will
observed the 8086 fetching two instruction bytes, but the
instruction profile table specifies that the instruction
should use three bytes. This causes an error in the byte
count checker unit. The preceding test method is backwards of
the way in which an error will actually be generated. 1In a
real system, a fault would cause the watchdog processor to
observe the 8086 fetching three instruction bytes and would
detect an error because the instruction profile table
specifies that the instruction should use two bytes. However,
this test method is valid because it verifies the observed
byte count checker’s ability to accurately determine the
number of bytes used by an instruction, compare this value to
the expected number of bytes, and produce the appropriate
error signal. The units tested using this method were the
byte count checker, the stack address checker, the next

address checker, the illegal opcode checker and the execution
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time checker.

The second method of injecting faults is to interfere with the
signals going from the 8086 to the watchdog processor. This
method is more difficult to control than the first method
because changing these signals can affect several units. An
example of this method would be inverting an address pin.
When an address signal is inverted it can cause many different
errors. These errors include a next address error, a stack
address error, and an improper memory address error. Errors

were injected into all of the units using this method.

5.6 Error Coverage

The same test programs used in the fault-free simulations were
used in the fault simulations. Faults were injected using the
methods discussed above. For example, the first instruction,
in the main program loop, of the first test program in
Appendix F is shl ax,1. This instruction’s expected execution
time, found in the instruction profile table, is 2 clock
cycles. To produce an error this value was changed to 3.
When the program is executed an execution time error ocCccurs
for the first instruction. All of the injected errors were

detected with the exception of the execution time checker.
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The execution time checker was unreliable for the same reasons

stated in the fault-free results.

The execution time checker problems can be corrected by two
changes in its design. The first change to the execution time
checker involves implementing a special case for instructions
that do not fetch all of their opcode bytes as soon as they
are available. For these instructions the observed execution
unit must continue to count all of the clock cycles, even if
the instruction queue becomes empty. Second, a special case
is needed for opcodes that perform memory or I/0O transfers.
When this case occurs the number of clock cycles required to
achieve the transfer must be monitored. If that number is
larger than the normal four clock cycles, the additional clock

cycles should not be counted in the observed execution time.

Fig. 26 in Appendix C shows the observed execution time unit
with both of the above revisions. The first revision uses
instruction profile table bits EXE6 and EXE4 to signal an
instruction that does not fetch all of its opcode bytes as
soon as they are available. When EXE6=EXE4=1 the observed
execution time continues to count the clock cycles that occur
when the queue is empty and the instruction has not fetched

all of its opcode bytes.
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The second revision uses four flip-flops to count the number
of clock cycles a memory or I/0 transfer takes to complete.
When this count becomes four, the two four-bit counters that
represent the observed byte count are placed into the hold

state until the transfer is completed.
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Chapter 6

Results, Conclusions and Future Work

Applications that employ microprocessor-based systems are
susceptible to many kinds of faults. These faults may prove
fatal to a system’s operation if not detected. Several
schemes exist that attempt to deal with these faults and more
are being examined. A new approach using a watchdog processor
to concurrently monitor a microprocessor has been developed.
The errors that can be produced from single-event upsets, as
well as what types of error detection is needed to cover these
faults, is presented by Khan in [6]. Using these
specifications a watchdog processor has been designed,
fabricated, and tested. From the testing of the watchdog
processor it can be seen that the watchdog processor is a

valid transient fault detection method.

A total of 100 fault-free test programs were executed on the
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8086 and observed by the watchdog processor. The 100 programs
provide testing of several variations on every group of valid
8086 opcodes. The watchdog falsely indicated that a fault has
occurred 50 times during the fault-free testing. 2all of the
50 false alarms occurred in the execution time checker when an
instruction that performed a memory or I/0 transfer was
executed.

The same 100 programs that were used in the fault-free testing
of the watchdog processor were used in the faulty testing.
Over 300 faults were injected to test the watchdog processor.
As with the fault-free testing, the execution time checker
proved to be the only source of problems detecting only 50
percent of the faults, but this unit can be corrected with

only slight modifications to its design.

An error indication signal for all of the units, with the
exception of the improper memory access checker and the
improper queue update signals checker, has been designed to
become active on the first clock cycle of the next instruction
as shown in Fig. 27. This is accomplished by using a flip-
flop which latches the individual units’ error signal only at
the beginning of the next instruction and then hold the
information for one clock cycle. The improper memory access

error becomes valid immediately upon detection of an error
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because more than one improper memory access error can occur
during a single instruction. The improper queue update error
signal becomes active immediately because this unit 1is
independent of the instruction cycles. The delay in reporting
errors in the other units can easily be eliminated by removing
the flip-flop. This would cause the error signals to become
available as soon as they are detected. The elimination of
the flip-flop would greatly reduce the error latency in the
illegal opcode checker and the stack address checker. The
reduction of the error latency would be insignificant in the
byte count checker, the execution time checker, and the next
address checker because these units are forced to wait until
the instruction is finished executing to obtain all of their

data.

The watchdog processor and the 8086 it was designed to monitor
are approximately the same size when compared based on the
number of transistors. The design of the watchdog processor
consists of approximately 27,000 transistors compared to the
8086‘'s 29,000 transistors. The design of the watchdog
processor turned out to be much larger than was originally
expected and this size could suggest that this method of
detection is impractical. However, 1f the design of the
watchdog processor was as refined as that of an 8086, its size

should be greatly reduced. For example the 8086 was designed
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by a team of engineers and was allowed to go through several
re-design stages. The watchdog processor was designed part-
time by one graduate student over the course of one vyear.
Some duplication of components has already been discovered
whose elimination would help reduce the size of the watchdog
processor. In addition, if the design of the watchdog
processor was adapted to an 80286, 80386, or an 80486 whose
sizes are 130,000, 275,000 and 1,200,000 transistors,
respectively, the size of the watchdog processor should not
grow as much as each new generation of microprocessor. The
reason for this is that a large part of the size of the
watchdog processor comes from its many registers and queues.
These components provide the watchdog processor with a high
base cost. If the design were adapted to a 32-bit
architecture these components would merely double while the
32-bit microprocessors have grown by as much as 40 times the
16-bit 8086. The size of the watchdog processor relative to
the microprocessor is also important because of single-event
upsets. The smaller the watchdog processor chip, the less
likely it is that a single-event upset will affect it instead

of the microprocessor.

Two further developments that need to be incorporated into the
design of the watchdog processor are: making the instruction
profile table part of the watchdog processor chip and
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providing a means to allow the microprocessor that the
watchdog processor is monitoring to recover from any faults.
If the instruction profile table was part of the watchdog
processor chip, the size of the chip would increase slightly.
However, this improvement would eliminate 24 pins from the

watchdog processor chip package.

In a real system it would not be sufficient for the
microprocessor to simply be made aware that it is operating
incorrectly, the microprocessor would need to be able to
return to its last valid operating state and resume execution.
The watchdog processor could be equipped with a means of
saving the current state of the microprocessor and then
allowing the microprocessor to retrieve this information in
the event of a microprocessor fault. However, this scheme
would be limited by the watchdog processor’s current inability
to have access to the internal registers and flags of the

microprocessor.
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Appendix A

Instruction Profile Table

The following is a list of the contents of the instruction
profile table ROM. The ROM address is given in the first
column and the data residing at the address is given in the

second and third columns.

ROM ADDRESS (IR([7:0]) BC3-0 STK2-0 JMP1 JMP(0 EXE6-0
000000XX AQ 41
00000100 20 04
00000101 30 04
00000110 1E oA
00000111 12 08
000010XX A0 41
00001100 20 04
00001101 30 04
00001110 1E 0A
00001111 00 00
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000110XX
00011100
00011101
00011110
00011111
001000XX
00100100
00100101
00100110
00100111
001010XX
00101100
00101101
00101110
00101111
001100XX
00110100
00110101
00110110
00110111
001110XX
00111100
00111101
00111110

00111111

AQ
20
30
1E
12
AQ
20
30
10
10
A0
20
30
10
10
AQ
20
30
10
10
AQ
20
30
10

10

41
04
04
oA
08
41
04
04
02
04
41
04
04
02
04
41
04
04
02
04
41
04
04
02

04
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0100XXXX
01010XXX
01011XXX
0110XXXX
0111XXXX
10000000
10000001
1000001X
100001XX
100010XX
10001100
10001101
10001110
10001111
10010XXX
10011000
10011001
10011010
10011011
10011100
10011101
1001111X
101000XX
101001XX

10101000

10
1E
12
00
20
BO
co
BO
AQ
A0
A0
Al
AQ
A2
10
10
10
5D
10
1E
12
10
30
10

20

02
0B
08
00
CF
42
42
42
60
44
44
45
44
60
03
02
05
1C
60
oA
08
04
0A
60
04
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10101001
1010101X
101011XX
10110XXX
10111XXX
1100000X
11000010
11000011
1100010X
11000110
11000111
1100100X
11001010
11001011
11001100
11001101
11001110
11001111
1101000X
1101001X
1101010X
11010110
11010111
11011XXX

111000XX

30
10
10
20
30
00
33
13
AQ
BO
Cco
00
35
15
1B
2B
1B
17
AQ
AQ
20
00
10
00

21

04
60
60
04
04
00
0C
11
60
60
60
00
11
12
34
35
4F
18
43
60
60
00
0B
00

EO
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111001XX
11101000
11101001
11101010
11101011
111011XxX
11110000
11110001
1111001X
1111010X
1111011X
111110XX
1111110X

1111111X

20
3F
31
51
21
10
10
00
10
10
20
10
10

AQ

0A
13
OF
OF
8F
08
02
00
60
02
60
02
02

60
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Appendix B

The MOSIS Netlist-to-Parts Service

OBTAIN VIEWLOGIC

CMOSN LIBRARY

I
CREATE SCHEMATIC

DIAGRAM

SIMULATE RE-DESIGN

DESIGN

SEND NET-LIST

PLACEMENT AND

ROUTING

RECEIVE BACK-ANNOTATION FILE

RE-SIMULATE RE-DESIGN

DESIGN

REQUEST

FABRICATION

Figure 28 MOSIS Netlist-to-Parts Service
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Appendix D

Simulation Files

The first part of Appendix D is an example of simulating one

unit of the watchdog processor namly the byte count checker.

The second part of Appendix D contains the command file used
to simulate the entire watchdog procssor, along with an 8086
assembly language test program, a corresponding 8086 timing
diagram, and I/O simulations files constructed for the test
program that illustrate the watchdog processor performing both

a fault and a fault-free simulation.
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Byte Count Checker Command File

restart
|IWave gpoint.wfm clk ns2 nsl ns0 gsl gs0 g3 g2 gl g0
stepsize 500

clock clk 0 1
L IREO IRE1l IRE2 IRE6 IRE7 ENBAR

H QSO0
vector in BC3 BC2 BCl BCO IRE5 IRE4 IRE3
watch BC3 BC2 BCl BCO IRES5 IRE4 IRE3 ADD3 ADD2 ADD1 ADDO

(a in<BYTECNT.pat;cycle 1; print>BYTECNT.out) *60
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Byte Count Checker Input File

BBBBITIT
CCCCRRR
3210EEE

543
0100000
0100001
0100010
0100011
0100100
0100101
0100110
0100111
0101000
0101001
0101010
0101011
0101100
0101101
0101110
0101111
0110000
0110001
0110010
0110011
0110100
0110101
0110110
0110111
0111000
0111001
0111010
0111011
0111100
0111101
0111110
0111111
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Byte Count Checker Output File

BBEBBIITIAAAA
CCCCRRRDDDD
3210EEEDDDD

5433210

TIME BBBBBBBBBBB

100.0ns 01000000100 3700.0ns 01001000100
200.0ns 01000010100 3800.0ns 01001010100
300.0ns 01000100100 3900.0ns 01001100100
400.0ns 01000110100 4000.0ns 01001110100
500.0ns 01001000100 4100.0ns 01010000101
600.0ns 01001010100 4200.0ns 01010010101
700.0ns 01001100100 4300.0ns 01010100101
800.0ns 01001110100 4400.0ns 01010110101
900.0ns 01010000101 4500.0ns 01011000101

1000.0ns 01010010101 4600.0ns 01011010101

1100.0ns 01010100101 4700.0ns 01011100101

1200.0ns 01010110101 4800.0ns 01011110101

1300.0ns 01011000101 4900.0ns 01100000011

1400.0ns 01011010101 5000.0ns 01100010010

1500.0ns 01011100101 5100.0ns 01100100010

1600.0ns 01011110101 5200.0ns 01100110010

1700.0ns 01100000011 5300.0ns 01101000010

1800.0ns 01100010010 5400.0ns 01101010010

1900.0ns 01100100010 5500.0ns 01101100010

2000.0ns 01100110010
2100.0ns 01101000010
2200.0ns 01101010010
2300.0ns 01101100010
2400.0ns 01101110010
2500.0ns 01110000100
2600.0ns 01110010010
2700.0ns 01110100010
2800.0ns 01110110010
2900.0ns 01111000010
3000.0ns 01111010010
3100.0ns 01111100010
3200.0ns 01111110010
3300.0ns 01000000100
3400.0ns 01000010100
3500.0ns 01000100100
3600.0ns 01000110100
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Watchdog Processor Command File

restart

1 clock reset
vector ad ad[19:0]
vector ir ir[7:0]
radix hex ad ir

* jnput signals to the watchdog processor*

vector in stack2 stackl stack0 exe6 exe5 exed exeld exe2 exel
exel ns2 nsl ns0 gsl gs0 ad bec3 be2 bel becl0 jmpl jmp0 reset
clock

* output signals that need to be reviewed*
watch ns2 nsl ns0 gsl gs0 reset clock ad ir jmpequal nextequal
bcequal qp2 gpl gerror bcerror adderror stkerror invldop
segerror eterror test jmpflg empty stackop

* which I/0 files to use*
(a in<testerr.pat;sim 400; print>testerr.out) *321
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Test Program

The main loop of this test program corresponds to the timing
diagram that follows.

NAME TEST_PROGRAM

DATA_SEG SEGMENT
DATA DW 4567h ; Delay count
DATA_SEG ENDS

STACK_SEG SEGMENT
DW 20 DUP(?) ; Reserve 20 words
TOS LABEL WORD ; Top of stack
STACK_SEG ENDS

MAIN_PROG SEGMENT
ASSUME CS:MAIN_PROG, DS:DATA_SEG, SS:STACK_SEG

MOV AX,DATA_SEG ; Set up data segment
reg
MOV DS, AX
MOV AX, STACK_SEG ; Set up stack
MOV SS,AX
MOV SP,OFFSET TOS
MOV SI,100H
JMP BEGIN
ORG 2000H
BEGIN: MOV CX,DATA
PUSH CX
MOV CX, BX
MOV DX, CX ; MAIN LOOP
POP CX
ADD AX, [SI]
ADD SI,8086H
JMP BEGIN

MAIN_PROG ENDS
END
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Timing Diagram

I N N R N A N N N N N N N N NI I I A L B
= JUL U e
ces L= L LT LT usinndl I Wil B

RN NN R E N R R R R NN E R NN N

RN R R R

Ml e Wil I Ml B Wil il AR
B B e I B e e R A B A I
E§ [§E§§ : EE?EE%E% E%E E§
[} [=] [ee ] [~ ] [ ]
[} ] [~ [
] ] [ 1] [ ]
E3E T o
240487-001
ASSEMBLY LANGUAGE MACHINE CODE
MOV AX, 0F802H B802F8
PUSH AX 50
MOV CX, BX 8BCB
MOV DX, CX 8BD1
ADD AX, [SI] 0304
ADD S, 8086H 81C68680
JMP § -14 EBFO
Note. from iAPX 8086/8088 User’s Manual (p. 6-150)
Corporation, 1981.

Intel
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Test Program Fault-Free Simulation Input File

This file contains the input signals that would be generated
by the 8086 and IPT while running the test program above.
All simulations inputs are in hexadecimal and are labeled as
follows:

(STACK[2:0]) (EXE[6:3]) (EXE[2:0] S2) (S1 SO0 QS1 Qs0)
(A[19:16]1) (AD[15:0]) (BC[3:0]) (JMP1 JMPO0 RESET CLOCK)

[1 |7 113

XXXXxXxXxxx0\h xx1 0xxxxxx2\h 0093 xxxxx32\h
XXxXXxXxxxxx0\h xx1002002x2\h 009dxcb8b32\h
xxxxxxxxxx0\h xx1002002x2\h 009dxcb8b32\h
xxxxxxxxxx1\h xx1002002x3\h 009dxcb8b33\h
XXxXXxxxxxx1\h xx1002002x3\h 009dxcb8b33\h
|2 | 8 |14

XxXXxXxXxxx0\h xx1002002x2\h 009dxcb8b32\h
xxlcxxxxx12\h xx]11xxxxxx2\h 717cxcb8bl2\h
xx1lexxxxx12\h xx11xxxxxx2\h 717cxcb8bl2\h
xxlcoxxxxx13\h xx1lxxxxxx3\h 717cxcb8bl3\h
xxlcexxxxx13\h xx11xxxxxx3\h 7170xxxxx13\h
3 [9 |15

xx]loxxxxx12\h xx]1lxxxxxx2\h 7170xxxxx12\h
xx100200012\h 009¢cx50£832\h 71700200612\h
xx100200012\h 009cx50£832\h 71700200612\h
xx100200013\h 009cx50£833\h 71700200613\h
xx100200013\h 009cx50£833\h 71700200613\h
|4 |10 [16

xx100200012\h 009¢cx50£832\h 71700200612\h
xx]1 0xxxxxx2\h 009fx50£832\h 7170xxxxx12\h
xx1 0xxxxxx2\h 009fx50£f832\h 717 0xxxxx12\h
xx1 0xxxxxx3\h 009fx50£833\h 717 0xxxxx13\h
xx]10xxxxxx3\h 0093xxxxx33\h 7170xxxxx13\h
|5 111 [17

xx10xxxxxx2\h 0093xxxxx32\h 7170xxxxx12\h
xx1cx02b8x2\h 00900200432\h 717¢cxd18bl2\h
xx1cx02b8x2\h 00900200432\h 717¢cxd18bl2\h
xx1cx02b8x3\h 00900200433\h 717¢cxd18bl3\h
xx1cx02b8x3\h 00900200433\h 717¢cxd18bl3\h
|16 [12 [18

xx1cx02b8x2\h 00900200432\h 717¢xd18bl2\h
xx1cx02b8x2\h 0093xxxxx32\h 717cxd18bl2\h
xx1cx02b8x2\h 0093xxxxx32\h 717cxd18bl2\h
xx1cx02b8x3\h 0093xxxxx33\h 717cxd18bl3\h
xx]1 0xxxxxx3\h 0093xxxxx33\h 717cxxxxx13\h
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[19

717cxxxxx12\h
717 cxxxxx12\h
717 cxxxxx12\h
717cxxxxx13\h
T717cxxxxx13\h
120

7T17cxxxxx12\h
717cxxxxx12\h
717 cxxxxx12\h
717 cxxxxx13\h
7178xxxxx13\h
[21

7178xxxxx12\h
71780300012\h
71780300012\h
71780300013\h
71780300013\h
|22

71780300012\h
71781xxxx12\h
71781xxxx12\h
71781xxxx13\h
71781xxxx13\h
|23

71781xxxx12\h
717¢c1£80212\h
717c1£80212\h
717¢1£80213\h
717¢c1£80213\h
|24

717c1£80212\h
717d1£80212\h
717d1£80212\h
717d1£80213\h
717 1xxxxx13\h
125

717 1xxxxx12\h
08b302008a2\h
08b302008a2\h
08b302008a3\h
08b302008a3\h
|26

08b302008a2\h
08blxxxxxa2\h
08blxxxxxa2\h
08blxxxxxa3\h
08blxxxxxa3\h

127

08blxxxxxa2\h
08bfx0403a2\h
08bfx0403a2\h
08bfx0403a3\h
08bfx0403a3\h
128

08bfx0403a2\h
08bcx0403a2\h
08bcx0403a2\h
08bcx0403a3\h
08b0xxxxxa3\h
129

08b0xxxxxa2\h
08b00200aa2\h
08b00200aaz2\h
08b00200aa3\h
08b00200aa3\h
130

08b00200aa2\h
08blxxxxxa2\h
08blxxxxxa2\h
08blxxxxxa3\h
08blxxxxxa3\h
{131

08blxxxxxa2\h
083fxc68la2\h
083fxc68la2\h
083fxc68la3\h
083fxc68la3\h
|32

083fxc68la2\h
083cxc68la2\h
083cxc68la2\h
083cxc68la3\h
083 0xxxxxa3\h
[33

083 0xxxxxa2\h
08300200ca2\h
08300200ca2\h
08300200ca3\h
08300200ca3\h
|34

08300200ca2\h
083 0xxxxxa2\h
083 0xxxxxa2\h
083 0xxxxxa3\h
083 0xxxxxa3\h

|35

083 0xxxxxa2\h
083cx8086a2\h
083cx8086a2\h
083cx8086a3\h
083cx8086a3\h
|36

083cx8086a2\h
083cx8086a2\h
083cx8086a2\h
0834xxxxxa3\h
0834xxxxxa3\h
|37

0834xxxxxa2\h
083403002a2\h
083403002a2\h
083403002a3\h
083403002a3\h
|38

083403002a2\h
08343xxxxa2\h
08343xxxxa2\h
08343xxxxa3\h
08343xxxxa3\h
139

08343xxxxa2\h
083c3aaaaa2\h
083c3aaaaa2\h
083c3aaaaa3\h
083c3aaaaa3\h
|40

083c3aaaaa2\h
083c3aaaaa2\h
083c3aaaaa2\h
083c3aaaaa3\h
083 0xxxxxa3\h
|41

083 0xxxxxa2\h
08300200ea2\h
08300200ea2\h
08300200ea3\h
08300200ea3\h
|42

08300200ea2\h
083 0xxxxxa2\h
083 0xxxxxa2\h
083 0xxxxxa3\h
083 0xxxxxa3\h

119



[43

083 0xxxxxa2\h
083cxf0eba2\h
083cxf0eba2\h
083cxfOeba3\h
083cxflOeba3\h
|44

083cxfl0eba2\h
083dxf0eba2\h
083dxf0eba2\h
083dxf0eba3\h
083dxxxxxa3\h
|45

083dxxxxxa2\h
085 fxxxxxc2\h
085 fxxxxxc2\h
085fxxxxxc3\h
085fxxxxxc3\h
|46

085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc3\h
085 fxxxxxc3\h
|47

085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc3\h
0853 xxxxxc3\h
148

0853 xxxxxc2\h
0851fffffc2\h
0851fffffc2\h
0851fffffc3\h
0851fffffc3\h
|49

0851fffffc2\h
01f0xxxxx2c\h
01 f0xxxxx2c\h
01f0xxxxx2d\h
01 f0xxxxx2d\h
|50

01f0xxxxx2c\h
Olffxffff2c\h
O0lffxffff2c\h
01ffxffff2d\h
01ffxffff2d\h

|51

01ffxffff2c\h
Olfcxffff2c\h
O0lfcxffff2c\h
01lfexffff2d\h
01 fcoxxxxx2d\h
|52

01 fexxxxx2c\h
01 fexxxxx2c\h
01lfecxxxxx2c\h
01 fcexxxxx2d\h
01 fcxxxxx2d\h
|53

01 fexxxxx2c\h
01 fexxxxx2c\h
01l fexxxxx2c\h
01 fexxxxx2d\h
01 fexxxxx2d\h
|54

01fcxxxxx2c\h
01l fexxxxx2c\h
0lfecxxxxx2c\h
01 fexxxxx2d\h
01 fexxxxx2d\h
|55

01 fexxxxx2c\h
01 fexxxxx2c\h
01 fcxxxxx2c\h
01l fcxxxxx2d\h
01 foxxxxx2d\h
|56

0lfexxxxx2c\h
01l fexxxxx2c\h
0lfexxxxx2c\h
01 fexxxxx2d\h
0l fexxxxx2d\h
|57

0lfexxxxx2c\h
01 fexxxxx2c\h
0lfexxxxx2c\h
01fcxxxxx2d\h
01f0xxxxx2d\h
|58

01f0xxxxx2c\h
01£0020002c\h
01£0020002c\h
01£0020002d\h
01£0020002d\h

[59

01£f0020002c\h
01 f0xxxxx26\h
01 f0xxxxx26\h
01f0xxxxx27\h
01 f0xxxxx27\h
160

01 f0xxxxx26\h
01f0x02b826\h
01£f0x02b826\h
01f0x02b827\h
01f0x02b827\h
6l

01f0x02b826\h
01fcx02b826\h
01fcx02b826\h
01fcx02b827\h
01lfcoxxxxx27\h
162

01f0xxxxx26\h
01£00200226\h
01£00200226\h
01£00200227\h
01£00200227\h
| 63

01£00200226\h
01flxxxxx26\h
01flxxxxx26\h
01flxxxxx27\h
01flxxxxx27\h
|64

01flxxxxx26\h
009cx50£832\h
009cx50£832\h
009¢cx50£833\h
009cx50£833\h
| 65

009cx50£832\h

120



TIME

40.0ns
80.0ns
120.0ns
160.0ns
200.0ns
240.0ns
280.0ns
320.0ns
360.0ns
400.0ns
440.0ns
480 .0ns
520.0ns
560.0ns
600.0ns
640.0ns
680.0ns
720.0ns
760.0ns
800.0ns
840.0ns
880.0ns
920.0ns
960.0ns
1000.0ns
1040.0ns
1080.0ns
1120.0ns
1160.0ns
1200.0ns
1240.0ns
1280.0ns

NNNQQRC
SSSSSEL
21010S0
EC
TK

Test Program Fault-Free

g >

Simulation Output File

JNBQOQOBASISETJES
MECPPECDTNETEMMT
PXE21REDKVGESPPA
ETQ RREELERTFTC
QEU ORRRDRR LYK
UQA RORRORO G O
AUL ROOPOR P
LA RR R

BBBBBBB

XXXXX00
XXXXX00
XXXXX00
XXXXX01
XXXXX01
XXXXX00
1110010
1110010
1110011
1110011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1000011
1000010
1000010

XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
02000
02000
02000
02000
02000
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
XXXXX
XXXXX
02002

BBEBBBBBBBBBBBBEB

11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
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1320.
1360.
1400.
1440.
1480.
1520.
1560.
1600.
1640.
1680.
.0Ons
1760.
1800.
1840.
.Ons
1920.
1960.
2000.
2040.
2080.
2120.
2160.
2200.
.Ons
2280.
.Ons
2360.
2400.
2440.
2480.
2520.
2560.
2600.
2640.
2680.
2720.
2760.
2800.
.Ons
2880.
2920.
2960.
3000.
3040.
3080.
3120.
3160.
3200.
3240.

1720

1880

2240

2320

2840

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

1000010
1000011
1000011
1000010
1000110
1000110
1000111
1000111
1000110
1110010
1110010
1110011
1110011
1110010
1111110
1111110
1111111
1001111
1001110
1000010
1000010
1000011
1000011
1000010
1001110
1001110
1001111
1001111
1001110
1110110
1110110
1110111
1110111
1110110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010

02002
02002
02002
02002
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
XXXXX
XXXXX
02004
02004
02004
02004
02004
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XCB8B
XCB8B
XCB8B
XCB8B
XCB8B
XCB8B
XCB8B
XCB8B
XXXXX
XXXXX
02006
02006
02006
02006
02006
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

00
00
00
00
00
00
00
00
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50

11X000000000X01X
11X000000000X01X
11X000000000X01X
11X010000000X00X
11X010000000X00X
11X010000000X00X
11X010000000X00X
11X010000000X00X
00X010000000X10X
0000100000000101
0000100000000101
0000100000000101
0000100000000101
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0100000000000111
0100000000000110
0100000000000110
0100000000000110
0100000000000110
0100000000000010
0100000000000010
0100000000000010
0100000000000010
0100000000000010
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
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3280.
3320.
3360.
3400.
34490.
3480.
3520.
3560.
3600.
3640.
.0Ons
3720.
3760.
3800.
.0Ons
3880.
3920.
3960.
4000.
4040.
4080.
4120.
4160.
4200.
4240.
4280.
4320.
4360.
4400.
4440.
4480.
4520.
4560.
4600.
4640.
4680.
4720.
4760.
4800.
4840.
4880.
4920.
4960.
5000.
5040.
5080.
5120.
5160.
5200.

3680

3840

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1100011
1100010
1100010
1100010
1100011
1100011
1100010
1100010
1100010
1100011
1100011
1100010
1110010
1110010
1110011
1110011
1110010
1110110
1110110
1110111
1000111
1000110
1001110
1001110
1001111
1001111
1001110
1000110
1000110
1000111
1000111

XD18B
XD18B
XD18B
XD18B
XD18B
XD18B
XD18B
XD18B
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
03000
03000
03000
03000
03000
1XXXX
1XXXX
1XXXX
1XXXX
1XXXX
1r802
1F802
1F802
1r802
1F802
1F802
1F802
1F802
XXXXX
XXXXX
02008
02008
02008
02008
02008
XXXXX
XXXXX
XXXXX
XXXXX

50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B

0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0001000000000100
0001000000000101
0001000000000101
0001000000000101
0001000000000101
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
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5240.
5280.
5320.
5360.
5400.
5440.
.0Ons
5520.
5560.
.Ons
5640.
5680.
5720.
5760.
5800.
5840.
5880.
5920.
.Ons
6000.
6040.
6080.
6120.
6160.
6200.
6240.
6280.
6320.
6360.
6400.
6440.
.Ons
6520.
6560.
6600.
6640 .
6680.
6720.
6760.
6800.
6840.
6880.
6920.
6960.
7000.
7040.
7080.
7120.
7160.

5480

5600

5960

6480

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

1000110
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000110
1000110
1000111
1000111
1000110
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1010011

XXXXX
X0403
X0403
X0403
X0403
X0403
X0403
X0403
X0403
XXXXX
XXXXX
0200Aa
0200a
0200A
0200A
0200A
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XCe681
XCce681
XC681
XC681
XCe681
XC681
XCce681
Xce681
XXXXX
XXXXX
0200C
0200C
0200C
0200cC
0200C
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X8086
X8086
X8086
X8086
X8086
X8086
X8086
XXXXX

8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

03
03
03
03
03
03
03
03
03
03
03

0000100000000101
0000100000000101
0000100000000101
0000100000000101
0000100000000101
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0100100000000101
0100100000000101
0100100000000101
0100100000000101
0100100000000101
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
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7200.
7240.
7280.
7320.
7360.
7400.
7440.
.Ons
7520.
7560.
7600.
7640.
7680.
7720.
7760.
7800.
7840.
7880.
7920.
7960.
.Ons
.Ons
8080.
8120.
8160.
8200.
8240.
8280.
.0Ons
8360.
8400.
8440.
.0ns
8520.
8560.
8600.
8640.
8680.
8720.
8760.
8800.
8840.

7480

8000

8040

8320

8480

8880

Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

.0Ons
8920.
8960.
9000.
9040.
9080.
9120.

Ons
Ons
Ons
Ons
Ons
Ons

1010011
1010010
1010010
1010010
1010011
1010011
1010010
1010010
1010010
1010011
1010011
1010010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110110
1110110
1110111
1110111
1110110
1111110
1111110
1111111
1111111
1111110
1111110
1111110

XXXXX
XXXXX
03002
03002
03002
03002
03002
3XXXX
3XXXX
3XXXX
3XXXX
3XXXX
3AAAA
3AAAA
3AAAA
3AAAA
3AAAA
3AAAA
3AAAA
3AAAA
XXXXX
XXXXX
0200E
0200E
0200E
0200E
0200E
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XFOEB
XFOEB
XFOEB
XFOEB
XF(OEB
XFOEB
XFOEB
XFOEB
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

03

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

03
03
81
81
81
81
81
81
81
81

0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0111000000000001
0101000000000101
0101000000000101
0101000000000101
0101000000000101
0101000000000101
0101000000000001
0101000000000001
0101000000000001
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9160.
9200.
9240.
9280.
9320.
9360.
9400.
9440.
9480.
9520.
9560.
9600.
.Ons

3680.

9720.

9760.

9800.

9840.

9880.

9920.

9960.
10000.
10040.
10080.
10120.
10160.
10200.
10240.
10280.
10320.
10360.
10400.
10440.
10480.
10520.
10560.
10600.
10640.
10680.
10720.
10760.
10800.
10840.
10880.
10920.
10960.
.Ons
11040.
11080.

9640

11000

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

1111111
1111111
1111110
1111110
1111110
1111111
1001111
1001110
1000110
1000110
1000111
1000111
1000110
1000010
1000010
1000011
1000011
1000010
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110011
1110011
1110011
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1111010

XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
FFFFF
FFFFF
FFFFF
FFFFF
FFFFF
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

81
81
81
81
81
81
81
81
81
81
81
81
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB

0101000000000001
0101000000000001
0101000000000001
0101000000000001
0101000000000001
0101000000000001
0101000000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0100100000000101
0100100000000101
0100100000000101
0100100000000101
0100100000000101
0100100000000001
0100100000000001
0100100000000001
0100100000000001
0100100000000001
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
0110100000000001
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11120.
11160.
11200.
11240.
11280.
.0Ons
11360.
11400.
11440.
11480.
11520.
11560.
11600.
.0Ons
11680.
11720.
.Ons
11800.
11840.
.0Ons
.Ons
11960.
12000.
12040.
12080.
12120.
12160.
.0Ons
12240.
12280.
12320.
12360.
12400.
.Ons
12480.
12520.
12560.
12600.
12640.
12680.
12720.
12760.
12800.
12840.
12880.
12920.
12960.
13000.
.Ons

11320

11640

11760

11880
11920

12200

12440

13040

Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

1111010
1111011
1111011
1111010
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1000110
1000110
1000111
1000111
1000110
1110010
1110010
1110011
1110011
1110010
XXXXX00
XXXXX00
XXXXX00
XXXXX01
XXXXX01

XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
02000
02000
02000
02000
02000
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
XXXXX
XXXXX
02002
02002
02002
02002
02002
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X50F8
X50F8
X50F8
X50F8
X50F8
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
FF
FF
FF
FF
FF
FF
00
00
00
00
00

0110100000000001
0110100000000001
0110100000000001
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
0110000000000011
1000000000000101
1000000000000101
1000000000000101
1000000000000101
1000000000000101
1000000000000001
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
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Test Program Fault Simulation Input File
This file contains the inputs that would be generated by the

8086 and IPT with faults introduced.

All simulations inputs are in hexadecimal and are labeled as

follows:
(STACKI[2:01])

(A[19:16]) (AD[15:01])

|1

xxxXxxxxxx0\h
xxxxxxxxxx0\h
XxxXxxXxxxxxx0\h
*xxxxxxxxxxl1\h
xxxxxxxxxx1\h
12

XXXXXKXXXXxX0\h
xx1lexxxxx02\h
xx1cxxxxx02\h
xx1lexxxxx03\h
xx10xxxxx03\h
[3

xx10xxxxx02\h
xx100200012\h
xx100200012\h
xx100200013\h
xx100200013\h
|4

xx100200012\h
xx1 0xxxxxx2\h
xx10xxxxxx2\h
xx] O0xxxxxx3\h
xx10xxxxxx3\h
5

xx1 0xxxxxx2\h
xx1cx02b8x2\h
xx1cx02b8x2\h
xx1cx02b8x3\h
xx1cx02b8x3\h
[ 6

xx1cx02b8x2\h
xx1cx02b8x2\h
xx1cx02b8x2\h
xx1cx02b8x3\h
xx1 0xxxxxx3\h

(EXE[6:3]) (EXE[2:0]

(BC[3:0]) (JMP1 JMPO RESET CLOCK)

|7
xx10xxxxxx2\h
xx1002002x2\h
xx1002002x2\h
xx1002002x3\h
xx1002002x3\h
| 8
xx1002002x2\h
xx] I1xxxxxx2\h
xx11lxxxxxx2\h
xx11xxxxxx3\h
xx11xxxxxx3\h
|9
xx11xxxxxx2\h
009cx50£832\h
009cx50£832\h
009¢cx50£833\h
009cx50£833\h
110
009cx50£832\h
009fx50£f£832\h
009fx50£832\h
009fx50£833\h
0093xxxxx33\h
|11

0093 xxxxx32\h
00900201432\h
00900201432\h
00900201433\h
00900201433\h
[12
00900201432\h
0093xxxxx32\h
0093xxxxx32\h
0093xxxxx33\h
0093 xxxxx33\h

[13

0093xxxxx32\h
009dxcb8b32\h
009dxcb8b32\h
009dxcb8b33\h
009dxcb8b33\h
114

009dxcb8b32\h
717cxcb8b72\h
717cxcb8b72\h
717cxcb8b73\h
717 0xxxx%xx73\h
115

717 0xxxxx72\h
71700200672\h
71700200672\h
71700200673\h
71700200673\h
16

71700200672\h
7170xxxxx72\h
717 0xxxxx72\h
7170xxxxx73\h
717 0xxxxx73\h
|17

7170xxxxx72\h
717cx068b72\h
717cx068b72\h
717¢cx068b73\h
717¢cx068b73\h
118

717cx068b72\h
717cx068b72\h
717cx068b72\h
717cx068b73\h
717 0xxxxx73\h

(s1 SO0 QS1 QS0)
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[19

7170xxxxx72\h
7170xxxxx72\h
7170xxxxx72\h
717 0xxxxx73\h
T17cxxxxx73\h
120

717cxxxxx72\h
717 cxxxxx72\h
T17cxxxxx72\h
717 cxxxxx73\h
717 8xxxxx73\h
[21

7178xxxxx72\h
71780300072\h
71780300072\h
71780300073\h
71780300073\h
122

71780300072\h
71781xxxx72\h
71781xxxx72\h
71781xxxx73\h
71781xxxx73\h
|23

71781xxxx72\h
717c1£80272\h
717¢c1£80272\h
717c1£80273\h
717c1£80273\h
|24

717¢1£80272\h
71741£80272\h
717d1£80272\h
717d1£80273\h
717 1xxxxx73\h
125

717 1xxxxx72\h
08b302008a2\h
08b302008a2\h
08b302008a3\h
08b302008a3\h
126

08b302008a2\h
08blxxxxxa2\h
08blxxxxxa2\h
08blxxxxxa3\h
08blxxxxxa3\h

|27

08blxxxxxa2\h
08bfx0403a2\h
08bfx0403a2\h
08bfx0403a3\h
08bfx0403a3\h
|28

08bfx0403a2\h
08bcx0403a2\h
08bcx0403a2\h
08bcx0403a3\h
08b0xxxxxa3\h
|29

08b0xxxxxa2\h
08b00200aa2\h
08b00200aa2\h
08b00200aa3\h
08b00200aa3\h
|30

08b00200aaz2\h
08blxxxxxa2\h
08blxxxxxa2\h
08blxxxxxa3\h
08blxxxxxa3\h
[31

08blxxxxxa2\h
183fxc68la2\h
183fxc68la2\h
183fxc68la3\h
183fxc68la3\h
132

183fxc68la2\h
183cxc68la2\h
183cxc68la2\h
183cxc68la3\h
183 0xxxxxa3\h
133

183 0xxxxxa2\h
18300200ca2\h
18300200ca2\h
18300200ca3\h
18300200ca3\h
|34

18300200ca2\h
183 0xxxxxa2\h
183 0xxxxxa2\h
1830xxxxxa3\h
183 0xxxxxa3\h

135

183 0xxxxxa2\h
183cx8086a2\h
183cx8086a2\h
183cx8086a3\h
183cx8086a3\h
136

183cx8086a2\h
183cx8086a2\h
183cx8086a2\h
1834xxxxxa3\h
1834xxxxxa3\h
137

183 4xxxxxa2\h
183403002a2\h
183403002a2\h
183403002a3\h
183403002a3\h
138

183403002a2\h
18342xxxxa2\h
18342xxxxa2\h
18342xxxxa3\h
18342xxxxa3\h
139

18342xxxxa2\h
183c2aaaaa2\h
183c2aaaaa2\h
183c2aaaaa3\h
183c2aaaaa3\h
140

183c2aaaaa2\h
183c2aaaaaz2\h
183c2aaaaa2\h
183c2aaaaal3\h
183 0xxxxxa3\h
141

183 0xxxxxa2\h
18300200ea2\h
18300200ea2\h
18300200ea3\h
18300200ea3\h
|42

18300200ea2\h
183 0xxxxxa2\h
183 0xxxxxa2\h
183 0xxxxxa3\h
183 0xxxxxa3\h
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[43

183 0xxxxxa2\h
183cxf0eba2\h
183cxf0eba2\h
183cxf0eba3\h
183cxf0eba3\h
|44

183cxf0eba2\h
183dxf0eba2\h
183dxf0eba2\h
183dxf0eba3\h
183 dxxxxxa3\h
|45

183dxxxxxa2\h
085 fxxxxxc2\h
085fxxxxxc2\h
085 fxxxxxc3\h
085fxxxxxc3\h
|46

085 fxxxxxc2\h
085 fxxxxxc2\h
085fxxxxxc2\h
085fxxxxxc3\h
085 fxxxxxc3\h
|47

085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc2\h
085 fxxxxxc3\h
0853 xxxxxc3\h
148

0853 xxxxxc2\h
0851fffffc2\h
0851fffffc2\h
0851fffffc3\h
0851fffffc3\h
|49

0851fffffc2\h
01f0xxxxx22\h
01f0xxxxx22\h
01f0xxxxx23\h
01f0xxxxx23\h
|50

01f0xxxxx22\h
01ffxffff22\h
01ffxffff22\h
01lffxffff23\h
D1lffxf£f£f£f23\h

|51
Olffxffff22\h
Olfexffff22\h
O0lfcxffff22\h
01fcxff£f£23\h
01 fexxxxx23\h
152
0lfoxxxxx22\h
01l fexxxxx22\h
0lfexxxxx22\h
01fexxxxx23\h
0lfexxxxx23\h
153

| 01l foxxxxx22\h
| 01 fexxxxx22\h
| 01l fexxxxx22\h
| 01fexxxxx23\h
| 01 fexxxxx23\h
|54
01lfcexxxxx22\h
01 foxxxxx22\h
01lfexxxxx22\h
01lfcxxxxx23\h
01l fexxxxx23\h
|55

01 foxxxxx22\h
01foxxxxx22\h
01lfexxxxx22\h
01 fexxxxx23\h
01lfexxxxx23\h
156
01lfexxxxx22\h
0l fexxxxx22\h
0lfexxxxx22\h
01lfexxxxx23\h
0lfexxxxx23\h
157
0lfexxxxx22\h
01l feoxxxxx22\h
01 fcexxxxx22\h
0lfexxxxx23\h
01f0xxxxx23\h
|58

01 f0xxxxx22\h
01£00200022\h
01£00200022\h
01£00200023\h
01£00200023\h

159

01£00200022\h
01 fexxxxx26\h
01 foxxxxx26\h
0lfexxxxx27\h
01 foexxxxx27\h
|60

Olfexxxxx26\h
01fcx02b826\h
01fcx02b826\h
01£fcx02b827\h
01fcx02b827\h
161

01fcx02b826\h
01fcx02b826\h
01fcx02b826\h
01fcx02b827\h
01lfcxxxxx27\h
|62

01lfcxxxxx26\h
01fc0200226\h
01£c0200226\h
01fc0200227\h
01fc0200227\h
|63

01£fc0200226\h
01flxxxxx26\h
01flxxxxx26\h
01 flxxxxx27\h
01fl1xxxxx27\h
|64

01flxxxxx26\h
009¢cx50£832\h
009cx50£832\h
009cx50£833\h
009cx50£833\h
| 65

009cx50£832\h
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TIME

40.0ns
80.0ns
120.0ns
160.0ns
200.0ns
240.0ns
280.0ns
320.0ns
360.0ns
400.0ns
440.0ns
480.0ns
520.0ns
560.0ns
600.0ns
640.0ns
680.0ns
720.0ns
760.0ns
800.0ns
840.0ns
880.0ns
§20.0ns
960.0ns
1000.0ns
1040.0ns
1080.0ns
1120.0ns
1160.0ns
1200.0ns
1240.0ns
1280.0ns

NNNQQRC
SSSSSEL
21010S0
EC
TK

A
D

o

Test Program Fault Simulation Output File

JNBOQQBASISETJES
MECPPECDTNETEMMT
PXE21REDKVGESPPA
ETQ RREELERTFTC
QEU ORRRDRR LYK
UQA RORRORO G O
AUL ROOPOR P
LA RR R

BBBBBBEB

XXXXX00
XXXXX00
XXXXX00
XXXXX01
XXXXX01
XXXXX00
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1000011
1000010
1000010

XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
02000
02000
02000
02000
02000
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
XXXXX
XXXXX
02002

BBEBBBBBBEBBBBEBBB

11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000101X
11X000000000101X
11X000000000101X
11X000000000101X
11X000000000101X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000001X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
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1320.
1360.
1400.
1440.
1480.
1520.
1560.
1600.
1640.
1680.
1720.
1760.
1800.
1840.
1880.
1920.
1960.
2000.
2040.
2080.
2120.
2160.
2200.
2240.
2280.
2320.
2360.
2400.
2440.
.Ons
2520.
2560.
.Ons
2640.
2680.
2720.

2480

2600

2760

2880

3160

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons
Ons

.0Ons
2800.
2840.

Ons
Ons

.Ons
2920.
2960.
3000.
3040.
3080.
3120.
.Ons
3200.
3240.

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

1000010
1000011
1000011
1000010
1000110
1000110
1000111
1000111
1000110
1110010
1110010
1110011
1110011
1110010
1111110
1111110
1111111
1001111
1001110
1000010
1000010
1000011
1000011
1000010
1001110
1001110
1001111
1001111
1001110
1110110
1110110
1110111
1110111
1110110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010

02002
02002
02002
02002
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
X50F8
XXXXX
XXXXX
02014
02014
02014
02014
02014
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XCB8B
XCB8B
XCBS8B
XCB8B
XCB8B
XCB8B
XCBS8B
XCB8B
XXXXX
XXXXX
02006
02006
02006
02006
02006
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

00
00

00
00
00
00
00
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
B8
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50

11X000000000X01X
11X000000000X01X
11X000000000X01X
11X010000000X00X
11X010000000X00X
11X010000000X00X
11X010000000X00X
11X010000000X00X
00X010000000X10X
0000100000000101
0000100000000101
0000100000000101
0000100000000101
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0100000000000111
0100000000000110
0100000000000110
0100000000000110
0100000000000110
0100000000000010
0100000000000010
0100000000000010
0100000000000010
0100000000000010
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000

132



3280.
3320.
3360.
.Ons
3440.
3480.
3520.

3400

3560

3680

4000

4240

4520
4560

4760

4880

5080

5160

Ons
Ons
Ons

Ons
Ons
Ons

.Ons
3600.
3640.
.0Ons
3720.
3760.
3800.
3840.
3880.
3920.
3960.
.0Ons
4040.
4080.
4120.
4160.
4200.

Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons

.0Ons
4280.
4320.
4360.
4400.
4440.
4480.
.Ons
.Ons
4600.
4640.
4680.
4720.
.0Ons
4800.
4840.

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons

Ons
Ons

.Ons
4920.
4960.
5000.
5040.

Ons
Ons
Ons
Ons

.Ons
5120.
.0Ons
5200.

Ons

Ons

1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1110011
1110010
1110010
1110010
1110011
1100011
1100010
1100010
1100010
1100011
1100011
1100010
1100010
1100010
1100011
1100011
1100010
1110010
1110010
1110011
1110011
1110010
1110110
1110110
1110111
1000111
1000110
1001110
1001110
1001111
1001111
1001110
1000110
1000110
1000111
1000111

X068B
X068B
X068B
X068B
X068B
X068B
X068B
X068B
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
03000
03000
03000
03000
03000
1XXXX
1XXXX
1XXXX
1XXXX
1XXXX
1F802
1F802
1r802
1F802
1F802
1F802
1F802
1F802
XXXXX
XXXXX
02008
02008
02008
02008
02008
XXXXX
XXXXX
XXXXX
XXXXX

50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
50
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B

0100100000000000
01001000006000000
0100100000000000
0100100000000000
01001000000060000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0100100000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0101000000000000
0001001100010100
0001001100010101
0001001100010101
0001001100010101
0001001100010101
0010100000000001
0010100000000001
0010100000000001
0010100000000001
0010100000000001
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5240.
5280.
5320.
5360.
.Ons
5440.
5480.
5520.
5560.
.0Ons
5640.
5680.
.Ons
5760.
5800.
5840.
5880.
5920.
.0Ons
.Ons
6040.
6080.
6120.
6160.
6200.
6240.
.0Ons
.0Ons
6360.
6400.
6440.
.Ons
6520.
.0Ons
6600.
6640.
6680.
6720.
6760.
6800.
6840.
6880.
6920.
6960.
7000.
.0Ons
7080.
7120.
7160.

5400

5600

5720

5960
6000

6280
6320

6480

6560

7040

Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

1000110
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000110
1000110
1000111
1000111
1000110
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1010011

XXXXX
X0403
X0403
X0403
X0403
X0403
X0403
X0403
X0403
XXXXX
XXXXX
0200A
0200A
0200A
0200A
0200Aa
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XCce681
XCce81
XCce81
XCce681
XC681
XC681
XC681
XC681
XXXXX
XXXXX
0200cC
0200C
0200C
0200¢C
0200cC
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X8086
X8086
X8086
X8086
X8086
X8086
X8086
XXXXX

8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
8B
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03

0000100100000101
0000100100000101
0000100100000101
0000100100000101
0000100100000101
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000000000000011
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0000100000000001
0100101000010101
0100101000010100
0100101000010100
0100101000010100
0100101000010100
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110000000000010
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
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7200

7280
7320

7480

7640

8080

8480

8800
8840

9000

.0Ons
7240.

Ons

.0Ons
.0Ons
7360.
7400.
7440.
.Ons
7520.
7560.
7600.
.Ons
7680.
7720.
7760.
7800.
7840.
7880.
7920.
7960.
8000.
8040.
.0Ons
8120.
8160.
8200.
8240.
8280.
8320.
8360.
8400.
8440.
.Ons
8520.
8560.
8600.
8640.
8680.
8720.
8760.
.0Ons
.0Ons
8880.
8920.
8960.
.Ons
9040.
9080.
9120.

Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons

1010011
1010010
1010010
1010010
1010011
1010011
1010010
1010010
1010010
1010011
1010011
1010010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110110
1110110
1110111
1110111
1110110
1111110
1111110
1111111
1111111
1111110
1111110
1111110

XXXXX
XXXXX
03002
03002
03002
03002
03002
2XXXX
2XXXX
2XXXX
2XXXX
2XXXX
2AAAA
2AAAA
2AAAA
2AAAA
2AAAA
2AAAA
2AAAA
2AAAA
XXXXX
XXXXX
0200E
0200E
0200E
0200E
0200E
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XF0OEB
XFOEB
XF(OEB
XFOEB
XFOEB
XFOEB
XFOEB
XFOEB
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

03

03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
03
81
81
81
81
81
81
81
81

0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0110100000000000
0111000000000000
0111000000000000
0111000000000000
0111000000000000
0111000000000000
0111000000000000
0111000000000000
0111000000000000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0111000000100000
0101000010100100
0101000010100101
0101000010100101
0101000010100101
0101000010100101
0101000000100001
0101000000100001
0101000000100001
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9160.
9200.
9240.
.0Ons
.0Ons
.Ons
9400.
9440.
9480.
9520.
.0Ons
9600.
9640.
.0Ons

9720.

9760.

9800.

9840.

9880.

9920.

9960.
10000.
10040.
10080.
.0Ons
10160.
10200.
10240.
.Ons
.Ons
.Ons
10400.
10440.
10480.
10520.
10560.
.Ons
10640.
10680.
.Ons
10760.
10800.
10840.
10880.
10920.
10960.
11000.
11040.
11080.

9280

9320

9360

9560

9680

10120

10280
10320
10360

10600

10720

Ons
Ons
Ons

Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons

Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

1111111
1111111
1111110
1111110
1111110
1111111
1001111
1001110
1000110
1000110
1000111
1000111
1000110
1000010
1000010
1000011
1000011
1000010
1111110
1111110
1111111
1111111
1111110
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1111010
1111010
1111011
1111011
1111010
1110010

XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
FFFFF
FFFFF
FFFFF
FFFFF
FFFFF
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XFFFF
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

81
81
81
81
81
81
81
81
81
81
81
81
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB

0101000000100001
0101000000100001
0101000000100001
0101000000100001
0101000000100001
0101000000100001
0101000000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0100100000100101
0100100000100101
0100100000100101
0100100000100101
0100100000100101
0100100000100001
0100100000100001
0100100000100001
0100100000100001
0100100000100001
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110100000100001
0110000000100011
0110000000100011
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11120.
.0Ons
11200.
11240.
11280.
11320.
11360.
11400.
11440.
11480.
.Ons
11560.
11600.
11640.
11680.
11720.
11760.
11800.
11840.
11880.
11920.
.0Ons
12000.
12040.
12080.
12120.
12160.
12200.
12240.
12280.
12320.
12360.
12400.
12440.
12480.
125290.
12560.
12600.
12640.
12680.
12720.
.0Ons
12800.
12840.

11160

11520

11960

12760

Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons
Ons

Ons
Ons

1110010
1110011
1000011
1000010
1000010
1000010
1000011
1000011
1000010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1110010
1110010
1110011
1110011
1110010
1000110
1000110
1000111
1000111
1000110
1110010
1110010
1110011
1110011
1110010
XXXXX00
XXXXX00
XXXXX00
XXXXX01
XXXXX01

XXXXX
XXXXX
XXXXX
XXXXX
02000
02000
02000
02000
02000
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
X02B8
XXXXX
XXXXX
02002
02002
02002
02002
02002
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX
X50F8
X50F8
X50F8
X50F8
X50F8
XXXXX
XXXXX
XXXXX
XXXXX
XXXXX

EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
EB
FF
FF
FF
FF
FF
FF
00
00
00
00
00

0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
0110000000100011
1000010100110101
1000010100110101
1000010100110101
1000010100110101
1000010100110101
1000010000100001
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
11X000000000X01X
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| irOpad
[irlpad
|[ir2pad
lir3pad
|irdpad
|irSpad
lir6pad
| ir7pad
| pwrOpad
| gndOpad
| testpad
| gp2pad
|gplpad
| Impegpd
| nexteqpd
|pwrlpad
|gndlpad
| jpflgpd
| emptypd
| stkoppd
| bcOpad
|gerrpd
| bcerrpd
|aderrpd
| stkerrpd
| pwr2pad
| gnd2pad
| invlppd
| sgerrpd
|eterrpd
|bceqglpd
|adOpad
|adlpad

top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
top
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom

ook whhr o
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|ad2pad
|ad3pad
| pwr3pad
| gnd3pad
| ad4pad
|adS5pad
|ad6pad
|ad7pad
|ad8pad
|ad9pad
|adl0pad
ladllpad
|ladl2pad
| pwridpad
| gnd4pad
|adl3pad
ladl4pad
|adl5pad
|ladlépad
|adl7pad
|adl8pad
ladl9pad
| pwr5pad
| gnd5pad
Ins2pad
Inslpad
InsOpad
lgslpad
| gsOpad
|clockpd
| resetpd
| smplpad
| jmpOpad

bottom
bottom
bottom
bottom
bottom
bottom
bottom
bottom
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
right
left
left
left
left

e e
WU AW

ook WwWhRERON
o
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| pwrépad
| gndépad
| exe6pad
| exeSpad
| exedpad
| exe3pad
| exe2pad
| exelpad
| exeOpad
| stk2pad
| stklpad
| stkOpad
|pwr7pad
|gnd7pad
|bc3pad
|be2pad
|bclpad

left
left
left
left
left
left
left
left
left
left
left
left
left
left
left
left
left
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Appendix F

Hardware Test Programs

Test Program 1

This is an example of a typical test program that was used to
test all of the 8086 opcodes.

NAME TEST_PROGRAM
DATAVAL EQU 05678H ; DATA VALUE
DATA_SEG SEGMENT
DATA DW DATAVAL ; Delay count
DATAS8 DB OFAH
DATA_SEG ENDS
STACK_SEG SEGMENT
DW 20 DUP(?) ; Reserve 20 words
TOS LABEL WORD ; Top of stack
STACK_SEG ENDS
MAIN_PROG SEGMENT
ASSUME CS:MAIN_PROG, DS:DATA_SEG, SS:STACK_SEG
MOV AX,DATA_SEG ; Set up data segment
reg
MOV DS, AX
MOV AX, STACK_SEG ; Set up stack
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MOV SS,AX
MOV SP,OFFSET TOS

BEGIN: SHL AX,1
CMP CX,AX ;MAIN PROGRAM LOOP
JMP BEGIN

MAIN_PROG ENDS
END
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Test Program 2

This test program is the same test program that was used to
perform detailed simulations of the watchdog processor.

NAME TEST_PROGRAM

DATA_SEG SEGMENT
DATA DW 4567h ; Delay count
DATA_SEG ENDS

STACK_SEG SEGMENT
DW 20 DUP(?) ; Reserve 20 words

TOS LABEL WORD ; Top of stack
STACK_SEG ENDS

MAIN_PROG SEGMENT
ASSUME CS:MAIN_PROG, DS:DATA_SEG, SS:STACK_SEG

MOV AX,DATA_SEG ; Set up data segment
reg
MOV DS, AX
MOV AX, STACK_SEG ; Set up stack
MOV SS,AX
MOV SP,OFFSET TOS
MOV SI,100H
JMP BEGIN
ORG 010H
BEGIN: MOV CX,DATA
PUSH CX
MOV CX, BX
MOV DX, CX ;MATIN PROGRAM LOOP
POP CX
ADD AX, [SI]
ADD SI,8086H
JMP BEGIN

MAIN_PROG ENDS
END
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Test Program 3

NAME TEST_PROGRAM
DATAVAL EQU 05678H

DATA_SEG SEGMENT
DATA DW DATAVAL ; Delay count
DATA_SEG ENDS

STACK_SEG SEGMENT
DW 20 DUP(?) ; Reserve 20 words
TOS LABEL WORD ; Top of stack
STACK_SEG ENDS

MAIN_PROG SEGMENT
ASSUME CS:MAIN_PROG, DS:DATA_SEG, SS:STACK_SEG

MOV AX,DATA_SEG ; Set up data segment
reg

MOV DS, AX

MOV AX, STACK_SEG ; Set up stack

MOV S5, AX

MOV SP,OFFSET TOS

jmp begin

org 010h

begin: call subr
mul bl
or bx,dx
mov cx,data ;MATIN PROGRAM LOOP
dec bx
jmp begin

org 050h

subr: add ax,bx
ret

MAIN_PROG ENDS
END
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Test Program 4

NAME

DATAVAL EQU

DATA_SEG
DATA_SEG
STACK_SE
STACK_SE
MAIN_PRO
reg
begin:

TEST_PROGRAM

05678H

SEGMENT

DATA DW DATAVAL ; Delay count
DATAS DB OFAH

ENDS

G SEGMENT

DW 20 DUP(?) ; Reserve 20 words

TOS LABEL WORD ; Top of stack
G ENDS

G SEGMENT
ASSUME CS:MAIN_PROG, DS:DATA_SEG, SS:STACK_SEG

MOV AX,DATA_SEG ; Set up data segment

MOV DS, AX

MOV AX, STACK_SEG ; Set up stack
MOV SS,AX

MOV SP,OFFSET TOS

Jmp begin

org

210h

PUSH ES

ADD
POP
XOR
CMP
INC
MUL
MOV

AX,CX

BES

BX,DX

AX,4FH

ST

CL

BX,DATA ;MAIN PROGRAM LOOP

XCHG DI, ST

RCR
STC
JNC
AAM
INC
MOV

DX, CL
CARRY

DATAS
DATA, OFBCDH

OR BX, BP

JMP

BEGIN
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CARRY: RET

MAIN_PROG ENDS
END
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