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New Approaches to Synthetic Tabular Data Generation

Shengzhe Xu

(ABSTRACT)

Synthetic data generation, while already becoming well-known as part of Generative Al
(GenAlI), has been primarily focused on images, voice, and text, which mostly have homoge-
neous data formats. This dissertation focuses on the modeling and generation of synthetic
tables, which involve a range of characteristics: numerous variables, diverse attribute types,
functional dependencies across columns, and temporal dependencies across rows. We aim
to explore how to generate higher-quality synthetic tabular data through the following sub-
problems: (1) auto-regressive DNNs for synthetic table generation (STG), (2) large language
models (LLMs) for adaptive STG with higher fidelity, (3) reducing in-context learning bur-
den in STG via LLM priors, (4) embedding isotropy as a trust indicator for STG with LLMs,
and (5) STG for next-generation wireless as a telecom application. Through Problems 1 and
2, we aim to improve the quality of generated synthetic tables; in Problem 3, we reduce the
computational cost while maintaining quality; Problem 4 proposes a trust indicator for eval-
uating synthetic data quality by analyzing the isotropy of the model’s internal embeddings;

and Problem 5 demonstrates an application scenario in wireless telecommunications.



New Approaches to Synthetic Tabular Data Generation

Shengzhe Xu

(GENERAL AUDIENCE ABSTRACT)

Synthetic data generation, while already becoming well-known as part of Generative Al
(GenAlI), has been primarily focused on images, voice, and text, which mostly have homoge-
neous data formats. This dissertation focuses on the modeling and generation of synthetic
tables, which involve a range of characteristics: numerous variables, diverse attribute types,
functional dependencies across columns, and temporal dependencies across rows. We aim
to explore how to generate higher-quality synthetic tabular data through the following sub-
problems: (1) auto-regressive DNNs for synthetic table generation (STG), (2) large language
models (LLMs) for adaptive STG with higher fidelity, (3) reducing in-context learning bur-
den in STG via LLM priors, (4) embedding isotropy as a trust indicator for STG with LLMs,
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Chapter 1

Introduction & Organization of the

Dissertation

With the rise of large Al models, practitioners in various domains now aspire to leverage
data to train their own machine learning models. However, obtaining authentic datasets
presents various obstacles, even within the same organization or company. Some researchers
aim to protect user privacy by anonymizing original data. Another school of thought aims

to synthesize data using generative models, which is the focus of this dissertation.

Synthetic data generation, while a burgeoning topic in machine learning, has been primarily
restricted to images and text. Our focus here is on tabular data generation, which have been
traditionally approached using joint distribution modeling techniques such as GAN [140]
or diffusion [146]-based autoregressive generators that rely on conditional distributions to

enhance the generation of dependencies between columns or rows.

In this dissertation, we propose, describe, and evaluate methods to improve the generation
of synthetic tabular data at each of the aforementioned stages. Specifically, we address the

following problems:
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1.1 Problem 1: Auto-Regressive DNNs for Synthetic

Table Generation (STG)

This chapter introduce the problem of sythetic traffic generation and presents STAN (Syn-
thetic network Traffic generation with Autoregressive Neural models), a tool to generate
realistic synthetic network traffic datasets for subsequent downstream applications. Our
novel neural architecture captures both temporal dependencies and dependence between at-
tributes at any given time. It integrates convolutional neural layers with mixture density
neural layers and softmax layers, and models both continuous and discrete variables. We
evaluate the performance of STAN in terms of quality of data generated, by training it
on both a simulated dataset and a real network traffic data set. Finally, to answer the
question—can real network traffic data be substituted with synthetic data to train models
of comparable accuracy?—we train two anomaly detection models based on self-supervision.
The results show only a small decline in accuracy of models trained solely on synthetic data.
While current results are encouraging in terms of quality of data generated and absence
of any obvious data leakage from training data, in the future we plan to further validate
this fact by conducting privacy attacks on the generated data. Other future work includes

validating capture of long term dependencies and making model training more efficient.

1.2 Problem 2: LLMs for STG with Higher Fidelity

Synthetic data generation is integral to ML pipelines, e.g., to augment training data, replace
sensitive information, and even to power advanced platforms like DeepSeek. While LLMs
fine-tuned for synthetic data generation are gaining traction, synthetic table generation, a

critical data type in business and science, remains underexplored compared to text and image
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synthesis. This chapter shows that LLMs, whether used as-is or after traditional fine-tuning,
are inadequate for generating synthetic tables. Their autoregressive nature, combined with
random-order permutation during fine-tuning, hampers the modeling of functional depen-
dencies and prevents capturing conditional mixtures of distributions essential for real-world
constraints. We demonstrate that making LLMs permutation aware can mitigate these is-

sues.

1.3 Problem 3: Reducing In-Context Learning Burden

in STG via LLM Priors

Large language models (LLMs) have demonstrated strong in-context learning (ICL) capa-
bilities, where a few representative examples guide content generation. This idea has been
applied to great effect in synthetic tabular data generation, where LLMs can generate data
that approximate samples from complex, heterogeneous distributions based on representative
examples. However, ensuring high-fidelity synthetic data often requires a very large number
of ICL examples. At the same time, as LLMs get larger and larger, their in-built prior
knowledge becomes vast and can potentially substitute for specific data examples. In this
chapter, we ask the question ‘how many examples can a prompt substitute for?” and explore
knowledge-guided prompting (KGP) where domain knowledge, either inferred or available, is
explicitly injected into the prompt, reducing dependence on ICL examples. Our experiments
systematically explore the trade-off between ICL and KG, revealing an empirical scaling
law that quantifies how quality of generated synthetic data varies with increasing domain
knowledge and decreasing example count. We classify prior knowledge into strong knowledge
(e.g., symbolic constraints, statistical priors) versus weaker knowledge (e.g., monotonicity

constraints, dependency relationships) and explore relationships between both forms and
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in-context examples. Our results demonstrate that knowledge-guided prompting can be a
scalable alternative, or addition, to in-context examples, unlocking new approaches to syn-

thetic data generation.

1.4 Problem 4: Embedding Isotropy as a Trust Indica-

tor for STG with LLMs

Recent studies have shown that vector representations of contextual embeddings learned
by pre-trained large language models (LLMs) are effective in various downstream tasks in
numerical domains. Despite their significant benefits, the tendency of LLMs to hallucinate
in such domains can have severe consequences in applications such as energy, nature, finance,
healthcare, retail and transportation, among others. To guarantee prediction reliability and
accuracy in numerical domains, it is necessary to open the black-box and provide performance
guarantees through explanation. However, there is little theoretical understanding of when
pre-trained language models help solve numeric downstream tasks. This chapter seeks to
bridge this gap by understanding when the next-word prediction capability of LLMs can be
adapted to numerical domains through a novel analysis based on the concept of isotropy
in the contextual embedding space. Specifically, we consider a log-linear model for LLMs
in which numeric data can be predicted from its context through a network with softmax
in the output layer of LLMs (i.e., language model head in self-attention). We demonstrate
that, in order to achieve state-of-the-art performance in numerical domains, the hidden
representations of the LLM embeddings must possess a structure that accounts for the shift-
invariance of the softmax function. By formulating a gradient structure of self-attention in
pre-trained models, we show how the isotropic property of LLM embeddings in contextual

embedding space preserves the underlying structure of representations, thereby resolving
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the shift-invariance problem and providing a performance guarantee. Experiments show
that different characteristics of numeric data and model architecture could have different

impacts on isotropy.

1.5 Problem 5: STG for Next-Gen Wireless: A Tele-

com Application

Large language models (LLMs) and foundation models have been recently touted as a game-
changer for 6G systems. However, recent efforts on LLMs for wireless networks are limited
to a direct application of existing language models that were designed for natural language
processing (NLP) applications. To address this challenge and create wireless-centric foun-
dation models, this chapter presents a comprehensive vision on how to design universal
foundation models that are tailored towards the unique needs of next-generation wireless
systems, thereby paving the way towards the deployment of artificial intelligence (Al)-
native networks. Diverging from NLP-based foundation models, the proposed framework
promotes the design of large multi-modal models (LMMs) fostered by three key capabilities:
1) processing of multi-modal sensing data, 2) grounding of physical symbol representations
in real-world wireless systems using causal reasoning and retrieval-augmented generation
(RAG), and 3) enabling instructibility from the wireless environment feedback to facilitate
dynamic network adaptation thanks to logical and mathematical reasoning facilitated by
neuro-symbolic Al. In essence, these properties enable the proposed LMM framework to
build universal capabilities that cater to various cross-layer networking tasks and alignment
of intents across different domains. Preliminary results from experimental evaluation demon-
strate the efficacy of grounding using RAG in LMMs, and showcase the alignment of LMMs

with wireless system designs. Furthermore, the enhanced rationale exhibited in the responses
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to mathematical questions by LMMs, compared to vanilla LLMs, demonstrates the logical
and mathematical reasoning capabilities inherent in LMMs. Building on those results, we
present a sequel of open questions and challenges for LMMs. We then conclude with a set

of recommendations that ignite the path towards LMM-empowered Al-native systems.



Chapter 2

Literature Review - the STG

Landscape

2.1 Synthetic Tabular Generation (STG)

Synthetic data generation. Generating synthetic data to make up for the lack of real
data is a common solution. Compared to modeling image data [86], learning distributions on
multi-variate time-series data poses a different set of challenges. Multi-variate data is more
diverse in the real world, and such data usually has more complex dependencies (temporal

and spatial) as well as heterogeneous attribute types (continuous and discrete).

Synthetic data generation models often treat each column as a random variable to model joint
multivariate probability distributions. The modeled distribution is then used for sampling.
Traditional modeling algorithms [11, 48, 118] have the restraint of distribution data types and
due to computational issues, the dependability of synthetic data generated by these models is
extremely limited. GAN-based (Generative Adversarial Network-based) approaches augment

performance and flexibility to generate data [69, 91, 140].

However, they are still either restricted to a static dependency without considering the
temporal dependence usually prevalent in real world data [108, 140], or only partially build

temporal dependence inside GAN blocks [58, 69]. By ‘partially’ here, we mean that the

7
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temporal dependencies generated by GANSs is based on RNN/LSTM decoders, which limits
the temporal dependence in a pass or a block that GAN generates at a time. In real netflow
data, traffic is best modeled as infinite flows which should not be interrupted by blocks of
the synthesizer model. Approaches such as [58] (which generates embedding-level data, such
as the embedding of URL addresses) and [69] are unable to reconstruct real netflow data
characteristics such as IP address or port numbers, and other complicated attribute types.
We are not aware of any prior work that models both entire temporal and between-attribute

dependencies for infinite flows of data.

Furthermore, considering domain specialty, such as netflow, domain-specific data should not
be classified simply as “tabular data” due to their insight and value complexity. For example,
[108] passes the netflow data into a pre-trained IP2Vec encoder [107] to obtain a continuous
representation of IP address, port number, and protocol for the GAN usage. STAN doesn’t
need a separate training component, and instead successfully learns IP address, port number,
protocol, TCP flags characteristics naturally by simply defining the formats of those special

attributes.

2.1.1 Deep Generative Model for STG

Non-autoregressive generative models. Lei et al. [140] proposed CTGAN where rows
are independent of each other; a conditional GAN architecture ensures that the dependency
between columns is learned. Tabsyn [146] showcased remarkable advancements in joint-
distribution learning via a VAE plus diffusion approach, surpassing previous models of sim-
ilar lineage, in terms of distributional correlation measures and machine learning efficiency.
DoppelGanger [69] uses a combination of an RNN and a GAN to incorporate temporal de-

pendencies across rows but this method has been tested in traditional, low-volume settings
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such as Wikipedia daily visit counts. For high-volume applications, STAN [141] utilizes a
combination of a CNN and Gaussian mixture neural networks to generate synthetic network
traffic data. GraphDF [24] conducts multi-dimensional time series forecasting. GOGGLE

[72] employs a generative modeling method for tabular data by learning relational structures.

Autoregressive generative models. PixelRNN [86, 127] have been successfully applied
to signal data, image data, and natural language data. They attempt to iteratively generate
data elements: previously generated elements are used as an input condition for generating
the subsequent data. Compared to GAN models, autoregressive models emphasize two
factors during the distribution estimating: 1) the importance of the time-sequential factor;
2) an explicit and tractable density. In this dissertation, we apply the autoregressive idea to

learn and generate time-series multi-variable data.

Mixture density networks. Unlike modeling discrete attributes, some continuous numeric
attributes are relatively sparse and span a large value range. Mixture Density Networks [14]
is a neural network architecture to learn a Gaussian mixture model (GMM) that can predict
continuous attribute distributions. This architecture provides the possibility to integrate

GMM into a complex neural network architecture.

2.1.2 LLMs for STG

Use of Language Models (LLMs) for tabular data generation. Most modern LLMs
are based on the transformer architecture [128] with parameters ranging from few millions
to billions [54], and researchers have developed creative ways to harness LLMs in tradi-
tional machine learning and data contexts. LIFT [33] initially transforms a table row into
a sentence, such as ‘An Iris plant with sepal length 5.1cm, sepal width 3.5cm’, and em-

ploys an LLM as a learning model for table classification, regression, and generation tasks.
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GReaT [15], introduced earlier, utilizes a GPT-2 model that has been fine-tuned using a
specific corpus for synthetic data generation. A general benefit of utilizing LLMs is the
elimination of customized preprocessing pipelines. OmniPred [117], provides a framework
for training language models as universal end-to-end regressors over (z,y) data from arbi-
trary formats. Similarly, Treutlein et al. [125] exhibit the ability of inductive out-of-context
reasoning (OOCR) in a regression fine-tuning task of a language model. (A key difference
between these works and this chapter is that in the regression setting, the prompt conditions
the output to only predict the target label whereas we are attempting data conforming to
the entire joint distribution at once.) Recent works [15, 116, 142, 148, 151] have shown the
ability to use fine tuning to inject controlled distribution into LLMs, but these approaches
are inflexible and do not leverage prior LLM’s pre-trained knowledge. Curated LLM [113]
is an approach that prompts LLMs with specific domain requirements (in English) but this
approach is primarily intended for low-data regimes. In recent times, instruction-tuned mod-
els have shown great strides in ‘following instructions’ (and some forms of reasoning) but
they are still limited at generating a diversity of datasets as considered here (some recent
efforts [6, 31, 55, 104], e.g., BARE [154], aim to combine base models with post-training to

address this issue).

Feature Ordering. Although not well-studied in the context of tabular data generation,
the notion of feature ordering has been investigated in the context of graph-to-text transla-
tion [114] wherein to learn effective graph encodings, vertices are linearized via combinations
of different graph traversal mechanisms, e.g., topological & breath-first strategies [34], and
top-down & bottom-up approaches [105]. As a second example, ‘permutation-invariant tab-
ular data synthesis [155] examines the influence of the arrangement of table columns on
convolutional neural network (CNN) training and organizes them according to the corre-

lation among columns. Nevertheless, it is important to acknowledge that relying on mere
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correlation to establish column orders can be limiting. There are also several approaches
(e.g., [30, 61]) that synthesize, discover, or aggregate features from relational databases,

leveraging order information when possible, for use in machine learning pipelines.

The Prompt vs the Example. The idea of modeling tradeoffs between prompts and in-
context learning (ICL) examples has been studied before [65], but primarily in the context of
NLP tasks and for a single prompt, not a range of knowledge levels in prompting as studied
here. Our work is the first to systematically explore the tradeoff between knowledge and

ICL examples for synthetic tabular data generation.

2.2 Data Science Insights for STG GenAl

Mining and Modeling Functional Dependencies. While tabular data representation
learning for tables have been extensively studied [36, 37, 42, 77, 79, 91, 92, 115, 133, 134, 146],
one key theme has been the discovery of functional dependencies (FDs) which has been
studied by the data mining community from both theoretical and application points of
view [23, 76, 83, 94, 149, 152]. Yunjia et al. [149] relax the notion of strict functional depen-
dencies to include noisy functional relationships by utilizing probabilistic graphical models.
Chen et al. [23], in their FakeTables approach use the discovery of functional dependencies
in a GAN formulation; they first use a generator to create a set of columns (set A) and an
autoencoder to cast another set (set B), which are then used by a discriminator to calculate
the gradient loss. Muralidhar et al. [83] proposed to use Granger causality to incorporate

functional invariants across multiple time series.

Data Privacy for Cybersecurity. In recent decades, machine learning has been applied
to multiple tasks in cybersecurity, such as automatically detecting malicious activity and

stopping attacks [18, 22]. Such machine learning approaches usually require a large amount
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of training data with specific features. However, a training model using real user data leads
to privacy exposure and ethics problems. Previous work on anonymizing real data [103]
has failed to provide satisfactory privacy protection or degrades data quality too much for

machine learning model training.

This dissertation takes a different approach that, by learning and generating realistic syn-
thetic data, ensures that real data can be substituted for when training machine learning
models. Prior work on generating synthetic network traffic data includes Cao et al. [20]
who use a network simulator to generate traffic data while we do not generate data through
workload or network simulation; both Riedi et al. and Paxson [93, 106] use advanced time-
series methods, however, these are for univariate data, and different attributes are assumed
to be independent. We model multivariate data, that is, all attributes at each time step,
jointly. Mah [75] models distributions of HTTP packet variables similar to baseline 1 (B1) in

our thesis. Again, unlike our method, it does not jointly model the network data attributes.

Applications of LLM and STG in wireless telecommunication. LLMs for wireless
networks have been studied in [12, 73, 120]. However, the LLMs of [73, 120] are confined
to processing a single mode of textual data, which restricts their role to network chatbots.
Accordingly, such LLMs cannot capture the multi-modal data arising from the multiple
functions (e.g., sensing, communication, etc.) of future wireless networks. Although [12]
focuses on utilizing multi-modal LLMs, their approach relies on LLMs like GPT-x, LLaMA,
or Falcon tailored for natural language processing (NLP) tasks. To become effective, such
multi-modal LLMs must be fine-tuned as wireless tasks change, and, thus, they cannot act

as a universal solution to different interrelated, cross-layer tasks in Al-native networks.

In addition, the works in [12, 73, 120] overlook how artificial intelligence (Al)-native net-
works can fuse, at scale, the environmental sensing data that drive their multi-modal LLMs.

Moreover, state-of-art solutions like [12] neglect the fact that even textual wireless data can
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be structured in specific formats such as tables and network performance evaluations can be
presented in the form of graphs or images. This limitation in handling structure and modal-
ity, restricts the range of functionalities (e.g., wireless chatbots, text to image conversion)

for which LLMs can be effectively adopted.

Moreover, current LLMs [12, 73, 120] lack the essential grounding abilities that connect their
abstract, language-based knowledge to real-world experiences. In fact, LLMs majorly gain
their knowledge upon being trained on extensive corpuses of text data. Hence, these LLMs
cannot capture the complex physics governing the wireless environment, such as the propaga-
tion of wireless signals, thereby leading to potentially inconsistent decisions and predictions.
The absence of grounding impedes Al-native networks from carrying out logical, causal, and
mathematical reasoning operations, necessary for achieving goals such as resilience, intent
management, non-linear signal processing, and others. Therefore, it is necessary to ensure
that the representations acquired by LLMs accurately interpret information from the real

world and adhere to the network goals.

Another persistent challenge of LLMs is their tendency to hallucinate by generating “human-
like” outputs that do not connect to reality, essentially fabricating false information[102].
If such hallucinations occur, Al-native networks driven by LLMs may generate inaccurate
information. For example, LLMs may propose power allocations that violate the regulated
thresholds of transmit powers of base stations, leading to alignment problems. Alignment
here pertains to fulfilling network objectives, adhering to physical constraints like radiated
power or environmental sustainability goals, and ensuring compliance with governmental
regulations. Finally, existing LLMs [12, 73, 120] lack precise instructibility from the envi-
ronment and, hence, they cannot perform dynamic problem-solving. Instructibility is the
capability of LLMs to dynamically adjust their behavior based on explicit feedback from

user equipment, system engineers, or operators. This adaptability should also ensure that



14 CHAPTER 2. LITERATURE REVIEW - THE STG LANDSCAPE

LLM decisions are explainable.



Chapter 3

Auto-Regressive DNNs for Synthetic
Table Generation (STG)

Following the introduction in Chapter §1.1, this chapter will first propose an approach to
table generation using auto-regressive deep neural networks. This will be the first part of

the dissertation, focusing on Numerical Inference-based synthetic table generation.

Traditionally, to address data privacy issues, three main approaches are usually explored [4,
5]: 1) non-cryptographic anonymization methods; 2) cryptographic anonymization methods;
and, 3) perturbation methods, such as differential privacy. However, 1) leaks private infor-
mation in most cases; 2) is currently impractical (e.g., using homomorphic encryption) for
large data sets; and, 3) degrades data quality making it less suitable for machine learning

tasks.

In this chapter, we take an orthogonal approach. We generate synthetic data that is realistic
enough to replace real data in machine learning tasks. Specifically, we consider multivariate
time-series data and, unlike prior work, capture both temporal dependencies and depen-
dencies between attributes. Figure 3.1 illustrates our approach, called STAN. Given real
historical data, we first train a CNN-based autoregressive generative neural network that
learns the underlying joint data distribution. The trained STAN model can then generate
any amount of synthetic data without revealing private information. This realistic synthetic

data can replace real data in the training of machine learning models applied to cybersecurity

15
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Figure 3.1: STAN The top figure shows a simplified workflow where real data (Dpisioric) 18
used to train a machine learning model for cybersecurity applications; however, use of real
data may result in a privacy compromise. The bottom figure shows the proposed workflow,

where machine learning models are trained using realistic synthetic data (Dsyn,) generated
by STAN.

applications, with performance! comparable to models trained on real data.

To evaluate the performance of STAN, we use both simulated data and a real publicly-
available network traffic data set. We compare our method with four selected baselines
using several metrics to evaluate the quality of the generated data. We also evaluate the
suitability of the generated data as compared to real data in training machine learning
models. Self-supervision is commonly used for anomaly detection [26, 129]. We consider two
such tasks — a classification task and a regression task for detecting cybersecurity anomalies

— that are trained on both real and synthetic data.

We show comparable model performance after entirely substituting the real training data
with our synthetic data: the F-1 score of the classification task only drops by 2% (99% to

97%), while the mean square error only increases by about 13% for the regression task.

IHere performance refers to a model evaluation metric such as precision, recall, Fl-score, mean squared
error, etc.
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In this chapter, we make the following key contributions:

o STAN is a new approach to learn joint distributions of multivariate time-series data—
data typically used in cybersecurity applications—and then to generate synthetic data
from the learned distribution. Unlike prior work, STAN learns both temporal and
attribute dependencies. It integrates convolutional neural layers (CNN) with mixture
density neural layers (MDN) and softmax layers to model both continuous and discrete

variables. Our code is publicly available.?

o We evaluated STAN on both simulated data and a real publicly available network

traffic data set, and compared with four baselines.

o We built models for two cybersecurity machine learning tasks using only STAN gen-
erated data to train and which demonstrate model performance comparable to using

real data.

3.1 Problem Definition

We assume the data to be generated is a multivariate time-series. Specifically, data set
x contains n rows and m columns. Each row x;.) is an observation at time point 7 and
each column x(. ;) is a random variable j, where i € [1..n] and j € [1..m]. Unlike typical
tabular data, e.g., found in relational database tables, and unstructured data, e.g., images,
multivariate time-series data poses two main challenges: 1) the rows are generated by an
underlying temporal process and are thus not independent, unlike traditional tabular data;
2) the columns or attributes are not necessarily homogeneous, and comprise multiple data

types such as numerical, categorical or continuous, unlike say images.

Zhttps://github.com/ShengzheXu/stan.git
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Figure 3.2: STAN components: (a) window CNN, which crops the context based on a sliding
window and extracts features from context; The CNN architecture includes 14 layers where
numeric values notes are the number of 3*3 convolutional filters; B notes batch normaliza-
tion layers; ReLU notes activation layers; and M notes max pooling layers. (b) mixture
density neural layers and softmax layers learn to predict the distributions of various types
of attributes; (c) the loss functions for different kinds of layers.

The data x follows an unknown, high-dimensional joint distribution P(x), which is infeasible
to estimate directly. The goal is to estimate P(x) by a generative model S which retains
the dependency structure across rows and columns. Values in a column typically depend
on other columns, and temporal dependence of a row can extend to many prior rows. Once

model S is trained, it can be used to generate an arbitrary amount of data, Dgyn¢p.

Another key challenge is evaluating the quality of the generated data, Dgypn,. Assuming a
data set, Dy;storicar, is used to train S, and an unseen test data set, Dy, is used to evaluate

the performance of S, we use two criteria to compare Dy, with Dyeg:

1. Similarity between a metric M evaluated on the two data sets, that is, is M (Dyes) &~

M(Dsynth)?

2. Similarity between performance P on training the same machine learning task 7T,
in which the real data, Dy, is replaced by the synthetic data, Dgyu, that is, is
P[T(Dtest)] ~ P[T(Dsynth)]?
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3.2 Proposed Method

We model the joint data distribution, P(x), using an autoregressive neural network.

The model architecture, shown in Figure 3.2, combines CNN layers with a density mixture
network [14]. The CNN captures temporal and spatial (between attributes) dependencies,
while the density mixture neural layer uses the learned representation to model the joint
distribution. More architecture details will be discussed in Section 3.2.2. During the training
phase, for each row, STAN takes a data window prior to it as input. Given this context,
the neural network learns the conditional distribution for each attribute. Both continuous
and discrete attributes can be modeled. While a density mixture neural layer is used for

continuous attributes, a softmax layer is used for discrete attributes.

In the synthesis phase, STAN sequentially generates each attribute in each row. FEvery
generated attribute in a row, having been sampled from a conditional distribution over the

prior context, serves as the next attribute’s context.

3.2.1 Joint distribution factorization

P(x) denotes the joint probability of data x composed of n rows and m attributes. We can
expand the data as a one-dimensional sequence xq, ..., X,, where each vector x; represents
one row including the m attributes x;1, ..., Z; . To estimate the joint distribution P(x) we
express it as the product of conditional distributions over the rows. We start from the joint

distribution factorization with no assumptions:

n

P(x) = [[P(xilx1, ... xi-1) (3.1)

i=1
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Unlike unstructured data such as images, multivariate time-series data usually corresponds
to underlying continuous processes in the real world and do not have exact starting and
ending points. It is impractical to make a row probability P(x;) depend on all prior rows as
in Equation 3.1. Thus, a k-sized sliding window is utilized to restrict the context to only the
k most recent rows. In other words, a row conditioned on the past k rows is independent
of all remaining prior rows, that is, for ¢ > k, we assume independence between x; and
X<i—k. We can thus rewrite the joint distribution P(x) as the product of the conditional

distributions over the prior k rows:

k n
P(x) = [[Pxilx1, o xic) [] Pxilxiok, .o xio1) (3.2)
=1 i=k+1

Note that a suitable value of k needs to be picked based on empirical evidence or domain
knowledge. While all the probabilities in the second term on the RHS of Equation 3.2 are
conditioned on k variables, the same is not true for the probabilities in the first term. To
make these consistent, we add zero padding and then symbolically define that x; where i <0

represents a padding row, as Equation 3.3 shows.

n

P(Xi‘xi,k, ey X1y eny Xifl) H P<X1|Xi,k, ey Xifl)
=k (3.3)

P(x) =

—

@
I
—

P(Xz‘|Xz‘—k, '-'7Xi—1)

I

@
Il
—

The joint distribution of a row can be factorized in two ways: 1) Equation 3.4 assumes
conditional independence of attributes in a row, given all attributes in the previous k rows;
2) Equation 3.5 makes no conditional independence assumptions of attributes in the same

TOw.
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P(x) = H H P(xi j[Xiky oy Xic1) (3.4)
i=1 j=1
P(x) = H H P (X j]Xiky ooy Xi13 Ti 1, ooy Tijo1) (3.5)
i=1 j=1

While (3.4) provides a good approximation, we found (3.5) performs slightly better.

During generation, initialization is a key concern for our generative model due to temporal
dependence. In order to generate data without supplying any real data or specific seed,
we begin the above autoregressive chain process with the marginal distribution P(x;). In
practice, as described later in section (3.2.2), the marginal distribution is approximated by

all zero conditional: P(x1|0). Then beginning from the second step, Equation 3.4, 3.5 holds.

3.2.2 Neural network architecture

As shown in Figure 3.2, the input window goes through the convolutional layers followed by
mixture density neural layers or softmaz layers sequentially to learn the joint distribution.
We define two loss functions for the two distribution modeling layers separately. Algorithms
1 and 2 provide details on model training and data synthesis. Note that the training phase

allows for parallelization while the synthesis phase is sequential.

Window convolutional layers (wWCNN). The CNN layers, which we call window CNN
since they operate on a sliding window of data, perform a two-dimensional convolution. For
one row x; the layers capture a rectangular context above the row as shown in Figure 3.2
STAN uses multiple convolutional layers that preserve the spatial and temporal resolution
in a sliding time window box. Each number in Figure 3.2 represents the number of 3 % 3

filters in that layer. Batchnorm, ReLLU and max pooling layers are also used, marked as BN,
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Algorithm 1 Model training process for each attribute j
Input Dyistoricar, Window size k, attribute type T;.
Output STAN model Sg4p;

1: Construct window data

2 Xwindow — concatenate X;_,...,X;;

3 yz@uindow — Xz

4: for epoch in 1 ... EPOCH do

5: Xpindow ¥— M ask

6 if T} is continuous then

7 Pymm prea = mdn(wCNN(Xyindow));
8
9

loss = nll(Pymm preds Ywindow);

11: else

12: ]Psoftmazipred = Softmax(wCNN(Xwindow));
13:

14: loss = cross__entropy(Psofimaz pred, Ywindow);
15:

16: Using Adam optimizer to update S, with loss;
17:

ReLU, and M, respectively.

Convolution mask. Based on which factorization is selected, we have mask A for Equation

3.4 and mask B for Equation 3.5.

Mixture density neural layer (mdn). learns a conditional Gaussian mizture distribution.
It consists of three parallel fully connected layers, modeling «;, ;, u; separately, where the
parameter «; represents for the component weights of an Gaussian mizture model, and the
p; and o2 are the mean and variance parameters of the Gaussian distribution components.
The «; parameters output go to a softmax, so that the weights of all the Gaussian mixture

components sum to one.

Loss functions. We define loss functions for mixture density neural layer and softmax layer
separately. Note that the two losses have different scales, and while multitask learning has

its advantages, we match each mizture density neural component or softmax component with
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Algorithm 2 Data synthesis process

Input Trained STAN model S, .
Output Dgypnen;

1: Init context Xwnd°® = marginal sampling()
2: while condition(target row number or time stamp) do
3 ijmdow *__ Mask
: 1
4: Ppred = Sstan (le}mdow);
5:
6: Ysample = Sample from distribution Pp,.q;
7
8- X;w_ﬂzdow —_ lewindow[l : :] + Ysample
k-window { k-window {

an

—> —p

(a) Mask A for conditional independence as-  (b) Mask B for no conditional independence
sumption between attributes in same row assumption in the same row

Figure 3.3: Masks for context window convolution

individual wCNN component.

A Negative Log-Likelihood Loss (NLL) is used for the mixture density layers, which predict

a group of mixture density parameters that can compose a Gaussian mixture model as

Equation 3.6: «;, 04, ;. We use maximum likelihood loss to estimate a true distribution:

the label of the input, which is the new row that to be generated, is supposed to have the

highest probability in the estimated distribution. Cross entropy loss is used for the softmax

layer.
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NLL(z|u,0%) = — logZai * N (| s, 07) (3.6)

3.2.3 IP address and port number Modeling

IP addresses and port numbers are key to network traffic data. However, naively modeling

them as continuous or discrete variables gives poor results.
STAN specifically learns IP address and port number characteristics.

As shown in Figure 3.4 (a), STAN treats an IP address as four 256-categorical discrete
attributes. With the help of the STAN Mask definition, even though one IP address attribute
is split across four intermediate attributes, it is considered together as one variable for

attribute dependence.

Since port numbers can vary between 0 and 64K, that is too many values to model as a
discrete variable. On the other hand, treating it as a continuous variable would result in
inaccuracies especially for well-known ports (those less than 1024), where being off even by
one can mean something completely different. Therefore, we take a hybrid approach. STAN
treats port numbers up to 1024 individually as discrete values; beyond that it models ports
in bins of size 100, as shown in Figure 3.4 (b). In all, port numbers are represented as a
1670-categorical discrete attribute. After being generated by STAN, if a port number is
less than 1024 it corresponds to that particular port number, else a port is sampled from a

uniform distribution of port numbers in the corresponding bin during post processing.
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256 one-hot
A
'4 )
-
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ip2 Softmax
STAN-IP e
> — | Probability

Components

) Sampler

ip3

ip4

o’
(a) STAN IP address modeling
1024 one-hot 646 uniform random bins
r A AYd A )
STAN-Port Softrn.a?(
C Well-known Ports »| Probability
omponents
Sampler

Y

1670 one-hot

(b) STAN port number modeling

Figure 3.4: With the benefit of flexible STAN continuous and discrete generator architecture,
special domain attributes (such as IP address, port, protocol, and TCP flags), can be learned
by purely modifying the configure parameters.

3.2.4 Baselines

We selected four different methods to serve as baselines for our method. This range for
basic Gaussian Mixture Model, Bayesian Network to two recent deep learning approaches
that use GANs for synthetic data generation, which for brevity we refer to as GMM, BN,
WPGAN, and CTGAN, respectively. We compare STAN with these baselines and analyze

the distribution factorization.

Gaussian Mixture Model (GMM). This assumes all attributes at a particular time step

are independent of each other, and further that each row is independent. Thus it can be
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factorized as following;:

Bayesian Network (BN). As a traditional statistical approach, limited temporal or at-
tributes dependence can be learnt based on the domain knowledge from experts. For exam-
ple, if x; ;, is dependent on x;_;;, and x; j;,, we can write it as a product of the conditional
distributions (see Equation 3.8). The value P(x; j, |x;—1,j,,X;,) is the probability of the j;
attributes of the i-th observation row, given the (i — 1)-th j; attribute and the i-th j, at-
tribute. Considering the edge situation as well as utilizing the Bayes rule, we rewrite the

distribution ]P’(XZ"ﬁ ‘Xi,17j1 y Xi,jg) as:

n

P(x) = | [P(ziji|vio, iorg) [] Plaiy)]

i=1 =L
= P(z1) - [ [[P(2i 4 )P(wio1 i3, )P(wi i 5,)] (3.8)
=2
- ]I Plaiy)
=L

WPGAN [108] utilizes GAN to specifically generate network traffic flow data, while CT-
GAN [140] utilizes GAN to generate general tabular data that contains both discrete and
continuous attributes. Both B3 and B4 assume attribute dependence at a certain time
step but ignore temporal-wise dependence. Thus the joint distribution can be factorized as

Equation 3.7a only, while the factorization inside each row is untractable due to the GAN
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mechanism.

3.2.5 Evaluation Metrics

The evaluation of generative models is challenging and subjective. We use multiple metrics
to compare them: likelihood, distribution comparison, domain knowledge rules test, and

machine learning tasks performance comparison.

Likelihood. The likelihood function measures the goodness of a statistical model fitting
a data sample. However, the intrinsic difference between explicit density methods (GMM,
BN, and STAN) and implicit density methods (WPGAN and CTGAN) makes it more chal-
lenging to compare them. Goodfellow et al. [46] states that there is no fair approach to
directly compare the likelihoods of GAN models. Thus in this chapter, we only compare the
likelihoods between explicit density models, that is, GMM, BN and, STAN.

Distribution and JS divergence Although the goal of our work is to model joint distri-
bution of a window of data, we also compare the marginal distributions of the individual
attributes. As a quantitative metric, we calculate Jensen-Shannon divergence between the

distributions of the generated data Dy, and the real data Dy for each attribute.

Domain knowledge test. We use domain knowledge checks to evaluate the synthetic
data quality. Since the application data set pertains to network traffic flow, we use several

properties that such data needs to satisfy in order to be realistic [108].

In addition to marginal distributions, we also explore network traffic specific distributions
such as that of the number of unique destinations (in terms of IP addresses), and of number
of bytes per IP address, and compare then with those distributions in real data. Similarly,

we compare the top most frequently occurring port numbers.
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Machine learning application task. The final goal of generating synthetic data is to build
machine learning models without using any real data. To evaluate whether the generated
data is able to replace real data in a model training process, we select two tasks used for
cybersecurity anomaly detection. One is a classification task while the other is regression;

both use self-supervision.

While these tasks may not seem to directly relate to cybersecurity, they are good at detecting
anomalies, which may be caused, e.g., by a cybersecurity breach. The basic assumption is
that different attributes in network traffic data have underlying dependencies, e,g., between
the protocol field and other fields, during normal operation and these relationships may
change in the presence of security anomalies. The models are built to capture this normal

relationship, and then try to detect any changes in it during deployment.

The first task is predicting the transport protocol field in network traffic flow data, while
the second task is to predict the number of bytes in the next network flow. In practice once
trained these models are used for marking anomalies when the actual value significantly dif-
fers from the real one based on a hyperparameter threshold value. We train a RandomForest

model for the classification task, and a neural network model for the regression task.

As the evaluation metric, we use the F1 score, and the mean square error (MSE) for the two
tasks, respectively. Since the classification task is an multi-class task, we apply the macro-F1
score which takes the average of all the category F1 scores. This ensures equal treatment
of all classes even when the class distribution is skewed, as is likely for transport protocol
where TCP dominates. For both tasks we compare the cross-validation performance of the

models trained on real and synthetically generated data.
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3.3 Experimental Results

To demonstrate its effectiveness, we train and evaluate STAN on a real network traffic
data set. However, to experiment with some architectural variations, we first use a simple

simulated data set.

3.3.1 Understanding STAN using Simulated Data

We built a simulated dataset with a simple random process whose dependence can be clearly
controlled. We simulated a two-variable data distribution with the following formula and

sampled 10,000 points data set (X,Y") from it:
Ty = 0.9.’13‘,5,1 -+ 01N

and

Y = Ogl't + O]_N,

where A is standard normal distribution. We incorporate both temporal and attribute

dependence with two attributes, X and Y.

To train we apply a naive version of STAN, that passes the input to mixture density neural
layers directly, and GMM on the simulated data set. Then we generated data using both
STAN-a and STAN-b.

To measure how well dependence is captured we use the Pearson correlation coefficient R
both for temporal dependence R(X;, X;—1) and attribute dependence R(X;,Y;). In addition,
we use two machine learning tasks to show that the synthetic data is able to serve as model

training source to replace the original data.
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Quantitative evaluation. We evaluated the correlation coefficient R between both tem-
poral dependence R(X;, X; 1) and attribute dependence R(X;,Y;). Figure 3.5 shows the
scatter plots of X; and X; 1 from four data sources (simulated data, GMM synthetic data,
STAN with mask A synthetic data, and STAN with mask B synthetic data), and Figure 3.6

shows that for X, and Y;.

Figures 3.5a and 3.6a show the dependence in the original (simulated) data, across time
and attribute, respectively, that the synthesizer needs to learn. The scatter plots (z;_1, ;)
and (z¢,y;) show strong linear relationship. Figures 3.5b and 3.6b show that independently
learned marginal distribution is unable to generate data with temporal and attribute-wise
dependence. Figure 3.5¢ and 3.5d show STAN-a and STAN-b perform similarly and are
able to generate data with the same temporal dependence as in the simulated (original)
data. However, Figure 3.6¢ and 3.6d show that STAN-b, when explicitly conditioned on the
same-row attribute context in its convolution perceptive field, generates better attribute-wise

dependence than STAN-a.

Since mask A and mask B represent conditional independence and explicit dependence re-

spectively, we summarize through this observations:

e Both conditional independence and explicit dependence provide reasonable approxi-
mation for temporal dependence. The R(X;, X; 1) of simulated data, synthetic data
generated using STAN mask A, and synthetic data generated using STAN mask B are
all same (0.9).

o Conditional independence provides a reasonable same-row attribute approximation,
while explicit dependence performs better. The R(X,Y;) of simulated data, and syn-
thetic data generated using STAN mask B is 0.9; while that of synthetic data generated
using STAN mask A is 0.7.
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Figure 3.5: Temporal dependence between (X, X;_1). Scatter plots of (X, X;_1) values: (a)
shows the original (simulated) data, while (b)—(d) show synthetic data. The z- and y-axes
represent the values of X; ; and X, respectively. The correlation coefficient R (shown in
each subplot) quantifies how well the temporal dependency between X; ; and X, is captured
by the synthetic data compared to the real data.

Machine learning tasks. We also used the simulated data and the corresponding synthetic
data for training two machine learning tasks (using the scikit-learn Python library). Then

we evaluate the performance (Mean Square Error) of the trained machine learning models
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Figure 3.6: Attribute dependence between (X, Y;). Scatter plots of (X3, Y;) values: (a)
shows the original (simulated) data, while (b)—(d) show synthetic data. The z- and y-axes
represent the values of X; and Y;. The correlation coefficient R (shown in each subplot)
quantifies how well the dependency between X; and Y, is captured by the synthetic data

compared to the real data.

on the simulated test data. Simulated training data and simulated test data follow the same

distribution.

o T1: predict y; given z; (row attribute dependence).
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o T2: predict x4y given x; (temporal dependence).

Table 3.1 shows that a machine learning model trained only on synthetic data generated by

STAN produces similar test loss as that trained on the original simulated test data.

Training Data | MSE(T1) | MSE(T2)

Simulated data | 0.010 0.01
GMM 0.050 0.05
STAN mask A | 0.013 0.01
STAN mask B | 0.010 0.01

Table 3.1: Mean Square Error of the two tasks

3.3.2 Real network traffic data

Data set. Network traffic data is typically a multivariate time-series. A common format
is called netflow, where each row represents a unidirectional network traffic connection or
flow. We selected a netflow data set for our experiments since it is a good representative
format for network traffic data in general. Here we use a large publicly available netflow
data set. Typically each row consists of the following attributes: timestamp at the end of a
flow (te), duration of flow (td), packets exchanged in the flow (pkt), and the corresponding
number of bytes (byt), source IP address® (sa), destination IP address (da), source port (sp),
destination port (dp), flags (flg), and transport protocol (pr). Each row z; can be expressed
as a tuple of (te;, byt;, sa;, da;, pr;, etc). Table 3.2 shows typical attributes, their types and

example values.

We apply STAN on a publicly available benchmark netflow data set, UGR’16 [74], which

contains large scale traffic data captured by a Tier-3 ISP cloud service provider. First, we

3We only consider IPv4 addresses here.
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Attribute Type ‘ Example
timestamp continuous | 2016-04-11 00:02:15
duration continuous | 0.344

transport protocol | categorical | TCP
source [P address | categorical | 85.201.196.53

source port categorical | 19925

dest. IP address categorical | 42.219.145.151
dest. port categorical | 80

bytes numeric 11238

packets numeric 11

TCP flags categorical | .A..SF

Table 3.2: Overview of typical attributes in flow-based data.

selected a week of data (April week3) data to focus on. We selected this week this week
since it looked interesting in terms of volume of traffic and the number of events marked.
Second, we randomly selected flows related to 90 users (essentially IP addresses) based on
the number of traffic flows per user distribution. Third, we extracted one day’s (Monday)
data to be the Dpistoricar and another day (Tuesday) of the same user group and the same
week to be the Dy.. Following this strategy, we selected 1,531,126 samples for the Dy;gtorical
and 1,952,702 samples for the Dy.,. Ten percent of Dy;soricar are selected out to serve as

training validation data D,uidation -

netflow data processing. To ensure the trained model is a practical and robust tool to
synthesize network traffic flow data, we normalize the raw netflow data for ease of processing
by the neural network. Also, the neural network predicted values are transformed back into

the original scale.

The inputs to the neural model are pre-processed to facilitate training. The numerical
attributes are min-max scaled; for the categorical attributes, we apply one-hot encoding.
Specifically, for the protocol attribute we use a three-way softmax (for TCP, UDP and

other). Note that for simplicity we consider only three protocol categories since TCP and
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UDP are the most prevalent; it would be easy to extend it to more categories if needed.
For source and destination port number attributes, we handle well-known and other ports
differently as described in Section 3.2.3. Instead of modeling timestamps of individual flows,

we model the time deltas between them.

Training hyperparameters. Our models are trained on four Tesla P100 GPUs using the
Pytorch toolbox. From the different parameter update rules tried, the Adam [63] algorithm
gives best convergence performance and is used for all experiments. The learning rate sched-
ules were manually set to the highest values that allowed fast convergence: 0.001 for mixture
density neural layers and 0.01 for softmax layers. The batch sizes are also manually set for
the experiments. For UGR16, we use as large a batch size as that showed quick converge; this
corresponds to 512 time windows input per batch. We use pre-processing to prepare data
batches that can be trained in parallel and accelerate the training and generation process.
For mixture density neural layers, we select 10 as the Gaussian components to be learned
based on the cross-validation. For the initial convolution network layer parameters, we sam-

ple from a Uniform distribution whose boundary is the standard deviation of the kernel size,

_ 1 L]
3%37 3x31°

ie. [
Likelihood. For each data point (each row), we can directly calculate the row likelihood
by factorization equations. In our case, explicit density generative models (GMM, BN and
STAN) clearly define the distribution for each attributes and for those we can evaluate the
modeled distribution directly via individual attribute distributions. For simplicity, we dis-
cretize continuous variables to validate their negative log-likelihood value for all the baselines
and attributes, based on the variable value range and the data set size. In Table 3.3 we report
the negative log likelihood (NLL) of a few attributes as modelled by STAN and baselines
GMM and BN. Note that we are unable to generate IP addresses and port numbers using

GMM and BN, so the NLL for those attributes is not compared in the table. STAN produces
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better results for both continuous and discrete attributes.

Model ‘ bytes ‘ packet ‘ time duration ‘ transport protocol

GMM | 4.85 [3.78 | 181 0.341
BN 390 |262 |0.97 0.344
STAN | 234 | 1.73 | 0.59 | 0.002

Table 3.3: Attribute negative log likelihood of models evaluated on Dygaidation (lower is
better).

Data Synthesis. Once a STAN model is trained on Dy;goricar, it is able to sequentially
generate any length of netflow data Dgypn,. As described in Section 3.2, STAN starts the
generation process by sampling from the trained marginal distribution without any input
requirement, and then autoregressively generates row by row conditioned on the prior rows
context. To fairly compare to Dy, we used STAN to generate Dy, that includes 1,208,182
samples for the same set of Dy;sioricar Users. Note that since we are generating data in one
day’s range (based on the generated delta time attribute dt and the accumulated timestamp),
the total number of samples is not directly determined by any hyperparameter. In the rest

of this section, we evaluate the comparability between the Dy, and Dycg.

Distribution and JS divergence. Figure 3.7 shows the individual JS divergence of the
marginal distribution of both the continuous and discrete attributes. STAN captures the
marginal distribution well for most attributes. Even though GMM precisely models the
marginal distribution of the training data set, it does not perform as well as STAN on the

test data set. We believe this is because the marginal distribution over days is non-stationary.
Observation 1: STAN models the marginal distribution better than baseline GMDM.

Domain knowledge test. As described earlier we perform basic sanity checks specified as
rules on that need to be satisfied by generated flow-based network data. There are two basic

types of rules — those that apply to an individual attribute and those that check relationships
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Figure 3.7: JS divergence between attribute marginal distribution between Dy.s and Dygypen
from STAN as well as that from baselines.

between multiple attributes. Note that individual tests on port numbers and protocols are
not needed since they are modeled as categorical variables. We highlight five tests here which

are summarized in Table 3.4. STAN performs well in all three.

o Test 1: Validity of IP address. Source IP address should not be multicast (from
224.0.0.0 to 239.255.255.255) or broadcast (255.xxx.xxx.xxx); Destination IP address

should not be of the form 0.xxx.xxx.xxx. (Note that source address can be all zeros,

e.g. for DHCP requests.)

o Test 2: Number of bytes/packets minimum size: The minimum value for pkt attribute
is 1 and the minimum value for byt attribute depends on the transport protocol. For
a TCP flow packet, the minimum size is 40 bytes (20 bytes for IP header + 20 bytes

for TCP header); similarly for a UDP flow packet, the minimum size is 28 bytes (20
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bytes for IP header + 8 bytes for UDP header).

o Test 3: Relationship between number of bytes (byt) and number of packets (pkt).
Based on the protocol the following relationship exists between these attributes. For
a TCP flow,
40 * pkt < byt < 65535 * pkt

Similarly, for a UDP flow,

28 x pkt < byt < 65535 * pkt

The maximum packet size for both TCP (assuming maximum MTU) and UDP is 64K

bytes.

o Test 4: If the transport protocol is not TCP, then the flow should not have any TCP

flags.

o Test 5: If the flow describes normal user behavior and the source port or destination

port is 80 (HTTP) or 443 (HTTPS), the transport protocol must be TCP?.

Domain specific checks are performed to verify semantic consistency in the generated data.
Depending on the data set, additional such checks can be added. If a generated data set
performs poorly on these tests, modeling of different attributes in the traffic data set such as
IP addresses and port numbers can be modified to capture the required semantic constructs,
including possibly using distinct bins for modeling specific port numbers above 1024 as is

now done for port numbers less than 1024.

Marginal distributions. We explore marginal distributions of netflow attributes in the

1There is an effort to move HTTP/S to UDP, referred to as QUIC[1]. We use this test here since there
was no QUIC traffic in our netflow dataset. However, this test may not be relevant for a different dataset.
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‘ Test 1 ‘ Test 2 ‘ Test 3 ‘ Test 4 ‘ Test 5

Real Data |99  [100 |100 |100 | 100
GMM 98 66 48 - 7
BN 98 67 49 - 78
WPGAN [108] | 99 75 72 97 99
CTGAN [140] | 99 93 74 - 99
STAN 199 |93 |93 |100 |99

Table 3.4: Passing percentage of domain knowledge tests. Dash (-) means the methods are
not able to generate ‘flags’ attribute.

generated data. Figure 3.8a shows the distribution of number of unique IP addresses each
user communicates with. Typically, such distributions follow a power law distribution [80].
STAN generated synthetic data comes closest to the real network data, including the unique
IP address maximum occurrence value, the total number of different unique IP addresses, and
the distribution curve. Meanwhile, Figure 3.8b shows the distribution of the total number of
bytes exchanged related to each user (IP address). Again, STAN synthetic data follows the
real data distribution closer than the baseline methods. It is worth noting that STAN learned
these distributions without any explicit design choices on our part, e.g., in the loss function.

It correctly inferred by marginal distribution by virtue of learning the joint distribution.

We also compare port number distribution between real and synthetic data. Based on the real
data, we select the top 5 TCP services and top 3 UDP services, which appear most frequently
and the occurrence ratio are greater than 1% in the entire TCP or UDP traffic. Figure 3.9a
shows the occurrence probability of that service in the entire TCP traffic records. We have
80/443 port for HTTP/HTTPS service (Hypertext Transfer Protocol / Hypertext Transfer
Protocol Secure), 25 port for SMTP (Simple Mail Transfer Protocol), 53 port for DNS
(Domain Name System), 110 port for POP3 (Post Office Protocol, version 3), and 22 port
for SSH (Secure Shell). Similarly in Figure 3.9b, we have 53 port for DNS service , 161 port

for SNMP (Simple Network Management Protocol), and 123 port for NTP (Network Time
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Protocol). We find STAN performs well at generating a port number distribution similar to
real data. Further, this implies that STAN does a good job of capturing application level
traffic, which can be mapped to different ports. While WPGAN with IP2Vec component is

the second best, the rest of baselines (GMM, BN, CTGAN) perform poorly.
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(a) Unique IP address occurrence distribution. The
y-axis (In-scale) is the number of distinct IP ad-

dresses contacted.
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total byt volume (In scale)
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(b) Unique IP volume (bytes) distribution. The y-
axis (In-scale) is the total traffic in bytes related to
a user (unique IP address).

Figure 3.8: IP address characteristics. The x-axis (log-scale) represents unique user (IP
address) that occurs in the netflow traffic.
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Figures 3.10a and 3.10b show the marginal distribution of protocol and flags attributes
respectively. As expected, TCP is the dominant protocol followed by UDP. For simplicity,
we group the other protocols as ‘other’. For both protocol and flags, STAN generated data

shows a similar distribution to real data.

Observation 2: Compared to baselines, STAN can learn the IP and port characteristics

better without using domain knowledge or other design tuning.

Cybersecurity application tasks. Finally, we test our synthetic data on two cybersecurity
machine learning applications, to detect anomalies using self-supervision. One of the tasks
is a classification problem, and the other is a regression problem. The goal is to figure out
whether it is possible to fully substitute real data with synthetic data for training machine

learning models.

A series of models are trained on real test data. We start our training from using a complete
D, (real data) and successively decrease the amount of real data until no data from Dy
is used. Another series of models are trained similarly using the real test data; however,
instead of simply removing certain amount of data from D, we substitute the indicated
amount of data with our synthetic data Dy, so that the total amount of data is kept

unchanged.

In the following two tasks, we use Dy.s, which is unseen and never used in the synthesizer
training process. For the synthetic data Dy, every synthesizer model generates five sets
of synthetic data sample, so we can compute error bars. Five-fold cross validation is used to

get a robust estimate of the measurements.

Task1: protocol forecasting. Fig. 3.11a shows the F-1 scores achieved by Random Forest
models. There are six sets of models. ‘Real-Data’: these are random forest models trained

by reducing the real data; ‘STAN’: these are random forest models trained by reducing the
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Figure 3.9: Port number characteristics.

real data, but substituting the reduced data by synthetic data generated by STAN; ‘GMM’,
‘BN’, “‘WPGAN’, and ‘CTGAN’: these are similar to the ‘STAN’ models but obtained by
substituting the reduced data by the four baselines respectively. The x-axis represents how

much real data is used from 100% down to 0%.



3.3. EXPERIMENTAL RESULTS 43

Bl Real
. = STAN-b
‘ [ STAN-a
B CTGAN
2 WPGAN
= 06- mm BN
3 GMM
2
[«
(]
2 04-
[
P
=2
o
o
o
0.2 - I
0.0 - , I
TCP Others
a) Marginal protocol distribution
Bl Real
= STAN
. m WPGAN
>
=
=
8 06-
o
[
a.
Q
o
S 04-
—
-
o
&)
o
0.2 -
0.0 -

(b) TCP flag distribution, includings six flags: URG, ACK,
PSH, RES, SYN, and FIN

Figure 3.10: Transport protocol and TCP flags characteristics.

If we only use real data, the F1 score drops from 0.99 down to 0.97 as the amount of data
decreases. Clearly, with no real data, we are unable to train a model. When we substitute
real data with that generated by the baselines, the performance drops even quicker, because
they do a poor job of capturing the temporal and attribute dependence. Even in the absence

of any real data, data generated by STAN results in an F1 score of 0.97, where the drop in
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Figure 3.11: Real application task performance.

performance is only 2%. That is, the model built with only synthetic data retains 98% of

the performance of the all real data trained model.

Task2: bytes value forecasting. follows a similar setup of experiments as Taskl. Fig-
ure 3.11b shows the mean square error achieved by a neural network regression model. The

plot shows that STAN and Bayesian network (BN) outperform the other three baseline
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models. Building a Bayesian network with domain knowledge typically performs better than

GANSs [140].

In our experiments, BN is optimized specifically for the bytes sequential value. However,
STAN has two advantages over the Bayesian network. First, users do not need the domain
knowledge required for Bayesian network implementation. Secondly, there is no inherent
bias attributable to an expert unlike traditional Bayesian networks. Similar to the first task,
the penalty for using only STAN generated data (with no real data) is low, an increase of

13% in the mean square error.

Observation 3: Compared to BN, STAN performs better on taskl and as well on task2

without requiring any domain knowledge.

Observation 4: FEven with 0% real data, STAN models taskl and task2 with only a small

drop in accuracy.

3.4 Discussion

In this chapter, we discussed the use of a novel CNN combined with a mixture density
network to auto-regressively generate synthetic tabular data with both row and column
dependencies. However, due to inherent limitations of deep neural networks—such as the
need for complex feature engineering—in the next chapter 4, we explore fine-tuning a large
language model to generate synthetic tabular data and overcome these limitations. The
approach in chapter 4 aims to enhance the fidelity of the generated tables, particularly in

terms of row consistency and validity.



Chapter 4

LLMs for STG with Higher Fidelity

While Chapter 3 demonstrated promising performance using deep neural networks for syn-
thetic tabular data generation, certain limitations—such as the need for complex feature
engineering—remain. To address these, this chapter explores the use of large language mod-
els (LLMs), leveraging their strong priors and adaptability to reduce manual effort and
further improve table fidelity, particularly in terms of column dependencies and semantic

consistency.

Large language models (LLMs) have found applicability in a rich diversity of domains, well
beyond their original roots [3, 17, 81, 87, 99, 109, 124]. As so-called foundation models [68]
they have been shown to be re-targetable to a variety of downstream tasks. Our focus here is
to view LLMs as raw synthetic tabular data generators rather than as supporting an analysis
or discovery task. Arguably, LLMs are adept at synthetic generation of text, images, videos,
code, documentation, and many other modalities. The use of LLMs to generate tabular data

is quite understudied.

Such synthetic tabular data generation is integral to ML pipelines, e.g., too augment training
data, replace sensitive information, and even to power advanced platforms like DeepSeek [51,
70]. However, the unique characteristics of tabular data manifest as challenges in an LLM-
based generative context. The most popular incarnations of language models are auto-
regressive models, e.g., LLama [124], GPT-x [87], DeepSeek [51, 70], wherein each word

or token is generated conditional on past tokens in a sequential manner using attention

46
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models. In a synthetic data context, each ‘sentence’ typically represents a row of tabular
data, and each ‘word’ corresponds to an attribute in that row. The previous state-of-the-
art models (GReaT [15]), has advocated the use of random feature orders but as we show
in Table 4.1, when fine-tuning is done with random feature orders, key relationships are
often not captured or, worse, violated. In particular, with tabular data, there are numerous
functional dependencies at play and as a result, generating tokens in random orders is bound
to cause violations. There is thus an ‘impedance mismatch’ between autogressive

LLMs and synthetic data generation.

The main contributions of this chapter are:

o We highlight an important deficiency with using LLMs for synthetic tabular data
generation and explore the performance of many state-of-the-art generation models in

the context of composite and multi-category tabular schema.

o We inject knowledge of pre-existing functional relationships among columns into the
autoregressive generation process, so that the generated synthetic data respects more
real constraints. In particular, we present a taxonomy of functional dependencies
(FDs) whose discovery and organization into a column dependence graph supports their
incorporation into the LLM fine-tuning process via a permutation function, leading to

our approach dubbed Permutation-aided Fine-tuning.(PAFT).

o We evaluate the performance of PAFTon a range of datasets featuring a diverse mix
of attribute types, functional dependencies, and complex relationships. Our results
demonstrate that PAFTis the state-of-the-art in reproducing underlying relationships

in generated synthetic data.

o Finally, we demonstrate through rigorous experiments that relying just on standard

univariate distribution, bivariate correlation, and even the evaluation of downstream
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machine learning models (which primarily focuses on predicting a single column in a
dataset) is grossly insufficient for assessing the quality of synthetic data and propose
systematic remedies like measuring violation rates of known domain rules.
Table 4.1: Comparison of multiple synthetic data generation approaches. The second row
showcases the state of West Virginia (WV), which is a subset of the whole data. In the figures,

the solid line represents the official border of West Virginia and the Blue and colors
indicate the legal and illegal samples in the synthetic data respectively.
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4.1 Challenges to Synthetic Table Generation in the

Current LLM Paradigm

Admittedly, the sure-fire way to check if a dataset has been faithfully modeled is to see
if the joint distribution of its features is captured accurately. Most current tests of syn-
thetic data generation quality focus on fidelity to single-column distributions, or to multi-
column distributions. For multiple variables, measures such as machine learning efficiency

(MLE) [15, 33, 140, 146] are frequently used to construct classifiers or regressors.

A key lesson from probabilistic graphical model research [64] is that factorizing joint distri-

butions into products of conditionals (e.g., Bayesian networks) dramatically helps reduce the
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Figure 4.1: Overview of the proposed Permutation-Aided Fine-tuning (PAFT) approach.

number of parameters necessary to capture the underlying data characteristics. A similar
lesson from database research [44] is that modeling functional dependencies (FDs) in data
helps reduce redundancy in modeling and storage. These lessons, i.e., that order mat-
ters, continue to apply in the LLM era but are not internalized in our prompt ordering,
fine-tuning, or evaluation methodologies. Other researchers have noted the importance of
ordering in LLMs [27, 95] but this lesson has not been leveraged to improve synthetic table
generation by LLMs. In the absence of leveraging good feature orders, existing approaches
either focus on ‘one order’, ‘no order’, or ‘all orders’ All of these approaches severely limit

the quality of generated synthetic data.

As an example, Table 4.1 presents a case study on using models to generate synthetic data
of locations in various states of the USA. The data is of the form (state, latitude, longitude)
where the attributes adhere to the FD: {latitude, longitude} — state. Existing methods
can generate satisfactory univariate distributions (as shown in the border of the top row

plots) but fail to capture the joint distribution (center of the top row plots) and conditional
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distributions across subcategories (bottom row plots).

In summary, feature ordering can be both a nuisance and a gift. It is a nuisance because it
demands additional constraints to be modeled. It can be a gift because it suggests ways to
sequentially generate data even by autoregressive LLMs. Our proposed approach (PAFT)

aims to achieve an optimal permutation order for fine-tuning LLMs.

Figure 4.1 shows an overview of the proposed permutation aided fine-tuning approach
(PAFT). A typical workflow is 1) Textual Encoding (Section 4.2.1) 2) Functional Depen-
dency (FD) discovery (Section 4.2.2) 3) FD Distillation ( Section 4.2.2) and 4) Feature
Order Permutation Optimization ( Section 4.2.3). Our fine-tuning and sampling strategy is

explained in Section 4.2.4.

4.2 PAFT: Permutation-Aided Fine-Tuning

Problem Setup. Let D represent a table with n rows (i.e., records) and m columns (i.e.,
attributes a.k.a schema). Let each record be represented by vector x; and further let z;;
represent the element value of the j** attribute of record x;. Hence each row x; € D rep-
resents an individual record and each column x. ;) ~ &; can be considered sampled from
a random variable X; that governs the distribution of attribute j. Finally, let ¢ € [1..n]
and j € [l..m]. Realistically, tabular data D is frequently a mixture of categorical and
continuous attributes, hence each & can be a categorical or continuous random variable.
If A={X, A&, ..., &,} represents the collection of random variables, then the table gen-
eration process aims to sample from a joint distribution P(A) = P(&;, X, ..., &,,). This
joint distribution is usually a complex, high-dimensional distribution and, most importantly,

unknown. The goal of learning an effective tabular data generator py(-) is to enable py(-)

to learn a faithful approximation P(A|D) of the data generation process distribution P(.A4)
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using the data sample D such that P(A|D) ~ P(A). Once such an effective model py(D) is
trained, it can be employed to generate large volumes of seemingly realistic synthetic data

D ~ P(A|D).

4.2.1 Tabular Data Generation with LLMs

While training py(+), it is usually assumed that all records x; € D are independent. Gener-
ating new data samples X; € D can be done in various ways (e.g., see [139, 140, 150]) which
aim to directly estimate the joint distribution P(A) or, as is done here in PAFT, where P(A)
is estimated by an autoregressive LLM based generative process, as a product of multiple

conditional densities governed by the input ordering.

Autoregressive LLM models are pre-trained to maximize the likelihood of target token z;; €
D, conditioned upon the autoregressive context X 1.j—1) € D where D is the training corpus
comprising a large amount of textual data (in the pre-training context). Eq. 4.1 defines the
general training criterion of LLM training using the self-supervised next-token prediction

task with ‘w’ denoting the context length.

L(0;D) ==Y > logP(wi[x(i15-1))- (4.1)

x;€D j=1

The generation of a single instance (i.e., database record) x; € D is given by Eq. 4.2:

]P)(Xz) = P(SL};J, ey xi,m) ~ HIP(xi,j\xM, ey xi,jfl)- (42)
j=1

Specifically, each database record is generated as a product of conditional distributions.

Input Encoding. To support the processing of our records x; € D by a pre-trained LLM,
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we adopt the following encoding;:

tivj = [Cj, "iS’,l’Z"j,‘, 7],1. < {]_, ..,n},j - {1, ..77’)’L}7
(4.3)

t; = [ti,17ti,27 "7ti,m];i & {1’ 7n}

In Eq. 4.3, ¢; represents the attribute name of the 4t database column while x;; represents
the actual value of the j** column for the i** record. Further, we can assume we have a
mechanism to obtain a feature order permutation k to govern the order of the attributes in
t;, such that t;(k) = [tik,, tikys-» tisk,) (Where i € {1,..,n}, k; € {1,..,m}.), represents the
same record but with the attribute order governed by the permutation k, This definition

admits the random feature order as a special case in which k is a random permutation.

Since we consider autoregressive LLM-based generative models, employing the chain rule to
sequentially produce each column of a table record t;, we can view each generation step as

approzimating the joint distribution of the table columns as a product of conditional distribu-

tions (i.e., P(ti1, ..., tim) = H;"zl P(; ;|tiq, -, tij—1)). However, as the number of columns in-
creases and the relationships between columns get more conditional, the likelihood of encoun-
tering training and sampling bias due to class imbalance also rises [140]. To minimize such ad-

verse effects, we can consider injecting knowledge of the pre-existing functional relationships

among columns, to govern the autoregressive generation process. To infer such functional

relationships, we leverage a learned dependency graph derived from functional dependency
(FD) relations which enables us to effectively determine the appropriate training and sam-
pling sequence. This, in turn, allows us to alleviate potential biases during training by estab-
lishing a generation curriculum leading to improved estimation accuracy of the joint distri-
bution P(t;) in auto-regressive prediction P(t; k,, ..., tik,,) =~ H;nzl P(ti,|tig,, - tik,_,), where

the ordering ¢, ..., %, is obtained by a feature order permutation function k = ¢(D, S).
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We detail the requisite background and design of ¢(D,S) in sections 4.2.2 and 4.2.3.

4.2.2 Discovery and Distillation of Functional Dependencies (FD)

A functional dependency (FD) is a relationship R in schema S that exists when a subset of
attributes A C S uniquely determines another subset B C S of attributes. We succinctly

represent an FD as R : A — B which specifies that B is functionally dependent on A.

Definition 4.1 (Schema-Level FD). With A, B being two disjoint subsets of the schema

(columns) of table D, a schema-level FD F' associated with D has the form: F : A — B.

We leverage FD discovery techniques to govern the order of the autoregressive data gen-
eration process in PAFT. A large body of research from the database literature on FD
discovery [88, 89, 149] can be leveraged in PAFT, including methods that account for noisy
FDs [149]. In this work, we focus on leveraging schema-level FDs discovered using a state-

of-the-art FD discovery algorithm [88] to govern the autoregressive data generation process.

FD Distillation. The result of traditional FD discovery, yields complex (i.e., multi-
attribute) functional dependencies between columns which are ambiguous to resolve in an
autoregressive generation setting. Hence we undertake an intermediate FD distillation step
to simplify multi-attribute functional dependencies into multiple single attribute FDs as

detailed below.

We first construct a dependency graph model G(V, £) where V represents the set of vertices
with each v € V representing an attribute in S and e;; € £ representing an edge relation from
attribute v; to attribute v;. Further, we consider two types of edges in &, specifically each
e;; may be a type-1 edge or a type-2 edge (defined next). The two edge types (i.e., type-1,

type-2) in € are derived from three classes of FDs, as shown in Fig. 4.2a. Subsequently, we
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proceed to examine each individual case: 1) Single attribute left-hand side (LHS) and single
attribute right-hand side (RHS) 2) Multi-attribute LHS and single-attribute RHS. 3) single
or multi-attribute LHS and multi-attribute RHS. We shall use the example table in Fig. 4.1

to define each FD case.

[Type-1 Edge|. Let us consider an example of FD Case 1, wherein the column State
functionally determines column Bird. In such a case, we enforce that the value for the

attribute State be generated prior to the value for the attribute Bird. Accordingly, a forward
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directed edge from State to Bird is created in the column dependency graph G. We term
such forward directed edges as type-1 edges in G. [Type-2 Edge]. The other type of edge
in G, arises when we encounter an FD with a multi-attribute LHS and a single attribute
RHS (i.e., FD Case 2). As per FD Case 2, the values of multiple columns in the LHS would
collectively decide the value of the column on the RHS. As an example in Fig. 4.2a, the tuple
of columns Latitude, Longitude functionally determines State. For such FDs, two backward
edges are added in the column dependency graph G, connecting State to both Latitude and

Longitude. We term such backward directed edges as type-2 edges in G.

FD Case 3 relationships are ones where the RHS has multiple attributes and the LHS could
have single or multiple-attributes. Such relationships do not directly result in an edge in our
dependency graph G. Instead, as classically done in FD literature [88], we subject such FD
relationships to an intermediate decomposition step. Specifically, the multi-attribute RHS
of FD Case 3 relationships is decomposed into multiple single-attribute RHS dependencies
each comprising the original LHS. Further, in each of these new decomposed relationships,
if the LHS is single-attribute, it is treated as a FD Case I relationship (i.e., a directed edge
from LHS to RHS is added to G), else it is handled as an FD Case 2 relationship, wherein
for each attribute in the multi-attribute LHS, a backward dependency edge from the single-
attribute RHS is added to the dependency graph G. Therefore, for every column in the
right-hand side (RHS), we employ either type-1 or type-2 edge construction, depending on
the value of its left-hand side (LHS). Full procedure detailed in Appendix A.2.1 Algorithm 3.

4.2.3 Putting It All Together

Until this point, our construction of the graph G has only been limited to considering pair-

wise relationships between columns in D. Graph properties like functional dependency tran-
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sitivity, require us to obtain a total ordering on the nodes v € V of G(V,€) that is deter-
ministic in nature for effective auto-regressive LLM training. This implies that in order to
obtain a feature order permutation (k) from the derived functional dependency relationships

(Sec. 4.2.2), a computation must be performed on the entire dependency graph G(V, ).

We define this task of obtaining a total feature order k from G(V, £) as an optimization step
which seeks to produce k while minimizing the number of violated relationships in G(V, £).

Appendix A.2.1 Algorithm 4 outlines this procedure.

Consider the trivial case of having an empty FD graph G i.e., || = 0. If the columns of
a table are not functionally dependent on each other, then the order of generation is not
important and k can be some arbitrary permutation of the columns in S. For all other
cases, our total feature ordering algorithm operates in three phases, as shown in Fig. 4.2b.
[Phase 1: Condensation|. It is apparent that if a graph is not a directed acyclic graph
(DAG), there is no optimal solution to the total feature ordering problem. In other words,
there must be FDs that cannot be satisfied in the resulting total order permutation k. In
such cases, we compute the strongly connected components (SCC), and condense them into
super nodes, thus transforming the original graph into a DAG. [Phase 2: Ordering]|. An
application of a topological sort onto the DAG from Phase 1 will result in a total feature
ordering with all SCCs in G compressed into super nodes. [Phase 3: Expansion of SCC].
Once the topological sort is conducted in Phase 2, we finally expand the SCC super nodes
(via. arbitrary ordering) such that although the intra-SCC ordering of the nodes within the

SCC is arbitrary, their ordering relative to non-SCC nodes is maintained.
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4.2.4 Synthetic Data Generation using PAFT

After the optimized feature order permutation is obtained (via Appendix A.2.1 Algorithm 4),
we fine-tune the LLM with the textually encoded table record t; such that the auto-regressive
generation process is governed by the optimal feature order permutation k = ¢(D, S). Specif-

ically, we generate the table governed by order k as defined in Eq. 4.4.

m

P(tz) = P(f,"kl, ey ti,k]-) ~ H P(tz‘,kj |ti,k17 . ti,kj_l)- (44)

j=1

We employ the Low-Rank Adaptation (LoRA) fine-tuning strategy [56]. To generate syn-
thetic rows, we first sample the initial token p(t;x, ) from the marginal distribution of variable
k1 in actual training data, and then use Eq. 4.4 to sequentially sample subsequent tokens

p(tix,;), where j € 2,...,m.

4.3 Experimental Evaluation

We conduct an exhaustive empirical evaluation of PAFTto assess its ability to reproduce
realistic data distributions, superiority over other competing approaches, and most impor-
tantly substitutability of data generated by PAFTin the context of a larger ML pipeline.

More specifically, the questions we seek to answer are:

1. Does PAFT-generated synthetic data accurately capture conditional distributions within

categories? (Sec 4.3.1)

2. Does PAFT generate data respect the consistency of intrinsic data characteristics?

(Sec 4.3.2)
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3. Does the synthetic data generated by PAFT pass the sniff test? (Sec 4.3.3)

4. Can data generated by PAFT replace real data in downstream ML model training?
(Sec 4.3.4)

5. Do the data sets generated by PAFTadhere to real distributions and possess mode

diversity? (Sec 4.3.5)

6. Can PAFT enhance the stability in generating high quality tables, resulting in a faster

sampling phase (Sec 4.3.6)?

7. Do newer generations of LLMs obviate the need for PAFT? (Sec 4.3.7)

Datasets. We evaluate the effectiveness of PAFTthrough experiments on six real datasets
commonly used in synthetic table generation studies such as GReaT [15] CTGAN [140].
These are Beijing [25], US-locations [41], California Housing [85], Adult Income [13], Seat-
tle [112], and Travel [121]. Separately, we also generate a set of four simulated datasets for
class-mixture distributions (as described in Algorithm 5 Appendix A.3.1). Details of dataset

statistics are in the Appendix A.3.1.

Baselines. For benchmarking, we organize baselines that utilize current deep learning ap-
proaches for synthetic data generation (CTGAN [140], CopulaGAN [140], TabSyn [146]) and
the most advanced synthetic table generator with LLM fine-tuning GReaT [15]. To guaran-
tee an equitable comparison, we employ the Distill-GReaT model for both LLM techniques

in all tests.

Reproducibility. Each baseline (CTGAN, CopulaGAN, TabSyn, GReaT) adheres to the
recommended hyperparameters and utilizes officially released API tools: Synthetic Data
Vault [92] and GReaT [15]. For a fair comparison of GReaT and PAFT, the LoRA fine-

tuning parameters are set the same as: Lora attention dimension r = 16, alpha parame-
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Mean Violation Rate Across 51 US States
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Figure 4.3: For a composite dataset, US-locations, this comparison examines state-specific
violation rates across different synthetic data generation approaches. The error bars repre-
sent standard deviation. The states on the x-axis are ordered by decreasing violation rates.
PAFT significantly reduces state-specific violations in the composite dataset.

ter for Lora scaling lora_alpha = 32, the names of the modules to apply the adapter to

target_modules = c_attn, the dropout probability for Lora layers lora_ dropout = 0.05,

bias = none.

Parameters for MLE and Discriminator Models. We utilize neural network, lin-
ear /logistic regression, and random forest models from the Scikit-Learn package for the ML
efficiency and discriminator experiments. The exact hyperparameters for each model are de-

tailed in Appendix Table A.2. Every result is evaluated through the 5-fold cross-validation

process.

Low-order statistics [146] of column-wise data distribution and pair-column correlation

are calculated with the SDV library !.
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Table 4.2: Violation rates across different categories in the same dataset highlight the
effectiveness of PAFT in addressing conditional distribution challenges in mixed-category
datasets. Notably, even though baseline models may perform well in the MLE task or
distribution evaluation, they often fail in practical boundary checks, such as functional de-
pendencies (FDs). We can see that states with the lowest violation rates are the
easiest to model, i.e. rectangular.

States with the Highest Violation Rates ({)
(Sorted by LLM baseline: GReaT)

Category (State)| MO AK KY FL WV
<% et iAW —_—
- e B Ay
L Dy “i«%”\ “ 5 ) T

Real Data 0% 0% 0% 0% 0%

CTGAN 98.0%  99.3%  97.4%  99.9%  100%
CopulaGAN | 99.3%  84.6%  99.3%  97.8%  100%
TabSyn 10.5%  172%  229%  25.1%  28.1%
GReaT 171%  184%  20.6%  21.9%  22.3%
PAFT | 1.9%  51%  3.4%  3.4%  3.4%

States with the Lowest Violation Rates ()
(Sorted by LLM baseline: GReaT)

Category (State)| CO KS NM SD UT

Real Data | 0% 0% 0% 0% 0%
CTGAN 96.5%  97.0%  99.5%  97.5%  99.3%
CopulaGAN | 98.3%  98.8%  984%  98.3%  98.4%
TabSyn 11.3%  184%  62%  17.3%  16.6%
GReaT 05%  09%  12%  15%  2.1%
PAFT | 0.0% 03% 0.9% 0.9%  0.0%
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4.3.1 RQ1: Does PAFT-generated synthetic data accurately cap-

ture conditional distributions within categories?

Capturing and generating the diversity in a multi-class setting (composite dataset) has been
shown to be a challenging practical problem [77]. In addition to Table 4.1, Fig. 4.3 and Table
4.2 further illustrate the widespread nature of this issue within the same composite dataset,
where the GAN-generated results exhibit an almost 100% violation rate. The term ‘compos-
ite dataset’ refers to a dataset in which the distributions across different subcategories show
significant variances. The LLM model GReaT, which employs random order permutation,
shows a significant improvement in maintaining conditional distributions. Nevertheless, its
performance remains inconsistent due to unevenness within categories, resulting in viola-
tion rates ranging from 0.5% to 22.3%. In contrast, PAFTconsistently controls deviations
from the real facts of conditional distributions, maintaining them within a range of 0% to
5%. This reliability holds even in challenging subcategory cases where baseline methods

underperform.

4.3.2 RQ2: Does PAFT generate data respecting the consistency

of intrinsic data characteristics?

In addition to the dissimilar sub-category challenge, we also investigate whether unsatis-
factory conditional distributions exist in general across various datasets, and whether the
PAFT method can address these issues. In line with this, we conducted rule checks that
were derived from real-world scenarios and subsequently evaluated the generated data from
all models. Table 4.3 displays the violation rate in the generated data. From the table, we

observe that PAFTadheres to data’s characteristics more faithfully (i.e., significantly fewer

'"https://docs.sdv.dev/sdmetrics/reports/quality-report
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Table 4.3: Datasets have intrinsic characteristics like functional dependencies, range re-
strictions, and other domain knowledge. Results are averaged over five random runs, with
variance detailed in Appx. Table A.3.

Intrinsic Fact Fact Violation Rate (/)
(Dataset) CTGAN Cop.GAN TabSyn GReaT PAFT

Lat-long—State
(US-locations)

Lat-long — CA
(California)

99.2%  98.5% 21.5% 82% 2.9%

47.6%  99.9% 88% 54% 1.3%

Med. house price
— [1.4€°, 5¢°] 1.5% 0.01% 0.0% 0.0% 0.0%
(California)

education—
education-num  83.9% 19.1% 14% 1.2% 0.5%
(Adult)

Zipcode— Seattle
(Seattle)

0.0% 99.9% 0.0% 0.0% 0.0%

rule violations) than baseline methods, by learning together with functional dependencies.

4.3.3 RQ3: Does the synthetic data generated by PAFT pass the

sniff test?

Similarly to the analysis conducted in recent work [15] (GReaT), we employ the random
forest (RF) algorithm to train discriminators to distinguish real data (labeled True) and
synthetically generated data (labeled False). Subsequently, we test performance on an unseen
set (consisting of 50% synthetically generated data and 50% real data). In this experiment,
scores represent the percentage of correctly classified entities. In this case, an ideal accuracy
score would be close to 50%), which means the discrimniator fails to distinguish between real

and synthesized data. The scores are shown in Table 4.4 and indicate that the data generated
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by PAFTare most indistinguishable from real data, even by powerful discriminative models.

Table 4.4: Privacy Discriminator Performance. The scores stand for the accuracy for de-
tecting real or fake data, where the ML models are trained using 50% real data and 50%
random data. An ideal accuracy score is 50, indicating the model cannot distinguish between
real and synthesized data. The best results are marked in bold, the second-best results are
underlined. Results are averaged over five random runs, with variance detailed in Appx.

Table A.7.

Data Sniff Test - ML Discriminator Accuracy
(Values closest to 50% are best.)

Method |[CTGAN|Co.GAN|TabSyn | GReaT | PAFT
Beijing 99.16% | 98.69% | 50.97% | 51.1% [50.09%
US-locations | 99.94% | 97.74% | 51.97% | 50.47% |50.01%
California | 98.35% | 86.64% | 50.64% | 53.74% |49.89%
Adult | 94.43% | 59.82% | 51.64% |51.12%)| 48.75%
Seattle | 87.61% | 85.7% [50.12%] 68.27% | 47.21%
Travel | 77.96% | 74.14% |50.66%| 62.49% | 48.18%

4.3.4 RQ4: Can data generated by PAFT replace real data in

downstream ML model training?

We next assess the effectiveness of the generated (synthetic) data by comparing the perfor-
mance of discriminative models trained on synthetic data versus real data for their target
tasks. Models tested include random forests (RF), linear regression (LR), and multi-layer

perceptron (NN). As shown in Table 4.5, PAFT is best or second best in over 80% of (dataset,

method) combinations.
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Table 4.5: MLE performance. MLE performance: For datasets with regression tasks (marked
*), performance is evaluated using MAPE (where lower scores are better). For datasets with
classification tasks, accuracy is used (where higher scores are better). The best results are
marked in bold and the second-best results are underlined. Results are averaged over five
random runs, with variance in Appx. Table A 4.

Regression | MAPE (J) Over Different Methods
Dataset(*) | Orig. [CTGANCo.GAN TabSyn|GReaT PAFT
RF|041%| 2.49% 2.15% 0.7% | 0.57% 0.52%
Beijing LR|1.37%| 2.23% 1.55% 1.25% |0.97% 1.34%
NN|0.99% | 2.44% 2.83% 1.01% | 1.16% 0.95%
RF |[0.18% | 0.65% 0.39% 0.22% | 0.25% 0.20%
Calif. LR |0.30%| 0.54% 0.5% 0.30% |0.29% 0.31%
NN|0.34% | 0.53% 0.47% 0.29% | 0.3% 0.27%
RF|0.33%| 0.76% 0.38% 0.30% | 0.35% 0.28%
Seattle LR|0.29% | 0.74% 0.32% 0.23% | 0.33% 0.29%
NN|0.28% | 0.71% 0.38% 0.28% | 0.33% 0.27%
Classif. Accuracy (1) Over Different Methods
Dataset | Orig. [CTGANCo.GAN TabSyn|GReaT PAFT
RF [99.95%| 7.17% 45.33% 99.99%99.84% 99.91%
US-loc. LR[46.1%| 5.11% 31.08% 43.69% |45.65% 49.41%
NN[99.85%| 7.56% 53.34% 99.64%|98.94% 99.44%
RF [84.97%| 71.15% 81.33% 83.69% [83.89% 83.06%
Adult LR [78.53%]| 75.68% 78.18% 78.38%| 76.1% 77.24%
NN| 76.9% | 75.69% 76.6% 78.36%|78.23% 79.16%
RF [88.95%| 56.35% 67.18% 84.09%|79.78% 85.19%
Travel LR [82.87%| 70.17% 79.56% 83.31%|78.34% 82.76%
NNRBL.77%| 71.05% 79.56% 81.88% |80.77% 83.20%

4.3.5 RQ5: Do the data sets generated by PAFTadhere to real

distributions and possess mode diversity?

We also evaluate how closely the density and diversity of the true data distribution are

matched by PAFTgenerated data using correlation metrics and density-based distance met-
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rics. Specifically, we employ the Kolmogorov-Smirnov Test (KST) to evaluate the density
estimate of numerical columns, and the Total Variation Distance (TVD) for categorical
columns. When calculating the correlation between columns, we employ Pearson correlation
for numerical columns and contingency similarity for categorical columns. The results for
both density estimate similarity and correlation based analysis are detailed in Table 4.6. As
shown, PAFTsynthetic data closely matches the real data in terms of univariate distribution

and bivariate correlation, outperforming the baseline.

Table 4.6: Low-order statistics [146] of column-wise data density and pair-wise column
correlation!. Scores range from 0 to 1. Higher values indicate more accurate estimation.
PAFToutperforms the best generative baseline model in most case. The best results are
marked in bold, the second-best results are underlined. Results are averaged over five ran-
dom runs, with variance in Appx. Table A.5 and A.6.

Single-Column Shape Score (1)
Dataset ‘CTGAN Co.GAN TabSyn‘GReaT PAFT
Adult | 081 092 0.98 | 0.88 0.90
Beijing | 0.89 0.79  0.98 | 0.93 0.97
California | 0.87 0.77  0.98 | 0.89 0.83
US-locations| 0.83 082 096 | 0.93 0.97
Seattle | 083 073 093 | 090 0.93
Travel | 084 090 093 | 0.93 0.93

Two-Column Pair Trends score (1)
Dataset ~ |CTGAN Co.GAN TabSyn|GReaT PAFT
Adult | 081 0.86  0.93 | 0.80 0.78
Beijing | 0.92 0.94 0.99 | 095 0.98
California | 0.84 087  0.97 | 0.87 091
US-locations| 0.50  0.55  0.93 | 0.89 0.94
Seattle | 074 072 080 | 0.76 0.81
Travel | 077 080 0.87 | 0.85 0.82
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Visual examples are depicted in Figure 4.4. PAFThas the ability to generate a wide range

of diversity, encompassing both continuous and discrete variables, which closely resembles

real data.
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Figure 4.4: Column distributions visualization for each dataset generated by CTGAN, Copu-
laGAN, GReaT, and PAFT. The top row displays examples of numerical columns, while the
bottom row presents examples of categorical columns. Overall, PAFT(Blue) has the closest
distribution to real data (Red) compared to other synthesis methods. PAFTalso showcase

the ability to generate a wide range of diversity.

4.3.6 RQG6: Can PAFT enhance the stability in generating high

quality tables, resulting in a faster sampling phase?

When it comes to the comparison between fine-tuning approaches in LLM, the quality of the
generated table rows can be reflected in the sampling process. This is particularly evident
when generating an i.i.d row that involves auto-regressive generation. If the generated row
cannot be decoded back into a real table row, then another sample needs to be redone. Given

that the device condition and hyperparameters of the GReaT and PAFT are identical, a
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shorter sampling time indicates a higher probability of accepting a generated row, meaning
improved generation quality. (See Table 4.7.) Furthermore, the time measurement is based
solely on a single-core GPU to ensure a fair comparison of different baselines. Using multiple

GPU parallel computing can significantly speed up the fine-tuning process in practice.

Admittedly, PAFTand all LLM fine-tuning based table generators share the identical chal-
lenge of time consuming (both training and sampling), comparing to classic DL or GAN
based table generators. In exchange for the investment of time, there are several advan-
tages to consider. These include the elimination of data preprocessing which is a significant
time cost for a human expert in charge of data preparation, a deep understanding of real-
world knowledge, and finally DL-bsaed generators have been shown to fail when the table

generation task involves generating columns with textual sentences as their values.

Table 4.7: A run time comparison of all generative models. Models were trained and fine-
tuned using comparable hyperparameters, and generated samples were of the same size as the
real dataset. For certain datasets that pose difficulties for auto-regressive generation (such
as Adult), PAFT can significantly enhance the quality of the generation process, resulting
in reduced generation time. For typical datasets with fewer challenges, the time-efficiency
performance of GreaT and PAFTis comparable. (The standard variance of time in the five
random experiments was smaller than one secondary unit, so it has been omitted).

CTGAN CopulaGAN TabSyn
Training Time Sampling Time Training Time Sampling Time Training Time Sampling Time
Adult 50:38 sec 0:47 sec 11:26 min 1:04 sec 46.35 min 7.38 sec
Beijing 55:72 sec 1:07 sec 13:94 min 2:67 sec 54:11 min 9:89 sec
California Housing ~ 2:79 min 5:68 sec 5:72 min 1:02 sec 33:27 min 4:81 sec
US-locations 18:53 sec 0:17 sec 4:72 min 0:39 sec 28:6 min 4:47 sec
Seattle 3:56 sec 0:07 sec 24:93 sec 0:13 sec 18:43 min 0:64 sec
Travel 0:40 sec 0:04 sec 12:49 sec 0:06 sec 16:44 min 0:63 sec
GReaT PAFT
Training Time Sampling Time Training Time Sampling Time
Adult 3:52 hr 37:47 min 3:49 hr 5:15 min
Beijing 4:10 hr 5:24 min 4:08 hr 5:21 min
California Housing 2:23 hr 4:16 min 2:22 hr 2:58 min
US-locations 55:48 min 58 sec 54:33 min 58 sec
Seattle 7:42 min 10 sec 7:43 min 11 sec

Travel 3:30 min 5 sec 3:33 min 5 sec
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4.3.7 RQ7: Do newer generations of LLMs obviate the need for

PAFT?

The choice of foundation models for synthetic table generation involves two key considera-
tions: in-context learning and fine-tuning, especially with large-parameter models such as
GPT-4 and LLaMA. A recent survey [42] indicates that the in-context learning approach
of GPT-4 is well-suited for augmenting tabular data in low-data regimes, as highlighted
by CLLM [113]. However, GPT-4 suffers from limitations such as the disappearance of
column-wise tail distributions and a low success rate in accurately extracting output cell

values [42].

In contrast, the state-of-the-art GReaT [15] and other synthetic data generation approaches [116,
148, 151] typically employ smaller models like GPT-2 or DistilGPT2, which effectively ad-
dress attribute encoding while reducing feature engineering efforts. These smaller models
already outperform traditional GAN and traditional statistics-based approaches. For exam-

ple, DistilGPT2 can be trained using LoRA on GPUs as modest as the Tesla P100.

Importantly, fine-tuning larger models such as GPT-4 entails significant computational cost.
For instance, fine-tuning a GPT-4 model for three epochs on a dataset with 50k rows and a
five-column table costs approximately $300 (OpenAl) or requires equivalent high-end GPU
resources. Therefore, while the same fine-tuning schema can be applied to models like GPT-4

or LLaMA, it is not a cost-effective solution compared to the solutions considered here.

In summary, newer generation LLMs do not obviate the need for PAFT. Our
method directly addresses the impedance mismatch between autoregressive LLMs
and synthetic table generation—particularly by preserving functional dependen-
cies through permutation-aware fine-tuning—a challenge that persists even with

advanced models.
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4.4 Discussion

This chapter has brought LLMs closer to the goal of generating realistic synthetic datasets.
By learning FDs and leveraging this information in the fine-tuning process, we are able to
align the auto-regressive nature of LLMs with the ordering of columns necessary for gen-
erating quality synthetic data. While PAFTis quite broadly applicable by itself, it can be
extended in several directions. First, what are other, perhaps more expressive, types of tab-
ular constraints that can be utilized in the fine-tuning process? Second, what is the internal
basis for regulating orders inside a transformer architecture and can we more directly har-
ness it? Third, can we theoretically prove the (im)possibility of generating specific synthetic
datasets by LLM architectures? Fourth, despite the numerous advantages of LLM in learn-
ing and generating tabular data, scalability remains an acknowledged challenge [15, 33, 42],
encompassing concerns such as context window and training speed. And finally, privacy-
preserving methods have been implemented in table generators based on GANs but remains

understudied in LLM fine-tuning. These questions will be the focus of our future work.

Limitations. The row-wise generation cost of our method, particularly when employing
fine-tuning, is affected by the dataset sample size and computational resources (GPU).
Moreover, the capacity of PAFTto generate columns is affected by context window sizes.
These limitations can be overcome by the newer generation of LLMs or by exploring partial

row generation, i.e., generating a row in multiple steps using an LLM.

Overall in this chapter, we discussed the use of LLM fine-tuning for generating synthetic
tabular data with minimal feature preprocessing. Based on the proposed PAFT pipeline,
this approach promises more robust row fidelity. However, in practical data science scenar-
ios, the scale of data can be large, and the computational cost of training large language

models cannot be considered trivial. Therefore, in the next chapter 5, we propose leveraging
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prior domain knowledge, referred to as KGP (Knowledge-Guided Prompting), to guide in-
context learning for tabular data generation. This approach aims to strike a balance between

generation quality and the computational cost of using LLMs.



Chapter 5

Reducing In-Context Learning

Burden in STG via LLM Priors

While Chapter 4 showed that fine-tuned LLMs can generate high-fidelity synthetic tables
with minimal preprocessing, their computational cost remains a major concern at scale. To
address this, we now explore an alternative approach using prior domain knowledge to guide

in-context learning, aiming to balance generation quality with efficiency.

Synthetic data generation is a key ingredient in many data science pipelines, e.g., to help
overcome privacy limitations [2, 60], to support machine learning in domains where there are
imbalanced classes [52], to enable data augmentation when real data is scarce [29], and to
simulate rare or extreme events that are difficult to capture in real-world datasets [38]. Many
powerful ML algorithms, e.g., generative adversarial networks (GANs) [47, 57, 131, 138, 140]

rely on synthetic data generation as a key ingredient to their workflow.

Recently, large language models (LLMs), especially the latest variants such as GPT-40 and
the LLaMA series, have been examined for their potential as structural data regressors
or generators. Most modern LLMs are based on the transformer architecture [128] with
parameters ranging from few millions to billions [54], and researchers have developed creative
ways to harness LLMs in traditional machine learning and data contexts. For instance,
LIFT [33] transforms table rows of raw numerical data into sentences such as ‘An Iris plant

with sepal length 5.1cm, sepal width 3.5cm..”; and employs an LLM to solve traditional

71
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machine learning taasks like classification, regression, and generation. GReaT [15] fine-
tunes an LLM for synthetic data generation and show that even small-scale models such as

Distill-GPT [97] are capable of synthetic data generation [15].

While the above works fine-tune an LLM to support data generation, newer variants support
synthetic data generation out-of-the-box, i.e., with in-context learning (ICL) [113]. Using
just a few example rows in the context window, an LLM can be made to generate synthetic
data conforming to inferred properties of the supplied rows. However ensuring fidelity to
complex, heterogeneous distributions by finding representative examples remains a challenge
and requires careful experimentation. Just as sampling points on a curve might require more
points where there are shifts in behavior (versus regions where there is more normalcy),
we will require more ICL examples for some regions versus others to support improved

generalization.

In this chapter, we investigate if/how much an LLM’s in-built prior knowledge can help in
synthetic data generation and, more specifically, whether it can replicate behavior that pre-
viously required an inordinate number of ICL examples. We ask the question: ‘how many
examples can a prompt substitute for?’ and aim to capture this tradeoff by defining knowl-
edge levels and studying their interplay with the number of ICL examples. Our approach
is dubbed knowledge-guided prompting (KGP), where domain knowledge, either inferred
or available, is explicitly injected into the prompt, reducing dependence on ICL examples.
This enables new approaches to synthetic data generation than purely data-driven or purely

knowledge-driven approaches.

Our contributions are:

1. We propose an automatic knowledge-guided prompting (KGP) approach to improve

the quality of structured data generation while at the same time limiting the number of
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ICL examples required. This approach is especially valuable in scenarios where there
is data paucity or we wish to reduce the number of tokens while maintaining synthetic

data generation quality.

2. The KGP approach proposed here systematizes prior knowledge into strong knowledge
(e.g., symbolic constraints, statistical priors) versus weaker knowledge (e.g., mono-
tonicity constraints, dependency relationships), and explores their interplay w.r.t. the

number of ICL examples.

3. Through numerous experiments, we demonstrate that our KGP approach yields better
generation quality than using purely ICL examples, unlocking new hybrid approaches
to synthetic data generation. Most importantly, we demonstrate how the KGP frame-
work provides a framework to think about scaling laws that predict the number of

examples needed for given levels of prior knowledge.

5.1 Knowledge Guided Tabular Data Generation with

LLMs

Synthetic tabular data generation typically comprises a generation function G(-) : Dyain —
Dout where Dy, is the set of samples supplied to G as input and D, is the target data
distribution. The main objective of the tabular data generation task is to generate synthetic
data Dsyy conditioned upon Dj, such that Dgyy ~ Doy i.e., the generated data captures the

joint distribution inherent in Dy .

Recently, LLMs owing to their semantic recognition capabilities as well as pre-trained knowl-

edge, have demonstrated effectiveness in the synthetic tabular data generation task. In the
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(a) Traditional synthetic tabular data generation pipeline.

R‘?atl, D[ata Data Chunks ICL Prompt " Generated Data Chunks S ntE::it::)ata

— (sf l:,,ir)mﬁl (Local Knowledge ) Chunks (Local + Global KG) Y

9471 | 35344 | 3258 | 266.88
9473 | 35344 | 4760 | 267.02
9476 | 35345 | 6567 | 267.42

-| Sampling
—_—

9.473 | 35343 | 84.09 | 26699 | ..

Encoding KG Prompt @ Generate

temp s
568

Merge 953 | 3355 | 019 | 26966 | .|

O [7618 [ 3535 [ 11536 | 32652 | . |

sal | press | 02_cal

35355 | 15861 | 250.25

: . : - T T Domain Knowledge
% Statistical é Semantic % Symbolic
Knowledge Knowledge Knowledge

The variables are defined over the following
domains: temp ranges from 7.6 to 9.7, sal ranges
from 35.2 to 35.4, press ranges from 0.19 to 269.9,

It has been observed that O2 solubility in water is
inversely proportional to both temperature and
salinity. The other factor is pressure. Higher
pressure leads to increased O2 solubility.

Assume the equation is: fi = a3 +
a2(12) + a3 In(1%g) - as(g) fo =
fi+s(=as +as(345) = a7 (55)>).

02 cal ranges from 250.3 to 326.5.

(b) Knowledge-guided prompting (KGP) pipeline.

Figure 5.1: (a) a traditional synthetic tabular data generation pipeline using LLMs en-
codes sample data as in-context learning examples to drive the generation process. (b) Our
knowledge-guided prompting (KGP) approach, incorporates automatically inferred domain
knwoledge, providing the LLM-based generator a complementary context in addition to ICL
examples. Our experimental findings indicate that such global property conditioning via.
KGP leads to a significant improvement in synthetic data generation quality.

context of LLM based tabular data generation, we can think about the LLM as a few-
shot generator where the few-shot nature of the problem arises from the in-context learning
(ICL) examples Diyain supplied as input to the LLM-based generator G as part of the input
query ¢ = [< prompt >; Dyain]. The query ‘q’ comprises the prompt along with Dy, ICL

examples.

In the LLM tabular data generation task, owing to the limited effective context windows

in LLMs, the input data is chunked into ‘c’ chunks, each a group of k rows Diain =

{D(l)

erain - - - >Dt(12m} and each chunk is supplied to the LLM as a set of in-context learning

(ICL) examples, in addition to a prompt i.e., ¢; = [< prompt >; D |. The result of all the

train
queries ¢;|i = 1...c are merged to form the final generated table Dy, = |U;_; Dé;)n Thus,

(2)

..), generates new table

the LLM, conditioned upon the prompt and ICL examples (i.e., D
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(@)

rows similar to Dy,

(@)

train

However, the properties of data in each chunk, D strongly influence the quality of data

generated and issues such as lack of full distributional coverage and process noise may af-

(@)

out’

fect the data DY

train and also

thereby carrying over to the generated output chunk D
create intra-chunk and inter-chunk inconsistensies. To alleviate these adverse effects, we
propose knowledge-guided prompting (KGP) as a method to inject prior domain knowl-
edge about (global) properties prevalent in the ground-truth data distribution in addi-
tion to the ICL examples DY Essentially, this entails augmenting each query ¢; = [<

train-
(@)

rain) Prior domain knowledge may occur in many forms

knowledge — guided prompt >;D
and we now detail the various types of domain knowledge and how to inject each into the
LLM tabular data generation pipeline via KGP. The full LLM-based tabular data generation

pipeline with KGP is depicted in Fig. 5.1.

5.1.1 Encoded Knowledge Types

A knowledge guided prompt (KGP) accompanying a chunk Dt(ii)ﬂn of a dataset Diain, holds

for all of Dyyain. Otherwise stated, KGP encodes global knowledge while a data chunk holds

local knowledge.

Prior domain knowledge may appear as symbolic relationships, functional dependencies,
semantic descriptions of the data as well as statistical knowledge about the data distribution.
The various types of domain knowledge we categorize are illustrated in Table 5.1, along
with KGP examples of each. More detailed examples in the context of specific datasets
investigated in this chapter, are included in Table 5.2. We specifically focus on three major

types of knowledge guidance in this work:

1. Symbolic KGP: In this form of KGP, we assume access to the symbolic (theoretical)
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relationship governing the (possibly noisy) data generation process.

2. Semantic KGP: In this form of KGP, we assume we can encode (partial) knowledge

of the data distribution in terms of common prior to take advantage of the semantic

recognition capabilities of the LLM.

3. Statistical KGP: In this form of KGP, we assume (weak) knowledge about ranges of

specific columns in our tabular data.

Fig. 5.1b depicts the proposed KGP pipeline with the various types of domain knowledge
considered. Throughout our experimentation, we do not treat all three types of domain
knowledge equally, we assume ‘Statistical KGP’ as weak domain knowledge that is the most
prevalent, ‘Semantic KGP’ also as weak domain knowledge with relatively lower prevalence
than Stastical knowledge and finally we assume ‘Symbolic KGP’ as the strongest as well as

the least prevalent type of domain knowledge.

Table 5.1: Types of domain knowledge along with examples of how each type can be incor-
porated into KGP.

Type Knowledge Example

Strong  Symbolic  Equation: 3z* + 423 — 1222 + 2.

Strong Distribution The data follows a specific form of the Bohachevsky function.

Strong  Functional If Protocol is TCP, then packet size is between 40 to 65,535 bytes.
Dependency

Weak Semantic X and y coordinates of points when plotted visually depict a di-
Description  nosaur.

Weak Statistical ~ The variables are defined over the following domains: temp ranges
Knowledge from 7.6 to 9.7, press ranges from 0.19 to 269.9.
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Table 5.2: Example setup of different types of datasets and different levels of knowledge. In
practice, the data contains more digits; however, for presentation purposes, we only display
up to two to three decimal places.

Example Data W/o KGP  Statistical Semantic Symbolic Preview
(Stat.) (Sem.) (Sym.)
KGP KGP KGP
AP Calculus x is 2.4278, The wvari- The func- Consider 00— B4+ 4031202 +2
(Math) y is-0.8169. ables are tion f 1is the equa-
x is 0.2925, defined decreasing  tion:
y is 1.9153. over  the if x<=-2, 3az?+42°—
x is 1.1009, following increas- 1222 + 2.
yis-0.1916. domains: x ing if -
[...More] ranges from 2<=x<=0, R
-4.0 to 4.0.  decreas-
ing if
O<=x<=1,
and in-
creasing if
x>=1.
Datasaurus Dozen x is The range x and y N/A 100 e o dino
(Graphical) 55.3846, y of xis from coordinates R *
is 97.1795. 31.10686656 of  points o ':"W_._.,._..! 3 "..
x is  to when plot- dof e N,
51.5385, y 85.4461864, ted visually » "”-;:'&...:-,--
is 96.0256. and the depict a Raiett
[...More] range  of dinosaur. pEammmEeE
y is from
4.57766135
to
97.83761472.
O3 Sensing temp is The wvari- It has been N/A 0035
(Real World) 9.471, sal ables are observed ggzz
is  35.344, defined that 02 Z0.020
press is over the solubility Zoo1s
32.58, following in water is 0010
02 cal is domains: inversely zgzz
266.88. temp propor- 200 260,%0 0
temp is ranges tional to
9.473, sal from 7.6 both tem-
is  35.344, to 9.7, sal perature
press is ranges from and salin-
47.60, 35.2 to ity. The
02 cal is 354, press other factor
267.02. ranges from is pressure.
[...More] 0.19 to Higher
269.9, O2 pressure
cal ranges leads to in-
from 250.3 creased O2
to 326.5. solubility.
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Figure 5.2: Showcasing the MAPE and Hustoff distance between the synthetic data and
the real data. X-axis represents different ICL data sizes. The green curve represents the
semantic KGP and the blue curve represents the No-KGP setting. Take (a) for example,
by incorporating the visual knowledge phrase “x and y coordinates of points when plotted
visually depict a dinosaur.” into the prompt, the quality of the generated data improves
when the dataset is limited. The quantitative metric Hausdorff Distance decreased from
18.54 to 7.72 indicating a significant improvement when using 60 In-Context Samples.

5.2 Experimental Results

In this section, we design experiments on synthetic tabular data generation tasks to investi-
gate the effectiveness of knowledge-guided prompting (KGP) using LLMs. We evaluate our
approach using numerous datasets across mathematical, geometric, and real-world applica-

tions. Specifically, we wish to investigate the following research questions:

RQ1: What is the trade-off between domain-knowledge and ICL examples? (Section 5.2.2)

RQ2: Can domain-knowledge alleviate effects of poor data coverage or help with (out-of-

domain) OOD generalization? (Section 5.2.3)

RQ3: Which type of knowledge injection is the most effective? (Section 5.2.4)
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RQ4: How does KGP affect the quality of the synthetic data generated? (Section 5.2.5)

RQ5: (Case Study) Can we characterize the effectiveness of KGP in a real-world cyber-

physical scenario? (Section 5.2.6)

5.2.1 Setup & KGP Scope

Datasets. We have adopted real datasets across three application domains. We manually
extracted datasets from the AP Calculus textbook (specifically, Section 4 [9]), featuring vari-
ations of equations and descriptions of function characteristics, Thirteen datasets from the
Datasaurus Dozen exhibiting distinct visual characteristics [78], and an O, sensing dataset

from real-world applications related to cyber-physical systems .

Baselines. We aim to investigate the potential of in-context prompting techniques utilizing
large language models, and in this experiment the flagship OpenAl model GPT-4o is utilized
as the foundation model. In accordance with the system outlined in the previous section,

three levels of knowledge-guidance prompts will be introduced and analyzed in an ablation

study: Statistical KGP, Semantic KGP, and Symbolic KGP.

KGP Scope. It is important to clarify that for the purpose of this evaluation, we treat the
levels of knowledge as a set of concentric circles. In other words, “Semantic KGP” denotes the
combination of Statistical and Semantic KGP. Similarly, “Symbolic KGP” includes
all three forms of knowledge. Notably, Without knowledge implies no guidance from

knowledge is utilized, serving as the traditional baseline for synthetic data generation.

Metrics. The traditional metrics for synthetic data from the tabular data generation com-
munity are utilized, including machine learning utility (MLU), negative log likelihood (NLL),

KL divergence, and distance to the closest record (DCR). Additionally, for datasets contain-

thttps://www.bco-dmo.org/dataset /3426
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ing ground-truth symbolic equations, we employ mean square error (MSE) as the primary
metric for assessing data record validity. For datasets characterized by shape-focused distri-

butions, we employ Hausdorff distance to assess the similarity of the shapes.

5.2.2 RQ1: What is the trade-off between domain-knowledge and

ICL examples?

Encoding structural data within a text sentence for LLM utilization incurs a substantial
token load. This underscores the rationale for saving example data tokens to maintain
performance expectations or to enhance performance in scenarios where example data is

insufficient.

Although LLM developers continue to explore the upper limits of context windows for both
input and output, their efforts remain insufficient in the domain of synthetic structural data
generation. Therefore, it is important to consider strategies for conserving tokens utilized
by in-context data samples, as well as identifying ways to assist a language model when a

user’s example data is limited. Here are two common cases:

Simple Data Distributions. When the joint distribution of the data is easy to model,
using KGP will decrease data requirements and thereby reduce token demand, leading to
financial and time saving. Figure 5.2a.,b,c and e investigate the impact of KGP on data
generation when the target data follows a simple joint distribution. Specifically, Figure 5.2a,
b have been evaluated on datasets from the AP calculus [9] data corpus, where 4 KGP
variants have been evaluated enabling us to investigate the full range of knowledge-guidance
granularity (i.e., statistical, semantic and symbolic knowledge guidance). For each KGP
variant, one context with 20 ICL examples and another with 50 ICL examples has been

evaluated. The plots in Figure 5.2a,b both clearly demonstrate the benefit of KGP over the
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Figure 5.3: Visualization of out-of-distribution (OOD) generation, featuring two mathemat-
ical functions: Sigmoid and Bohachevsky. In the ICL Real Data figure (a) & (e), the red
data points represent the observed field, whereas the grey data points indicate the complete
ground truth field. Figure (b)-(d), (f)-(h) showcase the generated synthetic data under cor-
responding KGP settings.

‘No KGP’ variant in low data (i.e., 20 ICL examples) scenarios.

Finding: Semantic KGP, Symbolic KGP require 40% fewer ICL examples to achieve the

same generation quality as a variant without KGP.

Further, a similar experiment is carried out on the Datasaurus corpus [78] employing the
popular Hausdorff distance metric to test data generation quality. In this scenario, we
compare the ‘No KGP’ variant with the ‘Semantic’' KGP variant. The two variants are each
evaluated in two ICL contexts namely, one with 10 and another with a 100 random ICL
data points. The goal is once again to evaluate how the KGP affects tabular data generation

quality and its utility in low-data scenarios.

Figure 5.2d evaluated in the context of the Dino dataset from the Datasaurus corpus, illus-
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trates that ‘Semantic KGP’ achieves equivalent generation quality as ‘No-KGP’ with a 40%
reduction in the number of ICL examples. Figure 5.2e is a similar comparison performed on
the Away dataset from the Datasaurus corpus and demonstrates an even higher reduction
(ie., 90%) in ICL examples in the Semantic KGP context to achieve thee same generation

quality as the No KGP context.

Finding: Overall, KGP improves synthetic-data generation quality with a 40% - 90% reduc-
tion in ICL examples while achieving the same generation quality as a variant without KGP,

even in for simple data distributions.

Complex Data Distributions. In Figure 5.2c and 5.2f, we evaluate datasets from the
AP Calculus and Datasaurus corpora respectively except here, we consider datasets where
the data exhibits a more complex (i.e., harder to model) joint distribution. Figure 5.2f
illustrates an example of modeling a relatively difficult joint distribution (i.e., High Lines
dataset) which is difficult owing to the data being distributed in disparate statistical modes.
Here, we notice that despite being conditioned on 100 in-context samples, even a state-of-
the-art LLM like GPT-40 alone (i.e., (with No KGP) does not generate a valid synthetic
joint distribution (as evidenced by high Hausdorff distance of the blue line even at ICL 100).
However, by simply injecting a semantic KGP statement such as ‘x and y are visually looking
like high lines’, the model can not only significantly improve the quality of generated data

but achieves the same generation quality as ‘No KGP’ with 80% fewer ICL examples.

Figure 5.2 represents a cubic polynomial function, also hard to model in a purely data-driven
manner. We notice that incorporating any form of KGP (statistical, semantic or Symbolic)
leads to a significant reduction in data generation error and a 50% reduction in ICL examples

to achieve the same generation quality as the ‘No KGP’ variant.

Overall Finding: KGP results in a significant reduction in ICL examples for synthetic tabular
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data generation, both in contexts where the data follows an easy and a hard joint distribution.
Specifically, knowledge guidance leads to a 40%-90% reduction in ICL examples in the easy

data context and between 50%-80% reduction in the hard data context.

5.2.3 RQ2: Can domain-knowledge alleviate effects of poor data

coverage or help with OOD generalization?

Table 5.3 showcases the capability of generating previously unobserved structural data on the
basis of the ‘Statistical’ and ‘Semantic’ KGP provided, while Figure 5.3 illustrates the visual
representation. When calculating the MSE of the uncovered field of the ‘No KGP* variant,
noise will be examined. ‘Statistical’ KGP and ‘Semantic’ KGP will generate data to cover
those region utilizing the injected domain knowledge. The mean squared error (MSE) of
the sigmoid function can be significantly reduced by 98%. Furthermore, with respect to the
Bohachevsky function, the absolute value of the error decreased from 1.62 to 0.44 due to its
higher dimensionality and increased complexity. In the realm of complex functions, delving
into unfamiliar areas demands increased caution, as the LLM generator may mistakenly treat

unknown fields as similar to known ones, as illustrated in Figure 5.3c and 5.3g.

Table 5.3: MSE for OOD generalization.

. Statistical Semantic | MSE

Math Function | W/o KGP KGP KGP Tmpr.
Sigmoid (2d) 0.11 0.09 0.002 | | 98%
Bohachevsky (3d) 1.62 2.23 0.44 1 73%

Overall Finding: — With the support of domain knowledge, KGP is capable of generating

out-of-distribution (OOD) data and augmenting datasets that suffer from poor coverage or
missing values. The data generated through ‘Statistical’ plus ‘Semantic’ KGP exhibits an

error rate that is 78% to 90% lower compared to the plain ‘No KGP’ method when exploring
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to unknown data feild.

5.2.4 RQ3: Which type of knowledge injection is the most effec-

tive?

Table 5.4 shows that the injection of ‘Statistical’ KGP and ‘Semantic’ KGP generally leads to
consistent and improved data quality. Utilizing the complete equation, notably ‘Symbolic’
KGP, does not always produce beneficial outcomes due to the limited grasp of complex

mathematics.

Qverall Finding: The integration of statistical KGP and semantic KGP in data generation

involving various mathematical function relationships can produce a consistent improvement
in quality (i.e., a reduction in MSE), ranging from 35% to 70%, without occasionally causing

negative error.

Table 5.4: Mean Squared Error at the 50-ICL setting with various levels of KGP. Arrows
indicate the trend of the effect (MSE) as higher levels of KGP (i.e., more granular knowledge-
guidance rules) are injected.

Math Function ~ W/o KGP Statistical KGP  Semantic KGP Symbolic KGP
= 32053 — 0.35 (1)0.29 (1)0.23 (1)0.15

152:(2/3)

y=a%-322+1 1.10 (1)0.75 (~)0.72 (1)0.75

y=2z3—1522+ 0.02 (~)0.02 (~)0.02 (})0.01

36x

y=x+2sin(z) 0.40 (J)0.14 (~)0.12 (1)0.57
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5.2.5 RQ4: How does KGP affect the quality of generated syn-

thetic data?

In addition to the savings on the number of ICL examples, it is equally crucial for KGP
based generation pipelines to ensure high-quality synthetic data. To investigate this, we
quantitatively evaluate the synthetic data quality with well accepted metrics: low-order
statistics (Sec 5.2.5), machine learning utility (MLU) (Sec 5.2.5), and closest distance to
record (DCR) (Sec 5.2.5).

How close is synthetic data to the full distribution joint (low-order statistics)?

Table 5.5 provides a quantitative assessment of the performance of the synthetic table. The
negative log likelihood (NLL) quantifies the resemblance between synthetic data and real
data. The low KL-divergence simultaneously guarantees the mode diversity of the synthetic

data.

Figure 5.4 compares real and synthetic data, highlighting shape trends. Analyzing columns
two (no KGP) to five (Symbolic KGP) shows that better knowledge guidance yields more
realistic results within the same sample. Figure (a) represents the ICL20 conditions, while
Figure (b) illustrates the ICL50 conditions. Comparison of subfigures (a) and (b) in Fig-
ure 5.5 shows that the Semantic KGP form in graphs requires a more detailed context in
English. Otherwise, the Semantic KGP can similarly contaminate synthetic data, akin to a

reverse de-noising process.

How does distance to the closest record change when knowledge is incorporated?

Table 5.6 shows improved row similarity without adding a new leak record.
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Table 5.5: Low-order statistics, evaluated by negative log likelihood (NLL) and KIL-
divergence. Both of the metrics are smaller the better.

Negative Log Likelihood (NLL) ()

Statistical Semantic

Dataset W/o KGP KGP KGP
AP Calculus 4.75+£0.90 4.73+0.73 4.91+1.14
Datasaurus Dozen 8.99+0.18  9.09+0.25 8.88+0.04
O Sensing 31.18 11.62 8.54

KL-Divergence (/)

Dataset W /o KGP Statistical Semantic

KGP KGP
AP Calculus 0.02+£0.02 0.04+0.04  0.07%£0.09
Datasaurus Dozen 0.06£0.07  0.10£0.06 0.01+0.01
O Sensing 4.43 0.70 0.20

(a) ICL-20 for four functions, one per row: (3z*+ (b) ICL-50 for four functions, one per row: (3z*4
4z3 —1222+42); (23 —32241); (cos(x)); (3:(:(5/3) — 423 -1222+42); (23322 +1); (cos(x)); (33:(5/3) —
152(2/3)). 152(2/3))

Figure 5.4: Diversity of modes in synthetic data. Five columns from left to the right are real
data, No KGP, statistical KGP, semantic KGP, and symbolic KGP.

Can we use synthetic data in ML pipelines?

Table 5.7 illustrates the performance of machine learning using synthetic data. The analysis

reveals that synthetic data can effectively replace original data for training two commonly
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Figure 5.5: Diversity of modes in synthetic data. Three columns from left to the right
represent real data, No KGP, Semantic KGP.

used machine learning models, random forest and linear regression, yielding low MAPE

errors on actual test data.

Overall Finding: Using KGP (Statistical and Semantic) resulted in optimal performance

across all three standard synthetic table metrics, with an average enhancement of 50% for

each metric.

5.2.6 Case Study: Characterizing Effectiveness of KGP in a Real-

World Cyber-Physical Scenario

This section uses a dataset from a noisy cyber-physical system recording temperature, salin-
ity, and pressure to predict water’s oxygen solubility. Table 5.8 presents the evaluation of

generating synthetic data from noisy raw data using Statistical KGP and Semantic KGP.

Finding: Statistical KGP is vital for preserving a valid row joint distribution in scenarios
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Table 5.6: Distance to the closest record: A lower distance yields a better record in terms
of validity; however, the occurrence of a zero value, which indicates a leak of raw data, is
unacceptable.

Distance to the closest record. ()

Dataset W /o KGP Statistical ~ Semantic

KGP KGP
AP Calculus ‘ 0 ‘ 0 0
Datasaurus Dozen | 0.21+0.20 | 0.414+0.24 0.12+0.09
O3 Sensing | 057 | 046 0.38

characterized by noisy data.

One of the advantages of using modern LLMs is the availability and flexibility of the agent-
embedded framework. Considering that even explicitly including the instruction “does not
copy the original data” in the prompt, the generated data may still include some, see Ta-
ble 5.6. Given that the LLM generator can utilize foundational and supplementary domain
knowledge (statistical and semantic KGPs) to correct errors, we will initially introduce noise
to the original data and subsequently employ the LLM to correct this noise, a process re-
ferred to as noise-and-refix. When the real original data are not presented to the LLM

agent, concerns regarding the copying or leaking of data are eliminated.

Finding: A modicum of in-context example data is essential to generate the hidden distribu-
tion, while knowledge guidance is more effective in providing dependency, correcting errors,

or establishing boundaries.

5.3 Discussion

This chapter proposes the use of Knowledge-Guided Prompt (KGP) to enhance the gener-

ation of structural tabular data by a Large Language Model (LLM). Although examples of
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Table 5.7: MLU- Random Forest and Linear Regression.

Machine Learning Utility (MLU) - Random Forest ({)

Dataset W/o Statistical ~ Semantic
KGP KGP KGP
AP Calculus | 0.47+£0.45 | 0.30£0.32 0.27+0.31
Datasaurus Dozen | 0.9040.30 | 0.88+0.25 0.60+0.19
Os Sensing | 0031 | 0.029 0.0225

Machine Learning Utility (MLU) - Linear Regression (/)

Dataset W/o Statistical ~ Semantic
KGP KGP KGP
AP Calculus | 1.61£2.02 | 1.614+2.02  2.13+2.90
Datasaurus Dozen | 0.9040.13 | 0.84+0.08 0.79+0.08
O3 Sensing | 0039 | 0.053 0.023

Table 5.8: Distance to the closest record.

Distance to the closest record under Noisy Case. ({)

Dataset W/o KGP Statistical KGP Semantic KGP
O3 Sensing W /o Noise 0.57 0.46 0.38
O3 Sensing W/ Noise 1.06 0.61 0.70

in-context learning data are limited in a chunk size and offer localized knowledge only, the
comprehensive domain knowledge of the entire dataset can be incorporated as an English
prompt using statistical KGP and semantic KGP. Experiments demonstrate that the KGP
strategy can reduce ICL data (that is, tokens) by 40%, improve data with unknown regions
(out-of-distribution generation) or improve the quality of synthetic data while utilizing the

same level of ICL data.

Future work will be aimed at developing a multimodal learning framework encompassing
KGP with visual and semantic facets. A user’s inconsistent semantic KGP, when compared

to the example data, may result in a decrease in generation quality, constituting a form of
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model poisoning. Leveraging associations across modalities via shared parameters will lead

to more resilient approaches for knowledge-guided applications.

Overall, we have addressed DNN-based STG in Chapter 3, LLM fine-tuning for STG in
Chapter 4, and LLM in-context learning with data priors in Chapter 5. In the next chapter 6,
we propose using embedding isotropy as a trust indicator for STG with LLMs: leveraging

observations of LLM embeddings to assess the quality of the synthetic data generated.



Chapter 6

Embedding Isotropy as a Trust
Indicator for STG with LLMs

Chapters 3-5 explored methods to improve synthetic tabular data generation using DNNs,
LLM fine-tuning, and in-context learning with data priors. In this chapter, we shift focus to
a new question: when will an STG model generate higher-quality data? To address this, we
propose using embedding isotropy as an indicator of synthetic data quality in LLM-based

generation.

Large language models have demonstrated impressive success in adapting to various down-
stream tasks in numerical domains, such as finance [45, 144], energy [43], climate science [59],
healthcare [130], wireless communications [143], synthetic tabular generation [16, 33, 143],
among others. Inspired by the success of pre-trained LLMs, several methods have been de-
veloped recently in [8, 35, 49, 59, 84, 101, 136] by adapting LLM to numerical domains. For
many of these numeric downstream tasks, training a linear classifier on top of the hidden-layer
representations generated by the pre-trained LLMs have already shown near state-of-the-art
performance [8, 59]. However, these models in [8, 35, 49, 59, 84, 101, 136] are treated as
‘black-box’ where numeric forecasts are controlled by complex nonlinear interactions be-
tween many parameters. This makes it difficult to understand how models arrive at their

predictions and makes it challenging for users to trust the model outputs.

LLMs’ tendency to hallucinate can have serious consequences in critical numeric applications.

91
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For example, prediction errors in fraud detection in finance can lead to huge financial losses
and errors in protection onset of sepsis or cardiac arrest in healthcare can result in patient
deaths. Thus, to guarantee prediction reliability and accuracy in numerical domains, it is
necessary to open the black-box and provide performance guarantees through explaination.
Although recent empirical studies [59, 71, 84] demonstrate the benefits of vector represen-
tations of embedding learned by LLMs in various numeric downstream tasks, there is little
theoretical understanding of their empirical success. Thus, a fundamental question arises:
“when (or how) can the next-word prediction capability of LLMs be effectively adapted to

numerical domains?”

The main contribution of this chapter is to provide an approach to answer this question by
exploiting the isotropic property of LLM hidden representations in the contextual embedding
space. To achieve state-of-the-art performance in numerical domains, we show that the
hidden representations of LLMs must exhibit a structured form in contextual embedding
space that accounts for the shift-invariance of the softmax function (i.e., the softmax output
remains unchanged when all logits are shifted by a constant). Without such structure, the
model can shift the logits while keeping the training loss unchanged, thereby leaving the
logits ineffective for numeric downstream tasks. By formulating a gradient structure of self-
attention in pre-trained models, we show how the isotropic property of LLM embeddings in
contextual embedding space preserves the underlying structure of representations, thereby

resolving the shift-invariance problem of the softmax function.

Our key contributions include: (i) We consider a log-linear model for LLMs and demon-
strate theoretically why hidden representations must exhibit structure to address the shift-
invariance problem of the softmax function. (ii) We take a deeper look into the hidden
representations of pre-trained models and show how isotropy preserves the structural in-

tegrity of representations. In particular, we derive an upper bound for the Jacobian matrix
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which collects all first-order partial derivatives of self-attention with respect to the input
pattern and show that m largest eigenvectors of the LLM hidden representations minimize
the gradient norm of self-attention. Then by projecting the representations into lower di-
mensions using these m largest eigenvectors, we find the isotropy within the clusters in the
contextual embedding space. (iii) Finally, we provide a comprehensive evaluation across 12

real and 10 synthetic time series datasets over 6 different LLMs.

6.1 Problem Setup in Temporal Tabular Generation

Time Series Tokens and Similarity Measure. Similar to next-word prediction by LLMs,
the next-value prediction in the numerical domain can be modeled by time series forecasting

techniques [8, 59] which are widely

adopted in the machine learning literature. Formally, given a time series X171 = [21, ..., ZT,
where the first T" time instances give the historical context, the next L time instances consti-
tute the forecast region, and x; € R is the observation of each time instance, we are interested
in predicting the joint distribution of next L time instances, p(Xri1.741|X1.7). Since, the
pre-trained models operate on tokens from a finite vocabulary, using them for time series
data requires mapping the observations to a finite set of tokens. Based on different numeric
applications and LLM architectures, various tokenization techniques, e.g., quantization and
scaling [8, 101], patching [59, 84, 136], and adaptation of language model tokenizer in nu-
meric domians [35, 49], can be applied to tokenize the time series and create a time series
vocabulary V of N time series tokens, i.e., |V| = N, as shown in Figure 6.1. Then, the
realization of the next L time instances can be obtained by autoregressively sampling from
the predicted distribution p(k7yy41 | k1.ryr), for L € {1,..., L}, where k.7, is the tokenized

time series and k; denotes a time series token from the vocabulary of size |V|.

<o s TTHL]s
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Xt
* Time series

Tokenization techniques

Quantization,
Patching etc.

Time series tokens
k1 k2 kT

Figure 6.1: Time series tokenization.

Let W(k;) = {91(k;),a(k:), ...} be the set of all LLM contextual embedding instances of
the time series token k;. Here, different contexts in the time series sequences yield different
LLM embeddings of k;. By constructing >, [® (k)| = |V|, we define the inter-token cosine

similarity as:

Goos = Eizj [cos (4 (ki), (k)] (6.1)

where 1(k;) and +(k;) are random samples from ¥(k;) and W(k;), respectively. The ex-
pectation is taken over all pairs of different tokens. The inter-token cosine similarity metric

describes the similarity between different tokens based on the contexts. For ease of reading,
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we express 1T'+ [ as Ty and T'+ [ + 1 as I}, for the remainder of the chapter.

Model. We consider a general pre-trained model for numerical data and open the black box
of the pre-trained model. Specifically, we assume that the observation probability of kr,_

given ki.7; satisfies the log-linear model [10]

Pk, =i | kin) ocexp ((" (kg ), 97 (K))) (6.2)

where ¥*(k;) € RP is a vector that only depends on the time series token k;cy, and ¥* (ky.7;)
is a function that encodes the tokenized time series sequence k;.z; into a vector in RP.
The log-linear modeling aligns with the commonly used LLMs networks whose last layer is
typically a softmax layer. Moreover, we do not consider any prior distribution for input,

making our model more general than previous latent models [10, 135].

To define the numeric downstream task, let z;(k, 1):=(¢*(ki.1,), ¥* (k;)) be the i-th logit of the
ground-truth model, and assume that the numeric downstream tasks are defined by a func-
tion of the logits, i.e., f*(z*). Alsolet Z*(k, )=~ | exp(z(k, 1)) = ZLWI exp((V*(ki.n), ¥*(ki)))
be the partition function [10], i.e., normalization factor. In LLMs, the partition function is
often used to normalize the output probabilities of the model, ensuring that they sum to 1.

Then, the normalized ground-truth model Vi€V is given by

exp((v* (kim), ¥* (k1)) exp(z; (k. 1))
SV exp((W*(kyg), o (ki) 27(k,D)

(sz+1 v | k. Tz) -

Since we do not know the ground-truth model in reality, we do not have access to the ground-
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truth model ¥*(k;) and 1*(ky.1,). Instead, we only have access to the student model v (k;)
and 1 (ky.7;) that aims to achieve low pre-training loss. We can define the student logits as
z(k, l)::{w(km),w(ki))}ﬁ'l. Intuitively, z are the contextualized representations learned
by the student-model during pre-training. Then, the solution of the downstream task is to

learn a function f(k,[). Then, the output of the student model Vi€V can be defines as

p(kr,, =1 | kug)= eXp(<w(;(1]§?§;w(kl)>) (6.3)

Loss Function. As typical in language models, we use the categorical distribution over
the elements in the time series vocabulary V as the output distribution p(kq,, [ki.7;), for
l € {1,...,L}, where ky.7; is the tokenized time series. The student model is trained to
minimize the cross entropy between the distribution of the tokenized ground truth label and
the predicted distribution. The loss function for a single sequence of tokenized time series is

given by [8, 137]

L+1 V|
L==> p(kn,,=ilkimg)logplkn,, =j | kiz)
=1 1=1
L+1 |V
=33 Diw (ko = ilrin) | plbn,, = dlkrn)) +H@ (b, = lkan)). (6.4)
=1 1=1

where p(kr,,, =1 | ki.7,) is the categorical distribution predicted by the student model parametrized
by vi.g, p*(kr,,= ilkyy) is the distribution of ground-truth model, Dyy, is the KL diver-
gence, and H(p*(kr,,=1i|ki.p;)) is the entropy of distribution p*(kz,,, = ilky.7;) which is a
constant. We assume that student model achieves a small loss so that the KL-divergence

term in (6.4) is also small.
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Downstream Numerical Task. We consider a simple downstream task whose predic-
tion on categorical distribution is linear in ¢*(ky.p,), that is, f*(k,1) = (¥*(kip),u*) =
Z‘lwl alz(k,l), where u* Z‘lwl a;*(k;) € RP and a; is the coefficient. This model is
still not sufficient to provide a performance guarantee to generalize to downstream task in
unseen scenarios. However, the log probability difference is proportional to the difference in
the value of the perfect model (i.e., ground-truth) f*(k,1). This allows the student model to
alter the signs of f*(k,1) without resulting in a large KL divergence [137]. Then, it is more

reasonable to model the numeric downstream task as

VI VI

Frlk D) = aio(z (k1) = b)) = Y ajo (¢ (kun), 0" (k) — b]),
i=1 =1
where o is the ReLU function and b; denotes the threshold for the logits. The numeric
downstream task only considers the logits that are above the threshold, and thus ignores all

the entries with very small probabilities.

6.2 The Role of Isotropy in Adapting LLMs to Numer-

ical Data

As previously discussed in Section 6.1, we consider LLM networks whose last layer is usually
a softmax layer and the numeric downstream task is determined by the function of the logits.
The underlying relation between the logits and softmax function determines the performance
of the numeric downstream tasks. However, the softmax function is shift-invariant, that

is, the output of the softmax function remains unchanged when all logits are shifted by
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a constant. Since we do not have any control over the logit shift of the student model on
unseen data, good performance during training does not necessarily provide any performance

guarantee for the numeric downstream task on unseen scenarios.

Theorem 6.1. Let the logits of the ground-truth model be bounded. Then for any f*(k,l),
there exists a set of functions {Z;(k, l)}?jl such that for all k and T)y+, the predictive distri-
bution of the student model p (kr,,, | ki.;) matches that of ground-truth model p* (kg , | ki.1;)
and f(k:, ) = 0. In other words, there exists a student model with the same pre-training loss

as the ground-truth model, but its logits are ineffective for the numeric downstream tasks.

Theorem 6.1 demonstrates that without any structure in the hidden representations of LLM
embeddings, the student model is able to shift the logits for any sample while keeping the
pre-training loss unchanged and leaving logits ineffective for the numeric downstream tasks.
Consequently, a theoretical guarantee for the numeric downstream task performance needs
structure in the LLM representations learned by the pre-trained model. One way to prevent
the shift-invariance problem from influencing the performance of the numeric downstream
tasks is to keep the partition function stable. Let = (¢1(k),... ¥y (k)" € RV*P be the
hidden representations of input time series sequence. Then the stability of the partition
function can be assessed through the isotropy in the contextual embedding space [10, 82| as

follows

min,p(k)ec Z(k, l)

L({p(k)}) = (6.5)

maxykyec Z(k, 1)’
where C = W' W is the input correlation matrix of input pattern and { = 1,..., L. From (6.5),
we can see that when the partition function is constant (i.e., stable) for different samples,
I({¢(k)}) becomes close to 1 which indicates that the contextual embedding space {¢(k)} is

more isotropic[10, 82]. Note that in (6.3), the probability of a value in any time instance is
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the exponential of the corresponding logit z;(k, () divided by the partition function Z(k,[). If
the partition function remains stable for different samples, the logits can be solely determined

by the probabilities, thereby resolving the shift-invariance problem of the softmax function.

6.3 Study of isotropy in LLM hidden representations

Analysis settings. For illustrative purposes, in this section, we present two examples from
a specific numerical domain, such as transport, and for a specific language model (i.e., GPT-

2) that illustrate the conditions under which isotropy is preserved in LLM representations.

et Dataset 1 s Dataset 2
4 31 —
3] 21
— 1_
g 21 —+— 10 km/hour
o 100 km/hour 01
n 1]
_]_-
O_
ol 10 km/hour
1] .7_—_._,_’../—4 100 km/hour
| | | | -3 ! ; ;
0 1 2 3 0 1 2 3
Time instance Time instance

Figure 6.2: Visualization of transport Dataset 1 (Left) and Dataset 2 (Right) labels for two
extreme cases of velocities, i.e., 10 km/hour and 100 km/hour.

In Section 6.4, we provide comprehensive evaluations across 22 different datasets from various
numerical domains and other 5 different language models with different architectures and
tokenization techniques. For this specific analysis, we select two datasets from transport
as they are dynamic, noisy, time-varying, and thus hold all primary characteristics of the

numerical data across various domains. Specifically, we use two ways of sharing signals which
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are typically used for signal transmission in transportation settings, as shown in Figure 6.2.
We call these two datasets as “Dataset 1”7 and “Dataset 2”. The downstream task here is to
predict the transport signalling property over wireless channel using LLLM, where Dataset 1
causes good downstream performance (i.e., near optimal signal prediction), while the Dataset
2 causes bad downstream task performance (i.e., high error in signal prediction). We use
NMSE as a performance metric for the numeric downstream task because it is widely used
for signal prediction. We deploy the first six layers of GPT2 [97] and use the datasets and
simulation setups from [71], which are the standard settings for time series forecasting. We
predict L = 4 future signaling properties based on the historical T" = 16 signal properties
through time series forecasting using GPT2. The training and validation dataset contains
8,000 and 1,000 samples, respectively, with user velocities uniformly distributed between
10 km/hour and 100 km/hour. The test dataset contains ten velocities ranging from 10
km/hour to 100 km/hour, with 1,024 samples for each velocity.
Table 6.1: The effective dimension d(0.8)

Layer 1 2
Dataset 1 |4 4
Dataset 2 |1 1

4 5 6
4 4 4
1 1 1

— W

Effective Dimensions. In each layer of each model, we start with a data matrix A €
RVIXD “where |V| represents the number of tokens in the input time series sequence, and D
corresponds to the embedding dimension. We apply PCA to reduce the dimensionality from

D tomie., A € RV*™ Then

the fraction of variance captured by the reduced representation is given by: r,, = %
where o; denotes the i-th largest eigenvalue of the covariance matrix of A. We define the
e-effective dimension as d(¢) £ argmin,,r,, > €. For instance, if d(0.8) = 3, it means
that three principal dimensions retain 80% of the variance. A higher d suggests a more

isotropic space [19], where information is spread across multiple dimensions rather than
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being concentrated in a narrow subspace. Table 6.1 presents the values of d(0.8) for different
layers and models. Surprisingly, GPT-2 has so few effective dimensions, with d(0.8) = 4
for Dataset 1 and d(0.8) = 4 for Dataset 1, for layers 1 through 6, as compared to its
original embedding dimensions D = 768. The reduced dimensionality suggests that GPT-2’s
embeddings lie in a subspace defined by a very narrow cone [40], and hence, there would
be hardly any model capacity. Surprisingly, these language models are as successful as they
are in numerical domains, given that most of their embedding vectors are as similar to one
another as they are. These observations motivate us to look deeper into the contextual

embedding space.

6.3.1 Clusters in the Contextual Embedding Space

Let G()=(g1(),...,gp())": RVXP s RVIXD e the function for self-attention, i.e., g;( ) =
softmax( "), where =WoW} € RP*P and WoeRP*™ W xeRP*™ are the parameter
matrices for the query and key matrices of self-attention. The lemma below contributes to
understanding why the isotropic property of pre-trained LLMs help to generalize to numerical
domains. The proof of this lemma closely aligns with the approach in [62]. The proof of this

lemma follows the analysis in [62] is provided in Appendix B.2 for completeness.

1V
Lemma 6.2. Consider the Jacobian matriz J = [%Lw(_)] , which represents the gradient of
i Jij=1

the self-attention mapping G( ) with respect to the input time series token embeddings. Then
%

77Z}i Z“j |1 pz,]wj

"

b — Zq 1p%,q¢q + ||2 ZI |1 |¥;|%, and the

eXp(wiT 1/13)
W exp(a] )

2
the spectral norm of J satisfies ||J|la < | |2 ZM (pii + 3) + A, where the

residual term A is given by A = | |5 Z#] Dij

attention weights p; ; are defined as p; j =

From Lemma 6.2, we can see that to minimize the norm of the gradient ||J||, we essentially

need to make ZM ZMI Dij¥; small. When is small and all the input time series
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token embeddings are centered at the origin, ZLZ‘I ; = 0, we have ZLZ'I ‘1/)1- — Tpi,;‘z

Z‘i]jl |¢i -7 %’2 (see Appendix B.2).

~
~

and contains

The theorem below shows that minimizes the objective ijl ‘@/}, — @Z),|2

T

the m largest eigenvectors of correlation matrix of time series token embeddings, where

m is the rank of . The proof of Theorem 6.3 is provided in Appendix B.3.

Theorem 6.3. Let the eigenvalues of the correlation matriz T be ordered as A\ > Xy > -+ >
Ap, and let v; € RP fori=1,...,D denote their associated eigenvectors. Then, the matriz

* that minimizes the quantity Zpi ‘77/12 — @/JZ|2 has the optimal form =>", %%%T.

Theorem 6.3 shows that the self-attention learns to perform a function for the numeric
downstream tasks through training, which are closely related to the m largest eigenvectors
of LLM hidden representations. In other words, the self-attention mechanism effectively
projects input time series tokens onto a low-dimensional contextual embedding space defined

by the top eigenvectors of correlation matrix ' .

Layer 0 Var Ratio 0.11 Layer 1 Var Ratio 0.13 Layer 2 Var Ratio 0.60 Layer 3 Var Ratio 0.63 Layer 4 Var Ratio 0.76 Layer 5 Var Ratio 0.76

0 0
500 o 500, 500,
%5000, 200 50950y -200 4508000 200

(a)

Layer 0 Var Ratio 0.35 Layer 1 Var Ratio 0.36 Layer 2 Var Ratio 0.83 Layer 3 Var Ratio 0.85 Layer 4 Var Ratio 0.91 Layer 5 Var Ratio 0.92

100 0 100, 0
o 500, o

100 -100 100300 _ 00 e
30,5, 100 500y, 100

(b)

Figure 6.3: Variations in GPT-2’s hidden representation for different datasets from the same
domain: (a) PCA plot of contextual embedding space for transport Dataset 1. (b) PCA plot
of contextual embedding space for transport Dataset 2.

Motivated by the findings from Lemma 6.2 and Theorem 6.3, we project the models’ hidden

representations of into a lower-dimensional space by utilizing the m =3 largest eigenvectors
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through PCA, as shown in Figure 6.3. The three axes of the figure represent the first three
principal components of the covariance matrix of LLM representations of each layer. For
instance, in layer 6, the first three principal components account for 76% and 92% of the total
variance for Dataset 1 and Dataset 2, respectively. From Figure 6.3 a and Figure 6.3 b, we
can see that there are disconnected or slightly overlapped islands that are far away from each
other through layer 3 to layer 6. Note that the first principal dimension value spans from 0
to 2000, significantly wider than the other 2 dimensions, and dominates the total variance.
A similar analogy can also be observed for transport Dataset 2 in Figure 6.3 b. In (6.1),
the space isotropy is measured on pairs of arbitrary time series token representations, which
could reside in two disconnected clusters. However, given that the variance is dominated by
distances between clusters, such estimation would be biased by the inter-cluster distances.
Hence, it is more meaningful to consider a per-cluster (i.e., local) investigation rather than

a global estimate.

We start by performing clustering on the LLM representations in the contextual embedding
space. There are various methods for performing clustering, such as k-means, DBSCAN
[39]. We select K-means clustering method because it is reasonably fast in high embedding
dimensions. We use the classical silhouette score analysis [110] to determine the number of
clusters |C| in the contextual embedding space (see Appendix B.4 for details). Since each
LLM contextual embedding instance ¥ (k;) belongs to a particular cluster through clustering,
the cosine similarity should be measured after shifting the mean to the origin [82]. Accord-
ingly, we subtract the mean for each cluster (i.e., centroid) and calculate the adjusted Ceos
in Section 6.1. Assuming we have a total of |C| clusters, let ¥.(k;) = {}(k:), v2(k:), ...}
be the set of token k’s contextual embeddings in cluster ¢ € C, and .(k;) be one random

sample in ©.(k;). We define the adjusted inter-token cosine similarity as
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Ceos = Ee [Eigj [cos (Ye(ki), ve(k;))]] (6.6)

where ¥.(k;) = Ve(k;) —Ey [0c(k;)]. Here E, is the average over different clusters, and 9.(k;)
is the original contextual embedding shifted by the mean, with the mean taken over the
samples in cluster ¢ [62]. The inter-token cosine similarity takes values between —1 and 1. A
value close to 0 indicates strong isotropy and ensures the existence of structure in the LLM

representations.

Isotropy in Dataset 1. In this section, we provide an example of Dataset 1 where a
high prediction accuracy (i.e., low NMSE) is achieved by GPT2 based model. For instance,
in Figure 6.4a, we compare the NMSE performance of our GPT2 based LLM with non-
language models for different user velocities. From Figure 6.4 a, we can observe that the
NMSE performance of all models gradually increased along with the increase in user velocity.
This is because, with the increase in velocity, the transport signal characteristics rapidly
change within a very short coherence time, resulting in increased prediction difficulty for
the prediction model. The GPT2 based model consistently outperforms other baselines and

demonstrates its high prediction accuracy.

For illustrative purposes, we pick three user velocities: 10 km/hour, 50 km/hour, and 100
km /hour, for isotropy assessment of Dataset 1. The GPT2 based model achieves good NMSE
performance for all of these three velocities, as shown in Figure 6.4a. We apply inter-type

cosine similarity ¢/,

in (6.6) to measure the isotropy in GPT2 embedding space. From
Figure 6.4b, we can see that the GPT2 has consistent near-zero cosine similarity values for
all layers, including layer 6. This indicates that nearly perfect isotropy exists in the GPT2

embedding space for the Dataset 1, which preserves the structure in the GPT2’s hidden
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Figure 6.4: (a) LLM outperforms all other baselines for all of the ten different velocities for
Dataset 1. (b) Inter-type cosine similarities for Dataset 1 with different velocities. (’.os are
close to zero for all the layers, including layer 6, indicating that nearly perfect isotropy exists
in the LLM embedding space for the Dataset 1, which preserves the structure in the LLM’s
hidden representations and causes the high prediction accuracy.

representations and causes good downstream task performance.
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Figure 6.5: (a) The NMSE performance of the LLM based model for Dataset 2 deteriorates
significantly compared to Dataset 1. (b) Inter-type cosine similarities for Dataset 2 for
different velocities. Higher (.5 values indicate a weak isotropy (i.e., anisotropy) exists in
the LLM embedding space which causes a lack of structure in the hidden representations,
yielding poor prediction accuracy.

Isotropy in Dataset 2. In this section, we provide an example of Dataset 2 where a
poor prediction accuracy (i.e., high NMSE) is achieved by GPT2 based model. As shown in
Figure 6.5 a, the NMSE performance fluctuates randomly for different velocities, while the
NMSE performance for Dataset 1 is gradually increasing with increase in the velocities. The
NMSE performance for Dataset 2 deteriorates significantly compared to the Dataset 1. As
before, with the three user velocities, the NMSE performance for Dataset 2 for all of these

velocities is worse as compared to Dataset 1, as shown in Figure 6.5 a. From Figure 6.5 b,



106 CHAPTER 6. EMBEDDING [soTROPY AS A TRUST INDICATOR FOR STG wiTH LLMs

we can observe a weak isotropy (i.e., anisotropy) in the LLM embedding space for Dataset
2, causing a lack of structure in the GPT2 hidden representations, and thus leading to bad

downstream performance.

6.4 Experiments

Baselines. We consider popular pre-trained LLMs as the baselines for numeric downstream
tasks, including PatchTST [84], Lag-Llama [101], Moirai-1.0-R [136], Chronos-T5 [8] and
Choronos-Bolt (https://huggingface.co/autogluon/chronos-bolt-base). The models use dif-
ferent architectures, time series tokenization techniques and hyperparameters for numeric

downstream tasks as summarized in Table B.1 in Appendix B.5.

Datasets. We conduct a comprehensive evaluation using 12 different real time series
datasets from various numerical domains, including energy, nature, finance, healthcare, re-
tail and transportation (data sources can be found in Table B.3 of Appendix B.5). We also
illustrate our findings using KernelSynth [8], a method that generates 10 more synthetic

datasets via Gaussian processes in Section 6.4.
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Figure 6.6: NMSE vs isotropy analysis for 10 different synthetic datasets of 5 different
domains.
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6.4.1 Qualitative Analysis

In this section, we analyze the time series forecasting by the baseline LLMs qualitatively.
We focus on synthetically generated time series for a controlled analysis of different types
of time series patterns which belong to 5 different domains, such as linear, seasonality,
trend, non-linear and Gaussian perturbation. We are particularly interested in the isotropic
measurement in the LLM’s last layer as it is related to the logits and probabilistic inference.

So all isotropic measure provided in this section is based on the last layer of the baselines.

We begin by analyzing time series forecasting performance (i.e., NMSE) for different baselines
and its relation with isotropy in Figure 6.6. For instance, in Figure 6.6 b, the inter-type cosine
similarity in hidden embedding spaces of Chronos-T5 for seasonality (Dataset 1) is —0.00007
and for seasonality (Dataset 2) is 0.0047. This indicates that stronger isotropy exists (i.e.,
inter-type cosine similarity value is close to 0) for Chronos-T5 for seasonality (Dataset 1)
which preserves the structure in the Chronos-T5’s hidden representations and causes good
downstream task performance. On the other hand, a weaker isotropy exists (i.e., inter-type
cosine similarity value is far from 0) for Chronos-T5 in seasonality (Dataset 2), causing a
lack of structure in Lag-Llma’s hidden representations, and thus leading to bad downstream
task performance. Moreover, the NMSE for seasonality (Dataset 1) is lower for Chronos-T5,
PatchTST and Lag-Llma, while higher for Chronos-Bolt and Morai, while for non-linear
(Dataset 2), the NMSE is higher for all the baselines except Morai. A similar analysis can
also be observed for all other synthetic datasets and baselines in Figure 6.6. This shows that
the same dataset from any particular domain may cause different forecasting performances
for different baselines, as it generates different contextual embedding spaces for language

models with different architectures and tokenization techniques (See Appendix B.7).

Next, we examine the influence of isotropy on forecasting performance in two important



108 CHAPTER 6. EMBEDDING [soTROPY AS A TRUST INDICATOR FOR STG wiTH LLMs

NMSE

1073 .
|

B Chronos T5 (C_L = 500) - NMSE
Chronos T5 (C_L = 100) - NMSE

1071 5

Isotropy

1073 3

Linear Seasonality Trend  Mon-Linear Stochastic
(Dataset 2) (Dataset 1)(Dataset 2)(Dataset 1)(Dataset 1)

Chronos T5 (C_L = 500} - Isotropy
B Chronos T5 (C_L = 100) - Isotropy

Figure 6.7: NMSE vs isotropy comparison across different input context lengths for synthetic
datasets.

scenarios: a) different input context lengths, and b) different levels of noises in the input
data. The first scenario is important as it provides an analysis on selecting proper input
context length rather than selecting the length through random trials and errors. The second
scenario is important as it gives us ideas on how the level of noise in noisy data impacts

performance, since the data in the real world is mostly noisy.

Isotropy in different input context lengths. We first analyze the impacts of isotropy
under varying input context lengths. We select Choronos-T5 as an example model and non-
linear (Dataset 1) as an example dataset. In Figure B.3 in Appendix B.7, we show how
the hidden representations of Chronos-T5 vary for two different input context lengths, such
as L = 500 and L = 500, for non-linear (Dataset 1), which gives an indication of having

different isotropic measures for different context lengths.

In Figure 6.7, we compare the NMSE vs isotropy across two different input context lengths,
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L = 500 and L = 100, for different synthetic datasets. As can be seen from the figure,
the isotropy values vary across different input context lengths and datasets. For instance,
in seasonality (Dataset 1), we have (NMSE= 0.0000066, cosine similarity= —0.00076) and
(NMSE= 0.0793, cosine similarity= 0.0011) for L = 500 and L = 100, respectively. The
decrease in isotropy significantly increases the NMSE for the input context length L = 100.
In contrast, in Linear (Dataset 2), the isotropy increases for the input context length L = 100,
which causes the decreases in NMSE for chornos-T5. In practice, the input context length
is often selected randomly or through trial and error, which may cause higher forecasting
errors for different datasets. Isotropy analysis enables us to understand how varying input
context lengths influence the hidden representations of the language model. This insight
helps guide improvements in forecasting performance by examining the isotropic properties

of the contextual embedding space.

Isotropy in varying noise levels in datasets. Next, we focus on the second scenario to
see the impact of noisy datasets on LLM’s performance. Again, we use the Chornos-T5 as
an example language model. In Figure 6.8, we compare the NMSE vs isotropy across two

different noise levels,

one without noise, and the other with Gaussian noise with ¢ = 0.05 standard deviation.
From Figure 6.8, we can see consistently lower isotropy (i.e., inter-type cosine similarity
far from 0) for all noisy synthetic datasets as compared to the datasets without noise. For
instance, in trend (Dataset 2), we have (NMSE= 0.000024, cosine similarity= —0.00022)
and (NMSE= 0.0012, cosine similarity= 0.0040) for ¢ = 0 and o = 0.05, respectively. The
decrease in isotropy significantly increases the NMSE for the noisy dataset. In practice, the
environments of many real numerical domains, such as nature and energy, are noisy and
dynamic. In such an environment, it is not always possible to measure the noise in real time

and take the necessary steps to clean the input time series for better performance. However,
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Figure 6.8: NMSE vs isotropy comparison across different noise levels in synthetic datasets.

it is always possible to measure the isotropy from LLM hidden representations, which can be
used as a measure of noise in the input datasets, and thus, help to improve the forecasting

performance.

6.4.2 Quantitative Analysis

In Figure B.1 in Appendix B.6, we analyze the time series forecasting performance for 12 real
datasets with different baselines and its relation with isotropy. For instance, in Figure B.1
e, the inter-type cosine similarity in hidden embedding spaces of Morai for retail (Dataset 1)
is 0.002 and for retail (Dataset 2) is 0.1931. This indicates that stronger isotropy exists for
Morai for retail (Dataset 1) which preserves the structure in the Morai’s hidden representa-
tions and causes good downstream task performance. On the other hand, a weaker isotropy
exists for Morai in retail (Dataset 2), causing a lack of structure in Morai’s hidden represen-
tations, and thus leading to bad downstream task performance. Moreover, the NMSE for

retail (Dataset 2) is lower for all baselines except the Morai as compared to retail (Dataset
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1), while the NMSE for energy (Dataset 1) is lower for all baselines except Lag-Llma as
compared to energy (Dataset 2). A similar analysis can also be observed for all other real
datasets and baselines in Figure B.1. This again shows that a dataset may have different
impacts on forecasting performances for different baselines, and isotropy can be used as a
measure of how the dataset generates different contextual embedding spaces for different

language models based on their architectures and tokenization techniques.

Finally, in Figure B.2 in Appendix B.6, we compare the NMSE vs isotropy for varying input
context lengths to observe its impact on the real datasets. We select Lag-Llma as our example
model. We compare the results for two different input context length: 1) the recommended
input context length L = 144 and the reduced input context length L. = 96. As can be
seen from the figure, the violation in recommended input context length by reducing it from
L =144 to L = 96 not only decreases the NMSE performances, but also increases for some
datasets. For instance, the inter-type cosine similarity values become close to 0, i.e., from
0.1091 to 0.0012 and from 0.2014 to 0.0396, respectively, for nature (Dataset 2) and finance

(Dataset 1), which in turn improves the NMSE performances.

6.5 Discussion

The isotropy in embeddings as studied here can serve as a foundation for future research on a
deeper understanding of LLMs and their applications in various domains. Beyond isotropy,
there could be other methods to approximate the partition function with a constant and
make the logits useful for the numeric downstream tasks. Moreover, our isotropy study
only ensured the existence of structure in the LLM hidden representations and provides a
performance guarantee when the structure is preserved by isotropy. Improving the numeric

downstream task performance when structure is not preserved in the LLM representations
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is a topic of future work.

Overall, as of Chapters 3-6, we have proposed three approaches for synthetic tabular data
generation (STG) and one indicator to anticipate the trustworthiness of the performance of
the STG model. In Chapter 7, we present an application-oriented perspective, demonstrating
how STG can be applied to next-generation wireless telecommunications, specifically in

combination with large multimodal models and retrieval-augmented generation (RAG).



Chapter 7

STG for Next-Gen Wireless: A Real

Telecom Application

As the final problem in this dissertation, Chapter 7 shifts from method development to real-
world application. Building on the insights from Chapters 36, we provide a real future vision
case study about how STG can be applied in next-generation wireless telecommunications,
highlighting its integration with large multimodal models (LMM) and retrieval-augmented
generation (RAG).

7.1 STG in Telecom for Privacy and Adaptivity

One of the notable motivations for adapting Al models, especially the proposed large mul-
timodal foundation models, to the beyond-next-G wireless telecommunication framework is
that both the frontline application scenarios and the backend processes,such as protocol and
proxy design, are constantly evolving. Especially after 5G, with the emergence of 6G and
beyond, the pace of technological development is outstripping human decision-making in
protocol design. This is where the proposed vision of large multimodal models (LMMs) in

the wireless economy finds broad and grounded applications.

However, such an Al-driven approach is, by nature, also data-driven. In the context of large

multimodal models, various sources of wireless data can be utilized in the pipeline, including

113
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Figure 7.1: Illustrative figure of the proposed framework for STG and LMM empowered
Al-native wireless systems with broad and grounded applications.

both public literature and private application-level data such as wireless traffic, 3D radio

signals, and voice or speech signals, as shown in Figure 7.1.

Although public literature — similar to what powers advanced models like ChatGPT,
DeepSeek, and LLaMA — provides a rich foundation of background knowledge, in wire-
less telecommunication, privately-owned data, both textual and numerical, plays an even
more critical role in making domain-specific Al modeling effective. These AI models may be
deployed as dialogue-based AI chatbots for question answering on private knowledge bases,
or used to train specialized agents such as reinforcement learning-based planners, or models

for suggesting optimal reconfigurations in next-generation network deployments.

Remember, the initial motivation of this dissertation is to enable the safe sharing of private

data between different organizations, or even between different internal groups within the
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Figure 7.2: Illustrative figure of the proposed Synthetic Tabular Generation (STG) frame-
work, enabling data sharing without compromising privacy. STG simulates realistic tabular
data while preserving structural patterns and statistical properties, making it suitable for
training Al models across organizational boundaries.

same organization. In conclusion, STG, as in Figure 7.2, allows the safe use of realistic syn-
thetic large-scale data in heterogeneous formats, which is an essential condition for making

the proposed LMM pipeline feasible for telecommunication tasks.

7.2 Scope of Synthetic Data and LMM in Next-G frame-

work

Future Al-native wireless systems (e.g., 6G and beyond) must leverage machine learning
(ML) and AT algorithms to design, optimize, and operate various facets of the network, in-
cluding resource allocation, transceiver design, and others [111]. Consequently, cross-layer
network functionalities implemented by AI models could enable advanced network capabil-
ities, including: 1) resilience, enabling 6G networks to withstand disruptions and maintain
connectivity even in challenging scenarios; 2) intent management, allowing networks to au-
tonomously translate high-level business intents into closed-loop network configurations; 3)

big-data analytics, enabling diagnostics using historical wireless data, addressing software or
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hardware failures, improving communication and computing resource usage, and predicting
future user and network behavior; and 4) non-linear signal processing, allowing networks to

process multi-modal signal characteristics.

To achieve the above goals, a promising avenue is to explore generative AI’s universal knowl-
edge retrieval and generation capabilities, particularly foundation models such as large lan-
guage models (LLMs). Trained on diverse datasets, LLMs can discern intricate patterns and

offer insights for optimizing end-user experience in future wireless applications.

The main contribution of this chapter is the introduction of grounded and instructible large
multi-modal models (LMMs) that are universal and have alignment capabilities . Here,
universal foundation model for wireless systems are Al models tailored to handle a wide array
of tasks and applications within the wireless domain, irrespective of the network architecture

and standards. Our key contributions include:

o We propose the usage of Synthetic Tabular Generation (STG) in the pipeline of

wireless-centric foundation models.

« We propose a novel framework for universal, wireless-centric foundation models, that
goes beyond [12, 73, 120] by integrating the following capabilities into LMMs: 1)
Multi-modal data fusion: fusing multi-modal sensing information to a shared semantic
space thus enabling efficient training of universal foundation models, 2) Grounding:
involving the creation of a wireless-specific language through retrieval augmented gen-
eration (RAG) [21] and leveraging causal reasoning, and 3) Instructibility: facilitating
transparent interactions between the wireless environment and LMMs through online
reinforcement learning (RL) and neuro-symbolic Al to perform logical and mathemat-
ical reasoning. This approach ensures alignment by developing trustworthy LMMs

that can explain the reasons behind wireless data, propose cross-layer network actions
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aligned with network goals, and accommodate physical constraints.

« Initial experimental results using RAG demonstrate that infusing more wireless context
improves the accuracy of LMM responses, thereby reducing hallucinations compared
to responses generated without wireless context. Furthermore, for mathematical ques-
tions, an LMM delivers accurate responses with proper rationale, showcasing its ability

to reason effectively when grounded in the right context.

o We present a use case of intent-based management employing LMMs, comprising prob-
lem formulation, intent assurance, and a validation phase. The improved logical and
mathematical reasoning capabilities (shown in experiments) enable LMMs to function
as dynamic problem solvers. We demonstrate that logical and mathematical reasoning
capabilities enable continuous monitoring of network performance—a critical aspect of
building resilient networks. In contrast to deep RL-based methods, which may be
constrained to specific domains, LMMs can accelerate network service recovery during

failures by proposing a sequence of remediation actions.

o We highlight challenges in constructing universal foundation models, covering aspects

such as network planning, acquiring diverse datasets, and adapting to evolving stan-

dards.

7.3 LMM-Empowered AI-Native Wireless Systems: Pro-

posed Framework

To build universal foundation models the proposed multi-modal LMM framework is built
upon the principles of multi-modal data fusion, grounding, and instructibility. The compo-

nents of the proposed universal foundation models framework are discussed next.
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Figure 7.3: Applying LMM solutions for wireless applications: 1) Fine-tuning, 2) RAG, and 3)
RAG with evolving knowledge.

Fusion of Multi-Modal Sensing Information: A Tradeoff Between Minimality

and Redundancy

For capturing the real-world wireless environment, there is a need for precise sensing and
mapping of its diverse surroundings. Prior works like [12] (and references therein) discussed
exploiting visual generative Al models such as meta-transformers to map multi-modal wire-
less sensing information to a semantic latent space. By capturing the characteristics of the
wireless environment, such models can enhance contextual and situational awareness for
sensing applications in Al-native networks. However, providing the entire mapped sensing
information (received from diverse sources) as input to train the LMM is resource-intensive
and requires substantial time for retraining. This hinders the timely execution of dynamic
updates essential for maintaining seamless connectivity. To address this limitation of meta-
transformers inherent in [12], we propose to convey a compressed sequence of pertinent
information to the LMM using dimensionality reduction. To achieve this, we start with the
identification of physical symbols present across the multi-modal data. Physical symbols
refer to abstract entities present in the data that have relevant semantics with respect to the

wireless network. For example, this may involve associating symbols with various extrinsic
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and intrinsic elements. FEuxtrinsic elements encompass dynamic objects, such as scatter-
ing elements in the environment and users. Meanwhile, intrinsic elements involve static
network features like network addresses and signal processing methods underlying wireless
transmission or reception, among others. There could be redundancy among the informa-
tion conveyed by the symbols across multiple modalities of data. To mitigate redundancy,
the shared semantic latent space’s construction should adhere to the information bottleneck
principle [7]. In this framework, it is assumed that a dominant mode of information, called
prime modality, exists within a dataset, serving as the primary source of information. Other
modalities complement or enhance the information provided by this prime modality. Here,
the compact representation for any modality should convey as little information as possi-
ble about the raw data, and, simultaneously, prime modality representation should convey
maximum information about other modalities. This ensures that the resulting semantic
latent space is of minimal dimension while avoiding redundant information. Further, for
LMM training, we advocate using this filtered representations in the shared semantic space
as inputs. Additionally, filtering also determines when to perform dynamic updates of the
neural network (NN) parameters of the LMM, taking into account the nature of the captured
data, which can be either static (e.g., 3GPP standards) or dynamic (e.g., wireless channel

information).

While the fusion and filtering of multi-modal information and the training of LMMs is im-
portant, on its own, simply identifying symbols is not enough if LMMs are to be universal.
While a vanilla LLM can effectively predict the events following an observed sequence of
sensing information, it lacks precise understanding of what causes the event and its impli-
cations from a wireless system perspective. For example, translating images of trees in a
wireless environment into a set of angles of arrival or departure that describe the RF signal

propagation environment requires associating meaning from a wireless perspective with each
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extracted physical symbol. This aspect, called grounding, is detailed next.

Causal Reasoning for Grounding in LMMs: Reducing Hallucinations and Bol-

stering Trustworthiness

Traditional grounding approaches typically entail creating a knowledge base, which repre-
sents an instance of symbolic AI. The knowledge base captures the possible logical relations
among physical symbols, such as scattering objects, users, network topology, and trans-
mission or reception parameters. Nevertheless, the use of knowledge base methods faces
scalability challenges as the number of relations and physical symbols expands. To over-
come this limitations in conventional grounding methods, we propose that LMMs infer the
relations among various physical symbols identified using causal reasoning [123], as discussed

next.

While specific experiments demonstrate that language models might exhibit causality, it
is predominantly attributed to the causal knowledge ingrained in the training data, rather
than indicative of LLMs possessing inherent causal understanding. In [147], a gradient-based,
transformer-type algorithm for zero-shot optimal covariate balancing for causal treatment
effect is introduced. We propose to advance [147] by incorporating theoretical methods to
construct causal foundation models, focusing on wireless concepts as the relevant physical
symbols. Here, one may ask: how to identify the causal relations among physical symbols and
how to ensure that the learned relations are aligned with the wireless concepts in standards
and textbooks? One common approach is to perform fine-tuning [12] that takes a pre-trained
language model trained on large amounts of general text and then continue to train it on
a small-scale task-specific text. Fine-tuning is appropriate if the user specifically knows
the ground-truth causal relations. For wireless scenarios, fine-tuning can be beneficial for

constructing a wireless specific chatbot capable of extracting valuable information from its
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knowledge base. However, fine-tuning LLMs may impose limitations on the wireless applica-
tions supported. This limitation arises from the narrow set of NN parameters that are tuned
during the fine-tuning process (limited degrees of freedom). This, in turn, requires re-tuning
as the wireless environment or task change. To address these limitations, we suggest the use

of RAG coupled with causal discovery, as discussed next and in Fig. 7.3.

How to perform causal discovery through RAG?

Through querying from a wireless-specific database that includes wireless textbooks, research
papers, 3GPP standard, or any device instruction handbook, RAG [67] enables the LMM
to understand the domain-knowledge context. Once this information is retrieved, the gen-
eration component of RAG can help formulate new content that infers or expresses causal
relations among the identified physical symbols. For example, when the LMM is tasked
with deducing causal relationships between scattering objects in the environment and chan-
nel parameters like angle of arrival (AoA) or angle of departure (AoD), RAG can map these

wireless observations to the underlying physical concepts from the database.

Through an evolvable external knowledge component and multi-agent cooperation, RAG can
allow the implementation of emerging applications that require multi-tasking, like in con-
nected homes or industrial robots. Moreover, performing retrieval from an evolving knowl-
edge base can enable universal knowledge retrieval for semantic communications [122], and
intent management. With its continuous learning capability, RAG, with evolving knowledge,
enables continually updating the wireless algorithms across all open systems interconnection
(OSI) layers while ensuring compatibility with the advancements in the semiconductor indus-
try and software solutions. This proves advantageous, particularly for intent management
and resilience (see Section 7.4 and 7.4). Apart from the continual learning capability, RAG

with evolving knowledge enables the knowledge retrieved to be dynamically adjusted to cater
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to the specific application demands. For example, in a multi-user communication system, the
retrieved literature on signal processing algorithms must differ from what might be required

in a single-user scenario.

What does causal discovery through RAG entail for LMMs?

Grounding via causal discovery entails endowing LMMs with the capability to comprehend
the causal relationships among physical symbols and subsequently engage in causal inference
through interventions and counterfactuals [123]. Through interventions and counterfactuals,
the LMM can indulge in chain-of-thought kind of reasoning, where it analyzes a sequence
of causal state-action pairs (s, a;) and their effects, s 20 51 2y sy o sy. This
ability facilitates long-term planning for wireless resource allocation, signaling schemes for
transmission and reception (and may include beamforming, modulation, coding, and control
signaling, among others), and quality-of-service (QoS) management, thereby contributing to

the establishment of robust and resilient wireless systems.

Instructiblity from Environmental Feedback

For instructibility, LMMs should be able to dynamically adjust resource allocation, signal-
ing policies, and many other cross-layer network functionalities in real time, catering to
diverse tasks, environments, and optimization objectives. Additionally, they should be able
to continuously monitor wireless observations to identify and address any unforeseen issues
that might impede seamless network connectivity. A standard approach for dynamically
adjusting wireless resource management and signaling schemes based on user feedback using
deep RL. However, deep RL techniques are task-specific and require retraining when the

wireless environment and optimization objectives change. While multi-task RL solutions
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P1: Question Prompt l Wrong Answer
Consider that the received signal power decays o £ind the coverage distance of the cell. me need to determine the distance
as P/r"2, where r is the distance between transmitter and

receiver, and the units of r is in kilometers. Assume that

-
. o find the coverage distance of the cell, we need to determine the distance
\at which the received power is at least 1/16th of the transmit power. We can set |
—————— Piup the equation as follows: 1/16 = P/(x"2). Rearranging the equation: "2 = |

transmit power P is a constant. What would be the coverage P/(1/16) . Multiplying both sides by 16: 16r*2 = P . Taking the square root of both'
(in distance) of the cell, if the received power should be isides: r = (P/16). Since P is a constant transmit power, we can substitute any !
at least 1/16th of the transmit power? fvalue for P. Let’s assume P = 1 (for simplicity). r = (1/16) = 1/u. Therefore, the:

] 'coverage distance of the cell is 1/4 kilometers or 250 meters.
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@ --------------------------------------- a
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............ “ithe received power is at least 1/16th of the transmit power. Given that the
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(received signal power decays as P/r"2, where r is the distance between the
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1

° ieval ettt I transmitter and the receiver, and P is the transmit power, we can set up the )

P2 Retrleval (following equation: 1/16 4 P‘= P/r"2. To solve for r, we :‘:an cross-multiply and :
Augmented Prompt
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simplify the equation: 1/16 4 P 4 r"2 = P. r*2 = 16. Taking the square root of

From Section 2.1.6 of the textbook "Fundamentals
of Wireless Communications”: With a limit on the transmit [C

power (either at the base station or at the mobile) the largest
distance between the base station and a mobile at which
communication can reliably take place is called the coverage

orrect Answer with
Derivation Process

of the cell. For reliable communication, a minimal received

power level has to be met and thus the fast decay of power

with distance constrains cell coverage. On the other hand,

rapid signal attenuation with distance is also helpful; it reduces
the interference between adjacent cells. As cellular systems
become more popular, however, the major determinant of cell

size is the number of mobiles in the cell. In engineering jargon,

the cell is said to be capacity limited instead of coverage

limited. The size of cells has been steadily decreasing, and . .

one talks of micro cells and pico cells as a response to this The coverage 1n distance of the
effect. With capacity limited cells, the inter-cell interference B B

may be intolerably high. To alleviate the intercell interference, Cel]_ Wl].]. be 1} kl]_omet ers.
neighboring cells use different parts of the frequency spectrum,

and frequency is reused at cells that are far enough. Rapid
signal attenuation with distance allows frequencies to be
reused at closer distances.

Figure 7.4: A sample mathematical Q/A pair from the dataset.

exist, they are mostly limited to specific domains or OSI layers. Moreover, they lack the
ability to continuously evolve their state and action space to cope with changes in stan-
dards or advancements in wireless technology. Conventional multi-task RIL solutions also
cannot perform abductive reasoning, a crucial aspect for making inferences about missing
data or determining the best explanations for observed data. These features are essential
for achieving dynamic adaptability and reconfigurability, necessary for resilience and intent
management. They are also crucial for supporting abductive reasoning capabilities required
for semantic communications and other related tasks. We next discuss the key components
needed to provide instructibility to LMMs. We begin by detailing the framework incorpo-
rating communication context, prompting, and an online LMM with wireless environment
feedback, contributing to establishing an instructible system. Subsequently, we explore how
to instill LMMs with logical and mathematical reasoning, that are essential for constructing

self-evolving and dynamically adaptable systems, thus achieving instructibility.
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Communication context

Causal representations that are used to represent the physical symbols, similar to tokens in
NLP-based LLMs, form the communication context for an LMM. This context encapsulates
critical aspects of the wireless communication scenario. The components of the LMM context

include:

« Network setup including details about 1) communicating devices, 2) communica-
tion link (downlink or uplink), and 3) physical topology that describes the antenna

configuration, as well as any miscellaneous network architecture.

o« Communication constraints including constraints on the total power and shared

communication/computation resources aross frequency, time, and other dimensions.

« Wireless standards/text snippets read using RAG (Section 7.3), that include ex-
cerpts from relevant wireless communication standards or documents, providing a con-

textual basis for the communication scenario.

« End-to-end optimization objectives that may include quality-of-service (QoS)

measures such as average throughput, delay, reliability /quality-of-experience.

o Historical wireless data that may involve diverse measurements such as uplink
pilots, user feedback on channel quality indication, various sensing measurements, and

received uplink signal measurements, among other relevant parameters.

Next, we explain how to construct an online LMM by instructing it with environmental

feedback.
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Online LMM with wireless environment feedback using neuro-symbolic Al

One common apporoach to instill instructiblity is to use an iterative prompting mechanism
in which an LMM is guided through multiple rounds of interaction with human prompts.
In each iteration, the model refines and improves subsequent responses using the feedback
(e.g., the QoS results based on the wireless policy of the LMM) from the previous round.
However, iterative prompting requires human intervention. We propose building an on-
line LMM framework to address this limitation and enable the development of autonomous
wireless systems. In this setup, LMM functions as the wireless policy and is operationally
embedded within an interactive setting using online RL. This entails utilizing gathered wire-
less observations and feedback from the environment to iteratively enhance its functionality,
aligning with goals expressed in wireless language. The formulation of the LMM-powered
cross-layer network functionalities can be represented as a partially observable Markov de-
cision process. Here, the states are defined by the communication context and prompts,
actions are represented by the wireless policy suggested by the LMM, and rewards are deter-
mined using performance metrics obtained from the wireless environment. If available, the
network goal or intent can be articulated in natural language by the network operator. To
ensure continuous operation without disrupting connectivity, online LMMs should possess
the ability to explain wireless observations and infer any missing data, necessitating logical
reasoning capabilities. Furthermore, given that many wireless concepts can be expressed
mathematically, LMMs must inevitably be capable of performing mathematical reasoning.
This includes tasks such as channel predictions, beamforming vector computations, channel

quality measurements, and many other cross-layer network computations.

Here, multi-task RL can be an alternative approach to perform diverse wireless tasks. How-
ever, since they lack logical and mathematical reasoning capabilities, we advocate incor-

porating them through the use of neuro-symbolic AI [122]. In our setting, symbolic Al
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serves to evaluate diverse logical and mathematical formulas, while the neural component is
responsible for learning the logical and mathematical equations from wireless observations
and context information. When prompted with communication context and grounded wire-
less observations using causal discovery (Section 7.3), symbolic Al connects facts and data
through rules and algorithms, resembling the cognitive operations of the human brain in stor-
ing high-level concepts and engaging in nuanced inference. To prevent hallucination, LMMs
must have the ability to explain wireless observations and infer any missing data. Addi-
tionally, they should understand the connections between various physical symbols through
symbolic Al. Here, a viable approach is to develop a formal logical language that can en-
capsulate the exhaustive ontology of wireless concepts and articulate rules governing the
functioning of wireless systems (and is the symbolic part here). This strategy is reminis-
cent of the Cyc concept [66], which serves a similar purpose for web-based data. Beyond
their lack of logical reasoning abilities, existing LLMs face challenges in accurately capturing
mathematical formulas and executing mathematical derivations. To overcome this limita-
tion, a promising approach involves leveraging a neuro-symbolic problem solver [96], having
three main components. First, a problem reader encodes math word problems, presented
as textual prompts, into vector representations. Second, a programmer generates symbolic
grounded equations, which are executed to produce answers. Lastly, a symbolic executor
obtains final results. In this setup, the programmer learns the weights (neural part) that
establish connections between various mathematical symbols. The resulting neuro-symbolic
problem solver enables the construction of dynamic problem solvers, a critical component

for intent management and resilience, as discussed in Section 7.4 and 7.4.
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7.4 Experimental Validation: A Case Study with Pri-

vate Knowledge Base Q/A.

Here, we first demonstrate illustrative experiments conducted on a dataset specific to wire-
less scenarios using RAG. We highlight the enhanced performance of LMM compared to
vanilla LLMs which does not have any wireless context, characterized by succinct expla-
nations (resulting in reduced hallucinations), precise answers (demonstrating grounding in
wireless concepts), and well-founded rationales (illustrating mathematical reasoning capa-
bilities). Additionally, we discuss how the results indicate the potential application of the

proposed LMM in addressing specific challenges in future wireless networks.

Application 1: Private Knowledge Base Q/A

To evaluate the efficacy of RAG in wireless contexts, we conducted certain Q/A experi-
ments, where a sample question from the dataset is shown in Fig. 7.4. In the RAG process,
relevant paragraphs are extracted from [126] to serve as wireless context information. This
information encompasses a combination of textual content and mathematical symbols and
equations. This structured wireless information represents a simple multi-modality case.
Table 7.1 shows an evaluation using 16 human participants on responses from different
prompting methods of 4 conceptual wireless questions and 7 mathematical wireless ques-
tions. With the help of retrieved knowledge context, common LMM evaluation metrics (see
Table 7.1 for definitions), including precision, recall, F1 score, and ROUGE-L measure, in-
dicate a performance improvement over vanilla LLMs ranging between 15% to 30%. We also
interpret the human evaluation result in the following way: 1) For conceptual questions,
the standard Question Prompt can retrieve reasonable rationale, while RAG can refine the

assertion, leading to an 8% improvement in the assertion metric. Furthermore, the over-



128 CHAPTER 7. STG ror NEXT-GEN WIRELESS: A REAL TELECOM APPLICATION

explaining metric, which gauges the alignment of responses with human expectations, shows
a remarkable almost three-fold improvement for RAG compared to vanilla LLMs. Improved
assertions imply that LMMs can mitigate hallucinations in their responses, thereby aligning
more effectively with the goals of the network. 2) In the context of mathematical questions,
Retrieval Augmented Prompt consistently provides the correct answer and can offer more de-
tailed mathematical derivatives. Specifically, the rationale exhibits a 22% improvement with
RAG, while the derivative steps are 81% more detailed than vanilla LLMs. This indicates

that LMMs exhibit enhanced logical and mathematical reasoning abilities.

As discussed earlier, the demonstrated logical and mathematical reasoning capabilities, ev-
idenced by improved rationale measures, enable LMMs to map wireless observations and
context information fed as input to them into a mathematical problem formulation. This
empowers LMMs to function as dynamic problem solvers (defined in Section 7.3). To exem-
plify the application of these capabilities in future wireless systems, we next discuss a few

use cases, including intent management and resilience.

Application 2: LMMs for Intent Management

A recent work that exploits LLMs for intent management appeared in [120]. However, this
prior work is limited to using an LLM as a chatbot to convert human specified intent in
natural language to infrastructure level intents as network service descriptors. Furthermore,
the authors in [120] utilize human feedback to enhance the configurations generated by the
LLM, hindering their ability to ensure intent assurance autonomously. In contrast to [120],

we propose to employ LMMs for various phases in intent management spanned across the

OSI layers:

o Problem formulation phase: The network must autonomously translates the opera-
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tor specified intents into an optimization problem, considering multiple objectives and
physical constraints. An LMM can facilitate dynamic problem formulation without hu-
man intervention since they possess better logical and mathematical reasoning abilities.
Moreover, LMM responses are grounded in wireless physics, as discussed in Section 7.3,
and clarified in Fig. 7.4. It can thus formulate precisely wireless optimization problems,

for resource allocation, signaling schemes, or a combination of cross-layer objectives.

o Intent assurance phase: Leveraging a continuous stream of wireless measurements,
LMMs can function as intent assurance agents. Using neuro-symbolic Al capabili-
ties, these agents can assess logical formulas representing the desired intent (typically
defined by QoS targets). If the intent is not fulfilled, LMMs can identify and artic-
ulate the specific issues that need resolution, guiding efforts towards achieving intent

assurance within a specified timeframe.

o Validator agent: For solving the LMM-designed problem formulation provided we can
use multiobjective RL with causal reasoning games building on [123]. Validating solu-
tions against regulatory norms and physical constraints for long-term intent fulfillment
is crucial. This is the alignment goal described previously in Section I. To autonomously
manage intent, a validator role can be fulfilled by LMM, possessing a solid understand-

ing of wireless concepts.

Next, we discuss the impact of minimizing hallucinations through improved assertions and
providing precise answers (as reflected in overexplaining metric). This capability is essential

for swiftly recovering from network service disruptions and thereby ensuring resilience.
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. Retrieval
Evaluation Measure Question Augmented
Prompt
Prompt
Precision (1) 0.06 0.08
Recall (1) 0.59 0.65
F1 Score (1) 0.11 0.14
ROUGE-L (F-measure) (1) 0.17 0.20
Over Explaining ({) 0.34 0.12
Conceptual Question Rationale (1) 0.89 0.84
Conceptual Question Assertion (1) 0.88 0.95
Mathematical Question Rationale (1) 0.77 0.94
Mathematical Question Assertion (1) 0.76 0.97
Mathematical Question Derivative Steps (1) | 0.48 0.87

Table 7.1: Prompting GPT-3.5 Turbo with retrieval-augmented context shows a general advance-
ment over purely prompting with questions in 4 quantitative measurements (upper section) and 6
human-evaluated measurements (lower section). For each metric (row), the symbol (1) indicates
that higher scores are better, and better results are highlighted in bold for the two prompting
methods. Precision: the number of shared words to the total number of words in the generated
answers; Recall: the number of shared words to the total number of words in the human answers;
F1 score: %m; ROUGE-L (F-measure): based on the longest common subsequence
(LCS) between the generated answer and human answer, which indicates that a longer shared se-
quence should indicate more similarity between the two sequences. Human Evaluated Score:
Participants are asked to rate each Q/A sample without knowing the source of it. They will give
score 0 for no and score 1 for yes for each of the Rationale, Assertion, and Over Explaining items.
Mathematical questions require an additional derivative step to be scored.
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Application 3: LMMs for Resilient Networking

Resilience is the ability of wireless networks to: a) detect or predict in advance any failures
or performance disruptions arising due to network functionality issues across any OSI layer,
changing wireless environment, user dynamics, or external malicious influences; and b) re-
cover back to their normal functionality within a stipulated time frame, thereby ensuring
seamless connectivity for all connected devices. In [123], we proposed a robust framework
for building resilient wireless networks causal Bayesian optimization. However, the applica-
tion of our solution in [123] is limited, because it mainly focuses around quickly recovering
from QoS deviations in the network. However, network service disruptions can stem from
changes in the wireless environment or malfunctions in hardware or software functionalities
across diverse edge devices. To address this challenge, we suggest leveraging LMMs equipped
with causal knowledge, not only pertaining to the wireless environment but also grounded
in wireless standards and cross-layer network functionalities. Such a universal foundation
model can handle service disruptions across multiple domains and tasks by operating in a

closed loop fashion as discussed next.

o Continuous monitoring of service disruptions: To detect network service disruptions,
the LMM should continuously monitor and predict potential issues across OSI layers.
For example, consider a situation where the software code representing functionality
at any OSI layer on an edge device becomes corrupted due to processor malfunctions.
Alternatively, critical information intended for storage on an edge server might face
corruption due to jamming attempts. Herein, since LMMs are grounded in wireless
concepts, they can adeptly analyze error messages and descriptions of software mal-
functions or data corruptions, offering suggestions aligned with network standards
to rectify the issues, without any human intervention. This approach enhances the

model’s capability to provide context-aware solutions across diverse tasks or domains
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or environments. Furthermore, LMMs can be consistently prompted to check for po-
tential wireless environment issues that might lead to performance deviations in the
near future. Such network issues can be formulated as either logical formulas or mathe-
matical equations. For example, a potential logical formula could be p : X — (Y < 1),
signifying that with probability p, the wireless observation X results in a performance
Y below the expected target 7. However, vanilla LLMs face challenges in handling
such logical and mathematical problems, as discussed in Section 7.3. In this context,
logical and mathematical reasoning capabilities using neuro-symbolic problem solvers
play a crucial role in assessing performance quality. In contrast to [123], which ne-
cessitates the construction of specific causal models for monitoring particular tasks
or QoS targets, the universal nature of LMMs allows a single model to be used for
monitoring performance deviations and software or hardware malfunctions across any
OSI layer. Given that a failure is detected, we next look at how the LMM can help the
network functionalities quickly (within a stipulated time) recover back to the expected

performance.

Network service recovery via LMM:

As detailed in Section 7.3, RAG enables the model to comprehend the causal impli-
cations of network actions by grounding wireless observations to the extracted knowl-
edge. This enables LMMs to execute the minimal interventions required to restore
the network to a normal functioning state. Further, as discussed in Section 7.3, in-
structibility allows LMMs to generate a sequence of network actions in response to
the feedback from the wireless environment. These actions can involve repairing mal-
functioning code, adjusting resource allocation, or refining signaling schemes to restore
the network to normal functioning. In contrast to [123], which might require separate

causal Al models to monitor diverse functionalities across OSI layers, the universal-
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ity of LMMs can possible enable faster switching between tasks requiring repair or

refinement, utilizing a single AI model.

7.5 STG Data Repository to Support Universal Wire-

less Foundation Model Training

Training a foundation model for wireless communication enables domain-specific optimiza-
tion, efficiency gains through reduced NN weights, and enhanced performance. However,
achieving this long-term goal requires collaboration among stakeholders in wireless com-
munication and computer science. The associated challenges include the need for seamless
interdisciplinary cooperation, addressing diverse communication standards, and incorporat-

ing evolving technologies to ensure the model’s adaptability and effectiveness.

o Diverse and representative datasets: To ensure seamless connectivity across different
wireless environments and diverse applications, an LMM should be trained under di-

verse signal conditions, interference patterns and fading scenarios.

o Adaptability to evolving standards and technologies: The incorporation of evolving
3GPP standards into the foundation models is crucial. This integration ensures that
the decisions made by the LMM comply with both the network and the unified 3GPP
standards. This alignment contributes significantly to enhancing the trustworthiness
of the language model by ensuring its compatibility and compliance with the latest
industry standards. In addition to leveraging LMMs for understanding and adhering
to existing standards, they can also play a crucial role in the creation of standards,
especially in scenarios where technologies are not standardized. LMMs, with their

capacity for natural language processing and generation grounded in wireless concepts,
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can contribute to the formulation and documentation of wireless standards, fostering

innovation and clarity in technology development.

7.6 Discussion

This chapter developed a new framework for Synthetic Table Generation (STG) with de-
signing Al-native wireless systems (6G and beyond) for multiple tasks using foundation
models built on multi-modality, grounding, and instructibility principles. We conclude with

following key recommendations:

« Building a repository of synthetic (STG) wireless datasets: While the results
based on RAG offer unique insights into LMMSs’ capabilities, it is essential to acknowl-
edge the challenges associated with generating a comprehensive dataset. To address
this, we recommend the creation of an open-source ontology for wireless concepts and
algorithms, sourced from a curated selection of textbooks and wireless literature, en-
compassing 3GPP standards. This approach ensures the quality, reliability, and trust-
worthiness of the dataset, making it applicable for research and development across

the entire wireless community.

e Speeding up next-G standardization to system design: LMMs can assist in
the swift prototyping of diverse system design scenarios. Leveraging the capabilities
of RAG, LMMs can retrieve pertinent text-based descriptions and specifications by
considering the provided input, whether it be a network intent or system design goals.
This enables LMMs to actively contribute to rapidly exploring design alternatives and

their associated implications.



Chapter 8

Conclusion and Future Work

In this dissertation, we have proposed and developed novel approaches to synthetic tabular
data generation (STG), addressing key challenges related to data fidelity, model efficiency,
and trustworthiness. Our work spans deep learning, large language models (LLMs), and
domain-informed prompting, culminating in both methodological contributions and real-

world applicability.

8.1 Conclusion

In Chapter 3, we introduced an auto-regressive DNN-based approach leveraging convolu-
tional networks and mixture density networks to capture both row and column dependencies
in tabular data and generate the synthetic tabular data. In Chapter 4, we proposed an LLM
fine-tuning framework (PAFT) to improve generation fidelity while minimizing the need for
manual feature engineering, addressing limitations in DNN-based models. In Chapter 5,
we tackled the computational cost of LLM fine-tuning by introducing Knowledge-Guided
Prompting (KGP), which leverages prior domain knowledge to guide in-context learning for
efficient and scalable STG. In Chapter 6, we shifted focus to model evaluation by propos-
ing embedding isotropy as a trust indicator for LLM-based STG, offering a lightweight,

model-internal signal for anticipating generation quality. In Chapter 7, we demonstrated an

application of STG in next-generation wireless telecommunications, showcasing its integra-
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tion with large multimodal models and retrieval-augmented generation (RAG), highlighting

the practical relevance and extensibility of our methods.

In each of the aforementioned problems, we have demonstrated through rigorous qualita-
tive and quantitative results the effect of incorporating structural priors, adaptive modeling
techniques, and trust indicators into the STG pipeline. Together, these contributions pave
the way for more reliable, scalable, and high-fidelity synthetic data generation in complex

real-world domains.

8.2 Future Works

Looking ahead, we identify four key directions for advancing Synthetic Tabular Genera-
tion (STG) in future research. First, we aim to enhance the functionality of STG-Toolbox
by advancing STG Benchmarking and Isotropy-Aware Data Augmentation. Beyond this,
we propose three specialized research directions: 1) Localized Editing STG (LE-STG) for
flexible, region-specific table modifications; 2) Multimodal STG (MM-STG) for integrating
tables with text and images; and 3) Agent Dialogue-Driven STG (AD-STG) for embedding

structured tables into Al-agent systems to support dialogue, planning, and simulation.

8.2.1 STG Benchmarking and Isotropy-Aware Data Augmentation
in the STG-Toolbox

To maximize the practical value of Synthetic Tabular Generation, it is pioneering to develop

two key components:

« STG Benchmarking: Build benchmark datasets to evaluate different STG meth-
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ods across a range of metrics, enabling standardized and comprehensive comparisons.
For instance, a running example dataset could be used to demonstrate synthetic data
quality improvements across entirely different approaches, including GANs, deep neu-
ral networks (DNNs), diffusion models, large language model (LLM) fine-tuning, and
LLM prompting. Moreover, for different types of tabular data, domain-specific evalu-

ation metrics should be carefully designed to capture relevant aspects of data quality.

o Isotropy-Aware Data Augmentation: Given a dataset with poor isotropy, learn to
generate a complementary synthetic sub-dataset that, when combined with the original

data, can improve model performance.

8.2.2 Localized Editing Synthetic Tabular Generation (LE-STG)

Although most previous work in synthetic tabular generation has focused on generating en-
tire tables, single table or multitable, our approach introduces a new paradigm: Localized
Editing Synthetic Tabular Generation (LE-STG). This extends the generation task to sup-
port precise, region-specific edits within tabular data while maintaining statistical validity
and semantic coherence. Unlike Al-assisted spreadsheet systems that automate cell-level
operations, this method emphasizes the preservation of the joint value distributions and
structural relationships inherent in the data. Potential use cases and applications for this

technique include the following;:

o Data augmentation: Local edits to a subset of the table can be propagated to

surrounding entries to maintain a realistic and valid distribution.

o Data security and validation: Enables consistency checks between partial regions

of a table to determine whether they likely originate from the same data source.
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o Data poisoning and adversarial generation: Facilitates the injection of targeted,
adversarial content that may appear legitimate to human reviewers but is crafted to
compromise downstream Al models. For example, inserting realistic but fabricated

financial records that undermine fraud detection systems.

8.2.3 Multimodal Synthetic Tabular Generation (MM-STG)

Large multi-modal models have significantly extended the applications of generative Al due
to their rich representation capabilities, including contrastive language-image generation [98],
document editing [119], document information retrieval [28, 50], diagram generation [145],
and wireless 6G telecommunications [143]. From a technical perspective, models such as ViT-
backed Masked AutoEncoder (MAE) [53], T5 [100], and BERT [32] have become well-known

for their efficient parameterization, adaptable architectures, and strong learning capabilities.

We are developing a unified model, UMAP, that is designed to integrate text, image, and
tabular data in various formats. It supports both discriminative learning and the generation
of structured data. UMAP leverages the functional correlations between textual mathe-
matical descriptions, graphical function plots, and tabular data samples to model all three

modalities using a single, unified representation.

The core of UMAP is an innovative Vision-Text-Csv Transformer that combines pretraining
with a wide range of domain-specific downstream tasks within a sequence generation frame-
work. To the best of our knowledge, this represents the first approach in tabular generative
AT to support both multidirectional modality synchronization on STG and STG-image edit-

ing simultaneously.

Potential use cases and target audiences for this technique include:
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« Editing existing tabular data based on conditioning from a distribution plot (partial

distribution).
« Injecting specific behaviors by editing partial segments of a table.
» Generating image patches corresponding to modified portions of tabular data.

o Converting high-level natural language descriptions into targeted table edits.

8.2.4 Agent Dialogue-Driven Synthetic Tabular Generation (AD-

STG)

AT agents have emerged as a powerful paradigm with the rapid advancement of Large Lan-
guage Models (LLMs) and Large Multimodal Models. One particularly notable example
is Generative Agents: Interactive Simulacra of Human Behavior [90], which introduced a
sandbox village populated with autonomous agents. Other agent-based frameworks have
demonstrated diverse applications, such as open-ended gaming [132] and embodied inter-
action [153]. Although these systems have explored dialogue generation, planning, and
interaction, the use of Synthetic Tabular Generation (STG) within Al-agent contexts has
remained largely unexplored. To our knowledge, we're the first to propose incorporating

STG into Al-agent dialogue systems.

For example, rather than defining an agent’s persona solely with a descriptive paragraph, we
propose using a multi-dimensional tabular format to represent their attributes, behaviors,
and preferences. Similarly, structured elements within the environment, such as the inventory
list of a village storekeeper, can be represented and generated through STG. This enables
greater consistency, flexibility, and fidelity in representing the agent state and the interaction

context.
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As always, the core principle of STG remains the preservation of joint value distributions
and structural relationships within the generated data. We argue that, in future Al-agent
dialogue systems, STG will play an essential role in grounding agent memory, reasoning, and

decision making with structured, realistic, and editable representations.

8.3 Ethics Statement

Synthetic data generation, whether in the form of tabular data, images, or text, presents both
opportunities and challenges in the field of artificial intelligence. Among these, Synthetic
Tabular Data Generation (STG) is especially powerful, with the potential to improve lives in
meaningful ways. This is because a person’s personal information, such as financial, medical,
educational, family, behavioral, and personal interests, can all be effectively represented in

a few simple structured tables.

It is essential that individuals always have the right to decide whether and how their personal
data are used by AI models. The primary motivation behind this dissertation is the use of
STG as a tool to protect privacy. From the beginning, starting with Chapter 3, this work
has emphasized privacy as a fundamental evaluation metric. No matter how realistic the

synthetic data may appear, they must always pass strict privacy-preserving tests.

Looking to the future, STG has the potential to become a mature and widely accepted
technology, much like synthetic image and text generation today. When that time comes,
it is critical that society also advances, establishing clear policies and legal protections to

ensure that the privacy and rights of every individual are fully respected.
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Appendix A

Appendix for Problem 2

A.1 Extended Related Work

Owing to the ubiquity of tabular data, the synthetic generation of this type of data in
traditional machine learning research. Various approaches have been developed for tabular

data generation.

Tabular Data Generation with Neural Networks (i.i.d. rows). Lei et al. [140]
proposed CTGAN where rows are independent of each other; a conditional GAN architec-
ture ensures that the dependency between columns is learned. Tabsyn [146] also generates

independent rows but with a diffusion approach.

Tabular Data Generation with Neural Networks (non i.i.d. rows). Doppel-
Ganger [69] uses a combination of an RNN and a GAN to incorporate temporal depen-
dencies across rows but this method has been tested in traditional, low-volume settings such
as Wikipedia daily visit counts. For high-volume applications, STAN [141] utilizes a combi-
nation of a CNN and Gaussian mixture neural networks to generate synthetic network traffic
data. GraphDF [24] conducts multi-dimensional time series forecasting. GOGGLE [72]

employs a generative modeling method for tabular data by learning relational structures.

Use of Language Models (LLMs) for tabular data generation. Most modern LLMs

are based on the transformer architecture [128] with parameters ranging from few millions
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to billions [54], and researchers have developed creative ways to harness LLMs in tradi-
tional machine learning and data contexts. LIFT [33] initially transforms a table row into
a sentence, such as ‘An Iris plant with sepal length 5.1cm, sepal width 3.5cm’, and em-
ploys an LLM as a learning model for table classification, regression, and generation tasks.
GReaT [15], introduced earlier, utilizes a GPT-2 model that has been fine-tuned using a
specific corpus for synthetic data generation. A general benefit of utilizing LLMs is the

elimination of customized preprocessing pipelines.

Feature Ordering. Although not well-studied in the context of tabular data generation,
the notion of feature ordering has been investigated in the context of graph-to-text transla-
tion [114] wherein to learn effective graph encodings, vertices are linearized via combinations
of different graph traversal mechanisms, e.g., topological & breath-first strategies [34], and
top-down & bottom-up approaches [105]. As a second example, ‘permutation-invariant tab-
ular data synthesis [155] examines the influence of the arrangement of table columns on
convolutional neural network (CNN) training and organizes them according to the corre-
lation among columns. Nevertheless, it is important to acknowledge that relying on mere
correlation to establish column orders can be limiting. There are also several approaches
(e.g., [30, 61]) that synthesize, discover, or aggregate features from relational databases,
leveraging order information when possible, for use in machine learning pipelines. It worth
to note that even in the LLM community, the task of context sorting for LLM prompting is

not trivial and has gained significant attention lately [27].

Mining and Modeling Functional Dependencies. Yunjia et al. [149] relax the notion
of strict functional dependencies to include noisy functional relationships by utilizing prob-
abilistic graphical models. Chen et al. [23], in their FakeTables approach use the discovery
of functional dependencies in a GAN formulation; they first use a generator to create a set

of columns (set A) and an autoencoder to cast another set (set B), which are then used
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by a discriminator to calculate the gradient loss. Muralidhar et al. [83] proposed to use
Granger causality to incorporate functional invariants across multiple time series. The area
of FD discovery and of data mining with tabular data have both been extensively stud-

ied [76, 94, 152].

A.2 Extended Methodology

A.2.1 Extended Algorithm

Algorithm 3 details F'D distillation procedures corresponding to the text in Section 4.2.2 and
Algorithm 4 details Feature Order Permutation Optimization procedures corresponding to

the text in Section 4.2.3.

Algorithm 3 FD Distillation with Schema-Level FDs

Require: List of Schema-level FDs, S
Ensure: Column Dependency Graph, G(V, )
1: G+ 0
2: for fd € S do
3: LHS,RHS « fd

4: if LHS.length =1 and RHS.length = 1 then

5: for u e LHS do

6: for v e RHS do

7 G.add_edge(u,v) > Case 1
8: else if LHS.length > 1 and RH S.length = 1 then

9: for u e LHS do

10: G.add_edge(v, u) > Case 2
11: else > RHS.length > 1, Case 3
12: for v € RHS do

13: if LHS.length =1 then

14: G.add_edge(u, v) > Go to Case 1
15: else

16: for ue LHS do

17: G.add_edge(v, u) > Go to Case 2
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Algorithm 4 Feature Order Permutation Optimization

Require: Column Dependency Graphs G(V, E)
Ensure: Optimal Feature Order Permutation k

1. if |€] = 0 then
2 Return k <« arbitrary permutation(V)
3: if G is not a Directed Acyclic Graph (DAG) then > Phase 1
4: G <« strongly__connected__components(G)
5. k < topological__ordering(G) > Phase 2
6: k < arbitrary_SCC_expansion(G) > Phase 3
7: Return k

A.3 Data and Experiment Description

A.3.1 Experimental Setup

Dataset. We evaluated the efficiency of PAFTthrough experiments on six real datasets
commonly used in synthetic table generation studies (GReaT, CTGAN, etc.), as well as a
set of four simulated datasets: Beijing [25], US-locations [41], California Housing [85], Adult
Income [13], Seattle [112], and Travel [121], Simulated (Algorithm 5). These real-world
datasets come from diverse domains and vary in size. The range of the number of functional
dependencies spans from 0, indicating complete independence between columns, to around
400, indicating a high level of interdependence. These data also demonstrate the diverse
combinations of categories and numerical columns. The simulated data is customized to
adhere to the given functional dependence schema, thus explicitly emphasizing the degree

to which a model can precisely represent the functional relationship. The simulated data

has four distinct versions, denoted by the variable k, which represents the unique values in
the d column. As the value of k increases, the data becomes more complex, which has been
demonstrated to make training the generative model more challenging, as evidenced by all
the experimental results presented in this chapter. In particular, the functional dependency

graph of the simulated data is [ — b, a = ¢,b = ¢,b — d,a — d,b — d|. Table A.1 provides
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the FD characteristics of each dataset, while Table A.1 provides an more detailed overview.

Training and Testing. To prevent any data leakage, we partitioned the data sets into 80%
training sets and 20% test sets. All models are trained or fine-tuned on the same training
data samples. All models undergo cross-validation using 5 generated data sets to validate
their results. One advantage of using LLM for creating tabular data is that there is no need
for any complex data preparation. This means that the feature names and values are used

just as they are supplied in the original data sets.

Dataset ‘ #Rows ‘ #Cat ‘ #Num ‘ #FD
Beijing 43,824 1 12| 157
US-locations 20,400 3 2 7
California 20,640 8 0 362
Adult 32,561 9 6 78
Seattle 2,016 2 6 10
Travel 954 4 3 0
Simulated,k=[1,5,10/15]0,000 | 4| 0| 6

Table A.1: Dataset Descriptors (number of rows, categorical columns, numerical columns,
and FDs).

Algorithm 5 Building simulated data: Given a dependency graph G, setting values for a
table with n rows and m columns with different statistic complexity based on the initial
unique value k£ for the complexity in the root column of the functional dependency chain.

1: procedure SETVALUES(n, m, G, k)
2: table[n][m] «+ {}
top_order,node_ layer < Algorithm 4(QG)
unique_value < {}
for vertex € topo_order do
topivalue[vertex] — 2max7laye7‘—nodeilayer[Uerteac]

for j < 1 tom do
for i + 1 ton do

table[i][j] <= T (top._vatuelj]+k)

Baselines. In benchmarking suite, we have baselines that consist of current deep learning

approaches for synthetic data generation (CTGAN [140], CopulaGAN [140]), and the most
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advanced LLM fine-tuning synthetic table generator GReaT [15]. To guarantee an equitable
comparison, we employ the Distill-GReaT model for both techniques in all tests, and adjust
the hyperparameters as advised by the official GitHub website of GReaT. It ought to mention
that GReaT utilizes textual encodings with random feature order permutations. This implies
that each sample will undergo a different random order during the training and sampling
process. This strategy appears similar to the edge case in Algorithm 4, but in fact, they are
distinct. When the FD set is empty, PAFT will suggest a random permutation. Nevertheless,
this permutation serves as a comprehensive guide for all samples after an in-depth assessment

of FD.

A.3.2 Reproducibility detail

Baselines. Each baseline (CTGAN, CopulaGAN, TabSyn, GReaT) sticks to the recom-
mended hyperparameters and utilizes officially released API tools: Synthetic Data Vault [92]
and GReaT [15]. As for the fair comparison of GReaT and PAFT, the LoRA fine-tuning
parameters are set as: Lora attention dimension r = 16, alpha parameter for Lora scaling
lora__alpha = 32, The names of the modules to apply the adapter to target modules =

¢_attn, The dropout probability for Lora layers lora_ dropout = 0.05, bias = none.

Computational Resources. To ensure fairness in the comparison between the baselines,

all baseline models and experiments were executed on a single Tesla P100-PCIE-16GB GPU.

Parameters for MLE and Discriminator Models. We utilize neural network, lin-
ear/logistic regression, and random forest models from the Scikit-Learn package for the ML
efficiency and discriminator experiments. The exact hyperparameters for each model are de-

tailed in Table A.2. Every result is evaluated through the process of 5-fold cross-validation.

Low-order statistics [146] of column-wise data density is calculated with SDV library.
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Table A.2: The parameters we used for MLE and Discriminator models remain the same
across all datasets.

| RF | LR | NN

‘ n_est ‘ max__depth ‘ max_ iter ‘ max_ iter ‘ hidden_ layer_ sizes ‘ learning_ rate
Classification | 100 None 100 300 (150, 100, 50) 0.001
Regression 100 None 100 300 (150, 100, 50) 0.001

A.4 Additional Research Questions and Case Studies

A.4.1 RQ2: Does PAFT generate data respecting the consistency

of intrinsic data characteristics?

Table A.3 details the standard deviations from five experimental runs.

Table A.3: Additional Std. details in intrinsic characteristics evaluation.

Fact Violation Rate (])
CTGAN CopulaGAN TabSyn GReaT PAFT
US-locations  State-code — Bird ~ 94.66+0.32%  95.66+0.17%  0.10£0.04%  0.30£0.00%  0.00+0.00%
US-locations Lat-long — State 99.224+0.08%  98.51+0.07% 21.504+0.32%  8.16+0.14%  2.93+0.15%

Dataset Intrinsic Fact

California  Lat-long — CA AT.5646.37%  99.9340.00% 8.83+0.13%  5.4240.16%  1.26+0.06%
California  edian house price 0y S0 0.014£0.01%  0.0040.00% 0.00+0.00%  0.00-0.00%

— [1.4€%, 5e®]

Adult education — 83.94+ 1.93% 19.094 0.58% 1.43+0.04%  1.2440.09% 0.46+ 0.03%
education-num

Seattle Zipcode — Seattle 0.00+0.00%  99.88+0.00% 0.00+0.00% 0.00+0.00% 0.00+0.00%

A.4.2 RQ3: Can data generated by PAFT replace real data in

downstream ML model training?

Table A.4 details the standard deviations from five experimental runs.
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Table A.4: MLE Performance (%): Comparison of original data to synthetic data.For
datasets denoted as (*), we use a regression model for prediction, and calculate MAPE
as performance (where lower scores are ideal); For other datasets, classification models are
used for prediction and we calculate the accuracy as performance. The best results are
marked in bold and the second-best results are underlined. RF: random forests; LR: linear
regression: NN: a traditional multi-layer perceptron.

Regression Task ‘

MAPE () Over Different Methods

Dataset ‘ Orig. ‘ CTGAN CopulaGAN TabSyn ‘ GReaT PAFT
RF | 041% | 2.494+0.57% 2.15+0.29% 0.7£0.01% 0.57£0.00% 0.524+0.00%
Beijing (*) LR | 1.37% | 2.234£0.54% 1.554+0.21% 1.2540.0% 0.97+0.01% 1.3440.01%
NN | 0.99% 2.4440.74% 2.83+1.18% 1.01£0.14% 1.16+0.56% 0.95+0.13%
RF | 0.18% | 0.6540.09% 0.39£0.01% 0.22+0.0% 0.2540.00% 0.20+0.00%
California (*) LR | 0.30% 0.54+0.1% 0.5+£0.01% 0.30£0.0% 0.29+0.00% 0.31£0.00%
NN | 0.34% | 0.534+0.11% 0.47£0.02% 0.29+0.02% 0.3+0.01% 0.274+0.00%
RF | 0.33% 0.76+0.34% 0.38+0.07% 0.30+0.06% 0.35+0.01% 0.28+0.03%
Seattle (*) LR | 0.29% | 0.74£0.35% 0.32+£0.03%  0.23+0.04% 0.3340.00% 0.29+0.03%
NN | 0.28% | 0.7140.33% 0.3840.08% 0.28+0.01% 0.33£0.00% 0.274+0.01%
Classification Task | Accuracy (1) Over Different Methods
Dataset ‘ Orig. ‘ CTGAN CopulaGAN TabSyn ‘ GReaT PAFT
RF | 99.95% | 7.17+£1.58%  45.33+£2.82% 99.99+0.01% | 99.84+0.07%  99.914+0.03%
US-locations LR | 46.1% | 5.11£3.14%  31.08+£1.92%  43.69+£1.9% 45.65+£0.86%  49.41+1.57%
NN | 99.85% | 7.56+4.61%  53.34£1.59% 99.64+0.17% | 98.94+1.16%  99.4440.28%
RF | 84.97% | 71.15+5.59%  81.33+1.53%  83.69+0.28% | 83.89+0.42%  83.06+0.35%
Adult LR | 78.53% | 75.68+0.14%  78.18+ 1.53% 78.38+0.11% | 76.14+0.29% 77.2440.09%
NN | 76.9% | 75.69+0.10%  76.6+£1.26% 78.36+1.23% | 78.23+1.31%  79.16+0.15%
RF | 88.95% | 56.354+2.64%  67.18£3.0%  84.09+1.18% | 79.78%1.29%  85.19+1.99%
Travel LR | 82.87% | 70.17£17.46%  79.56+0.00% 83.31+0.22% | 78.34+2.02%  82.76+1.01%
NN | 81.77% | 71.05+17.85%  79.56+0.00%  81.88+1.33% | 80.77+£1.33%  83.2+0.90%

A.4.3 RQ4: Does PAFTadhere to real distribution and possess

mode diversity?

Tables A.5 demonstrate that the PAFTsynthetic data closely matches the real data in terms
of univariate distribution and bivariate correlation, outperforming the baseline. PAFThas
the ability to generate a wide range of diversity, encompassing both continuous and discrete

variables, which closely resembles real data.
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Dataset ‘ CTGAN ‘ CopulaGAN ‘ TabSyn ‘ GReaT ‘ PAFT
Adult | 0.81£0.01 | 0.92£0.01 | 0.98+0.00 | 0.88+0.00 | 0.9040.00
Beijing | 0.89+£0.01 | 0.79£0.01 | 0.9840.00 | 0.93+0.00 | 0.9740.00

California | 0.87+0.03 | 0.77£0.01 | 0.98+0.00 | 0.89+0.00 | 0.8340.00
US-locations | 0.83£0.02 | 0.8240.00 | 0.960.00 | 0.93+0.00 | 0.97+0.00
Seattle | 0.8340.01 | 0.73£0.02 | 0.93£0.00 | 0.90£0.00 | 0.93+0.00
Travel | 0.84:£0.01 | 0.90£0.02 | 0.93£0.01 | 0.93+0.01 | 0.93+0.01

Table A.5: Error rate (%) of column-wise density estimation'. Bold Face represents the best
score on each dataset. Higher values indicate more accurate estimation (superior results).
PAFToutperforms the best generative baseline model in most case. The best results are
marked in bold, the second-best results are underlined.

A.4.4 RQ5: Does the synthetic data generated by PAFT pass the

privacy test?

Similar to the analysis conducted in recent work [15] (GReaT), we employ the random
forest (RF) algorithm to train discriminators to distinguish real data (labelled as True) and
synthetically generated data (labeled as False). Subsequently, we test performance on an
unseen set (consisting of 50% synthetically generated data and 50% real data). In this
experiment, scores represent the percentage of correctly classified entities. In this case, an
ideal accuracy score would be close to 50%, which means the discrimniator fails to distinguish
between real and synthesized data. Scores are shown in Table A.7 and indicate that the data
generated by PAFTis most indistinguishable from real data, even by powerful discriminative

models.
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Dataset ‘ CTGAN ‘ CopulaGAN ‘ TabSyn ‘ GReaT ‘ PAFT
Adult | 0.8140.02 | 0.86£0.01 | 0.93£0.00 | 0.80£0.01 | 0.78+0.00
Beijing | 0.92+£0.01 | 0.94£0.01 | 0.9940.00 | 0.95+0.00 | 0.98+0.01

California | 0.84£0.00 | 0.87+£0.01 | 0.97+0.00 | 0.87+0.01 | 0.91+0.02
US-locations | 0.50+£0.02 | 0.5520.00 | 0.93£0.00 | 0.89+0.00 | 0.94+0.00
Seattle | 0.74£0.02 | 0.7240.01 | 0.80£0.01 | 0.76+0.03 | 0.81+0.01
Travel | 0.7740.02 | 0.80£0.02 | 0.87+0.01 | 0.85+0.01 | 0.82+0.05

Table A.6: Error rate (%) of pair-wise column correlation score’. Bold Face represents the
best score on each dataset. PAFToutperforms the best baseline model in most case. The
best results are marked in bold, the second-best results are underlined.

A.4.5 Case Study: Influence of Statistical and Semantic Factors

Statistical Factor The occurrence of functional dependency in a table is influenced by
various factors, including the number of rows and columns, the distinct values in the columns,
the relationship between columns, and the presence of duplicate rows, etc. Table 4.1 and A.1

shows different dataset may have different level of statistic difficulties.

Semantic Factors The acquisition of semantic factors is typically not achievable from
direct observation of the data’s appearance. Typically, this implies that the data’s worth
will be influenced by real-world expertise in a specific field. For instance, map coordinates
are influenced by the geopolitical borders of actual countries and states. Similarly, even if
only a subset of data points from a mathematical function are observed, there is a need to

comprehend the complete representation of that particular mathematical function.

Fig. A.2 shows the difficulty of capturing the functional dependency can also leaded by
the semantic conext of a sub-class in a mixture dataset, such as the state shape and geo
location distribution. For this case, previous Table 4.2 have already shown the improvement

of utilizing PAFT.
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Table A.7: Discriminator Performance (%): Comparison of synthesized data from CTGAN,
CopulaGAN, TabSyn, GReaT, and PAFT. The scores stand for the accuracy for detecting
real or fake data, where the ML models are trained using 50% real data and 50% random
data. An ideal accuracy score is 50, indicating the model cannot distinguish between real
and synthesized data. The best results are marked in bold, the second-best results are

underlined.

Data Privacy - Sniff Test: ML Discriminator Accuracy (Ideal — 50%)

Method ‘ CTGAN ‘ CopulaGAN ‘ TabSyn ‘ GReaT ‘ PAFT
Beijing | 99.16+ 0.08% | 98.694 0.39% | 50.97+0.06% | 51.1+ 0.08% | 50.09+ 0.05%
Us- 99.94+ 0.03% | 97.744 0.22% | 51.97+0.18% | 50.47+ 0.07% | 50.01+ 0.01%
locations

California | 98.35+ 0.2% | 86.64% 0.67% | 50.64+0.15%

53.74£ 0.27% | 49.89+ 0.03%

Adult | 94.43+ 0.53% | 59.824 0.9% | 51.64+0.14% | 51.124 0.26% | 48.75+ 0.03%
Seattle | 87.61+ 1.06% | 85.742.0% | 50.12+0.9% | 68.27+ 1.34% | 47.21+ 0.48%
Travel | 77.96+ 1.4% | 74.14+ 1.64% | 50.66+1.97% | 62.494+ 1.2% | 48.18+ 0.81%
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Figure A.1: Semantic Complexity: using the random order permutation to modeling
the mixture of states data is more challenging when the rectangularity index (left) and

compactness index (right) increase.
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Figure A.2: Statistical Complexity can be figured out by analyzing the distribution of the
data. For instance, California Housing data is simpler to model concerning the Functional
Dependency as it only includes the longitude and latitude for a single state.
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Figure A.3: For a composite dataset, comparison of state-specific violation rates for different
synthetic data generation approaches. Here, the states (x-axis) are sorted based on increasing
violations. PAFT significantly mitigates state-specific violations in a composite dataset.



Appendix B

Appendix for Problem 4

B.1 Proof of Theorem 6.1

Theorem B.1. Let the logits of the ground-truth model be bounded. Then for any f*(k,l),
there ezists a set of functions {Z;(k, l)}‘izll such that for all k and T),1, the predictive distri-
bution of the student model p (kr,,, | ki.1,) matches that of ground-truth model p* (kg | ki.1;)
and f(k;, ) = 0. In other words, there exists a student model with the same pre-training loss

as the ground-truth model, but its logits are ineffective for the numeric downstream tasks.

Proof. We select 7 € R such that Vk, Tj;1, 7 < minjey b} —maxjey 2 (K, 1), and Vk, Tj11,Vj €

V. By setting 2;(k,l) := 2z (k,l) + 7, we get Vj € V,

Zi(k, 1) = b5 < 2z (K, 1) + r]rélg b — I?Ga];(zf(k,TlH) —b; <0,

this implies that o(2;(k,[) — b;) = 0. Hence, Vk,Tj;; and we have f(k,1) =0. [

B.2 Proof of Lemma 6.2

1V
Lemma B.2. Consider the Jacobian matriz J = [%‘%ﬁ} , which represents the gradient of
i Jij=1

the self-attention mapping G( ) with respect to the input time series token embeddings. Then

176
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2
Yi — Z‘JVH pij¥;| + A, where the

ZMlpl,qwq + ||2 Z'Vl |w]"27 and the

attention weights p; ; are defined as p; ; = M'
ghts p; f Pij M exp(e] )

the spectral norm of J satisfies ||J||2 < | |2 ZM (pii +3)

residual term A is given by A = | |y Z#J Dij ¥

Proof. According to the analysis, the gradient of g;(¥) with respect to the variable 1p; is
expressed as J;; = 891( =pi; I+ TQ' ( 0ij+ Ej; T) where the matrix Q° is defined by
Q' = diag(p;.) — pi,;pi:. Here, p;. € RL' corresponds to the i-th row of the probability
matrix P, E;; € RIVIXIVI denotes a matrix with a single entry at the (7,4)-th position and

zeros elsewhere, and ¢; ; € {0,1} is the Kronecker delta. We thus have

V|
1Tl <) il
ij=1
V| V| [V
< ZPZ,J+Z| TQ ol o+ > | TQE; i |2 |2
7.7 1 ,j 1
2 Vi ? VI '
SIH 1Y Do pasltslP =D opigs| | + 11D | T Qe
i=1 \ j=1 j=1 ij=1
v v V| VI
< V| +| |2zzpm|¢y szqwq|2+| |22pm|¢ pi.)|
=1 j5=1 1,7=1
V| 1 V| | B V|
25> (p ‘ 5) = Tpul? s ML
i=1 i#£j
2
[V 1 V| [V 2 V|
=[l) < i T 5) (i = ToulP+ VI 2 D pag |05 = ) pigtha| + 75 Z il
i=1 i#j q=1
[V 1
— .. J— . — T . 2
=B (b g) o= Xl
where A = | [ Ezﬁ pij |¥ ZM1 bi q¢q + ||2 ZM1 il =

The theorem below shows that minimizing the objective Zl.‘jl | — T 1);]? contains the
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T

largest m eigenvectors of the correlation matrix of input time series token embeddings

where m is the rank of .

Lemma 1 implies that one of the key components in the Jacobian’s upper bound takes

the form |¢; — Z'ji'l pi;j¥;]?. Consequently, during optimization, it is natural to aim for a

reduction in the gradient magnitude, which motivates minimizing the expression Z‘iﬂl | —

‘Ji'l i j1;]?. This leads to understand the choice of W and WX that minimize Zgl |t —

‘;i'l pij¥;[?, which is equivalent to solving the optimization problem min |, <, ZLZ‘I | —
‘ji'l pi.j¥i]?, where the scalar constraint p regulates the size of .

To proceed, we consider the objective in the scenario where p is small. In this case, we can
approximate the attention weights by p;; ~ ﬁ + ﬁwj ;. Now, we define the average of
embedding as ¢ = T1/|V]. It then follows that SV 0, — Tpi|2 = SV jus — o — T ]2
Assuming all input time series patterns are zero-centered, i.e., 1) = 0, we have ZLZ‘I | —

Ty =tr (I — T )*T). Theorem 6.3 establishes that the optimal that minimizes

Z?jl [ — T ab;|? is spanned by the top m eigenvectors of T | where m equals the rank of .

B.3 Proof of Theorem 6.3

Theorem B.3. Let the eigenvalues of the correlation matriz T be ordered as \y > Ay > -+ >
Ap, and let v; € RP fori=1,..., D denote their associated eigenvectors. Then, the matrix

* that minimizes the quantity ZLZ‘l ‘77/11 - T @/JZ|2 has the optimal form = >"7" | v

Proof. Given that W € RP*™ and W € RP*™ it follows that the matrix has rank m.
Hence, we know min Zﬁll s — T ]|? > Zqu:|m+1 A¢- Now, if we set to =", /\%%%T,

) m 2
then we obtain ZLZH l|%: — T %HQ = tr <([ - 21‘:1 %’%‘T) ’ > = Z(]D=m+1 Ag-

Therefore, the optimal solution for minimizing Z?jl s — T 4|* is essentially character-
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ized as a linear combination of the top m eigenvectors of ' . Since a small gradient will
prefer a small quantity of ZLZ'I ls — T 4h;]|2, the self-attention mechanism implicitly drives

the weight matrices Wg and Wy to align with the dominant eigen-directions of ' . Il

B.4 Clustering in the Contextual Embedding Space

Clustering. We begin with the isotropy assesmment by performing clustering on the LLM
representations in the contextual embedding space. There are various methods for per-
forming cultering, such as k-means, DBSCAN [39]. We select K-means clustering method
because it is reasonably fast in high embedding dimensions (e.g., d > 768 for GPT2, ELMo,
BERT etc.). We use the celebrated silhouette score analysis [110] to determine the number
of clusters |C| in the contextual embedding space. After performing K-means clustering,
each observation p (i.e., one of the J vector representations in V) is assigned to one of C
clusters. For an observation p assigned to the cluster ¢ € C', we compute the silhouette score

as follows

b(p) — a(p)
max{b(p), a(p)}’

o) = g O A be) = min 3 dislpg): s(p) =
q€C,p#q geé

where a(p) is the mean distance between an observation p and the rest in the same cluster
class p, while b(p) measures the smallest mean distance from p-th observation to all observa-
tions in the other cluster class. After computing the silhouette scores s(p) of all observations,
a global score is computed by averaging the individual silhouette values, and the partition
(with a specific number of clusters) of the largest average score is pronounced superior to
other partitions with a different number of clusters. We select the best |C| that belongs to

the partition that scores highest among the other partitions.
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B.5 Dataset Description

Baselines Architecture, Tokenization Techniques and Hyperparameters.

Table B.1: LLM models architectures, time series tokenization techniques and hyperparam-
eter choices. L stands for context length, d; for hidden layer dimension, n; for number of
layers, ny for number of heads, and n for learning rate.

Model

Architecture

Tokenization Technique Hyperparameters

Encoder-Decoder

ith . Co
ChronosT5 " o Scaling & Quantization Default
autoregressive fore-
casting
Encoder-Decoder
rith ) o .
Chronos-Bolt Scaling & Quantization Default

multi-step forecast-

ing
PatchTST Vanilla Encoder Patching Patch length: 16, Stride: 8, dj = 32,ny =
2, ng = 4
Moirai Encoder Patching L = 1024, Patch length: selected by
dataset-specific validation
Lag-Llama Decoder Lag Feature L =32
Real Datsets.
Table B.2: Real and Synthetic Datasets
Data Subset ‘ Domain ‘ Dataset 1 ‘ Dataset 2
Energy Australian Electricity — Queensland State | Australian Electricity — South Australia
Weather Solar Radiation Rainfall
Real Datasets Finance Exchange Rate NNb5 Weekly Cash Withdrawals
cal Datasets Healthcare Hospital Patient Counts COVID-19 Deaths
Transportation | Transportation Signaling 1 Transportation Signaling 2
Retail Car Sales Dominick
Linear DotProduct kernel (C=0) DotProduct kernel (C=1)
Seasonality Seasonality kernel (period = 0.5W) Seasonality kernel (period = 0.25H)
Synthetic Datasets | Trend RationalQuadratic kernel (o = 1) RationalQuadratic kernel (o = 10)
Non-Linear RBF kernel (length scale = 0.1) RBF kernel (length scale = 1)
Stochastic WhiteKernel (noise level = 0.1) WhiteKernel (noise level = 1)

Synthetic Datasets. We use KernelSynth [8], a method to generate synthetic dataset
using Gaussian processes (GPs). KernelSynth allows generation of large, diverse datasets
tailored to specific patterns or statistical properties, which is particularly useful when real-

world data is scarce or incomplete. In this synthetic data generation process, the GPs are
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Table B.3: The complete list of datasets used for our quantitative and qualitative analysis.
The table is divided into three sections, representing how the datasets were used for baseline
models.

Dataset Domain Freq. Num. Series Series Length Prediction

min avg max Length (H)
Australian Electricity Energy 30min 5 230736 231052 232272 48
Car Parts Retail 1M 2674 51 51 51 12
Covid Deaths Healthcare 1D 266 212 212 212 30
Dominick Retail 1D 100014 201 296 399 8
Exchange Rate Finance 1B 8 7588 7588 7588 30
FRED-MD Economics 1M 107 728 728 728 12
Hospital Healthcare 1M 767 84 84 84 12
NN5 (Weekly) Finance 1W 111 113 113 113 8
Weather Nature 1D 3010 1332 14296 65981 30
Transportaion Signal — Transport 1D 3010 1332 14296 65981 30
Synthetic (10 kernels) Numerical - 1000000 1024 1024 1024 64

defined by a mean function, p(t), and a positive definite kernel, x(z;,z;), which specifies
a covariance function for variability across input pairs (x;,z;). A kernel bank K (which
consists of linear, RBF, and periodic kernels) is used to define diverse time series patterns.
The final kernel #(z;,z;) is constructed by sampling and combining kernels from K using
binary operations like + and x. Synthetic time series are generated by sampling from the
GP prior, GP(u(t) = 0,R(x;, x;)). The following algorithm presents the pseudocode for

KernelSynth which essentially follows the approach in [8].

B.6 Quantitative analysis results

In Figure B.1, we analyze the time series forecasting performance for 12 real datasets with

different baselines and its relation with isotropy.

In Figure B.2, we compare the NMSE vs isotropy for varying input context lengths to observe

its impact on the real datasets.


https://zenodo.org/record/4659727
https://zenodo.org/record/4656022
https://zenodo.org/record/4656009
https://www.chicagobooth.edu/research/kilts/research-data/dominicks
https://github.com/laiguokun/multivariate-time-series-data/tree/master/exchange_rate
https://zenodo.org/records/4654833
https://zenodo.org/record/4656014
https://zenodo.org/records/4656125
https://zenodo.org/record/4654822
https://zenodo.org/record/4654822
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Figure B.1: NMSE vs isotropy analysis for 12 different real datasets of 6 different domains.
B.7 Full Visualization of PCA plots for different mod-

els

The Variations in Chornos-T5’s hidden representations for different input context lengths is

depicted in Figure B.3

B.7.1 Synthetic datasets
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Figure B.2: NMSE vs isotropy comparison across different input context lengths for real

datasets.
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(b)

Figure B.3: Variations in Chronos-T5’s hidden representations for different input context
lengths for the same synthetic dataset “non-linear (Dataset 1)” : (a) Contextual embedding
space for input context length L = 500. (b) Contextual embedding space for input context
length L = 100.
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Non-Linear (Dataset 1):
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