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Abstract

We are witnessing exponential growth in the nundégrowerful, multiply-connected, energy-
rich stationary and mobile nodes, which will makeitble a massive pool of computing and
communication resources. We claim that cloud comgutan provide resilient on-demand
computing, and more effective and efficient utiiaa of potentially infinite array of resources.
Current cloud computing systems are primarily bwiling stationary resources. Recently,
principles of cloud computing have been extendethéomobile computing domain aiming to
form local clouds using mobile devices sharing rttoemputing resources to run cloud-based
services.

However, current cloud computing systems by andela@il to provide true on-demand
computing due to their lack of the following capaieis: 1) providing resilience and autonomous
adaptation to the real-time variation of the ungleg dynamic and scattered resources as they
join or leave the formed cloud; 2) decoupling clandnagement from resource management, and
hiding the heterogeneous resource capabilitiesadiigpant nodes; and 3) ensuring reputable
resource providers and preserving the privacy awdiry constraints of these providers while
allowing multiple users to share their resourcesnsequently, systems and consumers are
hindered from effectively and efficiently utilizinghe virtually infinite pool of computing
resources.

We propose a platform for mobile cloud computingttintegrates: 1) a dynamic real-time
resource scheduling, tracking, and forecasting ®m@sm; 2) an autonomous resource
management system; and 3) a cloud management bpédn cloud services that hides the

heterogeneity, dynamicity, and geographical divgrgioncerns from the cloud operation.



We hypothesize that this would enable “Collabomtiomputing Cloud (C3)” for on-demand
computing, which is a dynamically formed cloud tft®nary and/or mobile resources to provide
ubiquitous computing on-demand. The C3 would supponew resource-infinite computing
paradigm to expand problem solving beyond the oesfiof walled-in resources and services by
utilizing the massive pool of computing resour@edjoth stationary and mobile nodes.

In this dissertation, we present a C3 managemeufopin, named PlanetCloud, for enabling
both a new resource-infinite computing paradigrmgistloud computing over stationary and
mobile nodes, and a true ubiquitous on-demand clmmputing. This has the potential to
liberate cloud users from being concerned abouiureg constraints and provides access to
cloud anytime and anywhere.

PlanetCloud synergistically manages 1) resourcasdade resource harvesting, forecasting
and selection, and 2) cloud services concerned rgghient cloud services to include resource
provider collaboration, application execution isaa from resource layer concerns, seamless
load migration, fault-tolerance, the task deploymemgration, revocation, etc. Specifically, our

main contributions in the context of PlanetCloue as follows.

1. PlanetCloud Resource Management

* Global Resource Positioning System (GRPS):

Global mobile and stationary resource discovery and monitoring. A novel distributed
spatiotemporal resource calendaring mechanism w&hl-time synchronization is
proposed to mitigate the effect of failures ocagridue to unstable connectivity and
availability in the dynamic mobile environment, a®ll as the poor utilization of
resources. This mechanism provides a dynamic ireal-¢cheduling and tracking of idle
mobile and stationary resources. This would enhamseurce discovery and status
tracking to provide access to the right-sized clasburces anytime and anywhere.

» Collaborative Autonomic Resource Management Sys{@ARMS):

Efficient use of idle mobile resources. Our platform allows sharing of resources, among
stationary and mobile devices, which enables cloowhputing systems to offer much
higher utilization, resulting in higher efficiend@ARMS provides system-managed cloud

services such as configuration, adaptation antleneseé through collaborative autonomic



management of dynamic cloud resources and mempefBhis helps in eliminating the
limited self and situation awareness and collalamnadf the idle mobile resources.

2. PlanetCloud Cloud Management

Architecture for resilient cloud operation on dynamic mobile resources to provide stable
cloud in a continuously changing operational enwinent. This is achieved by using
trustworthy fine-grained virtualization and task magement layer, which isolates the
running application from the underlying physicasaarce enabling seamless execution
over heterogeneous stationary and mobile resoufd¢es.prevents the service disruption
due to variable resource availability. The virtmation and task management layer
comprises a set of distributed powerful nodes ¢biaborate autonomously with resource
providers to manage the virtualized applicatiortifans.
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Chapter 1

1 INTRODUCTION

1.1 Motivation and Problem Statement

Commonplace computing devices both stationary apndilen are becoming more powerful
proliferating in all aspects of our modern life.elTbomputation resources of such devices are
increasing in terms of processing, storage and mgmapabilities. In addition, emerging
devices are being richly connected through a wigectsum of wireless communications
technologies to include to include Global SystemMaobile Communications (GSM), Universal
Mobile Telecommunications System (UMTS), Long-TeEwolution (LTE), Wireless Fidelity
(Wi-Fi), Worldwide Interoperability for Microwave écess (WiMax), Zigbee, Bluetooth etc
[1][2]. Today, a device may have different simuétansly active interfaces and is likely
equipped with Global Positioning System (GPS) @mation-based services. There are different
methods for localization [3], which can use teclgads such as GSM/UMTS, GPS and WLAN.

While the battery lifetime is still a primary comnein mobile computing, fortunately some
types of mobile nodes such as vehicular nodes dilpido not suffer from energy constraints
[4]. The anticipated exponential growth in the nembf powerful, multiply-connected, energy-
rich mobile nodes will make available a massivelmfacomputing resources. However, if not
creatively and effectively utilized, then like th@redecessors (such as the PCs), these resources
will remain largely idle or underutilized most dfet time. Therefore, there is a need to exploit
their idle resources as suggested in [5]. We eowiadopting cloud computing to effectively and
efficiently organize and make use of such an itdipiool of resources.

Cloud computing is a rapidly growing new paradigromising more effective and efficient
utilization of computing resources by invariablyl alyber-enabled domains ranging from
defense, to government, to commercial enterprisdn. its most basic realization, cloud
computing involves dynamic, on-demand allocationboth physical and virtual computing
resources and software, usually as commodities Bemice providers over the public Internet

or private Intranets[6]. Cloud computing enablefivéey of computing resources as a utility,
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which drastically brings down the cost.

The area of cloud computing is also becoming irstregy important in a world with ever-
rising demand for more computational power. Serpicviders of cloud computing allow users
to allocate and release compute resources on-dentdoever, the available computing
resources are limited. Therefore, there is a neediberate cloud computing from being
concerned about resource constraints. This wouldige opportunities to overcome technical
obstacles, e.g. scaling quickly without violatirey\sce level agreements, to both the adoption of
cloud computing and the growth of cloud computing®it has been adopted.

Current cloud computing suffers from the tight coup with the Internet infrastructure to
access resources and services from cloud servisédprs like Google, Amazon and Microsoft
[7]. However, Internet connectivity may not alwayse available, especially in rural,
underdeveloped and disaster areas as well as same theatres of operation. Consequently,
this leads to a service disruption, decreasinguresoavailability, and computing efficiency. In
addition, there is no exploitation of the computpmwer of unreachable mobile and stationary
resources even when no Internet is available.

Recently, principles of cloud computing have beetermded to the mobile computing domain,
leading to the emergence of Mobile Cloud ComputiMCC). There are two types of
architectures that have been proposed for MCC:cig¢ssing and delivering cloud services to
users through their mobile devices where all comupats, data handling, and resource
management are performed in the static cloud fer dhke of offloading the computational
workload from the mobile nodes to the cloud [8]]9; and 2) utilizing the idle resources of
mobile devices and enabling them to work collabeelyt as cloud resource providers to provide
a Mobile Ad-hoc Cloud (MAC)[11][12]. In this workye adopt and extend the latter definition
of MCC as cloud computing, through the collaboratend virtualization, of heterogeneous,
mobile or stationary, scattered, and fractionalizedhputing resources forming a C3platform
that provisions ubiquitous computational servicedgs users.

Essential characteristics of the cloud computinglehehould be extended to the C3 domain,
which includes five essential characteristics delify the National Institute of Standards and
Technology (NIST) described as follows.

1) On-demand self-service, which enables the pianiisg of the needed computing

capabilities automatically without human interventi



2) Broad network access, where computing capadsilitan be reached over the network;

3) Resource pooling, where different physical amtlal computing resources of a provider
are pooled to serve multiple consumers and dyndiyiassigned and reassigned following their
variable demands;

4) Rapid elasticity, which rapidly scale up or do#ln®@ computing capabilities according to
consumer demand, while appearing to be unlimitethgttime; and

5) Measured service, by monitoring, controlling,dareporting the resource usage while
achieving transparency for both the provider antsamer of the service [13].

Unfortunately, the mobile resources are highlyassd and non-collaborative. Even for those
resources working in a networked fashion, theyesutfom limited self and situation awareness
and collaboration. Additionally, given the high nilebnature of these devices, there is a large
possibility of failure such that permanent connatti may not be always available. This
problem is common in wireless networks due to itabngestion and network failures [14]. In
addition, mobile nodes cannot collaboratively citmiie to form a C3 anymore if they are
susceptible to failure for many reasons, e.g., @@t of battery or hijacked. Explicit failure
resolution and fault tolerance techniques wereefiiatient enough to guarantee safe and stable
operation for many of the targeted applicationstiimg the usability of such mobile resources.

The current propositions for MCC solutions [11][[lH][16][17]are entirely computing-
cluster like rather than cloud-like systems. Theggeroaches facilitated the execution of a certain
distributed application(s) hosted on a stationaryisstationary stable mobile environment.
However, no prior research work realizes the figseatial characteristics of the cloud model as
defined by the NIST and offers the various setavtise deliver models provisioned by regular
clouds.

Most of the existing resource management systerhf1l][15]for MCC were designed to
select the available mobile resources in the same& ar those following the same movement
pattern to overcome the instability of the mobileud environment. However, they did not
consider more general scenarios of users’ mobhilyere mobile resources should be
automatically and dynamically discovered, scheduddidcated in a distributed manner largely
transparent to the users.

Additionally, current resource management and alitation technologies fall short for

building a virtualization layer that can autonomgusdapt to the real-time dynamic variation,



mobility, and fractionalization of such infrastruot [11][12]. Consequently, these limitations
make it almost impossible to isolate the resouagen concerns from the executing code logic.
Such isolation is an enabler for the cloud to ofeend provision its basic services such as,
seamless task deployment, execution, migrationaycyadaptive resource allocation, and
automated failure recovery.

C3 has a dynamic nature as nodes, usually havitgydgeneous capabilities, may join or
leave the formed cloud varying its computing cali#ds. Also, the number of reachable nodes
may vary according to the mobility pattern of theseles. Therefore, for the cloud to operate
reliably and safely, we need to accurately spettify expected amount of resources that will
participate in the C3 as a function of time to @ioitistically ensure that we will always have the
needed resources at the right time to host theestgd tasks. Selecting the right resource in a C3
environment for any submitted applications has gnrale to ensure QoS in term of execution
times and performance.

Moreover, most current task scheduling and resouradlocation algorithms
[18][19][20][21][22] did not consider the predicticof resource availability or the connectivity
among mobile nodes in the future, or the channetesdion, which affects the performance of
submitted applications. Consequently, there is adntor a solution that effectively and
autonomically manages the high resource variatiores dynamic cloud environment. It should
include autonomic components for resource discqowaiyeduling, allocation and monitoring to
provide ubiquitously available resources to cloadrs.

The main limitations of the current attempts tovgardalizing MACs against the essential

characteristics defined by the NIST are summarazeshown in Table 1.1.



Table 1.1 The main limitations of the current MACsagainst the essential characteristics

defined by the NIST

NIST Essential

Characteristics

Limitations of the current attempts towards realizing

MACs

On-demand self-service

A

Limited provisioning of computing capabilitie

where no global resource discovery or monitorin

available.

2S

J IS

Broad network access

Limited capabilities are only available over a lo
network. However, computing capabilities are

globally available and cannot used by heterogen
platforms (e.g., mobile phones, tablets, laptops|

workstations).

not
20US

a

Resource pooling

Execution is limited to distributed applicationsilbt

to execute on the targeted static platform.

Resource sharing profile is limited, where resaosi

were shared among tasks built to execute on it.

No virtualization layer and no isolation betweer

physical resource, the data, and the task logic.
Coarse grain sharing and task execution.

Static task assignment, where no tailoring to &k

size to match the resources.

[Ce

th

Rapid elasticity

Provisioning of limited resource pool while givif
the illusion of infinite resource availability.

Limited failure resilience leads to unreliak

execution.
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Measured service

Limited task mobility leads to limited load balangi

Poor resource utilization.




In general, the highly dynamic, mobile, heterogersedractionalized, and scattered nature of
computing resources coupled with the isolated rmlagorative nature of current resource
management systems make it impossible for curretualization and resource management
techniques to guarantee resilient or scalable ckendice delivery.

Consequently, there is a need for a solution tffattvely and autonomically manages the
high resource variations in a dynamic cloud envment. It should include autonomic
components for resource discovery, schedulingg¢ation, forecasting and monitoring to provide

ubiquitously available resources to cloud users.

1.2 Scenarios

1.2.1 Scenario 1: Resource Provisioning for Field Missiah

As a working scenario, consider a resource-pronisgp scenario for field missions of the
Medicins Sans Frontieres (MSF) organization [23hicl is a secular humanitarian aid non-
governmental organization. MSF provides primargltiecare and assistance to people suffering
from distress or even disasters, natural or soai@uynd the world. Figure 1.1 shows an area

before crisis occurs.

Figure 1.1Before crisis or disaster.



Before a field mission is established in a courdrjl SF team visits the area to determine the
nature of the humanitarian emergency, the levedabéty in the area and what type of aid is
needed. The field mission might arrive many daysrahe disaster occurs as shown in Figure
1.2.

To report accurately the conditions of a humarataemergency to the rest of the world and to
governing bodies, data on several factors are atelfieduring each field mission. This survey
takes some times to gather the required informadioh report it to take the right decisions. In
addition, there is a need to analyze and colla@ash quantity of data for damages and losses in
infrastructure and humanities. However, performsngh computations on a cloud by offloading
the computational workload, from the devices of M&funteers to the cloud is tight coupled
with the unstable Internet connectivity, e.g. iseaf disasters. Consequently, MSF volunteers
may suffer from limited services and availability reeeded powerful (in aggregate) computing
resources. In addition, the mission volunteers demmly on their limited resources which lead
to delayed reports. Although MSF has consistertignapted to increase media coverage of the

situation in these areas to increase internatisnpport, there is a lack of support to media

coverage due to extreme conditions e.g. lack oheotivity.
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Figure 1.2 After crisis or disaster: Loss of resoces and Internet connectivity.

Applications in this scenario generate a huge amofudata that need local computation rather

than accessing resources and services using Ihteommectivity that may not always be
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available in disaster areas. This would help iningkfast local decisions and reducing

communication costs between MSF volunteers anddattata services. However, exploiting the
idle local computing capabilities to form a locdbud, in the disaster area, faces many
challenges. For example, it is difficult to monitand track the other available resources to
collaborate in performing tasks of MSF volunteénsaddition, mission volunteers might travel

with their resources among different locationsdsist in surgeries, and in collecting statistics on
civiians being harmed by disasters. In such higlhlynamic environment, permanent

connectivity may not be always available for thebifeodevices to access a formed local cloud.
Therefore, mobile resources of volunteers are kigidlated and non- collaborative. Moreover,

current solutions do not provide efficient failuresolution and fault tolerance techniques to
guarantee safe and stable operation for many datigeted applications.

To further exacerbate the challenges, as is tylpita¢ case in disaster zones, some volunteers
and their heterogeneous mobile resources may vaihor be lost due to deteriorating security
and safety conditions or to disaster damage impémivever, the MSF missions do not apply a
tool that could predict of resource availabilitytbe connectivity among mobile resources, which
affects their performance.

It follows that, massive amounts of heterogeneamsputing resources harbored in mobile
nodes of the volunteers and in their vicinity vgb idle with no dynamic real-time scheduling,
tracking or forecasting system for these resoutad®lp form cloud on-demand. Moreover, the
current resource and task management platformstdalside the heterogeneity of the underlying
geodistributed dynamic mobile resources from thecated application. This lacks make it
impossible to exploit these existing heterogeneessurces to support the mission on hand.

As an international relief organization, MSF is cuitted to building systems that can be
leveraged across missions. Therefore, a durableti@ol for computing on the move is
desperately needed [24].

1.2.2 Scenario 2: Resource Provisioning for Health and wieess applications

MCC is an attractive platform for delivering in ltbaare domain. Health and wellness
applications can exploit the features and capadslibffered by mobile computing devices in a
MCC to a great extend. Such that medical applinatmpuld take advantage of mobile computing
to access to test results, emergency responseeasuohalized monitoring. For example, a medical

application can produce distinct alert tones fgnaling different severity levels of a patient’s
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medical condition. In addition, most mobile devitese a graphics co-processor for supporting
photos and videos that can be taken advantage mhage-dependent patient care applications. A
patient can have a running application on his ne&imartphone, as real time data acquisition
system, that continuously interacts with sensdeched to the patient's body through a wireless
connection using the Near Field Communications (Nfany of these applications generate a
large amount of data that need to exploit the lecahputation in a MAC to do local decisions
based on these data [25].

We consider a hospital environment as working stenahere both patients and employees,
persons who staff the hospital, have heterogeneousputing nodes. These nodes include
different types of mobile devices such as Smartph@nd Laptop Computers and semi-stationary
devices such as on-board computing resources aflgshn a long-term parking lot at a hospital.
Such rather huge pool of idle computing resouressserve as the basis of a local hybrid cloud as
a networked computing center. However, there iscaoent resource and task management
platftorm that could guarantee reliable resource vipianing, transparently maintaining
applications’ QoS and preventing service disruptioguch highly dynamic environments.

Although, computing devices depend on the accesgone to connect to the formed cloud
and collaboratively share their resources with ioti@les, permanent connectivity may not be
always available. This problem is common in wirelegtworks due to traffic congestion and
network failures. In addition, mobile nodes cannoliaboratively contribute to form a cloud
anymore if they are susceptible to failure for maggsons, e.g., being out of battery. Therefore,
in such highly dynamic networks, a local cloud ihaspital may suffer from service disruption
and lack of resilience. On the other hand, curnesiburce management and virtualization
technologies fall short for building a virtualizati layer that can autonomously adapt to the real-

time dynamic variation, mobility, and fractionaliwa of such infrastructure [11][12].

Objectives

To overcome limitations mentioned previously, wa & achieve the following objectives:

e Ubiquitous cloud computing system to provide thghtiresources on-demand

anytime and anywhere;



e Distributed resource management system for dynareal-time resource
harvesting, scheduling, tracking and forecastingoatl, regional and global

levels; and

e Autonomic task management platform for hiding thederlying hardware
resources heterogeneity, the geographical divecsitgern, and node failures and

mobility from the application to provide cloud se®es in a dynamic environment.

1.3 Research Approach

A possible solution would be to provide a dynaneal#time resource scheduling, tracking,
and forecasting of resources. Also, the solutiooukh hide the underlying hardware resources
heterogeneity, the geographical diversity concemmg node failures and mobility from the
application. Further, the solution should enhahescomputing efficiency, provide "on-demand”
scalable computing capabilities, increase avaitgpiand enable new economic models for
computing service. In this subsection, we providesmlution approach after showing our design
hypothesis and features. Then, we discuss the saemgioned scenario after applying our

solution.

Collaborative Computing Cloud (C3) Concept Goal andOverview

Un-tethering computing resources from Internet labgity would enable us to tap into the
otherwise unreachable resources. We define a naeept of “Collaborative Computing Cloud
(C3)” as a dynamically formed cloud of stationangleor mobile resources to provide ubiquitous
computing on-demand.

Hence we coin the concept of C3, where cloud ressuand services may be located on any
opt-in reachable node, rather than exclusivelyhenproviders’ side. The C3 effects a computing
on the move with resource-infinite computing pagadi It exploits the computing power of
mobile and stationary devices directly even whernternet is available. In doing so, the servers
themselves would have a mobility feature. The Cald@nable the formation and maintenance
of local and ad hoc clouds, providing ubiquitousud computing whenever and wherever
needed.

10



PlanetCloud Goal and Overview

We propose a ubiquitous computing clouds’ envirommBlanetCloud, which adopts a novel
distributed spatiotemporal calendaring mechanisnth wieal-time synchronization. This
mechanism provides dynamic real-time resource sgimgdand tracking, which increases cloud
availability, by discovering, scheduling and prassng the right-sized cloud resources anytime
and anywhere. In addition, it would provide a reseuforecasting mechanism by using
spatiotemporal calendaring coupled with social oekwanalysis. PlanetCloud might discover
that uploading or downloading the data to or fromstationary cloud is prohibitively costly in
time and money. In this situation, a group can estuesources from PlanetCloud to form on-
demand local clouds or hybrid clouds to enhance dbmputation efficiency. PlanetCloud
provides “on-demand” scalable computing capabditg enabling cooperation among clouds to
provide extra resources beyond their computing lmiéipes. PlanetCloud foundation over a
trustworthy dynamic virtualization and task managatrlayer can autonomously adapt to the
real time dynamic variation of its underlying irdteucture and enable the rapid elasticity

characteristic in the formed C3. Figure 1.3 showalastract view of PlanetCloud.
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Figure 1.3 Abstract View of PlanetCloud.
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To build our solution we face the following resdaohallenges:

How to enable idle stationary/mobile resource exalion in a heterogeneous computing

environment at both local and global levels?

How to construct and use data of spatiotemporanckirs and other sources to better
harvest, schedule, track, and forecast the avéhilabf resources in a dynamic resource

environment?

How to transparently maintain applications’ QoS gpviding an efficient mechanism
for hiding the underlying hardware resources hegeneity, the geographical diversity
concern, node failure and mobility from the apgima in a highly dynamic
environment?

How to provide resource-infinite computing to emalbin-demand scalable computing
capability?

How to mitigate the virtualization management oeaith and elevate the performance of
the hosted application by providing an efficientcenomic cloud management platform

and deploying an efficient task scheduling andhl®é resource allocation algorithm?

To overcome the aforementioned challenges, we goptanetCloud as a C3 platform using a

set of interrelated collaborative solutions (Pglaraking the first step towards an actual hybrid

MACs (HMACSs) formed from mobile and stationary camipg resources.C3 provides the right

resources on-demand, anytime and anywhere, achieedive essential characteristics listed by

NIST, and provides the main delivery service mo@etas, laaS& SaaS).

Hypothesis

A cloud computing system with: dynamic real-timéextuling, tracking, and forecasting of

resources of mobile and stationary nodes; a dynairtitalization and task management layer,

and a collaborative autonomic resource managenagabdlity for cloud services would enable

C3. This system would enhance:

e Scalable computing on-demand
¢ Cloud computing efficiency

® Resiliency of service delivery in dynamic enviromme
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Design Principles

Our main design principles are as follows.

Physical resource management decoupled from cl@arhgement.
Cloud formation decoupled from Internet availapilit
Resource management is a cooperative process

Platform-managed resilience for cloud services aywamic and mobile resources

System Components

The following are the core components of Planet@lou

1. Global Resource Positioning System (GRPS) track current and future availability of

resources.

Dynamic spatiotemporal resource calendaring meshaniwith real-time
synchronization to provide a dynamic real-time skhi@eg and tracking of idle,
mobile and stationary, resources.

Prediction service to forecast and improve the uss® availability, anytime and
anywhere, by using a socially-intelligent resouwtszovery and forecasting.

Trust management service to enable a symmetrid treigtionship between
participants of GRCS.

Ubiquitous cloud access application to access anthge data related to a C3.
Hierarchical zone architecture with a synchronaatprotocol between different

levels of zones to enable resource-infinite conmmuti

2. Collaborative Autonomic Resource Management SystefCARMS) to provide system-

managed cloud services such as configuration, atiapt and resilience through

collaborative autonomic management of dynamic clowgbsources, services and

membership

Proactive Adaptive List-based Scheduling and Alimea AlgorithM (P-

ALSALAM) to dynamically maps applications' requirents to the currently or
potentially reliable mobile resources. P-ALSALAM lexgts appropriate mobile
nodes to participate informing clouds, and adjustdh task scheduling and

resource allocation according to the changing damdi due to the dynamicity of
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resources and tasks in an existing cloud. The pngs®urce providers are selected
based on their future availability, resource utitian, spatiotemporal information,

computing capabilities, and their mobility pattefihis leads to mitigate both the

communication delay and the virtualization managenoeerhead by keeping the

migration time minimum, and minimizing the numbémnagrations.

= Cloud manager to provide a self-controlled operatio automatically manage
interactions to form, maintain and disassembleactl

» Performance monitoring and analyzing componentautomatically track and
update the current status of resources.

3. Trustworthy dynamic virtualization and task management layer to isolate the
hardware concern from the task management. Suddtiso empowered PlanetCloud to
support autonomous task deployment/execution, dimadaptive resource allocation,
seamless task migration and automated failure B¥govYor services running in a
continuously changing unstable operational enviremm

= Biologically inspired Cell Oriented Architecture Q@) based platform with micro
virtual machines, termed Cells that support develaqmt, deployment, execution,
maintenance, and evolution of software. Cells sdpalogic, state and physical
resource management.

»= Multi-mode recovery techniques to enhance sergsdience against failures using
context and situation-aware adjustment of shuffang recovery policies.

» Fixed control nodes to monitor outgoing or incom®egll administrative messages
for the lifetime of the Cell, and store checkpoiak&nges for all running Cells for
failure recovery process. Also, they perform Cebldyment, facilitate and provide
a platform for administrative control. Further, yhere responsible for holding and
maintaining all the data being processed, and ahgrosensitive data that the
management units want to store.

4. Portable Planet Cloud access application (we ternCioud) to provide seamless access
to and provisioning of resources.
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1.4 Scenarios with PlanetCloud

1.4.1 MSF Scenario with PlanetCloud
PlanetCloud would provide the resources needeth®WMSF field missions while they travel
among different locations. In situations similarM&F'’s, forecasting of resource availability is
invaluable before or even during disaster occuedncsave the time required for both surveys
and decision-making as shown in Figure 1.4. In cddbe MSF scenario, the on-demand local
clouds or hybrid clouds can be used, if the disdsteexample warrants evacuation, to assign
evacuation routes for the movement of tens of thods of evacuees. Figure 1.5 depicts that
PlanetCloud may provide cooperation among the omss$ield’s cloud and the UN vehicle
computing cloud to increase the support of medize@ge. Such that, UN vehicles may have
reliable on-board computing resources that typyoddi not suffer from energy constraints.
Therefore, the impact of PlanetCloud on the MSFsiaiss would include:
1. Increase availability of needed resources by M®K fmissions while traveling among
different locations;
2. Enable MSF to forecast or provide resources bedosyven during disaster occurrence, and
save time required for both surveys and decisiokimga
3. Hide and construct a virtualization layer to iselghe running application from the
underlying physical resource enabling seamlessutixecover heterogeneous resources,
stationary or mobile, and low cost of failure; and

4. Reduce cost and time of resource and service degoly
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1.4.2 Hospital Scenario with PlanetCloud

PlanetCloud utilizes its GRPS system to continupousbnitor and track the resource arrivals
and departures of both patients and employees.Wdusd help in managing the dynamic cloud
resources, services and membership. In additiane®Cloud exploits its prediction services to
predict the expected amount of computing resoustesth patients and hospital staff that might
cooperate to participate to form a local hybridudoThis would guarantee reliable resource
provisioning, transparently maintaining applicaibo®oS and preventing service disruption in
such highly dynamic environments. Moreover, thdualization and task management layer
implemented in PlanetCloud enables medical appbicatto dynamically adapt to runtime

changes in their execution environment.

1.5 Evaluation

We started our evaluation by providing an analyticendel to evaluate the efficiency of
PlanetCloud to provide the required resources ugmginderlying distributed spatiotemporal
resource calendaring mechanism in the mobile clemdronment. This evaluation helps in
determining the parameters that could be used aptatie performance of our system response
and its capability to locate the required resources

The effectiveness of PlanetCloud was evaluateditiirgimulation using the CloudSim toolkit
[26][27], as it is a modern simulation frameworknaid at Cloud computing environments. We
designed Java classes for employment of the seatmiral resource calendaring mechanism,
which feeds the simulation with the spatiotempatala related to resources and their future
availability. In addition, we edit the CloudSim implement our proposed P-ALSALAM
algorithm. Moreover, we have extended the CloudSmulator to support the mobility of nodes
participating in a MAC by incorporating the Randdaypoint (RWP) model. We started our
simulation evaluations by implementing differentskascheduling and resource allocation
algorithms. These evaluations show how the PlanetCtould support formed cloud stability in
a dynamic resource environment and determine thenpers that could be tuned to adapt the
performance of formed hybrid cloud. We then feeel gimulation with an expected number of
resource nodes that could participate in a HMA®dpced from an analysis we had performed,
in a different-sized hospital scenarios. Comprefrensimulation evaluations were conducted to

study the effects of different parameters relatedconnectivity, density of nodes, load of
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submitted tasks, reliability, scalability, and mgement overhead. Results showed that
PlanetCloud can guarantee reliable resource pomvigy transparently maintaining applications’

QoS and preventing service disruption in highlyawic environments.

1.6 Contributions

Our main contribution in this dissertation is piting a C3platform, PlanetCloud, for enabling
both a new resource-infinite computing paradigrmgistloud computing over stationary and
mobile nodes, and a true ubiquitous on-demand clmdputing. This has the potential to
liberate cloud users from being concerned abouiureg constraints and provides access to
cloud anytime and anywhere. Such liberation pravidew opportunities to expand problem
solving beyond the confines of walled-in resouraed services.

PlanetCloud provides a hierarchical zone architectn enable the cooperation among clouds
to provide extra resources beyond their computiapabilities. This architecture utilizes a
synchronization protocol between different levdlganes to enable resource-infinite computing.

PlanetCloud is a smart distributed reliable managemlatform that enables the provisioning
of the right, otherwise idle, stationary and mobiesources to provide ubiquitous cloud
computing on-demand. The PlanetCloud managemetfbrpta utilizes its intrinsic autonomic
components to enable a large set of heterogeneaoluscattered resources to work collaboratively
as cloud resource providers forming a resilienudl@n-demand. PlanetCloud synergistically
manages 1) resources to include resource harvestrgrasting and selection, and 2) cloud
services concerned with resilient cloud servicesindude resource provider collaboration,
application execution isolation from resource lagencerns, seamless load migration, fault-
tolerance, the task deployment, migration, revocatetc. Such PlanetCloud platform can fully
offer different service models and achieve therdgdecharacteristics of cloud computing model.

The results obtained by an analytical study shativecefficiency of PlanetCloud and its GRPS
component to adapt the performance of a resportsgdicg to both node density and number of
collided transmissions. On the other hand, simuhatresults showed the effectiveness of
PlanetCloud and its CARMS component to enable iefficcloud formation and maintenance
over mobile devices. In addition, the results shibttee capability of our proposed P-ALSALAM
algorithm to map applications' requirements tophmper mobile resources which enhances both

application performance and management overheackdiycing the number of inter host VM
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migrations as well as the communication delay. Alssults showed that we can adapt the
performance according to number of hosts per cleodymunication range and inactive node
rate. Moreover, the results showed that PlanetClewth its dynamic virtualization and task

management layer, can provision high level of resmavailability and transparently maintaining

the applications’ QoS, while preventing servicewion even in highly dynamic environments.

Intellectual Merit:
Our main contributions are as follows:

1. PlanetCloud Resource Management

* Global Resource Positioning System (GRPS):

Global mobile and stationary resource discovery and monitoring. A novel spatiotemporal
resource calendaring mechanism with real-time symthation is proposed to mitigate
the effect of failures occurring due to unstablerextivity and availability in the dynamic
mobile environment, as well as the poor utilizatddnmesources. This mechanism provides
a dynamic real-time scheduling and tracking of iiebile and stationary resources. This
would enhance resource discovery and status trg¢&iprovide access to the right-sized

cloud resources anytime and anywhere.
» Collaborative Autonomic Resource Management Sys{@ARMS):

Efficient use of idle mobile resources. Our platform allows sharing of resources, among
stationary and mobile devices, which enables cloowhputing systems to offer much
higher utilization, resulting in higher efficiend@ARMS provides system-managed cloud
services such as configuration, adaptation antlerese through collaborative autonomic
management of dynamic cloud resources and mempefBhis helps in eliminating the

limited self and situation awareness and collalbamatf the idle mobile resources.
2. PlanetCloud Cloud Management

Architecture for resilient cloud operation on dynamic mobile resources to provide stable

cloud in a continuously changing operational envinent. This is achieved by using
trustworthy fine-grained virtualization and task magement layer, which isolates the
running application from the underlying physicasaarce enabling seamless execution

over heterogeneous stationary and mobile resouf¢es.prevents the service disruption
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due to variable resource availability. The virtmation and task management layer
comprises a set of distributed powerful nodes ¢biaborate autonomously with resource

providers to manage the virtualized applicationtifans.

Broader Impact:

* PlanetCloud, as a ubiquitous computing cloud emvirent, would enhance on-demand
resource availability for under-connected areasteexe environments and distress
situations. It enables ubiquitous resource-infis@mputing paradigm by enabling
cooperation among clouds to provide extra resoursegond their computing
capabilities.

* Un-tethering computing resources from Internet labdity using our proposed
PlanetCloud platform would enable us to tap in® @therwise unreachable resources,
where cloud resources and services may be locatedny reachable mobile or
stationary nodes, rather than exclusively on tlowigers’ side.

e PlanetCloud enables a new economic model for canggervice as computing
devices of users can act as resource providerhidrcase, a user dedicates a certain
amount of his resources to earn some money anéaserhis income. This would
motivate people to participate in a C3.

* Planet Cloud could be used as a platform to prom@tevork as a service in areas that
have poor infrastructure. This could be achieved itmplementing distributed
cooperative networking tasks running on top of aucro virtual machine. These
networking tasks act as switching nodes that capaibl forwarding data among
different interfaces. Where, the virtualizationktamanagement layer of the formed
cloud hides its underlying intermittent physicatwerk while forming a stable virtual

overlay network.

1.7 Document Organization

The remainder of this dissertation is organizefbisws. Chapter 2 contains background and
related work. A description of the PlanetCloud &edture and an overview of its subsystems,
i.,e. GRPS architecture, CARMS architecture and thestworthy virtualization and task

management layer are presented in Chapter 3. Theef@loud resource management is
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presented in Chapter 4, including a detailed deSoni of its subsystems, i.e. GRPS and
CARMS architectures. Also, an analytical model éwaluating the GRPS efficiency and a
simulation model for evaluating the CARMS perform@anand its intrinsic P-ALSALAM

algorithm are given in the same chapter. The P@oet cloud management, using our
proposed trustworthy dynamic virtualization andktamanagement layer, is presented and
evaluated using analysis and simulation in Chapténally, Chapter 6 contains our conclusions

and outlines and directions for future work.
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Chapter 2

2 BACKGROUND AND RELATED WORK

This chapter covers concepts and techniques umugrbyir work. We first present an
overview of cloud computing. Then to provide a esmtfor research presented in this
dissertation, a taxonomy of cloud computing systasmsonstructed to classify and
compare the state of the art. Our taxonomy is dgeel in terms of service offerings, the
deployment model, the pooling of resources and stinecture of a formed cloud. In
addition, a comparison is presented to show théerdiice between fixed cloud
computing, MCC, and hybrid clouds. Also, we pressmmne important statistics on the
cloud computing market.

We present a comprehensive survey work of the rmabiud computing area which is
our focus and we discuss our vision in construciingnfrastructure-less, ad hoc MCC.
Finally, we analyze the challenges facing infradtite-less related clouds that require

further research efforts.
2.1 Overview of Cloud Computing Systems

Recently, a client of a computing cloud can enjogssive computation resources
without the high one-time equipment cost, by outsiog computing jobs and data to a
third party.

In literature works, there is no standard or umifatefinition of cloud computing until
now [28][29][30]. The National Standards Institutdé Technology defines cloud
computing as a model for enabling ubiquitous, coresa, on-demand network access to a
shared pool of configurable computing resourceg.,(enetworks, servers, storage,
applications, and services) that can be rapidlywipiraned and released with minimal
management effort or service provider interactiims cloud model is composed of five
essential characteristics, three service modetsf@r deployment models [13]. Authors
in [31] defined cloud computing as following: “Cldsi are a large pool of easily usable

and accessible virtualized resources. These resdaan be dynamically reconfigured to
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adjust to a variable load, allowing also for optimuwesource utilization. This pool of
resources is typically exploited by a pay-per-uselehin which guarantees are offered by
the Infrastructure Provider by means of customi@edvice Level Agreement (SLA)”. In
[32], cloud computing is defined as, "A large-sadilgributed computing paradigm that is
driven by economies of scale, in which a pool oftedrted, virtualized, dynamically-
scalable, managed computing power, storage, phasfoand services are delivered on
demand to external customers over the Internet."

Facility of fixed cloud computing is stationary et a data center takes up large
amount of space, must be in an area where eneyesp to save cost, and the facility
usually cannot be easily moved. Since the hardvgastored in a stationary facility, its
physical connectivity is fixed over time even thbuthe logical connectivity between
hardware may change. Moreover, today’s cloud pergidre usually commercially driven
and do not usually cooperate with each other. Kinalclient can purchase the computing
service from one provider, but cannot easily pusehsmall pieces of resources that are
seamlessly integrated from multiple service prossde

Although, today’s fixed cloud computing servicepivisioned in real time over the
Internet, i.e. Infrastructure based architecturg],[2ew works have recently appeared
which avoid the Internet infrastructure.

Most of previous surveys have been conducted oundclaroviders of fixed cloud
computing and focused on the architecture of thgatems, the services they provide,
open-source cloud computing solutions they impldasdn and the virtualization
technologies they used to build the cloud. Goalthese surveys focused on knowing the
concept of cloud computing, helping clients to cdedhe cloud offer which fit their
needs, using the most suitable open source soltbidouild cloud infrastructure, and
identifying the challenges in current systems ardsrequiring further research.

However, few works surveyed the research activaie$/1CC, which aim to present its
concept. MCC has been defined from different viewtbe literature [33][34][35].

1) One of these perspectives defines MCC as a waytsborcing the computing power
and storage from mobile devices into an infrastmectloud of fixed supercomputers.

This approach is considered as an agent-clientnseh&Vhere, a mobile device

communicates with an agent assigned and generateitl dn a cloud side. In this
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architecture, a mobile device is simply a termivlich accesses services offered in
the cloud. This could help in avoiding limitatiom$ a mobile device in terms of
resources, i.e. computing power and data storaged anergy usage
[B1[33][34][36][37].

2) Another view defines mobile cloud computing as mfnaistructure-less, e.g. ad hoc,
cloud, that represent a collaborated scheme for Mf@itecture. In such architecture,
MAC is formed locally by a group of mobile devictwse share their computing
power to run applications on them [33][34]. Thidini@on might take advantage of
sensing, storage, and computational capabilitieawfiple connected mobile devices
and support new applications.

2.2 Taxonomy of Cloud Computing Systems

In this section, we start with an overview of cguofiation elements that could be used
in CC. Then, we provide a taxonomy and a qualéatbomparison of recent cloud
computing systems. We aim to exploit this taxondmydentify the gaps of the current

cloud systems.

2.2.1 Overview of Configuration Elements in CC

We present an overview of configuration elementsfallews. Table 2.1 shows a
comparison of existing technologies with respeechémy of these configuration elements.

a) Service Type

Most of the taxonomies in the state of art addcemsd computing from the perspective
of enterprise IT, or consumers [28]. From the pettpe of a consumer, different
categories of X services offered from a cloud dedure, X-as-a-Service (XaaS), where
X is a software (SaaS), platform (PaaS), infrastmec(laaS), etc. These services can be
accessed anywhere in the world [28][30]. Services @ovided to the end users as
utilities, so they are billed by how much they uf2@|[38].

There are three general types of cloud computingcgs focus on the delivery manner
of a service. These services are: laaS, PaaS,aa®1[39][29][30][38][40].

Zhou et al. [41] divide services into six categsyimcluding the three main categories

mentioned previously, and present those three sgindaces as Data as a Service (DaaS),
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Identity and Policy Management as a Service (IPNlaa®l Network as a Service (NaaS).
IPMaaS is used to manage users’ identity and sepadicy [41]. DaaS enables users to
access and define data lists in a cloud servicawimterface and then query against this
data, which is suitable for basic data managememryqng and manipulation. For
example, Data Direct and Strikeiron [41] provideaBaThey differentiate these services
into three service levels: hardware level, systevelland application level. laaS and NaaS
belong to the hardware level. PaaS belongs toyters level. While, IPMaaS, DaaS and
SaaS belong to the application level [41].

b) Deployment Model

From the perspective of an enterprise IT, clouds lwa operated in three deployment
models: private cloud, public cloud and hybrid dop28][13][30][42][43][44][45]. In
general, this classification of clouds is done adicwy to nature of the owner of the cloud
data centers.

Private Cloud: It is fully owned and controlled by a single compawhere internal
data centers are located. A private cloud dependsrtualization of the infrastructure.

Public Cloud: This cloud is available to public as a pay-as-younganner via the
Internet, where data centers run by third pargesg, Google and Amazon, those provide
services.

Hybrid cloud: It is a combination of private and public cloud$iere some applications
are running on internal data centers and otheexternal data centers of public clouds.

Among the other classification elements, we quote:

c) Virtualization type

This defines the virtualization technology thatused for emulation of underlying
resources. The software that allows a single physiachine to support multiple virtual
machines is called a virtual machine monitor. \Atization technologies might be one of
three types which are full virtualization, paratvalization and OS-level virtualization
(Isolation) [42].

d) Architecture

This describes the architecture of a platform teltsl how it works and how it was

built, e.g. centralized, hierarchical, and numiesesvers [42].
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e) Virtual Machine Placement

It defines the location of the VM, which is impamt for resource optimization [42].

f) Storage

This aspect concerns the fact how data is stanedrtualized resources [42].

g) Access interface

This describes the way clients can access theseteresources [42].

h) Fault-tolerance

The ability of a system to continue operating prhpeven in case of some of its
components fail [28][42].

i) Load balancing

This defines the how to achieve optimal resourtikzation using a networking
methodology to distribute the workload across mldticomputers [42]. It could be used
to redistribute the work load after a failure oscand minimize the resource consumption
[28].

j) Hardware

This refers to a set of hardware configurationereffi by a cloud computing provider
which best suit the needs of its customers foretliypes of resources: compute units (e.g.
processor architecture and clock speed), memodyhard disk [40].

k) Security

It refers to the elements used in a cloud enviemmto be secure. Different
authentication mechanisms could be used e.g. silogia and password, certificates,
Message-Digest, MD5, signature, and Virtual LAN @AN). Another element is using
static IP address which is assigned to a custoroeouat. Moreover, a firewall is a
security element that could be used to preventthoazed access to cloud resources [40].

[) Business model

It includes three business elements: payment méelg. advance payment and
consumption payment), price element which conteasy aspects (e.g. subscription fee,
use time, cost of managing data) and SLA [40].

m) Interoperability

This refers to the fact of allowing applicationskte ported among clouds, or to use

multiple cloud infrastructures [28].
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n) Bandwidth provisioning

It focuses on providing bandwidth-on-demand sewin the cloud computing where
the capacity in bandwidth can be increased or dserton-demand [41].

0) Scale of implementation

This refers to the size of a cloud project, e.gpilat implementation scope and
enterprise wide cloud deployment [45].

p) Architecture scheme of MCC

IT refers to the organization of MCC systems arfthina mobile device plays in a
cloud, e.g. agent-client scheme and collaboratkedme [39].

g) Application partition

This refers to the process of decomposing compbgkication to atomic components,
thus can be processed concurrently [39].

r) Offloading

This defines how we can offload task from cliemtctoud to free burden of mobile
devices and save their energy consumption [39].

s) Context management method

It refers to a method that enables us to asceddditional information from the
computing device without the need for explicit usgut [39].

t) Access schemes

It refers to existing access schemes which defowe to access services provided by
MCC [35].
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Table 2.1 Comparison among existing cloud computgtechnologies with respect to configuration elemés

Compan ) ) Microso
Amazon Web Services | GoGrid IBM Google Inc. . Salesforce.com
y
Amazon Amazon Google| Sales Cloud
Technol ) Google Microso _
S3 EC2 GoGrid IBM App Force.com Enterprise
ogy _ Apps _ ft Azure N
(storage) | (processing) Engine Edition
Public/ )
) Private/ ]
Deployme ) Private/ ) ] Public )
Public Cloud ) Hybrid Public Cloud Public Cloud
nt model Hybrid Cloud
Cloud
Cloud
Service
) laaS laaS laaS laaS SaaS PaaS PaaS Paa SaaS
ype
web-based APIs - API - API- Web Web- API APIs - API- Web API
interface | Command Line| Graphical Based based Command Based
User Application Line Application/C
Access Interface - /Control ontrol Panel
Interface Web Based Panel
Application/
Control
Panel
i ) Xen Xen Xen zIVM N/A Applicati | Custom/ VMware N/A
Virtualizat )
) hypervisor on Hyper-V based
ion
container
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Compatibl N/A Linux / Windows Linux Linux / Linux/ | Windows Linux / N/A
e Windows Linux Cent Windows/ | Windows Windows
Operating (O] Mac
Systems
99.99% 99.95% uptime 100% N/A N/A 99.9% 99.9% 99.9% N/A
StA availability Uptime Uptime Uptime
Use Based | Use Based and Use Based| Use Based N/A Use Use Based Subscription N/A
Subscripti and Subscription and and Based and Plans
on Type | Subscription Plans Subscription| Subscriptio Subscripti
Plans Plans n Plans on Plans
Inbound N/A 0¢ per GB 0¢ per GB| 15¢ per GB N/A 10¢ per 10¢ per 0¢ per GB N/A
Bandwidth GB GB
Price
Outbound N/A 12¢ per GB 29¢ per GB  15¢ per GB N/A 12¢ per 15¢ per 0¢ per GB N/A
Bandwidth GB GB
Price
Base Plan N/A $0.08¢ per houn $8¢ per hour  $15¢ per N/A $0¢ per | $12¢ per | $0¢ per hour N/A
Cost hour hour hour
New AWS | 1.7GB RAM, 0.5GB One Virtual | $5/user The first| 1.6 GHz One month | $125 per User per
customers 160GB local RAM, 10 32 bit 500 MB | CPU, 1.75| free edition, Month
Base Plan| receive5 | storage, 1 EC2| GB local CPUs with of GB RAM, | with 1 GB of
Details GB of Compute Unit storage, | 1.25GHz; 2 persistent 225 GB storage, 10 | 612 MB per user
Amazon S3 Free Gb Virtual storage | Instance GB
storage, inbound memory; are free | Storage, Bandwidth.
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20,000 Get traffic. 60 GB and Moderate After one
Requests, Instance comes 110 month prices
2,000 Put storage. with Performan| start from
Requests, Additional enough ce. $50/month
and 15GB IP Cost CPU and per user.
of data 7.20$ per bandwidt
transfer out month h for
each month about 5
for one year. million
page
views a
month
Authenticati Advanced Failover Critical N/A Persisten| Critical Advanced Field-Level
on — Data Firewall - Features- Data cy- Data email/passwo| Security- Group
encryption -| Critical Data | Persistency-| Privacy- Backup | Privacy- rd - Backup Creation and
Identity and Privacy- Backup Snapshot Storage Data Storage- Management-
Access Failover Storage- Backup- Protection| Critical Data Security Admin
Security | Managemen| Features- Data| Critical Backup - Privacy- Data Profiles
Features t (IAM) Encryption- Data Storage Persistenc| Protection-
policies- Intrusion Privacy- - y- Backup Failover
Access Detection- Data Persistency Storage Features-
Control Snapshot Protection- Persistency-
Lists Backup- Snapshot Snapshot
(ACLs)- Persistency- Backup Backup
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bucket Custom/Secure
policies- -Permissions
and query
string
authenticati
on
Storage, Yes Yes N/A N/A Yes N/A Yes N/A
request rate
and users to
Scalability | support an
Support unlimited
number of
web-scale
applications.
Load Yes Yes N/A N/A Yes N/A Yes N/A
Balancing
Content File Hosting | File Hosting File Diagramm File File No File Analytics
Storage- Service Service Hosting ing Hosting Hosting Hosting - Channel
Supported ) ) . .
) Storage for Service Software- | Service Service Service Management-
Services/ . .
Data Email Customer Service-
Common ) ) ]
Analysis- Client- Integration-
Usage/Fed )
Backup, Formula Collaboration-
tures o ) )
Archiving Editor- Marketing
and Disaste HTML Automation- Sales
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Recovery

Programm

N/A

Java-PHP-

all the

Editor-
Image
Viewer-
Presentati
on
Program-
Raster
Graphics
Editor-
Spreadshe
et
Program-
Vector
Graphics
Editor-
Word

Processor

Automation

ing
Languages

Supported

Python-Ruby-
WinDev

programmin

g languages

all the
programmi

ng

languages

N/A

Java
Python

N/A

Java-PHP-
Ruby

N/A
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2.2.2 Cloud Computing Systems
Classifications of cloud computing systems aregesd in terms of service offerings,

the deployment model, the pooling of resourcesthadtructure of a formed cloud.

2.2.2.1 Service Based

The taxonomy of cloud computing systems includesdtiferent types of X service
offerings, where service types could be divided imto categories according to who the
manager of the cloud services is. Thus, it canistinduished between services managed

by service providers and services managed by secansumers, as shown in Figure 2.1.

Cloud Computing Systems
Resource Pool Based Structure Based Service Based Deployment Based

TR R R

Resource Harvesting Prior known- Huhri Infrastructure  Infrastructure-less Hybrid Infrastructure Public Cloud Private Cloud Hybrid Cloud
5 Hybrid resource o toud toud Provider Managed Consumner Nanaged

/\ \ (Hosting as a Service (Haas))

Fixed Cloud  Infrastructure  Infrastructure-less Infrastructure platformasa Software as
MCC MCC (Ad ho)

Cloud resource cloud  Pool cloud

asaService Service [PaaS)  aSenvice
(laas) (Saas)

Figure 2.1 Taxonomy of Cloud Computing.

Those services of the provider managed categorypeativided into three main types,
say SaaS, PaaS and laaS. These services areddatait@lows.

SaaS: This is a multi-tenant platform which usesmmon resources to support many
customers simultaneously. In SaaS, an applicasidransparently managed by the service
provider, and a customer uses an existing appcatiather than install and run it on
customer’s own computer [41].

PaaS: This service, also known as cloudware [4@yiges the consumer with a
platform which includes all required tools to deyeldeploy and host web applications.

laaS: It delivers the infrastructure requested lmpasumer, who can use applications
and resources with more flexibility [28].



Examples of laaS are Network-Infrastructure-as+aiBe (NlaaS) and Hardware-as-a-
Service (HaaS). NlaaS solution [42] is offered bgcketExchange, which provides
a scalable bandwidth on-demand. PacketExchange'aaSNI provides enterprise
organizations the ability to build their networkfrastructure on the PacketExchange
private optical backbone instead of having to namtexpensive hardware assets,
engineering resources, and fixed capacity WAN discut provides companies with a
scalable capacity and an infrastructure that opw@sithe delivery of cloud-based
solutions. In [28], HaaS was presented. This serpiovides hardware to the enterprise
users, which saves the cost and efforts of building managing data centers. Also,
Storage-as-a- Service is an example of laaS wiebles users to store data in a rented
storage space in the cloud. It provides a convémiay to manage backups. Examples of
Storage-as-a- Service providers are Amazon Simplege Service (S3) [30] and AT&T
Synaptic Storage as a Service. Other service peowislich as Amazon Web Services with
its Elastic Compute Cloud (EC2) offers processiagaehardware configuration that best
suit the needs of its customers [30][40].

We define a consumer managed category named Hosisig Service (HaaS): It
provides a package of services required to host, Wéth -as-a Service (WaaS), and
applications, hosted application solution, on audlowvith guaranteed QoS delivery.
Where, any of these services could be built diyemtl top of its lower layer, e.g. HaaS on
PaaS, or on any other lower layer, e.g. HaaS afsl ia order to deliver a service.

Virtualization is a key enabling technology for ting a guest operating system on top
of the virtualization software, as in laaS. It deabusing resources in an efficient and
flexible manner [42]. Unlike SaaS, a hosted apilon is an individual copy of the
software runs on an off-premises server but maybeotmanaged by the provider. Some
leading companies host applications and deliveh service over the internet such as
Microsoft Azure Services and Salesforce [41].

In WaaS, Web sites are hosted as a service onf ta@a® layer [40]. Companies those
are providing WaaS, such as Media Temple, Gridlgyd], Google App Engine,
Agathon, and Elastra [40].
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2.2.2.2 Deployment based

Clouds could be classified, from the point of dgptent, to three kinds, which are
public cloud, private cloud and hybrid cloud. Timrastructure of a public cloud is
owned by an organization, which sell cloud commytervices to the public through the
Internet. Private cloud means that the cloud itfuasure is owned and managed by only
one organization. The infrastructure of a hybridud combines both private and public
clouds [43].

a) Public Clouds

The term “public” gives an indication that servicaie available to clients via the
Internet and their usages are fairly inexpensivi. [#ublic clouds are dominated by SaaS
followed by laaS [45].

Some open source solutions such as OpenNebula kistbéd support public cloud
platform [43].OpenNebula provides interfaces anacfions to virtual machines, storage
and network management and so on. Many cloud congplaaS providers consider the
public cloud platform, e.g. Amazon Web ServicexiHeale, and Mosso [28].

b) Private Clouds

The organization that owns a private cloud manafga and processes without the
restrictions of network bandwidth, security expesuand legal requirements, as in case of
public clouds [44]. Services are provided overrgranet within the enterprise and behind
the firewall of the organization [45]. Because b€ taccess of users is restricted and
networks are designated, many advantages are etitainich include a greater control of
the cloud infrastructure, improving security andilfency for providers and users [44].
Private clouds are dominated by laaS followed S d5].

There are different open source laaS cloud comguoiutions used to build private
clouds. OpenNebula is one of these solutions, whight be integrated with networking
and storage solutions and fitted into existing dzgaters [42][46][43]. It works with
different virtualization solutions, e.g. Xen, KVMh@& VMware. Another private cloud
solution is called AbiCloud, which supports manytwalization techniques such as
VirtualBox, VMWare, XEN, and KVM. This platform ideveloped by Abiquo company
[42]. Eucalyptus and Enomaly are open source ctmmdputing solutions those support

private cloud deployment [28].
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¢) Hybrid Clouds

Interoperability is the main concern to combineudliz and private cloud [44]. Each
kind of cloud might be independent; however, thesy @mbined with some standards or
special techniques [43]. In this cloud, clients Imigutsource non-critical data and process
it in the public cloud, while keeping critical ometheir control [44].

On the other hand, this mixed cloud environment metybe suited for applications
requiring complex databases or synchronizations hbecause, some complexity may be
added regarding the distribution of applicationsnitoring of the infrastructures, security
and privacy of the internal and external partdefrnixed environment [30].

Hybrid Clouds can be supported by OpenNebula [423raopen source laaS solution.
Sun Cloud [28] is an example of cloud computing 3@aovider that supports hybrid
cloud platform. It provides hardware architecturectistomize workload, multi-tenancy

and resource sharing among a large pool of users.

2.2.2.3 Resource Pool Based

We classify the clouds in terms of their knowledg®ut the resources that could
participate in the cloud formation to two categsria resource harvesting cloud and a
prior known-resource cloud.

a) Resource Harvesting Cloud

In this type of clouds, there is no prior knowledgmut the resources that could to
contribute to form a cloud. An example of a reseunarvesting cloud presented in [47],
where an execution of application can be partiddiyegated to an intermediate layer
formed from harvested resources of intelligent esdieel devices, e.g. Smartphone.

b) Prior Known-resource Cloud

This type of cloud exploits unified predetermindaiséc resources to serve a multitude
of users anywhere, anytime through the Internedradgss of heterogeneous environments
and platforms based on the pay-as-you-use principlest of conventional cloud
computing systems [48][49] are considered a pnavkn-resource clouds.

c) Hybrid Resource Pool Cloud

In this type of clouds, some resources are adesgl@nd others are harvested as

presented in the local or hybrid cloud formed i@][51].
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2.2.2.4 Structure Based

Based on our analysis of characteristics of theictclcomputing environment, we
provide a structure based taxonomy of cloud compuystems as follows.

a) Infrastructure Cloud

Infrastructure cloud consists of nodes, mobiletatienary, which outsource their data
to the data center of a cloud provider throughiriternet.

1. Fixed Cloud Computing

In this section, we introduce some key conceptodéy’s fixed computing cloud. It
has been defined as a pool of resources providélaeowfrastructure provider [30], which
are easily usable, accessible, dynamically recaordiy and guaranteed by means of
customized SLAs.

Today'’s fixed computing cloud implicitly assumes:

1) The computing facility is stationary.

2) The physical topology of the network is fixeceotime.

3) The client only interacts with one cloud provi@de once resulting in a hierarchical
computation structure.

To use a fixed computing cloud, each client of twnputing cloud sends his
computation jobs and all necessary data over ttexnet to the cloud service provider.
The provider manipulates the data according tosti@mitted jobs, and then returns the
results back to the client. This process is knosmanputation outsourcing. Computation
outsourcing enables the cloud service providereiwes clients similar to a traditional
utility (e.g., electricity or water) provider. Frothe client’s perspective, the cloud service
provider is the sole party that manages the contipateesources.

Figure 2.2shows the architecture framework of a fixed computiloud [52], which is
proposed by the Cloud Security Alliance. At the thottom layers, the physical facility
and the computing hardware form the most basic ctimgp unit. Since a cloud service
provider pools together a vast amount of computatesources that may use different
hardware, the computation ability of a set of hadwshould be able to be abstracted and
each set of hardware must be able to communicate atlher's hardware. The facility,
hardware, abstraction, and connectivity togethenfa computing grid that supports any

additional service provided by a computing cloud.éhable a client or another cloud to
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manage and interact with a set of hardware, aniégtn Programming Interface (API)
is implemented above the connectivity and abstactayers. The computing grid
together with the API can provide laaS.

A cloud computing service provider can also impletmmiddleware capabilities on
which clients can develop software. The infrasuettogether with the middleware
resembles a platform on which common programmingguages and tools can be
supported; that is, a cloud provider provides Papa8vertaking the management task of
the infrastructure in the middleware. The cloudvier can then further provide tailored
software, content, and their presentation baseth@mprovided platform. This delivery of

“the entire user experience” is known as providsagsS.

Presentation Presentation
Modality Platform

APls

Applications

Data Metadata Content

Integration & Middleware

APls

_‘ Core Connectivity & Delivery

Abstraction L

Hardware

Facilities

Figure 2.2 Architecture framework of a computing ¢oud by the Cloud Security Alliance.

In literature, many works surveyed fixed cloud comipy systems as shown in Table
2.2. Some works [28][42][46][43] surveyed open seurcloud computing solutions
comparing elements like the deployment model, #rgice type, the load balancing, the

fault-tolerance, and the virtualization managemefither works, like in [30][44][45],
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have examined the cloud computing concepts in teoimshe service type and the
deployment model. Different cloud service providemsd their systems have been
addressed in literature works [28][41][40]. Theserks conducted taxonomy of some
important cloud computing elements like serviceetypleployment model, security,
business model, middleware, and virtualization rgan@ent. A survey work in [42]gave
taxonomy of the virtualization technologies usedtild the cloud and compared those

using criteria like virtualization type, platforrmécompatible operating system.

39



Table 2.2 Comparison of fixed cloud computing sysms

Survey on

Analyzed elements

Description of Comparison

Classification elements

Virtualization
technologies and

open source

Open source virtual
machine solutions

Popular virtual machine monitors:
VMware, HypeV, VirtualBox,
OpenVZ, Xen, KVM

Virtualization type - Compatible OS
Platform - Live migration - Free /

Shareware

solutions [42]

Open source laaS
Cloud Computing

Open source solutions: Eucalyptus,

OpenNebula, Xen Cloud Platform

Deployment model — Architecture -
Virtual Machine Placement — Storage
k Network - Access interface — Security

Fault-tolerance - Load balancing

A selection of
Cloud providers
[40]

solutions (XCP), Nimbus, AbiCloud, OpenStag
laaS Cloud Amazon EC2, AppNexus, ENKI,
providers FlexiScale, GoGrid, Joyent
Accelerator, and NewServers
Web hosting Agathon, Elastra, ENKI,
companies GridLayer, Media Temple , Rackspa

Service type - Virtualization type —

Hardware - Load balancing — Security

Business model — Middleware -
Performance

Ce

Architecture and
owners of clouds
[30]

Cloud providers

Amazon EC2, Amazon S3, Google

Apps, Salesforce.com, Force.com, §
Cloud

Service type

un

Cloud

environments

Single-Cloud environments and

multiple-Cloud environments

Deployment model

Different cloud

Service providers

laaS providersagzon Web Service

Architecture - Deployment medel
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service providers

and their systems

[28]

GoGrid, Flexiscale, Mosso
PaasS providers: Google App
Engine,GigaSpaces, Azure, RightScs
SunCloud

SaasS providers: Force.com

Virtualization Management - Service

type - Load balancing - Fault tolerance

ale, Interoperability — Storage - Security

Open source

solutions

Eucalyptus, OpenNebula, Nimbus,

Enomaly

Cloud Computing
providers and

services [41]

Cloud Computing

systems

- laaS: Amazon Web Services (AWS
Mosso, GoGrid, Skytap, Sun Networ
- NaaS: Verizon and AT&T
- PaaS: Azure, Google App Engine
Force.com,

- IPMaasS: Ping Identity, TriCipher

- DaaS :DataDirect, Strikeiron

- SaaS: Salesforce, Webex

),

K

Service type - Service level — Security

Bandwidth provision

Open-source
Cloud Computing

solutions [46]

Open source

solutions

Xen Cloud Platform (XCP), Nimbus,

OpenNebula, Eucalyptus, TPlatform

Apache Virtual Computing Lab (VCL
Enomaly

Service type - Main characteristics -

virtual machine monitors

Open source

Popular cloud

Abicloud, Eucalyptus, iNis)

Deployment model — Scalability -
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cloud solutions
[43]

computing

platforms

OpenNebula

Service type — Compatibility -
Deployment aspects - VM support - w

interface - OS support

Cloud computing

concepts [44]

Service Provider

Service type - Deployment Model

Cloud computing
implementations
[45]

Clients of cloud

computing

Service type - Deployment model -

Security - Scale of Implementation
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2. Infrastructure Mobile cloud Computing

The Mobile Cloud Computing Forum defines MCC adaud where the computing
power and data storage are moved away from mobi@gs and into the datacenter of a
cloud provider, bringing applications and mobilenputing to be not just Smartphone
users but a much broader range of mobile subssr|Bét.

The term MCC appears in [8][53], represents a cphtleat makes use of cloud
computing available for mobile users. This wouldphte offload required capabilities of
intensive computations from mobile devices and rekttheir battery life. It provides a
framework that uses the context information for le#erogeneous access management
service which is provided by the mobile cloud toe tmobile terminals.

The MCC framework presented in [54]proposes an ggrefficient location-based
service (LBS) and mobile cloud convergence. Sudt this needed to offload the
computation-intensive part by partitioning of apption functions across a cloud.
Similarly, authors in [55] proposed an energy custel for executing a task in different
computing facilities by deploying an online algbnt for fairly offloading location-aware
tasks among mobile users.

Authors in [56][57] provide models of MCC. An ecani@ service provisioning for
mobile cloud services is addressed in [56] usingiiSdarkov Decision Process for
mobile cloud resource allocation. The economic rha&lased to manage the computing
tasks according to the configuration of the cloystesm. MobiCloud [57] focuses on using
the capability of cloud computing for securing MebAd hoc Networks (MANETS).
Each mobile node as a virtualized component isared to one or more images in the
cloud in order to address the communication andpetation deficiencies of this mobile
device.

A context model based on ontology has been propasefb8]. It uses context
information in the mobile cloud environment to p® users with suitable services and
manage resources effectively. It provides serviggnozation modeling context-aware
information in mobile platform and reason.

The proposed approach in [33] provides a mobileictlapplication, a photo-sharing
application. This application aims to share phosingl storage capability of Amazon

cloud, rather on the device itself.
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Authors in [59] propose a new green solution, u$¥@C, which saves Smartphones
energy. In this contribution, MCC temporary holdse trequired contents for the
Smartphones in a local cloud data center netwohigiware migrated from the main cloud
data center. The MCC is provided by a Internet 8errovider (ISP).

CroudSTag [60] is an application built for the Aoidr devices, which helps members
of social networks of common interests to form abgroups easily from the mobile
devices with reasonable latencies. It depends stoage cloud, the face-recognition
cloud services, and Facebook to obtain a set tiingis, recognize people, and form social
groups, respectively.

Architecture of MCC [61] is proposed to use clowmputing techniques for storage
and processing of data on mobile devices. A thexetamework is proposed consists of
presentation, application, and database tiers.

The research presented in [62] focuses on the mes@liocation for security services,
e.g. authentication, digital signature, auditiom, neobile cloud to mobile devices. It
presents an admission control mechanism basededottd cloud system reward with the
considerations of the cloud resource consumpticth ianomes generated from cloud
users.

b) Infrastructure-less Cloud

Infrastructure-less cloud consists of a group afa® participants, which communicate
directly with each other, in an Ad Hoc mode, to kvapllaboratively as cloud resource
providers to share their resources and make thaitabie to whomever is in a given area.

1. Infrastructure-less Collaborative MCC (MAC)

Few works define mobile cloud computing as an stfiecture-less extension of the
traditional cloud which performs computing actiegion mobile nodes.

In [15], a MCC framework is presented, where a neobioud is defined as a cloud
which is formed of local computing resources toi@oh a common goal in a distributed
manner. Experiments for job sharing are conductdguBluetooth to form a piconet,
which provides an ad-hoc network linking a userugrof mobile devices. The prototype
compares the capabilities of the involved deviceddtermine a priori the usefulness of

sharing workload at runtime.
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The work presented in [34] addresses how the ntpbitiould enhance the
performances of distributed computation and theliease of services in computing
clouds formed from mobile ad-hoc networks. Autheh®w that improvement can be
achieved in the performance of distributed companatvith even a small percentage of
highly mobile nodes in a high localized networkwadl as the resilience of mobile cloud
computing.

Authors in [11] present preliminary design for arfrework to create a virtual mobile
cloud computing. The proposed approach allows laalgvices, as providers, to use Ad
Hoc WiFi for communication and execute jobs amdremnt. This approach only considers
nearby nodes, which will remain on the same arefallmw the same movement pattern
for stability.

A technique is proposed in [63] for reliable resmurallocation to utilize mobile
devices as resources in mobile cloud environm&wgsource allocation is initially based
on the reliability of mobile resources, which degieron the mobility pattern of mobile
devices, and the availability of these mobile reses.

Hyrax [12] introduced the concept of using mobilevides as resource providers.
Hyrax is a platform that develops a mobile cloudrastructure and allows client
applications to conveniently use data and execwmmpating jobs on Smartphone
networks and heterogeneous networks of mobile devand servers. This platform is
based on Hadoop can support cloud computing onddd@martphones. It uses a central
server that coordinates data and jobs on connectdile devices. However, the mobile
devices had to communicate through a WIFI centoaltar because Android doesn'’t
support ad-hoc network yet.

2. Why Infrastructure-less Collaborative MCC?

Infrastructure-less MCC delivers computing resosiricethe entities that want it while
an infrastructure cloud requires outsourcing compor by hauling data over the Internet.
This fundamental difference in providing computatias a utility yields many benefits
unique only to mobile clouds as follows.

e Liberate Cloud Computing Concerns from Resources@aimts

Cloud computing is designed to deliver as much ading power as any user wants,

while in practice the underlying infrastructureagesces are limited [32]. Service providers

45



of cloud computing provides limited resource podiiles giving the illusion of infinite
resource availability. They allow users to allocated release compute resources on-
demand. Therefore, it is reasonable to assumettieabumber of resources is infinite.
Exploit the massive pool of idle computing resoarizemobile devices can liberate cloud
computing from being concerned about resource wngt. This would provide
opportunities to enable a practical scalable cldoamation to overcome technical
obstacles, e.g. scaling quickly without violatingrnsce level agreements, to both the
adoption of Cloud Computing and the growth of Claddmputing once it has been
adopted.

e Decouple Computation from Connectivity

The computation advantage of an infrastructure ccloan only be accessed via the
Internet. One must establish a connection to thedcprovider in order to submit jobs and
data for processing. That is, the computation tgbiis dependent on the Internet
connectivity. However, this dependency can be brokgh the infrastructure-less MCC
since the mobile cloud physically delivers the catagon ability. This decoupling is
important in delivering cloud service to areas wehbiternet speed is slow and massive
computation ability is only occasionally required.

* Mobile Facility Provides Self-Powered Service

A mobile cloud element can be externally powered.(& requester can provide the
power necessary to operate the cloud), or it cheldself-powered. That is, the energy
used to move the cloud element around can be aspdwer the computing module of
that cloud element. For example, modern vehiclesatanmonly each provide 240Wof
DC power from its DC connector when the vehicleieags on. The self-sufficient power
allows the mobile cloud to be set up where statpmdoud cannot. The self-provided
power could also be used to supplement the extpove¢r as a secondary power source.

» Mobile Facility Provides Enforceability

Prior studies have stated that an infrastructuoeictlservice provider may provide
service from and over many different jurisdictiotiss enforcing policies in an SLA is
difficult [64]. However, an infrastructure-less MCRust gather around a particular

location, and is unlikely to be scattered in mudtipurisdictions that may not cooperate.
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The client, especially a requester, can thus reécueasnall set of jurisdiction districts to
cooperatively enforce the SLA. The enforceabilis;n de used to elevate the importance
of the SLA from a mere agreement to a contract, thadclients may be more willing to
adopt mobile clouds given that the SLA carries ezdable legal liability.

» Altering Physical Topology Enables Physical Accéssitrol

An infrastructure cloud is often deemed untrustiwpiecause the users only know a
virtual address at which their data is located @nahich their jobs are sent. A user does
not know for certain that a second user cannot fndi data or if a foreign government
is monitoring his actions. Mobility allows the paipants of an infrastructure-less MCC
and, more importantly, the requester of a mobitidlto exercise a certain amount of
physical enforcement. In infrastructure-less Mg, data is locally disseminated, where
the interface between the user and the cloud igmupbysical monitoring and can be
assumed to be secure. In addition, enhancemeihiedddlivered security level might be
achieved by splitting the data needed to be predegsto segments, encrypting the
segments, compressing the segments, distributieg sigments via mobile nodes
participating in an infrastructure-less MCC whikeeping one of the segments of data on
the device itself. This will prevent extracting tata such that the data, picture, could
never be decrypted/read/modified outside the mal@igace [65].

» Altering Physical Topology Avoids Multi-Tenancy

In an infrastructure computing cloud, the cloud Imigtore data and run jobs belonging
to multiple users on a single machine, known adirteriancy. Providers of infrastructure
cloud services thus spend great effort in secupregess access by using VMs and
hypervisors, and also in securing data access pementing sophisticated access control
protocols. In an infrastructure-less MCC, data neetibe sent over the Internet and is
stored locally. Additionally, an infrastructure4eMCC has a single specific group of
clients. In other words, an infrastructure-less M@es not provide multi-tenant service,
but only a time-shared single-tenant service tdiplalclients. Thus, an infrastructure-less
MCC only needs to enforce a sanitizing policy ratthen mitigating all possible adverse

privacy leaks in a multitenant system.
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Providing a single-tenant environment also allowsnabile cloud to mitigate the
phishing attack. An infrastructure cloud needséadsilient to social engineering attacks
in order to prevent attackers from accessing privkta with stolen authorization at the
service provider side. However, an infrastructess|MCC provides a local single-tenant
system, and phishing provides the attackers nofitesence all private data are sanitized
before the mobile cloud move away from the client.

c) Hybrid infrastructure cloud

A third view supports hybrid cloud formation by éoiging the computing power of
both mobile and stationary devices [50][66][67][68] coins the concept of ubiquitous
computing cloud, where cloud resources and servicag be located on any opt-in
reachable node, rather than exclusively on theigeos’ side. The C3 effects a computing
on the move with resource-infinite computing pagadi PlanetCloud as a ubiquitous
computing cloud platform un-tethers computing reses from Internet availability. It
exploits the computing power of mobile and statigndevices directly even when no
Internet is available to form a HMAC. In doing $be servers themselves would have a
mobility feature. The C3 would enable the formatamd maintenance of local and ad hoc

clouds, providing ubiquitous cloud computing whesgreand wherever needed.

2.3 Comparison

This section mainly compares the difference betwerd cloud computing, MCC,
and hybrid clouds, and analyzes the challengesifdastructure-less related clouds. A
comparison of cloud computing systems is shownabld 2.3.
The role of a client in offloading could be dividexclient- server approach and

collaborative approach.

a) Client- server approach: In this approach, task#toaded from client side to
stationary servers located in the cloud side tdagixineir resources. This might
overcome limitations of mobile devices.

a) Collaborative approach: A client is a part of aucpwhich utilize its resources
and share them with other clients in the formed@lm a distributive way.

From our taxonomy, the infrastructure cloud follotvge client- server approach.

However, infrastructure-less MCC is a collaboratpproach.
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The computing facility is stationary in the infragiture cloud. On the other hand, the
computing facility has a mobility feature in inftascture-less MCC.

Fixed cloud computing has a physical topology @ tietwork which is mostly fixed
over time, but dynamic topology for both types aE® as well as hybrid clouds.

Different types of the infrastructure cloud compgtishare a particular weakness: the
prerequisite infrastructure makes the utility diffit to reach remote areas that have little
population. This is because the service providerslly give higher service priority to
denser cluster of clients. This weakness is knowthé telecommunication community as
the “last mile problem”. In particular, Internetrewectivity in remote areas is often either
slow or non-existing, thus a prospective clientloud computing might elect not to use
the service since outsourcing computation (i.eadsey data and receiving results) may
require a prohibitive amount of time and money.

On the other hand, infrastructure-less clouds dé depend on the Internet
infrastructure to reach the resource providers.ddeer, a cloud is formed in an ad hoc
manner among mobile devices.

However, most of the existing resource managemegstems [11][12][15] for
infrastructure-less MCC were designed to selectavalable mobile resources in the
same area or those follow the same movement patiesmercome the instability of the
mobile cloud environment. Also, they did not comsidhore general scenarios of users’
mobility where mobile resources should be autoraliyicand dynamically discovered,
scheduled, allocated in a distributed manner Igriyahsparent to the users. Additionally,
most current task scheduling and resource allatatigorithms [18][19][21] did not
consider the prediction of resource availabilitytioe connectivity among mobile nodes in
the future, or the channel contention, which affette performance of submitted
applications.

Our proposed PlanetCloud [50][66][67][68] enalties formation of hybrid clouds in
a dynamic resource environment by exploiting idésources that could be either
stationary or mobile. PlanetCloud extends the goihoksocial network analysis to predict
and provide the right resources at anytime and haysv Moreover, it supports resource
infinite computing. An expected limitation of Pla@éoud is providing hard QoS
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guarantees. PlanetCloud is anticipated to provide@oS guarantees based on resource
prediction, collection, and stability of environnten

The infrastructure clouds do not exploit the mas$wol of computing resources of
mobile devises. Consequently, these resources meghin largely idle or underutilized
most of the time.

Two intuitive major advantages of both infrastruetless and hybrid clouds over a
today’s technology are:

1) If a client cannot efficiently reach the compgtiresources, then the mobile
computing resources can be delivered to or pooledna that client. The resulting
infrastructure-less mobile computing cloud can mievocalized computing resources.

2) If the computation capacity, of a set of molmtemputation devices, is not fully
utilized, the mobile devices can assimilate thegources to solve a computation problem
or provide service to interested clients.

Both infrastructure-less MCC and hybrid can be @éwas autonomous computing
clouds with mobility. On the contrary, the infragtture based cloud also often does not
support mobility. For example, wirelessly providialgctricity using inductive coupling is
not yet commercially viable, and Internet hotspgten do not handle handoffs. A mobile
client thus might not be able to take advantagthefcloud computing service since the
infrastructure is not as supportive toward mobiilents as it is toward stationary clients.

The membership of a mobile computing cloud may kghly dynamic while the
membership of a fixed computing cloud is controltlgdone or few central providers. An
infrastructure-less MCC thus is not very suitablesérve as a data storage cloud since the
locations of the storage devices may change with dloud membership. However,
PlanetCloud as a hybrid cloud computing system lesathis by providing a global
resource positioning system. Therefore, intuitiva@lyclient of an infrastructure-less MCC
should store both the data waiting processing haddturned results on the client’'s own
local storage. Availability of the data is thenyad®d by using local backups or possibly
using a hybrid cloud.
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Table 2.3 Comparison of cloud computing systems.

Hybrid MCC Fixed
Clouds Infrastructure MCC Infrastructure-less MCC Clouds
PlanetCloud | [54][5€][57 [33][59][
Feature [62] [15] [34] [11] [63] [41][40]
[67][68] 1[58] 61][69]
Enable ubiquitous computin
clouds Yes No No No No No No No No
Provide resource forecastin Yes No No No No No No Yes No
Predlctlo_n Of resource Yes No No No No No No No No
availability
Service delivery through Yes Yes Yes Yes No No No No Yes
Internet
Support of resource infinite Yes NoO No No No No No No No
computing
. Prowo!e geographic Yes Yes No No No No No No No
information of resources
Support (_lenam|c nature of Yes Yes No Yes Yes Yes No Yes No
Mobile resources
Stationary /.Mob||e./.Hybr|d Hybrid Stationary  Stationary Stationary = Mobile Mebi  Mobile Mobile | Stationary
computing facility
client- server approach or Hvbrid client- client- client- collabora collabora collabora collabor| client-
collaborative approach y server server server tive tive tive ative server
Topology Dynamic Dynamic Dynamic  Dynamig Dynamic Dynamic [Rymic Dyr::am| Fixed
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2.4 Statistics on the Cloud Market

Cloud services and virtualization were selectedCitps as the most often and the top-two
technologies for 2011. It is a result of a worldevi@IO survey which was conducted by Gartner
EXP from September to December 2010 and repre§d@tsudget plans reported at that time.
Responses are included from 2,014 ClOs represeatieg$160 billion in corporate and public-
sector IT spending across 50 countries and 38 irids$70].

According to David Mitchell Smith, vice presidenthda Gartner Fellow,” "The trend and
related technologies continue to evolve and chaagelly, and there is continuing confusion and
misunderstanding as vendors increasingly hype dtlasi a marketing term. This level of impact,
confusion, uncertainty and change make cloud comgputne of Gartner's top 10 strategic
technology trends to address" [71].

Five cloud computing trends have been identifiedSlaytner that will affect the cloud strategy
through 2015, i.e. accelerate, shift or reaclppirig point over the next three years. Users must
factor these trends into their planning processesmal decision frameworks facilitate cloud
investment optimization, hybrid cloud computingais Imperative, cloud brokerage will facilitate
cloud consumption, cloud-centric design becomegeessity, and cloud computing influences
future data center and operational models.

We list some points, which are related to cloud potimg area, from Gartner's top predictions
for 2012 as follows [72]:

a) Low-cost cloud services will cannibalize up to Esqent of top outsourcing players'
revenue by 2015: Industrialized low-cost IT sersi¢¢.CS) will disrupt the projected $1
trillion IT services market, similar to the one tlog/-cost airlines have brought in the
transportation industry.

b) 40 percent of enterprises will make proof of indegent security testing a precondition
for using any type of cloud service by 2016: Toleate cloud services for their ability to
resist security threats and attacks, the enterpiiibée satisfied by a cloud provider's
certificate stating that a reputable third-partguséy vendor has already tested its
applications. This means that inspectors' certifices will eventually become a viable

alternative or complement to third-party testing.
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c) More than 50 percent of Global 1000 companieshealle stored customer-sensitive data
in the public cloud by year-end 2016: In orderd@duce operational costs and maintain
the efficiency, more than 20 percent of organizetibave already begun to selectively
store their customer-sensitive data in a hybrididlo

d) The prices for 80 percent of cloud services witllirde a global energy surcharge by
2015: An energy surcharge is included by some cttaid center operators in their
pricing package, and Gartner analysts believettarsd will rapidly escalate to include
the majority of operators. Business and IT leades procurement specialists must be
ready to see energy costs included in future ckardice contracts.

Other statistics on cloud computing include:

The size of the Cloud Computing Market will be $H0ion by 2013. An expert like Merrill

Lynch’s research [73] predicts that the cloud cotimgumarket will grow at such a high rate.

7 out of 10 companies are using cloud serviceswilaimove new applications to the cloud.
Mimecast, a company that offers SaaS, conductaddy svhich showed that companies have
started their transition into the cloud with a dnt@l. They test the infrastructure with some of
their data and applications. It is expected thahiwithe next few years a large growth of
transitions will be from the companies which hawgoad experience of their trial period.

54% of respondents have citied security as thgrdoncern for transitioning to the cloud.
LinkedIn has been conducted a recent survey wi®2 f@spondents. It showed that security has
been the higher preference for many business casgpdmat are looking forward to use cloud
computing, especially for those make use and steresitive data such as the financial and
healthcare industries.

60% of server workloads will be virtualized by 20Recently, Gartner has conducted a study
which revealed that many companies are directedthieyr customers' inclination to cloud
computing, which will improve the business perfono@a and offers a variety of solutions to
computing limitations they face.

A new server is added to the cloud for every 60@§ohones or 120 tablets. Intel admits that
a new server needs to be deployed for this numbenabile devices that hit the market and
connect to the cloud [74]. In 2012, 120 million l&tlsales are predicted by Gartner and Credit
Suisse claiming Smartphone sales will hit onedilldevices in 2014. This gives us an indication

of the huge spike in new servers being added tolthel.
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2.5 State of Art of Mobile Cloud Computing Systems

Few survey works have been conducted for mobiladcicomputing as shown in Table 2.4,
like in [39][75][35]. Le Guan et al. [39] presenteto architecture schemes for MCC represented
infrastructure and infrastructure-less (ad-hoc) hisectures. While, [75] addressed the
infrastructure architecture of MCC and [35] focused the infrastructure-less (ad-hoc
infrastructure) architecture. Application offloadiand partitioning in MCC have been addressed
in [39][75] and many MCC applications have beemodticed in [75]. Moreover, works like
[39][75]studied the context-aware service in temighe management method and the context
type.

The state of the art in research shows that manlyeoéxisting MCC solutions focus on how
the mobile devices’ capabilities could be enhartmgedigrating resource-intensive computations
tasks to the cloud through computation offloadieghhiques [11][15]. Some research work
discussed the idea of forming mobile cloud computplatform relaying on the hardware
resources provisioned by stationery or semi-statipmlevices using the term MAC. However,
these solutions presented computational-clustestingocertain distributed application(s) rather
than generic computing-clouds.

Table 2.4 Comparison of Mobile Cloud Computing Syems

Survey on Analyzed elementg Classification elements
Research activities on Architecture of Architecture scheme
Mobile Mobile Cloud
Cloud Computing [39] Computing

Implementation of Application Partition - Offloading

elastic applications

Context-aware Context management- Context type
service
Mobile cloud computing Architecture Service type
(Infrastructure) [75] Applications Storage — Processing — Security -

Energy consumption - Offloading

Mobile cloud computing Classes of Cloud platform - Access schemes

architecture
(Ad hoc) [35] framework

54



2.5.1 Research Relevant to Collaborative Ad Hoc Cloud Fanation
In the next subsections we will briefly discuss ldtest research targeting MACs classified by

the associated research objective:

2.5.1.1 Mobile-resource Sharing

In [11], authors proposed a preliminary designdonanagement framework that exploits the
resources of a collection of nearby mobile devicesonstruct a virtual ad hoc mobile computing
cluster. The framework creates a virtual serviaevigier on-the-fly that utilizes the resource of a
set of stable mobile devices that will remain om $hame area or follow a fixed limited movement
pattern. Building a mobile computing cluster on Fswassumption is invalid as there is no
consideration for system resilience, service dtgpiand failure recovery. Therefore, it is a
limited scenario that did not consider high nodébitity cases where connectivity is not stable,
leading to disconnections and faults. Similarlypesxments for job sharing were conducted in
[15] over a stable ad-hoc network linking a usesugr of mobile device. Unfortunately, they

shared the same limitation as the aforementionetk;wbey presented a computing cluster

connectivity of resources. Further, they systemagament did not consider operation resilience
and did not present any solution to handle potefdilre events that might occur especially in
such unstable mobile environment.

Hyrax platform [12] was one of those who introdutled concept of using mobile devices as
computation resources. The platform used a cesénaler to utilize data and execute computing
jobs on networks of homogeneously configured amidsaiart phones. Hyrax did not consider the
general scenario where hardware resources areobeteously configured and highly mobile.
The system offered limited management automatigmeddid not consider a real users’ mobility
where mobile resources should be automaticallydgmdmically discovered, scheduled, allocated
in a distributed manner largely transparent toubers. Hyrax only provides an infrastructure for
MCC, providing an interface for executing taskssomobile device cloud.

In [16] researchers demonstrated the feasibilitgxgfioiting the resources in mobile devices to
execute work units as part of a grid and uploadli®so a server. However, the model of this
approach was specifically developed to a singleiladtardware device or operating system. A
more generic solution presented in [17], they psagoa collaborative framework that enables

mobile devices to participate in executing compataintensive tasks in a computing cluster to
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expand the shared resources. They focused onlgstrpiartitioning and offloading where a ratio
of participation is determined depending on marmydis, e.g., the system capability, the mobile
device’s performance, and the network state. Howekie proposed framework did not consider
a real mobile network environment that is relagveinstable. The work presented in [34]
addresses how the mobility could enhance the pagionces of distributed computation and the
resilience of services in computing clusters forrfredh mobile ad-hoc networks. Authors show
that improvement can be achieved in the performaricdistributed computation with even a
small percentage of highly mobile nodes in higlolgdlized networks.
Most of the previously mentioned research works|[1Bl[34][17] did not take the rapid

elasticity the heterogeneity of pooled resourcetherbroad network access characteristics into

considerations.

2.5.1.2 Vehicular Cloud

Exploiting the virtually unlimited power supply imehicles , researchers in [76][5][77]
discussed the possibility of having a MCC usingaerful on-board computers augmented with
huge storage devices hosted on stationary vehadgésg as networked computing centers on
wheels. Given the limited mobility of such solusprwe do not consider them as a realistic
implementation of a generic computing cloud. Movavgay from the main objective of MCC, to
enhance the utilization of the ideal mobile resesrm hosting computational tasks, and, it is
more like a relocation of the regular data cent¢o & set of mobile small-scale centers where
hardware resources are explicitly added.

Additionally, the proposed approaches only focusedne delivery service model, the laaS
and provided a virtual environment to satisfy speciient application. In [78], authors presented
an overview about a datacenter architecture fonteagement of physical resources of vehicular
nodes. The authors considered that vehicles aggetlinto a standard power outlet and are
provided Ethernet connections. However, this sdéenarconsidered as a stable environment,
such that the long-term parking lot of an intermaal airport guarantees that there are at least a
specific number of vehicles parked in the airporaray time and ready for utilization. Therefore,
this solution does not provide the rapid elasticiyaracteristic. In addition, no solutions were
provided for dynamic environments with neither hegeneous resources nor task scheduling and

resource allocation.
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2.5.2 Research Relevant to Scheduling and Allocating Ralble Resources
We discuss related work in some areas relevanthtedsiling and allocating reliable resources
for supporting stable MCC formation as follows:

2.5.2.1 Resource Management in MCC

Research in resource management systems and fahgerior mobile cloud computing is still
in its infancy. In [11], authors proposed a prefiary design for a framework to exploit resources
of a collection of nearby mobile devices as a wir@ad hoc cloud computing provider. In [15], a
mobile cloud computing framework was presented.efirpents for job sharing were conducted
over an ad-hoc network linking a user group of reldevices. The Hyrax platform [12]
introduced the concept of using mobile devicesasurce providers. The platform used a central
server to coordinate data and jobs on connectedlendévices. Task scheduling and resource
allocation algorithms were reported in [18][19][E][22]. These algorithms used cost, time,
reliability and energy as criteria for selection.

Most of the existing resource management systedi§lp[15] for MCC were designed to
select the available mobile resources in the sap®e @ those follow the same movement pattern
to overcome the instability of the mobile cloud rorment. However, they did not consider
more general scenarios of users’ mobility where iteatesources should be automatically and
dynamically discovered, scheduled, allocated ins&riduted manner largely transparent to the
users. Additionally, most current task schedulingd aresource allocation algorithms
[18][19][20][21][22] did not consider the predictiocof resource availability or the connectivity
among mobile nodes in the future, or the channeterdion, which affects the performance of
submitted applications. Consequently, there is adnéor a solution that effectively and
autonomically manages the high resource variatiores dynamic cloud environment. It should
include autonomic components for resource discovaigeduling, allocation and monitoring to

provide ubiquitously available resources to cloadrs.

2.5.2.2 Availability of Clouds

Mobile clouds should be of highly dynamic natureghwheterogeneous configuration and
capabilities, and ad-hoc join or leave attitudetiBipants of a MCC should depend on the access
network to be able to connect to the cloud, whienmnent connectivity may be not always

available. This problem is common in wireless neksadue to traffic congestion and network
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failures [79]. In addition, mobile nodes are susidpto failure for many reasons, e.g., being out
of battery or hijacked. Therefore, the number aicheble nodes may vary according to the
mobility pattern of these nodes. Resource managesystems for MCC should support this
dynamicity, hide the heterogeneity of resourcesyipe users with unified access, evaluate and
predict the availability and performance of resest@nd guarantee the quality of service to meet
users’ requests.

In a cloud environment, it may be possible that serades will become inactive because of
failure. Therefore, the entire work of unsuccesgibk has to be restarted, and the cloud should
migrate these jobs to the other node. The redunydamucept is a solution to achieve failover for
handling failures [79][80][81]. There are basicallyo options of redundancy: replication and
retry.

Replication is redundancy in space where a numbgeandary nodes, in stand-by mode, are
used as exact replicas of a primary active nodeyTdontinuously monitor the work of the
primary node to take over if it fails. However,dtd@pproach is only feasible for stationary servers
or if the nodes are few [79]. As this work focusesproviding the high availability for mobile
nodes, having replica of all mobile nodes will betfeasible as it will increase complexity, cost
etc.

Retry is redundancy in time where a try again psecstarts after a failure is detected [81]. In
this work, we consider a retry options to achiea#oter coupled with forecasted information
about the future resource availability, as an inputour proposed proactive management
algorithm, to minimize the Mean Time to Repair (VR)I MTTR is the time required to detect
the failure and try again.

2.5.2.3 Reliability and reputability of resource providers

Task scheduling and resource allocation algorithmese reported in [18][19][20][21][22].
These algorithms used cost, time, reliability andrgy as criteria for selection.

The majority of previous frameworks for serviceadigery and negotiation models between
cloud users and providers such as [82] did not idenshe reliability of offered resources.
However, in all mentioned works [11][12][15][18][{20][21][22][82], a method that can

determine the reputability of offered resourcewissing.
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2.5.3 Research Relevant to Discovery and Exploiting IdI&esources
We discuss related work in four areas relevantisoadering and exploiting idle resources

which inspire us to build our system for supportstgpble MCC formation as follows:

2.5.3.1 Resource mapping and discovery techniques

The resource-mapping problem has been broadly deres in the literature. NETEMBED
considered allocating resources when deploying srilolited application [83]. In [84], an
approach is presented to generate automaticallyldwode maps by using traceroute
measurement from multiple locations. A detailedvewyr of various decentralized resource
discovery techniques is presented in [85]. Thesenigues are driven by the P2P network model.
A layered architecture was presented to build aermet-based distributed resource indexing

system.

2.5.3.2 Approaches for exploiting idle resources
Exploiting idle resources has been proposed in swokk. For example, Search for Extra-
Terrestrial Intelligence (SETI) @ home focuses oalying radio signals, and searching for
signs of extra terrestrial intelligence. The sofevaf SETI@home runs either as a screen saver on
home computer and only processing data when tlees@aver is active, making use of processor
idle time [86]. In [87], the authors present theige of an environment - a virtual cluster project,
to exploit idle times in network resources. Thisimmnment could deal with usage of idle cycles,

handling of dynamic behavior of the nodes, and safete execution.

2.5.3.3 Approaches for analysis of complex graphs and netkg

Authors in [88] used an extensible data structune mhassive graphs: STINGER (Spatio-
Temporal Interaction Networks and Graphs (STINGjeEgible Representation). It includes a
computational approach for the analysis based enstteaming input of spatiotemporal data.
GraphCT, a Graph Characterization Toolkit, for masgraphs representing social network data
has been presented in [89]. It has been used tgzanaublic data from Twitter, a micro-blogging
network. This work treated social network interast as a graph and used graph metrics to

ascribe importance within the network.
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2.5.3.4 Tracking applications

In [90], an application for the Apple iPhone™ wasgented and used to report in real-time
flow of traffic in order to build the most accuratep of traffic patterns to be used by commuters
or departments of transportation for making deosidorhe outcome of the case study is used to
determine that the iPhone™ is relatively as aceuaata vehicle tracking device.

Both resource mapping [83][84] and idle resourcelatation approaches [86] only consider
stationary resources. Such resources are glohaliyodited and directly connected to the Internet
as Internet-based systems. On the other hand, lanetEloud enables ubiquitous computing
clouds in a dynamic resource environment by explpiidle resources that could be either
stationary or mobile. In addition, it supports adowmobility and hybrid cloud formation.
PlanetCloud extends the concept of social netwarklysis presented in [89] to predict and
provide the right resources at anytime and anywhdmeover, PlanetCloud supports resource
infinite computing by enabling cooperation amonguds to provide extra resources beyond their
computing capabilities. An expected limitation d&ietCloud is providing hard QoS guarantees.
PlanetCloud is anticipated to provide soft QoS gotmes based on resource prediction,
collection, and stability of environment.

A comparison between PlanetCloud and the receearels efforts is shown in Table 2.5.
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Table 2.5 Approaches Related to Scheduling and Altating Resources.

Decentralized Point of Internet SETI@ AVS|[5]
NETEMBE resource Presence Geo- topology
. . . Home
Feature PlanetCloud D [83] discovery Location [84] modeling
. 86
techniques approach [91] [86]
[85]
Enable ubiquitous computing Yes No No No No No No
clouds
Provide resource forecasting Yes No No No No No No

Idle Resource Usage Yes No No No No Yes Yes
Global view Yes No Yes Yes Yes No No

Enable resource prediction using Yes No No No No No No

social networking data
Internet Resources Yes Yes Yes Yes Yes Yes No
Support of resource infinite Yes No No No No No No
computing
Provide geographic information of Yes No Yes Yes Yes No No
resources
Support dynamic nature of Mobile Yes No No No No No Yes

resources

*AVS: Autonomous Vehicular Clouds.
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2.5.4 Research Relevant to supporting the rapid elastigjtcharacteristic
The state of the art in research shows two maiasarelevant to support the rapid elasticity
characteristic of a MAC as follows.

2.5.4.1 Scalability

Scalability can be classified in two main typesrtital Scalability and Horizontal Scalability.
Vertical Scalability denotes adding extra resoureeg. more Random Access Memory (RAM),
storage and Central Processing Unit (CPU), to #mescomputing pool to handle the increased
demand. Horizontal Scalability denotes adding matenber of computing nodes to the
computing pool to handle the increased demand 932][Choosing of a scalability type is a
challenging issue. The cost of vertical scalinglirectly proportional to the size of application.
However, it is wise to choose Vertical Scalabilityurgent scaling case or when an application is
designed for a pre-determined number of users.h@rother hand, Horizontal Scalability has a
comparatively lower cost than Vertical Scalabili§ut, Horizontal Scalability faces a major
hardware failure problem and high cost of data mum for transactions whose execution
cannot be contained to a single node [92].

A VM migration is an efficient approach that supposcalability. For example, a VM
migration with higher resource utilization may beggered as a physical node becomes
overloaded. A new VM placement is selected whe¥8vacould migrate to another node with
lower resource utilization. This helps the migratdd to get better resource availability and to
scale up its computation [94].

Additionally, CPU scheduling configuration has gnsiicant impact on the virtualization
platform’s performance. Scheduling configurationnBuenced by the number of virtual CPUs
allocated to a VM, the assignment of virtual CPW4/bIs to dedicated physical cores, and the
assignment of different CPU priorities to the VMS]. To achieve high resource utilization and
scalability of the physical infrastructure, VM colidation has been increasingly implemented in
cloud datacenter environments, where multiple Vislrasted on the same physical host which

allows dynamic multiplexing of computation and coomitation resources [96].
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2.5.4.2 Management Overhead

The deployment and management of VMs in a MAC mevan additional overhead that

impacts the performance of a MAC. This is becabsedeployment of VM requires computing

resources for VM creation, VM configuration, VM Qpeng System (OS) setup, VM startup,

and application deployment in VM. Moreover, the mgement of VM includes computing

resources utilization in the monitoring of VM intea lifecycle, CPU scheduling, VM migration,

application processing management, VM state tiansitand physical resources management for

VM. The deployment and management overhead, wigighires additional computing resources,

increases the execution cost of the applicatioh [96

There are some important parameters to quantify pbeeformance overhead of the

virtualization platform of a MAC, which are des@ibas follows.

1.

VM creation Time: Which is the time taken to create a new VM, whilgpends on the
VM creation policy.

VM Scheduling Latency: All consolidated VMs share the same physical resssiof a
hosting node. Consequently, the accessing of time gdnysical CPU of the hosting node
is scheduled for VMs. This leads to increase thecetion time of application in VM.
Similarly, the performance is degraded when the @PWVM is scheduled for multiple
applications.

Application Allocation to VM Time: Which is the time taken to allocate an applicatmn
a VM for execution.

VM Migration time: Which is the time taken to move a VM from one pbgkhost to
another in a MAC. Such that the inter host VM migna consumes computing resources,
e.g. network bandwidth and energy power.

VM termination time: It is the time taken to remove a VM completely amdurn

computing resources to a host.

To the best of our knowledge, the current propms#tifor MCC solutions [11][12]facilitated

the execution of a certain distributed applica®r{osted on a stationary/semi-stationary stable

mobile environment. However, no prior research wohave been conducted that evaluate

scalability or the virtualization management ovedhen a dynamic HMAC environment.

63



2.6 A Vision for C3

In this section, we discuss our vision forC3

a) Supporting Minimal Communication Connectivity

A requester of a C3 may have very minimal commuignaconnectivity with the outside
world. Thus to avoid all-to-all broadcast of regeses bulletin board can serve as a sink of all
requests from requesters. The bulletin board can throadcast each request to prospective
computing cloud elements. Finally, the elementpaed to the bulletin board, and the bulletin
board forwards the responses back to the requesters

b) Providing Identity Management

A Public Key Infrastructure (PKI) provides meansvirify an entity’s identity. In particular,
public key infrastructure enables an entity to taifyf sign a document that can be considered as a
legal document. We thus suggest a public key itrfresire be used to provide identity
management in a C3.

c) Providing Elastic Resource Management

Since the membership of a C3 may change over fistale of the cloud, the roles of each
cloud element may also need to adopt accordingegahanging environment. For example, if a
node that serves as a coordinator to provide Sza&$ the cloud, another cloud element should
step up, continue serving as the coordinator, @fa the mobile cloud recover from the absence
of the original coordinator.

The ability of a cloud member to change his rolehi@ mobile cloud is known as elasticity,
and is introduced by Eltarras et al. [97]. The argmote that elasticity enables a network to be
dynamic, flexible, and scalable. These propertiesdasirable in forming a mobile cloud as they
enable a mobile computing cluster to provide ddfgrevels of services reliably.

d) Providing Result Verifiability

Intuitively the client would not recompute and carg the results every time he requests
cloud computing service since re-computation dsféla¢ purpose of outsourcing computation.
Thus, to prevent errors from being fed back aneéagrthe client can give multiple instances of
each job to the cloud in order to reach consenBhis. redundancy is already incorporated by

some of today’s computing clusters, such as Stdisféiolding@Home project.

64



e) Sanitizing Confidential Data

Each element of a C3 should sanitize its storageel¢o meet the privacy requirement stated
in the SLA. A requester can follow the guidelineafied by the U.S. Department of Defense in
reusing hard disk drives?.

f) Providing Auditability

Auditing a C3is more difficult than an infrastructucloud since C3 elements do not
necessarily belong to a single organization or hasngle implementation. However, a local
cloud formed by C3 system has a definite locatibas, an auditor can audit an assembled mobile
cloud before the cloud leaves from the vicinitytiod requester.

Privacy policy is a particular policy that requireareful treatment. Once a piece of data is
handed to a cloud element, that cloud element gaoré the privacy policy by secretly storing
and disseminating that piece of data.

A particular auditing mechanism is to watermark tteta with the identity of the cloud
element. Thus when a piece of data is leaked, tingldhe privacy policy, the original requester
or collaborator can request law enforcement to lpendhe source of data leak along with
negative impacts to the source’s reputation.

g) Enforcing the SLA

Since the C3 is able to manage identity, we camlgirseek the help of law enforcement or
legal departments to enforce the SLA. This is sinib enforcing any of today’s contracts.

h) Managing Trust Using Reputation

Reputation system is often used to determine tigworthiness of an entity based on the
historic performance of that entity. The identityamagement can be linked with a reputation
system so that when a C3 element responds to d ébwmation request, the requester (or the
collaboration initiator) can verify its reputatioBince all parties (requesters and cloud elements)
trust the PKI and the Certificate Authority, the rifeate Authority can also serve as the

reputation manager.
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2.7 Challengesin C3

In this section, we identify some issues that negfurther research. We also discuss potential
directions.

» Design of the Reputation System

Clients often trust and choose a particular comgutloud provider based on the provider’s
reputation. As there are relatively few cloud pders today, their reputation can be easily
established in a few reviews. However, in C3 theme many computing devices belonging to a
multitude of organizations and/or individuals, wé@fr some organizations/individuals may not
have an extensive user history. A reputation systencan securely capture the trustworthiness
of a particular entity would thus be of great valuéhe adaptation of C3.

Hoffman et al. surveyed and documented severatksttand designs of reputation systems
[98]. The authors showed that no existing reputagigstem can defend against all known attacks.
While the mobility in C3 provides a certain levélghysical protection against attacks, such as
the Sybil attack, targeting a reputation systenteresive research is required in order to make
reputation systems more trustworthy.

* Availability of the Reputation System

A reputation system ideally remains constantly rland provides real-time responses to
reputation queries. A reputation system that gads@ and offline regularly must limit the
duration of its offline time. Otherwise, an attackan build up his reputation, and misbehave
when the reputation system is offline. While a esjar is likely to possess a minimal amount of
connectivity, and is able to reach the CA and thieebn board. For example, it is now a common
assumption in the Vehicular Ad hoc Network (VANEEBsearch community that special road-
side units (RSUs) will not be densely deployedhe near future. Thus, when a C3 queries the
CA for reputation information, the CA must be eitiareachable from time to time, or a third-
party infrastructure (such as civilian Wi-Fi, oflo&ar networks) must be used as a supplement to
reach the CA.

* Preserve Privacy of Both Requester and Cloud El&syiesm Each Other

One privacy concern is that an adversary might lide ®o monitor a benign client’'s cloud
request as a side channel to obtain informations Phivacy concern may be exacerbated in

requesting C3 services since the requests mayefurtiveal the physical location of the requester.
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The location privacy of a C3 element is also a eamcA requester can track the C3 element by
setting up a data storage cloud, and request &biptrticular cloud element.

» Retain Data Confidentiality

Data confidentiality is a major concern of cloudnputing: how can a client be sure that a
cloud service provider would not reveal sensitivatadto untrusted third parties or the
government?

Homomorphic encryption scheme allows an authoried party to manipulate encrypted
data without decryption. Van Dijk et al. proposkildy homomorphic encryption scheme over the
integer field [99]. A homomorphic encryption scheimads great promise in being applied to
cloud computing where an authorized cloud provikforms specified jobs on a piece of data
that is encrypted by the client. The client camtkajoy the mass computation power offered by
the computing cloud while retaining confidentiality

If elements in C3 belong to non-colluding entitids®en secure multi-party computation can
also be used. The elements of the cloud serveffasedit parties in the multi-party computation.
The client can give small pieces of data to eaemeht, the cloud elements then compute the
results without any decrypted information from athen-colluding cloud elements. Secure multi-
party computation may require a prohibitive amoohtomputation resources even for simple
computation jobs, but is nonetheless shown possildeaecent real-life auction [100].

* Resilient to Cloud Partitioning

In C3 results and data are shared among all gaatits. Thus any network partitioning will
reduce the computing ability of the formed cloutieTcloud might need to wait excessively for
pieces of results, or might not obtain all datadeekefor a correct solution. A C3 thus must be
resilient to the wormhole [101] and Sybil [102]eatks.

Churning can be seen as a particular type of fmanitity since members leaving the cloud can
be viewed as being partitioned. Thus a C3 shoultigaté partitioning by both preventing
partitioning and being able to recover from undsbpartitioning events.

* Resilient to Virtual Machine Vulnerabilities

When a computing cloud provides platform-as-a-servia malicious client can exploit
vulnerabilities in the operating system on the cotimg cloud. Thus, the cloud members should

provide services to each client using a disjoihb$& Ms.
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We also envision that, compared to a infrastructizad, a client of C3 would have less trust
in the results returned from a cloud. Faulty reskihown as injections can cause significant
adverse impact and must be sanitized before u€8].[Ihus, a client of a C3 should confine the
result in a sandbox to prevent any faulty injection

The security of the virtual machines and the sarebas crucial in providing a trustworthy
environment for C3.

* Resilient to malicious attacks

The security dimension is out of scope of this elisdion. Nonetheless, we build our
PlanetCloud based on adapted version of previqusigosed architecture by our research group,
namely CyberX [104][105]. CyberX is designed to amte the application resilience against
attacks by enabling the application to exchangétiaa status and recommendation messages
with the host virtualized environment for admirgsive purposes to enhance the virtualized
environment local application awareness and to lenapplication driven adaptation. These
messages are used by CyberX to guide the Cellmmentjuality-attribute manipulation towards
accurate and prompt adaptation. Further, CyberXedds| analyzes and securely shares these
messages and status reports constructing a realgimrable global view of the virtualized
network. Malicious attacks, e.g. collusion attack,a bad participant node in a formed cloud
should be investigated by deploying different mdththat could discover and prevent these types

of attacks to prevent security threats from ingder

2.8 Conclusion

In this chapter, we presented a comprehensive gunwea number of current research works
relevant to cloud computing. Our goal was to preval taxonomy of recent cloud computing
systems as well as a comparison among these syaféenexploit this taxonomy to identify and
address the gaps of current cloud systems. Wengesseur vision to forma C3 as well as pointed
out the research challenges facing ubiquitous céingpualouds.

The following are open research questions thattieengt to address in our work.

* How to enable idle resource exploitation in a fegeneous computing environment at

local or even global levels?
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How to transparently maintain applications’ QoSpsgviding an efficient mechanism to

manage cloud data and state in a highly dynamic@mwent?

How to provide on-demand scalable computing capaliirough inter-cloud cooperation

to enable resource-infinite computing?

How to better schedule and forecast the availgbdft resources in a dynamic resource

environment?

How to develop a security mechanism to preserveptivacy and security constraints of

MCC resource provider, while allowing multiple uséo share autonomous resources?
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Chapter 3

3 PLANET CLOUD DESIGN

In this chapter, we present the architecture of ohbiquitous cloud computing platform
showing its hierarchical structure as a distribtagdnt running on a participating node. We also

present the capability of our architecture to supgidferent service delivery models.
3.1 Introduction

Collaborated architecture of MAC utilizes the idésources of mobile devices enabling them
to work collaboratively as cloud resource provid&rgrovide a mobile cloud [11][12]. In this
work, we adopt and extend this definition of MAGrdugh the collaboration and virtualization,
of heterogeneous, mobile or stationary, scatteesd] fractionalized computing resources
forming a C3 platform that provisions computatiosaivices to its remote users.

However, the current propositions for MAC solutiofl1][12][15][16][17]are entirely
computing-cluster like rather than cloud-like sysse These approaches facilitated the execution
of a certain distributed application(s) hosted orstationery/semi-stationery stable mobile
environment. However, no research work prior tosopresented a compressive Cloud-Like
MAC solution that realizes the five essential ceteastics of the cloud model as defined by the
NIST and offers the various set of service delimedels provisioned by regular clouds.

In order to present a C3, there are multiple chgks that have to be addressed. The current
resource management and virtualization technoldgiéshort to build a virtualization layer that
can autonomously adapt to the real-time dynamicatran, mobility, and fractionalization of
such resources [11][12].

In order to make the C3 a more compelling paradigm,important to make the performance
of the applications hosted in a C3 scale up with iticrease in demands while satisfying the
required QoS. However, current MACs faces manylehges, related to both the networking
and computing issues, hinder a MAC to scale upedfidiently utilize the infinite pool of idle
computing resources. Such that current MAC appresdack capabilities to achieve the

following:
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1) Support the dynamic, fractionalized, and scatteesource nature of participant nodes as
they join or leave the formed cloud to form a iriesit MAC. Given the dynamic nature of the
mobile hardware resources, resource allocatiomasher vital issue that needs to be addressed
to construct a resilient MAC;

2) Manage and hide the heterogeneous geodistripiigddesource capabilities of participant
nodes to isolate the resource layer concerns frenexecuting code logic;

3) Autonomously adapt to the real time dynamic ateoh of its underlying infrastructure
according to the mobility pattern of participantdes to overcome the instability of the mobile
cloud environment;

4) Provide reputable resource providers and prestte privacy and security constraints of
these providers, while allowing multiple users et their resources; and

5) Predict the availability mobile resources. Gallgy for the cloud to operate reliably and
safely, we need to accurately specify the expeabtedunt of resources that will participate in the
MAC as a function of time to probabilistically emsuthat we will always have the needed
resources at the right time to host the requestislst However, most of the existing task
scheduling and resource allocation algorithms [[l@&]][108]did not consider the prediction of
resource availability or the connectivity among itemodes in the future which affects the
performance of submitted applications.

Consequently, there is a need for a solution tfatt&vely and autonomically manages the
high resource variations in a dynamic cloud envmment while including the different main
types of X service offerings and satisfying theefigssential characteristics of a cloud model
defined by the NIST. This solution should includetcmomic components for service and
resource discovery, scheduling, allocation and toang to provide elastic and resilient cloud.

In this chapter, we address the aforementionedestgds by a set of interrelated collaborative
solutions (Pillars) taking the first step towardsaztual C3, PlanetCloud as shown in Figure 3.1.
PlanetCloud achieves the five essential charatt=rifisted by NIST and provides the main
delivery service models (PaaS, laaS, and SaaS).fdllmving are the main PlanetCloud
supporting Pillars:

1. Global Resource Positioning Syste®RPS provides both the broad network access
and the measured service characteristics of a clmedlel. To achieve these

characteristics, GRPS adopts a novel spatiotempatahdaring mechanism with real-
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time synchronization to provide a dynamic real-tissheduling and tracking of idle,
mobile and stationary, resources. GRPS forecastsa$ource availability resources,
anytime and anywhere, by using a prediction servites service makes use of the
analysis of calendaring data coupled with data fremeial networking and other
sources to improve the prediction accuracy of resoavailability. In addition, the
GRPS provides a hierarchical zone architecture vattsynchronization protocol
between different levels of zones to provide thealdrnetwork access characteristic and
to enable resource-infinite computing;

. Collaborative Autonomic Resource Management Syst€dARMS provides both the
on-demand self-service and the resource poolintactexistics, by interacting with the
GRPS, using an Adaptive task scheduling and reeoallocation algorithm which
maps applications' requirements to the currentlypotentially available mobile
resources. This would support formed cloud stabilih a dynamic resource
environment. CARMS provides system-managed clowndicas such as configuration,
adaptation and resilience through collaborativeo@amic management of dynamic
cloud resources, services and membership;

. Trustworthy dynamic virtualization and task managemt layer: This layer provides
the rapid elasticity characteristic, by interactiwmgh the GRPS and CARMS, and
isolates the hardware concern from the task managerBuch isolation empowered
PlanetCloud to support autonomous task deploymestigion, dynamic adaptive
resource allocation, seamless task migration andneated failure recovery for
services running in a continuously changing unstabperational environment.
PlanetCloud platform enhances service resiliencainag failures via multi-mode
recovery and real-time, context and situation-awadgustment of shuffling and
recovery policies. Our virtualization and task ngeraent layer is an adapted version
of CyberX proposed in [104][105], which is a biocicagly inspired COA based
platform with active components, termed Cells. €eBupport development,
deployment, execution, maintenance, and evolutiosoftware. Also, Cells separate
logic, state and physical resource managements Get realized in the form of
intelligent capsules or micro virtual machines thatapsulates executable application-

partitions defined as code variants. Applicatioas be defined in one or more Cell-
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encapsulated variants. Generic Cells are genelagethe host middleware termed
COA-Cell-DNA. The virtualization and task managemiayer dynamically composes
such Cells into larger forms representing the faiplication. Such construction
facilitates hiding the heterogeneity of the undedyhardware resources from the
application concern enabling seamless deploymeistritiition, and migration of
application on the cloud mobile nodes; and

4. iCloud App interface:It is a portable access application which achiethes broad
network access characteristic to provide seamlesgsa to and provisioning of

resources.
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Figure 3.1 PlanetCloud Concept.

3.2 PlanetCloud Architecture

PlanetCloud comprises two primary types of nodsssteown in Figure 3.2: a fixed control
node, and a mobile compute node. Each type of madean agent running on it, where we

propose a hierarchical model based on the condept agent as the fundamental building block
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of our management platform. There are two typeagants, as shown in Figure 3.3: a Cloud
Agent (CA), which runs on a fixed control node, amdenant Agent (TA), which runs on a

mobile compute node. The TA manages the partiCpdotal spatiotemporal resource calendar.
It connects with all other agents involved in theud formations, and synchronizes the calendar’s
content with the global spatiotemporal resourcercddr on a CA. A CA, as a requester to form a
cloud, manages the formed cloud by keeping trackldhe resources joining its cloud. The CA is

deployed on a high capability node to manage aoncke sthe data related to spatiotemporal

calendars for all participants within a cloud. B&A and TA will be detailed in a later section.
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Our PlanetCloud management platform handles alltés&s related to both the resource
domain concerned with the spatiotemporal resoulloeation, and the task domain concerned

with the task deployment, migration, revocatior, @s shown in Figure 3.4. The next chapters
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Figure 3.3 Agents Distribution Overview.

provide more details about the two domains.
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Figure 3.4 PlanetCloud Management of Mobile Cloud€Computing.
3.3 Cloud Reference Model

Our PlanetCloud platform includes the different migpes of X service offerings, as shown in
Figure 3.5, SaaS, PaaS, and laaS. We could rahkse services as follows. To provide laaS
using our PlanetCloud, a management and virtuaizaiayer is needed to consolidate the
scattered mobile resources into uniform, coherergource sets matching the minimum
requirements for modern OS images. This layer shbela part of the hypervisor facilitating OS
hosting. If a ready distributed OS, of our virtaation and task management layer, do exist, then
we can provide that model on top of the virtual@atand task management layer working above

the cloud. In addition, with the same resource clidation, we can realize PaaS delivery model,
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where the OS will interact directly with the resoes. The OS works above the resource
consolidation layer, no hypervisor in this case.e Wan consider the virtualization and task
management layer as a platform hosted above thel@8e ready services of that layer can be
deployed and hosted. Given that assumption, wedelver this model. On the other hand, the
C3 will provide resource allocation where the \attmation and task management layer will
provide all the other needs for a distributed aggpion to be executed on top of the formed cloud.
From that perspective, we can deliver the SaaS Inode

The left part of Figure 3.5 shows the architecfumenework of a fixed computing cloud [52],
which is proposed by the Cloud Security Allian@&. the two bottom layers, the physical facility
and the computing hardware form the most basic atimgp unit. Since a cloud service provider
pools together a vast amount of computation regsutbat may use different hardware, the
computation ability of a set of hardware shoulcabée to be abstracted and each set of hardware
must be able to communicate with other’s hardwatee facility, hardware, abstraction, and
connectivity together form a computing grid thappgorts any additional service provided by a
computing cloud. To enable a client or another @¢léo manage and interact with a set of
hardware, an API is implemented above the conrigctiwd abstraction layers. The computing
grid together with the API can provide laaS. A docomputing service provider can also
implement middleware capabilities on which clientsn develop software. The infrastructure
together with the middleware resembles a platformabich common programming languages
and tools can be supported; that is, a cloud per\pdovides PaaS by overtaking the management
task of the infrastructure in the middleware. Thrud provider can then further provide tailored
software, content, and their presentation basetherprovided platform. This delivery of “the
entire user experience” is known as providing SaasS.

Ontology

It is important to note that commercial cloud pderis may not neatly fit into the layered
service models. Nevertheless, the reference medeiportant for relating real-world services to
an architectural framework and understanding trsoueses and services requiring security
analysis. In this subsection, we present a simplogy between PlanetCloud model and the
conventional cloud reference model showing Plamet€Ipresentation of the three reference

models as follows.
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Figure 3.5 Providing service models by using Plat@loud.

* Realizing laaS, which includes the entire infrastiee resource stack, on PlanetCloud is a
complicated task as the entire management platfmch hypervisor layer should be working
through the virtualization and task managementrlayae only piece of software that will be
statically available on the host is the CCDNA, whacts as a hypervisor, where its entire set of
services fractionalized and encapsulated in Céllds model suits the mobile and resource
constrained and fractionalized nature of Planet€loesources. We can represent it from a
different perspective if we used a complicated ivarsf the Cell built to provision all the features
of the regular hypervisor. However, such Cell witit have many of the useful features that the
fine-grained Cell had such as, low cost of faildest recovery, and resource efficient execution.
Additionally, this representation will limit the mber of hosts that can cooperate with
PlanetCloud to those hosts with massive computatipower. Ultimately, laaS should provide a
set of APIs, which allow management and other foahmteraction with the infrastructure by

consumers with our model these API will be encagisdl as Cells too.
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 PlanetCloud provides the PaaS model by virtualiziagplication development
frameworks, middleware capabilities, and functiesash as database, messaging, and queuing,
and encapsulating it in Cells of the virtualizatiemmd task management layer. The CCDNA will
be hosting such services or part of these serwaeide the virtualization and task management
layer will seamlessly consolidate these parts etimglahe natural behavior of these services

similar to the conventional model.

* We presented the SaaS model in details, as thi® isimplest model to build in our case
given that the services will be built to suit seesexecution model of our virtualization and task
management layer. The CCDNA represents a statiadlewdre installed on all the hosts
facilitating Cell execution, and the software seeg are encapsulated as a number of Cells
operating above it. All the operation managemeet| @eployment, revocation, failure recovery,
and other management tasks will be autonomouslydlédnby the PlanetCloud cloud
management platform, the virtualization and taskagament layer, with no involvement from

the user or the cloud operator.

In this work, we only focus on the SaaS model akst@are uniform where it is much easier to
represent. We build tasks as partitions that apbogtled on ready cells, where users interact with
the application not the infrastructure.

The next sections detail the architecture of theppsed approach to provide resource and

cloud management in a dynamic environment, respedyti

3.4 Resource Management Platform

3.4.1 Resource Management at Compute Node
Figure 3.6 depicts the building blocks of a CompJditele. Resource management components
of the compute node are detailed as follows.
1) The iCloud interface: It is an interface between the agent and a uderiastrator, or
other systems, e.g., social networks and othebda&systems. A user/ administrator
uses the iCloud interface to manage all data irspfaiotemporal resource calendar. In

addition, the interface enables defining the sgstirequired for a formed cloud.
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Figure 3.6 Compute Node Building Blocks.

The knowledge unit: It consists of two subunits, a local spatiotempoesource
calendar, which includes spatial and temporal mfdion about the available
resources, and information bases, that contairdeprned or on the fly policies created
by a cloud admin. The next chapter addressespgtemporal resource calendar in
more details. Also, information bases contain imfation about the formed cloud, e.g.,
SLA, types of resources needed, amount of eaclhimesdype needed, and billing plan
for the service, etc.

Participant Resource Calendaring ServicePRCS includes a PCM which acts as a
service controller for managing the records of tbeal spatiotemporal resource
calendar. PCM interacts with the synchronizer tachyonize the spatiotemporal

resource calendar with other GRCSs. Also, PCM aatwally monitors the internal
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state of the participant’'s resources. On the othmeand, PRCS provides the trust
management services with the required data to perfist and security operations.
4) The Input/Output (I/O) unit: It provides the required communications for difer
activities such as cloud formation requests anplareses.
The lowest layer, of the TA's building blocks, csts of the application, networking, and

computing resources, which are involved in thevae)i of the service.

3.4.2 Resource Management at Control Node
The main building blocks of a Control Node are shaw Figure 3.7. The functionalities of
their resource management are described below.

1) The knowledge unit: A CA has a global spatiotemporal resource calendach
includes spatial and temporal information, resoymacdiles, and event calendars of the
all available resources of a cloud’s participarfiberefore, the CA maintains the
overall picture of the resource capability withiretcloud. The CA uses a global task
repository to store the all tasks within a cloud.

2) Group Resource Calendaring ServiceDistributed GRCSs operate on the updated
data from participants’ calendars. These updateth dae stored in a group
spatiotemporal resource calendar. GRCS and PRCShardéwo primary types of
services forming a GRPS [66], for dynamic real-tirasource harvesting, scheduling,
tracking and forecasting. GRCS comprises four tydaaodules: The Group Calendar
Manager module, the Synchronizer, the PS, and thet Management Services. GCM
acts as a service controller for managing recorfdgroup spatiotemporal resource
calendars. In addition, a calendar manager feeelsP® with the required data to
perform resource forecasting.

3) Collaborative Autonomic Resource Management SystemiVe design our CARMS
architecture using the key features, concepts aimtiples of autonomic computing
systems to automatically manage resource allocammh task scheduling to affect
cloud computing in a dynamic mobile environment.r&details about CARMS are

discussed in the next chapter.
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Figure 3.7 Control Node Building Blocks.
3.5 Cloud Management Platform

PlanetCloud uses the trustworthy dynamic virtuéilreand task management layer to manage

the cloud tasks and the running applications orckned. The virtualization and task management
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layer virtualizes the cloud resources creating #akle execution environment for the
applications. The virtualization and task managdmayer uses the COA features to enable
applications to dynamically adapt to runtime chanigetheir execution environment. The details
of the COA will be illustrated in a later chapt&uch feature enables the virtualization and task
management layer to tolerate high frequency task&mption and migration that might be induced
by failures as a consequence of unexpected resowbdity or power failure. Due to the nature
of our resources the high level of heterogeneity imajor concern for task deployment and
migration. Using such vitalization architecture quigtely resolves this issue.

The virtualization and task management layer ematile application to exchange real-time
status and recommendation messages with the htisto€administrative purposes to enhance
the Cell local application awareness and to enadgbplication driven adaptation. The
virtualization and task management layer uses thesssages to guide the Cell runtime quality-
attribute manipulation towards accurate and prasjpptation. Further, the virtualization and task
management layer collects, analyzes and trustwaithye these messages and status reports,
constructing a real-time sharable global view ef @ell network.

The virtualization and task management layer ergmrbe system resilience by multiple
recovery modes to cover different application-regments and host-configurations. The
virtualization and task management layer offerscanpt and accurate fine-grained recovery, hot-
recovery, for resourceful hosts executing critiegplications, and a more resource efficient
course-grained recovery, cold-recovery, for leggat applications. In hot-recovery, the Cell can
have one or more fully-alive replicas on differemibile nodes which can do achieve virtually no
task failure downtime but on the account of inciregsesource usage. The cold-recovery might
save some of the resources used by replicas, bgyieg a replacement of the failed Cell, while
compromising some of the execution states, andeasing the failure downtime. The
virtualization and task management layer uses tfEA Joosely coupled features to allow
applications to seamlessly change their curreniveactecovery modes based on context,
environment, or application-objective change.

The virtualization and task management layer ispmsad of a set of central powerful nodes
we will address them as servers. These serverabcolite autonomously to manage the whole
network of Cells. This platform is responsible fitre organism creation “composition and

deployment of Cells”, management, the host side(®YPICCDNA”, real-time monitoring and
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evaluation of the executing Cells, and recovery agament. Further, it provides the necessary
management tools for system administrators to megnagalyze, and evaluate the working
Cells/organisms. The virtualization and task mansage layer will act as an autonomously

managed resource and application virtualizatiotfquia of PlanetCloud.

3.5.1.1 Cloud Management at Control Node
All related task management procedures are perfbondixed control nodes as follows.

a) Auditing and Reputation Management Server (ARMS):Its main task is to monitor
outgoing or incoming Cell administrative messagmsthie lifetime of the Cell. This
information is used to assist evaluating the trostinness of the Cell. This server
cooperates with the recovery tracking servers antlmg nodes to frequently evaluate
the Cell behavior for any malicious activities. iglserver will hold comprehensive
reports about each Cell for the lifetime of thelC& trust feedback will be generated
from ARMS and send to the Trust Management Serwidesh helps in the evaluation
of the trustworthiness of a participant.

b) Recovery and Checkpoint Tracking Server (RCTS):This monitors and stores
checkpoints changes for all running Cells. Cheadkipapdates are always enclosed as a
part of the Cell frequent beacon message updat€J.SRis also responsible for
reporting failure events by comparing the duratioetween consecutive beacon
messages to a certain threshold matching the regdrequency settings of each Cell.
Failure events are validated by comparing the ihcemticed reporting-delay for a
particular Cell to the average reporting-delay witits neighbors and other Cells
hosted on the same host. A Cell failure noticeeorted to the global management
servers with the last known failure recovery sgsircheckpoint, and variant settings to
start deploying replacement Cells.

c) Global Management Server (GMS):The main task of this server is to manage the
underlying COA infrastructure. GMS is responsile €ell deployment, coordinating
between servers, facilitating and providing a platf for administrative control. GMS
is the only server authorized of issuing Cell teration signals. It can also force Cell
migration or change the current active recoveryicgowhen needed. GMS s

responsible for assigning the infrastructure glopalicy, routing protocol, auditing
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granularity, registering/revoking new hosts, anepieg/adjusting the host-platform
configuration file.

d) The Data-Warehouse Server (DWS)It is the main components of the infrastructure
that participates in the separation between the,Datgic, and Physical-resources.
DWSs are distributed through the Cell network, they responsible for holding and
maintaining all the data being processed, and atimgrosensitive data that the
management units want to store. All running Cels r@ot permitted to store sensitive
data on their local memory. All sensitive data tabe remotely stored in a specific
DWS through the dedicated data channel. DWSs sgndte their data independently.

e) Distributed Naming Server (DNS):lIt is responsible for resolving the real host RtP
mapping to the virtual Cell Id and organism naméke working Cells use this
mapping at runtime to direct incoming and outgatogimunications. DNS is a major
player in the COA’s separation of concerns thatbbss virtually seamless, Cell
relocation, and workload transition in case of uil recovery. In case of Cell
movement, the DNS will be instructed by the GMS nbaintain communication
redirection.

3.5.1.2 Cloud Management at Compute Node

GMS uses the resource-forecasting database toatdlo@sources for the Cells, of the
virtualization and task management layer, to béaye on the Compute Node. The SM updates
the task repository by the tasks that should bewdrd, and the code variants associated with it.
The GMS encapsulates these variants into one ofélts forming a suitable container that
matches one of the available resources. The sdlgesource will be the target of the Cell
deployment where the CCDNA is installed. That resewshall accept the deployment package
from the GMS, instantiate and execute the Cell.

In case of failure, or unavailability, the GMS wi#locate the Cells into new active resource
seamlessly. All the concerns that might be involwgth the task relocation will be autonomously

and seamlessly handled by the virtualization askl taanagement layer.
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A Scenario of Operation

This scenario presents an example that describeoboPlanetCloud provides a Software-as-
a-Service (SaaS), which is described by the folhovgteps:

1)

2)

3)

4)

5)

6)

7)

The user sends a request via the iCloud App interfa the CM, where the SM stores
the service request, its identifier and the appboaprofile parameters, which describe
the resource needs. The user defines certain cEsoequirements such as hardware
specifications and the preferences on the QoSierite

The CM selects one of the predefined compute naddsends to it the service request
and the application profile parameters which désctine resource needs.

The Cloud Manager decomposes the requested semwpmm receiving a cloud
formation request, to a set of tasks via its SMchldefine the parameters of a task and
its resource requirements. Then, tasks are enedpduin cells by the GMS which
inform DWS to hold and maintain all the data bgimgcessed, and any other sensitive
data that the management units want to store. Ealtlstores the identifier of other
cells it wants to communicate with. The communaadi among cells depends on the
dependency relationship among tasks executed ee ttempute nodes.

Each time a GMS finds the best participant of Ri@meid that matches a task profile
of the request, by interacting with other CARMS &BBPS components, a request is
sent to that compute node to participate in a MAC.

In case of acceptance, the Resource Manager @ARMS interacts with the GMS to
create a new CCDNA on that participant. Then,GiWS clones and sends the cell of
this task (which holds the task code, the requisttifier, and the task profile) to the
TA running on the compute node.

The GMS creates new CCDNAs with cells for all tagksdetermines which TA each
cell should be sent to according to required ressirOnce the cell is received, it starts
the execution of the included task.

As a compute node moves and changes its locatien,Synchronizer on a TA
continuously updates the local/global spatiotemip@source calendar on a TA and on
a CA, it communicates with, with the updated lamatinformation of the current TAs

running on it as well as the DNS.
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8) Both ARMS and RCTS continuously monitor the exemutf the task and the status of
resources in the cell. A malfunction could occur ancell or a degradation of
performance may be obtained. Consequently, a GM$ deaide that a cell should
leave the TA and migrate to another TA or clonew kell and send it to another TA
to accomplish the task.

9) The result of a task is sent directly to the ottesks running on other TAs it
communicates with, which take this result as anting accomplish their tasks.

10)A CM may interact with and send the Cell to be exed on other formed MACs via
distributed components of the PlanetCloud systeims Tnay occur if the local
resources do not fit the requests in terms of tiee pQoS requirements and reputation
of the resources, etc. Therefore, a CM can senct¢lig¢o other formed MAC that
matches with the local manage regulations. Thisldvanable scalable resource-
infinite computing paradigm.

11)Once all tasks are accomplished, and the SM csligttresults of tasks, the result of
the service request is now ready to send bacletagbr.

12)The SM maps the responses received from the TAS thi# service requests from

users, and the result is sent back directly tates.
3.6 Applicability of PlanetCloud

Cells run and are created in the tenant agentathas execution environments, which should
be physically located on the same compute node emter CCDNA software is installed. The
tenant must be active on a node before the execati€ells to provide the basic services that are
needed by Cells. For example, an agent providds @g&h a transportation service which enables
Cells to move to other execution environments Bcegping the name of the target tenant agent.
In addition, a tenant agent manages the backupnamitor operations for the Cells reside on it.

Communications can be performed, among Cells or ngm@ells and other system
components, regardless of the location of CelldlsCepuld be deployed on heterogeneous
computing nodes by exploiting the portability natyrovided by agent platforms implemented

using Java programming language [109].
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A simple prototype has been developed to implersanple and fast version of the Cell in
[105].The COA-Cell can be built with different tethues based on the targeted resource
virtualization depth.

3.7 Conclusion

Our definition of C3 as a consolidation of a vastnier of the idle stationary and mobile
resources, for enabling both a new resource-iefiodmputing paradigm using cloud computing
over stationary and mobile nodes, and a true utoigsi on-demand cloud computing. We
proposed PlanetCloud, a C3 management platform antlintrinsic support for highly-mobile
heterogeneously-composed and configured HMACs.efGioud is powered by the following:

1) GRPS, a global resource positioning system whiaviges both the broad network
access and the measured service characteristiasctifud model. To achieve these
characteristics, GRPS adopts a novel spatiotempalahdaring mechanism with real-
time synchronization to provide a dynamic real-tiseheduling and tracking of idle,
mobile and stationary, resources. A spatiotemp@sdurce calendar includes spatial
and temporal information about the available resesir GRPS forecasts the resource
availability, anytime and anywhere, by using a m#ah service. This service makes
use of the analysis of calendaring data couplet déta from social networking and
other sources to improve the prediction accuraagsdurce availability. The results of
resource forecasting enhance the HMAC resiliendaitore by early discovery of all
different failures that might be encountered afedént communications, resource
availability, or reputability levels. In additiothe GRPS provides a hierarchical zone
architecture with a synchronization protocol betwedifferent levels of zones to
provide the broad network access characteristic #ndenable resource-infinite
computing;

2) CARMS, a collaborative autonomic resource managésystem which provides both
the on-demand self-service and the resource poohiagacteristics, by interacting with
the GRPS, and by using its integral Proactive AgapList-based Scheduling and
Allocation AlgorithM (P-ALSALAM). P-ALSALAM algorithm efficiently selects
appropriate resource providers that could partieipa a C3 based on many factors.

These factors include the future resource avaitgbpatial and temporal resource
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3)

4)

information, resource utilization, available compgtcapabilities, and mobility pattern
of providers. Hence, this leads to low virtualipati management overhead and
therefore enhance the hosted application performa@@A8RMS continuously monitors
the performance and workload of incoming appliceioThis helps in early error
detection, which lowering the risk of downtime. Téfere, CARMS provides system-
managed cloud services such as configuration, atiaptand resilience services
through transparent cooperative autonomic manageuofetynamic cloud resources,
services and cloud membership;

Trustworthy dynamic virtualization and task managatmlayer, which provides the
rapid elasticity characteristic, by interactinglwihe GRPS and CARMS, and isolates
the hardware concern from the task management. Ssmlation empowered
PlanetCloud to support autonomous task deploymestigion, dynamic adaptive
resource allocation, seamless task migration andnwied failure recovery for
services running in a continuously changing unstaigerational environment. The
virtualization and task management layer is compage set of central powerful fixed
nodes. These nodes collaborate autonomously togaaha whole network of micro
VMs. This platform is responsible for the compasitiand deployment of micro VMs,
management, the host side API(s), real-time mangaand evaluation of the executing
micro VMs, and recovery management. Further, ivigies the necessary management
tools for system administrators to manage, analgné, evaluate the working micro
VMs. The virtualization and task management laydi act as an autonomously
managed resource and application virtualizatiotfqoia of PlanetCloud. Micro VMs
are deployed to encapsulate executable applicpaatiitions defined as code variants.
This separates logic, state and physical resour@eagement. Applications can be
defined in one or more encapsulated variants. $oastruction facilitates hiding the
heterogeneity of the underlying hardware resourtesn the application concern
enabling seamless deployment, distribution, andatimn of application on the cloud
mobile nodes; and

iCloud App interface: It is a portable access apion. It is an interface between the
agent and a user/ administrator, or other systargh is used to manage all data in

the spatiotemporal resource calendar.
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Chapter 4

4 PLANETCLOUD RESOURCEMANAGEMENT

In this chapter, we present the PlanetCloud resouranagement subsystems, GRPS and
CARMS that handle all the tasks related to the ues® domain concerned with the
spatiotemporal resource allocation. We presentdimeept of both GRPS and CARMS and their

architectures.
4.1 Global Resource Positioning System (GRPS)

GRPS is a spatiotemporal calendaring system aatessea portable “iCloud” application.
GRPS would enable the provisioning of, otherwide, igtationary and mobile resources to effect
ubiquitous computing clouds. GRPS provides bothbittad network access and the measured
service characteristics of a cloud model. To aghibese characteristics, GRPS provides a global
spatiotemporal resource calendar for dynamic iga-tesource harvesting, scheduling, tracking
and forecasting.

In GRPS, each opt-in participant dynamically upslaieeir resources in a spatiotemporal
calendar maintained by Participant Resource Catergi§ervice (PRCS) and shared, in whole or
in part, through a distributed Group Resource GHeng Service (GRCS).

GRPS aims to aid the formation of mobile computifayds by providing a dynamic real-time
resource scheduling and tracking system that camadsessed through the iCloud. GPRS is
designed to access and maintain dynamic data fpatiotemporal calendars, social networking
and other sources to enhance resource discoveegagting and status tracking to provide access

to the right-sized cloud resources anytime and aeye:

4.1.1 GRPS Architecture
The GRPS services and their interconnections ayerstin Figure 4.1. GRPS comprises two

primary types of services: PRCS and GRCS. Modulésese services are detailed below.
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4.1.1.1 Calendar Manager

It acts as a service controller for managing reésasf either local or group spatiotemporal
resource calendars. In addition, a calendar marfagels the Prediction Service (PS) with the
required data to perform resource forecasting. Allsprovides the trust management services
with the required data to perform trust and seguwjierations. The calendar manager interacts
with the synchronizer to synchronize the spatiot@mlpresource calendar with other PRCSs and
GRCSs. The Participant Calendar Manager (PCM) neocaih automatically monitor the internal

state of the participant’s resources.

4.1.1.2 Synchronizer

There are participants who make changes to PR@Ssr&odic synchronization is needed to
push changes among PRCSs and GRCSs as well as aitifamgnt levels of GRCSs. The
synchronizer is the unit, which periodically perfar this synchronization and allows for bi-
directional and selective replication of recordsE&Rsynchronization has two aspects: Manual
synchronization of records, those are enteredgmrticipant from the iCloud interface, between a
PRCS and a GRCS. Automatic synchronization of dscoof resources those are dynamically

sensed and forecasted, among PRCSs and GRCSs.
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4.1.1.3 Prediction Service (PS)

The field of knowledge discovery in databases (KDd¥goncerned with the development of
methods and techniques for extracting useful inédrom, knowledge, from the rapidly growing
volumes of databases i.e. making sense of dataapjplecation of specific data-mining methods
(algorithms) is the core of the KDD process fort@at discovery and extraction [110].

Association Rule Mining (ARM) is one of the mosbprinent data mining methods which
have a wider applicability. The main task of ARMt¢ discover associations or correlations
among the attributes in large databases [111].

Mainly, there are two types of goals of data min{t& prediction, which some variables or
fields in the database to predict unknown or futtakies of other variables of interest; and (2)
description, which focuses on finding human-intetable patterns describing the data [110].

Techniques of KDD have been successfully used ptiGgtions dealing with transactional and
relational data. However, extracting interestingtgyas from spatial and temporal sets is more
difficult, due to the complexity of spatial and feonal data types and spatial relationships
changing over the time [112]. Additionally, all tie data mining query languages for KDD
treated separately the space and the time as #adiywlith traditional, temporal, or spatial data
[112].

The state of the art in research shows four caiegarf solutions for ARM. They are
conventional association rule mining, time relatskociation rule mining, spatial related
association rule mining, and spatial-temporal eglassociation rule mining. Each category may
include one or more of the existing techniques Wwrace applied on ARM. These techniques
include data mining methods, soft computing techesy and evolutionary computation
techniques.

A. Conventional Association Rule Mining

» Data mining methods

Association rule mining algorithms which are apglen conventional association rule mining
include Apriori [113] that generate rules withoirhé constraint. Also, Hash based algorithms
such as DHP [114] which focuses on mining sequleasaociation rules in order to improve
efficiency of algorithm in terms of reducing exeount time. Both APACS2 [115] and
QUANTMINER [116] are quantitative association rblased algorithms. They permit the user to

extract both positive and negative associationstuldowever, the previously mentioned data
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mining methods did not focus on generating timeetasles with spatial and temporal data set.
» Soft Computing Techniques

A fuzzy clustering algorithm, e.g. CBFAR [117], dseluster technique for fuzzy association
rules generation. It is defined for mining telecoumeations customer and prospect databases.
Also, a fuzzy linguistic summary system [118] haet developed for mining time series data,
which is used to predict the on line utilizatiomka of different resources.

B. Time Related Association Rule Mining

» Data mining methods

There is Apriori based method, T-Apriori [119], whiis developed for temporal spatial
mining. However, this algorithm is restricted tongeate time related rules in a range not in an
exact time so it may not be suitable for mobilaud@omputing related applications.

Time based Association Rule Mining (TARM) is propdsin [111] to extract time based
association rules. Authors considered TARM moretable for intelligent transportation
applications such as traffic prediction, travel dirastimation, congestion prediction, etc. Such
that, these real world applications need time e€elg@irediction for near future traffic forecasting.

» Soft Computing Techniques

Neuro-fuzzy systems [120], [121] used in traffidated applications which are developed
using fuzzy auto regressive models, Hidden Mark@dats. These applications are used for
urban traffic flow prediction, traffic modeling, rgestion control, traffic accident prediction, etc.
However, these systems do not consider the smditr@nsion of data and they are employed
specifically for short-term traffic flow predictiollso, they fail to extract large number of rules.

» Evolutionary computation Techniques

Genetic algorithms fail to extract sufficient amowh association rules as proposed in [122].
Also, genetic programming approach proposed in J[X28 generate time related rules but
suffers with loose structures and bloating probiemen it deals with dense databases.

C. Spatial Related Association Rule Mining

» Data mining methods

Spatial Pattern Discovery Algorithm (SPADA) propdse [124] is used to discover spatial
association rules by using reasoning techniquess a&lgorithm is developed in the field of
Inductive Logic Programming. However, SPADA carrogess numerical data properly, where

data discretization of numerical features is penkx with relatively large domain.

94



D. Spatial-Temporal Related Association Rule Mining
» Data mining methods

In [125], authors use data mining and propose 8gamporal Ensemble Prediction (STEP)
technique that accurately predicts low traffic pds. STEP combines a spatio-temporal data
splitting and an ensemble prediction technique dbieve efficient network optimization for
saving energy. This could be accomplished by ingashg the on the possibility to turn off
network nodes (cells), by network providers, futly partly, in low traffic loads by predicting
very accurately low traffic periods.

Authors in [112] proposed a method based on thepatetion of neighborhood relationships
between geographical objects during a time interv@ihey mine spatio-temporal association
rules (STAR) that could be useful in improving tHecision making process related to risk
prediction [112]. Authors only considered the cakdiscrete change. However, they don’t study
the continuous change, which results into motiog, the position of a moving person.

In [126], authors proposed a Gradual-Spatio-Tempaota Discovering (GSTD) algorithm in
which gradual pattern and spatio-temporal patteen cambined together to extract gradual-
spatio-temporal rules. However, this algorithm oobnsiders the discovery of new interesting
moving object rules.

In [127] , authors presented a multi-space, reaétand robust human tracking system, that
exploits a multi-camera network monitoring the msfiace dynamic environment under
interest, detecting and tracking the humans iffhie deployed visual interactive tools provide
real-time spatio-temporal human presence analyf@sg to the user the opportunity to capture
and isolate the areas/spaces with high human prese¢he days and times of high human
presence, to correlate this information with théeptial energy consumption and indicators such
as comfort.

All the previously mentioned ARM solutions did rmmnsider a real world applications that a
collaborative computing cloud could take benebinfit The design of our system should consider
the spatial and temporal dimensions of our spatiopgibral calendaring database to discover
interesting patterns. Such that, a spatio-temprekated prediction is needed for short-term
and/or long-term resource forecasting. Additionathere is a need to design a method that could
be able to extract large number of rules.
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Spatio-Temporal Association Rule mining in Calendaing Mechanism

Let us define a set of records in spatio-temporalermar, as transactions in
traditional database, contains a subset of thesitamd each record has a unique ID.

Each record can be represented as a multi dimexdsiector comprising elements that
describe attributes of computing capabilities, ilagles of communication capabilities,
geometrical positions and temporal dimensions,aesgely. Each element may have various
dimensions, e.g. geometrical position can have fwamto three dimensions.

We depict that our method could include three prase

The first phase calculates the spatial and resosineeing relationships among geographical
heterogeneous resource providers over time, by ongoboth gradual pattern and spatio-
temporal pattern. The results of this phase progluetationships with a reference cloud that
resource providers are participated. In the seqarabse, frequent item sets are generated that
match to a minimum threshold. Finally, we can uspatio-temporal feature extractor module in
the third phase, for extracting of interesting gEgatmporal association rules.

Future direction for our prediction algorithm shidtudy and compare the deployment of
algorithms.

A key module of the GRPS is a PS as shown in Fig2elt uses different sources of data to
increase the forecasting precision of resourcdatvbiy. We use different types of databases that
are related to the participant, (i.e. the grougisfmmporal resource calendar, event calendar, the
resource profile, data from social networks aneottatabases). PS contains three main processes
as follows:

a. Data preparation: Data may be collected and selected from diffedatbase inputs.
Cleaning and preprocessing are performed on tleeteel data set for removing
discrepancies, inconsistencies, and improving tladity of data set.

b. Knowledge extraction: It is used to find out the possible patterns anesfrom existing
databases. Association Rules Mining Service is jamsarvice of the PS, which is used
for turning the data of a participant into usefifbrmation and knowledge.

c. Prediction modd: This uses the extracted knowledge, from both hystad future data,
as an input of the prediction algorithm. This mogigks a probabilistic value to the

expected availability of resources in the future.
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PS delivers the data of resource availability itufe to the calendar manager, which updates

them in a spatiotemporal resource calendar. Thatseadn help in cloud maintenance.

Group Spatiotemporal
resource calendar/

f Resource profile/

Event Calendar

S

Social

. 5 4z Data Inputs
Predlcte?l.RE:'sources Prediction Knowledge Data Networks Data
“Probabilistic Data” Model Extraction Preparation ——————
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Other
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Figure 4.2 Prediction Service.

4.1.1.4 Trust Management Services

Reputation is one measure by which trust amongemdifit participants of a C3 can be
guantified and reasoned about. Reputation systembeaised to manage reputation of mobile
nodes as resource providers, according to the @Qo&ded, as well as reputation of mobile nodes
as users, according to their usage of resources.

In our trust management service, as shown in Figu® automatic feedback, about
participants’ behavior are aggregated and distithuln a C3, the resources allocated to a user’s
application are known to the user, as a CA, makingasy to obtain user’'s feedback. This
feedback is an indication of the satisfaction a @shieves after obtaining a service. Thus, the
information of this feedback is used to create t&jn about particular resource providers and
users. Reputation of resource providers could leel iy our CARMS to improve allocation of
user tasks by selecting reputable mobile resourceders. While, reputation of users could be
used to achieve security level required by resoproeiders.

We integrate the trust management service as pamedGRPS to interact with CARMS and
help in selecting the resource providers basedhein $core of credibility to deliver the requested
computing capability. Integral to the trust managetrservice is a reputation evaluator.

Trust Management Service provides a trust modethvenables a symmetric trust relationship

between a participant and a GRCS. We quantify nhstvworthiness of a participant in various

97



degrees of trust, which is expressed as a numedngke. The trust management services consist
of the following components.

1. Security Evaluator: evaluates the types of autbatitin and authorization mechanisms
considered in the security service. A numericabttrvalue, score of credibility, is
assigned for these mechanisms.

2. Reputation Evaluator: verifies the participant'sp@nse by comparing it with the data
of a participant which are saved in its group gpathporal resource calendar. The
result of this verification is evaluated by assignia numerical trust value to a
participant. After, a participant finish executiof the assigned task, a CA sends a
feedback as an indication of the satisfaction a ashieves after obtaining a service.
The reputation evaluator assigns and adds thetsesults evaluation to this feedback
to the total numerical trust value.

The more successful participation of a mobile nimda C3, the more credit a participant can
get in PlanetCloud related to its past behavioe 3tore of each mobile participant is an estimate
to its future credibility that the participant iliable. These values might be used to improve both
reliability and fault tolerance of the cloud. A uéisa node will be accepted as a participant o8a C
if a participant owns at least the minimum thredhsaore.

Trust values of participants are stored and symshed as records in both local and group
spatiotemporal resource calendars at PRCS and GRe§l&ctively.

At time t, the score of credibility is computedwgighing the numerical trust value record in a
spatiotemporal calendar with a time decay weighis Tvould motivate the providers of mobile
resources to participate in a mobile cloud fornmatmd not remain inactive for long period of

time.
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Figure 4.3 Trust Management Service.

4.1.1.5 Spatiotemporal Resource Calendar

The calendar consists of records containing dasacested with the identity of the GRPS
participant obtained upon registration at the broRénose records can be classified into two
categories: advertised and solicited data as ndited in Table 4.1. Advertised data might be
deterministic data which provide soft guarantedand guarantee of a resource provisioning. On
the other hand, it might be probabilistic data whgrovide an only soft guarantee of a resource
provisioning.

Solicited data is related to the on-demand ressurEer example, a participant may not
activate his resources or make them available enftiture. Therefore, the GRPS can send a
request to this participant to make his resourcégea

Table 4.1 Advertized and Solicited Data

Deterministic Probabilistic

Advertised Sall Elniiss Soft Guarantee
Hard Guarantee

Solicited e Soft Guarantee
Hard Guarantee
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We have employed a calendaring schema determinadhimrarchy of calendar units (month,
day, hour, minute) [128]. We use a calendar patterdetermine the spatiotemporal resource
availability. This pattern includes all time intals in the corresponding time granularity. A cloud
administrator has to specify a calendar patterrciwvlliescribes his desired periodicities. Figure
4.4 shows an example of a spatiotemporal resoaleadar. Data could be indexed by three main
attributes: time, location, and resources, or cowtimns of them. Resource query is performed by
any of the main attributes. For example, we camygthee availability of certain resource type, or
the resources available during a certain time desiaat certain location.

Time
: (Month, ’ : Communication
Location Day, Hour, Computing resanrces resources Application | Cloud
Minute) resources D
. Start | End , | Comm. | Band-
X Y el e Processing | Storage | Memory Gines | wwidh

Figure 4.4 Spatiotemporal Resource Calendar Examel

4.1.1.6 iCloud interface
It is the interface between resource calendaringicge and users, administrators, or other
systems, e.g., social networks and other datalyssenss. GRPS participants and administrators

can use the iCloud interface to form a cloud andaga their spatiotemporal resource calendar.

4.1.1.7 Hierarchy of GRCS Zones

The GRPS service area consists of zones as shoWwigure 4.5. Each zone contains one or
more GRCS. The group spatiotemporal resource cateisdmanaged by a Group Calendar
Manager (GCM). This calendar contains all availabkources from opt-in participants within its

zone, at anytime and anywhere.
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4.1.1.8 GRPS-Sync Protocol

GRPS has its own synchronization protocol, GRPSSys shown in Figure 4.6 to
synchronize records of spatiotemporal resourcendals among PRCSs and GRCSs as well as
among different levels of GRCSs. After a participdiscovers an appropriate GRCS server
within its local zone, it needs to log into the teys using the participant’s access privileges.
Subsequent to authentication, the participant besogonnected to the GRPS system, and
authorization mechanism is done immediately upameotion. The participant synchronizes his
own local spatiotemporal calendar with the grouptispemporal resource calendar of the
discovered GRCS. A sequence of transactions is rgete by GRPS-Sync containing
delete/insert/update statements to fix discrepanaiethe destination GRCS server to bring the
source and destination spatiotemporal resourcedaits into convergence. The above procedure

is also implemented to synchronize group spatioteaipesource calendars between GRCSs.
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Figure 4.6 PRCS to GRCS Synchronization.

There are participants who make changes to PR@S=r&odic synchronization is needed to
push changes among PRCSs and GRCSs as well as aitifamgnt levels of GRCSs. The
synchronizer is the unit, which periodically perfar this synchronization and allows for bi-
directional and selective replication of records.

GRPS synchronization has two aspects:

* Manual synchronization of scheduled records from lttal spatiotemporal resource
calendar in PRCS to the group spatiotemporal regocalendar in the GRCS. Only
records, those are originated by a participant fi@loud interface, will be updated.

* Automatic synchronization of group spatiotemporasaurce calendars among
different GRCSs as well as automatic synchronimatibautomatic updated records,

of dynamically sensed and forecasted resourcesn@BCSs and GRCSs.
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Following is a detailed procedure for GRPS-Synsynchronize data from a source group
spatiotemporal resource calendar to another déstingroup spatiotemporal resource calendar.
A. Log into the system using the participant’s accgsiwileges
The participant needs to make authenticated regjieshe GRPS system as shown in Figure
4.6. Typically, a "participant identifier" is remed for some form of user/password
authentication. When a user identifier is requitesl must first use the participant ID of the user
provided by the broker at participant registratidh.this participant identifier results in
authentication failure, the iCloud should promg tlser for a valid identifier.
Subsequent to authentication, the participant besooonnected to the GRPS system, and
authorization mechanism is done immediately upameotion.
B. Create a synchronization request to the destinatigroup spatiotemporal resource
calendar making changes only to the records of tpexrticipant
GRPS patrticipants need to be able to discover gppte GRCS servers within their local (L-
Zone). The participant synchronizes his own logadtistemporal calendar with the group
spatiotemporal resource calendar of the discoveiR@S. Then, the new GRCS looks up for the
last GRCS, which a participant has been registereahd send to it a request to send the data of
the participant and then delete it, from the oldCG&Rafter the new GRCS confirms the reception
of data. Even if no result is found, the GRCS osran current synchronized data from the
participant.
C. Determining the exact data for synchronization onhe destination group
spatiotemporal resource calendar
A sequence of transactions is generated by GRPS&-$gmtaining delete/insert/update
statements to fix discrepancies at the destin&BICS server to bring the source PRCS or GRCS
s and destination group spatiotemporal resouraendals into convergence. At the end of the
synchronization, we have a complete updated datheadestination server. In this part, we
present the synchronization procedure among thgpgspatiotemporal resource calendars, which
follows the same steps as the synchronization letwwee PRCS and GRCS as illustrated in
Figure 4.7.
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While we compare group spatiotemporal resourcendals, we append the updated records
into the group spatiotemporal resource calendathatdestination server. We compare the
difference among the source and destination grpagickemporal resource calendars and then
synchronize the destination with source group efatiporal resource calendars. It is important
to guarantee global uniqueness for records créat&RCS such that each record is attached with
a participant ID. To bring the source and destimagroup spatiotemporal resource calendars into
convergence, we perform the following steps:

1. Find the records that need to be deleted from #sirthtion group spatiotemporal
resource calendar by selecting the future erasmalds, removed manually by the user,
that do not exist in the source group spatiotempesource calendar, but exist in the
destination group spatiotemporal resource calentlaen, we delete them from the
destination database.

2. Find the records that need to be inserted intodiésination group spatiotemporal
resource calendar by selecting the records that gxthe source group spatiotemporal

resource calendar, but do not exist in the deshimagroup spatiotemporal resource
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calendar. Then, we insert them into the destinaosup spatiotemporal resource
calendar.

3. Find the records that need to be updated in théindésn group spatiotemporal
resource calendar by selecting the records thatddfered from the source &
destination group spatiotemporal resource calendéren, we update them in the
destination group spatiotemporal resource calendhrthe source database data.

Synchronize the source and destination group $patjmoral resource calendars.

Both comparison and synchronization operations cemee at a single query. In addition,
records are processed (deleted, inserted & updateddulk manner.

The above procedure is implemented to synchrongre@p spatiotemporal resource calendar,
which means that the group spatiotemporal resazatndar is locked while the synchronization
is in process. This could be a drawback becauskeofime-consuming process in case we have
large data to be synchronized at a destinationpgspatiotemporal resource calendar.

Communication overhead due to synchronization isasueed during our evaluation for the
GRPS-Sync. Improve the performance of GRPS-Synetycing the synchronization execution
time and communication overhead are main challenges

As a distributed system, more than one GRCS caouéxea sequence of transactions at the
same time.

To prevent conflict at the data level, we do nédvalmodifying records at two locations, the
data of any participant only found in one locatairany level (i.e., PRCS, or GRCS levels). If a
participant moves to another location, the new GRO® zone sends a request to the old GRCS
to delete the participant data after synchronipasadone.

The size of a local spatiotemporal resource calendald be limited by either the age of
timestamp of the entry or by the size of the salegd. On the other hand, the storage capacity of
GRCS is bigger than PRCS. Therefore, the historthefparticipant has more records in GRCS
than PRCS.

Full and Selective synchronization: GRCS can befigored to synchronize selective data
records. It can be configured with specific claggesurrent and future data only among different
levels of GRCSs, but full synchronization is pemfed, including the history data as in case of a
participant changes its zone, among the same #WWRCS. We use the timestamp of records

and compare it with the last synchronization timéentify the newly created or updated records
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after the last synchronization. A group spatioterapaesource calendar stores the Last

Synchronization Time (LST) on its database.
4.2 Collaborative Autonomic Resource Management SystelfCARMS)

Every mobile node with a connection to the C3 canabuser or a provider of the C3’s
resources. The mobile nodes freely using or progidine resources available are considered to be
self-directing, self-organizing and self-servingutBhe providers of mobile resources can find it
difficult to remain motivated to participate in 8.G0n the other hand, selecting the right resource
in a C3 environment for any submitted applicatibas a major role to ensure QoS in term of
execution times and performance. On the other haegutation mechanism acts as a
complementary approach which relies on analyzirghtistory of the quality of service provided
to do resource selection for submitted applicatidgfh@wever, most of the proposed approaches
[129][130]consider each participant locally stoitssown rating values of reputation that would
be a threat when that self storage reputation nmition is not reachable. Consequently, there is a
need for a solution that globally monitors the nmet performances of services and provides
reputable mobile resource providers. In generalgtls a need to know how a provider of mobile
resources is suitable to participate and form a C3.

In this section, we present our proposed CARMS itcture, which automatically manages
task scheduling and reliable resource allocatiae#tize efficient cloud formation and computing
in a dynamic mobile environment. CARMS utilizesr quoposed GRPS to track current and
future availability of mobile resources. CARMS ixils our new opt-in, prediction and trust
management services to realize reliable C3 formaind maintenance in a dynamic mobile
environment.

In addition, we present CARMS’s associated Proacfdaptive List-based Scheduling and
Allocation AlgorithM (P-ALSALAM) for adaptive taskscheduling and resource allocation for
C3. P-ALSALAM uses the continually updated datanfrahe loosely federated GRPS to
automatically select appropriate mobile nodes wigigate informing clouds, and to adjust both
task scheduling and resource allocation accordmghe changing conditions due to the
dynamicity of resources and tasks in an existingiedl Consequently, this algorithm dynamically
maps applications' requirements to the currentipatentially reliable mobile resources. This

would support formed C3 stability in a dynamic r@s@ environment.
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4.2.1 CARMS Architecture

In this section, we describe our CARMS integralPi@anetCloud. In PlanetCloud, a cloud
application comprises a number of tasks. At thechlasel, each task consists of a sequence of
instructions that must be executed on the same.nbaeks of a submitted application are
represented by nodes on a Directed Acyclic GrapAG@P which is addressed in the next
subsection. The set of communication edges amaegethodes show the dependencies among
the tasks. The edggjoins nodew; andv; , wherev; is called the immediate predecessonpf
andv; is called the immediate successor of. A task without any immediate predecessor is
called an entry task, and a task without any imatedsuccessors is called an exit task. Only after
all immediate predecessors of a task finish, #ek tan start its execution.

CARMS manages clouds of mobile or hybrid resoufoesources of mobile and fixed nodes).
A CARMS-managed cloud consists of resources of anmigirtual machines running on
heterogeneous nodes. Such resources meet the ajgpictations’ requirements. CARMS
attempts to provide a C3 with a sufficient numbéreal mobile nodes, such that in case of
failure, a redundant node can be ready to sulsstitet failed node.

A CA, as a requester to form a cloud, managesdhedd cloud by keeping track of all the
resources joining its cloud using the updates veckeirom the GRPS.

We design our CARMS architecture using the key uiest, concepts and principles of
autonomic computing systems as shown in Figure @dnponents of the CARMS and GRPS
architectures interact with each other to autoralijicmanage resource allocation and task
scheduling to affect cloud computing in a dynamabite environment.

CARMS interacts with the information-base which ntains the necessary information about
a requested cloud. The information-base includes information, e.g., personal information and
subscribed services, etc. Also, it contains infdremeabout the formed cloud, e.g., SLAs, types of
resources needed, the amount of each resourcedgaed, and billing plan for the service.

CARMS performs all required management functionad@A using the components detailed
below.

1) Cloud Manager (CM): It provides a self-controllegeaation to automatically take

appropriate actions according to the results of #waluation received from the
Performance Analyzer, described below, due to tiana in the performance and

workload in a cloud environment. The Cloud Managgnages interactions to form,

107



maintain and disassemble a cloud. A Cloud Managenptises the following four

components:

a)

b)

d)

Service Manager (SM): A SM stores the request #mddentifier. The SM
maps the responses received from the participaiitsthe service requests
from users, and the result is sent back directltheouser. The user defines
certain resource requirements such as hardwareifispeons and the
preferences on the QoS criteria. The Cloud Manadgcomposes the
requested service, upon receiving a cloud formatguest, to a set of tasks.
Tasks of a requested service need to be allocatezht mobile resources. The
Resource Manager handles the resource allocatisradimobile nodes using
its Resource Allocator component. Also, the Resauktiocator obtains the
required information about the available real resesi from participants by
interacting with a GRCS. The Resource Allocatoeriatts with the registry of
CA to store and retrieve the periodically updateatadrelated to all
participants within a cloud. The Cloud Manager riatés with servers of the
virtualization and task management layer to asaigat of virtual resources in
a cell to these tasks according to the received $iférmation from the
Cloud Manager.

Policy Manager (PoM): The PoM prevents conflictsl amconsistency when
policies are updated due to changes in the demainal€loud. In addition, it
distributes policies to other CARMS components.

Participant Manager (PrM): The PrM manages theaaten between a cloud
requester and resource providers, the cloud paaits, to perform a SLA
negotiation. Once the negotiation is successfug participant control
function updates the billing information and SLA af participant in the
Information Bases.

Resource Manager (RM): Real mobile resources nedzk tallocated to the
requested application. On the other hand, tasksrefuested application need
to be scheduled. The Resource Manager componemtigsathe resource
allocation and task scheduling processes on rebllennodes. The Resource

Manager consists of two main units:
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2)

3)

4)

1. Resource Allocator: allocates local real resoufoes task. Also, the
resource allocator obtains the required informatibout the available
real resources from (potential) participants bgiatting with a GRCS
of GRPS system. The Resource Allocator interactis thie registry of
CA to store and retrieve the periodically updatedadrelated to all
participants within a cloud.

2. Task Scheduler: distributes tasks to the appragpredl mobile nodes.

Monitoring Manager:

It consists of the following two units:

A. Performance Monitor: It monitors the performanceaswged by monitoring agents at
resource providers. Then, it provides the resuftsthese measurements to the
Performance Analyzer component.

B. Workload Monitor: The workload information of thecoming request is periodically
collected by the Workload Monitor component.

Performance Analyzer: It continually analyzes theasurements received from the

Monitoring Manager to detect the status of tasks @perations, and evaluate both the

performance and SLA. The results are then sentoth the Cloud Manager and the

Account Manager.

Account Manager: In case of violation of SLA, adjosnts are needed to the bill of a

particular participant. These adjustments are pewd by the Account Manager

component depending on the billing policies negetlaby the requester of cloud

formation.
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Figure 4.8 CARMS Architecture.
4.2.2 Proactive Adaptive Task Scheduling and Resource Altation Algorithm

4.2.2.1 Application Model

For simplicity, we start with a basic applicatiorodel. The load of submitted application is
defined by the following parameters: the numbesumitted applications, the number of tasks
per application, and the settings of each task. ekample, the input and the output file size of a

task before and after execution in bytes, the mgrand the number of cores required to execute
this task, and the execution time of a task.

Based on the criteria for selection, we mainly miefiwo matrices: Criteria costs matrix, C, of

size v xp, i.e.cijgives the estimated time, cost, or energy consempt execute taskon
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participant nodep;; and a R matrix, of size p x p, which includegecia costs per transferred
byte between any two participant nodes. For Exantiphe or cost to transfer n bytes of data from
taskv;, scheduled opy, to taskv;, scheduled op;.

As an example of time-based selection criterigtasunlisted parent-trees is defined from the
graph where a Critical-Node (CN) represents thé sbeach parent-tree. A CN refers to the node
that has zero difference between its Earliest Stane (EST) and Latest Start Time (LST).The
EST of a task; is shown in (1). It refers to the earliest timattlall predecessor tasks can be
completed. ET is the average execution time ofla ta

EST (v;) = max ){ EST (vin) + ET(vin)} (D

vmepred(vj
WhereET(v,,) is the average execution time of a tagk and predy;) is the set of immediate
predecessors of. The LST of a task;is shown in (2).
LST (v;) = max {LST (vy,)}—ET(v;) 2)

VmEsucc(vi)

Where sucaf) is the set of immediate successors;of

4.2.2.2 Resource Model

Our cloud system represents a heterogeneous emardnsince the mobile nodes have
different characteristics and capabilities, Thaltobmputing capability of the real mobile nodes,
hosts, within a cloud is a function of the numbkhasts within a cloud and the configuration of
their resources, i.e., memory, storage, bandwidtimber of CPUs/Cores, and the number of

instructions a core can process per second.

4.2.2.3 MAC Formation using PlanetCloud

The MAC formation process can then be started BAaby submitting an application which
details the preferred number participants, duraga To form a MAC, we need to find suitable
participants during a node filtering phase as avshio Figure 4.9. In node filtering phase, data is
needed from prospective participants in three caiegf i) future availability, ii) reputation, and
iii) preferences. Data gathered in a node filtephgse enables the Resource Manager to form a

cloud which aims at increased reliability as arcomte.
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Figure 4.9 Parallel task execution in MAC.

Participants willing to participate in the MAC canbmit the required data to the CARMS
Resource Manager of a CA. All data are assessedhwhsults in a measure of fit between
participants and submitted applications.

The data required are already gathered such tleatPth delivers the data of resource
availability in future to the calendar manager oPRCS. Also, reputation data of resource
providers are obtained as the score of credibdityvided by the trust management service of
their PRCSs. The preferences of resource provater®btained from the knowledge unit of the
participants. The assessment of Preferences dtipartts determines the overlap between the
cloud characteristics and a participant relatefepeaces. If they do not overlap, a participant wil
not be included in a MAC formation, e.g., when #ipgpant only want to participate in a traffic
management cloud, while the requested MAC will pdeva multimedia services, thus this two
participant will never be included in a MAC. Asisst step in the MAC formation process, the

preferences assessment can limit the number otinesgroviders to be considered. However,
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resource providers could negotiate preferences<hadge them. After this first step is completed,
the cloud formation process continues with the tamn and future availability data. An example
of these interactions is illustrated in Figure 4 \dMich depicts the procedures of cloud formation.

However, the main focus of this work is on how Ma&&h be formed when the data required is
already gathered. In this part, we only brieflyraoluce how the assessments are designed to
work.

We define general MAC formation rules are for targe specific outcomes. Mainly, three
general MAC formation rules are defined, which éeghe Resource Manager to form clouds
that are aimed at increased reliability as an ouo&coThen, we translated the rules into MAC
formation expressions.

Assuming the data from the resource availabilityd amputation assessments and the
characteristics of requested MAC “preferred cloizé &nd duration” are available, the Resource
Manager combines the two separate sets of datalloying particular MAC formation rules.
We consider prior research findings on MAC formatio the design of these rules. We present
the general rules we deduced for forming cloudseduio achieve a reliable cloud. Based on the

general rules, we present two MAC formation expozss
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Figure 4.10 Work procedures of cloud formation.

4.2.2.4 MAC:s fit for increased reliability

The follow research outcomes are considered forfonemation of MACs with increased
reliability:

Mobility of resources is a main concern that wouttbede connectivity among a MAC’s
participants [11][15];

Resources of a MAC'’s participants should be capaht available within the execution of
submitted tasks [11][12][15];

Security is fostered when MAC participants showeputability fit in behaviors, where

accessible data relying on trust between cloudigen\and customer [131].
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The general MAC formation rule we deduce from thésdings is: Reliability is fostered
when participants show high levels of preferenaesource availability and trust between
resource providers and a CA for the requested MAC.

Based on this rule, we mainly define three matric&iteria preferences matrix, Pr, of size v
xp, i.e.,Pr;; gives the preferences to execute tgek participant nodg;; a T matrix, of size p
xp, which includes trust score between any twoi@péent nodes; and a Av matrix, of size v xp,
which includes criteria availability of a particitanode p; from the time a taslk; has been
delivered to it till results are submitted to arestiparticipants. For exampléy;; equals 0 when
the resources of a participant nogeis not available at least for a period of timequieed to
receive data of task, execute this task and submit its results.

We translate this rule into a MAC formation expressfor reliable cloud participants as
shown in (3). When applied, it determines whichtipgrants have the highest average reliability
scores.

FitR =W, DL +W, DAV, +W, * T,
Max _Pr (3)

Where FitR is the fithess of a participant i for reliabiliputcomes, Max_Pr is the maximum
possible preferences score of a submitted tggkisTthe trust score between node j and node Kk,
and W5, W, Wr are weights.

After the node filtering phase, task scheduling i@sdurce allocation algorithm will come into

action to schedule and allocate the tasks of gapgtications to reliable nodes.

4.2.2.5 Proposed Algorithm

We propose a generic GRPS-driven algorithm fortéis& scheduling and resource allocation:
Proactive Adaptive List-based Scheduling and AllimcaAlgorithM (P-ALSALAM) for mobile
cloud computing. P-ALSALAM supports the stability @ formed cloud in a dynamic resource
environment. Where, a certain resource provideselected to run a task based on resource
discovery and forecasting information provided bg {GRPS. The algorithm consists of two
phases: initial static scheduling and assignmeras@h and an adaptive scheduling and

reallocation phase which are detailed as follows.
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A. Initial static scheduling and assignment phase

After, the information of virtual resources is sémthe Resource Manager for the appropriate
real mobile nodes’ resource allocation, the Resollanager uses its Resource Allocator unit,
which interacts with the GRPS to find the availaf@sources of every possible node a CA could
reach. GRPS provides the requester of a cloud twéhnformation that matches the application
requirements. The information includes locatiometiand the computing capabilities, future
availability of these resources, and reputation pueferences of the providers of these resources.
This information affects matrices of criteria foode selection. Based on the next waypoint, a
destination obtained from GRPS, of each mobile ravdkthe updated location of the CA, we can
estimate which mobile nodes will pass through taegmission range of the CA.

After filtering node phase of nodes, a priorityassigned to a node depending on the criteria of
selection. For example, in a time-based approaeghmay select a host such that the highest
priority is given to the nodes which are locateside the transmission range of a CA, followed by
the nodes which are located outside this transamssinge and will cross it, and finally to the rest
of the nodes. Within each group, nodes are listedescending order according to the available
computing capabilities, e.g. their number of cooesSCPUs. Nodes, with the same computing
capabilities, are listed in descending order adogrdo the time they will spend in the
transmission range of a CA. This could minimize dlerall execution and communication time.
As a result, a host list, H, is formed based onpherities as shown in Algorithm 1, in Figure
4.11.

The CA sends the cloud formation requests, thratggylCommunicator unit, to all resource
providers to in the list of hosts H. According teet(earliest) responses received about resource
available time from all responders and the critefigelection, the responders’ IDs are pushed by
the Resource Manager in increasing order of paemnethich reduce their costs. For example,
the responding node,,;,, with the minimum sum of Expected Computation Ti(B€T) of a
task and Expected Ready Time (ERT) of a node theriop of Responders Stack (RS), top(RS).
The expected ready time for a particular nodeastitine when that node becomes available after
being connected with their peers and having exdctite tasks previously assigned to it. This
could reduce the queuing delay and therefore emhigrecoverall execution time.

The Task Scheduler unit of the resource managegrasand distributes the task at the top of
the list of tasks L, top (L) to the host at the tdpesponders stack RS, top(RS).
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Initial task scheduling and assignment based on
priorities

The EST of every task 1s calculated.

The LST of every task is calculated.

The ECTs of every task on all nodes are calculated.

The ERT of every node is calculated.

Empty list of tasks L and auxiliary stack 5.

Push tasks of CN tree into stack 5 in decreasing order of

their LST.

Algorithm 1

[ R e R

7: while the stack S is not empty do

8 If there is unlisted predecessor of top(S) then

a: Push the predecessor with least LST first into stack S
10:  else

11:  enqueustop(S) tothelistL

12: pop the top(S)

13: end if

14:  end while

15:  while the list L 1s not empty do
16:  dequeue top(L).

17: Send task requests of top (L) to all participant nodes in
the list of hosts H which match the task requirements.
18: Receive the earliest resource available time responses

for top (L) from all responders.

19: Empty auxiliary responders stack RS,

20: Push IDs of hosts which respond to requests into
responders stack RS in increasing order according to
EFT.

21: while the host stack ES 1s not empty do

22 Find the responder R ;,, with minimmum EFT in use.

23: Assign task top (L) toresponder R ;.

E'} Femove top (L) from the list L.

;;: end while

Y- end while

Figure 4.11 Initial task scheduling and assignmerthased on priorities.

B. Adaptive scheduling and reallocation phase

The actual measures, e.g., time, cost or energyiresl to finish a task may differ from the
estimated due to the mobility of hosts, the resmwantention and the failure of mobile nodes.
For example, the mobility of hosts affects the alcfinish time of a task due to the delay a host
takes to submit task results to other hosts in &MA

The Estimated Finish Time of a tagkon a node;, EFT(v;, pj), is shown in (4), wherERAT

is the earliest resource available time.
EFT (v;, p]-) = min{ERT (v;, pj) + ECT(v;, p]-)} (4)
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We propose an adaptive task scheduling and resallozmation phase to adjust the resource
allocation and reschedule the tasks dynamicallyedasn both the updated measurements,
provided by the Monitoring Manager, as well as thaluation results performed by the
Performance Analyzer.

The Monitoring Manager aggregates the informatidooua the current executed tasks
periodically, as a pull mode. Due to the dynamidi@environment, hosts of a cloud update the
Monitoring Manager with any changes in the statutheir tasks, as a push mode. Also, hosts
periodically update the cloud registry of a CA wahny changes in the status of resources.
Consequently, the Performance Analyzer could reuwtalle the estimated measures of the
submitted tasks. As a result, tasks and resounds te rescheduled and reallocated according
to the latest evaluation results and measurements.

The Monitoring Manager of CARMS aggregates thermfation about the current executed
tasks periodically, as a pull mode. Due to the dyisamobile environment, hosts of a cloud
update the Monitoring Manager with any changesha status of their tasks, as a push mode.
Also, hosts periodically update the cloud regisifya CA with any changes in the status of
resources, e.g. in case of failure. Consequetiity Performance Analyzer could re-calculate the
estimated measures of the submitted tasks. Asult,ressks and resources could be rescheduled
and reallocated according to the latest evaluaBsults and measurements.

In algorithm 2, in Figure 4.12, a rescheduling ¢shia@d is predefined by the Performance
Analyzer such that tasks and resources could hedsled and reallocated periodically. If a
successor does not receive results of a task toiMmmediate predecessor within a period of time
equals a predefined rescheduling thresHlgheeshola » then the Monitoring Manager of the CA
forms a task list, E, which contains the tasks edédd be scheduled. The Monitoring Manager of
the CA informs the Performance Analyzer to re-dal@ithe EFT of a task, top(E). The EFT is
computed according to the latest information olgdirirom the GRPS and the Monitoring
Managers of participants.

As a result, The Resource Manager interacts wgh@GRPS to find the available resources of
every possible node a CA could reach, which mdtehask requirements.

A priority is assigned to a node depending on ttierea of selection defined in the initial
static phase. Also, the responders’ IDs are publiglle Resource Manager in increasing order of

parameters which reduce their costs, BRJ.(v;, p;). The Task Scheduler unit of the resource
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manager, in the CA, assigns and distributes tHeatthe top of the list of tasks E, top(E) to the
host at the top of responders stack RS, top(RS).

Adaptive task scheduling and assignment based

Algorithm 2 on priorities

l: Empty list of ninning tasks E

2: Define rescheduling threshold Ryprceshold

3: while the list E iz not empty do

4: If asuccessor does not receive results within

Rihreshold th

3 Dequeue top (E).

6: Compute the EFT of top (E).

I Send task requests of top (E) to all participant nodes
in the list of hosts H which match the task
requirements.

& Receive the earliest resource available time responses
for top (E) from all responders.

9 Empty anxiliary responders stack ES.

10: Push IDs of hosts which respond to requests mto
responders stack RS in increasing order according to
the EFT.

1}) while the host stack RS 15 not empty do

L2 Find the responder R;, with minimum EFT in use.

Assign task top (E) to responder R ;.

13- end while

14- else

15- Remove top (E) from the listE.

16: end if

17- end while

18:

Figure 4.12 Adaptive task scheduling and assignmebased on priorities.
4.3 Evaluation

In this chapter, we start our evaluation by prawgdian analytical model to evaluate the
performance of GRPS in a Vehicular Cloud (VC) eomiment. This evaluation helps in
determining the parameters that could be used #ptaihe performance of a response of the
GRPS and its capability to locate the required ueses. Then, we perform a simulation
evaluation for CARMS and its integral P-ALSALAM algthm. This evaluation is mainly
performed to show how the CARMS could support fatrmeud stability in a dynamic resource

environment.
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4.3.1 Performance Metrics
We use several metrics to evaluate the performahar PlanetCloud and its subsystems.
Some of these metrics are used to compare theéeeftiz of applying different resource allocation
algorithms. Metrics are summarized as follows.
1) The resource request-response time, which is tleeiahof time a user takes to receive
a response which contains the status of each blaitasource provider in terms of
accepting, refusing, answering or not answeringeleest of utilizing its resources.
2) The average application execution time, which ésttime elapsed from the application
submission to the application completion.
3) The MTTR, which is the time to detect the failulespthe time to make the backup

live.

4.3.2 Analytical Study of Applying GRPS in a Vehicular Cloud

Intervehicle communication (IVC) enables vehiclesexchange messages within a limited
transmission range and thus self-organize into miycel vehicular ad hoc networks. However,
stable connectivity among vehicles is rarely pdssibherefore, an alternative mode has emerged
in which messages are stored by relay vehicledamdirded to other vehicles when possible at a
later time. Many analytical models [132][133][1343b]have been proposed to study the quality
of IVC strategy for message forwarding in termsnoéssage transmission times and related
propagation speeds.

The following subsections present our proposed infatedetermining the parameters that
could be used to adapt the performance of a respointhe GRPS. We adopt these previously
validated models as a base for our model. The predanodel is built to match our scenario
presented below. Latter, we used this model touawalthe performance of GRPS in term of the
resource request-response time.

In this part of evaluation, a VC scenatrio is coasgd as a MCC that utilizes a powerful on-
board computers augmented with huge storage delimsted on vehicles acting as networked
computing centers on wheels.

We consider a participant as a vehicle that movea two-lane bi-directional road as a one—
dimensional movement. The road is partitioned adgcent linear zones that might be different

in lengthd,(km) as shown in Figure 4.13.
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Figure 4.13 Linear Zones.

A participant is located in a certain zone, z. Wasider a calendar with a time peripdas the
finest granularity. We assume homogeneous trdffiws in each zone within each time perod
those are characterized by the zone average vekjcjtand the vehicle densitg,(vehicles/km).

By virtue of the assumed average velocities, acketdoes not leave the zone during this time
periodq, and the maximum velocity is limited by the maxmmuspeed allowed in a road.

Otherwise, the vehicle densfy in a zone varies with time as depicted in Figufel4

B.(q) =22 (1)

N, (t) is the total number of node located in a zone a given time period, which can be

obtained directly from the spatiotemporal calendar.
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Figure 4.14 Variation of a zone density with time.
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4.3.2.1 Assumptions
* Assuming that the packets arrive at the node aswprid independent Poisson process
with rate); as presented in a previously proposed analytiaid model [133] for a multi-

hop mobile ad hoc network (MANET). Also, the seevtame is an exponential distribution

. 1
with mean-—.

Hi

e Communication between vehicles is possible withitingited maximum transmission
range, x (km), only located in the same zone. Withis range, the communication is

assumed to be error free and instantaneous.

* We assume that the distribution of speeds is norawlit has been widely accepted in
vehicle traffic theory [134][136].

4.3.2.2 Expected waiting time in a queug(W,) for a packet of class p in a

nonpreemtive priority queue

We believe that the cloud formation request shbeldreated with a higher priority than other
data traffics in order to get an efficient perfonoa. Therefore, we apply a non-preemptive
priority queue in our ad-hoc model.

To calculate the expected waiting time in a qUE(,), we use the analytical model
presented in [137] to describe the nonpreemptiicity queue model.

A vehicle can store the request message and foniveada relay node, when this relay enters
the transmission range of the forwarding node. &loee, the total waiting time for a packet of
class p is given by

W,=To+ 3P T+ 3P T +T )

Where,Tyis the residual waiting time in seconi,is the total waiting time of a packet of

classp in a nonpreemptive queuE,‘i=1 Tkis the delay due to the same and higher prioritkets;
ﬁleﬁis the delay due to the arrival of higher priorgckets; Andl; is the delay due to

isolation of a node, which means that no next hoghe transmission range of the forwarding

node. We can rewrite equation (2) to calculateetkgected waiting time in a queBeW,) as

following:

_ E(To)
EWe) = o ooz T ©)
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2
B(To) = Zila b o 4)
Wherem is the total number of class of servia@s= 2. The load of a class or an utilization,

Pk, Which equals to%.
k

4.3.2.3 Distribution of forwarding distance

We use the mathematical analysis of forwarding mehén Vehicular Ad Hoc Networks
(VANETS) that is proposed in [135] to drive the mdarwarding distance.

We assume that the distribution of the inter-veshitistance is an exponential distribution as
proposed in some previous works [138][139][134]eTdistribution function of the forwarding
distance can be obtained as following:

f(L) = B,e P )

Where L is the relative distance between two vekicL-x has a negative value, when L is

smaller than the maximum transmission range, x.rfiean forwarding distanckg, is given by
L = E(f(L)) = x — [1 — e F=9]/ 8, (6)

4.3.2.4 Expected Isolation time perioff (T,)
T; is a continuous random variable that measurestietion period.
L—-x
T =Xi(0. = (7)

1, L>x

Where an indicator functionX;(t) = { 0, ow’
AV is the relative velocity, which is equal¥a + V2, if the next hop node is moving closer to

the forwarding node, dv1 — V2| , if they are in opposite directions.

4.3.2.5 Average amount of time to observe a successful srarssion of a packet due to
collisions T conision)

We use the analytical model of the IEEE 802.11rihisted Coordination Function (DCF) that
had been proposed in [140] to compute the averagmuat of time to observe a successful
transmission of a packet due to collisiofig fision)

This Teonision 1S given by

1- DPtr 1
Teollision = 0 ——% + To(= — 1 8
collision Ps Ptr c(ps ) ( )
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The size of a slot time, is set equal t60 psec for Frequency Hopping Spread Spectrum
(FHSS).T, is the average time the channel is sensed busadly node during a collisiop, is a

probability of a successful transmission occuronghe channel, and it is given by

__ Probability of one node transmits _ nct(1-t)?c? (9)
ST Per ~1-(1-Dte
Pr=1-(1-7" (10)

p¢r IS he probability that there is at least one noglesmits.

n. is the number of stations contend on the chaMielconsider the worst case, a saturation
condition, where each node has a packet to transrthie transmission rangas the probability
of a station transmitting in a randomly chosen sWihin the Contention Window (CW). For

simplicity, we suppose that CW is a constant b&okafdow.
2

T= (12)

T CWH+1

4.3.2.6 Average one way End-to-End delaV¥ 4;) between two nodes

We assume that processing delay and propagatiay de¢ very small as compared to other
delays, therefore, we ignore them. The delay atrmmédiate nodes between source and
destination nodes includes the queuing delgy,,e = E(Wp), transmission delayl;,.,s, and
the delay due to collision$,;ision- Then, the total nodal delay is given by

Thodal = Tqueue + Ttrans + Tcollision (12)

We assume that the location of a vehicle is unifalistributed in a zone. We suppose that

there ard) — 1 nodes in the distand® between a source node and a destination node. The

average end-to-end deldy,s (sec) is given by

Teee = E?Tnodal (13)
WhereQ = % ,and Dgp < Zone Length.
F
B. DSD' L>x
Q = @ L<x (14)
Lg’ -

4.3.2.7 Average Resource Request-Response Tiffg |
RTTrstpp = 2 X Trstpp + Ter RTTrstpp < Tout(15)
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WhereTgsp, is the average one way delay between the GRC3 aesource providélipy is
the response time, which a provider takes to respom request,,; is the maximum amount of
time a provider is allowed to respond to a GRCS.

In our model, as shown in Figure 4.15 , a GRCS seeqguests to all resource providers those

have resources. The total average round trip dRIHVRStDGmupg, between a GRCS and a group
of providersg, which has a certain type of required resourcé@ﬁStDGroupg. We assume that
both probabilities of answering and accepting aiest for all resource providers are 1. We can
get the average resource request-responselfias follows:

Trr = RTTrers + Tpon + max [RTTrstng,oup:s RTTRStDGroupz” -+ RTTRStDgroupg] ~ (16)
WhereRTTgrs iS the average Round Trip delay, in second, betweeequester and the
GRCS.Tp, Is the time required by a GRCS to poll the paraaits those have the resources

which match cloud formation requirements.
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Figure 4.15 Network Model.

4.3.2.8 Parameters
We investigate our metric, the resource requegtarese time, as a function of the following
parameters: the vehicle density within a zone léhgth of a zone, contention window size, and

the load of traffic class per node. The settinghese parameters are shown in Table 4.2.
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Table 4.2 Parameters and Values.

Parameter Values Parameter Values

Arrival rates of
5to 50
: 100 and 50 kbps
Density of nodes

Y (vehicles/km) Class 1 and 2

Mean provider Load of class 0.1t0 0.5

60 seconds ' '

response time

Transmission
_ 300 m Length of a zone 10, 20 km
range of a vehicle

4.3.2.9 Results of Analytical Study

The average resource request-response time istigatesl at different vehicle densities. We
consider that all resource providers have an edadlgomatic response featufBg = O sec.
Figure 4.16 shows that using a high value of C\Y, & and 128, at low node density leads to a
high resource request-response time. This is beaafuhe average number of idle slot times per
packet transmission is high when compared with veetoCW value at low density value.
Conversely, the average amount of time spent orclhtaanel in order to observe the successful
transmission decreases when the CW has a high.vHhi® is because the average number of
collided transmissions per each successful trassonisn decreases when the CW is increased,
for CW= 64 and 128. On the other hand, the meanduting distance increases when the node
density increases. Therefore, a small number ok hemeeded at a high node density which
decreases the resource request-response timee kofitrary, at low density, a high number of
hops is needed at a small mean forwarding distaggh leads to high resource request-response
time. For CW= 16 and 32, the resource request-ressptime increases when a density of nodes
increases, since the high value of node densitgesa@a great collision probability between
transmitting nodes.

Figure 4.17 shows that the average resource reggsinse time when we consider different
lengths of a zone. A smaller zone length, with i) kneans a smaller number of hops, to reach
the destinations, than in case of a higher zongthewith 20 km. This leads to lower values of a

resource reqguest-response time in case of a slzorterlength.
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Figure 4.17 Average Resource request-response timg. node density (vehicles/km) at different zonehgths.

Figure 4.18 shows that the average resource reegsinse time increases as the value of
class load per node increases at CW equals 64valbes of a resource request-response time for
different loads are close to each other at low ithgn®r 5 and 10 vehicles/km, since it is only

affected by queuing and transmission delays. Whitéiceable differences among results appear
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at higher node densities due to a great effedhefelay due to collisions in addition to queuing

and transmission delays.

0.09

4
[=}
@

0.07 +---

0.06 -

0.05

0.04

0.03

0.02

Average Resource Request-responseTime (sec)

001 |

5 10 15 20 25 30 35 40 45 50
Node Density (vehicles/km)
Figure 4.18 Average resource request-response time. node density (vehicles/km) at different loadsf a class

per node, zone length =20 km.

4.3.2.10Validation

We validate our proposed model by comparing thdyaocal results with that obtained by
means of simulation. Our simulator is written ivag@rogramming language, which attempts to
emulate as closely as possible the real operatiomach node, including transmission range,
collision delay, propagation times, mobility patteetc. We simulate vehicles that move on a
bidirectional road as a one—dimensional movemefudlksved in the analytical model.

We closely follow the 802.11 protocol details fach transmitting node for calculating the
collision delays. We set the size of a slot timeas set equal t60 psec for Frequency Hopping
Spread Spectrum (FHSS) [140]. It is the time needexhy station to detect the transmission of a
packet from any other station. Also, we 'Beto be equal to the time period of a request tal sen
frame RTS) plus the duration of distributed inter-frame spdDIFS). We set DIFS equals 128
psec and RTS equals 288 bits, therefogeeglials 416 pusec [140]. The channel transmissien ra
has been assumed equal to 1 Mbit/s. For simpliaiysuppose that the contention window is a
constant backoff window and no exponential back®ftonsideredCW is set according to the

values defined in the table below.
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We use a hybrid scenario, where the requestesiat@mnary node. While, we made all other
nodes are mobile nodes. We define the location @qaester to be in the middle of the zone,
where it has a fixed location during the evaluatidfhere, the zone length is 1 (km). Also, we
assume that the location of a vehicle is uniforstriiuted in a zone and the distribution of their
speeds is normal with an average speed equals8@rjkand variance 10.

For simplicity, we only consider one class of mgssas we noticed from the previous results
that the queuing delay has a negligible impactdfaompare it with the collision and transmission
delays.

We assume that the message is contained in a Myt ervice Data Unit (MSDU) which
has a maximum size equals 4095 bytes for FHSS [140]

The values of the parameters used to obtain nuatessults, for both the analytical model
and the simulation runs, are shown in Table 4.3.

Results of our evaluations are collected from défifie simulation runs and the value of sample
mean is signified with t-distribution for a 95 %néamence interval for the sample space of 30

values in each run.

Table 4.3 Parameters used in Validation.

Parameter Values
Density of nodes 5 to 40 (vehicles/km)
Transmission range of a node 500 m
CW 16 , 64
T, 416 psec
Mean Speed 30 km/hr (Normal distribution)
o 50 psec (FHSS)

Figures 4.19 and 4.20 show a comparison betweeanidigtical results and the simulated ones
in terms of average resource request-responseftimgifferent densities of nodes in a road at
CW equals 64 and 16, respectively. These figuresvdimat the analytical model is accurate:
analytical results (solid lines) practically coideiwith the simulation results (dashed lines), in
both CW cases. Negligible differences, well belo¥s, lare noted only for a small number of
densities in Figure 4.19. Also, slightly higheraesr are typically found at a few percentage points

only in Figure 4.20.
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4.3.2.11 Findings

There is a tradeoff between a node density angriigability that a transmission occurring on
the channel is successful, which is based on theevat CW. When a CW has a high value, the
resource request-response time gets a lower valb@la density values. While, it has higher

value at low node density due to high value ofdlierage number of idle slot times per packet
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transmission. In addition, there is a tradeoff leswthe mean forwarding distance and a density
of nodes. Ata high node density, the mean forwardiistance increases. This leads to decrease
the resource request-response time because of assmaller number of forwarding nodes
between source and destination nodes.

Therefore, our results show that we can adaptehf®pnance of a response according to node

density and contention window size.

4.3.3 Simulation Platform

As our proposed PlanetCloud platform is supposertk#étize a resource-infinite computing
paradigm that provides unlimited computing resosirt® users, it is crucial to evaluate the
implementation of our proposed system and its maletg@sk scheduling and resource allocation
algorithm on a large-scale virtualized data cemtastructure. However, performing repeatable
large-scale experiments on a real infrastructurexisemely laborious, which is required to
evaluate and compare the applied algorithms. Toeresimulations have been chosen as a way
to evaluate the performance of the proposed acthieand its subsystems.

We choose the CloudSim toolkit [26][27]to be oumslation platform, as it is a modern
simulation framework aimed at Cloud computing eowments. The CloudSim allows the
modeling of virtualized environments, simulatingvéee applications with dynamic workloads,
supporting on demand resource provisioning, anid thenagement.

To simulate the MAC environment, we have extendedGloudSim simulator to support the
mobility of nodes by incorporating the Random Wagp¢RWP) model. In the RWP model, a
mobile node moves along a line from one wayp®@ipto the neXv;,,. These waypoints are
uniformly distributed over a unit square area. l#d start of each leg, a random velocity is drawn
from a uniform velocity distribution.

We designed Java classes for implementing theaspatporal data related to resources and
their future availability which is obtained frometitalendaring mechanism. In addition, we edit
the CloudSim to implement our proposed P-ALSALAMa@ithm.

In our evaluation model, an application is a setagks with one primary task executed on a
primary node. Each task, or cloudlet, runs in glsitvM which is deployed on a participant node.
VMs on mobile nodes could only communicate with Yié of the primary task node and only

when a direct ad-hoc connection is establisheddrtvthem.
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To overcome the dynamicity of the underlying netwior a simulation, we design a store and-

forward mechanism where tasks and their resultsathogved to be carried at any node for a

period of time until the node gets connected tatzronode and is able to retransmit the results.

This mechanism is able to maintain communicatioprasented in [141].

4.3.3.1 General Assumptions

The following assumptions are used in all simutagvaluations.

Communication between nodes is possible withinngitdd maximum communication
range, x (km). Within this range, the communicatienassumed to be error free and
instantaneous.

The distribution of speed is uniform.

For scheduling any application on a VM, First-Comiest-Served (FCFS) is followed.

For calculating the collision delay, we considee tivorst case scenario, a saturation
condition, where each node has a packet to tramsitie transmission range.

For simplicity, a primary node collects the exeontresults from the other tasks which are
executed on other participating nodes in a cloud.

There is only one cloud in this simulation.

4.3.4 Evaluation of Applying CARMS in a MAC

We perform simulation evaluations for both phaséshe proposed P-ALSALAM as an

integral algorithm of CARMS, which maps applicasbrrequirements to the currently or

potentially available mobile resources. This woslbw how far P-ALSALAM could support

formed cloud stability in a dynamic resource enwvinznt.

4.3.4.1 Parameters for Evaluation of P-ALSALAM

We set parameters the simulation according to theimum and minimum values shown in

Table 4.4. The number of hosts represents the maimides that provide their computing

resources and participate in the cloud.
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Table 4.4 Parameters for evaluation of P-ALSALAM.

Parameters Values Parameters Values
Density of nodes (N;' dei/olgmz) Com:l;trj‘glecatlon 0.1-1 (km)
Application
Number of 204 Arrival Rate 7
Hosts/Cloud (Poisson (Applications/sec)
distribution)
Expected
tastlsl;ﬁéj;?c(:tion 4-140 execution time (Eé%(():)
for a task
Number of
Number of CPUs/Cores
applications/Cloud 1-14 per host 1-8
(Uniform
distribution)
Inactive Node rate Average Node
(Node/Sec) Speed 1.389,10,20
(Poisson Process) 1/300 -1/60 (Uniform (m/sec)
distribution)

4.3.4.1Evaluation of Initial Static Scheduling and Assignemt Phase of P-ALSALAM
Algorithm
Through this part of the evaluation, we only coesid the initial static scheduling and
assignment phases. In this evaluation, a mobile mad always function well all the time with

high reliability and does not fail.

a) Experiments

We started this part of evaluation by studying éfiect of collision delay due to channel
contention on the performance of the submittediegipdn. In this evaluation, all nodes have the
same computing capabilities, i.e. homogeneous.r&igi21l shows the average execution time of
an application at a different number of nodes, irmpgrom 4 to 24 nodes, in a unit square area.
The average speed of a mobile node equals 10 (miakecset the transmission range to be 0.8
(km), which has been obtained from an evaluatianpnesented here due to space limitation. At
this value, we can neglect the effect of the cotivieg i.e. a node is almost always connected

with others.
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tasks/application and number of cores/host.

Figure 4.21 shows that the worst performance iainbtl when a host has a minimum number
of cores, i.e. 1 core, and at a maximum numbeaskd per application, i.e. 30. This is because at
a small number of nodes, e.g. 4, most of the subdhitisks will be queued in a waiting list since
just one core is available per task. The more tadable nodes participate in the formed cloud,
the more available cores to execute these tasksegaently, the average execution time of an
application decreases with the increase of the eumbmobile nodes. The collision delay should
increase with node density, while results show tihatcollision delay is negligible if we compare
it with the queuing delay. The results at 1 and&s per host are very close to each other at a
small number of tasks per application, at 4 tagi@ieation, since there is no effect of the
gueuing delay. Noticeable differences between thmeselts and the others appear at a higher
number of submitted tasks/application equals 1% atimber of cores/host equals 8, due to the
significant effect of the mobility of hosts. Theas®n is that these tasks are assigned to more
nodes in the formed cloud, and this leads to irs@@a the communication time until the primary
node collects results from the other nodes. Thesalts show that the collision delay is also
negligible if we compare it with the communicatidelay. Conversely, the average execution
time of an application decreases when the numbapdés increases from 4 to 8 at a number of
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tasks per application equals 30, and at a numbeorafs/host equals 8. This is because the more
the number of hosts, the more cores to execute thsks. This reduces the queuing delay.

In the next experiments, we compare results of tases: Using P-ALSALAM algorithm,
which is based on the information obtained from GR&.g. location and available processors, in
resource scheduling and assignment and the randssdbalgorithm, which does not use this
information, where a random mobile nodes are sadeitt execute the submitted application.

Let all 40 mobile nodes have a random number oés;oneterogeneous resources, ranging
from 1 to 8 cores. Figure 4.22 shows that the @eeexecution time of an application when we
consider one application is submitted to be execuEach node has a transmission range equals
0.4 km, and its average speed equals 1.389 (m/dec)expected, this evaluation provides
significant differences between results of the wases, with/without using the P-ALSALAM.
The results of this figure show that executingdpglication on a smaller number of nodes, e.g. 8
hosts, has better performance in terms of averageugon time of an application than in case of
results at a larger number of hosts, i.e. 24 hddte higher number of submitted tasks per
application leads to make some tasks waiting tlegipus ones in a waiting list to be executed.
The total delay becomes higher if these tasks iatelaited on a higher number of nodes, e.g. 24

hosts. This is because the communication delagnsmant.
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Figure 4.22 Average Execution Time of Application¥s number of submitted tasks at different number &

hosts.
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We repeat our evaluation at a different number agt$ equals 4, 8 and 24 hosts, and at a
different value of transmission ranges equals &, 1 (km). Figure 4.23 shows that the average
execution time of an application at a transmissiange equals 1 (km) almost has a better
performance than the case of a transmission ramgals0.4 (km) at the same number of hosts.
Also, we can see that at a small transmission taage 0.4 (km), and a large number of hosts,
e.g., 24 hosts, a worst performance is obtainedleMhhas a better performance, at a number of
hosts equals 8, than in case of a number of hagtale 4. This observation is quite obvious
because at this large number of tasks, greaterthigatotal computing capabilities of the selected
4 hosts, the queuing delay is dominant. On therdthed, the larger the value of a number of
hosts, at a high transmission range equals 1 (kne),better average execution time of an

application is, e.g. at 24 hosts.
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hosts and Comm. Ranges.

The results of Figure 4.24 show that the smallerrthmber of submitted applications, e.g. 7
applications, the better performance is obtainguplidations arrive into the system following a
Poisson process with arrival rate 7. Also, the Itesshow that the execution of submitted
applications on a smaller number of hosts, e.go2dfiapplication, has a worst performance than
of executing them on larger number of hosts, elgosis/application. This is because at a small
number of hosts, e.g. 2, the queuing delay is daminThe more the available number of hosts

participated in the formed cloud the more availalidees to execute these tasks. Consequently,
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the average execution time of an application dee®avith the increase of a number of mobile
nodes, e.g. 8 hosts/application. On the other hamel, larger the value of a number of
hosts/application, the worst average execution tiofe an application is, e.g. at 20

hosts/application. This is because the communicateday is dominant.
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Figure 4.24 Average Execution Time of Application¥s number of hosts per application at different nunber

of applications.

4.3.4.2 Evaluation of Adaptive Scheduling and Reallocatiéthase P-ALSALAM
Algorithm

Through this part of the evaluation, we considered reliability scenarios: high reliability
scenario, where every mobile node can always fonatiell all the time with high reliability and
does not fail; and a variable reliability scenanahere mobile nodes are different in their
reliability, in terms of future availability andpetation, for the requested MCC.

b) Experiments

1. High reliability Scenario

In this experiment, we consider that every mobaddercan always function well all the time
with high reliability and does not fail. For examphll nodes are always available, reputable and
they have the highest preference value to acceubmitted applications.

We started our evaluation by studying the effectapplying adaptive scheduling and
reallocation phase on the performance of the stdhépplication. Let all 40 mobile nodes have

a random number of cores, heterogeneous resouacesng from 1 to 8 cores. Figure 4.25 shows
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the average execution time of an application affardnt number of hosts, ranging from 2 to 22
hosts. We consider five applications are submiftede executed. Each node has a transmission
range equals 0.4 km, and its average speed equ3dl8 (m/sec). This evaluation provides that
there are no significant differences between refltthe two cases, static/ adaptive scheduling
using the P-ALSALAM at a larger number of hosts plud, e.g., 14 hosts/cloud. This is
because at transmission range equals 0.4 km, waegact the effect of the connectivity, i.e. a
node is almost always connected with others. Howeatesmaller number of hosts per cloud,
where the queuing delay is dominant, e.g., at2shdetid, dynamic scheduling has worst
performance than static one due to the overheadsestheduling. The larger value of
rescheduling threshold, e.g. at threshold equaB0 1€ec, leads to reduce the overheads of
rescheduling and slightly enhance the performaheesanaller number of hosts per cloud equals
2. The more the frequency of rescheduling in tienéml cloud, e.g. at threshold equals 1100 sec,

the more overheads to execute these tasks.
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Figure 4.25Average Execution Time of Application ¥ Number of Hosts per cloud at different scheduling

mechanisms and rescheduling threshold.

In the next evaluation, we compare results at iiffee transmission ranges equal 0.2 km and
0.4 km, using dynamic scheduling of P-ALSALAM algbm. In this evaluation, we set the value
of rescheduling threshold equals 1100 sec. Figl#é ghows that the average execution time of

an application at a transmission range equalskd} almost has a better performance than the
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case of a transmission range equals 0.2 (km) aaime number of hosts. Also, we can see that at
a small number of hosts per cloud, e.g. 2, a woestormance is obtained, where the queuing
delay is dominant. While, it has a better perforosarat a number of hosts equals 16, than in case
of a number of hosts equals 4. This observatiaquite obvious because at this large number of
hosts, greater than the total computing capaltslitiethe selected hosts. On the other hand, the
larger the value of a number of hosts, at a nurabkosts per cloud equals 22, the performance is
degraded again. This is because of the signifietiect of the mobility of hosts. The reason is that
tasks are assigned to more nodes in the formeddcland this leads to increase in the

communication time until the primary node colle@sults from the other nodes.
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Figure 4.26 Average Execution Time of Application¥s number of hosts per cloud using dynamic scheduab

mechanism at different communication range of a male node.

We repeat our evaluation at a different number gy mechanisms, static and dynamic,
and at a different value of transmission rangesalsqd.2, and 0.4 (km). Figure 4.27 shows that
the dynamic scheduling mechanism significantly etfgoms the static one in terms of the
average execution time of an application at a straallsmission range equals 0.2 (km) at the same
number of hosts. Also, we can see that at a latgaber of hosts, e.g., 22 hosts, a worst
performance is obtained in static scheduling whieeecommunication delay is dominant, while
dynamic scheduling has a better performance, asdnee number of hosts equals 22. This is
because our algorithm frequently reschedules theeyee tasks and this minimizes the effect of
communication delay.
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Figure 4.27 Average Execution Time of Application¥/s number of hosts per cloud at different schedutig

mechanisms and at different communication range ad mobile node.

2. Variable reliability Scenario

In this evaluation, we consider that mobile nodesdifferent in their reliability, in terms of
future availability and reputation, for the reqeesMCC.

We perform an evaluation to obtain the expectedwi@n time of an application at number of
hosts per application equals 6. In this evaluates,consider one application is submitted to be
executed, with a number of tasks equals 30. Weidenshe density of nodes equals 100
(nodes/km?). Each node has a transmission rangalsequt km, and its average speed equals
1.389 (m/sec). The results of this evaluation shibwet the expected execution time of an
application equals 4000 seconds. We use it to ledécthe number of inactive nodes at different
arrival rates of inactive nodes for the next eviduns. \We set the rescheduling threshold equals
the expected execution time of an application, é@P0 seconds. Also, we assume that the
primary node is always reliable.

In the next evaluation, we compare results of tages: Using P-ALSALAM algorithm, which
determines the best participants that have theebtghverage reliability scores to the requested
cloud and the random-based algorithm, which dodsuse this information, where random
mobile nodes with random reliability scores arestsd to execute the submitted application. We
perform the evaluation with various values of tmeval rate of inactive nodes, ranging from

1/300 to 1/60 (nodes/sec). As expected, this etialu@rovides significant differences between
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results of the two cases, with/without using thAIESALAM. The results of Figure 4.28 show
that a better performance, in terms of the aveexgeution time of an application, is obtained at a
smaller arrival rate of inactive nodes, e.g. 1/800des/sec) than in case of results at a larger
arrival rate of inactive nodes, e.g. 1/60 (nodeg/seThis is because at larger arrival rate of
inactive nodes, the probability a node could faireases.
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Figure 4.28 Average Execution Time of Applicationsvhen applying different reliability based algorithms.

Figure 4.29 compares the results of applying P-ALSK algorithm and random-based
algorithm in terms of the average MTTR when we aersdifferent arrival rate of inactive
nodes. The average MTTR has lower value at a srragitival rate of inactive nodes, e.g. 1/300
(nodes/sec) due to low probability a host mighit faihile, noticeable differences among results
appear at a larger arrival rate of inactive nodas, 1/60 (nodes/sec) due to the high probability a
host could fail.

141



6000 I I I

——P-ALSALAM Based Algorithm /
5000 = Random Reliability Based Algorithm

4000 ¥,

3000 /

2000

Average MTTR (sec)

1000

1/300 1/240 1/180 1/120 1/60
Inactive Node Rate (Nodes/sec)

Figure 4.29 Average MTTR Vs inactive node rates wan applying different reliability based algorithms.

Figure 4.30 depicts the results of applying P-AL3M algorithm in terms of the average
MTTR when we consider different densities of nodeslifferent values of reputation threshold.
We perform this evaluation with an arrival rateimdictive nodes equals 1/60 (nodes/sec). Each
node has a transmission range equals 1 km, tocatdpke effect of communication disruptions.
Also, we consider two applications are submittedb® executed. Each application has an
expected execution time equals 1500 seconds. Budtgeshow that the average MTTR has a
higher value at a small node density, e.g. 35 (std®) due to low probability to find the
required number of reliable host to maintain theudl in case of failure. While, the average
MTTR has a lower value at higher node densitigs, ¥ nodes/kmz2. Also, the figure shows that
the average MTTR at a smaller reputation threshalgl, zero threshold in case of all nodes are
reputable, than in case of results at a largertatipa threshold, e.g. 0.6, at the same density of
nodes. This is because the larger the reputati@siiold the lower the probability to provide
nodes that could achieve the application requirésnahthe same time these nodes should be

available in future to participate in a MCC.
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Figure 4.30 Average MTTR at different densities bnodes when applying P-ALSALAM algorithm.

4.3.4.3 Findings

Our findings can be summarized as follows.

1)

2)

There is a tradeoff between the communication dalay the queuing delay as the
number of hosts per submitted application is varid¢ee higher number of hosts per an
application, the higher total computing capabiliithin the cloud is. Therefore, the

queuing delay of a task is decreased. While, istngathe number of nodes per
application leads to increasing the time until grenary node collects results from
other resource provider nodes, and thereforenbigases the communication delay.

A better performance may be obtained, at a shtaasmission range, if we apply the
adaptive scheduling and reallocation phase espe@ala larger number of hosts
assigned to a MCC. This is because our algoritleguiently reschedules the delayed
tasks and this minimizes the effect of communicatdelay. While at a longer

transmission range, where the communication detaydcbe neglected, we have to
select the static scheduling and assignment phaselitinate the overhead of

rescheduling and slightly enhance the performaspeaally at a smaller number of
hosts per cloud.
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3) The MTTR may be enhanced, at less density of noflese use a low value of
reputation threshold per submitted application Whitaximizes the number of reliable
nodes that could meet the application requirememtistherefore participate in a MAC.

4) The average execution time of an application isaotgpd by the connectivity among
hosts of a cloud, the load of submitted applicatiand the total resources, computing
capabilities, confined in these hosts. The majotois affecting connectivity are hosts’
transmission range, node mobility, and node densitg mobility is impacted by the

hosts’ speed and movement direction (relative iimgmy nodes).

4.4 Conclusion

PlanetCloud resource management provides new appes to expand problem solving
beyond the confines of walled-in resources andisesy In this chapter, we proposed GRPS, a
scalable spatiotemporal resource calendaring systecessed through a universal portable
application to enable ubiquitous computing cloutilizing both stationary and mobile resources.
GRPS is powered by (1) a dynamic spatiotemporagnciring mechanism, (2) socially-
intelligent resource discovery and forecasting, d8)autonomic calendar management system,
and (4) a ubiquitous cloud access application. rélsalts of our analysis for GRPS show that we
can adapt the performance according to both nodgitgeand number of collided transmissions.

Also, we presented CARMS as a distributed autoneegource management system to enable
resilient dynamic resource allocation and task dalveg for mobile cloud computing. In
addition, we proposed the P-ALSALAM, a distributecbactive Adaptive List-based Scheduling
and Allocation AlgorithM, to dynamically map apmions' requirements to the currently or
potentially reliable mobile resources. This woulghgort the stability of a formed cloud in a
dynamic resource environment. Results have shoatnRHALSALAM significantly outperforms
the random-based reliability algorithm in termstloé average execution time of an application
and the MTTR. Also, we can adapt the performana®raing to number of hosts per cloud,

communication range, density of mobile nodes aadtinve node rate.
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Chapter 5

5 PLANET CLOUD CLOUD MANAGEMENT

In this chapter, we present the trustworthy dynawiriialization and task management layer
which performs all tasks related to the cloud manant in PlanetCloud. Also, we present the

concept of the virtualization and task managenegydrland its architectures.
5.1 Trustworthy Dynamic Virtualization and Task Management Layer

Mobile computation devices are becoming ubiquitdas support various applications.
Unfortunately, these resources are highly isolatetl non-collaborative. Even for those resources
working in a networked fashion, they suffer froomiied self and situation awareness and
collaboration. Additionally, given the high mobileature of these devices, there is a large
possibility of failure. Explicit failure resolutioand fault tolerance techniques were not efficient
enough to guarantee safe and stable operationdak rof the targeted applications limiting the
usability of such mobile resources.

The current resource management and virtualizaochnologies fall short for building a
virtualization layer that can autonomously adapht®real-time dynamic variation, mobility, and
fractionalization of such infrastructure [11][12h general, hiding the underlying hardware
resources heterogeneity, the geographical diveesitgern, and node failures and mobility from
the application, in a MAC, provides a strong mdima for dynamic virtualization and task
management capabilities for MACs to construct diees MAC.

In this chapter, we present the trustworthy dynavituialization and task management layer,
as an adaptation of CyberX [104][105] to constauthin virtualization layer. PlanetCloud utilizes
such layer to perform all tasks related to the @lomanagement. The virtualization and task
management layer uses micro virtual machines, Callsencapsulate executable application-
partitions. At runtime, the virtualization and taslanagement layer rebuilds the application from
such Cells enabling application to execute in tasalation from the host resources. Such
isolation enables seamless load migration, and-efésttive replication and fault-tolerance

enhancing the C3 resilience against potentialriesiu
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In addition, the loosely coupled, collaborative unat of PlanetCloud foundation and the
resource prediction mechanism facilitate Cell mmetirelocation from high risk resources to more
stable ones with minimal-to-no interruption to thaning application.

The virtualization and task management layer prewithe rapid elasticity characteristic, by
interacting with the GRPS and CARMS, and isolates hardware concern from the task
management. Such isolation empowered PlanetCloud stpport autonomous task
deployment/execution, dynamic adaptive resourcecation, seamless task migration and
automated failure recovery for services running ioontinuously changing unstable operational
environment. As previously described, the virizediion and task management layer is composed
of a set of central powerful fixed nodes. Theseesodollaborate autonomously to manage the
whole network of micro VMs. This platform is resgdrie for the composition and deployment
of micro VMs, management, the host side API(s)]-tie@e monitoring and evaluation of the
executing micro VMs, and recovery management. Burth provides the necessary management
tools for system administrators to manage, analgnd, evaluate the working micro VMs. The
virtualization and task management layer will astaen autonomously managed resource and
application virtualization platform of PlanetCloutMicro VMs are deployed to encapsulate
executable application- partitions defined as ocat@ants. This separates logic, state and physical
resource management. Applications can be defineth@or more encapsulated variants. Such
construction facilitates hiding the heterogeneitythee underlying hardware resources from the
application concern enabling seamless deploymesttjlalition, and migration of application on

the cloud mobile nodes

5.1.1 Cell Oriented Architecture (COA)

Both a mission-oriented application design andndine code distribution are exploited by the
COA to enable adaptability, dynamic re-tasking, esyprogrammability.

The main building block in the COA is a Cell, whigh considered as an abstraction of a
mission-oriented autonomous active resource.

The CCDNA generates generic Cells that participatearying tasks through a process called
specialization.

A Cell is an intelligent single-application capsulghich independently and autonomously
acquires, on the fly, an application specific fumality represented by an executable code

variant through the specialization process.
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A cell is simplest single application virtualizatienvironment, sandbox, which isolates the
executable Logic from the underlying physical reses.

A complex multi-tasking application represents agéa structure, organism, which
dynamically consists of single or multiple Cellsprking together to accomplice a certain
mission.

Different components of the COA are illustratedrigure 5.1.

A Cell comprises various tools to support its mdrc features. These features includes
resilience to failure, dynamic performance optirtiaa Cell self and situation awareness, and
online programmability and adaptability.

We envision applications built over our COA as augr of cooperating roles representing a set
of objectives. An organism serves as a role play#ich performs specific mission tasks. An

organism has a specific functional role at runtime.

Monitoring&Evaluation

Organization

Encapsulate

Organism Resource

_ - Bus ‘

Implement

. Variant )

Decision Making

Figure 5.1 Components of COA [105].

5.1.1.1 Cell ofthe virtualization and task management layer

The virtualization and task management layer uss @ encapsulate user tasks defined as a
set of binary code variants. These variants reptéke user application that should run on top of
the participant resources. Figure 5.2 depicts astradt view of Cell at runtime. A Cell is

represented as a micro virtual machine that iseldte application code logic from the underlying
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hardware resources. Such isolation resolves theures heterogeneity concern facilitating the

realization of the proposed solution.

Active Sensing

Application |

Figure 5.2 COA Cell at runtime [105].

A flexible way to share the physical resources agnowltiple applications could be achieved
by hosting one or more cells by a single workstatio
Figure 5.3 shows the main components of the COA. Qelbrief overview of these

components is discussed as follows.
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Figure 5.3 Components of COA Cell [104].
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Instantiation of Cell begins when the bootstrap agen initializes the Cell components and
ports with the convenient parameters based ondbtstrap context.

The I/O manager, as a communications unit, perfdooal and remote I/O communication
setup, I/0 logging, and IP/Port Virtual naming feson.

When the execution unit receives an executable @C&#ly code variant, the specialization
process begins. The executable COA-ready code ntarepresents the application specific
functionality that the Cell should acquire.

A COA-ready variant is a program that enables chpikting and frequent reporting through
a predetermined channel using predetermined syntax.

The Data is isolated from the Logic by committingsgnsitive data to a remote data storage
using a dedicated data channel provided by thastrincture before each checkpoint.

An infrastructure provides a starting point to thegram, which asked for, to start the
execution. This point is considered as a zero eafsr for fresh Cells. Finally, the programmer
has to implement at least two similar-function eliéint-objective variants to enable the
virtualization and task management layer qualityfatte manipulation.

The execution unit launches the selected variatit thie appropriate parameters to start the
execution. Also, the execution unit might causetémmination and replacement of the executing
variants based on incoming shuffling commands.

The diversity-management unit handles all the sstegarding diversity employment-
methodology, shuffling policy, shuffling frequenmgmmanding, and variant selection.

The State Transaction Manager (STM) monitors thieartiexecution progress. In addition, it
is the only unit that has a direct access, throagihedicated communication channel, to the
executing application. Checkpoint change, inconmapglication requests and status reports are
sent from STM to the appropriate units “ex, holdamyffling frequency change, objective change
requests, etc”.

The recovery manager is the unit which is useatdjast the recovery settings, recovery mode
change. Also, this unit is used to restore and laymize checkpoints at the time of failure-
recovery with the cooperation of the execution .uhfie recovery manager sends Cell beacon
messages to the tracking servers. Such messadedeirtbe last checkpoint reported by STM,
reports regarding Cell state reported by the sdnat awareness unit and administrative
messages needs to be delivered to the Global MaradgeServers (GMS). The details about
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multimodal failure recovery processes of our vilizadion and task management layer are
illustrated in a later section.

All the needed situational and context awarenefsnmation is provided by the situational
awareness unit to the other Cell units to suppeit decisions.

The situational awareness unit is responsible fonitaring the internal and the external Cell
surroundings and generating guideline reportsif&eall units.

Another main function of situational awareness usito inform the GMS with awareness
reports through attached messages to the Celldrédpeacon messages. These stored beacons are
used by GMS to generate more meaningful statustsepohich include information, directions,
and commands that the virtualization and task mamagt layer wants to deliver to a certain area
in the network. For example, when a Cell reportedadicious event that could harm the other
neighbor Cells, GMS might inform other Cells to ©ba the current variant to more secure
variant.

The tasks of decision-making are totally distrildute the Cell such that each unit takes its
own decisions regarding its specific task autonastoulhe real time cooperation among all
these units handles the global operation of thé Cel

The virtualization and task management layer cosegria set of distributed powerful nodes,
i.e. servers, which cooperate autonomously to nmarntég whole network of Cells. The
responsibilities of this platform includes the argan creation “composition and deployment of
Cells”, management, the host side API(s) “CCDNAgalrtime monitoring and evaluation of the
executing Cells, and recovery management. Furtties, platform provides the necessary
management tools for system administrators to negreplyze, and evaluate the working Cells

/organisms.

5.1.2 Inter-Cell Communications
This section describes the inter-Cell communicatiamd how the virtualization and task
management layer manage its secrecy, authenteityanonymity. A suitable key management
scheme is presented for various connection typ#sisystem. Further, the detection mechanism
of malicious behavior and problematic Cells areused. Additionally, a secure authentication
mechanism is presented for securing the inter<€@@imunications against identity theft attacks.
The virtualization and task management layer depploy asymmetric key encryption scheme

to encrypt the sensitive information stored locatly externally, or being exchanged over
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communication lines. Therefore, the virtualizateomd task management layer could maintain the
secrecy of the sensitive information. At the deplent time, a pair of keys, i.e. a public key and a
private key, is assigned to each cell by the GM& public key is used to encrypt the incoming
messages to the Cell. Where, the private key id tsa@lecrypt these incoming messages. The
Cell may encrypt the sensitive data within the @skIf using the private key, if the situation
necessitates that. For example, sensitive datedsio the local hard drive, might be encrypted if
the drive is being shared by different Cells hostedhe same host. Figure 5.4, depicts the
architecture of local security mechanism in théualization and task management layer.

Data authenticity is maintained in the virtualipatiand task management layer using a set of
encryption/decryption keys.

At the deployment time, GMS attaches various patarsdo the Cell deployment package.
These parameters include the Cell inputs, configurgparameters, the Cell public and private
keys, and a pool of public keys for other entitiest the Cell might communicate with. There is a
pool of public keys which includes keys for thetwalization and task management layer servers
and routers that the Cell might need to be indicectact with. Also, public keys for replicas of a
Cell, if founded at the deployment time, are ineldd

According to the change in the current recoverylmmaism at runtime, Cells can acquire new
replicas. This process is initiated by a requesinfthis Cell or the Recovery and Checkpoint
Tracking Server (RCTS) to GMS to deploy new re@dicghe reply from the GMS includes the
public key and the unique Cell name of the newicagb the requester in a form of an encrypted
message using the requester public key.

The authenticity of all incoming messages is guaexh by enclosing and encrypting the
source id with the message. The Auditing and RépataManagement Server (ARMS)
continuously monitors the inter-Cell behavior wilie cooperation of RCTS that keeps track of
all Cells activities. Both malicious and problemailells will be terminated and their IDs will be

blacklisted and announced to all routing Cells.
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Figure 5.4 Security framework of the virtualization and task management layer [104].

The inter-Cell communications can be classified itwo main types within applications.
These types are administrative related communitstiand application related communications.
Application related communications include messdggag exchanged to serve the application
needs and identified by the application design&he administrative related communications
include recovery beacon messages between Cellephchs or RCTS, alerts and events between
Cells and ARMS, and messages between Cells andgautdes.

An abstract view for the Inter-Cell message fornsashown in Figure 5.5. The message
comprises two main parts, the destination id, gutexy data block.

Destination unique ID Encrypted data block
g
Sub -
destinati Sourc Time Message to be Hash Code
on e lD Stamp Sent

Figure 5.5 The Inter-Cell message format [104].
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The encrypted data block is divided into five pagiach is encrypted with a different key, sub
destination id, the source id, timestamp, message sent, and message integrity assurance data,
e.g. hash code.

To achieve inter-Cell communications anonymity,|€ake not allowed to directly exchange
messages. Cells communicate with intermediatenguiodes to conceal the physical location of
the communicating nodes, e.g. replicas, and Celsirig partitions of the same application, and
to control administrative related communicationgntelligent routing cells are used by the
virtualization and task management layer to anomgnthe source and destination of any
outgoing message. Consequently, attackers withsaciethe network might be blocked from
monitoring outgoing messages searching for a cettansmission pattern, e.g. Beacon messages
between Cells and replicas. These patterns, itiftesh can expose the physical location, and the
functionality of the destination Cells.

A communication scenario among different nodeshedystem, cells, replicas, and servers is
illustrated in Figure 5.6. Each node encrypts agadssall outgoing messages using the destination

public key.

Encrypted and sighed using

Cell 1 server public key RCTS
. — ‘ ARMS
Encrypied and sighed using BRG] G
\ N Cell1 public key s 4
\ B ) Administrative Control
\ S Secured arid sighed Recovery Tracking
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Figure 5.6 Secure Messaging System [104].
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Direct communicate is only allowed among Cells aadting nodes or servers. The Cell
outgoing messages are received by routing nodeshwtirward them to their designated
destinations in order to hide their physical lomatiThe source Cell use two different keys, i.e.
router public key and final destination key, to denmessage. A router public key is used to
encrypt the source ID, and the sub destinationdB pf the message. The sub destination ID is
the final destination, targeted cell, that the ragssis indented to be transmitted to. The final
destination key is used to encrypt the messagéheniditegrity check fields. Figure 5.7 depicts an
example of an incoming message to the router froenad the Cells.

Sub
destinati
on -

Sourc Time Message to be

e lD Stamp SEit Hash Code

Encrypted with the router public key |

| Encrypted with the Target Cell public key

Figure 5.7 Incoming router message [104].

The destination ID represents the ID of a routeselto the Cell. An outgoing message from
the router to one of the Cells is shown in Figug Bt the deployment time, the Cell is preloaded
with a list of close by routers and updated whesded.

Sourc Time Message to be

e ID Stamp Sent Hash Code

‘ Encrypted with the Térget Cell public key ‘

Figure 5.8 Router outgoing message [104].

Incoming messages are encrypted at each routing nsidg the router private key to extract
the source and sub destination information. Thesages will be discarded in case of the source
was blacklisted. Otherwise, the source ID will beencrypted using the destination public key,
and attached to the remaining part of the messdgeainew message. This new message will be
forwarded to the targeted cell.

Utilizing pre-deployed keys is more preferable thasking for public keys prior

communication to block any attempts of a Man inktiddle attack.
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Using of asymmetric key encryption is better thegmisietric key encryption, regardless of the
added computational cost. This is because it id ttause one key for all communicating parties,
due to the high cost of key management, and replactgiven the large scale of the network of
Cells. Further, asymmetric key encryption is useduthenticate the Cell identity and to protect
the network against identity theft attacks. Therseud field is encrypted by the Cell using its
private key, later it can easily be authenticatgd récipients using its unique public key.
Moreover, using asymmetric key encryption makescthgt of compromising a Cell is much less
as the other Cells will not be affected by revenlime compromised Cell keys. Such keys will be
revoked upon detection of exposure. However, all@ells using the compromised keys , in case
of using symmetric key encryption, will be vulneto wide set of communication related
attacks until the keys gets replaced after detectfeexposure.

The presented security mechanism doesn’t guarahieprotection of Cells from being
compromised. However, full time monitoring of Cellsehavior is implemented by the
virtualization and task management layer to detach events. Once a malicious behavior of a
Cell is detected, the virtualization and task mamagnt layer autonomously blocks and replaces
such Cell with a new one.

5.1.3 Multi-mode Failure Recovery

In order to enable autonomous adaptation and pe&ioce optimization, the virtualization and
task management layer deploys diversity techniqudsch might involve multiple execution
interruptions. Doing so might lead to multiple codent failures. The virtualization and task
management layer provides an autonomous, dynamit siuational-aware multi-mode failure
recovery mechanism to resolve possible failuresGQA based applications. This recovery
mechanism enables failure resilience enhancemérdnyp against coincidental failures, but also
against malicious induced failures by adversaries.

Both dynamic and autonomous changes of Cell regepalicy is provided by the
virtualization and task management layer to swiietlween different fault-tolerance granularity
levels. Such levels might target reliability, swalility, and resource usage optimization. The
virtualization and task management layer providéseagrained recovery, namely Hot-recovery,
using replication. Where, a Cell can have one oremeplicas on the same physical host. Only
logical failure can be addressed by this type oéllaeplication. On the other hand, to achieve a

finer-grained recovery against both logical andgatgl node failure, the Cell might have one or
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more replicas on different physical hosts. The fin@ined recovery has two types of mode, the
resource saver, and the fast-recovery modes.

The resource-saver mode includes only replicakeSTM, 1/0O unit and local data store units
of the Cell. While, the remaining Cell's componestay in hibernation waiting for resurrection
when the replica takes over. Replicas have one imgrkariant and no shuffling or recovery
policy change until resurrection. This mode miniesizhe resource usage consumed by these
replicas and saves the resources but on the acobumtreasing failure downtime by the time
needed to resurrect the Cell.

In the fast-recovery mode, the task-transition dowa may be totally eliminated by using a
fully-alive replica Cells, which mimic all the aotis of the source Cell except outgoing
communications and data change. In this case,Xbeugon-transition is a simple network re-
routing which is done by a Distributed Naming SerigNS) record update. The disadvantage of
this mode is the increasing of the resource usaggrevresource duplication is needed to keep
both Cells and their replicas alive.

On the other hand, the virtualization and task rganeent layer can follow a more coarse-
grained recovery, namely cold-recovery, in a resewoonstrained environment. This cold-
recovery might save some of the resources usecfdicas while compromising some of the
execution states, and increasing the failure doaati

COA Cells periodically send beacon messages tdRDES. Such messages include the last
executed checkpoint, some sensitive data, anduttiently executing variant. The RCTS detects
the delay in beacon message arrival, in caselaféaiand investigates the possibility of failuife.
case of failure detection, the last recovery pracedavill be executed as follows:

In case of applying a fine-grained recovery mode RCTS informs GMS to send a
resurrection signal to the replica and notify thaeters. Moreover, GMS deploys new replicas to
replicate the resurrected one. After successftbrason, DNS entry will be adjusted.

In case of applying a coarse-grained recovery madegplacement of the failed Cell is
deployed by the GMS while attaching the last cheokpreceived by the RCTS to the
deployment package. After successful restoratiorgdjustment to DNS entry will be performed,
and the Cell starts execution in recovered-Cell engdlso, a negotiation is performed with all

Cells in communication to resynchronize any logtaeion steps.
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The default setting of recovery mechanism is tharse-grained recovery mode. Beacon
messages from all working Cells regularly updabesremote safe store. The setting of message
update frequency is defined independently and dyadiyn by each Cell. Where, the current
recovery policy affects on such update frequendye Tipdate frequency might decrease in fine-
grained recovery mode; while it could increase Wothier granularity recovery.

The Cell recovery policy is dynamically changedthg virtualization and task management
layer at runtime. The change depends on the afpiplicaequirements and host conditions. A
coarse-grained recovery policy can be used in estaituations with non-mission critical
applications, while a fine-grained recovery is pre¢d in more hazardous situations. The
information about both application profile and emt working environment helps in taking the
decision of applying an appropriate recovery poli€pnsequently, the cell changes the current

recovery policy, as the surroundings change, totlsese changes.

5.1.4 Virtualization Layer Managed Application

Different techniques, based on the desired resadrttelization depth, might be used to build
the COA Cell. A thin hardware virtualization layisrused to address the host resources by a slow
and complex version of the Cell. This indirect adding increases the execution complexity and
the computational cost of the Cell. The main adwgatof this technique is enabling uniform
variant, application, design, where all variants built to target a uniform virtualized platform
regardless of the heterogeneity of the host cordigpn. Consequently, this reduces the cost of
software production, management, and maintaingpbitind the effort involved in system
upgrades and/or changes. However, the main distalye@s of such technique are the added
workload, and higher risk of failure when compat@the simple version approach.

Variants which are built to match specific deployinelatform provides a simple and fast
version technique. Such technique gives the exegwariants a controlled direct access to the
actual host hardware with no need to hardwarealidation. The advantage of the direct access
is the enhancement of the system response timeiedindtion of the Cell resource consumption
when compared to the complex version techniquds @etantiate, monitor, and control all the
runtime aspects of the variant. Dedicated unitsicBls are only used to allow all
communications and data access within the Celll-r€klcation is enabled by providing the

variant pool with variants matching the destinaptatform configuration.
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Data integrity requirements should be considerdgtiencheckpoint reporting especially in case
of failure, such that all data has to be committefibre checkpoints.

A new DNS record will be created, at the deployntene, by the GMS for each Cell. This
record includes the application virtual name toused for inter-variant communications, if
needed by the application designer, the Cell unidder inter-Cell communication, and the IP of
the physical-host hosting the Cell.

Once the CCDNA receives the deployment package thenGMS, the deployment starts. The
deployment package includes the Cell globally ueidD(s), the initial checkpoint value, and
variant pool setup (variant binaries, names; nusjbsets; variant-classification). Also, the
deployment package includes the configuration satgscribing the specs of each variant, the
global objective of the application, and any specspecs added by the developer to be
considered at time of execution, e.g. number ofiegon partitions; partition-names, etc. In
addition, the deployment package involves theahghuffling and recovery policy, the needed
security level, the list of security parameters andryption keys.

The Cell is instantiate by the CCDNA by construgtithe components described before
passing the provided unique id as a bootstrap peEamThen a separate configuration file for
each Cell unit is generated by the CCDNA whichrimtets the deployment configuration file. At
the time of execution, these configuration filee aised to describe the modifications to the
default task assignment, or special consideratmbg taken care off.

Once the execution unit asks the STM for the stgrtheckpoint, the execution starts. The
STM gets this information as a part of the deployh@nfiguration file. At each shuffling event,
the STM repeatedly provides this information to éxecution unit. The execution unit launches
the first variant while passing the appropriatetbsapping parameters.

The STM locally holds the last executed checkpwoaitie. While, the RCTS remotely holds
the last executed checkpoint value that is receinethe Cell beacon messages.

Variants update the STM frequently, at runtime hvitte checkpoint advance and any other
special needs via a dedicated communication channel

To present the quality attribute manipulation, fblbowing example is used to illustrate a
situation that necessitates manipulating the ctrtargeted quality attribute. The example
involves an attacker that induces a change inysies surroundings, like a DOS attack that aims

to overload the network. In such situation, théwalization and task management layer responds
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to such change in the normal workload by shufflihg currently executing variant to a more

resource efficient variant. Then, the virtualizatemd task management layer will ask Cells close
to the induced event to change their variant tgetaa different quality attribute, e.g. performance
that suits the induced change in the environment.

The Cell diversity manager sends the shuffling aiga both the STM and the execution unit,
at the time of shuffling. Then, these units sthet process after the next reported checkpoint and
based on the provided shuffling policy.

There are two main realization modes for the simgffoperation: the greedy and the light
modes. The system designer can select a shufflpggration mode based on the available
deployment-platform host resources, and the clitycaf the application. The greedy-mode with
seamless handover offers virtually no-downtime dhwylicates the resource usage at the time of
shuffling. On the other hand, the lightweight-maaféers no-resource increase at the time of
shuffling on the account of increasing the traositiime by the time needed for variant loading
and synchronization. The modes for the shufflingrapon are detailed as follows.

1) The greedy-mode (local replication): Once the etieouunit receives the shuffling
signal, it starts to load the new variant in freedeal, mode. This new variant will
connect to the STM that will locally synchronizeetkexecution checkpoint with it.
Then, the communications unit will duplicate aletimputs to the old and the new
variant. The execution unit sends pause signdigotd variant, once the ACK Signal
from the STM s received and the communicationst utonfirms that the
synchronization is completed. The execution ugiids a resume signal to the new one
followed by a termination signal to the old variant

2) The lightweight-mode: Once the execution unit reegithe shuffling signal, it starts to
synchronize with the STM for the checkpoint updateen, the execution unit pauses
the old variant, and informs the STM and commuiecaunit about the execution
hold. All incoming messages are buffered by the mamcation unit for the duration
of the handover. The execution unit terminatesvémant, and starts loading the new
variant with the last known checkpoint, and inforthe communication unit and the
STM about the successful loading to resume exatukimally, the buffered messages

will be sent by the communications unit to the naniant.
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5.1.5 Cell Migration

The COA inherent separation of design concernxoged by the virtualization and task
management layer to migrate active Cells amongshiasorder to balance the workload of the
whole network. In this section, the technical pescef migrating a life Cell among different hosts
is briefly described. There are two modes of migraprocesses which depending on the level of
resources available at the destination Cell, aedtithe frame available before terminating the
source Cell. These modes include cold and hot mgranodes. The hot migration mode, as a
default mode in the virtualization and task managm@ntayer, provides minimal transition time,
and zero execution steps losses.

The arrival of a migration request is the initiabdthe migration process. Different entities can
issue this request. Such entities include the @el,ARMS, and the CCDNA on the host. Cell
migration can be requested by the CCDNA if the @&lé requesting too much resources than the
available resources while exceeding a certain liotds This gives an indication that the Cell is a
threat to the other Cells, and either this Celher other Cells hosted on the same host might face
serious failures if the Cell is not migrated fromsthost. Cell migration is issued by the ARMS if
the Cell was marked dangerous due to the analydiseofeedback collected from the sensors
hosted on the CCDNA hosting the Cell. Migrationnfréhe current host to another one can be
issued by the Cell itself if the host was not cdgatf provisioning the needed resources to
support the hosted application within the Cell.

All migration requests are sent to the GMS to psscand execute, regardless of the source or
the reason behind the migration request. GMS selatiappropriate host for the Cell to migrate
to based on the reason of migration. The reasomdbehigration is defined in a report within an

authentic migration request that comes to the GMS.

5.1.5.1 Cold Migration Mode

Once the migration command is issued, the Celllmaterminated. Then, the GMS replaces
the terminated Cell with a new fresh Cell in anothest. The initialization of the new Cell
includes a Cold migration mode status and thekiastvn Check point for the source Cell will be
provided upon initialization. The GMS can obtairstimformation from the RCTS. The new Cell
starts with the same variant that was executeti®@sdurce Cell. The variant ID is provided to the

new Cell at bootstrapping. Upon startup, if thening variant was in communication with any
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other Cells, these Cells will be notified that Bell was migrated, and the execution progress
synchronization protocol will start.

The DNS provides the necessary communication rettbreby changing the record of the Cell
to point to the new host. This ends the migratimtess.

5.1.5.2 Hot Migration Mode

In this mode, the GMS starts the migration prodgsseplicating the source Cell. And, the
source Cell recovery mode is explicitly changetidbrecovery mode, where the Cell is forced to
synchronize all its action with a replica Cell. Appropriate host is selected by the GMS for the
replica. Then, the GMS starts the replica and m&the source Cell of the replica virtual id.

The source Cell is terminated, once the synchrtinizas succeeded, and the virtual id of the
source Cell will point to the replica. All routingodes are also informed by that change. The
replica will be resurrected to live mode, and thiginal recovery mode that the source cell was
using before migration will be restored.

The main advantage of this mode is that the estighafinsition downtime for this migration
process might be considered negligible. This isabse of its ability to keep the source Cell
running until the new Cell takes over. Therefohes time needed to update the DNS record for
the Cell virtual id with the real physical hostafithe replica, which is a very small time, and it
can be negligible leaving us with a zero transitiomvntime. Figure 5.9 depicts the two different
Cell Migration modes.

~_

Make Checkpoint

Create replica Terminate Source Cell

Synchronize checkpoints Deploy new Cell with last

Terminate source Cell Checkpoint

Adjust DNS and redirect Start communication log
communication processing

Adjust DNS and redirect
communication

Figure 5.9 COA Cell migration process [105].
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5.2 Evaluation

Using analysis and simulation evaluations of ouwalization and task management layer, we
study the effect associated with execution of a@agibns in different mobile computing
environments. Such environments considered a potalenmodel, MAC, consisting of mobile
nodes and a hybrid model, HMAC, consisting of gaganobile devices and semi-stationary on-
board computing resources of vehicles in differesites hospital scenarios. Then, a
comprehensive evaluation is performed for Planet@lefficiency using different scenarios to
study its performance, while changing differentgmaeters related to connectivity, density of
nodes, load of submitted tasks, reliability, scéitgband management overhead.

5.2.1 Performance Metrics
In this chapter, several metrics are used to etalh@ performance of our PlanetCloud and its
subsystems, while comparing the efficiency of apjydifferent resource allocation algorithms.
These metrics are summarized as follows.
1) The average application execution time, which ésttime elapsed from the application
submission to the application completion.
2) The mean number of VM migrations, which is the nembf VM migrations during

the simulation time.

5.2.2 Evaluation of Applying the Virtualization and Task Management Layer in a MAC

In this evaluation, the virtualization and task mgement layer is considered, which manages
all issues related to the deployment and manageafarits including VM migrations. Where, a
VM can be migrated out from the mobile node asrnib@e becomes unreliable to execute a task.
Migrations happen when communications are estaddistmong participating nodes.

For evaluation purposes, we present a scenarig/mdindic resources in a medium hospital
model (50 beds). The model involves different typemobile devices such as Smartphones and
Laptop Computers. Such rather huge pool of idleputing resources can serve as the basis of a
MAC as a networked computing center. We start @afuation by predicting the average number
of participants in this scenario which reflects #mmount of computing resources that might
participate in a MAC. Then, we perform evaluationsing the obtained average number of

participants, to study the effect associated withgerformance of the formed MAC.
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5.2.2.1 Expected Number of Participants in a Resource Pool
We predict the average number of participants MAC formed at the hospital as follows.
Patients arrive at a time dependent kalg (t), independent of the number of participantsaalye
participating in the resource pool at the hospildle departure rate of participants ig(ty
Further, we assume that for &bt Ar(t) and (t) are bounded by the constants, My ,M,, m,
where (0< ny; 0< mp) such that
e M<Ar(t) < My, mp<pr(t) < M 1)

Consider the event {N(t) = k} occurs if the resaimmool at the hospital contains k patients at
time t, where (& k< N). The probability that the event {N(t) = k} oawvis R(t).
P(t) = Pr[{N(t) =k }] )
We consider the general case whei) and |4(t) are integrable functions as in [78]. So that if
the expected numbeE[N+(t)], of patients in the hospital at time t convesg the limiting
behavior ofE[N1(t)] as t—oo can be written as
LimeoE[NT(0)] = Lime., (r(t)/pr(t) (3)
Where,
EDN2(®)] =p(® [no + J; Ar (w) €6 479 du) (@)
Where i is the number of patients in the hospital at tHe success probability, p(t), is given
by
p(t) =~ b #r0a — [Fur(wdu 5)
Patients arrivaldr(t), and departure,qiit), rates into/from the hospital are periodicdtions
of time, and can be obtained as following:
Ar(t) =a+bsind (t) (6)
pr(t) =c+dsind (t) (7)
Where a, b, ¢, and d are constants.
In addition, we consider the resources of the tiakpiemployees, e.g. the employees’ mobile
devices. We set the expected number of employgls(t)], to be
E[Ne®)] = Emin (8)
Where, Ey, is the minimum number of employees that shoultbbated in the hospital in
their regularly scheduled shifts. If we considettbach patient or employee holds a mobile node.

Therefore, the total expected number of participdiiN, (t)], at the hospital can be obtained by
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E[Np (] =E[NT(t)]+E[Ne®)] 9)(

Using the previously obtained expected number digygants, we can get the total expected
number of available cells hosted by participardsa &unction in the number of Laptop Computers
and Smartphones, in a total resource pool.

Using the previous equations, we set the simuldiroa to 60 hours. We assumed that att = O,
nO = 60 patients in the hospital. We set the nunabdull-time staff employed, &» equals 75
employees. We séXt) to bent/12 for a time unit equals one hour. For our sgenave use a
guasi-periodic time-dependent arrival and departates.

Ar(t) =50+25[1+2exp(-0.2t)] sinxt/12) (12)
pr(t) =2+ [1+ exp(-0.2t)] sin#ft/12) (12)

We computed the expected number of participantSnag t. Figure 5.10 showE[N, (t)]
plotted against time. The expected number of ppaits dropped as illustrated in Figure 5.10.
E[N, (t)] settles down to a constant value near thé limm..E[Nt (t)], i.e., E[N, ()] stabilizes
at 100 after t > 22 hours of simulation. The patt&rthe unstable fluctuation, before stabilization
depends on the probability of the departure ofalijt participating nodes and the exponential

component of arrival and departure rates.
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Figure 5.10 The expected number of participants’ mbile nodes versus time.

5.2.2.2 Performance Evaluation
In this part, we start our evaluation by studyimg teffect associated with execution of
applications using different scheduling algorithme,, P-ALSALAM [51], which determines the

164



best participants based on the availability ofetsources to participate in a cloud and the random-
based algorithm, which does not use this infornrmatwhere random mobile nodes with random
availability are selected to execute the subméigulication.

We have extended the CloudSim simulator [26][27]sitmulate the MAC environment in
hospital. Where, a MAC consists of N heterogenaunabile nodes characterized by the number
of processing cores. CPU performance is defined illioNs Instructions Per Second (MIPS),
amount of RAM, storage and network bandwidth.

In the evaluations of our virtualization and tasknmagement layer, each task has a pre-
assigned instruction length and runs in a Cell.elN @ simulated as a single VM deployed on a
mobile node. Also, a Cell must match the smalleshmutational power available in any
participants, which is simulated as a single VMIdgpd on a participant. A VM can be migrated
out from the mobile node as the node becomes abtelto execute a task. Such that, we consider
that mobile nodes cannot always function well la# time and may fail. We set the number of
inactive nodes to be sampled following a Poissarcé&ss during a time t. We suppose that the
distribution of detection time of failure is unifarfrom 0 to 1 second. Detection time represents
the length of a period from the time when a patiat starts crashing to the time to be suspected.
In addition, we only consider the cold-recovery maa case of node failure.

a) Parameters

For all evaluations of our virtualization and tasknagement layer, we set parameters in the

simulation according to the maximum and minimunuealshown in Table 5.1.

Table 5.1 Parameters for Evaluation of the Virtuaization and Task Management Layer.

Parameters Values Parameters Values
) 70-100 Communication
Density of nodes 0.2 (km)
(Nodes/Km?2) range
Number of
Task length 500000 (MI)| CPUs/Cores per 1,2
host
] 1/45 -1/10
Number of Inactive Node rate
o 20 ) (Node/Sec)
tasks/Application (Poisson Process)
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b) Simulation Setup

The MAC in a hospital is composed of previously amed 100 mobile nodes with
heterogeneous characteristics: 512 or 1024 MB RAKAB Storage, and 54 MB bandwidth. Each
mobile node may have one or two cores with proongssapabilities of 2000 or 7500 (MIPS),
respectively. In our evaluations, we create VMshehas one processing core with processing
capability 1256 MIPS and 512 MB RAM. Also, we cafesi one application is submitted to be
executed.

c) Static Nodes Scenario

In this experiment, we consider that every mobit@en has a fixed location. Also, the
communication among mobile nodes is always possitilen the hospital.

We perform the evaluation at density of nodes exju#l0 nodes/km2. We perform the
evaluation with various values of the arrival rafeinactive nodes, ranging from 1/40 to 1/10
(nodes/sec). As expected, this evaluation provaigsificant differences between the results of
the two cases, with/without using the P-ALSALAM.d fesults of Figure 4.11 show that a better
performance, in terms of the average execution timan application, is obtained at a smaller
arrival rate of inactive nodes, e.g. 1/40 (node3/flean in the case of results at a larger arrival
rate of inactive nodes, e.g. 1/10 (nodes/sec).s ®hibecause at larger arrival rate of inactive
nodes, the probability a node could fail increas&isnilarly, Figure 5.12 shows the average
number of migrations of a VM increases when th&valrrate of inactive nodes is increased. This
is because at larger arrival rate of inactive nddesprobability a node could fail increases. This

forces a VM to migrate to another reliable node.

166



1630 T T T T T
—Static Scenario - Random Node Selection Algorithm
[ 1625 - —Static Scenario - P-ALSALAM Algorithm
0 p—
g I — /
= "a’_; 1620 ]
cwn I
s / —
E 2 1615
[T
@
o
g o 1610 /
o <
| &3
2
Ey 1605
1600
1/40 1/35 1/30 1/25 1/20 1/15 1/10

Inactive Node Rate (Nodes/sec)
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Figure 5.12 Average number of VM migrations when pplying different reliability based algorithms at static

scenario.

d) Dynamic Nodes Scenario

In this experiment, we consider that the mobiligttern of mobile nodes follows a RWP
model. Also, each node has a transmission rangale@L km, and its average speed equals
1.389 (m/sec).
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As expected, this evaluation provides significaffitecences between the results of the two
cases, reliable/random node selection as depictédyure 5.13. The results of Figure 5.14 show
that a better performance, in terms of the averagaber of VM migrations, is obtained at a
smaller arrival rate of inactive nodes than in ¢hse of results at a larger arrival rate of in&ctiv
nodes where the probability a node could fail inses. This triggers a VM to migrate to another
reliable node.

e) Dynamicity Overhead

Figure 5.15 shows that the mobility of a node @adconnectivity affects the performance of
the application such that a delay overhead is atlni¢de average execution time of application
which makes it worse than the performance of thécsscenario. The reason is that the short
transmission range of a mobile node in a dynamenago, i.e., 0.2 km leads to increase in the
communication time until the primary node collectsults from the other nodes. The figure
shows that the overhead that is added to the averagcution time of application increases with

the increase in the arrival rate of inactive nagethe migrations increase.
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Figure 5.13 Average execution time of applicationshen applying different reliability based algorithms at

dynamic scenario.
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5.2.3 Evaluation of Applying the Virtualization and Task Management Layer in a Hybrid
MAC (HMAC)
In this evaluation, we present a scenario of dyoamsources in a small size hospital model

(25beds). The model involves different types of neotlevices such as Smartphones and Laptop
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Computers and semi-stationary devices such as ardlbmmputing resources of vehicles in a
long-term parking lot at a hospital. Such rathegehpool of idle computing resources can serve as
the basis of a HMAC as a networked computing cemérere, the previous evaluations did not
consider such a real hybrid model and only considier MAC of mobile nodes. We start this
evaluation by predicting the average number ofigpents in this scenario, which reflects the
amount of computing resources that might coopécaparticipate in a HMAC. Then, we perform
evaluations, using the obtained average numbearitgpants, to study the effect associated with

the performance of the formed HMAC.

5.2.3.1 Expected Number of Participants in a Resource Pool

In this part, we predict the average number ofiggpeints of a HMAC formed at the hospital.

We can use the previous equations, from the prevéaation, to get the expected number of
cars,E[N(t)], in the parking lot at time t, where a retetship do exist between traffic and the
number of arriving/departing patients. Therefore,@an model the expected number of cars as a
percentage factor, v, using the following carsvalric (t), and departure,dAt), rates

Ac(t) = v¥Ar(t) 8)
Hc(t) =x+ysing (1) €)

Similarly, we can calculatE[N(t)] and we set the number of patients’ cars inttbspital at

t=0 to be equal v*n0. The limiting behavior &N (t)] as t—w can be written as
LimeoE[Nc ()] = Lime. Ac(t)/He(t) (10)

Let E[N(t)] be the expected number of patients’ mobileasadn the hospital at time t, where
each patient holds a mobile node. This allows werii@

E[Nm(®)] =E[N(t)] (11)

In addition, we consider the resources of the lakpiemployees as valuable participants in
the formed cloud. Such resources may include thgatational power of the employees’ mobile
devices as well as on-board computing resourcesnployees’ cars in the employee parking lots
at the hospital. We set the expected number of@epk E[N(t)], to be

E[Ne(t)] = Emin (12)

Similarly, we set the expected number of employas,E[N.{t)], as a percentage factor, f,

of the number of employees. We can write
E[Nedt)] = FE[Ng(t)] (13)
The total expected number of participa\, ()], in the airport can be obtained by
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E[Np (] =E[Nc(t)] +E[Nm(®)] +E[Nedt)] +E[Ng(t)] (14)
Using the previously obtained expected number digyg@ants, we can get the total number of
available cells hosted by participants in a toedource pool. For example, the on-board
computing resources of a vehicle can host an egdamimber of cells equals V cells, while a
Smartphone or Laptop Computer can host expectedeuai cells equals M cells. Therefore, the
total expected number of cells could be calculadsda function in the number of Laptop
Computers or Smartphones and vehicles.
We set the simulation time to 60 hours. We assuthatl at t = 0, g equals 35 patients.
Similarly, we set the number of full-time staff eloyed, E.n, equals 35 employees [142]. We set
8(t) to bent/12 for a time unit equals one hour. We use aieuasodic time-dependent arrival

and departure rates as follows.

Ar(t) = 32+16[1+2exp(-0.2t)] sim(/12) (15)
Ac(t) = 0.3 (32+16[1+2exp(-0.2t)] simy/12)) (16)

Where,
HT(t) = pe(t) = 2+ [1+ exp(-0.2t)] sinat/12) (23)

We computed the expected number of mobile nodématt as shown in Figure 5.16 shows
E[N, (t)]. The expected number of mobile nodes dropgedlustrated in Figure 5.16 and settles
down to a constant value at 5lafter t > 20 hoursiwlfulation. The pattern of the unstable
fluctuation, before stabilization, depends on th@bpbility of the departure of initially
participating nodes and the exponential componénaroval and departure rates. Similarly,
Figure 5.17 shows the expected number of carserp#rking lot of the hospital stabilizes to a
constant number at 19 after 20 hours.

Next, we turned our attention to compute the exggeaumber of participants in the hospital
versus time. Figure 5.18 showEN, (t)] plotted against time. The expected number of
participants dropped as illustrated in Figure SHBL, (t)] stabilizes at 70 participants after t > 20

hours of simulation.
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5.2.3.2 Performance Evaluation

In this part, we study the effect associated witkcetion of applications in a HMAC, consists
of stationary and mobile devices, using differesitezluling algorithms, .i.e., P-ALSALAM [51],
and the random-based algorithm.

In this evaluation model, we simulate HMAC sucht tih@onsists of N heterogeneous nodes,
mobile/ stationary participants. Where, a partioijpmay have many cells running on it.

a) Simulation Setup

We consider a HMAC at a small size hospital, wreeHMAC is composed of the previously
obtained stabilized number of mobile nodes, in f@gh.16, and stabilized number of semi-
stationary cars, in Figure 5.17, with heterogeneoharacteristics described before in the
evaluation of applying the virtualization and tasanagement layer in a MAC of mobile devices.

Results of our evaluations are collected from dfifie simulation runs and the value of sample
mean is signified with t-student distribution fo®a % confidence interval for the sample space of
30 values in each run.

In this evaluation, we consider that every car adsed location. We consider that every
participating car can always function well all tirae with high reliability and does not fail. Also,

the communication among cars is always possibleinvthe hospital. However, we consider that
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the mobility pattern of mobile nodes follows a RWwiBdel. Also, each node has an average speed
equals 1.389 (m/sec). We consider that mobile nadeslifferent in their reliability, in terms of
future availability, which follow the values of tlaerival rate of inactive nodes.

b) Results

The average execution time of an application iestigated at different values of the arrival
rate of inactive nodes, ranging from 1/45 to 1/4&dgs/sec). We consider a small-sized hospital
(25 beds) with total number of participants equdls(19 cars and 51 mobile nodes). Also, we
consider that each node has a transmission rangdse@.2 km. We consider one application is
submitted to be executed, with a number of taskmlsgqo 20, and we set the task length to be
equal to 500000 MI.

Figure 5.19 shows that at a larger value of armaté of inactive nodes, e.g. 1/15 (nodes/sec),
the worst performance is obtained than in the chsesults at a smaller arrival rate of inactive
nodes, e.g. 1/45 (nodes/sec). This is becauseeopribbability a node could fail is high when
compared with a lower arrival rate of inactive rog@lue. Consequently, the average number of
migrations of a VM increases when the arrival mafténactive nodes is increased as shown in
Figure 5.20.

The node failure forces a VM to migrate to anotfediable node. This leads to an extra time
overhead of VM migration which is added to the exien time of an application. These results
showed that our PlanetCloud performs well in teahthe average execution time of application
with a smaller number of VM migrations even in cageen a large number of mobile nodes have
left the HMAC. Also, results showed that Planet@dws a better capability to minimize the
delay overhead added to the average execution ¢&iman application due to mobility of

participants than the case of random selectioradiggpant nodes.
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Figure 5.20 Average number of VM migrations when pplying different reliability based algorithms at a

small-sized hospital (25 beds).

In the next evaluation, we compare results of tiegses: a mobile nodes scenario, a stationary

nodes scenario, and a hybrid nodes scenario. lolalennodes scenario, all participants of a
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HMAC are mobile nodes and each node has a transmisange equals 0.2 km, and its average
speed equals 1.389 (m/sec). In a stationary nogleasio, each participant has a fixed location,
and the communication among mobile nodes is alwagsible within the hospital. In a hybrid
nodes scenario, some participants are mobile retgsthers are stationary nodes. The results of
this evaluation, as depicted in Figure 5.21, showest the average execution time of an
application at the stationary scenario has the pegormance compared with the case of hybrid
and mobile scenarios, at the same arrival rataagftive nodes, where the participants are always
reliable and connected with no overhead of VM ntigres. Also, this figure shows that a worst
performance is obtained at the mobile scenario evtiez reliability of participants are changing
and the connectivity of these participants are stable. However, an adequate performance
could be obtained at the hybrid scenario, whereesoetls are deployed on stationary reliable
nodes and others are deployed on mobile nodeswuaiiable reliability, which minimizes the

effect of migration delay in case of a mobile ned@ilure.
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Figure 5.21 Performance comparison among differertiIMAC scenarios when applying P-ALSALAM

algorithms at a small-sized hospital.

Figure 5.22 depicts a comparison between the sesiiliapplying both P-ALSALAM and
random node selection algorithms in terms of trexage execution time of an application when

we consider different communication ranges , rapgimom 0.1 to 1 (km). We perform this
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evaluation with an arrival rate of inactive nodgsias 1/45 (nodes/sec). Where, we consider that
the effect of reliability of mobile nodes is negket at this arrival rate of inactive nodes. The
results show that the average execution time oaglication has a higher value at a small
communication range, e.g. 0.1 (km).This is becaéluse&eommunication delay is dominant. While,
a better performance is obtained at higher comnatioit ranges, e.g. 1 (km). Results show that
P-ALSALAM significantly outperforms the random nodelection algorithm in terms of the
average execution time of an application at a streismission range, e.g. 0.1 (km). However,
this evaluation provides that there are no sigaificdifferences between results of the two cases,
applying P-ALSALAM/ random node selection algorithrat a larger transmission range, e.g. 1
(km). This is because at a transmission rangeledu&m, we can neglect the effect of the

connectivity, i.e. a node is almost always conrgeetgh others.
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Figure 5.22 Average execution time of an applicain vs. communication range (km) when applying P-

ALSALAM algorithms at a small-sized hospital.

5.2.3.3 Findings

Our findings can be summarized as follows.

* A better performance may be obtained, even at desttoansmission range, if we apply our
P-ALSALAM algorithm. This is because our algoritirequently reschedules the delayed

tasks and this minimizes the effect of communicatelay.
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» The performance is affected by the percentageeohtimber of fixed nodes within the total
density of available nodes. It means the more foedidhble nodes participate in a HMAC,
the less dependency on mobile variable reliabiltydes. This could enhance the

performance of the submitted application.

5.2.4 PlanetCloud Efficiency

In this part, we evaluate our proposed PlanetCldatform using different scenarios to study
its performance while changing different parametetated to connectivity, density of nodes,
load of submitted tasks, reliability, scalabiliand management overhead.

For evaluation purposes, we present a scenarignaindic resources in different-sized hospital
models, small, medium, large and huge with 25,750 and 100 beds, respectively. Similar to the
previous evaluation, the model involves differeyppets of mobile devices, e.g. Smartphones,
Laptop Computers, and on-board computing resowteshicles in a long-term parking lot at a
hospital. Such rather huge pool of idle computiegources can serve as the basis of a HMAC.
We start this evaluation by predicting the averagenber of participants in this scenario at
hospitals of different sizes, which reflects theoamt of computing resources that might
participate in a HMAC. Then, we perform evaluationsing the obtained average number of

participants, to study the effect associated withgerformance of the formed HMAC.

5.2.4.1 Expected Number of Participants in a Resource Pool

Using the previous equations, we set the simuldiroa to 60 hours. We assumed that at t = 0,
np equals 35, 60, 85, 100 patients, respectivelygraltg to the size of the hospital. Similarly, we
set the number of full-time staff employedyEequals 35, 61, 94, 116 employees, respectively,
according to the size of the hospital [142]. Webtgbtto bent/12 for a time unit equals one hour.
For each size of a hospital, we use a quasi-periodie-dependent arrival and departure rates as
follows.

At hospital size equals 25 beds,

Ar(t) = 32+16[1+2exp(-0.2t)] sim{/12) (15)
Ac(t) = 0.3* (32+16[1+2exp(-0.2t)] sirm(/12)) (16)
At hospital size equals 50 beds,
Ar(t) = 72+36[1+2exp(-0.2t)] sint{/12) a7
Ac(t) = 0.3 (72+36[1+2exp(-0.2t)] simy/12)) (18)
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At hospital size equals 75 beds,

Ar(t) = 112+56[1+2exp(-0.2t)] sim{/12) (29)
Ac(t) = 0.3* (112+56[1+2exp(-0.2t)] sini12)) (20)

At hospital size equals 100 beds,
Ar(t) = 152+76[1+2exp(-0.2t)] sim{12) (21)
Ac(t) = 0.3* (152+76[1+2exp(-0.2t)] sini{12)) (22)

Where, at each hospital size

Hr(t) = 2+ [1+ exp(-0.2t)] sinat/12) (23)
He(t) = 2+ [1+ exp(-0.2t)] sinaf/12) (24)

We computed the expected number of mobile nodématt as shown in Figure 5.23 shows
E[N, (t)]. The expected number of mobile nodes, at daxdpital size, dropped as illustrated in
Figure 5.23 and settles down to a constant valdd,a87, 150, and 192, respectively, after t > 20
hours of simulation. The pattern of the unstahbletfiation, before stabilization, depends on the
probability of the departure of initially particifdag nodes and the exponential component of
arrival and departure rates.

= Hospital Size = Small === Hospital Size = Medium

- Hospital Size = Large === Hospital Size = Huge

Expected Number of Mobile nodes

1oor-\ ---------- SR S SO 1

0 e e e e S S S s

Hours

Figure 5.23 The expected number of mobile nodesrges time.
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Similarly, Figure 5.24 shows that evaluating thpested number of cars in the parking lot of
the hospital stabilizes to a constant number, ah despital size, e.g. at 19, 36, 55, and 70,
respectively, after 20 hours.

Next, we turned our attention to compute the exggeaumber of participants in the hospital
versus time. Figure 5.25 shovEN, (t)] plotted against time. The expected number of
participants dropped as illustrated in Figure SEBl, (t)], stabilizes at 70, 133, 205, and 262, at

each size of a hospital, respectively, after ©3h@urs of simulation.

= Hospital Size = Small === Hospital Size = Medium

== Hospital Size = Large === Hospital Size = Huge
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Figure 5.24 The expected number of cars versus ten
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Figure 5.25 The expected number of participants vsus time.

5.2.4.2 Performance Evaluation

In this part of our evaluation, we make a comparisbusing different scheduling algorithms
in a HMAC, .i.e., P-ALSALAM, which determines thedt participants based on the availability
of its resources to participate in a cloud andrrelom reliability-based algorithm, which does
not use this information, where nearby mobile nodes selected to execute the submitted
application based on data of calendaring mecharigmthe mobility pattern of nodes and their
computing capabilities, but with random availalilit

a) Simulation Setup

We consider a HMAC, where a HMAC at each size bbspital is composed of previously
obtained stabilized number of mobile nodes, in f@gh.23, and stabilized number of semi-
stationary cars, in Figure 5.24, with heterogenathasacteristics: 512 or 1024 MB RAM, 4 GB
Storage, and 54 MB bandwidth. Each node may hawe antwo cores with processing
capabilities of 2000 or 7500 (MIPS), respectivéjawever, we set all cars to have the highest
computing configurations. In our evaluations, weate VMs each has one processing core with
processing capability 1256 MIPS and 512 MB RAM.
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Results of our evaluations are collected from défifie simulation runs and the value of sample
mean is signified with t-student distribution fo®a % confidence interval for the sample space of
30 values in each run.

In our evaluation, we consider that every car hdixed location. We consider that every
participating car can always function well all thme with high reliability and does not fail.
However, we consider that the mobility pattern alife nodes follows a RWP model. Also, each
node has an average speed equals 1.389 (m/secoMEler that mobile nodes are different in
their reliability, in terms of future availabilitgnd reputation, which follow the values of the
arrival rate of inactive nodes.

b) Results

1. Connectivity Effect at Different Number of Tasks

The average execution time of an application iestigated at different communication ranges
of stationary nodes, cars, ranging from 0.1 to t)(kvhen we consider one application is
submitted to be executed, with different numbertagks, ranging from 20 to 70 tasks. We
consider a small-sized hospital (25 beds) withl totenber of participant equals 70 (19 cars and
51 mobile nodes). Also, we consider that all nodes reputable and each mobile node has a
transmission range equals 0.4 km, and its avenagedsequals 1.389 (m/sec). We set the task
length to be equal to 500000 MI. We perform thialeation with an arrival rate of inactive nodes
equals 1/45 (nodes/sec). Where, we consider tleatetfect of reliability of mobile nodes is
neglected at this arrival rate of inactive nodes.

Figure 5.26 depicts a comparison between the sesiiliapplying both P-ALSALAM and
random reliability-based node selection algorithmserms of the average execution time of an
application at a small-sized hospital. Results shioat P-ALSALAM significantly outperforms
the random reliability-based node selection alpariin terms of the average execution time of an
application at all transmission ranges. Similathe average number of VM migrations when
applying P-ALSALAM significantly is smaller than e¢hcase when applying the random

reliability-based node selection algorithm as shawfigure 5.27.
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Figure 5.26 Average execution time of an applicath when applying different reliability based algorthms at a

small-sized hospital (25 beds).
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Figure 5.27 Average number of VM migrations when pplying different reliability based algorithms at a

small-sized hospital (25 beds).

The results of Figure 5.28 show that the averagewdion time of an application has a higher

value at a small communication range, e.g. 0.1 (kiif)is is because the smaller the
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communication range the larger the probability égpehd on mobile nodes, which may fail, as
participants in a HMAC, where the communicationages dominant. Consequently, the average
number of migrations of a VM increases at a smammunication ranges as shown in Figure
5.29. While, a better performance is obtained glidri communication ranges, e.g. 1 (km).Results

shows that P-ALSALAM always has a better perforneaatca small number of submitted tasks.
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Figure 5.28 Average execution time of an applicain vs. communication range (km) when applying P-

ALSALAM algorithms at a small-sized hospital at different number of submitted tasks.
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Figure 5.29 Average number of VM migrations vs. ammunication range (km) when applying P-ALSALAM
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2. Density Effect at Different Communication Ranges 8tfationary Nodes

We repeat the evaluation of P-ALSALAM algorithmeadlifferent size of a hospital, i.e., small,
medium, large or huge hospital which representterdit node densities when we consider
different communication ranges of stationary no@eg, 0.2 and 1 (km), respectively. We set the
arrival rate of inactive nodes to be 1/45 (Node)S@¢e consider one application is submitted to
be executed, with a number of tasks equals to igwré 5.30 shows that a small-sized hospital
with low node density, e.g. 70 (Nodes/Km?), hasgh laverage execution time of an application.
This is because of the average number of fixedbldicars, e.g. 19, is small when compared with
a larger number of fixed at high density value. @ogrely, a better performance is obtained at a
huge-sized hospital with high node density, e.@ @6odes/Km?), when the average number of
fixed reliable cars is large, e.g. 70. This is hseathe performance is enhanced when our P-
ALSALAM algorithm can assign the requested taska targer number of reliable resources and
less depends on variable reliability mobile no@milarly, Figure 5.31 shows that the higher the
node density the higher dependency on reliable @mthected fixed nodes to execute the

submitted tasks, and therefore the lower probglmfityM migrations is obtained.
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Figure 5.30 Average execution time of an applicaih vs. node density (nodes/km?) when applying P-
ALSALAM algorithms at different-sized hospital models at different stationary nodes’ communication

ranges.
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algorithms at different-sized hospital models at dferent stationary nodes’ communication ranges.

3. Density Effect at Different Number of Tasks

We repeat the evaluation of P-ALSALAM algorithmaatlifferent number of submitted tasks
equals to 20 and 70, respectively. We considercttramunication range of a stationary node
equals 1 (km). We set the arrival rate of inactieeles to be 1/45 (Node/Sec). The results of this
evaluation , as depicted in Figure 5.32, showetttieaverage execution time of an application
at a small number of tasks, e.g., 20 tasks hastapeeformance than the case of a large number
of tasks, at the same small density of nodes, #g(Nodes/Km?). However, this evaluation
provides that there are no significant differenbesween results of the two cases at a larger
density of nodes, e.g. 133, 205, or 262 (Nodes/Kmh)s is because at transmission range equals
1 km, we can neglect the effect of the connectivity. a stationary node is almost always
connected with others. Therefore, the only facthiclv affects on the performance is the load of
submitted tasks with respect to the number of alkbel and reliable nodes. Since, the number of
participant in a small-sized hospital (25 beds)ag£)r0 (19 cars and 51 mobile nodes), at this
number there is almost the guaranteed number oicipants with their reliable resources that
satisfy the application, with 20 tasks, requireraeklowever, a worst performance is obtained at
a small size hospital where the number of statprezars, e.g. 19, does not satisfy the

requirements of an application with 70 tasks. lis ttase, there will be more dependency of
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mobile nodes with their limited communication rasige.g. 0.4 (km), which could fail. At a larger
density of nodes, 133 and more, our system canyalwgaarantee the required number of
participants that could satisfy the applicationuiegments.

Also, this figure shows that a worst performancelitained at the mobile scenario where the
reliability of participants are changing and thenmectivity of these participants are not stable.
However, an adequate performance could be obtaih#ee hybrid scenario, where some cells
are deployed on fixed reliable nodes and othegsdaployed on mobile nodes with variable
reliability which minimizes the effect of migratiatelay in case of a mobile node’s failure. We

need to do this at same arrival rate of inactivéeso= 1/45.
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Figure 5.32 Average execution time of an applicaih vs. node density (nodes/km?) when applying P-

ALSALAM algorithms at different-sized hospital models at different number of submitted tasks.

4. Density Effect at Different Arrival Rates of Inacte Nodes
Similarly, we repeat the evaluation of P-ALSALAMgalithm at a different arrival rate of
inactive nodes equals 1/45 and 1/15 (Node/Secpeotisely. Figure 5.33, showed that the
average execution time of an application at a laeyesity of nodes, e.g. 262 (Nodes/Km?) has a
better performance than the case of a small depsityde, e.g. 70 (Nodes/Km?), at the same
number of tasks, e.g., 20 tasks and the same laraiteaof inactive nodes, e.g. 1/45 (Node/Sec).

This is because the larger the density of nodesnitre dependency on reliable stationary nodes.

187



However, the smaller the density of nodes the nad@gendency on variable reliability mobile
nodes that could fail, and therefore the perforreamay degraded due to the migration delay.
Results depict that the effect of node failure rbayneglected at arrival rate of inactive nodes

equals 1/45 (Node/Sec) at different density of sode
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Figure 5.33 Average execution time of an applicath vs. node density (nodes/km2) when applying P-

ALSALAM algorithms at different-sized hospital models at different arrival rates of inactive nodes.

5. Task Load Effect

Figure 5.34 depicts results of applying both P-AL®M and random reliability-based node
selection algorithms in terms of the average executme of an application when we consider
different task load in terms of the number of sutedi tasks, ranging from 10 to 70 tasks at a
small-sized hospital. To neglect the effect of amtivity and reliability of nodes we consider the
communication range of a stationary node equalend é@nd we set the arrival rate of inactive
nodes to be 1/45 (Node/Sec).

The results of this evaluation showed that the ayerexecution time of an application at a
smaller task load, e.g. 10 submitted tasks, hasttariperformance than the case of a larger load
of tasks, e.g. 70 tasks. This is because the morder of submitted tasks the more number of
participants is needed for their executions. Algitguthe small-sized hospital has a limited

number of high reliable stationary cars, e.g. 18.c&onsequently, the larger the number of
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submitted tasks, e.g. at 70 tasks, the more depepds the variable reliability mobile nodes that
could fail, this leads to extra delay overhead & higrations. However, a better performance
could be obtained at a smaller number of tasks,1€.gasks, where task encapsulated in cells are
deployed on fixed reliable nodes which eliminates effect of migration delay in case of a
mobile node’s failure as depicted in Figure 5.35.

Also, results shows that P-ALSALAM outperforms taedom reliability-based node selection
algorithm at a larger number of tasks, e.g. moaa #0. This is because of the dependency on the
mobile nodes as resource providers increases ¢ tlaues, where our P-ALSALAM algorithms

could efficiently provides reliable resource praarnsl
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Figure 5.34 Average execution time of an applicath at different number of submitted tasks.
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Figure 5.35 Average number of VM migrations at diferent number of submitted tasks.

6. Reliability Effect

In this evaluation, we evaluated the average exmctuime of an application and the mean
number of VM migrations at a small-sized hospitahwode density equals 70 (Nodes/Km?) at a
high load of submitted tasks, e.g. 70 tasks. Tdeceghe effect of connectivity we consider the
communication range of a stationary node equalkm).(Also, we consider that all nodes are
reputable and each mobile node has a transmisaigerequals 0.4 km, and its average speed
equals 1.389 (m/sec). The average execution timenadpplication is investigated at different
values of the arrival rate of inactive nodes, ragdgrom 1/45 to 1/20 (nodes/sec).

Figure 5.36 shows that at a larger value of armgté of inactive nodes, e.g. 1/20 (nodes/sec),
the worst performance is obtained than in the chsesults at a smaller arrival rate of inactive
nodes, e.g. 1/45 (nodes/sec). This is becauseeopribbability a node could fail is high when
compared with a lower arrival rate of inactive rog@lue. Consequently, the average number of
migrations of a VM increases when the arrival mafténactive nodes is increased as shown in
Figure 5.37.

The node failure forces a VM to migrate to anotfediable node. This leads to an extra time
overhead of VM migration which is added to the exien time of an application. These results

showed that our PlanetCloud performs well in teahthe average execution time of application
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with a smaller number of VM migrations even in cageen a large number of mobile nodes have
left the HMAC.
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Figure 5.36 Average execution time of an applicain at different arrival rates of inactive nodes ata small-
sized hospital (25 beds).
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7. Scalability and Management Overhead effect

In our evaluation a distinct VM instance is credtmdeach task; therefore there is no overhead
of VM scheduling for task processing.

In this experiment, we consider a HMAC at thrededént configurations, as depicted in Table
5.2. We set the number of fixed nodes equals 1Gsj0énd all of them have the highest
computing configurations. On the other hand, wesm®r that each mobile node has a
transmission range equals 0.2 km, and its avenagedsequals 1.389 (m/sec). The performance is

investigated at arrival rate of inactive nodes é&u&0 (nodes/sec).

Table 5.2 HMAC s with Different Host Configurations.

Parameters Values
_ HMAC with _
HMAC with _ HMAC with
Medium _
low resource High resource
] ) resource _ )
configurations configurations

configurations

Number of
1,2 2,2 2,4
CPUs/node
Processing| 2000 ,7500 7500, 14564 7500, 49160
Capabilities (MIPS) (MIPS) (MIPS)
512, 1024 1024 , 2048 1024 , 4096
RAM
(MB) (MB) (MB)
Storage 4 (GB) 16 (GB) 16 (GB)
Bandwidth 54 (MB) 54 (MB) 54 (MB)

We start this evaluation by investigating the pemiance of a HMAC as more nodes,
resources, are added to the system, ranging fromio4000 nodes, when we consider one
application is submitted to be executed, with adixumber of tasks equals 35.

Figure 5.38 depicts a comparison between the sesiiliapplying both P-ALSALAM and

random reliability-based node selection algorithms$erms of the average execution time of an
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application at a HMAC with low resource configuasis. Results show that P-ALSALAM
significantly outperforms the random reliabilitydssl node selection algorithm at all node
densities.

Analysis of the results indicates that average @@ time of an application decreases with
the increasing in number of nodes that could ppete in a HMAC, i.e. more resources are added
to a HMAC computing pool. This is because the mesmurces added to the computing pool of a
HMAC, the larger the probability to select a new \f{Nacement, another node, where a VM
could migrate to. This helps the migrated VM to lgetter resource availability and to scale up its
computation. While, noticeable performance degradah P-ALSALAM results appear at higher
node densities, e.g. 100 (Nodes/Km?2), due to at gract of the delay due to collisions in

addition to the transmission delay.
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Figure 5.38 Comparison of application average exation time as more resources are added to a HMAC at

different reliability based algorithms.

Similarly, the average number of VM migrations wlagplying P-ALSALAM is smaller than
the case when applying the random reliability-basede selection algorithm as shown in Figure
5.39.

Results show that the higher the node density ¢iaeerl probability of VM migrations is
obtained. This is because of the probability a namdd fail is high at high node density, e.g. 40
(Nodes/Km?), at the same arrival rate of inactiveles, when compared with a lower node
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density, e.g. 100 (Nodes/Km?2). Consequently, therage number of migrations of a VM

decreases when the density of nodes is increasstbas in Figure 5.39.
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Figure 5.39 Comparison of Average humber of VM migations as more resources are added to a HMAC at

different reliability based algorithms.

We repeat the evaluation both P-ALSALAM and randoehability-based node selection
algorithms when we consider different task loasl, the number of submitted tasks, ranging from
10 to 60 tasks. In this part, we set the densityoales to be 70 (Nodes/Km?).

Figure 5.40 shows noticeable differences betwesulteeof the two cases, with/without using
the P-ALSALAM, appear at a higher number of subsitttasks/application, e.g. 60
tasks/application. Also, results show the incregasiand in average execution time of application
with the increasing in number of submitted taske&l eonsequently the number of VMs. This is
because a distinct VM instance is created for gask. Consequently, the deployment and
management of each VM requires additional overlieadpplication processing which increases
the execution time of an application. In a HMACg tiime required to migrate a VM from one
node to another constitutes the time overhead ofriilgration. It is clear that more use of VMs
makes the execution time of application degradstefaAlso, the figure suggests that relationship
between the number of submitted tasks, their Vivid,the execution time of application is linear.

Similarly, the results of the average number of Ygrations when applying P-ALSALAM

significantly outperform the results when applyitng random reliability-based node selection
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algorithm as shown in Figure 5.41. Results show thare use of VMs the more probability of

VMs migrations could occur.
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Figure 5.40 Comparison of application average exation time of a HMAC with low resource configurations

as the number of submitted tasks increases when agmg different reliability based algorithms.
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Figure 5.41 Comparison of Average number of VM migations of a HMAC with low resource configurations

as the number of submitted tasks increases when dgmg different reliability based algorithms.

In the next evaluation, we evaluated P-ALSALAM algon at different resource

configurations of a HMAC as shown in Table 5.2.
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Figure 5.42 depicts a comparison between the gtjglit average execution times, at density
of nodes equals 70 (Nodes/Km?), when we considiéerent the number of submitted tasks,
ranging from 10 to 60 tasks. Results show thathigeer the computing capabilities of a node
participating in a cloud, the better performancebsained. This is because the higher resource
configurations of a participating node the highéility of our P-ALSALAM Algorithm to
allocate many VMs to a single physical node andpésform efficient VM consolidation.
Consequently, the efficient selectivity of a releatode, provided by our P-ALSALAM,
decreases the inter node VM migrations and themagement overheads as depicted in Figure
5.43.
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Figure 5.42 Application average execution time coparison for HMACs with different resource

configurations when applying P-ALSALAM Algorithm.
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Figure 5.43 Average number of VM migrations compaison for HMACs with different resource

configurations when applying P-ALSALAM Algorithm.

5.2.4.3 Findings
Our findings can be summarized as follows.
* The performance is affected by the percentageehtimber of fixed nodes within the
total density of available nodes. It means the nfigesl reliable nodes, participate in a
HMAC, the less dependency on mobile variable réitglnodes. This could enhance

the performance of the submitted application.

* A better performance may be obtained, even at a@eshtvansmission range, if we
apply our P-ALSALAM algorithm. This is because oatgorithm frequently

reschedules the delayed tasks and this minimizesfthct of communication delay.

» Performance enhancement of a HMAC is provided Iplyapg the efficient dynamic
VM consolidation. This could be achieved by sefegtireliable and powerful
computing nodes to participate in a HMAC. This emdes both scalability and

management overhead by reducing the number ofhiotgrVVM migrations.

» The performance is affected by the percentage eféhiable resources that could be

added to the computing pool of a HMAC. It meansrtiwee reliable nodes, participate
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in a HMAC, the larger the probability to select anVM placement, where a VM

could migrate to. This leads to get better resoawedlability and scalability.

5.3 Conclusion

In this chapter, we presented a trustworthy dynammtaalization and task management layer
for resilient cloud management with an intrinsigoort for highly-mobile heterogeneously-
composed and dynamically-configured MACs. Planai@les powered by an autonomously
managed virtualization layer for encapsulating dlapplications and facilitating safe and reliable
execution over scattered heterogeneous resoureeet@loud provides multiple recovery modes
which enhance the system resilience and coverrédiffeapplication requirements and host-
configurations. Through analysis and simulation, ev@luated a pure mobile model, MAC,
consisting of mobile nodes and a hybrid model, HMA@nsisting of portable mobile devices and
semi-stationary on-board computing resources ofclehin different sizes hospital scenarios.
Results showed that our PlanetCloud always perfoveisin terms of the average execution time
of application with a small number of VM migratioagen in case of unstable environment. Also,
results showed that PlanetCloud enabling resowltaboration enhanced the cloud capability to
reduce the delay overhead added to the averagetmretime of applications due to the lack of

connectivity of participants.

198



Chapter 6

6 CONCLUSION AND FUTURE WORK

6.1 Conclusion

In this dissertation, we presented a C3 platforenmed PlanetCloud, which enables the
provisioning of the right, otherwise idle, statiopand mobile resources to provide ubiquitous
cloud computing on-demand. PlanetCloud utilizesntensic autonomic components to enable
both a new resource-infinite computing paradignmgstloud computing over stationary and
mobile nodes, and a true ubiquitous on-demand atouaaputing.

We design PlanetCloud as a first realization ofqultous cloud computing formed from
stationary and mobile resources that fully fits #ssential characteristics of cloud computing
model and offers different service models. Our glediberates cloud computing from being
concerned about resource constraints.

PlanetCloud synergistically manages 1) resourcasdade resource harvesting, forecasting
and selection, and 2) cloud services concerned rgghient cloud services to include resource
provider collaboration, application execution isaa from resource layer concerns, seamless
load migration, fault-tolerance, the task deploymanigration, revocation, etc.

Our PlanetCloud platform provides new opportunittesovercome technical, policy and
business obstacles to both the adoption of clomipating and the growth of cloud computing
once it has been adopted.

The main contributions of our work are outlinedaws.

Intellectual Merit:

1. PlanetCloud Resource Management
* Global Resource Positioning System (GRPS):
Global mobile and stationary resource discovery and monitoring. A novel spatiotemporal
resource calendaring mechanism with real-time symthation is proposed to mitigate
the effect of failures occurring due to unstablerextivity and availability in the dynamic

mobile environment, as well as the poor utilizatddnmesources. This mechanism provides
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a dynamic real-time scheduling and tracking of iiebile and stationary resources. This
would enhance resource discovery and status trg¢&iprovide access to the right-sized

cloud resources anytime and anywhere.
» Collaborative Autonomic Resource Management Sys{@ARMS):

Efficient use of idle mobile resources. Our platform allows sharing of resources, among
stationary and mobile devices, which enables cloowhputing systems to offer much
higher utilization, resulting in higher efficiend@ARMS provides system-managed cloud
services such as configuration, adaptation antlerese through collaborative autonomic
management of dynamic cloud resources and mempefBhis helps in eliminating the

limited self and situation awareness and collalbmmatf the idle mobile resources.
2. PlanetCloud Cloud Management

Architecture for resilient cloud operation on dynamic mobile resources to provide stable

cloud in a continuously changing operational envinent. This is achieved by using
trustworthy fine-grained virtualization and task magement layer, which isolates the
running application from the underlying physicasaarce enabling seamless execution
over heterogeneous stationary and mobile resouf¢es.prevents the service disruption
due to variable resource availability. The virteation and task management layer
comprises a set of distributed powerful nodes ¢biéborate autonomously with resource

providers to manage the virtualized applicationtifians.

Our analytical study evaluating GRPS as a key caorapbof PlanetCloud showed its
efficiency to adapt the performance of the systeaponse. The effectiveness of CARMS
component of PlanetCloud has been evaluated threirghlations employing different
scheduling and resource allocation algorithms. &tians showed that PlanetCloud offers
effective and efficient MAC formation and maintenarover mobile devices. The ability
of PlanetCloud and its underlying virtualizationmagement layer to form a HMAC have
been evaluated through analysis and simulationes&hevaluations illustrated that
PlanetCloud can safely and reliably provide andnta&n the needed computational power
to form a reliable HMAC operating in a dynamic, tatde, and heterogeneous resource
environment. Also, these evaluations showed theefiien of enabling resource

collaboration, provided by PlanetCloud, to achieletter capability to minimize
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management overhead. Additionally, evaluations gibthat PlanetCloud can guarantee
reliable resource provisioning, transparently namhg applications’ QoS and preventing

service disruption in highly dynamic environments.

Broader Impact:

* PlanetCloud, as a ubiquitous computing cloud emvirent, would enhance on-demand
resource availability for under-connected areasteexe environments and distress
situations. It enables ubiquitous resource-infis@mputing paradigm by enabling
cooperation among clouds to provide extra resoursegond their computing
capabilities.

* Un-tethering computing resources from Internet labdity using our proposed
PlanetCloud platform would enable us to tap in® @therwise unreachable resources,
where cloud resources and services may be locatedny reachable mobile or
stationary nodes, rather than exclusively on tloeigers’ side.

e PlanetCloud enables a new economic model for cangpgervice as computing
devices of users can act as resource providerhidrcase, a user dedicates a certain
amount of his resources to earn some money anéaserhis income. This would
motivate people to participate in a MAC.

* Planet Cloud could be used as a platform to prom@tevork as a service in areas that
have poor infrastructure. This could be achieved itmplementing distributed
cooperative networking tasks running on top of aucro virtual machine. These
networking tasks act as switching nodes that capaibl forwarding data among
different interfaces. Where, the virtualizationktamanagement layer of the formed
cloud hides its underlying intermittent physicatwerk while forming a stable virtual

overlay network.

PlanetCloud Limitations

* Permanent connectivity may not be always availablgich cannot be ignored in real
settings, due to wireless access limitations of @bile node. This would result in some
management overhead, i.e. time delay due to thieylepnt and management of VMs in a MAC,

which provides an additional overhead that imptdwsperformance.
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* The employed prediction algorithm and its inputs, the type and source of data, might

affect the forecasting precision of resource albiditg, which in turn impacts on the stability and
reliability of the formed MAC.

6.2 Future Work

Our future work includes the following:

1)

2)

3)

4)

5)

6)

Develop a security mechanism to preserve the pyiwam security constraints of a
MAC/HMAC resource provider, while allowing multiplesers to share its resources
and data for calendaring. There is a need to supgietributed data access and
computations without compromising the raw datalo@id nodes;

Develop a security mechanism to enhance the systsihence against malicious
attacks, e.g. collusion attacks by bad nodes.

Extend our proposed architecture to enhance thdigti@en accuracy of resource
availability by utilizing complementary data sowsceuch as from social networking.
Develop methodology to enhance the analysis of gaantity of dynamic data from
both social networking and spatiotemporal calendargrovide efficient resource
discovery, assignment and forecasting. Enhanceimachieved by providing efficient
data structure to calculate all association rutesrgy different resource types to find
the interesting resource pattern;

Study the effect of replicas on the survivabilitiytbe running service in a dynamic
MAC environment; and

Study and compare the migration overhead usingreifit recovery modes.
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