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Secure and Reliable Deep Learning in Signal Processing

Jinshan Liu

(ABSTRACT)

In conventional signal processing approaches, researchers need to manually extract features
from raw data that can better describe the underlying problem. Such a process requires
strong domain knowledge about the given problems. On the contrary, deep learning-based
signal processing algorithms can discover features and patterns that would not be apparent
to humans by feeding a sufficient amount of training data. In the past decade, deep learning
has proved to be efficient and effective at delivering high-quality results.

Deep learning has demonstrated its great advantages in image processing and text mining.
One of the most promising applications of deep learning-based signal processing techniques
is autonomous driving. Today, many companies are developing and testing autonomous
vehicles. High-level autonomous vehicles are expected to be commercialized in the near fu-
ture. Besides, deep learning has demonstrated great potential in wireless communications
applications. Researchers have addressed some of the most challenging problems such as
transmitter classification and modulation recognition using deep learning.

Despite these advantages, there exist a wide range of security and reliability issues when
applying deep learning models to real-world applications. First, deep learning models could
not generate reliable results for testing data if the training data size is insufficient. Since
generating training data is time consuming and resource intensive, it is important to under-
stand the relationship between model reliability and the size of training data. Second, deep
learning models could generate highly unreliable results if the testing data are significantly

different from the training data, which we refer to as “out-of-distribution (OOD)” data.



Failing to detect OOD testing data may expose serious security risks. Third, deep learning
algorithms can be easily fooled when the input data are falsified. Such vulnerabilities may
cause severe risks in safety-critical applications such as autonomous driving.

In this dissertation, we focus on the security and reliability issues in deep learning models
in the following three aspects. (1) We systematically study how the model performance
changes as more training data are provided in wireless communications applications. (2)
We discuss how OOD data can impact the performance of deep learning-based classification
models in wireless communications applications. We propose FOOD (Oeature representa-
tion for OO detection), a unified model that can detect OOD testing data effectively and
perform classifications for regular testing data simultaneously. (3) We focus on the security
issues of applying deep learning algorithms to autonomous driving. We discuss the impact
of JOIIDOIIDD UOO00 CNI00OOD DOOOOD on LIDAR and camera and propose a countermeasure

called LIFE (OIDAR and Omage data Ousion for detecting perception Orrors).
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(GENERAL AUDIENCE ABSTRACT)

Deep learning has provided computers and mobile devices extraordinary powers to solve
challenging signal processing problems. For example, current deep learning technologies
are able to improve the quality of machine translation significantly, recognize speech as
accurately as human beings, and even outperform human beings in face recognition.

Although deep learning has demonstrated great advantages in signal processing, it can be
insecure and unreliable if the model is not trained properly or is tested under adversarial
scenarios. In this dissertation, we study the following three security and reliability issues in
deep learning-based signal processing methods. First, we provide insights on how the deep
learning model reliability is changed as the size of training data increases. Since generating
training data requires a tremendous amount of labor and financial resources, our research
work could help researchers and product developers to gain insights on balancing the tradeoff
between model performance and training data size. Second, we propose a novel model to
detect the abnormal testing data that are significantly different from the training data. In
deep learning, there is no performance guarantee when the testing data are significantly
different from the training data. Failing to detect such data may cause severe security risks.
Finally, we design a system to detect sensor attacks targeting autonomous vehicles. Deep
learning can be easily fooled when the input sensor data are falsified. Security and safety
can be enhanced significantly if the autonomous driving systems are able to figure out the

falsified sensor data before making driving decisions.
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In this chapter, we first give a brief introduction to the advantages of deep learning over
traditional signal processing methods. Then we discuss the security and reliability issues in
applying deep learning to real-world applications. Next, we introduce the target applications
to conduct our experiments. Finally, we highlight our contributions to making deep machine

learning-based signal processing algorithms more secure and reliable.

pod bbb booobobd b ttbodl bhoooboogo
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In conventional signal processing methods, researchers need to discover and analyze features
manually. This is often accomplished by building analytical models and by applying signal
transformation formulas. On the contrary, deep learning can discover trends and patterns
that would not be apparent to humans by reviewing large volumes of data. In recent years,
deep learning techniques have enjoyed significant success in solving challenging problems in
several application domains, including image classification [44], natural language translation
[95], speech recognition [31], etc. More amazingly, there are several areas that deep learning
outperforms human beings, such as object recognition [29] and gaming [63, 94]. Such great

achievements pose a significant opportunity in signal processing automation.

1
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Despite these great advantages in deep learning-based signal processing techniques, deep
learning systems can be fragile and easily fooled. Fundamentally, deep learning is a statistical
model that extracts features and patterns from training data. In real-world applications,
researchers and product developers seek to build models that can generalize well to unseen
testing data given a limited amount of training data. There exist security and reliability

issues in both the training stage and the testing stage.

A general procedure of applying deep learning-based signal processing algorithms to real-
world applications can be summarized as follows: First, define the problem and collect
training data associated with the problem. The amount of training data is constrained by
labor resources and financial resources. Second, build and train the deep learning models
using the training data. Finally, select the most suitable model based on model performance

and resource constraints (e.g., RAM, execution time, etc).

From a statistical point of view, a testing data [ can be modeled as a data point sampled
from a probability distribution p(0). In real-world applications, p(0) is usually very complex
and cannot be expressed in an analytical form. The collection of training data is equivalent
to generating samples from distribution p(0). The objective of a deep learning model is to
learn representative features that can generalize well for samples from p(0) using a limited
amount of training data. Therefore, a deep learning model works reliably on testing data if
the following two conditions are satisfied: (1) the model is able to learn enough features that
apply to data points sampled from p(0) and (2) the testing data are statistically similar to
the training data. Security and reliability issues may arise if either of the aforementioned
conditions is not satisfied. In this dissertation, we systematically study the security and

reliability issues of deep learning models under the following scenarios:



oot boodod Dbooomodooo 3

o The size of training data is not large enough to make the model learn statistical features
of p(0) precisely. On the one hand, the sample size (training data size) is not large
enough to represent p(0). The model may learn the features of p(0) inadequately. On

the other hand, the lack of training data may lead to overfitting.

o The testing data are statistically dissimilar to the training data. For example, a deep
learning model designed for digit recognition could not provide reliable results if the

testing data is an animal image.

e Deep learning algorithms can be easily fooled when the input data are falsified. For
example, autonomous vehicles could make dangerous driving plans if one or more

sensors are under attack.

000 U0boo0 Dooobooiood

In this dissertation, we concentrate on enhancing the security and reliability of deep learning-
based algorithms in processing wireless communications applications data and autonomous
driving sensory data. We choose these two application domains due to the following rea-
sons. First, applying deep learning to wireless communications applications is emerging as a
promising topic in recent years. It has been shown that deep learning has great potential in
addressing some of the most challenging problems in wireless communications and network-
ing, such as modulation recognition [71], transmitter classification [65], spectrum sensing
[51], etc. We hope to provide guidelines to help researchers build more reliable and practical
deep learning-based wireless communication systems. Second, as one of the most promising
application scenarios of deep learning, we anticipate that autonomous driving will play an
important role in the near future. Due to the great advances in artificial intelligence (AI),

autonomous driving achieved great success in recent years. Automakers such as Waymo
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have already shown off their autonomous vehicle technology by providing self-driving taxi
service [104]. Prior to the prevalence of autonomous vehicles, it is essential to consider the

potential security risks induced by deep learning algorithms.

00000 D000I000 D00 0Uooioiiinot Dhobioooiooo

In our research work, we consider the deep learning-based models in the context of two
wireless communications applications: (1) transmitter classification, and (2) modulation
recognition. Transmitter classification [65] is the problem of classifying transmitters by
identifying unique characteristics in the received signal caused by intrinsic attributes of each
transmitter. It serves an important role in the assessment of radio frequency (RF) spectrum
utilization [77] and identification of bad actors in spectrum sharing ecosystems. For example,
in a spectrum sharing system, transmitter classification can be used to quickly identify
secondary users that violate spectrum sharing rules and cause harmful interference to primary
users [21]. Modulation recognition deals primarily with identifying modulation schemes
based on the constellation points. Since conventional modulation recognition approaches
were reported to have poor versatility and highly complex [105], automatic modulation

recognition has become very useful for receivers to rapidly discriminate signal types.

Qoo Ooootbbbot Ooioioo

An autonomous vehicle is capable of sensing its environment and moving safely with little
or no human input. The society of automotive engineers (SAE) defines six levels of driving
automation, ranked from Level 0—mo automation, to Level 5—fully automated [16]. In
Level 4 and Level 5, no human control is required to perform the entire driving route. The

drivers’ attention is likely to be focused on other subjects while the vehicle is moving so
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that a significant amount of time is likely to pass before drivers can take proper actions
to re-control the vehicle. Therefore driver safety relies purely on the onboard computing
systems, which in turn depends on the ability of the autonomous driving system to perceive
its surrounding environment. It is of crucial importance to detect any attacks targeting
sensors. These sensor attacks may affect driving decisions indirectly by fooling the signal
processing algorithms. This could make the autonomous system ignore existent objects or

mistakenly detect nonexistent objects, which potentially cause serious accidents.

Oi0  OOdooiouonod

In this dissertation, we focus on studying and solving the security and reliability issues de-
scribed in Chapter 1.1.2. In particular, we seek to answer the following questions pertaining

to the security and reliability of deep learning models:

o How to analyze the relationship between model performance and training data size
quantitatively? How does the model performance change if there exists bias as more

training data is added (e.g., unbalanced training data in classification)?

o How the model reliability could be decreased when the testing data are significantly

different from training data? How to detect such abnormal testing data effectively?

o How the sensor attacks targeting LIDAR and camera in autonomous driving may
impact the perception results? How to detect sensor attacks towards LIDAR and

camera effectively without introducing redundant sensors?

The main contributions of this dissertation are summarized below:
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Compared with other research areas such as image processing and text mining, one key
challenge in conducting deep learning-based wireless communication experiments is the lack
of training data. In image processing and text mining, there are a plethora of publicly
available benchmark datasets. Nevertheless, only a handful of datasets are available for
wireless systems or networking research. What’s worse, each of those datasets can be used
only for specific applications. For example, the D00I0O0 dataset [71] can only be utilized for
modulation recognition research, and cannot be used for other purposes. Therefore, in most
cases, wireless communication researchers have to generate their own datasets to train the
deep learning models. Because generating datasets is a costly and time-consuming task, it
is important to estimate the amount of training data that is required to achieve a target

performance, which is referred to as the 00000 D0OOOOMO problem.

Prior works have demonstrated that testing accuracy can be estimated empirically given
the training data size in deep learning-based classification algorithms [14, 36, 70]. However,
testing accuracy is not only determined by the model performance but also determined by
the size of the testing data for each class. The testing accuracy may vary significantly if a
deep learning model is evaluated by different datasets. As a consequence, it is improper and
inadequate to only use testing accuracy to describe the model performance. We need to use
performance metrics that are determined by the essential attributes of the model, which we

refer to as LJOOOMIOIOIOO0O metrics, to evaluate the model performance.

In the first work, we systematically study the relationship between the model performance
and the size of training data. More specifically, we use statistical models to describe how
model-intrinsic metrics changes with the training data size quantitatively. Our findings

and insights are based on numerous results in our transmitter classification and modulation
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recognition experiments. In addition, we demonstrate how to estimate the training sample
size that is required to achieve a certain performance target and shed light on the trade-off

between model performance and the size of the training data.

Qoo Ooobopibo DobidottidboitOdinh Ooooioo Ldoo

In deep learning, it is implicitly assumed that the testing data are sampled from the same
distribution as the training data. Based on this assumption, deep learning models trained
with the training data can generalize well to unseen testing data. Nevertheless, when de-
ploying deep learning products in real-world applications, there is often very little control
over the testing data. Some testing data may be significantly different from the training
data. Such a phenomenon is very common in wireless communications applications since
the wireless channel environment is highly dynamic. In the testing stage, wireless signals
are likely to be transmitted under a channel condition that is significantly different from the

channels used for collecting the training data.

From a statistical point of view, data sampled from the same distribution as training data are
denoted as 10000000000000C (ID) data. Data sampled from a DI00I0000000 000000000 distribution
from the training data are denoted as OO00OIDOIC00COCO000 (OOD) data. The behavior of a
deep learning model on OOD data is highly unpredictable. In other words, the existence of
OOD data could decrease the model reliability significantly. Besides, attackers can generate
fake and irrelevant input testing data intentionally in order to fool a deep learning model.

Failing to detect OOD data may expose severe security risks.

In the second work, we first discuss the impact of OOD data in wireless transmitter clas-
sification and modulation recognition. Then we propose a new deep learning model called

FOOD (Oeature representation for CJCI0 detection), a unified deep learning model that is
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able to detect OOD testing data and perform classification tasks simultaneously.

00000 DODODOIbO Dooboioh 0ot booood 1o Dhoobboooboo doioioo

In order to perceive driving conditions, an autonomous driving system needs to carry out
the following two steps: sensing and analyzing. Autonomous vehicles first sense their envi-
ronment using multiple types of sensors such as camera, LIDAR, radar, sonar, etc. Then the
autonomous system analyzes the sensory data to extract useful information and the infor-
mation is used to navigate the vehicle using Al algorithms. Therefore, autonomous vehicles
can operate properly and safely only if the following conditions are met: (1) sensors correctly
capture stimuli from the environment in their sensory data; and (2) data processing algo-
rithms process the sensory data free of errors to perceive the environment correctly. Hence,

ensuring the trustworthiness of the sensor data is crucial for safety.

Unfortunately, vehicle sensors are vulnerable to all kinds of attacks and mishaps. Adversaries
can either hack sensors remotely or simply taint or damage sensors physically. In addition,
sensors may deviate their calibrated positions due to attacks and mishaps. Such attacks and
mishaps indirectly impact driving decisions by making sensors fail to correctly perceive the
surrounding driving environment. UUI0000000 000000 can be caused by attacks, malfunction-
ing sensors, or unintentional mishaps. In particular, we focus on perception errors induced

by attacks and coin the term 000000000 OO0O0 O0I0CCD (PEAs) to denote such attacks.

In the last work, we discuss the impact of PEAs on autonomous vehicles equipped with
LIDAR and stereo cameras and propose a countermeasure called LIFE (OIDAR and [mage
data Ousion for detecting perception Orrors) [54]. LIFE detects PEAs by analyzing the
consistency among different types of sensory data without requiring additional hardware.

LIFE is able to detect perception errors, irrelevant of whether they are due to PEAs or
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faulty sensors. The performance of LIFE has been evaluated extensively using the KITTI

dataset, the most widely used autonomous driving benchmark suite [28].

Oi0  Oobobibboitt

The remainder of this dissertation is organized as follows:

Chapter 2 introduces the machine learning and deep learning technical backgrounds

that we use throughout this dissertation.

Chapter 3 explains the general procedure of transmitter classification and modulation

recognition.

Chapter 4 systematically studies the relationship between model performance and

training data size in wireless communications applications.

Chapter 5 describes how OOD data impact the model reliability and explains how
FOOD is able to detect OOD testing data while maintaining the same accuracy with

standard CNN-based classification algorithms.

Chapter 6 demonstrates how PEAs may impact the security and safety in autonomous

driving and how LIFE detects PEAs effectively.

Chapter 7 concludes this dissertation and points out future research directions.
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