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Introduction

Many technology firms collect data from their users and sell it to other entities. User data can
thus drive targeted advertising or inform research into predictive analytics. Legislatures are
increasingly regulating the collection, use, and deletion of data; in many cases, consumers have
the right to opt out of data collection and the targeted advertising many companies use it for.
Yet, without the revenue generated by the sale of user information and/or advertising space on
websites, the typical user’s experience online may change. For this reason, information
regarding opt-out procedures or consumer’s rights under new privacy regulations may be made
deliberately difficult to access or put into action. These issues of online privacy come with
concerning information about the misuse of biometric data, and harm it can do to those who are
made vulnerable by its collection. This case study investigates various instances of interface
design being used to mislead users, and asks questions about how interfaces may be designed
more ethically—including whether regulation should target companies who mislead users
instead of guaranteeing users the right to privacy. To demonstrate, the case explores dark
patterns of user experience design, biometrics and surveillance capitalism, as well as data
silences and their impact on precarious populations amid the 2018-2021 revisions to the

California Consumer Privacy Act.

In this case, a state’s consumer privacy act prevents companies from using interface design to
persuade users not to opt out of data collection for sales purposes. As it connects to other
cases where deceptive design was used to take advantage of users, the case draws attention to

the difficulty of opting out of data collection, but also to the populations who have been harmed



through corporate surveillance. The audience for this case will be asked to consider corporate

data collection, user experience design (UXD), and consumer privacy.

Case Study

In March 2021, the California legislature modified the state’s consumer privacy act to mandate
user experience design regarding consumers’ ability to opt out of the sale of personal
information (“California Consumer Privacy Act,” 2021). The legislation targeted “dark patterns” of
interface design that trick users into acting in a particular way. Recent examples of companies
drawing controversy for interface design include a legal challenge regarding cancellation of
Amazon Prime subscriptions (chronicled in Wakefield, 2021) and a report by a Norwegian
government agency alleging that Facebook, Google, and Windows employ dark patterns in
interface design to facilitate user information-sharing (Consumer Council of Norway, 2018).
Alongside California, other states, including Colorado and Ohio, have begun to legislate

consumers’ right to privacy online.

When the first iteration of California’s Consumer Privacy Act (CCPA) was passed in 2018,
websites were mandated to allow users to opt out of tracking. As Gilad Edelman (2021) reports
for Wired, though, “exercising that right means clicking through an interminable number of
privacy policies and cookie notices, one by one, on every site you visit” (n.p.). As Edelman
notes, data collection will remain the default setting “until there’s a simple one-click way to opt
out of tracking across the whole internet” (n.p.). In a 2020 ruling on the Act, it was determined
that the use of a privacy browser or privacy extension constituted a universal opt-out and must
be honored by companies, however, Edelman (2021) raises questions about enforcement of the
Act. Indeed, Susannah Luthi (2021), reporting for Politico, comments that it is difficult to
evaluate the law's effectiveness based on the number of deletion requests received by each
firm. As Luthi (2021) reports, “Microsoft says it received 2.8 million petitions to delete
Californians’ data, while Apple got fewer than 295,000. Google, a company with billions of users
worldwide, reported a mere 276 deletion requests from Californians. And Twitter hasn't posted
any data at all” (n.p.). The discrepancies in reported deletion requests are concerning; Luthi
(2021) notes that one potential explanation is that some companies are hiding information about

CCPA opt-outs from easy viewing.
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Dark Patterns and UXD

Dark patterns, a term coined by UX expert Harry Brignull, are design features of websites or
applications that make users do things they did not mean to do. Brignull's (n.d.) website
provides 13 examples of dark patterns, including trick questions, “roach motels”, “privacy
zuckering”, and price comparison prevention. News media have also chronicled dark pattern
use by companies. Justin Elliott and Paul Kiel (2019), of Propublica, published a well-known
expose on the tactics TurboTax allegedly used to persuade users eligible for the federal
government's Free File program to pay for unneeded upgrades. According to Elliot and Kiel
(2019), these tactics included preventing Free File information from being accessed by search
engines. Inhibiting users from accessing information necessary to perform a desired action may
also constitute a dark pattern. The New York Times’s Isabella Kwai (2021), reporting on
attempts to legislate dark patterns, notes that under the CCPA, “an ‘agreement obtained through
use of dark patterns does not constitute consent,” but it's unclear how that might be applied”
(n.p.). Legislating design means determining how much design impacts action, and to what

extent designers should be held accountable for the actions they persuade users to do.

Corporate Data Collection and Surveillance Capitalism

Corporations collect biometric data to make predictions about human experience, a practice
known as surveillance capitalism. When defining surveillance capitalism, Zuboff (2019) writes
that behavioral data is “fabricated into prediction products” and sold in “behavioral futures
markets” (p. 8). These markets aim to make intrinsic knowledge external and able to be
monetized. In one example, Zuboff (2019) explores the implications of biometric data harvested
from Facebook personality research. As researchers collect more data, they are able to predict
negative emotions in users (p. 463). The ability to predict negative emotions in users is
valuable, certainly, but Zuboff notes the distancing of human experience from the biometric
markers denoting that experience. Such distancing, perpetuated at the current scale of
corporate data collection, contributes to a “softening of public attitudes toward the necessity and

inviolability of democracy” (p. 516).

Focus Questions

1) In your opinion, what are the risks of corporate data collection? Do you think that
corporate data collection impacts all consumers equally? Or might there be

disproportionate impacts on some consumers over others?
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3)

6)

Some corporations share their data with public authorities, i.e. DNA database
GEDMatch, while others will only respond to a court order (Van Ness, 2020). Do you
know whether the services you use on a daily basis will share your information with the
authorities if asked? What are the risks of services sharing information with authorities

without a court order (or even with a court order)?

Have you encountered a dark pattern when signing up for a website, downloading an
application, or attempting to unsubscribe from emails? Describe the interface that you

encountered.

Evan Puschak (2018), for The Nerdwriter, says that "Design is what mediates our
interaction with the Internet; it's the language we read it in. It's not too much to ask that
that language be comprehensible and honest" (n.p.) Puschak's recommendation for
dealing with companies using unethical design to trick users is to publicly shame them.

How might you go about publicly shaming such a company?

Are dark patterns always unethical? Might it sometimes be necessary to employ UXD to
prompt users to act in their best interests? Think of a situation where users might need
to be persuaded through UXD to act in a particular way. Are there any ethical principles

that can guide your design?

How effective is targeted advertising? While it may be very creepy on the occasions that
targeted advertising succeeds, are there times when the advertising targeted to you

does not succeed because it is irrelevant to your interests?

If predictive analytics and the behavioral data they are built on are not useful for gauging
user behavior, what is the risk of collecting that behavioral data? What is behavioral data

worth, if it is not useful for persuading users to make purchases?
Many websites, applications, and tools are free because they collect data on users. In

some cases, websites are open about this trade-off, i.e., news websites that ask users to

turn off cookie-blockers so that the website can collect user data. Do you think trading
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personal data in return for content or service is a fair deal? Would you pay more for a

service that didn’t collect your personal information?

Thematic Reflection

Biometric Data

Biometric data includes information that can identify individuals through physical and personality
information. Proponents of biometric data collection sometimes assert that collecting this data
will make domestic or professional activities easier. This data can include fingerprinting,
face-scanning, and voice recognition, as well as personality data. While consumers might be
able to use biometric data to facilitate access to technologies (in the case of fingerprinting,
face-scanning, and voice-recognition) or employment (in the case of personality data),
companies can use biometric data to engineer knowledge. However, this engineered knowledge
can replicate biases about race, ethnicity, gender, class, and disability, among other factors.
Shoshana Magnet (2011) uses incarceration as an example of the harms of biometric data
harvesting; biometric companies “capitalized on rising rates of incarceration in order to create a
profitable market for their products” (p. 52). Incarcerated people do not have the option to refuse
to consent to data collection, so as companies test new biometric technologies on prisoners,
knowledge-engineering studies replicate these biases (p. 63). Biometrically engineered
knowledge then results in additional policing over already-policed people. The example shows
the risks of allowing biometric data collection to continue without legislating opt-out protections

for individuals.

Discussion Questions

1) List your daily activities. Now consider how many pieces of biometric data that you have
to give access to in order to facilitate those activities. For example, if you use a keycard
to gain access to a building, your location has been noted. And unless you have turned
off location tracking on your electronic devices (not the default setting), your location and
travel patterns have been noted for a while. Are there any pieces of biometric data

collection you are uncomfortable giving access to?

2) Go to a company’s website and try to opt out of data collection. Can you successfully

navigate to the opt-out procedure or information you need to opt out? Are there any
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design or interface tricks that are being used to prevent you from getting to the

information you need?

Precarity and Data Silence

Data collection as a default state can also lead to data silence, which prevents precarious
individuals from receiving necessary services. As Perez (2019) writes, data gaps and data
silence become life-threatening when they obscure the social meanings of bodies, and social
failures to account for them. These data gaps are cyclical; systems and services that collect
data ignore the experiences of precarious individuals, experiences that would change those
systems upon inclusion. Gilman & Green (2018) call this concept the surveillance gap, and
deem it to be a problem faced by those without connections to means of surveillance, or being
seen. Those without connections are socially invisible, and are marginalized because of their
invisibility—“undocumented immigrants, day laborers, homeless persons, and people with
felony conviction histories” (253). Gilman & Green (2018) present homelessness as an example
of the surveillance gap: Governments enact laws that criminalize the lifestyle of homeless
people; homeless people disappear as a result. Yet homelessness does not cease to be a
problem—it just ceases to be a documented problem. Lack of evidence leads to lack of

resources; so homeless people become further marginalized.

Discussion Questions

1) Can you think of any examples where data was deliberately not collected on a particular
problem as a means of obscuring that problem or the people impacted by the problem?

What groups were negatively impacted as a result of the data gap or data silence?

2) If you were a researcher, how would you measure data silences? Can data silences be
measured? Or can we only listen to those who say they have been silenced to determine

where data silencing exists?

Right to be Forgotten / Right to Privacy
The European Union’s well-known General Data Protection Regulation (GDPR) codifies the

right to be forgotten (also known as the right of erasure) of individuals. These individuals can
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request erasure of data collected by organizations based on a variety of circumstances,
including unnecessary data collection, withdrawal of consent, objection to data usage for
marketing purposes, or unlawful data collection, among others (Wolford, 2021). The 2018
version of California’s Consumer Privacy Act is modeled on the GDPR, also requires that
residents of the state know what data is being collected about them and how it is sold or
disclosed, and that they can revoke access to data, access data, request deletion, and avoid
discrimination for requests regarding data collection. These pieces of legislation entitle users to
a degree of privacy. However, as the ACLU’s Daniel Gillmor (2018) notes, the protection for
individuals who opt out should be coupled by “[challenging] the social structures that encourage
people to opt in to this kind of surveillance” (n.p.). Despite legislation, companies still have the
right to collect data on users without their consent; for many companies, data collection is the
default.

Discussion Questions

1) Try installing a cookie-blocker to see what and how many cookies and trackers are
inherent in your daily browsing experience. Are you aware of any websites that, by
default, collect no information about their users? How do you imagine that these
websites continue to operate without the revenue that data collection and sale brings?
Are they subsidized by parent companies, which do collect information or subscription
fees from users?

2) Like the GDPR, the CCPA still assumes that data collection is the default. Should it be?
What types of changes would occur if all users were required to opt-into the collection

and sale of their data?

Communicating Ethics via UXD

Most consumers do not recognize the patterns of UXD that guide them toward making decisions
about products or services to purchase, or understand the potential risks of corporate data
collection. While legislation like the CCPA lays out UX requirements for companies, as this case
has shown, some companies continue to create unethical user experiences. Creating new
requirements for companies, then, may not be the best solution to this problem. The European

Union’s well-known GDPR, explored above, instead approaches the issue of privacy by
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codifying it as a citizen’s right. Mandating more ethical design choices might employ the same

strategy, by recognizing a user’s right to free will in their web experience.

Discussion Questions
1) Using the E.U.’s GDPR as a guide, how would you codify a user’s right to a free-willed

web experience? Can you outline what that might look like from a user’s perspective,
without relying on terms like “dark patterns” or “design tricks” that would instead legislate

companies?

2) Design elements and principles, like lines, shapes, colors, textures, typography, forms,
unity, gestalt, space, hierarchy, balance, contrast, scale, dominance, and similarity
(“Visual Design Basics,” 2021) are used by all designers. If legislation prohibited the use
of these elements/principles on the basis that they might be used unethically, what would
happen to the fields that use them? Advertisers? Marketers? Web designers? What is
the purpose of design? Who benefits from good design? Do you think legislating design

is a viable solution?
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