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Constrained Clustering for Frequency Hopping Spread Spectrum
Signal Separation

Parker D. White

(ABSTRACT)

Frequency Hopping Spread Spectrum (FHSS) signaling is used across many devices oper-

ating in both regulated and unregulated bands. In either situation, if there is a malicious

device operating within these bands, or more simply a user operating out of the required

specifications, the identification this user important to insure communication link integrity

and interference mitigation. The identification of a user involves the grouping of that users

signal transmissions, and the separation of those transmission from transmissions of other

users in a shared frequency band. Traditional signal separation methods often require diffi-

cult to obtain hardware fingerprinting characteristics or approximate geo-location estimates.

This work will consider the characteristics of FHSS signals that can be extracted directly

from signal detection. From estimates of these hopping characteristics, novel source sepa-

ration with classic clustering algorithms can be performed. Background knowledge derived

from the time domain representation of received waveforms can improve these clustering

methods with the novel application of cannot-link pairwise constraints to signal separation.

For equivalent clustering accuracy, constraint-based clustering tolerates higher parameter

estimation error, caused by diminishing received signal-to-noise ratio (SNR), for example.

Additionally, prior work does not fully cover the implications of detecting and estimating

FHSS signals using image segmentation on a Time-Frequency (TF) waterfall. This work will

compare several methods of FHSS signal detection, and discuss how each method may effect

estimation accuracy and signal separation quality. The use of constraint-based clustering

is shown to provide higher clustering accuracy, resulting in more reliable separation and

identification of active users in comparison to traditional clustering methods.
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(GENERAL AUDIENCE ABSTRACT)

The expansion of technology in areas such as smart homes and appliances, personal devices,

smart vehicles, and many others, leads to more and more devices using common wireless

communication techniques such as WiFi and Bluetooth. While the number of wirelessly

connected users expands, the range of frequencies that support wireless communications

does not. It is therefore essential that each of these devices unselfishly share the available

wireless resources. If a device is using more resources than the required limits, or causing

interference with other’s communications, this device will impact many others negatively

and therefore preventative action must be taken to prevent further disruption in the wireless

environment. Before action can be taken however, the device must first be identified in

a mixture of other wireless activity. To identify a specific device, first, a wireless receiver

must be in close enough proximity to detect the power that the malicious device is emitting

through its wireless communication. This thesis provides a method that can be used to

identify a problem user based only off of its wireless transmission behavior. The performance

of this identification is shown with respect to the received signal power which represents the

necessary range that a listening device must be to identify and separate a problem user from

other cooperative users that are communicating wirelessly.
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Areas such as healthcare, Vehicle-to-X, industrial automation, smart homes, personal devices

and emergency response are all experiencing unprecedented growth in the number of physical

devices that are active in wireless communication systems [1]. As the number of these devices

continues to grow, and the availability of the finite spectrum becomes more and more limited,

maintaining cooperative use of the spectrum becomes crucial for the interoperability of these

multi-user systems. While there are additional means of communication tools and frequency

bands being developed and implemented to support this increasing spectrum activity, many

of these future and current devices will rely on traditional multiple access techniques, such

as FHSS, and will operate in unlicensed frequency bands [2]. While many devices, as in the

areas of V2X and healthcare, are cooperative, not every device will be communicating it’s

intent on using the shared spectrum. This leads to a mixture of known and unknown devices

all operating within a limited frequency band. This opens the possibility of unknown and

uncooperative devices operating outside of the regulations enforced by the FCC in [3] with

restriction on Bluetooth in [4], for example. This malicious activity can result in a reduction

in communication possibilities for other cooperative users. External monitoring of a shared

spectrum over time is therefore necessary in maintaining cooperative and collective use of

multi-user frequency bands.

1



2 Chapter 1. Introduction

There is also military interest in a mix of users operating within a frequency band of interest.

This knowledge can provide advantageous intelligence of the number of active communica-

tors in an otherwise unknown environment. Among these communicators, spectral analysis

can lead to the identification of users in an environment which can aid in friend or foe de-

termination. Also, if there is interest in a specific type of user, the identification of this user

could lead to activity tracking once a communication profile has been established.

In either commercial or military applications, the identification of a user of interest first

involves the separation of signals received in a time and frequency observation window, fol-

lowed by the relation of these signals to their respective transmitters. However, a commonly

used multiple access technique such as Frequency Hopping Spread Spectrum (FHSS) can

make this grouping of signals difficult, since in this communication technique, the frequency

content is spread across a bandwidth much wider than the bandwidth of the information

bearing signal. FHSS communication spreads the frequency content by pseudo-randomly

changing the frequency at which data is being modulated. In the commercial application,

this spreading of information can reduce the interference caused by a source operating on a

single, stationary, frequency. Changing frequency of the information bearing signal also re-

duces the ability to detect and track the transmitter over a period of time, which is desirable

in a military application.

The detection and separation of FHSS signals is still actively being researched and has pre-

viously been approached in several ways. Hardware fingerprinting, or SEI, uses RF trans-

mitting chain imperfections such as a transient behavior, quadrature errors [5], amplitude

clipping, and/or self-interference [6] to separate sources. While this hardware specific in-

formation may be effective in user identification, these hardware imperfections are difficult

to calculate and obtain [7]. Geolocation techniques, such as TDOA, DOA, or RSS location

involves the cooperation of multiple receiving elements, or the use of a directional antenna,
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to determine possible source locations in 3-D space as shown in [8],[9], and [10] respectively.

However, nearby spectrum users and multi-path effects complicate source separation based

strictly on location. Another approach to separate FHSS sources is based on the use of gen-

eralized parameter sets that can be estimated with just the reception of the source signals.

Prior works that make use of these parameter sets are typically modeled as a classification

problem where there are a set number of known sources that can be recognized from previ-

ous learned behavior. Other works require precise knowledge of transmission times or center

frequency [11], which are typically not available in a reception environment with a number

of unknown sources.

With the clear limitations of current approaches to separating mixtures of FHSS signals in

a band of interest, the work in this thesis provides a solution to this problem by:

• Presenting a novel signal separation clustering solution utilizing constraint based clus-

tering on a mixture of unknown sources without needing prior transmission informa-

tion.

• Demonstrating the implications of signal detection on raw data using several image seg-

mentation techniques, and showing how this detection can influence the performance

of constraint-based clustering for FHSS signal separation.

As a result, FHSS signal parameters derived from signal detection are successfully used in

signal separation, which is supported with the following simulation that covers the generation

of FHSS signals, the detection and estimation of these signals, and finally the separation and

identification of previously unknown sources operating within a bandwidth of interest over

time.
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�b�2�H�2�+�i�B�Q�M �Q�7 �7�2���i�m�`�2�b �i�?���i ���`�2 �b�T�2�+�B�7�B�+���H�H�v �+�?�Q�b�2�M �7�Q�` �� �b�B�M�;�H�2 �b�2�i �Q�7 �i�`���M�b�K�B�i�i�2�`�b�X �h�?�B�b �2�t�@

�T�2�`�i �/�2�T�2�M�/�2�M�i �b�2�H�2�+�i�B�Q�M �+�`�B�i�2�`�B���- ���b �r�2�H�H ���b �i�?�2 �/�B�7�7�B�+�m�H�i�v �B�M �2�b�i�B�K���i�B�M�; �i�?�2�b�2 �T���`���K�2�i�2�`�b �(�d�)�-

�K���F�2�b �i�?�B�b �i�v�T�2 �Q�7 �b�B�;�M���H �b�2�T���`���i�B�Q�M �/�B�7�7�B�+�m�H�i �r�?�2�M ���T�T�H�B�2�/ �i�Q �� �p���`�B�2�i�v �Q�7 �m�M�F�M�Q�r�M �b�Q�m�`�+�2�b

�r�?�B�+�? ���`�2 �H�B�F�2�H�v �i�Q �#�2 �m�b�B�M�; ���M �m�M�H�B�+�2�M�b�2�/ �7�`�2�[�m�2�M�+�v �#���M�/�X

���M ���H�i�2�`�M���i�B�p�2 ���T�T�`�Q���+�? �i�Q �b�B�;�M���H �b�2�T���`���i�B�Q�M �r�B�i�? �?���`�/�r���`�2 �7�B�M�;�2�`�T�`�B�M�i�B�M�; �B�b �m�b�2 �Q�7 �i�`���M�b�B�2�M�i

�7�2���i�m�`�2�b�X �h�?�2�b�2 �7�2���i�m�`�2�b�- �m�b�2�/ �B�M �i�?�2 �r�Q�`�F�b �(�e�-�R�9�-�R�8�-�R�e�-�R�d�-�R�3�-�R�N�) ���`�2 �/�2�`�B�p�2�/ �7�`�Q�K �i�?�2

�i�`���M�b�B�i�B�Q�M �T�2�`�B�Q�/�b �r�?�2�M ���M ���K�T�H�B�7�B�2�` �Q�M �i�?�2 �_�6 �i�`���M�b�K�B�i�i�B�M�; �+�?���B�M �B�M�+�`�2���b�2�b �Q�` �/�2�+�`�2���b�2�b

�Q�m�i�T�m�i �T�Q�r�2�` �i�?���i �Q�+�+�m�`�b �/�m�`�B�M�; �/���i�� �K�Q�/�m�H���i�B�Q�M�X �.�m�2 �i�Q �K���M�m�7���+�i�m�`�B�M�; �B�M�+�Q�M�b�B�b�i�2�M�+�B�2�b�-

�2�p�2�`�v ���K�T�H�B�7�B�2�` �K���v �T�`�Q�/�m�+�2 �/�B�7�7�2�`�2�M�i �i�`���M�b�B�2�M�i�b �7�2���i�m�`�2�b �i�?���i �+���M �#�2 �m�b�2�/ �i�Q �B�/�2�M�i�B�7�v ��

�b�T�2�+�B�7�B�+ �i�`���M�b�K�B�i�i�2�`�X �1�t���K�T�H�2�b �Q�7 �i�`���M�b�B�2�M�i �7�2���i�m�`�2�b�- ���b �H�B�b�i�2�/ �B�M �(�R�d�)�- ���`�2 �i�`���M�b�B�2�M�i �H�2�M�;�i�?�-

�M�Q�`�K���H�B�x�2�/ ���K�T�H�B�i�m�/�2 �p���`�B���M�+�2�- �M�m�K�#�2�` �Q�7 �T�2���F�b �B�M �i�`���M�b�B�i�B�Q�M�- �/�B�b�+�`�2�i�2 �r���p�2�H�2�i �i�`���M�b�7�Q�`�K

�T�`�Q�T�2�`�i�B�2�b�- ���M�/ �/�B�7�7�2�`�2�M�+�2 �#�2�i�r�2�2�M �M�Q�`�K���H�B�x�2�/ �K�2���M ���M�/ �M�Q�`�K���H�B�x�2�/ �K���t�B�K�m�K �p���H�m�2�X �h�?�2

�m�b�2 �Q�7 �i�?�2�b�2 �7�2���i�m�`�2�b �?���b �b�?�Q�r�M �i�Q �#�2 �� �p�2�`�v ���+�+�m�`���i�2 �r���v �Q�7 �B�/�2�M�i�B�7�v�B�M�; ���F�M�Q�r�M�/�2�p�B�+�2 �(�k�y�)�X

�q�B�i�? �� �7�B�M�;�2�`�T�`�B�M�i �i�B�2�/ �i�Q �� �b�B�M�;�H�2 �/�2�p�B�+�2�- �B�i �+���M �`�2�/�m�+�2 �i�?�2 �2�7�7�2�+�i�B�p�2�M�2�b�b �Q�7 �B�K�T�2�`�b�Q�M���i�B�Q�M

���i�i���+�F�b�- ���b �/�B�b�+�m�b�b�2�/ �B�M �(�R�3�-�R�N�)�X �>�Q�r�2�p�2�`�- �r�B�i�?�Q�m�i �i�?�B�b �T�`�B�Q�` �F�M�Q�r�H�2�/�;�2�- �m�M�F�M�Q�r�M �m�b�2�`�b �i�?���i

���T�T�2���` �i�Q �i�?�2�b�2 �+�H���b�b�B�7�B�+���i�B�Q�M ���H�;�Q�`�B�i�?�K�b �+���M�M�Q�i �#�2 �b�m�+�+�2�b�b�7�m�H�H�v �b�2�T���`���i�2�/�- �2�b�T�2�+�B���H�H�v �B�7 �i�?�2

�i�`���M�b�+�2�B�p�2�` �#�2�H�Q�M�;�b �i�Q �i�?�2 �b���K�2 �K���M�m�7���+�i�m�`�2�` �(�k�R�-�k�k�)�X �A�M ���/�/�B�i�B�Q�M�- �i�?�2 �i�`���M�b�B�2�M�i �7�2���i�m�`�2�b

�+�?�Q�b�2�M ���`�2 �M�Q�M �i�`�B�p�B���H �i�Q �+���H�+�m�H���i�2 �B�M �� �M�Q�B�b�v �2�M�p�B�`�Q�M�K�2�M�i �(�d�)�- ���M�/ �/�2�i�2�+�i�B�M�; �i�?�2 �b�i���`�i ���M�/

�b�i�Q�T �i�`���M�b�B�2�M�i�b ���H�Q�M�2 �?���b �T�`�Q�p�2�M �i�Q �#�2 �� �/�B�7�7�B�+�m�H�i �i���b�F �(�k�j�-�k�9�)�X

�P�p�2�`���H�H�- �i�?�B�b �_�6 �7�B�M�;�2�`�T�`�B�M�i�B�M�; �T�`�Q�+�2�b�b �B�b �i�`�2���i�2�/ �K�m�+�? �H�B�F�2 �� �+�H���b�b�B�7�B�+���i�B�Q�M �T�`�Q�#�H�2�K�- �r�?�B�+�?



�3 �*�?���T�i�2�` �k�X �"���+�F�;�`�Q�m�M�/

�`�2�[�m�B�`�2�b �� �b�2�i �Q�7 �F�M�Q�r�M �/�2�p�B�+�2�b�- ���M�/ �?���M�/ �T�B�+�F�2�/ �+�?���`���+�i�2�`�B�b�i�B�+�b �i�?���i �+���M �#�2 �m�b�2�/ �i�Q �b�m�+�@
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�6�B�`�b�i�- �b�Q�K�2 �Q�7 �i�?�2�b�2 �_�6 �7�2���i�m�`�2�b �`�2�[�m�B�`�2 �?�B�;�? �`�2�b�Q�H�m�i�B�Q�M �B�M �2�B�i�?�2�` �i�B�K�2�- �7�`�2�[�m�2�M�+�v�- �Q�` �#�Q�i�?

�/�Q�K���B�M�b�X �a�B�M�+�2 �6�>�a�a �b�B�;�M���H�b ���`�2 �Q�7�i�2�M �/�2�i�2�+�i�2�/ �r�B�i�? �� �h�B�K�2�@�6�`�2�[�m�2�M�+�v �U�h�6�V �r���i�2�`�7���H�H �Q�p�2�`

�� �r�B�/�2 �#���M�/�- �i�?�B�b �`�2�b�Q�H�m�i�B�Q�M �B�b �`�2�b�i�`�B�+�i�2�/ �#�v �i�?�2 �.�B�b�+�`�2�i�2 �6�Q�m�`�B�2�` �h�`���M�b�7�Q�`�K �U�.�6�h�V �+���H�+�m�H���@

�i�B�Q�M�- �r�?�B�+�? �T�`�2�b�2�M�i�b �� �i�`���/�2 �Q�7�7 �B�M �#�Q�i�? �i�B�K�2 ���M�/ �7�`�2�[�m�2�M�+�v �`�2�b�Q�H�m�i�B�Q�M�X ���M�Q�i�?�2�` �/�B�7�7�B�+�m�H�i�v

�B�M �+���H�+�m�H���i�B�M�; �i�?�2�b�2 �7�2���i�m�`�2�b ���`�B�b�2�b �7�`�Q�K �i�?�2 �H���`�;�2 �Q�#�b�2�`�p���i�B�Q�M �B�M�i�2�`�p���H �`�2�[�m�B�`�2�/ �7�Q�` ���/�2�[�m���i�2

�7�2���i�m�`�2 �2�b�i�B�K���i�B�Q�M �(�d�)�X �h�?�2 �T�Q�i�2�M�i�B���H�H�v �b�?�Q�`�i �/�m�`���i�B�Q�M �Q�7 �?�Q�T�T�B�M�; �b�B�;�M���H�b �K���v �M�Q�i ���H�H�Q�r

�7�Q�` �b�m�+�? �H�2�M�;�i�?�v �+���H�+�m�H���i�B�Q�M�b�X �6�Q�` �i�?�2�b�2 �`�2���b�Q�M�b�- �/�B�7�7�2�`�2�M�i �+�?���`���+�i�2�`�B�b�i�B�+�b �K�m�b�i �#�2 �Q�#�b�2�`�p�2�/

���M�/ �m�b�2�/ ���b �� �K�2���M�b �i�Q �b�2�T���`���i�2 �6�>�a�a �b�B�;�M���H�b�X �h�?�2 �M�2�t�i �b�2�+�i�B�Q�M �r�B�H�H �/�B�b�+�m�b�b �r�?���i �6�>�a�a

�+�Q�K�K�m�M�B�+���i�B�Q�M �B�b�- ���M�/ �b�i�2�T�b �i�?���i �+���M �#�2 �i���F�2�M �i�Q �b�2�T���`���i�2 �� �K�B�t�i�m�`�2 �Q�7 �m�M�F�M�Q�r�M �7�`�2�[�m�2�M�+�v

�?�Q�T�T�B�M�; �b�Q�m�`�+�2�b�X
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���M�Q�i�?�2�` �K�2�i�?�Q�/ �i�?���i �+���M �#�2 �m�b�2�/ �i�Q �b�2�T���`���i�2 �b�B�;�M���H�b �B�M�p�Q�H�p�2�b �/�2�i�2�`�K�B�M�B�M�; �i�?�2 �H�Q�+���i�B�Q�M

�r�?�2�`�2 �i�`���M�b�K�B�b�b�B�Q�M �Q�+�+�m�`�`�2�/�X �h�?�2�`�2 ���`�2 �b�2�p�2�`���H �K�2���M�b �Q�7 �K�2���b�m�`�2�K�2�M�i �i�?���i �+���M �?�2�H�T �B�M

�H�Q�+���i�B�Q�M �/�2�i�2�`�K�B�M���i�B�Q�M �B�M�+�H�m�/�B�M�; �h�Q���- �.�Q���- ���M�/ �_�a�a �(�k�8�- �k�e�- �k�d�)�X �J�2���b�m�`�2�K�2�M�i�b �7�`�Q�K

�K�m�H�i�B�T�H�2 �+�Q�Q�T�2�`���i�B�p�2 �M�Q�/�2�b ���i �F�M�Q�r�M �H�Q�+���i�B�Q�M�b �+���M�#�2 �m�b�2�/ �B�M �+�Q�Q�`�/�B�M���i�B�Q�M �i�Q ���T�T�`�Q�t�B�K���i�2

�i�`���M�b�K�B�b�b�B�Q�M �H�Q�+���i�B�Q�M�b�X �� �+�Q�m�T�H�2 �Q�7 �+�Q�K�K�Q�M �K�2�i�?�Q�/�b �m�b�2�/ �B�M �i�?�B�b �H�Q�+���i�B�Q�M ���T�T�`�Q�t�B�K���i�B�Q�M �B�b
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�k�X�R�X �a�B�;�M���H �a�2�T���`���i�B�Q�M �N
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K �X �1���+�? �B�M�T�m�idi �B�b �� �b�B�;�M���H �?�Q�T �Q�#�b�2�`�p�2�/ �B�M �i�?�2 �i�B�K�2�@�7�`�2�[�m�2�M�+�v �r�B�M�/�Q�r�X �1���+�? �T���B�`�r�B�b�2

�+���M�M�Q�i�@�H�B�M�F �+�Q�M�b�i�`���B�M�i �B�b �/�2�`�B�p�2�/ �7�`�Q�K �i�2�K�T�Q�`���H �Q�p�2�`�H���T�b �B�M �i�?�2 �i�B�K�2�@�7�`�2�[�m�2�M�+�v �Q�#�b�2�`�p���i�B�Q�M

�B�M�i�2�`�p���H�X �A�M �i�?�B�b ���T�T�H�B�+���i�B�Q�M�- �p�2�`�v ���+�+�m�`���i�2 �:�S�a �+�H�Q�+�F �i�B�K�B�M�; �2�b�i�B�K���i�2�b �Q�7 �b�i���`�i ���M�/ �b�i�Q�T

�i�B�K�2 ���`�2 ���b�b�m�K�2�/�- �r�?�B�+�? ���`�2 �m�b�2�/ �i�Q �/�2�7�B�M�2 �i�?�2�b�2 �+���M�M�Q�i�@�H�B�M�F �+�Q�M�b�i�`���B�M�i�b �#�2�i�r�2�2�M �?�Q�T�b�X �h�?�B�b

���b�b�m�K�T�i�B�Q�M �r�B�H�H �#�2 �7�m�`�i�?�2�` �/�B�b�+�m�b�b�2�/ ���M�/ �p���H�B�/���i�2�/ �B�M �*�?���T�i�2�` �9�X �L�Q�r�- �r�B�i�? �B�M�T�m�i �b�B�;�M���H�bD�-

�+�Q�M�b�i�`���B�M�i�bCon�- ���M�/ �M�m�K�#�2�` �Q�7 �+�H�m�b�i�2�`�bC �/�2�7�B�M�2�/�- �+�H�m�b�i�2�`�B�M�; ���b �B�M ���H�;�Q�`�B�i�?�K�R���M�/ �6�B�;�X�j�X�j

�B�b �2�t�2�+�m�i�2�/�X �P�M�+�2 �i�?�2 �+�H�m�b�i�2�` �+�2�M�i�2�`�b �/�Q �M�Q�i �+�?���M�;�2�- �Q�` �M�Q �T�Q�B�M�i�b ���`�2 ���b�b�B�;�M�2�/ �i�Q ���H�i�2�`�M���i�2

�+�H�m�b�i�2�`�b�- �i�?�2 ���H�;�Q�`�B�i�?�K �?���b �+�Q�M�p�2�`�;�2�/ �r�B�i�? �E �+�H�m�b�i�2�`�b �+�Q�M�i���B�M�B�M�; ���H�H �T�Q�B�M�i�b �M�Q�i �B�M�+�H�m�/�B�M�;

�i�?�2 �M�m�H�H �b�2�i�X �h�?�2 �E �+�H�m�b�i�2�` ���b�b�B�;�M�K�2�M�i �`�2�T�`�2�b�2�M�i�b �b�2�T���`���i�2 �b�Q�m�`�+�2�b �B�M �i�?�B�b ���T�T�H�B�+���i�B�Q�M�- ���M�/

�+���M �#�2 �m�b�2�/ ���b �� �K�2���M�b �Q�7 �B�/�2�M�i�B�7�v�B�M�; �i�v�T�B�+���H �?�Q�T�T�B�M�; �+�?���`���+�i�2�`�B�b�i�B�+�b �Q�7 �2�p�2�`�v �B�M�/�2�T�2�M�/�2�M�i

�b�Q�m�`�+�2�X ���b �r�B�H�H �#�2 �b�?�Q�r�M�- ���+�+�m�`���i�2 �+�H�m�b�i�2�` ���b�b�B�;�M�K�2�M�i �B�M�+�`�2���b�2�b �i�?�2 �m�M�+�2�`�i���B�M�i�v ���#�Q�m�i ���M

�B�M�/�B�p�B�/�m���H �b�Q�m�`�+�2�ö�b �?�Q�T�T�B�M�; �#�2�?���p�B�Q�` �r�?�B�+�? �B�b �B�K�T�`�Q�p�2�/ �Q�p�2�`���H�H �r�B�i�? �i�?�2 ���/�/�B�i�B�Q�M �Q�7 �i�B�K�2

�#���b�2�/ �+�Q�M�b�i�`���B�M�i�b�X



�j�X�9�X �_�2�b�m�H�i�b ���M�/ �.�B�b�+�m�b�b�B�Q�M �j�R

���H�;�Q�`�B�i�?�K �R�J�Q�/�B�7�B�2�/ �*�P�S�@�E�K�2���M�b ���H�;�Q�`�B�i�?�K

�T�`�Q�+�2�/�m�`�2�*�P�S�@�E�J�1���L�a�UD; Con; K �V . �.���i�� �T�Q�B�M�i�b�. �- �+���M�M�Q�i�@�H�B�M�F �+�Q�M�b�i�`���B�M�i�b
Con6= � D�tD �- �*�H�m�b�i�2�`�b�E

�R�,�A�M�B�i�B���H�B�x�2 �*�H�m�b�i�2�` �*�2�M�i�2�`�bC1 : : : Ck �r�B�i�? �E�@�K�2���M�b�Y�Y�X
�k�, �_���M�/�Q�K�H�v �b�?�m�7�7�H�2 ���H�Hd 2 D
�j�, �7�Q�` ���H�H �T�Q�B�M�i�bd 2 D�,

���b�b�B�;�Mdi �i�Q �M�2���`�2�b�i �+�H�m�b�i�2�`cj �b�X�i�X �o�A�P�G���h�1�@
�*�P�L�a�h�_���A�L�h�a �B�b�7���H�b�2�X
�A�7 ���H�H �+�H�m�b�i�2�`�b �7���B�H�- ���b�b�B�;�M �T�Q�B�M�i �i�Q �H�2�7�i �Q�m�i �b�2�i�X

�9�,�7�Q�` �2���+�?�+�H�m�b�i�2�`c 2 C�,
�+�Q�K�T�m�i�2 �K�2���M �Q�7D 2 cj ���M�/ ���b�b�B�;�M �+�H�m�b�i�2�` �+�2�M�i�2�` �i�Q
�M�2�r �H�Q�+���i�B�Q�M� j �X

�8�,���/�/ �H�2�7�i �Q�m�i �b�2�i �i�QD ���M�/ �`�2�T�2���i �b�i�2�T�b �U�9�V ���M�/ �U�8�V �m�M�i�B�H �+�Q�M�p�2�`�;�2�M�+�2�,
P j

n=1 � � n <
threshold
�T�`�Q�+�2�/�m�`�2�o�A�P�G���h�1�@�*�P�L�a�h�_���A�L�h�a�Udi ; Cj ; Con6= �V . �.���i�� �T�Q�B�M�idi �- �+�H�m�b�i�2�`Cj �-
�+���M�M�Q�i�@�H�B�M�F �+�Q�M�b�i�`���B�M�i�bCon6= � D�tD

�R�,�7�Q�` �2���+�?(di ; d6=) 2 Con6= �,
�k�, �B�7d6= 2 C�-�`�2�i�m�`�M�i�`�m�2�X
�j�, �2�H�b�2 �`�2�i�m�`�M�7���H�b�2�X

�j�X�9 �_�2�b�m�H�i�b ���M�/ �.�B�b�+�m�b�b�B�Q�M

�h�?�2 ���M���H�v�b�B�b �B�M �i�?�B�b �b�2�+�i�B�Q�M �r�B�H�H �#�2 �T�2�`�7�Q�`�K�2�/ �r�B�i�? �`�2�b�T�2�+�i �i�Q �i�?�2 �b�v�b�i�2�K �K�Q�/�2�H �Q�m�i�H�B�M�2�/ �B�M

�a�2�+�i�B�Q�M�j�X�k�- ���M�/ �Q�m�i�H�B�M�2�/ �B�M �6�B�;�X�j�X�R�X �h�?�B�b �K�Q�/�2�H �b�B�K�m�H���i�2�b �r�?���i ���M �Q�#�b�2�`�p���#�H�2 �i�B�K�2 ���M�/

�7�`�2�[�m�2�M�+�v �r�B�M�/�Q�r �K���v �H�Q�Q�F �H�B�F�2 �B�M �� �`�2���H�B�b�i�B�+ �b�+�2�M���`�B�Q�X �q�B�i�? �i�?�B�b �B�M �K�B�M�/�- �� �p���`�B���#�H�2 ���K�Q�m�M�i

�Q�7 �?�Q�T�T�B�M�; �b�Q�m�`�+�2�b �K���v �#�2 ���+�i�B�p�2 ���i �� �i�B�K�2�- �2���+�? �r�B�i�? �B�M�/�2�T�2�M�/�2�M�i �?�Q�T�T�B�M�; �#�2�?���p�B�Q�`�b�X
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�*�H���b�b�B�+ �+�H�m�b�i�2�`�B�M�; �i�2�+�?�M�B�[�m�2�b ���M�/ �K�Q�/�B�7�B�2�/ �+�Q�M�b�i�`���B�M�i �#���b�2�/ �+�H�m�b�i�2�`�B�M�; ���`�2 �i�?�2 �K�2�i�?�Q�/�b �m�b�2�/

�7�Q�` �i�?�B�b �b�B�;�M���H �b�2�T���`���i�B�Q�M�- ���b �Q�m�i�H�B�M�2�/ �B�M �a�2�+�i�B�Q�M�j�X�j�X
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�j�X�9�X�R �S�2�`�7�Q�`�K���M�+�2 �J�2�i�`�B�+�b

�h�?�2 �7�Q�H�H�Q�r�B�M�; �K�2�i�`�B�+�b �r�B�H�H �#�2 �m�b�2�/ �i�Q �[�m���M�i�B�7�v �+�H�m�b�i�2�`�B�M�; �[�m���H�B�i�v ���M�/ �Q�m�i�H�B�M�2 ���`�i�B�7���+�i�b �i�?���i

���`�2 �T�`�2�b�2�M�i ���b �� �`�2�b�m�H�i �Q�7 �+�H���b�b�B�+ ���M�/ �K�Q�/�B�7�B�2�/ �+�Q�M�b�i�`���B�M�i �#���b�2�/ �+�H�m�b�i�2�`�B�M�;�X

�L�Q�`�K���H�B�x�2�/ �J�m�i�m���H �A�M�7�Q�`�K���i�B�Q�M

�L�Q�`�K���H�B�x�2�/ �K�m�i�m���H �B�M�7�Q�`�K���i�B�Q�M �U�L�J�A�V �(�e�8�) �B�b �+�Q�K�K�Q�M�H�v �m�b�2�/ �7�Q�` �+�H�m�b�i�2�`�B�M�; �T�2�`�7�Q�`�K���M�+�2

�2�p���H�m���i�B�Q�M �(�e�e�)�X �h�?�B�b �K�2���b�m�`�2 �B�b �/�2�7�B�M�2�/ ���b

�L�J�A=
MI (L; C )

E[H (L); H (C)]
�U�j�X�R�V

�r�?�2�`�2 �G �B�b �i�?�2 �p�2�+�i�Q�` �Q�7 �i�`�m�2 �H���#�2�H�b �Q�7 �i�?�2 �/���i�� �b�2�i�- �* �B�b �� �p�2�+�i�Q�` �Q�7 ���b�b�B�;�M�2�/ �H���#�2�H�b ���b �� �`�2�b�m�H�i

�Q�7 �+�H�m�b�i�2�` �;�`�Q�m�T�B�M�;�b�- �J�A �B�b �i�?�2 �K�m�i�m���H �B�M�7�Q�`�K���i�B�Q�M �(�e�8�) �#�2�i�r�2�2�M �G ���M�/ �* ���M�/ �B�b �/�2�7�B�M�2�/ ���b

�J�A(L; C ) =
jL jX

i =1

jCjX

j =1

P(i; j ) �H�Q�;
�

P(i; j )
P(i )P0(j )

�
�U�j�X�k�V

�r�?�2�`�2P(i; j ) = jCi \ L j j/ N �B�b �i�?�2 �T�`�Q�#���#�B�H�B�i�v �i�?���i �� �`���M�/�Q�K�H�v �b�2�H�2�+�i�2�/ �/���i�� �T�Q�B�M�i �`�2�b�B�/�2�b

�B�M �#�Q�i�? �+�H�m�b�i�2�`�bCi ���M�/L j ���M�/ �> �B�b �i�?�2 �2�M�i�`�Q�T�v �Q�` �i�?�2 ���K�Q�m�M�i �Q�7 �m�M�+�2�`�i���B�M�i�v �(�e�8�) �Q�7 �2�B�i�?�2�`

�b�2�i ���M�/ �B�b �/�2�7�B�M�2�/ ���b

�>(C) = �
jC jX

i =1

P(i ) �H�Q�;(P(i )) �U�j�X�j�V

�r�?�2�`�2P(i ) = jCi j/ N �B�b �i�?�2 �T�`�Q�#���#�B�H�B�i�v �i�?���i �� �/���i�� �T�Q�B�M�i �`���M�/�Q�K�H�v �b�2�H�2�+�i�2�/ �`�2�b�B�/�2�b �B�M �+�H�m�b�i�2�`

Ci �X �J�m�i�m���H �B�M�7�Q�`�K���i�B�Q�M �+���M �#�2 �/�2�b�+�`�B�#�2�/ ���b �i�?�2 �K�2���b�m�`�2 �Q�7 �B�M�7�Q�`�K���i�B�Q�M�- �i�?�2 �+�H�m�b�i�2�`�B�M�; �H���#�2�H�b�-

�+�Q�M�i���B�M�b ���#�Q�m�i �i�?�2 �i�`�m�2 �H���#�2�H�b�X �q�?�B�H�2 �i�?�B�b �K�2���b�m�`�2 �+���M �K���i�?�2�K���i�B�+���H�H�v �2�p���H�m���i�2 �+�H�m�b�i�2�`�B�M�;

�T�2�`�7�Q�`�K���M�+�2�- ���M ���/�/�B�i�B�Q�M���H �K�2���b�m�`�2 �Q�7 ���+�+�m�`���+�v �B�b �B�M�+�H�m�/�2�/ �B�M �i�?�B�b �r�Q�`�F �i�Q �;�B�p�2 �� �`�2�H���i���#�H�2

�T�2�`�+�2�M�i���;�2 �p���H�m�2 �B�M �i�2�`�K�b �Q�7 �i�?�2 �T�2�`�+�2�M�i �Q�7 �+�Q�`�`�2�+�i�H�v ���b�b�B�;�M�2�/ �H���#�2�H�b�X



�j�X�9�X �_�2�b�m�H�i�b ���M�/ �.�B�b�+�m�b�b�B�Q�M �j�j

���+�+�m�`���+�v

�� �K�2���b�m�`�2 �Q�7 �`���r ���+�+�m�`���+�v�- �Q�` �T�m�`�B�i�v �(�e�d�)�- �B�b �m�b�2�/ ���b ���M�Q�i�?�2�` �T�2�`�7�Q�`�K���M�+�2 �#�2�M�+�?�K���`�F�X �q�B�i�?

�� �b�2�i �Q�7 �+�H�m�b�i�2�`�bC�- �+�H���b�b�2�bL�- ���M�/N �i�Q�i���H �/���i�� �T�Q�B�M�i�bD�- ���+�+�m�`���+�v �B�b �/�2�7�B�M�2�/ ���b �7�Q�H�H�Q�r�b�X
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