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Practical Privacy-Preserving Federated Learning with Secure Multi-
Party Computation

Benjamin Akhtar

(ABSTRACT)

Federated Learning (FL) has become increasingly important for machine learning applica-
tions that do not allow user data to be removed from the device it exists on. Basic FL is
still susceptible to attacks that compromise privacy through privacy inference and poisoning
attacks. Through secure Multi-Party Computation (MPC) and Differential Privacy (DP) it
is possible to eliminate more of these attacks.

Secure Multi-Party Computation is a promising efficient solution for privacy-preserving com-
putation to ensure that the aggregation servers do not learn the information being protected.
The implementation of MPC has occurred in many different formats and security threats.
Prior work SAFEFL utilizes the use of MPC through MP-SPDZ, a secure MPC framework,
in their secure federated learning framework, however, it suffered from numerous limitations
in execution time that prevented any practical use.

In this study, SAFEFL’s limitations are examined thoroughly and discussed how to be im-
proved. A new design is proposed for secure federated learning with MPC. Additionally,
differential privacy is added into the MPC aggregation for an extra layer of security. These
new designs are compared with the original SAFEFL design and show the performance

improvements and scalability for future.



Practical Privacy-Preserving Federated Learning with Secure Multi-
Party Computation

Benjamin Akhtar

(GENERAL AUDIENCE ABSTRACT)

In a world with ever greater need for machine learning and artificial intelligence, it has be-
come increasingly important to offload computation intensive tasks to companies with the
compute resources to perform training on potentially sensitive data. In applications such
as finance or healthcare, the data providers may have a need to train large quantities of
data, but cannot reveal the data to outside parties for legal or other reasons. Originally,
using a decentralized training method known as Federated Learning (FL) was proposed to
ensure data did not leave the client’s device. This method still was susceptible to attacks and
further security was needed. Multi-Party Computation (MPC) was proposed in conjunction
with FL as it provides a way to securely compute with no leakage of data values. This was
utilized in a framework called SAFEFL, however, it was extremely slow.

Reducing the computation overhead using programming tools at our disposal for this frame-
work turns it from a unpractical to useful design. The design can now be used in industry
with some overhead compared to non-MPC computing, however, it has been greatly im-

proved.
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Chapter 1

Introduction

Recently, Machine Learning (ML) has become more widespread with its potential for numer-
ous applications in healthcare [28], finance [48], autonomous driving [52], computer vision [39]
and other industries. This is combined with the increase in compute performance in modern
Graphics Processing Units (GPUs) to help train and run these models. In the past, the entire
dataset and model were collected and trained on a central server. This is not always possible
due to new regulations that have stricter data protection collection such as the California

Consumer Privacy Act and the General Data Protection Regulation.

Previously, multiple methods have been utilized to ensure that these regulations could be
followed through Privacy Preserving ML (PPML). Secure Multi-Party Computation (MPC)
or Homomorphic Encryption (HE) have been used for PPML [2, 40, 59, 69] as it kept user
data secure throughout the computation, however, they have high computation overhead
due to their secure continuous computing nature. Additionally, the communication costs are

exceptionally high and a bottleneck in the performance.

Differential Privacy (DP) is a mathematical framework to ensure the privacy of individuals
in datasets that has also been proposed for PPML [47, 76]. This allowed for extraction of
the necessary data without revealing sensitive information about individuals [71]. While this
was an excellent solution to avoid the computation overhead of MPC or HE [9], it is solving

a different problem than MPC.
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Google proposed Federated Learning [41] as a possible alternative that was tailored for PPML
applications. This allowed all data to remain locally on client devices as the model was
trained and to have a central server serve only as an aggregator between client updates [45].
This ensured that user’s data was not exposed to anyone except themselves. This approach

has been extremely useful and has been implemented in real-world use cases [29, 73].

Although FL improves upon the computation and communication cost of MPC, FL’s privacy
guarantees are weaker, which can make it more susceptible to malicious servers. FL removes
the security threat of giving malicious servers direct access to sensitive data, but the gradients
and model parameters are still exposed. In other words, FL is unable to protect the gradients

and model throughout the process [25] compared to FL with MPC.

To solve the issues in FL, secure FL [11] was proposed that combined FL with either MPC
or HE to ensure that data and all intermediate gradients are not exposed. This technique
leveraged secure aggregation protocols that would not expose user data to the server. How-
ever, these designs were still vulnerable to poisoning attacks and often had drawbacks on
their implementation [78], such as a set number of servers or a specific MPC protocols had

to be used.

In recent years, frameworks have been proposed to expand upon the limitations from early
secure FL frameworks [24, 66] by expanding the protocols allowed to be used, number of
parties allowed, number of servers involved, or improving performance. However, these
frameworks still lacked differential privacy to protect both user data from any possible at-
tack or the server from malicious clients. Additionally, frameworks may often have lacked
expanded machine learning functionality [13] and been built for only one portion of machine

learning.

This research is essential as data privacy laws are subject to change and could become



more stringent. It is necessary to ensure both the clients and servers are not exposed to
attacks, while being able to train models at an efficient pace. Additionally, having easy to
utilize open-source frameworks that can be used by anyone, is extremely valuable as machine

learning expands to mainstream usage.

The contributions are as follows:

1. Existing frameworks were profiled to determine limitations and possible areas of im-

provement.

2. Communication steps were optimized for secure aggregation between clients and servers

using Numpy and Cython.
3. MPC server-side optimizations were provided to further decrease execution time.
4. Differential privacy was added as a feature in secure aggregation.

5. The proposed framework was evaluated for current limitations.

This thesis is organized as follows. Chapter 2 provides background and related protocols
and security guarantees for MPC, FL, and DP. Chapter 3 provides an overview of the ex-
isting limitations of MP-SPDZ and SAFEFL. Chapter 4 discusses our proposed design and
Chapter 5 presents the results for this design. Chapter 6 describes future work to be done

and Chapter 7 concludes the thesis.



Chapter 2

Background

This chapter will discuss the relevant background related to the proposed Practical Privacy-
Preserving Federated Learning (PPPFL) with Secure MPC framework. First, attacks on
machine learning will be introduced along with mitigation techniques. From there, federated
learning will be discussed. Next, a detailed description of Multi-Party Computation with its
different security settings and protocols will be provided. Differential Privacy will also be

introduced.

2.1 Attacks on Machine Learning

Machine Learning offers unique tools for computation, however, it open to a wide variety of

attacks [4]. These attacks vary in the setting they execute and the scope of the attack.

2.1.1 Model and Dataset Leakage

The most prominent attacks are to learn information about the model trained for machine
learning [58] or data used for training [55, 64, 75]. These data attacks may be to gain
information about a specific data point or where the data came from. Leaking the model
may pose a loss of intellectual property for companies or individuals. It can also be used

a precursor to future attacks. Leaking information about the data can expose sensitive

4
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knowledge or personal details.

Protecting the model is necessary for servers or companies who may depend on this product
for their business. Protections may not be as fundamental in a centralized learning envi-
ronment where the model never leaves the server’s device. In FL, the model gradients or
weights must be passed back and forth between the clients and servers, potentially exposing
the model parameters. Section 2.3 will expand on how MPC protects against this leakage

of information.

Data and dataset information is highly sought after and can expose potentially sensitive
information. Additionally, the data holder may not be in a position to share this data with
a central server due to regulations. This requires updated methodology of how to train the
model. Section 2.2 will discuss how client’s do not expose their data to servers through

Federated Learning by keeping data local.

2.1.2 Inference Attacks

While federated learning does offer more data privacy than centralized machine learning [3],
it is still open to a wide range of attacks to gather information about the underlying data [16,
23, 34, 77]. These attacks to learn the training data indirectly from the model updates (e.g.,

gradients) are called inference attacks.

Inference attacks may have different goals, depending on the type of the attack and the
information that the attacker wishes to learn. In feature inference attacks [43], the adversary
attempts to learn the feature values of new samples for a given party or learn correlations
between features throughout multiple iterations in vertical FL environment. The attacker
can infer feature values that are unknown by testing and calculating the loss until a match is

found. This poses a risk as the adversary can learn the underlying data of the client without
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needing to have any of their original data.

Another type of inference attack is attempting to learn if a specific data point was part of
the training set using membership inference attacks [65]. The attacker can utilize the labels
of the targeted model in conjunction with the attack model to determine if that piece of
data was part of the original client’s dataset. If the model has a larger gradient change after
training on that data point, then it is likely this piece of data has not been seen before. If
over fitting from the model does not occur, then it likely this piece of data was already seen

and the attacker can infer that the client used this data point.

A more extensive list of inference attacks was surveyed by [44] that discusses most of the
possible inference attacks at the time and when and how they occur. New inference at-
tacks are continually being shown and yields a need for more security. To prevent these
attacks, secure aggregation techniques were developed to ensure the server could not gather

information from the updates sent to them.

2.1.3 Poisoning Attacks

Users could cause fraudulent or inaccurate models by performing poisoning attacks [57, 61,
67, 72]. In poisoning attacks, the client can either provide a backdoor input or reduce model

accuracy.

There are a wide variety of poisoning attacks that can be done by clients throughout the
training process. An example is the label flipping attack [63] where the clients may flip
the labels of certain pieces of data from the original value to another class, usually some
target value. This increases the loss of the model and prevents it from learning optimally

throughout the training process.

Another possible example is through scaling attacks [14] where the client creates a backdoor
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in the model. This is done by adding a trigger to certain data that will then output a target

label. This can reduce overall accuracy and skew certain results to a poor matching label.

Although these are a few examples of poisoning attacks, many more exist [72]. Various tools
can be used against different poisoning attacks as not every defense covers all attacks. Ro-
bust aggregation schemes have been proposed to stop various poisoning attacks in federated

learning.

2.1.4 Mitigation Techniques

Different mitigation techniques can be used against inference and poisoning attacks. As
previously mentioned, inference attacks can be mitigated through secure aggregation and
poisoning attacks through robust aggregation. These two aggregation methods can be com-
bined in certain cases to protect both the servers and clients from attacks [8] that the other
may attempt. While robust aggregation schemes generally add a minor overhead to the over-
all computation cost, secure aggregation is far more expensive [15] due to the cryptography

schemes behind them.

2.1.4.1 Secure Aggregation Techniques

Secure aggregation techniques can use homomorphic encryption (HE) [30] to ensure that the
server would be unable to learn any information from clients user data. Instead of passing
the plain text models back and forth, the clients would have a shared secret key that could
be used to encrypt their trained model. This encrypted model could be passed to the server
where it would perform aggregation on the encrypted model. The encrypted updated model
would then be sent back to the clients who could decrypt it using their secret key to perform

plain text computation.
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As an alternative, MPC was proposed to be used for secure aggregation [11] due to its
lower computational costs. Although MPC aggregation is secure, it varied slightly in how
it would function compared to the HE based models. Whereas the HE based models would
be for a central server aggregating the updates together, MPC would require at least two
servers to aggregate, and optimally more for best execution time. Originally designed for
Shamir’s secret sharing, MPC secure aggregation was then theorized for various different

protocols [6, 24, 66] that could leveraged in different threat models.

Either of these secure aggregation techniques protect the clients from inference attacks, since
the servers do not have access to the plain text gradients passed in by the clients. These
do not protect the servers from poisoning attacks from the clients, however, there are other
aggregation schemes that can be used in conjunction with secure aggregation to ensure both

the clients and servers are protected throughout the training process.

2.1.4.2 Robust Aggregation Techniques

Various robust aggregation schemes have been proposed to defend against poisoning at-
tacks [50], [27, 53]. Generally, a robust aggregation scheme focuses on a specific attack and
tries to defend against it. Sometimes, it may prevent various different attacks, however, it

usually cannot defend against all poisoning attacks that a client could utilize.

Some of the techniques used by robust aggregation schemes are differential privacy [79],
comparison of various updates [68], and holding a small amount of data to train and com-
paring the local updates to the server updates [14]. These can have varying level of results,
however, they also may suffer in the case that the data is not independently and identically
distributed. In this scenario, client model updates may deviate compared to other clients on

the server. So, it becomes increasingly hard to determine if the updates are malicious or the
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data is just poorly sampled.

If the servers have to throw out a large portion of the training gradients throughout the
process, the model may suffer a loss of accuracy and skew towards specific labels or classes.
Research is still being developed for robust aggregation schemes [49] to handle more attacks

and best deal with poorly distributed data.

2.2 Federated Learning

Normally, machine learning occurs in a centralized manner [20], however, with the EU and
California passing data privacy laws that went into effect in 2020, the use of centralized
machine learning has become harder to leverage with limitations to data access. It may now
not be possible for the data to leave the client’s device, which prevents the centralized model
from training on that necessary data. Many various techniques have been proposed to train
models centrally or in a distributed manner [10, 32, 38]. These techniques have varying levels

of utilization, however, the one that has become most common is federated learning.

Federated Learning (FL) [41] is a newer way to train machine learning or artificial intelligence
models that utilizes a de-centralized approach to harness localized data for training. It can
be used to ensure user data never leaves a phone, laptop, or other personal device and the

a well-equipped machine learning model for that task can be created.

In regular federated learning, a server shares a global model with some number of clients.
These clients can then run their private data on the global model. Then, the clients will
send the model back to the server. The server then aggregates these models together to get
a new updated model. This model is then sent back to the clients and the cycle continues

until there are not enough parties or the model has been sufficiently trained.
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2.3 Multi-Party Computation

Multi-Party Computation (MPC) is a series of cryptographic protocols that allows multiple
parties to share data and perform a computation based on that data. In some cases, one
party may provide all of the data or one party may perform all of the computation. It

depends on the protocol set-up what role or roles each party will assume during a process.

2.3.1 Security Setting

In MPC, there are two factors for the system settings that the protocol must assume to
ensure no corrupted party learns more information than necessary. The first is if the protocol
assumes the computation occurs in an honest majority setting or dishonest majority
setting. To have a honest majority setting, strictly more than half the parties must be honest
or not corrupted. The benefit of using honest majority is that computation is significantly

faster.

The second important factor is what the corrupted parties will do to extract information
during the computation. There are two main types of corrupted parties, i.e.,semi-honest or
malicious. In the semi-honest setting, the party may not deviate from the protocol used in
the computation, but are allowed to gather information from the data that is communicated

to them during the process.

In the malicious setting, the corrupted party is allowed to deviate from the protocol in order
to create an incorrect output or gain more information. In the case of active security, there
is a need for more considerations as the honest parties may need to abort the protocol if
deviates. If they do not, it is possible an incorrect result will be output. Additionally, if the

computation reaches the output stage, then the output needs to be delivered to all parties.
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While active security provides stronger security guarantees, it comes at the expense of greater

computation overhead to ensure that information is not leaked to corrupted parties.

2.3.1.1 Semi-Honest Setting

In semi-honest setting, the assumption is that the corrupted parties will not deviate from
the protocol [31]. This means the corrupted parties are gathering information via the com-
munication from other parties. Additionally, they may try to pool their information with
other corrupted parties to learn more information. Since these parties are not performing

any deviation from the protocol, they are often called passive or honest-but-curious.

Although this does not pose a threat of ruining the output from a program, such an adversary
could learn valuable information about one’s personal data or inputs. Especially for federated

learning, this is exactly what is needed to be prevented.

The semi-honest case could even be a scenario for when a server may be honest, but later
have some data stolen or taken. Stolen data is fairly common [51], so protecting against a
semi-honest adversary, while it may seem rather needless, serves an important purpose and

is not trivial.

2.3.1.2 Malicious Setting

Unlike semi-honest setting, malicious setting assumes that the attacker may deviate from
the protocol [31] or is an active attacker. The corrupted party has at it’s disposal all of
the tools of a semi-honest corrupted party and can take any actions it wants to learn more
information during the protocol. This can include manipulating or creating false messages

or values to throw off the protocol and learn valuable information.

Since an malicious attacker can now invent or manipulate values, there is no guarantee their
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output will be correct. This is important because the honest parties outputs may be affected
by the corrupted parties. Therefore, our only assumption is that the honest parties will follow

the protocol and attempt to produce the correct output.

By assuming this, checks have to be put in place to ensure that the output throughout the
computation is correct from all parties. This tends to be fairly expensive [25] when compared
with the semi-honest case. If a party does not produce the correct output, in MPC it is usual

to abort and cancel any further communication.

2.3.1.3 Honest Majority

The honest majority setting assumes that more than half of the parties involved in the
computation are honest [22]. This only works with more than two parties. In the two party
case, dishonest majority is always used. The honest majority setting allows for secret sharing
protocols without the use of any added security. This is because all protocols used in MPC

are secure when less than half the parties are corrupt.

The honest majority setting also has some of the fastest protocols in the specific three party
setting [22]. This is because the communication costs are relatively low compared to settings

with more parties.

2.3.1.4 Dishonest Majority

In comparison to honest majority, dishonest majority does require elevated cryptography
on top of any protocol already chosen. This comes in the form of oblivious transfer or
homomorphic encryption [36]. This extra layer of cryptography is added on top of any
scheme, such as secret sharing, that provides the underlying protocol for computation. This

ensures during communication between parties, that no information will be leaked since the
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data is properly encrypted and cannot be learned without the key to the encrypted data.

This extra security is usually extremely costly, as public-key cryptography is computationally
expensive. To avoid this problem, it could be possible to add more known trusted parties to

ensure that an honest majority is met.

2.3.2 MPC Protocols

Various protocols can be utilized for MPC, depending on the threat model.

Secret sharing is one of the most commonly used and splits values between the parties
in the computation where each party receives a share of the original data. The shares
can be reconstructed to form the original value. Throughout the protocol, operations on
performed on the shares that equate to the plain text operations [62]. The benefit to secret
sharing is relatively fast computation. Beaver’s triples [5] is a way to perform multiplication
computation in secret sharing protocol. It requires a pre-processing phase. In the pre-
processing phase, correlated values are created that can be later be used in the online phase.
The Beaver triple is a special trio of values where the parties hold shares of [a], [b], and

[c=ab]. The triples can be used to perform multiplication operations in a faster manner.

Oblivious Transfer (OT) [17] is a two-party protocol that allows for each party to learn
nothing about the other party’s input or data during communication phases while performing
the necessary computation with other protocols. OT supports secret sharing and garbled
circuit protocols. The receiver uses one bit b and the sender will input two bits sy and s;.
The receiver will get some value from the output in the form of s, but the sender does not

learn the value of s. This scheme is used for dishonest majority.

Garbled Circuits (GC) [7] is another two-party protocol that utilizes OT for the commu-

nication portion of the protocol. The goal of GC is to evaluate some function without leaking
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information, usually the garbler needs to offload some heavy computation to the evaluator,
who has more processing power. The main portion of GC consists of using truth tables for
various input gates, such as XOR, AND, OR, and their associated output. The tables are
then encrypted and passed via OT and then receiver can decrypt the tables to receive the

corresponding output.

There are more MPC protocols such as Homomorphic Encryption (HE) and Beaver’s triples.
HE uses public-key cryptography to encrypt inputs before computation is performed on
them. The outputs are then returned and decrypted and the result is the same as it would

be in plain text [1].

2.3.2.1 Alternative Cryptographic Methods

Although MPC provides numerous options to use for secure computation depending on the
threat level, there are other options available as well to maintain data security [54] in machine
learning. This list is not comprehensive, but provides other methods that could be used to

provide security for individual’s data for computation.

1. HE as previously discussed allows computation on encrypted data. This can be used

outside of MPC .

2. Zero-knowledge proofs provide a way to verify the accuracy of information without

revealing anything.
3. Obfuscation adds misleading data to potentially mask any sensitive information.
The main reason to use MPC over other methods is that it provides enough security without

extremely high computation costs. For example, differential privacy by itself may inject

enough randomness to prevent individuals data from being learnt or exposed, however, it
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does not actually mask that data fully during computation and may not provide enough
security guarantees for a healthcare application. On the other end of the spectrum, while
homomorphic encryption will guarantee enough security for the data, it may be abnormally
expensive to use. MPC is a nice middle ground that does not expose the data outside of the

final result and is computationally acceptable.

2.4 Differential Privacy

Differential Privacy (DP) [35] is a way to mask individual data points using randomly gen-
erated noise, either Gaussian or Laplacian, and adding to the data. The distance of two
datasets D and D’, d(D, D'), is defined as how much the samples must change to convert D
into D’ [21]. Additionally, the function f takes in some dataset D and outputs f(D). So, to
satisfy differential privacy, for some function f, and positive variables (¢, ), d(D,D’) =1 as

long as for every subset S of f equation Equation 2.1 holds.

P(f(D) € S) <6+ ¢P(f(D') € S) (2.1)

For best privacy, € should be lower. This is the privacy guarantee or privacy budget that is
measured throughout the course of machine learning [35]. Every time the dataset is accessed

or trained on for a batch, epsilon will increase.

There are two main types of privacy [19], e-differential privacy with Laplacian noise and
(€,9) -differential privacy with Gaussian noise. e-differential privacy is usually considered

stronger since if § > 0 there is still some possibility information is leaked.
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2.4.1 Inverse Transform Sampling

Inverse transform sampling [33] is a technique to generate a distribution from a uniformly
random distribution. First, a uniform distribution can be generated from 0 to 1. Then, the
inverse Cumulative Distribution Function (CDF) is found for the function that is needed
to be generated. The inverse CDF is applied to the uniform distribution and a Gaussian
distribution with a standard deviation of 1 is created. The distribution can then be multipled
by the standard deviation that is desired, o, to finalize the Gaussian distribution that is close

to a similar plain text distribution.

This can be used to generate as Gaussian distribution necessary for DP. The reason tech-
niques such as this may be used is that MPC frameworks do not always have the ability
to generate a Gaussian distribution natively, since there is no way to securely generate it
randomly. Therefore, as long as a uniform distribution can be generated, so can a Gaussian.
Additionally, the inverse CDF requires an integral, so it must be approximated using a Tay-
lor series with Taylor coefficients that can be applied to the uniform distribution. This is

not exact, but is very near the ideal inverse CDF.



Chapter 3

Profiling of Existing Frameworks

This chapter profiles the two frameworks that will be utilized for PPPFL with Secure MPC

and their current limitations.

3.1 MP-SPDZ Overview

MP-SPDZ [36] is a MPC framework that allows for secure continuous computation. It is an
open-source code base, that can be used for MPC in various applications including machine
learning. The code base provides a compiler to convert any program written in a high-level
Python language to bytecode. From here, the bytecode runs off of a virtual machine that

leverages the computation and communication phases of MPC.

3.1.1 Use Cases of MP-SPDZ

MP-SPDZ was built as an MPC framework to use for everyone since MPC protocols are non-
trivial to understand and implement. By providing a framework that takes a program written
in Python, it allows more people to utilize MPC without having to research and implement
custom programs built specifically for MPC. This use case can be used for industry or

research.
MP-SPDZ has already been used frequently in existing works that leverage MPC protocols

17
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due to its open source nature and usability. Additionally, the code is well-maintained,

receiving frequent updates, and has extensive documentation.

Another feature of MP-SPDZ is its numerous built-in protocols. While many MPC frame-
works may support one or a few protocols, MP-SPDZ offers extensive protocols that support
honest-majority, dishonest-majority, passive or active security, and more. This allows the
program to be compiled at a high-level and then run for the specific security guarantees that

are necessary for the situation.

MP-SPDZ is also one of the few MPC frameworks that supports machine learning with
Pytorch built-in. It supports logistic regression, linear regression and more advanced machine
learning techniques such as neural networks. This support is only allowed through PyTorch
and neural networks are limited to sequential only. This limits the use of networks such
as ResNet which has some operations occur in parallel. Essentially, more complex neural

networks may not be possible using sequential only.

As machine learning often requires data from multiple sources, it might be necessary that
multiple parties provide the input of their data to train a model. MP-SPDZ supports splitting
data input between parties in multiple ways. Features or labels can be split between any

number of parties or inputted from a single party.

Still, these benefits make MP-SPDZ an extremely useful and easy to use MPC framework.
This allows it to take on most of the necessary challenges or tasks that may be presented for

industry or research.

3.1.2 Related MPC Frameworks

There are many other MPC frameworks outside of MP-SPDZ, each with their own advantages

and use cases. While not an exhaustive list, the awesome-mpc [56] is an overview of open-
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source MPC frameworks and introductory material. Some of these are more specialized with
optimizations for specific protocols to more general that allow greater usability. Here are

some specific highly utilized MPC frameworks apart from MP-SPDZ:

1. MOTION [12]: MOTION is an open-source MPC framework that can be leveraged
as a tool in research and ideally extend the adoption of MPC protocols in practice.
It supports full-threshold boolean and arithmetic GMW and BMR and is secure for
semi-honest adversaries. It supports more than two parties up to an unlimited amount

of parties and can be used in PPML.

2. EMP-Toolkit [70]: EMP-Toolkit is a open-source MPC framework that supports the
special use case of secure two party computation as well as MPC. The framework
specifically is tailored towards optimized computation for GC and depending on the

sub-framework can be utilized for semi-honest or active security guarantees.

3. CrypTen [40]: CrypTen is a open-source MPC framework built specifically for PPML
built for PyTorch applications. Its main focus currently is in research as it is not
production ready. The framework is secure against semi-honest adversaries and utilizes

secret sharing techniques supporting more than two parties.

3.1.3 Compiler in MP-SPDZ

The compiler in MP-SPDZ can take high-level written Python code and transform it into
bytecode to be run by the virtual machine. By having a clear way of how secret information
is revealed at the virtual machine level, dynamic typing through Python will not reveal any
secret information accidentally as it will be processed through the compiler. The compiler

leverages the use of a common compiling technique called basic blocks to perform round-
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minimization within each block. Round minimization is not done between blocks as it

requires re-ordering of instructions.

The main optimization conducted by the compiler is to merge multiple independent in-
structions of the same type within a basic block. It first creates a dependency graph of all
instructions within a basic block. Then it will merge any instructions that can be merged of
the same type. The compiler then will handle which round each instruction is assigned and

the output is the topological order in the dependency graph.

The compiler also ensures that only if the same exact memory address is called will the
instructions not be merged. In this case, there could be a memory conflict and merging is

not possible. Additionally, any code that has an unused result may be removed.

3.1.4 Virtual Machine in MP-SPDZ

The virtual machine in MP-SPDZ takes in pre-compiled bytecode from the MP-SPDZ com-
piler and will run the bytecode according to the scheduler file that is provided when a program
is compiled. The virtual machine handles all of the specific protocol information for that
program as well. The main benefit of the virtual machine in MP-SPDZ is that it allows for
communication instructions to have an unlimited number of arguments in the bytecode. If
this did not occur, more computation would stall due to waiting for slower communication
instructions to complete. This helps reduce the number of communication rounds by allow-
ing parallelization of communication instructions, which tend to be the bottleneck due to

network latency.

The virtual machine offers unlimited registers for all basic data types. Registers are hard-
coded into the bytecode and typically are storing inputs or outputs of instructions. This is in

contrast to the memory which is allocated at compile-time and can communicate information
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between threads. The memory provides handling the more complex data types such as

matrices compared to the simple basic data types registers hold.

Multi-threading is supported for the virtual machine. It allows for the allocation of a set
number of threads when executing the program. One thread is allocated to the main tape to
run the program. Tapes are a series of bytecode instructions. The other threads are free to
run other tapes as called from the main tape, however, it is limited to the number of threads

allocated. This allows for some parallelization of operations.

3.2 MP-SPDZ Profiling

MP-SPDZ provides built-in programs for the user to be able to run out of the box. These in-
clude some simple neural networks, as MP-SPDZ only supports sequential neural networks,
and other secure computation programs. These programs can be run with any protocol sup-
ported by MP-SPDZ, assuming the program does not require a specific type of operation
not supported by the protocol. For example, a program that requires arithmetic opera-
tions cannot be run using GC. The programs also support different optimization techniques,

depending on the protocol.

Various programs were run and tested to determine possible limitations of the MP-SPDZ
framework. The results display that MP-SPDZ has improvements that can be made to

speed-up execution time, especially in certain programs.

3.2.1 Parallelization and Limitations

One of the optimizations provided by MP-SPDZ that can be added to any program is the

ability to utilize multi-threading and the number of available threads that can be used.
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Since MP-SPDZ does not support the use of GPUs in the training of neural networks, multi-
threading is essential for increasing performance for operations such as matrix multiplication,

which have high parallelization potential.

Our findings display that although these neural networks do benefit from a higher thread
count, there is a bottleneck and limit to the number of threads that provide a performance
benefit. Below in Figure 3.1 displays the limitations of multi-threading within MP-SPDZ.
The setup was the performance of the dense neural network architecture provided by MP-
SPDZ [37] running on the MNIST dataset. The figure displays the neural network run for
various thread counts locally. These were run using the replicated ring protocol, in a three

party setting. This is a semi-honest, honest-majority protocol.

Torch Mnist Dense Execution Time 1 Epoch Locally
12 64.79
10 65.16
64.22

6 76.47

Threads
[=2]

10 20 30 40 50 60 70 80 90 100

Time (s)

=]

Figure 3.1: Local Parallelization Limitations in MP-SPDZ.

The execution time begins to increase after 8 threads, displaying a distinct lack of high

enough multi-threading for certain applications. There are possible explanations for this
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that will be discussed in the next section. Below displays the figure for the same setup, just

performed over a network connection via TCP. This is shown in Figure 3.2.
Torch Mnist Dense Execution Time 1 Epoch over Network
12 180.51
10 190.94
196.52
6 238.76

4 297.96

Threads
[s2]

50 100 150 200 250 300 350

=]

Time (s)

Figure 3.2: Network Parallelization Limitations in MP-SPDZ.

This time more threads does seem to improve execution time. Still, the performance im-
provements do decrease beyond 8 threads. This makes it harder to properly utilize the
machine learning tools in MP-SPDZ due to high execution costs that could be reduced with

better parallelization.

3.2.2 Memory Bandwidth Usage

The reason for the possible lack of speedup using higher thread counts in MP-SPDZ could
be attributed to high memory overheads. When profiling using Intel’s VTune while running
the default MP-SPDZ programs, the results yielded essential information. In Figure 3.3, the

VTune profiler indicates that the threads are in deed limited by lack of memory and not due
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to poor MP-SPDZ multi-threading capabilities. The red highlighted values along with the
flags indicate possible large bottlenecked areas for the program. Lower values indicate that

the program is efficient and not hampered by a specific issue.

~) Elapsed Time ' : 47.014s

CPU Time @; 124.640s
) P-Core:
©® Memory Bound ©: 36.9% ® of Pipeline Slots
L1 Bound ©: 12.0% of Clockticks
L2 Bound @: 1.4%  of Clockticks
L3 Bound @: 18.2% Rk of Clockticks
DRAM Bound @: 11.8% & of Clockticks
Store Bound @: 3.2%  of Clockticks
(~) E-Core:
© Memory Bound ©: 38.9% k& of Clockticks
L2 Bound @: 5.4%  of Clockticks
L3 Bound @: 14.2% k& of Clockticks
DRAM Bound @: 3.0% of Clockticks
() Uncore:
DRAM Bandwidth Bound ©: 13.0% & of Elapsed Time
Loads: 150,953,028,455
Slores: 79,253,377,530
Average Latency (cycles) @; 5
Total Thread Count: 43
Paused Time ©: 0s

*N/A is applied to metnics with undefined value. There is no data to calculate the motric.

Figure 3.3: Memory Utilization in MP-SPDZ.

The figure shows it is possible the lack of increase in execution time for higher thread counts
in MP-SPDZ is due to memory limitations. Although this at least indicates MP-SPDZ
multi-threading could be better harnessed, being capped for memory usage in a 128 GB

RAM setting, is rather disappointing. A program such as this, while expected to have high
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memory usage, should not need server levels of RAM to boost performance on a relatively

simple neural network even when occurring locally.

3.3 SAFEFL Overview

SAFEFL [26] is a federated learning framework that combines federated learning with MPC
to provide secure federated learning, protecting against privacy inference attacks and poi-
soning attacks. It leverages the MP-SPDZ library to provide MPC for secure aggregation

and utilizes a PyTorch communicator between the high-level models and MP-SPDZ.

3.3.1 PyTorch Communicator: For Client-Server Communication

For secure FL to connect the client to the secure MPC aggregation process, the clients
and servers must communicate. The SAFEFL PyTorch communicator provides this design
functionality. The first module is the training module, which takes place locally on the
client’s device using the neural network architecture. The second is the aggregation module,

which allows for the secure aggregation to take place inside of MP-SPDZ.

The communicator allows for the models to be run locally by the clients using PyTorch in
plain text, removing the expensive costs associated with MPC if running the setup fully over
MPC. The gradients from the clients are then passed to the MPC servers who perform MPC
aggregation on the gradients to receive the newly updated model. The updates are then se-
curely shared back to the clients and further rounds will occur until all gradients have been
passed through the secure aggregation scheme and the model can be updated. Additionally,
having clients train locally and then aggregate the gradients allows for non-sequential neu-

ral networks to take place, which MP-SPDZ does not natively allow and requires specific
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workarounds to implement something such as ResNet.

3.3.2 Secure Aggregation with MP-SPDZ in SAFEFL

While MP-SPDZ normally allows for a massive range of protocols options, SAFEFL has
currently limited the number of protocols that may be used in MP-SPDZ to four. This is
not a limit with the protocols, rather the engineering work behind SAFEFL’s main function.
These four protocols are all run using rings in 64-bit computation and allow for two or
three servers to be run, depending on the protocol. Additionally, they cover all bases of

honest-majority, dishonest-majority, semi-honest adversaries, and malicious adversaries.

MP-SPDZ has been modified to allow for the specific network requirements necessary for
SAFEFL and their secure aggregation scheme. Because MP-SPDZ assumes that all compu-
tation occurring is in the secure framework, there is no need for dedicated MPC servers and
clients. SAFEFL has modified this to allow for MPC clients who will secret share their gra-
dients among the servers and then at the end receive the updates to the model. It should be
noted once the servers receive their shares, the computation will occur as normal as specified

by the MPC protocol.

Secure aggregation in SAFEFL occurs using the PyTorch communicator with the MP-SPDZ
framework. Although many aggregation schemes are available for plain text use, only two
schemes are available in secure aggregation, the federated averaging [46] and FLTrust [14].
FLTrust offers further protection as it is a robust aggregation scheme, which will be discussed

in the next section.

The aggregation schemes implemented in MP-SPDZ do not fully mimic their plain text coun-
terparts one to one. For example, the federated averaging scheme multiplies the gradients by

the amount of training data each worker holds and adds all of these values together. It then
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divides by the total data held by all workers. In contrast, the federated averaging scheme
in MP-SPDZ just adds up the gradients and divides by the number of workers. This is not
exact as the plain text example, however, it reduces computation costs and be relatively

close. In the case that each worker holds the same amount of data, it would be one to one.

3.3.3 Robust Aggregation

SAFEFL provides numerous robust aggregation schemes that protect the server from po-
tential attacks by the clients. Most of these schemes are implemented only for the plain
text setting, however, FLTrust can be used with secure aggregation. They use a variety of

methods ranging from differential privacy to comparing the similarity between the updates.

There are a few reasons that the robust aggregation schemes have likely not all been im-
plemented in MP-SPDZ. One is that MP-SPDZ does not support all operations that may
be necessary for the aggregation schemes. For example, there is no built-in way to get the
median from an array in MP-SPDZ. This is essential to the median aggregation scheme [74]
and would require a workaround to use with secure aggregation. The second reason is that
it requires understanding the MP-SPDZ protocols and functions that can be utilized during
a program. This takes time and is not always clear. Finally, not all robust aggregation
schemes need to be implemented. By implementing FLTrust, it does provide the clients and

servers a choice if they wish to engage in both secure and robust aggregation.

3.3.4 Limitations

SAFEFL does provide a strong starting point for secure aggregation with MPC, however,
it suffers from a few limitations. For starters, it is using native Python lists and list com-

prehension compared to Numpy arrays for holding the values that are involved in the client
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interface. Lists are fine for smaller amounts of values as in the original SAFEFL design,
however, when using millions of values for neural networks, lists become much slower than
Numpy. This is displayed in the bar chart in Figure 3.4 [60]. Additionally, as list compre-
hension becomes larger and larger, it will consume much more RAM. This is once again fine
for a small list, but when dealing with millions of values, this is large enough to crash client

computers who may not have as powerful machines.
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Figure 3.4: List Comprehension vs. Numpy in Python.

The use of custom ring defined objects to represent the MP-SPDZ input and output is also
extremely slow. It does allow range of use beyond 64-bit ring integers, however, it will cause
slowdowns when compared with using built-in data types. Using an unsigned long long data
type works the exact same as custom 64-bit ring object and is built-in to Numpy and other

data objects.

SAFEFL also does not use fast operations on the lists of custom ring objects to convert
them to and from byte strings, which are necessary for communication over the network.
The design packs and unpacks these values one at a time, which is incredibly inefficient.
Further, appending to the byte string becomes much slower as it piles up into millions of

characters. Reducing these inefficiencies is central to fixing some of SAFEFL’s execution
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time limitations.
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Proposed Framework

In this chapter, the proposed design is discussed in detail and how it differs from the original
design. The chapter first gives an overview of the proposed design. Then, a detailed design
will highlight the areas of improvement for PPPFL with Secure MPC compared with the
original SAFEFL design. Following the overviews, specific optimizations will be described
and how they were implemented. The design is improved through the usage of Numpy,

Cython, some buffer unpacking, and server optimizations.

4.1 Proposed Design Overview

4.1.1 Threat Model

The threat model was evaluated for two different scenarios, active and passive adversaries.
In both cases, three parties were used with honest majority. Replicated secret sharing
was the primary protocol and the clients were assumed to be honest, whereas the servers
may have corruptions. Any speedups listed in the proposed design section are relative to
the semi-honest case, however, when the evaluation and results section is shown, both the
malicious and semi-honest cases will be presented. Table 4.1 displays the differences for
semi-honest versus malicious security. Input masking will be explained in subsection 4.2.3,

triple verification in subsection 4.2.1.2, and truncation in subsection 4.3.2.
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| | Semi-Honest

Malicious |

MP-SPDZ Protocol
Input Masking
Verification Triple
Truncation

Replicated Ring Sharing
Optional
Not Needed
Can apply

Post-Processing Replicated Ring Sharing
Necessary to prevent gradient leakage
Detect malicious modification of results
Cannot apply

Table 4.1: Semi-Honest vs. Malicious Protocols

4.1.2 System Overview

Client 0

Client 1

Client N

C0.1. Data setup

| C0.2. Local trainingl

[ C0.6. Update Model |

C0.3. Enter and setup client interface

Cl.1. Data setup

| C1.2. Local training |

| CL.6. Update Model‘

C1.3. Enter and setup client interface

CN.1. Data setup

| CN.2. Local tra.iningl

CN.3. Enter and setup client interface

[ CN.6. Update Model |

Clients

BN
.E Server 0

—— Client to Server
Server to Client
Server to Server

Optimized

-
E Server 1

S
E Server 2

Figure 4.1: Overview of Proposed Design.

In Figure 4.1, a general overview of the proposed design is shown. There are phases that
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display which areas will be optimized for execution time, along with all portions of commu-
nication between the aggregating MPC servers and the clients. The numbers in each box
for the figure begin with C for client or S for server and their number and then the step in

their specific process. For example, CN.5. corresponds to client N’s step 5.

The list below describes what each step does and why if necessary. It also lists if communi-

cation occurs and if so who it is between.

1. C.1: Performs any data pre-processing for the model for better accuracy. This step

does not require communication.

2. C.2: Performs model training. This step requires no communication.

3. C.3: Gets the gradients from local training and enters the client interface and performs
any setup such as converting floats to integers as is necessary for MPC. This step

requires no communication.

4. S.1: Generates random values that are required for the client to input mask their
gradients and sends them to the client. This step requires communication between

servers and then servers to clients.

5. C.4: Performs input masking to ensure the gradients are not learned by the servers
and then sends them to the servers. This step requires communication from the servers

to clients and then clients to servers.

6. S.2: Receives the gradients from every client. This step requires communication from

clients to servers.

7. S.3: Performs the aggregation of the gradients. This step requires communication

between the servers.
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8. S.4: Returns the updated gradients to every client. This step requires communication

from the servers to clients.

9. C.5: Receives the new aggregated gradients from the servers. This step requires com-

munication from servers to clients.

10. C.6: Updates the model using the gradients and then would continue again at C.2.

This step requires no communication.

The areas most subject to improvements in execution time generally come in steps with com-
munication between the clients and servers, which will be shown in the evaluation chapter 5.
In SAFEFL’s original design, the servers or clients may be waiting on one another to finish
certain operations during the networking phases. This is not ideal as networking should be

the most limiting factor to the design.

C5. Convert byte string
to custom ring objects

|

C5. Convert from cus-
tom ring objects to floats

Figure 4.2: SAFEFL Original Design.
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Figure 4.1 shows end-to-end federated learning process. To further discuss the proposed

design for secure aggregation with MPC, the design of SAFEFL for the secure aggregation

phase, C.4-C.5 in Figure 4.1 is displayed in Figure 4.2.

10.

. End-to-end Aggregation (Orange). This is the overall secure aggregation process.

MPC Server-Side (Blue). This is the server-side MPC portion of the aggregation.

Other (Light Blue). This is miscellaneous items such as setting up variables or waiting

for the server to finish the program after gradients have been returned.

Convert Inputs (Red). This is the conversion of the gradients from floats to integers

as is required for input into MPC.

Establish Connection (Green). This the TCP and secure handshake setup between

each client and server.

Input Masking (Brown). This is the masking of the client gradients using the server

generated randoms.

Pack Inputs to Bytes (Purple). This is converting the inputs from integer values to a

byte string.

Send Inputs (Pink). This is the client sending the byte string to the servers.

Receive Outputs (Gray). This is the client receiving the aggregated gradients from the

servers.

Convert Outputs (Light Yellow). This is the conversion of the gradients from integers

back to floats.
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Mem Write: 13x

Cython: 232x

Numpy: 1493x
Numpy/Buffer: 8024x

Numpy: 19x

Truncation + Mod 2: 61x

Numpy/Buffer: 13x

C5. Convert 64-bit array to float array ‘

Figure 4.3: Detailed Proposed Design Flowchart with Optimizations and Speedups.

Some do not appear in Figure 4.2, but will appear in Figure 4.3

As mentioned previously, SAFEFL suffers from poor data structure choices and data object
choices that hamper overall execution time for the secure aggregation protocol. Particularly
in the random phase, colored brown, the client interface is the bottleneck and not the MPC
framework or networking. This is true for almost all steps in the SAFEFL design; however,

it is most prominent for the client and MPC setup, excluding the conversion from a tensor
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to list and establishing the connection with the servers.

The detailed flowchart of the secure aggregation process for PPPFL with Secure MPC is
shown in Figure 4.3. The colors match the same timed areas between SAFEFL and the
proposed design. The bold steps represent an area that has been optimized in some way.
Those bold steps also have a banner below them with the listed optimization and improved

speedup compared to SAFEFL.

The speedup for various steps is rather remarkable. By utilizing Numpy in particular,
speedups of over 1000x can be achieved. The Cython portions also perform remarkably well.
Overall, by utilizing improved data structures and objects, the speedup can turn SAFEFL

into a more practical framework.

4.2 Client Optimizations

SAFEFL’s original design for transforming and inputting data to the servers in MP-SPDZ
required list comprehension and custom objects for each integer. This was highly inefficient
as list comprehension may work for the Linear Regression case where the number of model
parameters is fairly low. This becomes an issue when trying to run list comprehension over

millions of values as that will cost a high amount of memory and computation power.

Additionally, since each integer was represented by a custom object, any operations would
be extremely slow. This, once again, was fine for the case of a small number of parameters,
but does not work well for larger models. Since the ring being used was of 64-bits, this
allows for easier and better optimizations than would be possible with a 128-bit ring. It
would be possible to create a method of handling a larger than 64-bit ring, however, it would

not be able to leverage some of the specific optimizations provided here. With the 64-bit
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ring, Cython and NumPy arrays can be used to vastly improve performance compared to
the old methods in SAFEFL. Additionally, unloading the buffer when receiving values from

the servers more often can also provide an uplift in the latency.

4.2.1 Cython

Cython is a programming language that allows the use of C and Python code in one file.
This provides performance gains as C code can run much faster than Python, due to it
compiling prior to runtime. Cython files similarly also have to be compiled prior to runtime.
The advantage of Cython is it can interact with regular Python code. Input can be provided
from a Python file into a Cython file and output from a Cython file to a Python file. This

makes it easy to integrate Cython into already built Python frameworks, such as SAFEFL.

4.2.1.1 Converting Floats to Ring Integers

The proposed design leverages Cython to convert the gradients, which are 64-bit floats, to
64-bit integers. The client input into MP-SPDZ must be in integers over a ring or field, so
this conversion is necessary. In the proposed design, the 64-bit floats exist in an NumPy
array instead of a list. This is done because it can be passed in properly to a Cython function
and indexed or modified as needed. The NumPy array is passed into a Cython function that
converts the floats to 64-bit ring integers by multiplying the floats by 2'¢. 16 is used here
since that is our precision, and the default precision provided by MP-SPDZ. Any operations
on these new values will function as a ring, if overflow occurs, the integer will loop back
around to start at 0. This value is then cast to a type of unsigned long long. This will
remove the remaining fractional part and correctly convert the integer portion to a positive

64-bit integer. If the original integer part is negative, it will correctly cast it to the upper
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half of the 64-bit range, just like a ring. This works since modern CPUs work off of 64-bit
architecture, which is what unsigned long long is tied to. In future, if processors expand
to larger than 64-bit, this would need to be modified, however, it would not require much

change.

4.2.1.2 Verifying Triples

If malicious security is assumed for the protocol, the clients will need to verify the triples
they receive back from the servers. The triples are in the form of [a], [b], [ab]. The value
of [a] will be used for input masking or is the final returned value depending on the stage.
If the triple does not match the expected output, the clients will still detect the issue and
abort with any continued communication or computation with the servers. This function

can be utilized for both the input masking and verifying the output correctness.

In the new design the clients after receiving the triples will use a Cython function to index
the Numpy array. The previous way of indexing used a list within a list using the custom
ring objects created in Python. This required a significant memory footprint for the list
as list comprehension will require loading the entire object into the RAM. Comparatively,
Cython and Numpy will only load values one at a time and not require loading the entire
array. The clients will also perform the multiplication of the first two numbers in the triple
and comparison of that output and the third number in the triple in Cython as well. This
allows for faster operations to take place than compared to Python because C arrays are

able to be indexed more efficiently than Python.
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4.2.2 Array Conversion

In order to pass the values to MP-SPDZ, a byte string must be sent by the clients over the
socket. Similarly, when receiving the aggregated values back, a byte string will be received
by the clients from over the socket. So, it is necessary after the final values are ready to be
sent, that the data structure must be converted to a byte string. The original design used

Python’s struct.pack method. While this does work, it is slow and inefficient.

The proposed design has the data in a NumPy array, so it is possible to utilize NumPy’s built
in functions. These are NumPy.tobytes() and Numpy.frombuffer(). The first will convert a
NumPy array to a byte string. The second will convert a byte string to a NumPy array.
These methods are much faster than the previous design and allow the continued use of

NumPy arrays throughout the process.

Additionally, throughout the process of receiving values from the servers, byte strings are
created and continually concatenated until all values are received from one server. Con-
catenating the byte string becomes slower as it becomes longer, especially for a byte string
millions of characters long. To improve upon this, it is possible to clear the byte string or
buffer intermittently and transform it to a small NumPy array. This alleviates the slowness

of the concatenation process.

4.2.3 No Input Masking

For the semi-honest case, input masking of the client gradients is not necessary. The client
can directly pass the values into the servers secretly without revealing any information. This
is done by passing in each gradient as a secret, therefore not allowing the servers to access it,
and then secret sharing this value and giving a share to each server. This reduces a step in

the process that is not necessary. Both designs will be evaluated, however, this is the fastest
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one.

Input masking is necessary in the active case to ensure that the servers have not already
acted maliciously for two reasons. One, so that no information is learned about the client’s
inputs since the malicious server may not properly engage in the secret sharing protocol.
Two, the client should know before providing input if the server will attempt to act in a

malicious way and be able to abort.

4.3 Server-Side Optimizations

In addition to the optimizations made on the client side, the servers can optimize their
program to alleviate any potential bottlenecks. Some of these optimizations may not work
for all protocols. The servers would know prior to running the program which optimizations

would be possible.

4.3.1 Removing Memory Write

At the end of the program, the servers write out the memory to a file. This in theory allows
the program to use that file for next time the program is run. This, however, is a rather
slow process and this will be displayed in subsection 5.5.1. that occurs at the end of the
program loop while the client is waiting to start the next program. By removing this write
section, the next iteration in the aggregation loop between the clients and servers can occur
immediately. This does not provide any less security guarantees or potential issues in the

computation of the program for any protocol.



4.4. Deep NEURAL NETWORKS ADDED TO SAFEFL 41

4.3.2 Probabilistic Truncation

Since MPC only supports integers, division will round to the nearest integer. Depending on
the protocol, in order to speed up any division inside the program, probabilistic truncation
can be used. This allows the use of randomized rounding based on the input. The probability
a value of float remainder of x after some division is rounded to 0 is 1-x. This allows a
relatively accurate method of rounding that improves computation speed based on the input

as proposed by [18].

Although this will slightly decrease the accuracy, over the course of training, this error
will have a marginal effect on the overall accuracy compared to the performance uplift in

execution time.

4.3.3 Power of 2 Number of Clients

In addition to using probabilistic truncation, having a power of 2 number of clients will also
decrease the execution time of the protocol. This is because the division can be performed
using a right shift (i.e., truncation) instead of having to divide. The realistic scenario likely
would not have a power of 2 number of clients, however, a power of 2 number could be
selected each time aggregation occurs to utilize this speedup. Any clients not chosen in the
previous aggregation would have to be chosen in the next round to ensure that the weights

do not become overly skewed.

4.4 Deep Neural Networks Added to SAFEFL

Originally, SAFEFL only had linear regression as a model available for training. Resnet-18,

vge-11, SimpleDLA, and DenseNet-121 have all been added as models available to train
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from scratch with. Since these neural networks are built using some sort of blocks, these
models would be easily adaptable to add or remove layers. For example, Resnet-50 could be
created fairly easily from the architecture already defined. The base vision transformer from
Google using a patch size of 16, 224x224 images, and trained on ImageNet-21k is available

for fine-tuning use only and the only current model that can be used for fine-tuning.

4.4.1 Comparison of Models to MP-SPDZ

MP-SPDZ provides some pre-built neural networks that can be trained from scratch or are
pre-trained for testing purposes. There are a few key differences between PPPFL with Scure

MPC and what is already in MP-SPDZ.

First, MP-SPDZ natively only supports sequential neural networks. Although ResNet has
been provided as an implementation for inference only by downloading additional packages.
This means that no non-sequential neural networks are provided in MP-SPDZ to train from
scratch. The models proposed do have non-sequential elements and are currently unable to

be implemented in MP-SPDZ.

Second, the models are set up to be trained in MP-SPDZ itself. There is no interaction with
clients in these models. This is different than the SAFEFL framework that does training
locally by the clients and then provides aggregation through MP-SPDZ. So, the system

architectures are different.

Finally, MP-SPDZ only allows for the use of CPU and does not support the use of a GPU.
This means that there is no way to use CUDA and the benefits it provides when training a
neural network. So, the training phase will be significantly slower than a similar plain text

phase that occurs in SAFEFL locally by the clients on top of the overhead of MPC itself.
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4.4.2 Model Information

The models that have been added for training from scratch are deep neural networks. For
fine-tuning, a transformer model was used. The vision transformer is the base vision trans-
former from google pre-trained on ImageNet 21k with a patch size of 16 and input size of 224.
The number of parameters for each model can be found below. The number of parameters
will be multiplied by the number of workers to yield the total number of gradients that will
be passed to the servers. For example, if there are 16 workers and the model is VGG-11,

then the total number of gradients passed to the servers is 147,697,824.

Model Parameters
Vision Transformer Base 7690
Linear Regression 30730
DenseNet-121 6956298
VGG-11 9231114
ResNet-18 11173962
Simple DLA 15142970

Table 4.2: Parameters for Each Model in PPPFL with Secure MPC for CIFAR-10.

4.5 Dataset Functionality

Previously, SAFEFL only supported loading in one dataset, Human Activity Recognition
(HAR). The proposed design allows for datasets from PyTorch or HuggingFace to be used.
They also do not require manual annotation of which client holds each piece of data, effective
for simulated settings, allowing the user to focus on further advancements for federated

learning, differential privacy, multi-party computation or something else.
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4.5.1 Added Datasets

The reason for adding these datasets was because they are commonly used to test the viability
of computer vision models. Currently, PPPFL with Secure MPC supports loading CIFAR-10
from both PyTorch and Hugging Face. In the latter case, this is used only for fine-tuning.
Hugging Face was used in this case because the data was formatted in a better way to
perform the necessary operations to the dataset prior to training. The dataset is still the
same. CIFAR-100 can be loaded in from PyTorch. Although more datasets have not at this
time been provided, the method of loading the datasets in has been generalized to make it
easier to add future datasets. For example, ImageNet could be added in future with some

simple modifications to the CIFAR-10 or CIFAR-100 dataset loaders.

4.5.2 Partitioning Data Among Clients

In a more practical setting, each client would have their own individual data and would
either be able to easily create a list of their ID for each piece of data or it would not be
necessary at all. It is necessary for testing purposes to simulate an environment in which
clients data is split non-independently and identically distributed (non-IID). It is most likely
that clients would have more of one label than others and possibly a few other randomly
distributed data points. So, it was necessary to create a method of partitioning the data for
each client that allocates a certain amount of their data to be one label. This value is set as

a percentage of the clients total data and can be set as appropriate.

This does require the use of two distinct cases. One where there are more or equal number
of clients than labels and one where there are more labels than clients. In the first case,
the clients will receive one label where they hold a majority stake. The last few clients may

not have a label that has enough to allocate a majority share and will be given as much of
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their given label left and the rest randomly distributed. In the second case, each client will
receive multiple labels where they have a majority share with the same percentage. This

will at least skew the data towards these given data points when each client trains.

This does not provide a perfect replication of a setting where clients may have non-I1D, but it
does try to mimic a real-world scenario. This partitioning can be done for either the training
from scratch or fine-tuning settings and could easily be used with any future datasets added

to the framework.

4.6 Differential Privacy

Security can also be tightened in other ways outside of the protocol used by the servers.
Differential Privacy can be used to help protect the client’s data without adding expensive
protocol overheads. This can be used in conjunction with the secure computation framework

to help ensure the servers do not learn any one individual data point that clients may hold.

4.6.1 Use Case: Fine-Tuning the Last Layers in a Model

Differential Privacy can be used when training models from scratch, however, the noise may
cause a unacceptable loss in accuracy of the model. The best approach then is to utilize DP
when fine-tuning a pre-trained model. This allows the clients to securely mask their data,

while retaining high accuracy.

For the vision transformer model that has been implemented for fine-tuning, the CIFAR-10
dataset was loaded and modified for use. Since the vision transformer takes as input images
of size 224x224, the CIFAR-10 dataset must be transformed to match this. The images are

transformed from 32x32 to 224x224 and normalized using the image mean and standard
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deviation of the pre-trained model. This ensures the data is set up in the best way to match

the original training done on the vision transformer.

The vision transformer is then loaded in as the model to be used and has all layers frozen,
except the linear layer which is modified to match the correct number of class outputs for
the CIFAR-10 dataset as compared to the ImageNet-21k. This guarantees that only the last
layer will have the gradients modified throughout the process, reducing computation power

and still receive high accuracy.

4.6.2 Aggregation Scheme for DP

The aggregation scheme for the fine-tuning process is similar to the aggregation done for
a model that uses the secure federated learning framework. The gradients will be passed
from the clients to the servers using input masking to not reveal the original gradient values
held by the clients. Different from training from scratch, the gradients will not encompasses
the whole model, just the last linear layer that has been added. The gradients then will be
added together and divided by the number of workers. The other difference for fine-tuning

is that the aggregation scheme then will use differential privacy after this step.

Although gradient clipping is not currently used, it could be a possible additional step before
adding the differential privacy. In our case, Gaussian noise was used for differential privacy.
Since MP-SPDZ cannot create a Gaussian distribution natively, it requires some tools to

create the distribution to be added.

The background for the theory behind implementing differential privacy with inverse trans-
form sampling in MP-SPDZ was previously mentioned in subsection 2.4.1. First, a uniform
distribution can be generated in MP-SPDZ. In this case, a uniform distribution from 0 to 1

was used as it is required to use inverse transform sampling. The inverse transform sampling
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function is then initialized with the degree of coefficients in the Taylor series for part of the
generation of the approximate inverse CDF. The inverse CDF using the Taylor coefficients
is then applied to the uniform distribution to generate a very close approximation of the
Gaussian distribution with a standard deviation of 1. The distribution is then multiplied by
the o value that has been chosen to finalize the Gaussian distribution matching a similar

plain text generation.



Chapter 5

Evaluation

This chapter discusses the evaluation setup for both hardware and software platforms as well
as the results for testing. The evaluation compares the original and proposed design, how
Cython and other optimizations affect the performance and how they fare under different
circumstances. The accuracy of the ML model is also compared for the models tested. The

differential privacy accuracy is evaluated as well with the privacy guarantee.

5.1 Evaluation Setup

For the evaluation, unless otherwise stated, the learning rate was set to 0.1, the batch size
set to 64, the number of threads and parallel computations per thread were both set to 8 for

MP-SPDZ. Additionally, the dataset was CIFAR-10.

The protocol used in MP-SPDZ was replicated ring sharing for 3 parties in the semi-honest
case. For the malicious case, post processing replicated ring sharing was used for 3 parties.
To note, the malicious case does not support probabilistic truncation as an optimization
and this optimization would fall under the server optimizations category in the latency
tables. The other differences are between the two are that input masking is necessary for
the malicious case, whereas it is not in the semi-honest version. If input masking is active
for semi-honest, it only receives the random number to mask, whereas the malicious case

receives triples and has to verify they are correct before masking. The verification would

48
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occur on output as well for the triples in the malicious adversary threat model.

The aggregation in both plain text and MP-SPDZ was federated averaging. The default
number of workers used was 16. Generally, VGG-11 will be used as the baseline discussion
for latency. For accuracy, all nets will be presented throughout, however, the focus will be

on ResNet-18. The speedup will be listed to the nearest integer.

5.1.1 Hardware and Software Platform

For the original design and proposed design comparisons, testing occurred on a Intel i9-
13900K with 24 physical cores (8 performance cores and 16 efficient cores) per socket and 32
total threads. The computer was equipped with 128 GB of memory. The software platform
was Ubuntu 22.04.4. The MP-SPDZ version used was 0.3.8 and the Python version used was

3.7.9. The compilers were gcc 11.4.0 and clang 14.0.0. The Linux Kernel was 6.5.0-27-generic.

For accuracy testing, a Intel Xeon Gold 6348 with 28 physical cores per socket and a total
of 56 threads was used. The computer had 128 GB of memory. There were at least two
Nvidia GeForce RTX 2080Ti’s with 11 GB of VRAM each and for some portions of the
testing, three were installed. Only one was used for accuracy testing. This would not affect
accuracy. The software platform was Ubuntu 20.04.5. The MP-SPDZ version used was 0.3.8
and the Python version used was 3.8.10. The compilers were gcc 9.4.0 and clang 10.0.1. The

Linux Kernel was 5.15.0-56-generic.

The proposed design testing for Section 5.6 occured entirely on a AMD Ryzen 3900x with
12 physical cores per socket and a total of 24 threads. The computer was equipped with
32 GB of memory and a Nvidia GeForce RTX 3080 with 10 GB of VRAM. The software
platform was Ubuntu 20.04.1. The MP-SPDZ version used was 0.3.8 and the Python version

used was 3.8.10. The compilers were gcc 11.4.0 and clang 14.0.0. The Linux Kernel was
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5.15.0-107-generic.

5.1.2 Evaluation Metrics

Two different evaluation metrics were used throughout the testing. The first was the mea-

surement of the latency. The second was the measure of the accuracy.

For the measure of the latency, the execution time was measured for one iteration of training.
Generally, the assumption is each iteration has the exact same code to be executed and thus
should take roughly the same amount of time for aggregation with some acceptable level of

noise.

The accuracy was measured after a number of training iterations. The accuracy was deter-
mined by testing the test set against the current model and evaluating how many correct
predictions the model yielded. The datasets used were CIFAR-10 and CIFAR-100 and for

CIFAR-100, a top 5 class accuracy was also measured.

5.1.2.1 Latency

To measure the latency, multiple timers were used. The MPC programs have a built-in timer
that measures the time from the moment the program starts to the finish. The default timer

package from timeit was used on the Python side to measure any client interactions.

Since the server-side MPC program and client interface overlap in their execution at times,
some inference was used to determine the actual server-side MPC time for certain scenarios.
The connection setup, conversion of inputs to a byte string, sending inputs, and server
random time were subtracted from the raw MPC time. This gives a good idea of how much

time the MPC program actually takes. The new MPC time subtracted by the raw receive
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outputs time yields a relatively good measurement of the actual time this takes on the client
side. These adjustments help give a more accurate picture of the MPC execution time and

each client execution time phase by eliminating double counting or waiting periods.

These are not perfect estimates of how long the MPC program is actually the bottleneck or
the receive outputs takes on the client side. It would require some more testing to get fully

accurate for each phase and determine which side is the bottleneck in that phase.

Additionally, as mentioned previously input masking can be entirely removed and replaced
with direct secret sharing of inputs from the clients to the servers for the semi-honest case.
This will be presented in every semi-honest table to compare the gains made without input

masking. Additionally, the row of the preferred design in every table will be bolded.

5.2 Standard Deviation of End-to-end Aggregation Ex-

ecution Time

Throughout testing, the tests were only run once, however, a standard deviation was taken
running the same test five times to determine possible variations in numbers. All the latency
measurements may see some noise, however, it falls within the acceptable standard deviation.
The results are displayed in Table 5.1. These were run for the Cython and optimized version
of semi-honest with input masking. Similar results would be expected across the board. The

specific steps listed here can be corresponded with the itemized list in subsection 4.1.2.

Overall, standard deviation generally falls within 1-2%, however, a few exceptions do occur.
Most are likely due to the very small execution times of those steps or possible dependency

on MPC that may be slower from fluctuations in available compute resources.



52 CHAPTER 5. EvALuATION

’ Standard Deviation of Latency Measurements

Phase Standard Deviation as Percentage
Setup 1.173
Training 2.799
End-to-end Aggregation 1.455
MPC server 1.705
Establish Connection 0775
Convert Inputs 2.866
Pack Inputs to Bytes 2.049
Input Masking 1.219
Send Inputs 2.402
Receive Outputs 3.316
Convert Outputs 4.999

Table 5.1: Standard Deviation by Phases as a Percentage.

5.3 End-to-End Latency

The setup latency is a one-time occurrence at the beginning of the protocol. This is primarily
data setup, however, the setup of the MPC program also occurs during this time. The
training phase includes the training portion, minus the aggregation time. The end-to-end
aggregation time is how long the total end to end time from when the workers enter the

client interface and begin the aggregation process.

The proposed time is with all optimizations present. The difference between the second and
third row is if input masking is used. If it is not, the input from the client is directly secret
shared instead of requiring input masking. This was previously explained in subsection 4.2.3.
The first table Table 5.2 displays the results for a passive adversary and Table 5.3 displays

the results for a active adversary.

The difference in setup time is primarily due to the increased cost of the MPC program setup
in the original design. The training time can be equated to the proposed running off of a

GPU vs a CPU in the original. The main focus is on the end-to-end aggregation time. This
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| End to End Latency (s) for Semi-Honest Adversary |

Design Masking | Setup | Training | End-to-end Aggregation | Speedup

Original Yes 125.765 | 7.218 41166.890 1
Proposed Yes 6.892 .850 20.278 2030
Proposed No 7.066 | 0.478 13.700 3005

Table 5.2: End to End Latency of Secure Aggregation for Semi-Honest Adversary.

is the major difference between the two and was the bottleneck in the original design. In the
proposed design, the MPC aggregation still is the bottleneck, however, it is now practical to
use. Removing input masking yields further gains. The active case displays similar results

below.

| End to End Latency (s) for Malicious Adversary |

Design Setup | Training | End-to-end Aggregation | Speedup
Original 35 2.368 46805.728 1
Proposed | 7.004 | 0.477 338.662 138

Table 5.3: End to End Latency of Secure Aggregation for Malicious Adversary.

Overall, the active case sees less performance gains compared to the semi-honest format,
however, that is primarily due to MPC program time. Since, the bottleneck has shifted from
the client to the servers, it is expected that the servers will take far longer in an active case
than a semi-honest case. Still, these overall performance gains are very promising considering
probabilistic truncation is not available to further speed the program up. One possibility is
to offload the final division to the clients, as that would not leak any secret information and

could improve performance.

5.4 Cython and Numpy Operations

The improvement in performance by using Cython or Numpy operations ranges depends on

the specific task. The speedups in these steps tend to result in the highest overall decrease in
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execution time. The specific use of Cython or Numpy will be mentioned in each sub-section.

5.4.1 Converting Floats to Ring Integers

The step evaluated in this subsection is described in subsection 4.2.1.1. The speedup in
performance from allocating the portion of array to be used to converting the floats to ring
integers is triple digits. In the same setting as the original SAFEFL framework, with no
other optimizations outside of Cython, the speedup is 181x for input masking. When using
all other optimizations, the speedup for random input masking is 232x. The direct secret
sharing does see some improved speedup, however, this is likely due to decreased computation

resources being used. These are shown below in Table 5.4.

| Convert Inputs Time (s) for Semi-Honest Adversary |

Masking | Cython | Server Optimizations | Convert Inputs Time (s) | Speedup
Yes No No 179.019 1
Yes Yes No 0.989 181
Yes Yes Yes 0.772 232
No Yes Yes 0.575 311

Table 5.4: Convert Floats to 64-bit Integers Execution Time for Semi-Honest Adversary.

The increase in Table 5.4 using server optimizations is almost entirely due to the decrease in
the number of gradients. Since the server optimizations uses 16 workers compared to 20 in
the other two cases, there will be roughly 20% less data to convert. This matches up closely

with the decrease in execution time.

For active security, a similar result is shown below in Table 5.5, however, larger gains are
seen. This is primarily because of slower conversion in SAFEFL for malicious when compared

to semi-honest.

The conversion of the outputs back to floats from the 64-bit ring integers does not see as

large increase in speedup, however, this may be due to list size being significantly smaller
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|

Convert Inputs Time (s) for Malicious Adversary

|

Cython | Server Optimizations | Convert Inputs Time (s) | Speedup
No No 929.912 1
Yes No 0.745 1248
Yes Yes 0.618 1505

Table 5.5: Convert Floats to 64-bit Integers Execution Time for Malicious Adversary.

since only the aggregated gradients are needed to be converted, not every clients’. As the
list grows, the list comprehension used in the original design likely increases exponentially.
Still, the speedup is over 70x for semi-honest and over 85x in the malicious scenario.. The

semi-honest results are presented in Table 5.6

’ Convert Outputs Time (s) for Semi-Honest Adversary ‘

Masking | Cython | Server Optimizations | Convert Outputs Time (s) | Speedup
Yes No No 1.851 1
Yes Yes No 0.026 71
Yes Yes Yes 0.022 84
No Yes Yes 0.023 80

Table 5.6: Convert 64-bit Integers to Floats Execution Time for Semi-Honest Adversary.

There is a decrease in the speedup when the optimizations are present. The differences be-
tween the runs do fall within the standard deviation. Relatively similar results are presented

for the active scenario below in Table 5.7.

| Convert Outputs Time (s) for Malicious Adversary |

Cython | Server Optimizations | Convert Outputs Time (s) | Speedup
No No 3.1 1
Yes No 0.033 94
Yes Yes 0.035 89

Table 5.7: Convert 64-bit Integers to Floats Execution Time for Malicious Adversary.

The speedup here is greater than the semi-honest case, however, that is primarily due to

slower execution time for the original design. The execution times for converting the outputs
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match up almost identically for semi-honest and malicious security when optimized, which

malkes sense.

5.4.2 Input Masking

The step evaluated in this subsection is described in subsection 4.2.3. For the server random
generation execution time, only the results with input masking are presented. This is because
if there is no input masking, no server random generation occurs and the execution time will
be 0. The server random time was affected by multiple Numpy optimizations as well as the

buffer optimization.

| Server Random Time (s) for Semi-Honest Adversary |

Cython | Server Optimizations | Server Random Time (s) | Speedup
No No 40350.583 1
Yes No 6.338 6366
Yes Yes 5.029 8024

Table 5.8: Server Random Time for Semi-Honest Adversary.

The results for a semi-honest adversary are astounding. Over 8000x speedup in the fully
optimized design displays the practicality that PPPFL with Secure MPC brings to the table.
The active results are less startlingly, however, still remarkably good. The one addition with
the malicious adversary is that the verification of the triples is now performed in Cython.

The active results are presented below in Table 5.9.

| Server Random Time (s) for Malicious Adversary |

Cython | Server Optimizations | Server Random Time (s) | Speedup
No No 43885.664 1
Yes No 52.973 828
Yes Yes 42.290 1038

Table 5.9: Server Random Time for Malicious Adversary.
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The overall results in both cases are quite an improvement over the design in SAFEFL. The

likely bottleneck in the active case is now the MPC program since triple generation is slow.

5.4.3 Array Conversion

The step evaluated in this subsection is described in subsection 4.2.2. The execution time
speedup by using the built-in NumPy array operations to convert arrays to byte strings
provide the single largest uplift in terms of ratio. The results for semi-honest adversaries
can be found in Table 5.10 below. The speedup is over 1000x for all cases, which is a
remarkable gain. Once again, the increase using optimizations likely comes from a decreased

total number of gradients since there are less workers.

| Convert Masked Inputs to Byte String Time (s) for Semi-Honest Adversary |

Masking | Cython | Server Optimizations | Convert to Bytes Time (s) | Speedup
Yes No No 398.702 1
Yes Yes No 0.334 1194
Yes Yes Yes 0.267 1493
No Yes Yes 0.268 1488

Table 5.10: Convert Masked Inputs to Byte String Execution Time for Semi-Honest Adver-
sary.

The active results in Table 5.11 show a little more modest gains, however, can see over
1000x improvement in execution time. The likely increase in execution time compared to
the semi-honest scenario is because of decreased compute resources available as the MP-
SPDZ program is still running in the background. In a situation where each server was on

a different machine from the clients as intended, these gains could possibly be higher.

The conversion from bytes to 64-bit integers occurs within the unpacking of the buffer, so it

will be included in the section below.
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’ Convert Masked Inputs to Byte String Time (s) for Malicious Adversary ‘

Cython | Server Optimizations | Convert to Bytes Time (s) | Speedup
No No 539.279 1
Yes No 0.336 1605
Yes Yes 0.270 1997

Table 5.11: Convert Masked Inputs to Byte String Execution Time for Malicious Adversary.

5.4.4 Unpacking Buffer Intermittently

The step evaluated in this subsection is described in subsection 4.2.2. Unpacking the buffer
does see a noticeable improvement, however, it is more modest when compared to some other
improvements. This improvement also encompasses the conversion from bytes to a NumPy
array. The results for the semi-honest adversary are shown in the table Table 5.12 below.
This is the receive outputs execution time that encompasses both of these improvements and

the actual receiving of the outputs from the servers.

’ Receive Outputs Execution Time for Semi-Honest Adversary ‘

Masking | Cython | Server Optimizations | Receive Outputs Time (s) | Speedup
Yes No No 47.010 1
Yes Yes No 6.528 7
Yes Yes Yes 3.635 13
No Yes Yes 3.101 15

Table 5.12: Receive Outputs Execution Time for Semi-Honest Adversary.

The active results see more gains compared to the semi-honest results as displayed in Ta-
ble 5.13. The reason for this is primarily from the increased execution time in SAFEFL,

since there are triple the amount of values being received by the clients.

Overall, the decrease in the optimized versus server optimized versions is likely due to the
decrease in workers and hence total parameters passed to the MPC program. The gains
are likely more modest here since the outputs are a fraction of the inputs. Additionally,

since this does include the networking time, this is likely the biggest bottleneck. The other
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’ Receive Outputs Execution Time (s) for Malicious Adversary ‘

Cython | Server Optimizations | Receive Outputs Time (s) | Speedup
No No 225.13 1
Yes No 4.495 50
Yes Yes 2.066 109

Table 5.13: Receive Outputs Execution Time for Malicious Adversary.

possible note is that due to the modification from the raw numbers, these may have some

more noise and not be fully representative of the gains in efficiency.

5.5 Server-Side Optimizations

The server optimizations provide varying levels of execution time improvement. Some of
these optimizations do not fall under the specific individual sectioned timers, however, they
can be inferred as there are very few steps that are not timed. These are what have been
previously referred to as server optimizations. All of these are compared directly after Cython
has already been applied. The reason for this is, these optimizations are not as relevant for
the original design since that bottleneck is by the client. After Cython, the proposed design

has a bottleneck by the MPC program.

5.5.1 Removal of Memory Write

The step evaluated in this subsection is described in subsection 4.3.1. The removal of the
memory write at the end does not fall under a direct timer, however, since it does not affect
any of the other times, it was grouped into other. The increase is not massive, however, sees
a decent speedup considering this is one of the last steps to be optimized. The results for

the semi-honest adversary are seen in the table Table 5.14 below.
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’ Other Execution Time (s) for Semi-Honest Adversary

|

Masking | Memory Write Removal | Other Time (s) | Speedup
Yes No 22.26 1
Yes Yes 1.723 13
No Yes 1.444 15

Table 5.14: Other Execution Time for Semi-Honest Adversary.

Slower improvements are seen in the active results below in Table 5.15, but still a gain in
execution time. The difference between the un-optimized execution times in semi-honest and
malicious can be attributed to a higher wait time for the virtual machine to finish writing
the memory, since it has to write more memory for the active program. Afterwards, the
higher execution time is likely due to MPC setup and resolving any necessary instructions

at the end of the program that take longer in an active environment.

| Other Client Execution Time (s) for Malicious Adversary |

Memory Write Removal | Other Client Time (s) | Speedup
No 23.232 1
Yes 3.895 6

Table 5.15: Other Client Execution Time for Malicious Adversary.

This improvement does impact performance by a relatively large amount considering the
ease of removing it from the virtual machine. It is possible that further optimizations inside
the virtual machine may be made for this specific use case, however, that is left to future

work.

5.5.2 Probabilistic Truncation and Modulo 2 Workers

The step evaluated in this subsection is described in subsection 4.3.2. The results for using
probabilistic truncation and a modulo 2 number of workers for semi-honest are shown in

Table 5.16. The improvements display the necessary tools to be used to further decrease the



5.6. LATENCY FOR DIFFERENT SETTINGS 61

execution time of the secure aggregation protocol after the client side has been removed as

the bottleneck.

| MPC Server Time (s) for Semi-Honest Adversary |

Masking | Truncation & Mod 2 Workers | MPC Server Time (s) | Speedup
Yes No 232.690 1
Yes Yes 3.812 61
No Yes 3.466 67

Table 5.16: MPC Execution Time for Semi-Honest Adversary.

The active results are displayed in Table 5.17 with more limited gains. This is likely a result
of the lack of probabilistic truncation that can be used. Still, the performance increase does

help significantly compared to the original SAFEFL design.

| MPC Server Time (s) for Malicious Adversary |

Mod 2 Workers | MPC Server Time (s) | Speedup
No 1003.448 1
Yes 283.454 4

Table 5.17: MPC Execution Time for Malicious Adversary.

Overall, the gains in the semi-honest case are large enough to yield a highly practical secure
aggregation scheme within MP-SPDZ. The active case does see an improvement, however, is
still relatively slow compared to what would be ideal. One possibility as mentioned previously
is to move the division to the client side as that does not compromise security. Since the
active protocol does not have probabilistic truncation, this may be a necessity for practical

use cases.

5.6 Latency for Different Settings

A few different scenarios were tested to gather information on how they affect the execution

time for the secure aggregation. The number of workers, model size, and networking settings
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were deemed the 3 most important to determine their effect. In these cases, it was tested
for semi-honest security only and similar results would likely be displayed for the malicious

case.

5.6.1 Number of Clients

The number of workers (i.e., clients) will affect the execution time of the aggregation protocol,
however, this result is fairly linear. There are two cases, one for the non-modulo 2 number
of workers and one for the modulo 2 number of workers. Non-modulo 2 number of workers

is presented in Figure 5.1 and a modulo 2 number of workers is presented in Figure 5.2.
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Figure 5.1: Number of Workers Latency for Secure Aggregation Scaling.

The scaling does appear to get better as the number of workers increases. This is likely
because there is some overhead in the setup of the servers. This is also the case for a modulo

2 number of workers. There is a slight dip in that may be due to some noise, however, the
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trend-line follows a generally linear pattern.
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Figure 5.2: Number of Modulo 2 Workers Latency for Secure Aggregation Scaling.

Overall, the results display that increasing the number of workers does not cause an expo-
nential increase in the execution time. Generally, the execution time increases close to linear
or slightly better. There is some noticeable overhead with a lower number of workers due to

setup time.

5.6.2 Neural Network Size

The size of the neural network can be simulated using randomly generated 64-bit floats to
pass into the client interface for testing the scalability for the number of parameters. The
Figure 5.3 below displays the latency for the number of parameters that would be passed
into MPC. This would be equivalent to the number of parameters in the neural network

multiplied by the number of workers. All optimizations were used in this scenario.
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Number of Parameters vs. Execution Time
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Figure 5.3: Number of Parameters Latency for Secure Aggregation Scaling.

As seen in the graph, the scaling is almost perfectly linear based on the number of parameters.
The one possible outlier is at the very bottom-left when there are very few parameters,
however, this is likely due to necessary overhead in setting up the connections between the

clients and servers.

5.6.3 Network Latency

The networking latency results can simulated using Linux’s traffic controller and this is
applied the traffic between the servers and between clients and servers. This allows to set
the latency for per packet, allow for changing of packet size, dropped packets, and more. It
emulates a real-world scenario when testing in a local environment. All other values in this
test remained the same outside of the latency. The packet size is indicated in each figure

and the workers were always 16.
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Execution Time vs. Network Latency
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Figure 5.4: Network Latency with Packet Size 65536 for Secure Aggregation Scaling.

The Figure 5.4 highlights the linear scaling in execution time for the secure aggregation
process for 6 different packet delay latencies starting from 0 ms and increasing on 20 ms
intervals to 100 ms. Although the execution time is rather disappointing for higher packet
delay latency values, this likely could be looked into and improved as in the next few tables, it
will be shown that packet size does not have as big of an impact as it could for the execution

time over a network.

The three tables below Table 5.18, Table 5.19, Table 5.20 highlight the various secure aggre-

gation execution times with varying packet delays.

Although the packet size does see some impact on the execution time, it does not have as
out-sized of an impact as expected considering the network latency per packet. This is likely
due to other OS settings or MP-SPDZ framework settings that would need to be further

tweaked to see an improvement for the overall networking latency. Being able to send fewer
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’ Network Latency with Packet Size 128 ‘

Packet Latency (ms) | End-to-end Aggregation Time (ms)
0 23.212
20 175.094
40 362.451
60 547.102
80 700.824
100 890.674

Table 5.18: Network Latency with Packet Size 128 for Secure Aggregation Scaling.

Network Latency with Packet Size 65536 ‘

Packet Latency (ms) | End-to-end Aggregation Time (ms)
0 22.759
20 169.496
40 318.511
60 461.813
80 627.979
100 757.899

Table 5.19: Network Latency with Packet Size 65536 for Secure Aggregation Scaling.

Network Latency with Packet Size 33554432 ‘

Packet Latency (ms) | End-to-end Aggregation Time (ms)
0 23.268
20 173.168
40 311.806
60 459.438
80 618.875
100 753.827

Table 5.20: Network Latency with Packet Size 33554432 for Secure Aggregation Scaling.

and larger packets so less latency is added from networking is a necessity for best practical

purposes.
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5.7 Accuracy

Accuracy was evaluated for all models with 16 workers for roughly 50 epochs. For example,
most accuracy results work with 2500 iterations as a baseline, which is relatively close to 50
epochs. The data has been normalized to best match the epoch value since if there are more
workers, more iterations must be run to iterate over the same amount of data. The models

were evaluated on both CIFAR-10 and CIFAR-100.

The way the data was split will be referenced as the skew. For CIFAR-10 the skew is with
each worker having at least 90% of their data be in one label, outside of the last few, who may
have slightly more evenly distributed data depending on what remained. For CIFAR-100,
each worker had multiple classes, but held at least 90% of the data in those classes. These
are both skews of 0.9 which is the default unless otherwise specified. In a real-world setting,
it is unlikely to have perfectly distributed data, which is why the accuracy was tested with

a skew.

The CIFAR-10 results for loss in secure aggregation compared to the plain text results are
shown in Table 5.21. The difference was calculated by subtracting the MPC version minus

the plain text version.

] Model Accuracy on CIFAR-10

Model MPC Accuracy | Plain Text Accuracy | Difference vs. Plain Text
DenseNet-121 0.5995 0.5947 0.0048
VGG-11 0.5823 0.5834 -0.0011
ResNet-18 0.5918 0.5528 0.0390
Simple DLA 0.5516 0.5192 0.0324

Table 5.21: Model Accuracy After 2500 Iterations on CIFAR-10.

Overall, there generally is a gain in accuracy which is surprising. Even in the case of loss, the
accuracy drop is acceptable considering the gains in protection from inference attacks made

by using secure aggregation. In the semi-honest case, this loss could vary slightly due to the
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probabilistic truncation. A similar table is displayed for CIFAR-100 below in Table 5.22.

’ Model Accuracy on CIFAR-100 ‘

Model MPC Accuracy | Plain Text Accuracy | Difference vs. Plain Text
DenseNet-121 0.5151 0.4844 0.0307
VGG-11 0.4776 0.4897 -0.0121
ResNet-18 0.4770 0.5070 -0.0300
Simple DLA 0.4386 0.4769 -0.0383

Table 5.22: Model Accuracy After 2500 Iterations on CIFAR-100.

This time, the loss is relatively high and generally across the board. This is possibly due
to the way the data was generated for runs that the random flipping of images and random
cropping was not as good in one run compared to the other. Overall, the loss would not
be expected to be this high unless the data has differences as is possible for the CIFAR-100

data.

The MPC accuracy for the different nets on CIFAR-10 in PPPFL with Secure MPC are
shown in Figure 5.5. The accuracy is relatively poor when comparing to centralized learning,
however, this is likely explained by the extreme skew of the data in this scenario. Later on,
the skew will be evaluated and show that it does have a large impact on the accuracy.
There are some rather large drops in accuracy at certain testing times, this occurs in various
different tests and then the accuracy jumps back up the next time it is tested. It is possible

the operation was partially interrupted by another process.

In Figure 5.6 and Figure 5.7 the same nets are evaluated on CIFAR-100. The former displays
the top 1 accuracy whereas the latter displays the top 5 accuracy. While there is a drop in
accuracy, it is not as significant as the CIFAR-10 results. This is perhaps due to the way
the data is split in the CIFAR-10 versus CIFAR-100 case. Overall, considering the skewed

data, these results are more promising.

When looking at Figure 5.8 it displays that the number of workers does possibly have an
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Figure 5.5: MPC Test Accuracy on CIFAR-10 for Different Nets.
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Figure 5.6: MPC Test Accuracy on CIFAR-100 for Different Nets.
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impact on the accuracy for CIFAR-10. This could be attributed to better overall split of the

data with more workers since there are so few labels.

In the CIFAR-100 case, it is shown that the number of workers does not have an impact on
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Test Top 5 Accuracy on CIFAR-100 for Different Nets
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Figure 5.7: MPC Test Top 5 Accuracy on CIFAR-100 for Different Nets.
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Figure 5.8: MPC Test Accuracy on CIFAR-10 for Variable Workers.

the accuracy, which is more expected. This is presented in Figure 5.9 for the top 1 accuracy

and Figure 5.10 for the top 5 accuracy.

As mentioned earlier, the skew would be presented to display the impact it has on the



5.7. AcCURACY 71
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Figure 5.9: MPC Test Accuracy on CIFAR-100 for Variable Workers.
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Figure 5.10: MPC Test Top 5 Accuracy on CIFAR-100 for Variable Workers.

accuracy. In Figure 5.11 the results are shown for CIFAR-10. Even with a skew of 0.5 the
accuracy is still not close to the plain text result, but it is higher than tests with increased

skews. This suggests that datasets with a few number of labels will suffer if the data is not
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well distributed, which does make some sense.
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Figure 5.11: MPC Test Accuracy on CIFAR-10 for Different Skews.
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Figure 5.12: MPC Test Accuracy on CIFAR-100 for Different Skews.

In Figure 5.12 the top 1 accuracy for CIFAR-100 with different skews is shown. The top 5

accuracy is displayed in Figure 5.13. Overall, CIFAR-100 begins to become quite close to
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Figure 5.13: MPC Test Top 5 Accuracy on CIFAR-100 for Different Skews.

the plain text results with a skew of 0.5. Even a skew of 0.7 yields relatively high results.
This suggests that in many label datasets, somewhat poorly distributed data will not suffer

a large loss of accuracy.

5.8 Differential Privacy Accuracy

The use of differential privacy still yielded high accuracy results when training well-equipped
models. In Figure 5.14, it is shown that the accuracy of the vision transformer is in the mid-
90s once trained. This was for two different o values and as expected, the higher o value

did see a little bit of a loss of accuracy, but not much.

2% In —1‘§5

c_ batch size * workers . . m (5.1)

total dataset size o

In Figure 5.15 the privacy guarantee is shown throughout the 10 epochs of testing for the



74 CHAPTER 5. EVALUATION

Test Accuracy of Vision Transformer on CIFAR-10 with Differential Privacy
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Figure 5.14: MPC Accuracy of Vision Transformer on CIFAR-10 with Differential Privacy.
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Figure 5.15: € vs. Epochs for Differential Privacy.

various o values. The equation to calculate € is presented in Equation 5.1 € does begin to
get a bit high for ¢ = 2, however, the accuracy is not seeing an increase beyond 4 epochs,

so this is not a concern. For o = 4, the privacy guarantee is still intact after 10 epochs and
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could keep training. Overall, the results for differential privacy are quite encouraging and

suggest that it can be effectively used for fine-tuning models.



Chapter 6

Future Work

There is still much future work that can occur within the Privacy Preserving Federated
Learning with Secure Multi-Party Computation framework to decrease execution time and
improve accuracy of the models. Additionally, much functionality could be improved for

future use.

For starters, the current client interface only works with a ring of 64-bits. Anything larger
and the client interface will not properly be able to handle the values needed. One possibility
for this is to use other libraries capable of handling these large integers. Some possibilities
are the boost multiprecision library or the GNU multiple precision library. Boost is built for

C++, however, C++ can be used within the Cython framework.

The second portion that could be expanded upon is an increase in accuracy. Currently, since
the federated learning algorithms are relatively rudimentary for secure aggregation, more of
the aggregation schemes could be implemented. Further, an addition to help model ac