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Online Learning for Resource Allocation in Wireless Networks:
Fairness, Communication Efficiency, and Data Privacy
Fengjiao Li
(ABSTRACT)

As the Next-Generation (NextG, 5G and beyond) wireless network supports a wider range
of services, optimization of resource allocation plays a crucial role in ensuring efficient use of
the (limited) available network resources. Note that resource allocation may require knowl-
edge of network parameters (e.g., channel state information and available power level) for
packet schedule. However, wireless networks operate in an uncertain environment where, in
many practical scenarios, these parameters are unknown before decisions are made. In the
absence of network parameters, a network controller, who performs resource allocation, may
have to make decisions (aimed at optimizing network performance and satisfying users’ QoS
requirements) while learning. To that end, this dissertation studies two novel online learning
problems that are motivated by autonomous resource management in NextG.

Key contributions of the dissertation are two-fold. First, we study reward maximization
under uncertainty with fairness constraints, which is motivated by wireless scheduling with
Quality of Service constraints (e.g., minimum delivery ratio requirement) under uncertainty.
We formulate a framework of combinatorial bandits with fairness constraints and develop a
fair learning algorithm that successfully addresses the tradeoff between reward maximization
and fairness constraints. This framework can also be applied to several other real-world ap-
plications, such as online advertising and crowdsourcing. Second, we consider global reward
maximization under uncertainty with distributed biased feedback, which is motivated by the
problem of cellular network configuration for optimizing network-level performance (e.g.,
average user-perceived Quality of Experience). We study both the linear-parameterized and

non-parametric global reward functions, which are modeled as distributed linear bandits and



kernelized bandits, respectively. For each model, we propose a learning algorithmic frame-
work that can be integrated with different differential privacy models. We show that the
proposed algorithms can achieve a near-optimal regret in a communication-efficient manner
while protecting users’ data privacy “for free”. Our findings reveal that our developed algo-
rithms outperform the state-of-the-art solutions in terms of the tradeoff among the regret,
communication efficiency, and computation complexity. In addition, our proposed models
and online learning algorithms can also be applied to several other real-world applications,
e.g., dynamic pricing and public policy making, which may be of independent interest to a

broader research community.
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(GENERAL AUDIENCE ABSTRACT)

As the Next-Generation (NextG) wireless network supports a wider range of services, opti-
mization of resource allocation plays a crucial role in ensuring efficient use of the (limited)
available network resources. Note that resource allocation may require knowledge of network
parameters (e.g., channel state information and available power level) for packet schedule.
However, wireless networks operate in an uncertain environment where, in many practical
scenarios, these parameters are unknown before decisions are made. In the absence of net-
work parameters, a network controller, who performs resource allocation, may have to make
decisions (aimed at optimizing network performance and satisfying users’ QoS requirements)
while learning. To that end, this dissertation studies two novel online learning problems that
are motivated by resource allocation in the presence uncertainty in NextG.

Key contributions of the dissertation are two-fold. First, we study reward maximization
under uncertainty with fairness constraints, which is motivated by wireless scheduling with
Quality of Service constraints (e.g., minimum delivery ratio requirement) under uncertainty.
We formulate a framework of combinatorial bandits with fairness constraints and develop a
fair learning algorithm that successfully addresses the tradeoff between reward maximization
and fairness constraints. This framework can also be applied to several other real-world ap-
plications, such as online advertising and crowdsourcing. Second, we consider global reward
maximization under uncertainty with distributed biased feedback, which is motivated by the

problem of cellular network configuration for optimizing network-level performance (e.g.,



average user-perceived Quality of Experience). We consider both the linear-parameterized
and non-parametric (unknown) global reward functions, which are modeled as distributed
linear bandits and kernelized bandits, respectively. For each model, we propose a learning
algorithmic framework that integrate different privacy models according to different privacy
requirements or different scenarios. We show that the proposed algorithms can learn the un-
known functions in a communication-efficient manner while protecting users’ data privacy
“for free”. Our findings reveal that our developed algorithms outperform the state-of-the-art
solutions in terms of the tradeoff among the regret, communication efficiency, and computa-
tion complexity. In addition, our proposed models and online learning algorithms can also
be applied to several other real-world applications, e.g., dynamic pricing and public policy

making, which may be of independent interest to a broader research community.
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Notations

Throughout this thesis, we use lower-case letters (e.g., x) for scalars, lower-case boldface
letters (e.g., x) to denote vectors; regular font symbols with subscript ¢ (e.g., x;) denote the
coordinate corresponding to element i; x' denotes the transpose of x; x V y denotes the
coordinate-wise maximum of x and y; 1 denotes the all-ones vector; 0 denotes the all-zeros
vector; 1, denotes the standard basis vector whose coordinates are all zero, except the one
corresponding to element u being 1; R (resp., R,) is the set of (resp., nonnegative) real
numbers.

A

In addition, we let [N] = {1,..., N} for any positive integer N; |S| denotes the cardinality
of set S and ||x||z denotes the fy-norm of vector x € R% The inner product is denoted by
(-,-). For a positive definite matrix A € R¥? the weighted ly-norm of vector x € R? is
defined as [|x|[4 £ VT Ax. For any sequence {a;}2,, we use a;; to denote the subsequence

Ay o v oy Ay
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Chapter 1

Introduction

1.1 Motivation and Objectives

Over the past few decades, many optimization frameworks have studied how to manage
resources in wireless networks to satisfy users’ quality-of-service (QoS) requirements [64,
107, 109], e.g., fairness, latency requirement, delivery ratio, and priority-based spectrum
allocation. As cellular wireless networks support a wider range of services from generation
to generation, it becomes more necessary to ensure efficient use of the (limited) available
network resources. Therefore, the problem of resource allocation plays an important role
in wireless networks, especially NextG (5G and beyond), which is (expected) to serve an
even larger diversity of spectrum, deployment options, and use cases [7, 96, 135]. Note that
resource optimization may require knowledge of network parameters (e.g., channel state
information and available power level for packet scheduling). However, wireless networks
operate in stochastic environment under uncertainty where, in many practical scenarios,
these parameters are unknown at the time of making decisions. Without knowing the net-
work parameters, a network controller, who performs resource allocation, may have to make
decisions (targeting at optimizing network performance and satisfying the requirements)

while learning.

To this end, one tends to handle resource allocation in wireless networks via online learning

which is a powerful and popular way of dealing with sequential decision making and predic-
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tion problems. The goal of the decision-maker (i.e., the network controller) is to decide which
action to choose at each decision time in order to maximize cumulative reward in the face
of uncertainty. However, existing online learning model neglects several important factors
associated with the system of cellular networks, which makes the existing learning algorithms
inapplicable directly. Consider two main network resource management problems: 1) Wire-
less scheduling with fairness or QoS constraints and 2) Cellular network configurations. We

list three main challenges of online learning approach below.

o In addition to network optimization, ensuring fairness or providing QoS guarantees
to users is a key design concern in wireless scheduling [66, 95], as well as in network
resource allocation [83]. However, it remains largely unexplored in the literature to
carefully integrate all the factors of unknown network parameters, fairness constraints,

fading channels, etc., into a unified online learning model.

o When setting a configuration in cellular networks, the controller cares more about the
network-level performance, which counts the local performance of every user within
the coverage. However, it incurs a prohibitively high cost or could be impossible to
collecting feedback from the entire population, especially when the population is large.
In order to learn the network-level performance of a configuration, the controller may
have to choose a subset of users and collect the data of local performance from these
distributed users. Due to heterogeneity among users, data of the local performance
from a subset of users is still biased as feedback with respect to the target network-level

performance.

o As communicating data between the users and the BS consumes radio resources, it
requires to design a communication-efficient protocol. Furthermore, users may require

that their messages/packets (e.g., user-perceived Quality of Experience (QoE)) be
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protected from an adversary. In addition, as a plethora of options and parameters
involved in resource management, the complexity for the high-dimension computation

is another critical bottleneck in the data-driven approach.

Therefore, this dissertation, considering the above challenges associated with online learning
approach for resource allocation in wireless networks, aims to build corresponding online
learning models for resource optimization that handles three critical issues in cellular net-
works: fairness, communication efficiency, and data privacy. Specifically, motivated by the
aforementioned two types of network resource management problems, the objectives of this

dissertation are as follows.

e Scheduling with fairness constraints. Motivated by the problem of wireless
scheduling with fairness or QoS requirements, we first study how to do traffic schedul-
ing so as to maximize the reward (e.g., network utility) while satisfying the fairness
requirements. Recall that regret as the common metric for online learning measures the
loss in the obtained reward when not scheduling optimally. The goal of the scheduler

becomes minimizing regret while satisfying the fairness constraints.

e Learning with biased feedback. The cellular network configuration problem mo-
tivates us to study global reward maximization under uncertainty with distributed
biased feedback. Then, the second line of work in this dissertation to explore online

learning with biased feedback with the goal of achieving sublinear regret.

e Scalability of a design. In the cellular networks, scalability of a design mainly refers
to communication cost, which measures the amount of radio resources it consumes.
In addition, we also analyze the computation complexity of a design for the high-
dimensional scenarios. As users require privacy protection, a design is supposed to

provide a certain privacy guarantee in some practical scenarios.
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1.2 Dissertation Outline and Contributions

With the aforementioned objectives in mind, this dissertation focuses on two types of opti-
mization problems arising from resource allocation in wireless networks and formulates four

specific problems. The diagram of the dissertation is presented in Fig. 1.1.

f————— T Y—_— T T T T T T —_—_ e = === A
1 Resource Optimization Proposed 1
: allocation problem model :
| |
| |
: Bandits with fairness constraints :
I Wireless - _ (Chapter 2) |
| scheudling Reward maximization with !
: } fairness constraints :
: Submodular maxi. with fairness |
! QoS constraints constraints (Chapter 3) :
| |
| |
: Distributed linear bandits with :
1 cellular network Global reward maximization biased feedback (Chapter 4) !
' configuration with distributed biased :
1 feedback L . . o !
I f Distributed kernelized bandits with 1
: heterogenous users biased feedback (Chapter 5) :
U o o o D D e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e = J

Figure 1.1: Dissertation structure.

The first type of problem is reward maximization with fairness constraints, which is the
essense of wireless scheduling with fairness or QoS (of delivery ratio) requirements. Regarding
this type of problem, this dissertation starts with formulating a combinatorial linear model
of: 1) bandits with fairness constraints, and extends it to nonlinear combinatorial model
of 2) submodular maximization with fairness constraints. In the following, we describe the

challenges associated with the two models and list the contributions right after each model.

o Bandits with fairness constraints. Due to the uncertainty in the wireless schedul-
ing problem, the reward under each possible scheduling is unknown in advance while

only reward of this scheduling can be observed afterwards. This setting coincides with
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the bandit model and motivates us to study online bandit learning with fairness con-
straints. In addition, in wireless network, multiple clients can be scheduled according
to multiplexing techniques, and some channels might be off due to channeling fading or
mobility of users. Combining these additional combinatorial and volatile structures in
practice, we formulate a combinatorial sleeping bandit with fairness constraints, called
CSMAB-F. The objective is now to maximize the reward while satisfying the fairness
requirement. To tackle this new problem with a linear combinatorial reward, we de-
velop a new algorithm, called learning with fairness guarantee (LFG), by integrating
an online learning algorithm Upper Confidence Bound (UCB) and the virtual queue
technique. In addition, we show that not only LFG is feasibility-optimal, but it also

achieves a good regret upper bound.

Contribution 1: Formulate a unified CSMAB-F framework and propose an algorithm

that achieves near-optimal reward while providing fairness guarantees.

Remark. In addition to scheduling of real-time traffic in wireless networks, we high-
light that the unified CSMAB-F framework can be applied to many other real-world

applications, including online advertising and crowdsourcing.

« Submodular (reward/utility) maximization with fairness constraints. While
the LF'G algorithm is designed for linear combinatorial reward, the combinatorial re-
ward might be non-linear for some applications, e.g., worker selection in federated
learning (FL). Notice that the utility (e.g., the training accuracy) of the participating
workers exhibits a diminishing returns property, which can be modeled as a submodu-
lar function. In such scenarios, one needs to select a subset of workers for each training
task to maximize the average utility over all tasks while ensuring fairness among work-
ers. Hence, we study a new problem of multi-round (one round corresponds to one

task in FL) monotone submodular maximization with cardinality and fairness con-
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straints, the objective of which is to maximize the time-average utility over rounds
while satisfying an additional fairness requirement. Note that the traditional submod-
ular maximization with a cardinality constraint with known parameters is already a
well-known NP-Hard problem, the fairness constraints in the the multi-round setting
adds an extra layer of difficulty, and the corresponding offline problem is not triv-
ial. We attempt to design approximate solutions to the offline problem as the first
step. To address new challenges introduced by the multi-round nature and the fairness
constraint, we propose three new algorithms — Fair Continuous Greedy (FairCG1 and
FairCG2) and Fair Discrete Greedy (FairDG) — and provide nontrivial lower bounds
on the achieved lower-average utility while all of the proposed algorithms satisfy the

fairness requirement.

Contribution 2: Provide both long-term and short-term fairness guarantees when the

objective reward function is submodular.

The second type of problem is global reward mazimization under uncertainty with distributed
biased feedback, which is motivated by the cellular network configuration problem and can
be applied to other real-world applications as well, e.g, dynamic pricing and public policy
selection. When collecting distributed data from users, scalability is also considered, in-
cluding communication cost and data privacy, as well as the computation complexity when
addressing high-dimensional situations. In addition, we notice a high correlation between
different configurations in terms of the reward, which can be represented as a function of
the decision. To that end, we start with considering linear-parameterized (unknown) reward
functions and then extend to studying non-parameterized nonlinear functions. Specifically,
we formulate the corresponding problem in the following two settings: 1) distributed linear

bandits and 2) distributed kernelized bandits.
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« Distributed linear bandits. We first study the linear bandit setting where different
actions are correlated via an unknown parameter. Specifically, a learning agent (deci-
sion maker/learner) aims to maximize a global reward parameterized by an unknown
0, called the global model. Each user u observes a local reward with an unknown
parameter 6, called the local model. In order to find the optimal action (with regard
to the global reward), the agent learns the global model by collecting these clients’
local feedback. To account for scalability, the agent collects distributed feedback from
users periodically instead of immediately after making each decision. We call the time
duration between two communications as a phase In a particular phase, only a subset of
users from the population are selected (called clients) to participate in the learning pro-
cess, and the agent (decision maker/learner) learns the global model from such biased
feedback (from only a subset of users). Additionally, we resort to differential privacy
(DP) to provide privacy guarantee. Considering different trust mechanisms in differ-
ent scenarios, we propose a unified algorithmic learning framework, called differentially
private distributed phased elimination (DP-DPE), which can be naturally integrated
with popular differential privacy (DP) models (including central DP, local DP, and

shuffle DP) while achieving both sublinear regret and sublinear communication cost.

Contribution 3: Formulate a distributed linear bandits model and propose an unified
differential private distributed phased-elimination algorithmic framework that achieves

sublinear regret and communication cost while providing differential privacy guarantees.

o Distributed kernelized bandits. Then, we extend this work to distributed kernel-
ized bandits that capture general non-linear and even non-convexr reward functions.
We assume the reward function lives in a reproducing kernel Hilbert space (RKHS)
with a known kernel. In addition to the challenges in linear bandits setting, the strict

generalization introduces three new challenges: (i) different from the linearly parame-
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terized bandits where the bias in the feedback can be quantified with a same-dimension
random vector (i.e., &, = 0, —0* € R? at each user u), it is unclear how to make an as-
sumption of the bias in the non-parametric kernelized bandits setting in order to learn
the unknown global reward function; (ii) how to handle the possible infinite feature
dimension of the objective function (in an RKHS); and (iii) how to address the bottle-
neck of computation complexity associated with kernelized bandits. To address all the
challenges, we design an algorithm, called distributed phase-then-batch elimination al-
gorithm (DPBE), which achieves sublinear regret, sublinear communication cost while
incurring lower computation complexity than the state-of-the-art. We also highlight
that thanks to the flexibility of this algorithm structure, one can easily integrate three

commonly used DP models in the algorithm as well.

Contribution 4: Build distributed kernelized bandits model with distributed biased feed-
back and propose an algorithm that achieves near-optimal regret and sublinear commu-

nication cost while incurring lower computation complexity than the state-of-the-art.

Dissertation Structure: The rest of this Ph.D. dissertation is organized as follows. Chap-
ter 2 and Chapter 3 present my work related to the problem of reward maximization with
fairness constraints. Then, the following Chapters 4 and 5 present my work on the problem
of global reward maximization with distributed biased feedback. Chapter 6 summarizes this

Ph.D. dissertation and presents some interesting future work.



Chapter 2

Bandits with Fairness Constraints

2.1 Introduction

As wireless networks operate in stochastic environment under uncertainty with unknown
network parameters in advance, the network controller may have to do real-time traffic
scheduling sequentially while learning. This motivates us to apply online learning approach
to make decisions. Note that only reward of this scheduling can be observed afterward,

which coincides with the bandit model (with bandit observations of the unknown.)

The basic multi-armed bandit (MAB) model has been widely adopted for studying many
practical optimization problems (network resource allocation, ad placement, crowdsourcing,
etc.) with unknown parameters (see, e.g., [18]). In the basic stochastic MAB setting, there
are N arms (i.e., actions), each of which, if played, returns a random reward to the player
(i.e., the decision maker). The random reward of each arm takes values in [0,1] and is
assumed to be independent and identically distributed (i.i.d.) over time. However, the reward
distributions and the mean rewards are unknown a priori. The player decides which single
arm to play in each round for a given time horizon of T" rounds, with a goal of maximizing

the cumulative reward in the face of unknown mean rewards.

However, this basic MAB model neglects several important factors of the system of wireless

networks, where multiple actions can be simultaneously taken and an action could some-
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Figure 2.1: Wireless scheduling

times be “sleeping” (i.e., unavailable). Take wireless scheduling in Figure 2.1 for example:
multiple clients compete for a shared wireless channel to transmit packets to a common ac-
cess point (AP). The AP decides which client(s) can transmit at what times. A successfully
delivered packet will generate a random reward, which could represent the value of the infor-
mation contained in the packet. In each scheduling cycle, multiple clients could be scheduled
for simultaneous transmissions as the channel can typically be divided into multiple “sub-
channels” using multiplexing technologies [111]. On the other hand, some clients may be
unable to transmit packets when experiencing a poor channel condition (due to fading or
mobility). Furthermore, in addition to maximizing the reward, ensuring fairness among the
clients or providing Quality of Service (QoS) guarantees to the clients is also a key design
concern in wireless scheduling [66, 95|, as well as in network resource allocation in general
[83]. These important factors (i.e., combinatorial actions, availability of actions, and fair-
ness) are commonly shared by many other applications too (see more detailed discussions in
Section 2.6). However, it remains largely unexplored in the literature to carefully integrate

all these factors into a unified MAB model.

To that end, in this chapter we propose a new Combinatorial Sleeping MAB model with
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Fairness constraints, called CSMAB-F, aiming to address the aforementioned modeling is-
sues, which are practically important for a wide variety of applications. Compared to the
basic MAB setting, in the proposed framework the set of available arms follows a certain
distribution that is assumed to be 7.7.d. over time and is unknown a priori. However, the
information of available arms will be revealed at the beginning of each round. The player
can then play multiple, but no more than m, available arms and receives a compound re-
ward being the weighted sum of the rewards of the played arms. We also impose fairness
constraints that the player must ensure a (possibly different) minimum selection fraction for
each individual arm. The goal is now to maximize the reward while satisfying the fairness

requirement. We summarize our main contributions as follows.

o First, to the best of our knowledge, this is the first work that integrates all three crit-
ical factors of combinatorial arms, availability of arms, and fairness into a unified
MAB model. The proposed CSMAB-F framework successfully addresses these crucial
modeling issues. This new problem, however, becomes much more challenging. In
particular, integrating fairness constraints adds a new layer of difficulty to the combi-
natorial sleeping MAB problem that is already quite challenging. This is because not
only the player encounters a fundamental tradeoff between exploitation (i.e., staying
with the currently-known best option) and ezploration (i.e., seeking better options)
when attempting to maximize the reward, but she is also faced with a new dilemma:
how to manage the balance between maximizing the reward and satisfying the fair-
ness requirement? Several well-known MAB algorithms can successfully handle the
exploitation-exploration tradeoff, but none of them was designed with fairness con-

straints in mind.

e To address this new challenge, we extend an online learning algorithm, called Up-

per Confidence Bound (UCB), to deal with the exploitation-exploration tradeoff and
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employ the wirtual queue technique to properly handle the fairness constraints. By
carefully integrating these two techniques, we develop a new algorithm, called Learn-
ing with Fairness Guarantee (LFG), for the CSMAB-F problem. Further, we rigorously
prove that not only LFG is feasibility-optimal, but it also has a time-average regret (i.e.,

the reward difference between an optimal algorithm that has a priori knowledge of the

Bi14/mNT logT+Ba N

T 9

mean rewards and the considered algorithm) upper bounded by % +
where (8, and [y are constants and 7 is a design parameter that we can tune. Note
that our regret analysis is more challenging as the traditional regret analysis becomes
inapplicable here due to the integration of virtual queues for handling the fairness

constraints.

« Finally, we conduct extensive simulations to elucidate the effectiveness of the proposed
algorithm. From the simulation results, we observe that LFG can effectively meet the
fairness requirement while achieving a good regret performance. Interestingly, the
simulation results also reveal a critical tradeoff between the regret and the speed of
convergence to a point satisfying the fairness constraints. We can control and optimize

this tradeoff by tuning the value of parameter 7.

The rest of the chapter is organized as follows. We first discuss related work and describe the
proposed CSMAB-F framework in Sections 2.2 and 2.3, respectively. Then, we develop the
LFG algorithm for the CSMAB-F problem in Section 2.4, followed by the performance anal-
ysis in Section 2.5. Detailed discussions about several real-world applications are provided
in Section 2.6. Finally, we present simulation results in Section 2.7 and make concluding

remarks in Section 2.7.
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2.2 Related Work

Following the line of variants, a recent study in [31] considers combinatorial sleeping MAB
with submodular reward functions in the contextual bandit setting. This work develops a
solution based on a well-known greedy algorithm for submodular maximization and prove
that it can achieve a sublinear regret, which is in comparison to the greedy algorithm in the

setting with known rewards.

Note that the existing types of constraints in MAB (e.g., budget/knapsack constraints) are
very different from the long-term fairness constraints we consider in this chapter. Some
very recent work considers multi-type rewards [43] and multi-level rewards [21, 30]. They
introduce a minimum guarantee requirement that the total reward of some type/level must
be no smaller than a given threshold. However, these studies differ significantly from ours
in the following key aspects. First, and most importantly, their constraints do not model
fairness among arms. The required minimum guarantee is for the total rewards (of some
type/level) rather than for each individual arm. Second, no learning algorithm is proposed
in [43]; the proposed learning algorithms in [21, 30] may violate the constraints, although
they show provable violation bounds. Third, they assume that all the arms are available at
all times. Last but not least, the proof techniques for regret analysis in [21, 30] are very

different from ours.

Fairness in online learning has been studied in [72, 73]. A key idea of their proposed fair
algorithm is that two arms should be played with equal probability until they can be distin-
guished with a high confidence. Another work [128] studies how to learn proportionally fair
allocations by considering the maximization of a logarithmic utility function. These studies
are less relevant to our work, although they share some high-level similarities with ours in

modeling fairness.
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At a technical level, the work of [67] that integrates learning and queueing is most related to
ours. We follow a similar line of regret analysis in [67] for deriving the upper bound. However,

they do not explicitly model fairness constraints, nor do they consider the availability of arms.

We notice that since the publication of our conference version [87], the work of [108] follows
our model with a stronger fairness notion and proposes algorithms that can achieve an
improved accumulative regret that is logarithmic. However, their proposed algorithms either
are T-aware (i.e., assuming the knowledge of the length of the time horizon, T') or provide
fairness guarantees for a special homogeneous case only, where every individual arm has the

same minimum selection fraction requirement.

2.3 System Model and Problem Formulation

In this section, we describe the detailed setting of our proposed CSMAB-F framework. Let
N ={1,2,...,N} denote the set of N arms. Each arm i € N is associated with a reward
X;(t) in round ¢, where t = 0,1,2,.... The reward is a random variable on [0, 1] and follows
a certain distribution with mean p;. We assume that the reward for each arm is i.i.d. over
time. The mean reward vector p = (u1,...,uyN) is unknown a priori. In our setting, an
arm could sometimes be “sleeping” (i.e., unavailable). Let A(t) € P(N) denote the set of
available arms in round ¢, where P(N/) is the power set of N'. We use Pa(Z) & P(A(t) = 2),
where Z € P(N), to denote the distribution of available arms, which is assumed to be .7.d.
over time. This distribution is unknown a priori, but the set of available arms A(¢) will be

revealed to the player at the beginning of each round ¢.

In each round, the player is allowed to play multiple, but no more than m, available arms
(i.e., arms belonging to A(t)). Each subset of available arms is also called a super arm [33].

We restrict the size of a chosen super arm to be no larger than m so as to account for resource
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constraints (see discussions on applications in Section 2.6). Let S(Z) represent the set of
all feasible super arms when the set of available arms Z is observed, i.e., S(Z) 2 {S C Z :
|S| < m}, where |S| denotes the cardinality of set S. In round ¢, a player selects a super
arm S(t) € S(A(t)) and receives a compound reward R(t), which is a weighted sum of the
rewards of the played arms, i.e., R(t) £ > ies WiXi(t), where w; is the weight of arm 4.
We assume that the weights w; are fixed positive numbers known a priori and are upper
bounded by a finite constant wp.x > 0. The goal of the player is to maximize the expected

time-average reward for a given time horizon of T' rounds, i.e., E[+ tT;Ol R(t)].

To describe the action for each individual arm, we use a binary vector d(t) = (dy(t), ..., dn(t))
to indicate whether each arm is played or not in round ¢, where d;(t) = 1 if arm i is played,
i.e., 1 € S(t); otherwise, d;(t) = 0. Then, the action vector d(¢) must satisfy Zf\il d;(t) <m

for all t > 0.

As we discussed in the introduction, in addition to maximize the reward, ensuring fairness
among the arms is also a key design concern for many real-world applications. To model the
fairness requirement, we introduce the following constraints on a minimum selection fraction

for each individual arm:

T-1
nTrggf%;E[di(t)] > Vie N, (2.1)
where r; € (0,1) is the required minimum fraction of rounds in which arm i is played. The
minimum selection fraction vector r = (r1,...,7y) is said to be feasible if there exists a
policy that makes a sequence of decisions S(t) for ¢ > 0 such that (2.1) is satisfied. Then,
the mazimal feasibility region C is defined as the set of all such feasible vectors r € (0,1)V.
A policy is said to be feasibility-optimal if it can support any vector r (i.e., (2.1) is satisfied)

strictly inside the maximal feasibility region C.

We now consider the special class of stationary and randomized policies called A-only policies.
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An A-only policy observes the set of available arms A(t) for each round ¢ and independently
chooses a super arm S(t) € S(A(t)) as a (possibly randomized) function of the observed
A(t) only. An A-only policy « is characterized by a group of probability distributions,
denoted by q = [¢5(Z),VS € §(Z),VZ € P(N)], where ¢s(Z) is the probability that policy
« chooses super arm S € S(Z) when observing the set of available arms Z € P(N), and
> ses(z) 4s(Z) = Lfor all Z € P(N). Then, under policy «, the action di(t) is i.i.d. over

time with the following mean:

Eldi(t)] = > PalZ2) Y qs(2) (2.2)
ZeP(N) SeS(2):4es
for every arm i € N and for all ¢ > 0, and thus, constraint (2.1) is equivalent to E[d%(¢)] > r;

for every arm 7 € N. Further, we have the following lemma.

Lemma 2.1. If a vector r is strictly inside the maximal feasibility region C, then there exists

an A-only policy that can support vector r.

Proof. The proof is omitted as it is quite standard and follows a similar line of analysis in

the proof of Theorem 4.5 in [104] (see [104, pp. 92-95]). O

Lemma 2.1 implies that there exists an optimal A-only policy. Hence, assuming that the
mean reward vector g is known in advance, one can formulate the reward maximization

problem with minimum selection fraction constraint as the following linear program (LP):
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maxilmize Z Pa(Z) Z QS(Z)ZIUZ‘M (2.3a)

ZePN) SeS(Z) i€S
subject to Y Pa(Z) as(Z) = ri,Vie N, (2.3D)
ZePN) SeS(Z)5es
Y 4s(2)=1VZ € PW), (2.3¢)
5eS8(2)
as(2) € 0,1],¥5 € 8(2),VZ € P(N). (2.3d)

Suppose that an optimal solution to the above LP is q* = [¢5(Z),VS € §(Z),VZ € P(N)].

Then an optimal A-only policy o characterized by q* obtains the maximum reward:

R & 3" Pa(2) ) q3(2)> wip. (2.4)

ZeP(N) SeS(2) €S

However, the mean reward vector p is unknown to the player in advance. Hence, the
player not only needs to maximize the reward based on the estimated mean rewards (i.e.,
exploitation), but she also has to simultaneously learn to obtain a more accurate estimate
of the mean rewards (i.e., exploration). Such a learning process typically incurs a loss in the
obtained reward, which is called the regret. Formally, the time-average regret of a policy =
for a time horizon of T rounds, denoted by R.(T'), is defined as the difference between the
maximum reward R* and the expected time-average reward obtained under policy 7 that
chooses super arm S(t) in round ¢, i.e.,

T-1

R.(T)2 R —E %Z > wiXi(t)] . (2.5)

t=0 ieS(t)

Note that minimizing the regret is equivalent to maximizing the reward. Hence, the regret
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Table 2.1: Summary of key notations

Notations | Meaning

N; N Set of arms; number of arms

P(N) Power set of A/

T Time horizon

m Maximum number of simultaneously played arms

L4 Mean reward of arm ¢

w; Weight of arm i

r; Required minimum selection fraction for arm 1

X;(t) Reward of arm ¢ in round ¢

(1) Sample mean of the observed reward of arm ¢ up to round ¢

;i (1) UCB estimate of arm 4 in round ¢

hi(t) Number of times arm ¢ has been played up to round ¢

d;(t) Indicator of whether arm ¢ is played or not in round ¢

Qi(t) Virtual queue length for arm 7 in round ¢

A(t) Set of available arms in round ¢

S(t) Super arm played in round ¢

Pa(2) Probability that the set of available arms is Z

S(2) Set of feasible super arms when observing available arms Z

qs(Z) Probability that an A-only policy a chooses super arm S when observing
available arms Z

C Maximal feasibility region

R* Maximum reward with a priori knowledge of u

R.(T) Time-average regret of policy m

is a commonly used metric in the MAB literature for measuring the performance of learning
algorithms. In this chapter, we will adopt the time-average regret defined in (2.5) as the

main performance metric.

The key notations in this chapter are listed in Table 2.1.

2.4 The LFG Algorithm

In this section, by carefully integrating the key ideas of UCB [8, 82] and the virtual queue

technique [104], we develop a new algorithm, called Learning with Fairness Guarantee (LFG),
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to tackle the CSMAB-F problem. While UCB is extended to deal with the exploitation-
exploration tradeoff, the virtual queue technique is employed to handle the fairness con-

straints.

There are two main challenges in designing an efficient algorithm for the CSMAB-F problem:
(i) how to maximize the reward in the face of unknown mean rewards and (ii) how to satisfy
the fairness constraints. Note that these two challenges cannot be addressed separately as
they are tightly coupled together. Therefore, we need a holistic approach to manage the
balance between maximizing the reward and satisfying the fairness constraints. In what
follows, we will first discuss the key ideas for addressing each individual challenge and then

propose the LFG algorithm by carefully integrating them.

The key of maximizing the reward with uncertainty is to strike a balance between exploitation
(i.e., choosing the option that gave highest rewards in the past) and exploration (i.e., seeking
new options that might give higher rewards in the future). We extend a simple UCB policy
based on the concept of optimism in the face of uncertainty to address this challenge and

describe the details as follows.

AL

Let h;(t) be the number of times arm 4 has been played by the end of round t, i.e., h;(t)
S o di(k). We set hy(—1) = 0 as the system begins at t = 0. Also, let f1;(t) be the sample
mean of the observed rewards of arm i by the end of round ¢, i.e., ji;(t) = w We

set f1;(t) = 1 if arm ¢ has not been played yet by the end of round ¢ (i.e., if h;(t) = 0). We

use fi;(t) to denote the UCB estimate of arm 4 in round ¢, which is given as follows:

3logt

where /:Lz<t — 1) and m

correspond to exploitation and exploration, respectively. We

use the above truncated version of the UCB estimate (i.e., capped at 1) as the actual reward



20 CHAPTER 2. BANDITS WITH FAIRNESS CONSTRAINTS

must be in [0, 1]. Similarly, we set f;(t) = 1 if h;(t — 1) = 0.

In the basic MAB setting, the classic UCB policy simply selects the arm that has the largest
UCB estimate in each round [8, 82]. However, in the CSMAB-F setting we are faced with
several new challenges introduced by combinatorial arms, availability of arms, and fairness
constraints. In particular, integrating fairness constraints adds a new layer of difficulty to
the combinatorial sleeping MAB problem that is already quite challenging. This is because
not only the player is faced with the exploitation-exploration dilemma when attempting to
maximize the reward, but she also encounters a new tradeoff between maximizing the reward
and satisfying the fairness requirement. Therefore, directly applying the UCB policy will not
work as it was designed without fairness constraints in mind. Next, we will explain how to
use the virtual queue technique to properly handle the fairness constraints, as well as how to

cohesively integrate it with UCB to address the overall challenge of the CSMAB-F problem.

Following the framework developed in [104], we create a virtual queue @); for each arm i
to handle the fairness constraints in (2.1). By slightly abusing the notation, we also use
Q;(t) to denote the queue length of @Q; at the beginning of round ¢, which is a counter that
keeps track of the “debt” to arm ¢ up to round ¢. Specifically, the virtual queue length Q;(t)

evolves according to the following dynamics:

Qi(t) = [Qi(t — 1) +r; — di(t — 1)]7, (2.7)

where [z]* £ max{x,0}. We set Q;(0) = 0 as the system begins at t = 0. As can be seen in
the above queue-length evolution, the “debt” to arm ¢ increases by r; in each round as r; is

the minimum selection fraction, and it decreases by one if arm 7 is selected in round ¢ — 1

(Le., di(t —1) = 1).

Having introduced the UCB estimate and the virtual queues, we are now ready to describe
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the proposed LFG algorithm, which is presented in Algorithm 1. At the very beginning,
we initialize h;(—1) = 0 and @Q;(0) = 0 for all arms ¢ € A/ (lines 1-3). In each round ¢, we
first update the UCB estimates fi;(t) and the virtual queue lengths @;(t) according to (2.6)
and (2.7) for all arms i € N, respectively, based on the decision and the feedback from the
previous rounds (lines 4-11); we set f;(t) = 1 if h;(t — 1) = 0. Then, we observe the set
of available arms A(t) (line 12) and select a super arm S(¢) € S(A(t)) that maximizes the

compound value of the updated f;(t) and Q;(t) as follows (line 13):

S(t) € argmax Z (Qi(t) + nw;i(t)), (2.8)
SeS(AW) {5

where 7 is a positive parameter we can tune to manage the balance between the reward
and the virtual queue lengths. Note that the size of S(A(t)) is exponential in m. Hence,
the complexity of selecting a super arm S(¢) according to (2.8) could be prohibitively high
in general. However, thanks to the special structure of linear compound reward, we can
efficiently solve (2.8) and find a best super arm S(t) by iteratively selecting best individual
arms. Specifically, we select a super arm S(t) consisting of the top-m* arms in A(t), where
m* = min{m, |A(t)|}. That is, starting with an empty S(t), we iteratively select arm 7* such
that

i € argmax Q;(1) + nw;fl;, (2.9)
i€ A(D\S(1)

and after each iteration, we update super arm S(t) by adding arm * to it, i.e., S(t) =
S(t) U {i*}. Repeating the above procedure for m* iterations solves (2.8) and finds a best
super arm S(t). After we play arms in S(¢) and set vector d(¢) accordingly (line 14), we
observe the reward X;(t) for all played arms i € S(t) (lines 15-17) and update h;(t) and ji;(t)

accordingly for all arms i € N (lines 18-20).

Remark: As we mentioned earlier, we introduce a design parameter n to manage the balance
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Algorithm 1 Learning with Fairness Guarantee (LFG)

1: for i € N do
2:  Initialize h;(—1) = 0 and Q;(0) = 0;
3: end for
In each round t¢:
4: for i € N do
5. if hy(t —1) > 0 then
6: Update fi;(t) according to (2.6);
7. else
8: Set f;(t) = 1;
9: end if
10:  Update Q;(t) according to (2.7);
11: end for

12: Observe the set of available arms A(?);
13: Select super arm S(t) according to (2.8);
14: Play arms in S(¢) and set vector d(¢) accordingly;

15: for i € S(t) do

16:  Observe the reward X;(t);

17: end for

18: for i € N do

19:  Update h;(t) and [1;(t) according to d;(t) and X;(t).
20: end for

between the reward and virtual queue lengths. When 7 is large, the LFG algorithm gives
a higher priority to maximizing the reward compared to meeting the fairness constraints.
This is because an arm with a large estimated reward (i.e., UCB estimate) will be favored,
compared to another arm that has a small estimated reward but a large “debt” (i.e., virtual
queue length). In contrast, when 7 is small, the LFG algorithm gives a higher priority to
meeting the fairness constraints because an arm with a large virtual queue length will be
favored even if it has a small estimated reward. Indeed, our simulation results presented in
Section 2.7 reveal an interesting tradeoff between the regret and the speed of convergence to
a point satisfying the fairness constraints. Note that the LFG algorithm adopts a linear com-
bination of the virtual queue length and the UCB estimate to address the trade-off between

reward maximization and fairness guarantee. The reason that such a natural integration
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works is partially due to the linearity of the offline problem (i.e., Eq. (2.3)). In particular,
the objective function (i.e., Eq. (2.3a)) is linear because we consider a linear reward function.
In the settings with more general nonlinear reward functions, such as a submodular reward
function, even the offline problem with known rewards could easily become intractable (e.g.,
NP-hard) [80]. In such cases, it remains unclear how to design efficient algorithms that can
achieve a good regret performance while satisfying the fairness constraints. We leave this

question to our future work.

In addition, our proposed LFG algorithm is based on the drift-plus-penalty approach [104].
As explained in [104], this approach can be viewed as a dual-based approach to the stochastic
optimization problem (i.e., the linear program formulated in Eq. (2.3)), and it reduces to
the well-known dual subgradient algorithm for linear and convex programs when applied
to non-stochastic optimization problems. However, to the best of our knowledge, our work
is the first to employ the drift-plus-penalty approach to solve a new MAB problem with
fairness constraints. The integration of the virtual queue technique and the UCB algorithm
renders the regret analysis more challenging as the traditional regret analysis for the UCB

algorithm becomes inapplicable here.

2.5 Main Results

In this section, we analyze the performance of our proposed LFG algorithm and present our
main results. Specifically, we show that the LFG algorithm is feasibility-optimal (i.e., it can
satisfy any feasible requirement of minimum selection fraction for each individual arm) in

Section 2.5.1 and derive an upper bound on the time-average regret in Section 2.5.2.
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2.5.1 Feasibility Optimality

We first present the feasibility-optimality result. That is, the LFG algorithm can satisfy the
fairness constraints in (2.1) for any minimum selection fraction vector r strictly inside the

maximal feasibility region C.

Note that the constraints in (2.1) are satisfied as long as the virtual queue system defined

E[ZLTQ"(T)] = 0. In our virtual

in (2.7) is mean rate stable [104, pp. 56-57|, i.e., limp_,
queue system, mean rate stability is implied by a stronger notion called strong stability, i.e.,
lim sup;_, o 7 S E[>7, Qi(t)] < co. Therefore, in order to prove feasibility-optimality,

it is sufficient to show that the virtual queue system is strongly stable whenever the minimum

selection fraction vector r is strictly inside C. We state this result in Theorem 2.2.

Theorem 2.2. The LFG algorithm is feasibility-optimal. Specifically, for any minimum
selection fraction v strictly inside the mazimal feasibility region C, the virtual queue system

defined in (2.7) is strongly stable under LFG. That is,

=
lim sup T Z E
t=0

T—o00

i@i(t)] <8, (2.10)

- g
=1

where B £ % + PMWpax and € is some positive constant satisfying that v + 1 is still strictly

inside C, with 1 being the N -dimensional vector of all ones.

We prove Theorem 2.2 by using standard Lyapunov-drift analysis [104]. The detailed proof

is provided in Appendix A.1.

Remark: Note that the work of [21] also studies an MAB problem with minimum-guarantee
constraints. However, their work differs significantly from ours because their considered min-
imum guarantee is for the total rewards (of some type/level) rather than for each individual

arm, i.e., fairness among arms is not modeled. More importantly, the proposed learning
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algorithm in [21] may violate the constraints. Although they show that the violations are
upper bounded by O(T°/%), this upper bound implies that the constraints may not be satis-
fied even after a long enough time. In stark contrast, Theorem 2.2 states that our proposed
LFG algorithm can satisfy the (long-term) fairness constraints as long as the requirement is
feasible. Another difference is that they do not consider sleeping bandits, which can further

complicate the problem.

2.5.2 Upper Bound on Regret

In this subsection, we prove an upper bound on the time-average regret (as defined in (2.5))
under the LFG algorithm. This upper bound is achieved uniformly over time (i.e., for any
finite time horizon T') rather than asymptotically when T goes to infinity. We state this

result in Theorem 2.3.

Theorem 2.3. Under the LEG algorithm, the time-average regret defined in (2.5) has the

following upper bound:

Rira(T) <

N N Biv/mNTlogT + o N (2.11)
T ’ '

2n

where 1 £ 2v/6Wmax, and [y = (1+ %)wmax.

We prove Theorem 2.3 by using a similar line of regret analysis in [67]. The detailed proof

is provided in Appendix A.2.

Remark: The derived regret upper bound in (2.11) is quite appealing as it separately captures
the impact of the fairness constraints and the impact of the uncertainty in the mean rewards
for any finite time horizon 7. Note that the regret upper bound in (2.11) has two terms.

The first term % is inversely proportional to n and is attributed to the impact of the fairness
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constraints. Specifically, when 7 is small, the LFG algorithm gives a higher priority to
meeting the fairness requirement by favoring an arm with a larger “debt” (i.e., virtual queue
length) as in (2.9), even if this arm has a small estimated reward. This results in a larger
regret captured in the first term. Similarly, a larger n leads to a smaller regret captured in
the first term, but it will take longer for the LFG algorithm to converge to a point satisfying

the fairness constraints. This interesting tradeoff can also be observed from our simulation

results in Section 2.7. The second term -V mNT;OgTwW is of the order O(y/logT/T).

This part of the regret corresponds to the notion of regret in typical MAB problems and
is attributed to the cost that needs to be paid in the learning/exploration process. Note
that the second term is an instance-independent upper bound that does not depend on the
problem-specific parameter p. Our derived bound on the time-average regret is consistent

with the instance-independent result for basic MAB problems [18, Ch. 2.4.3]".

2.6 Applications

In this section, we provide more detailed discussions about real-world applications of our
proposed CSMAB-F framework. Specifically, we will discuss the following three applications
as examples: scheduling of real-time traffic in wireless networks [66], ad placement in online

advertising systems [3], and task assignment in crowdsourcing platforms [12].

2.6.1 Scheduling of Real-time Traffic in Wireless Networks

Consider the problem of scheduling real-time traffic with QoS constraints in a single-hop
wireless network. Assume that there are N clients competing for a shared wireless channel

to transmit packets to a common AP (see, e.g., [66]). Time is slotted. The AP decides

!Time-average regret O(y/logT/T) vs. cumulative regret O(/T logT).
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Figure 2.2: Scheduling of real-time traffic

which client(s) can transmit at what times. Consider a scheduling cycle, called a frame, that
consists of m consecutive time slots. Every client generates one data packet at the beginning
of each frame. To avoid interference, we assume that at most one client can transmit in each
time slot. Note that some clients may sometimes be unable to transmit when experiencing
poor channel conditions (due to fading or mobility). Assume that the channel conditions
remain unchanged during a frame but may vary over frames and that the AP obtains the

exact knowledge about the channel conditions through probing messages.

At the beginning of each frame, the AP makes scheduling decisions by selecting an available
client to transmit in each of the m time slots; at the beginning of each time slot, the AP
broadcasts a control packet that announces the scheduling decision, and then, the selected
client transmits a packet to the AP in that time slot. We model real-time traffic by assuming
that packets have a lifetime of m time slots and expire at the end of the frame. The above
framework is illustrated in Figure 2.2. While a successfully delivered packet will generate a
utility, which could represent the value of the information contained in the packet, an expired
packet will be dropped at the end of the frame. We assume that the utility corresponding
to each client is a random variable, and its mean is unknown a priori. There is a weight
associated with each client, indicating the importance of the information provided by the

client.
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The goal of the AP is to maximize the cumulative utilities by scheduling packet transmissions
in the face of unknown mean utilities. In addition, each client has a QoS requirement that a
minimum delivery ratio must be guaranteed. Clearly, the scheduling problem with minimum

delivery ratio guarantee can naturally be formulated as a CSMAB-F problem.

2.6.2 Ad Placement in Online Advertising Systems
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Figure 2.3: Ad placement

Online advertising has emerged as a very popular Internet application [3]. Take a page of
Weather.com website shown in Figure 2.3 for example. When an Internet user visits the
webpage, the publisher dynamically chooses multiple ads from the ads pool to display in the
ad-mix areas (highlighted by red circles in Figure 2.3). We assume that the ads pool consists
of N ads, and the ad-mix area has a limited capacity, which allows displaying no more than
m ads simultaneously. Note that some ads are irrelevant to certain users, depending on the
context including users’ characteristics (gender, interest, location, etc.) and content of the
webpage. Hence, such irrelevant ads can be viewed as unavailable to those users, and the
availability of ads depends on the distribution of the context. After seeing a displayed ad,
the user may or may not click it. The click-through rate (i.e., the rate at which the ad

is clicked) of each ad is unknown a priori. Each click of an ad will potentially generate a
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revenue for the advertiser, which can be viewed as the weight of the ad.

The goal of the ad publisher is to maximize the cumulative revenues by determining a
best subset of ads to display in the face of unknown click-through rates. In addition, the
publisher must guarantee a minimum display frequency for advertisers who pay a fixed cost
over a specified period, regardless of users’ responses to the displayed ads. Obviously, the
ad placement problem with minimum display frequency guarantee fits perfectly into our

proposed CSMAB-F framework.

2.6.3 Task Assignment in Crowdsourcing Platforms
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Figure 2.4: Task assignment in crowdsourcing

The increasing application of crowdsourcing is significantly changing the way people conduct
business and many other activities [12]. Consider a crowdsourcing platform such as Amazon
Mechanical Turk, Amazon Flex (for package delivery), and Testlio (for software testing),
as shown in Figure 2.4. Tasks arriving to the crowdsourcing platform will be assigned to a
group of workers with different unknown skill levels. Specifically, when a task arrives, the
platform may divide the task into multiple sub-tasks; then the sub-tasks will be assigned
to no more than m workers from a pool of N workers, due to the number of sub-tasks or a
limited budget. Note that some workers could be unavailable to take certain tasks due to

various reasons (time conflicts, location constraints, limited skills, preferences, etc.). Each
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completed task will generate a payoff that depends on the quality or efficiency of the workers.
The payoff is a random variable, and its mean is unknown a priori due to unknown skill

levels of workers.

The goal of the crowdsourcing platform is to maximize the cumulative payoffs by determining
an optimal task allocation in the face of unknown mean payoffs. In addition, the platform
has to take fairness towards workers into account through a minimum assignment ratio
guarantee for each worker. This fairness guarantee helps maintain a healthy and sustainable
platform with improved worker satisfaction and higher worker participation. Apparently,
our proposed CSMAB-F framework can be applied to address the task assignment problem

with minimum assignment ratio guarantee.

2.7 Numerical Results

In this section, we conduct simulations to evaluate the performance of our proposed LFG

algorithm and discuss several interesting observations based on the simulation results.

We consider two scenarios for the simulations: (i) N = 3 and m = 2; (ii) N = 10 and m = 6.
Since the observations are similar for these two scenarios, we will focus on the discussion
about the first scenario due to space limitations. We assume that the availability of arm
is a binary random variable that is .7.d. over time with mean p;. Then, the distribution of
available arms can be computed as Pa(Z) = [[;c;pi[Ligz(1 — pi) for all Z € P(N). We
also assume binary rewards with the same unit weight (i.e., w; = 1) for all the arms. The

detailed setting of other parameters is as follows: p = (0.4,0.5,0.7), r = (0.5,0.6,0.4), and

p = (p1,p2,p3) = (0.9,0.8,0.7).

First, in order to demonstrate that LFG can effectively meet the fairness requirement, we
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Figure 2.5: Performance comparisons of different algorithms

compare LFG with a fairness-oblivious combinatorial MAB algorithm, called Learning with
Linear Rewards (LLR) [57]. We modify the LLR algorithm to accommodate sleeping ban-
dits; the modified version is called LLR for Sleeping bandits (LLRS). In each round ¢, ob-
serving the set of available arms A(t), LLRS selects a super arm S(¢) that has the largest
weighted sum of the UCB estimates among all the feasible super arms in S(A(t)), i.e.,
S(t) € argmaxgega) Dics Wili(t). Note that LLRS is oblivious of the fairness constraints
in (2.1).

We simulate LFG with n € {1,10,100,1000} and LLRS for 7' = 2 x 10* rounds (at which all
the considered algorithms are observed to converge) and present the results in Figure 2.5.
Figure 2.5a shows the time-average regret over time for the considered algorithms; Fig-
ure 2.5b shows the selection fraction of each arm at the end of the simulation (i.e., at
T = 2 x 10%). From Figure 2.5a, we can make the following observations: (i) LFG with a
larger 1 results in a smaller regret, and LFG with n > 100 approaches a zero regret; (ii) LLRS
achieves the smallest regret, which is even negative (i.e., it achieves a reward larger than the
optimal R*). Observation (i) is expected, as we explained in Section 2.5.2: the upper bound
on regret in (2.11) approaches zero when both n and 7' become large. Observation (ii) is

not surprising because LLRS is fairness-oblivious and may produce an infeasible solution.
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Indeed, Figure 2.5b shows that Arm 1’s selection fraction under LLRS is smaller than the
required value (0.4 vs. 0.5). This is because Arm 1 has the smallest mean reward and is
not favored under LLRS, which is unaware of the fairness contraints. On the other hand,
Figure 2.5b also shows that with different values of n, LFG consistently satisfies the required
minimum selection fraction, which verifies our theoretical result on feasibility-optimality of

LFG (Theorem 2.2). At first glance, the above observations seem to suggest that LFG with
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Figure 2.6: Selection fraction over time under LFG with different values of n

a large 7 is desirable because that leads to a vanishing regret while still providing fairness
guarantee. However, what is missing here is the speed of convergence to a point satisfying
the fairness requirement, which is another critical design concern in practice. To understand
the convergence speed of LFG with different values of 7, in Figure 2.6 we plot the selection
fraction over time for each arm. Taking Figure 2.6a for example, we can observe that the
convergence slows down as 7 increases. In addition, before LFG with n = 1000 converges
(e.g., when T' < 10%), the actual selection fraction of Arm 1 does not meet the required min-
imum value of 0.5. Since the constraints may be temporarily violated, the regret could even
be negative before LFG converges (see n = 1000 in Figure 2.5a). Therefore, the simulation
results reveal an interesting tradeoff between the regret and the convergence speed. We can
control and optimize this tradeoff by tuning n. For example, for the considered scenario,
LFG with n = 100 seems to achieve a good balance between the regret and the convergence

speed. Finally, we want to investigate the tightness of the upper bound derived in (2.11).
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Consider the average of 100 independent simulation runs for LFG with n = 100. Figure 2.7
shows the time-average regret vs. the time horizon 7' in a log-log plot. Recall that the upper
bound in (2.11) has two terms. The impact of 7" appears in the second term that is of the
order \/W. When T becomes large, it becomes difficult to see the impact of T" on
the regret as the first term % becomes dominant. Therefore, we consider the region with
T <1000 (i.e., logT < 6.9). Figure 2.7 seems to suggest that the time-average regret follows
the order log T'/T rather than \/W . This implies that the upper bound in (2.11) is not
tight. One reason could be that the \/W bound is instance-independent. It remains
open whether one can come up with novel analytical techniques to derive a better bound of

logT/T.

2.8 Chapter Summary

In this chapter, we proposed a unified CSMAB-F framework that integrates several critical
factors (i.e., combinatorial actions, availability of actions, and fairness) of the system in

many real-world applications. In particular, no prior work has studied MAB problems with
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fairness constraints on a minimum selection fraction for each individual arm. To address the
new challenges introduced by modeling these factors, we developed a new LFG algorithm

that achieves a provable regret upper bound while effectively providing fairness guarantee.



Chapter 3

Submodular Reward Maximization

with Fairness Constraints

The preceding chapter studies the problem of reward maximization with fairness constraints
where the combinatorial reward is linear. For some real-world applications, the combinatorial
reward might be nonlinear, e.g., the utility (say training accuracy) with respect to the
participating clients in federated learning (FL). Notice that combinatorial maximization with
submodular objective functions has been extensively studied due to a wide range of real-world
applications. This chapter, motivated by the application of worker selection in federated

learning, studies the problem of submodular maximization with fairness constraints.

3.1 Introduction

In the conventional machine learning paradigm, a large amount of data is often stored at a
centralized server (e.g., a single machine or a datacenter) for training some learning model
(e.g., a deep neural network) [2]. However, not only is this paradigm expensive in terms of
data collection and storage, it also has a high risk in leaking users’ data privacy [91]. For ex-
ample, in 2019, hundreds of millions of Facebook user records were compromised on Amazon
cloud servers [1]. To address such privacy concerns, Federated Learning (FL) has recently

become a popular learning paradigm, where a myriad of worker devices collaboratively learn

35
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a global model, while all training data are kept on the worker devices [2].

In a FL system, worker devices often have heterogeneous computation or sensing capabilities.
Due to limited resources (e.g., communication bandwidth) [94, 139], it is not only desirable
but also necessary for the FL server to pick a subset of workers to participate for a training
task. Different worker selections yield different training accuracy levels that can be expressed
as the utility of the selected workers. Note that the accuracy of a model has diminishing
improvement as a function of sample size [100]. Considering the heterogeneity of the worker
devices (e.g., different dataset sizes) and the redundancy among workers, the utility of the
participating workers exhibits a diminishing returns property, which can be modeled as a
submodular function [11]. In such scenarios, one needs to select a subset of workers for each
training task to maximize the average utility over all tasks. On the other hand, ensuring fair-
ness among the participating workers is one of the most important issues in such FL systems
92, 94]. One common fairness requirement is that each worker must be selected at least for
a certain fraction of time in the long run. Introducing such fairness requirements reduces the
discrimination towards those workers with weaker sensing and computing capabilities, thus
providing an incentive that encourages more workers to participate in FL. Hence, there is a
compelling need that motivates the worker selection problem in an FL system such that the

total utility is maximized while some fairness guarantee among the workers is also ensured.

In this work, we call the entire procedure of completing a training task from selecting partici-
pants to the end of training process a “round”. Noting that the training accuracy is typically
a monotone submodular function of the selected workers, we formulate the FL. worker selec-
tion problem as a multi-round monotone submodular maximization problem with cardinality
and fairness constraints, called MMSM-CF'. Different from the traditional single-round ver-
sion of the problem that is focused on one-shot optimization, the goal here is to maximize the

time-average utility subject to an additional fairness requirement that each worker must be
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selected for a minimum fraction of time. Our main contributions are summarized as follows:

o We study the problem of fair worker selection in FL systems and formulate it as a problem
of multi-round monotone submodular maximization with cardinality and fairness con-
straints. To the best of our knowledge, this is the first study that considers submodular
maximization in the multi-round setting with fairness constraints. It is well known that
the single-round version of this problem even without fairness constraint is already NP-
hard. Accounting for the fairness constraint in the multi-round setting adds an extra layer

of difficulty as decisions could be coupled in a sophisticated fashion over multiple rounds.

e To address this new challenge, we consider the multilinear extension of the submodular
function and develop continuous greedy-based algorithms. At the first glance, it is un-
clear whether the original continuous greedy algorithm can achieve a provable performance
guarantee in the setting with an additional fairness requirement. In particular, the ini-
tial and intermediate points of the iterative continuous greedy algorithm could even be
infeasible. Interestingly, we show that a straightforward variant of the original continuous
greedy algorithm, called FairCG1, does achieve an approximation ratio of (1 — 1/e) for
the time-average utility while satisfying the fairness requirement whenever feasible. Fur-
thermore, we develop a new variant of the continuous greedy algorithm, called FairCG2,
which explicitly accounts for the feasibility of the intermediate points during the updating
process and achieves a fine-grained lower bound on the time-average utility. In addition,
we propose a new discrete greedy algorithm, called FairDG, which gives a higher priority
to fairness and thus ensures a stronger short-term fairness guarantee that holds in every

round. FairDG also enjoys a much lower complexity compared to FairCG1 and FairCG2.

o Finally, we perform extensive simulations to verify the effectiveness of the proposed algo-
rithms. The simulation results show that our proposed algorithms empirically achieve a

near-optimal time-average utility (within 1% of the optimal). Interestingly, while FairCG1
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guarantees an approximation ratio of (1 —1/e) uniformly for any fairness requirement, the
obtained lower bound for FairCG2 is getting tighter as the fairness requirement becomes

stronger.

The rest of the chapter is organized as follows. We first discuss related work in Section 3.2
and formulate the MMSM-CF problem in Section 3.3. To address this new problem with the
long-term fairness constraint, we consider two fair continuous greedy algorithms (FairCG1
and FairCG2) and analyze their performance in Section 3.4. In Section 3.5, we propose a
fair discrete greedy algorithm (FairDG) and show that FairDG ensures a stronger short-term
fairness guarantee. Finally, we present simulation results in Section 3.6 and make concluding

remarks in Section 3.7.

3.2 Related Work

Worker Selection in FL: Worker selection is an important factor of FL systems and has
recently been studied in [106, 139]. The work of [106] proposed an FL protocol called FedCS,
which selects the maximum possible number of workers using a greedy algorithm based on
wireless states and devices’ computing capabilities. However, fairness is not considered in
this work. In [139], an analytical model is developed to characterize the performance of
FL with different worker scheduling policies in terms of the convergence rate performance.
While proportional fairness is considered, scheduling decisions are made without accounting
for the training accuracy. In [92, 103], the authors considered fair resource allocation in FL
systems by assigning a higher weight to workers with a higher loss. This helps reduce the
bias and leads to a lower variance in the testing accuracy. However, the problem formulated
therein is not submodular-based and the fairness criterion they considered is very different

from ours.
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Submodular Maximization: Since the seminal work in [105], the problem of monotone
submodular maximization with a cardinality constraint has been extensively studied in the
literature (see, e.g., [19, 81]). It is well known that this problem is NP-hard [55]. One
important approximate solution is the classic (discrete) greedy algorithm, which iteratively
selects an element with the largest marginal gain till the cardinality constraint is violated.
It is shown that this greedy algorithm can achieve the best approximation ratio of (1 —1/e)
[105]. For submodular maximization with a general matroid constraint, it has been shown
that a continuous greedy algorithm combined with the pipage rounding technique can achieve
the same (1 — 1/e)-approximation [136]. In [9], by integrating the idea of the classic discrete
greedy, the authors developed a fast variant of the continuous greedy algorithm, which can
significantly reduce the complexity while matching the same approximation ratio. The work
of [28] studied a more general setting of maximizing a submodular function subject to a

matroid and a set of linear packing constraints.

Multi-round Submodular Maximization: While most of the existing work has been
focused on one-shot optimization, some recent studies investigate multi-round monotone
submodular maximization with a cardinality constraint as we consider in this chapter. The
most relevant work to ours is [126]. However, there are several key differences: i) their
work studied a specific multi-round influence maximization in social networks; ii) fairness
requirements are not considered there; iii) a set would not be selected more than once
because doing so does not generate any additional gain in their model. The work of [86]
also studied a similar problem of multi-round submodular maximization, with a focus on
the online learning setting. Sequential submodular maximization has been considered in the
active learning setting where a batch of data points are selected for labeling [138]. However,
same data points would not be selected more than once either. Note that none of these

studies addresses the same fairness concerns as ours. Incorporating fairness constraints
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makes decisions coupled in a sophisticated fashion over multiple rounds. In addition, for
FL systems, it is possible to select the same subset more than one round to maximize the

average utility in our problem.

Fair Resource Allocation: Algorithmic fairness has attracted tremendous interests in the
machine learning community over the past few years in various contexts [36, 52]. Various
fairness criteria and learning paradigms have been discussed in the literature. Submodular
maximization concerning privacy protections and fairness criteria in learning representation
has been studied in [77]. However, they do not consider the multi-round setting and the
fairness criterion is formulated as a robustness constraint, which is very different from ours.
The work of [88] studies fair resource allocation and learning in a multi-armed bandit setting,.
While the long-term fairness requirement we consider is the same, the objective function

considered in [88] is linear rather than submodular.

3.3 System Model and Problem Formulation

In this section, we describe the system model and formulate the MMSM-CF problem for

worker selection in FL systems.

In the context of FL, we use N to denote the set of workers that are equipped with com-
puting devices and are willing to participate in the training tasks. For each training task,
indexed by ¢, the FL protocol selects a subset of workers S; C N whose size is at most
k € {1,2,...,n}. This cardinality constraint is used to model limited resources (e.g., com-
munication bandwidth). After the entire training process of task t is completed, a certain
utility (which represents the training accuracy), denoted by f;(.S;), is achieved. Assume that

these tasks are of the same type and have the same utility function, i.e., f(-) £ f.(-),Vt, and
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that f(-) is a monotone submodular function'. Let f(S) be the utility of the selected workers
S and N, be the collection of all subsets of N of size at most k, i.e., N}, = {S C N :|S| < k}.

We require S; € N}, for all t. Over a sequence of T training tasks, we choose a sequence
of worker sets (S1,Ss,...,57) to engage in the training tasks {1,2,--- ,T} and receive an
average utility of Zthl f(S;). Throughout the rest of this chapter, we simply use round ¢
to represent the entire training process of training task ¢ and call each worker an element of

the ground set .

Furthermore, we consider a fairness criterion of a minimum selection fraction for each indi-

vidual worker and define a (long-term) fairness requirement in the following form:

lim 1nf— Z]E Liuesit] = ru, Yu €N, (3.1)

T—oo

where I is the indicator function and r, € [0,1] is the minimum element u has to be
selected. Vector r = [r,|uen is said to be feasible if there exists an algorithm that selects
a sequence of sets S = (51, 5,,...) such that Eq. (3.1) is satisfied. Given a feasible r,
our goal is to schedule a sequence of sets & that maximizes the average expected utility
while satisfying the fairness requirement in Eq. (3.1). This leads to the following problem of

multi-round monotone submdoular maximization with cardinality and fairness constraints

(MMSM-CF):
1 T
maximize llTrggf T Z E[f(S:)] (3.2a)
subject to  (3.1) and S; € N, Vt € {1,2,...}, (3.2b)

!Consider a ground set A. A set function f : 2V — R, is submodular if f(A U {u}) — f(A) > f(BU
{u}) — f(B) for every A C B C N and for every u € N'\ B. Functlon f is monotone if f(A) < f(B) for
every A C B C N. We assume that f(-) is bounded and f(0) =
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where the expectation is taken over all possible randomness of the considered algorithms.
Assume a feasible fairness requirement r. Let U,y be the supremum value of the utility metric
(3.2a) over all feasible algorithms. Note that U,y varies with different fairness requirements
r. When r = 0, we have Uy, = OPT, where OPT £ maxgey; f(9) is the highest utility
associated with any feasible worker set, i.e., the optimal value for the single-round version

of the problem.

It is not difficult to see that the MMSM-CF problem is NP-hard. Consider the special case
with fairness requirement r = 0. Then, the MMSM-CF problem degenerates to finding
a subset of size at most k that maximizes the submodular utility function in each round.
In this case, the problem is exactly the classic one-shot submodular maximization with a

cardinality constraint, which is a well-known NP-hard problem [55]. This simply implies

that the MMSM-CF problem is also NP-hard.

Note that the fairness defined in Eq. (3.1) represents a long-term requirement without any
short-term guarantees. We can further strengthen the constraint to other forms of short-
term fairness guarantees that hold uniformly over time. For example, consider the following
short-term fairness requirement[108]:

T
1 1
thl]l{uest}>ru—jfa,Vu€N,VT€{1,2,...}, (3.3)

where o > 0. We call an algorithm a-fair if it satisfies Eq. (3.3).

Clearly, by taking expectation of both sides of Eq. (3.3) and letting 7" go to infinity, the short-
term fairness requirement with any given v > 0 implies the long-term fairness requirement
in Eq. (3.1). Also, the larger the value of a, the more stringent the short-term fairness

requirement.

We note that the MMSM-CF formulation is fairly general and finds applications not only in
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FL, but also in various networking and machine learning problems, including sensor schedul-
ing in wireless sensor networks, task assignment in crowdsourcing, and data subset selection
in machine learning. (See Appendix A for more detailed discussions.) In the following,
we will first focus on the design of approximation algorithms for the MMSM-CF problem
with long-term fairness guarantees in Section 3.4 and then design an a-fair algorithm with

short-term fairness guarantees in Section 3.5.

3.4 MMSM-CF with Long-term Fairness Guarantees

In this section, we first reformulate the MMSM-CF problem with long-term fairness require-
ment as a Linear Programming (LP) by considering a class of stationary randomized policies.
Then, we develop two continuous greedy algorithms (FairCG1 and FairCG2) and show that
they both can approximately solve the MMSM-CF problem. Specifically, we show that the
fairness requirement in Eq. (3.1) is satisfied whenever feasible (Theorems 3.3 and 3.5) and

prove nontrivial lower bounds on the achieved time-average utility (Theorems 3.4 and 3.6).

3.4.1 LP-based Reformulation

Since the utility function does not change over rounds, the order of the selected worker
sets S1,59,... does not impact the average utility. Hence, it suffices to find an optimal
assignment of time fractions among all the sets in NV,. Then, each set will be selected in the

corresponding fraction of rounds.

We consider a class of stationary randomized policies that randomly choose a set in each
round. Consider such a stationary randomized policy 7, which is characterized by a proba-

bility distribution q = [gs]sen;,, where gg is the probability of choosing set S € Nj. Then,
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we have ) ¢ ~; ¢s = 1. Under policy 7, the following is satistied for all u € N and for all

te{l,2,...}:
E [[{yesy] =E Z H{Sz:S}]
SeN:uesS (34)
= D Efls-s]= > s
SGNkIUES SENk u€eS

Then, Eq. (3.1) can be rewritten as ZSGNM%S qs = 1y for allu € N. The time-average utility
in Eq. (3.2a) can also be rewritten as Y g\ gsf(S). Therefore, for this class of stationary

randomized policies, the MMSM-CF problem can be reformulated as the following LP :

maximize Z qsf(S) (3.5a)
SEN,

subject to Z qgs =1y, YuenN (3.5b)
SeNy:ues
Y gs=1 (3.5¢)
SGNk
qs € [0,1],VS € N,. (3.5d)

Lemma 3.1. Suppose that a fairness requirement r is feasible. Then, there is a stationary

randomized policy that is optimal for the MMSM-CF problem in (3.2).

We omit the proof of Lemma 3.1, as it follows directly from [104, Theorem 4.5], where the
objective is to minimize a time-average penalty (equivalent to maximizing the time-average
utility in Eq. (3.2a)) while keeping all the queues mean rate stable (equivalent to the fairness
requirement in Eq. (3.1) being satisfied). Due to Lemma 3.1, we can focus on finding an

optimal stationary randomized policy for the MMSM-CF problem.

While an LP can be solved in polynomial time with respect to the number of variables, in

the above LP problem, the number of variables is exponential in the size of the input (i.e.,
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n and k). Solving the above LP requires O(n*) oracle queries® to obtain the value of f(S)
for every set S € Np. Since the MMSM-CF problem is NP-hard, we aim to develop efficient

approximation algorithms.

In the following, we present two Fair Continuous Greedy algorithms, FairCG1 and FairCG2,
by carefully integrating randomized dependent rounding with the (modified) continuous

greedy algorithm based on multilinear extension [136].

3.4.2 FairCG1

As discussed in Subsection 3.4.1, solving the MMSM-CF' problem is equivalent to finding
a distribution that leads to a fractional vector on [0, 1. This motivates us to explore
continuous extensions of submodular functions and continuous methods that perform on
[0,1". The multilinear extension is an important extension of submodular functions and
has unique properties that are useful for (single-round) submodular maximization subject to

a matroid® constraint. We restate the definition of multilinear extension [136] as follows.

Definition 3.2. For a set function f : 2V — R, its multilinear extension F : [0, 1" — R is

defined as

Fly) 2 ) [T v [T = w0). (3.6)

SCN ueS  wv¢S

From the above definition, we can see that the multilinear extension F(y) is the expectation
of f(S) with S determined by selecting each element u independently with probability y,.

Consider submodular maximization subject to a general matroid. One can obtain the relaxed

ZWe assume access to a value oracle [136]. One oracle query means the value of f(S) returned by the
value oracle, provided an input S C N.

3A matroid is a pair (N, Z) such that A is a finite set, and Z is a non-empty collection of subsets of N
satisfying the following properties: a) A C B C N and B € Z implies A € Z; b) for any two sets A, B € Z,
with |A| < |B], there exists an element v € B\ A such that AU{u} € Z. The sets in 7 are called independent
sets [24, 81].
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maximization problem by replacing the submodular function with its multilinear extension
and the original matroid with its corresponding matroid polytope*. Then, one can attempt
to approximate the original integer problem through the following two steps: i) finding an
approximate fractional solution to the relaxed problem; ii) rounding the fractional solution

to an integral solution without losing too much objective value [19].

The continuous greedy algorithm is an efficient method (polynomial in n) to approximate the
relaxed problem. It maintains a vector y(7) that evolves during the time interval 7 € [0, 1].
Specifically, it starts with a zero-vector solution, i.e., y(0) = 0, gradually updates the vector
on the coordinates with maximal improvement, and finally generates a fractional vector y(1)
in the polytope. In [136], it is shown that the output y(1) achieves an approximation ratio of
(1-1/e),ie., F(y(1)) > (1—1/e)-OPT (with a small discretization error o(1)). Furthermore,
thanks to the convexity of the multilinear extension in any direction d = 1,, — 1,, for any two
different elements u,v € N, one can perform pipage rounding [6] on y(1) to obtain a subset

S C N that satisfies f(S) = F(y(1)) = (1 —1/e) - OPT.

Next, we leverage the properties of the multilinear extension and extend the continuous

greedy algorithm to address the MMSM-CF problem.

Algorithm Design

Let ¥ = [yu]uen € [0, 1]V with y, being the probability of selecting element u. Obviously,
under a randomized policy, y, is the expected time fraction of selecting u. To comply to the

constraints of Problem (3.5), y needs to satisfy r <y < 1 (fairness constraint) and y'1 < k

4For a matriod (N,Z), the matroid polytope is the convex hull of all the characteristic vectors of the
independent sets in Z. Here, the characteristic vector of a set S is the n-dimensional vector form of .S, where
the coordinate corresponding to every element u € S is equal to 1 and the other coordinates are all equal to
0.



3.4. MMSM-CF witH LONG-TERM FAIRNESS GUARANTEES 47

(cardinality constraint). Let Py be the feasible region for y:

Pr2{ye0,1V:r<y<landy'l <k} (3.7)

Note that Py is a polytope. Hence, one intuitive approach is to apply continuous greedy and
pipage rounding technique presented in [136], where they study submodular maximization
subject to a matroid contraint. In [19], it is shown that the continuous greedy method can
be applied to arbitrary convex body with zero-vector inside and achieves an approximation
ratio of (1 — 1/e). In our problem, however, the feasible region P; does not contain the
origin or any of the characteristic vectors of the sets of size k& when r > 0. This results
in infeasible intermediate points (i.e., outside of the feasible region Pf) during the iterative
process. Therefore, it is unclear whether this algorithm can achieve the same approximation
ratio of (1 —1/e) or not for the MMSM-CF problem. Specifically, the following three aspects

are unclear:

i) Since the initial vector and the intermediate vectors during the iterative process of con-
tinuous greedy may be infeasible, it is unclear whether the final solution y(1) is feasible or

not.

i1) Both the objective function and the form of the optimal solution of the MMSM-CF problem
are very different from the problems studied in the literature. It is unclear whether directly

applying continuous greedy on Py can still achieve an approzimation ratio of (1 —1/e) for

the MMSM-CF problem.

ii) A deterministic pipage rounding does not work for the MMSM-CF problem with multi-
round nature since it only provides a one-shot performance guarantee for the achieved utility

without respecting the fairness requirement.

To address the new MMSM-CF problem, we develop the first fair continuous greedy algo-
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Algorithm 2 Fair Continuous Greedy with Randomized Dependent Rounding 1 (FairCG1)

1: Input: r, k, and N/
2: Output: S = (51,5,,...)
//Run Fair Continuous Greedy in Py and get y(1) Set 7 =0 and y(0) = 0
while 7 < 1 do

for u € N do

Let w, (1) = F(y(r) V 1,) — F(y(7))

end for

Let w(T) = [wy(7)]uen

Find x(7) = argmax,cp, xTw(T)

Increase y(7) at a rate of d’;l—(:) = x(7), where 7 is increased by dr
10: end while
/| Perform randomized dependent rounding on y(1)
11: fort=1,2,--- do
12 S; =DepRounDING(y (1))
13: end for
function DEpPRoUNDINGY
14:  while Ju € N with y, € (0,1) do
15: find u,v, and u # v such that y,,y, € (0,1)
16: a=min{l — y,, yp }, b = min{y,, 1 — y, }

b

(yu +a, Yy, — CL), W.p. 5%
17: (yua yv) = ;_b
(yu - b> Yo T b)v w.p. atb

18: end while
19: return S={ueN:y, =1}
end function

rithm, called FairCG1, by directly employing the continuous greedy algorithm on Py in the
first step. After obtaining the fractional vector, we sequentially perform randomized depen-
dent rounding (i.e., randomized pipage rounding) on the fractional output. Interestingly, we
can show that not only can FairCG1 satisfy the fairness requirement in Eq. (3.1), but it also

achieves (1 — 1/e)-approximation.

The detailed operations of FairCG1 are presented in Algorithm 2. It consists of two main

steps.

Step 1: Run the original continuous greedy algorithm in the polytope Py defined in Eq. (3.7).
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FairCG1 keeps a fractional vector y(7) starting from 0 and evolving during the time interval
[0,1]. At each time point 7, it finds a vector x(7) in P; that maximizes the dot product
of x and w(7) and updates y(7) with a rate of x(7). By the end of this step, we obtain a

fractional vector y(1). It is not difficult to show y(1)T1 = k.

Step 2: With the fractional vector y(1) obtained from Step 1, we employ the randomized
dependent rounding function, DEpPRouNDING, and obtain a random set .S; in each round ¢.
Given any input y satisfying y'1 = k, function DEPRoUNDING selects k elements from N
with a probability specified by vector y. Here, we only consider set S; of size k since the
utility function f(-) is monotone. The detailed operations of DEPROUNDING are presented in

Lines 13-19.

Remark: In the first step of FairCG1, we implement the fair continuous greedy method by
performing discretization in two aspects as in [136]: i) we increase time 7 by small steps of
dr = 1/n?; ii) each F(y) is evaluated with n® independent samples of f(R(y)), where R(y)
is a random set where each element u appears independently with probability y,. The value
of f(R(y)) for each sample is obtained via an oracle query. More details of the discretization

process can be found in [136], where they showed that the above discretization error is o(1).

Performance of FairCG1

We present the main results regarding the performance of FairCG1: i) whether it satisfies
the fairness constraints or not and ii) the achieved time-average utility. First, we show
that FairCG1l guarantees the long-term fairness requirement in Eq. (3.1) as long as the

requirement vector r is feasible. We state this result in Theorem 3.3.

Theorem 3.3. For any feasible requirement r, FairCG1 satisfies the fairness requirement

in Eq. (3.1). Furthermore, for any finite T, the selection fraction of each element u deviates
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from its fairness requirement r, by any 6 > 0 with probability at most e~ 219 That is, we

have

T
1 —2752
P{T;H{%St} gru—a} L e MY, (3.8)

To prove Theorem 3.3, we first show that the fractional vector y(1) obtained from Step 1 of
FairCGl1 satisfies y(1) > r. Then, in each round ¢, we select each element u with probability
yu(1) using DEPROUNDING. Therefore, the fairness requirement of Eq. (3.1) is satisfied. Fur-
thermore, by applying the Hoeffding Bound [65], we can also show the probabilistic guarantee

for fairness satisfaction in Eq. (3.8) for any finite 7.

Next, we prove a nontrivial lower bound on the time-average utility achieved by FairCGI.
Recall that U,y is the optimal value of Problem (3.2). We state the lower bound in Theo-

rem 3.4.

Theorem 3.4. The expected time-average utility under FairCG1 has the following lower

bound:

liminf = S E[£(5)] > (1= 1/¢) - Uy (3.9)

T—o00 Tt

To prove Theorem 3.4, we first show that the fractional vector y(1) satisfies F(y(1)) >
(1—1/e)Uspt and then prove E[f(S;)] > F(y(1)) for every round t € {1,2,...}. This further
implies Eq. (3.9) and completes the proof. For the first part, we follow a similar line of
analysis for the continuous greedy algorithm in [19]. The difference lies in the different
forms of the optimal solution and the optimal value. The optimal solution we consider is
a distribution q* over feasible sets in N, while in [19], it is a set S* € argmaxgcy, f(5).
Besides, the optimal value of the MMSM-CF problem is Uopt = Y gcp ¢5f(S) compared to
f(S*) in [19]. An interesting insight we obtain from the analysis is the following: Despite the
above difference, the continuous greedy algorithm can still achieve an approximation ratio

of (1 —1/e) even if it is applied to a convex region that does not contain the origin or the



3.4. MMSM-CF witH LONG-TERM FAIRNESS GUARANTEES 51

characteristic vectors of any sets with size k.

The above lower bound holds uniformly for any feasible fairness requirement r. If r = 0,
we have Uypy = OPT. Thus, we have E[f(S;)] > (1 — 1/e) - OPT, which recovers the best
possible approximation ratio for the classic one-shot monotone submodular maximization

with a cardinality constraint.

3.4.3 FairCG2

In this subsection, we go one step further and develop a new variant of the continuous
greedy algorithm, called FairCG2, which starts with an initial point y(0) = r such that
the intermediate points y(7) are always kept in the feasible region P; during the updating
process. We prove that FairCG2 achieves a fine-grained lower bound on the time-average

utility, which can be characterized by the fairness requirement r.

Algorithm Design

In the first step, FairCG2 starts with r (instead of 0 as in FairCG1) and updates the vector
with an adjusted rate. We present the details of FairCG2 in Algorithm 3. Similar to FairCG1,
FairCG2 consists of two main steps. The differences are as follows: i) the initial point is r

rather than 0 (Line 2); ii) the updating rate of y(7) is d’;(:) = x(7)—r instead of x(7) (Line 9),

where x(7) £ argmax, . P, x'w(7). To better understand the difference between FairCG1
and FairCG2, we illustrate the updating processes of y(7) under these two algorithms in
Fig. 3.1. By starting from 0, some points y(7) along the path taken by FairCG1 may not be
feasible (i.e., outside of Py) while every point y(7) under FairCG2 is feasible. However, the
output y(1) is feasible under both FairCG1 and FairCG2. We also have y(1)T1 = k under

FairCG2. Then, we round the fractional vector y(1) with randomized dependent rounding
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Algorithm 3 Fair Continuous Greedy with Randomized Dependent Rounding 2 (FairCG2)

1: Same as Algorithm 2 except for Lines 2 and 9:
Line 2: Set 7 =0 and y(0) =r
Line 9: Increase y(7) at a rate of

dy(r) _

7 x(7) — r, where 7 is increased by dr
-

method in each round. In addition, the discretization in FairCG2 is performed in the same

way as that in FairCG1.

A A

Yo x(7) = argmaxx'w(7) Yo x(7) = argmax x'w(1)
1_ ; 1____ XEPf
Py
/ .
Tl ¢ < I Yl 1
vr lV/ w(n)f# V(T +d7) ! v l': !
e S a |
) L, I L,
O Tu 1 yu O ru 1 yu
yr+do) =y(@) + x(0) dt y(t+dr) =y(@) + (x(t) —r) dt
(a) FairCG1 (b) FairCG2

Figure 3.1: Updating process of y(7) under FairCG1 and FairCG2.

Performance of FairCG2

We present the main results for FairCG2 in terms of fairness satisfaction and utility.

First, it is not difficult to show that FairCG2 guarantees the long-term fairness requirement
in Eq. (3.1) whenever the requirement r is feasible. We state this result in Theorem 3.5 and

omit the proof since it is almost the same as that of Theorem 3.3.

Theorem 3.5. For any feasible requirement r, FairCG2 satisfies the fairness requirement

in Eq. (3.1) and also guarantees Eq. (3.8).

Next, we show that by starting from r and updating the process with rate x(7) —r, FairCG2
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offers a fine-grained lower bound on the achieved time-average utility, which can be char-
acterized by the fairness requirement r. We present this result in Theorem 3.6. Recall that

Uspt is the optimal value of Problem (3.2) and that F(-) is the multilinear extension of f(-).

Theorem 3.6. The time-average expected utility under FairCG2 has the following lower

bound:

liminf = SR [£(S)] > (1= 1/e) - Uppe + F(x) /e, (3.10)

T—oo 1’

where ¢, £ 1 — max{max, r,,r'1/k}.

Similar to the analysis of FairCG1, we prove Theorem 3.6 as follows: we first show that
the fractional vector y(1) satisfies F'(y(1)) = (1 — 1/e™) - Uyt + F(r) /e and then prove
E[f(S:)] = F(y(1)) for each t. The analysis is slightly different since both the starting point

and the updating rate depend on the fairness requirement r.

Remark: The lower bound in Theorem 3.6 appears to be getting tighter as the fairness
requirement becomes more stringent. This can be observed in the simulation results (see
Fig. 3.5). Furthermore, we can show that the lower bound is at least (1 — 1/e) - Uyp in
two extreme cases: i) r = 0; and ii) r = r’ with r''1 = k. When r = 0, we have ¢, = 1,
F(r) =0, and U,y = OPT. This implies E [f(S;)] > (1 — 1/e) - OPT, which recovers the
best possible approximation ratio. In another extreme case of r = r/, we have ¢ = 0,
Py = {r'}, and thus y(1) = r’. According to [29, Theorem II.1], we obtain E [f(S;)] > F(r').
Let Uypt(r') denote the optimal time-average utility with fairness requirement r’. Combining
the result in [24], it is not difficult to derive F/(r') > (1 — 1/e) - Uypt(r'), and then, we have

E[f(St)] = (1 —1/e) - Uppt as well for r =1’
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3.4.4 Complexity of FairCG1l and FairCG2

To study the complexity of an algorithm for submodular optimization, it is common to
analyze the number of oracle queries required by the algorithm [19]. Here, we consider not
only the number of oracle queries but also the running time of FairCG1 and FairCG2, since
the problem itself has a multi-round nature. Specifically, the first step of FairCG1 and
FairCG2 is a variant of the continuous greedy algorithm, implemented with discretization,
which results in 2n® oracle queries in the first step. Consider 7" rounds. During the second
step, performing DEPRoUNDING(y (1)) takes at most n iterations in each round, which results
in O(nT') running time with no oracle queries. Therefore, the complexity of FairCG1 and
FairCG2 is® (OT(n®) + O(nT)), which could be quite high as n gets large. This motivates us

to further develop low-complexity approximation algorithms to solve MMSM-CF.

The work of [9] developed a fast variant of the continuous greedy algorithm that integrates
the discrete greedy algorithm and has a significantly lower complexity, while matching the
best known approximation ratio of (1 — 1/e). The basic idea is the following. In each while
loop iteration (i.e., Lines 3-10) of Algorithm 2, continuous greedy aims to find some x(7) in
the polytope, which is the characteristic vector of some size-k subset when the constraint
is a matroid. Such a subset can be approximately found using the idea of discrete greedy
with a much lower complexity. However, the fairness constraint we consider renders this
fast continuous greedy algorithm inapplicable. This is because x(7) € Py is not necessarily
a characteristic vector of some size-k subset in our case. Therefore, discrete greedy cannot

be applied here. It also remains unclear how one can adapt such a fast continuous greedy

algorithm to address the MMSM-CF problem.

SWe use OT(+) to denote the number of oracle queries.
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Algorithm 4 Fair Discrete Greedy (FairDG)
1: Input: r, k, and N/
2: Output: S = (51,5,,...)
3: Initialize N, o =0 for all u € N/
4: fort=1,2,--- do

5. Ay={ueN:r,t— Ny >0}

6: 1 =|A

7. if [ < k then

8: By = Ay

9: for j=1,--- k—1do

10 v € argmax,epang,_, A(ulBj-1)
11: B; = B;_; U{v}

12: end for

13: Sy = By

14:  else

15: By =1

16: for j=1,--- ,k do

17: v € argmax, e p,_, (Tut — Nug—1)
18: Bj = Bj—l U {U}

19: end for

20: St = By

21:  end if

22: end for

3.5 MMSM-CF with Short-Term Fairness Guarantees

In this section, by taking into account the fairness requirement, we develop a new variant
of the discrete greedy algorithm, which has a much lower complexity than FairCG1l and
FairCG2, especially when the size of the ground set (i.e., n) is large. Moreover, this new
algorithm ensures the stronger short-term fairness requirement in Eq. (3.3). Recall that the
classic discrete greedy algorithm for single-round monotone submodular maximization with
a cardinality constraint starts with an empty set and iteratively adds an element with the
largest marginal gain until the cardinality constraint is violated. This simple and efficient
greedy algorithm achieves the best possible approximation ratio of (1 — 1/e) [105]. Hence,

a natural idea is to give a higher priority to the fairness requirement while being greedy.
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Specifically, in each round, we first check the violation of the fairness requirement for each
element and then make decisions in a greedy manner by giving the unsatisfied element a
higher priority. We call this new algorithm Fair Discrete Greedy (FairDG). The detailed

operations of FairDG are presented in Algorithm 4.

Let Ny = Zi/:l L.es, denote the number of times element u has been selected by the end
of round ¢, and let A(u|S) £ f(S U {u}) — f(S) be the marginal gain of adding element w
to current set S. At the beginning of each round ¢, we find a set A; consisting of elements
u with a nonnegative “debt” (i.e., violation of fairness requirement), i.e., r,t — N,y > 0.
Then, depending on the size of A;, FairDG performs in two different ways. Let |A;| = [.
If there are less than £ violated elements, i.e., [ < k, then we pick all of these violated
elements and select k£ — [ elements from the remaining (satisfied) elements according to their
marginal gain A(u|S) as in the classic discrete greedy method; if there are at least k violated
elements, i.e., [ > k, then we select k of them according to their “debts” in a greedy manner.
By aggressively selecting the unsatisfied elements in each round, FairCG2 guarantees the

short-term fairness in Eq. (3.3) with a homogeneous fairness requirement:

Theorem 3.7. Assume r, = r for every element u € N, where r > 0 and nr < k. The

FairDG algorithm is 1-fair.

The proof is inspired by [108]. We show that the fairness “debt” for each element u by the
end of round ¢ is less than one, i.e., rt — N,; < 1 for all u in N and each t. However, our
proof is more involved because of the combinatorial nature in each round. Details can be

found in Appendix B.5.1.

Remark: Theorem 3.7 implies that “debt” of each element will go to zero as T' goes to
infinity. This further implies that the long-term fairness requirement in Eq. (3.1) can be

satisfied. FairDG satisfies a short-term fairness requirement by giving a higher priority
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Figure 3.2: Utility over rounds

to fairness in each round. However, this priority in fairness makes it quite challenging to
analyze the time-average utility since FairDG has to select part of a set without accounting
for the utility. We leave the utility analysis under FairDG for future work. Note that the
optimal time-average utility Uy, for MMSM-CF with the long-term fairness requirement
offers a natural upper bound on the optimal time-average utility with a short-term fairness

constraint.

FairDG has a complexity of Of(knT), as there are T rounds, and in each round, it performs

at most O(kn) oracle queries.

3.6 Numerical Results

In this section, we conduct simulations to evaluate the performance of our proposed al-
gorithms (FairCG1, FairCG2, and FairDG). Specifically, our simulations are designed to
answer the following questions: i) Whether the proposed algorithms satisfy the fairness re-
quirements? ii) How well do the proposed algorithms perform in term of the time-average
utility? iii) How does the fairness requirement impact the achieved utility and the derived

lower bounds of our proposed algorithms? iv) How tight are the theoretical lower bounds?
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Table 3.1: Parameters settings

Worker index | uy | uo | us | ug | us | ug | uy | ug | ug | Ui
L, /1000 02108 11]]05[{01]03]04/09]0.1]0.2
Ibase 0505 1| 1 1 1 1 1 15|15

r r= ﬁrbase

In simulations, we assume 7.7.d. datasets and the same computing capabilities across workers
for simplicity and use the accuracy function in [56, Eq. (1)] by setting minimum achievable
error a = 0.05, learning rate b = 0.5, and decay rate ¢ = —0.2. Let L, be the number of

samples involved in worker u. Then, the expected utility of selecting set S' is

f(S)=(1—a)—bx (ZLU> . (3.11)

u€es

Throughout the simulations, we set n = 10,k = 6, and T = 10°. Other parameters are
presented in Table 3.1. The optimal average utility U,y is obtained by running an LP solver

in Matlab (1inprog) to solve Problem (3.5).

First, we evaluate the performance of the three proposed algorithms (FairCG1, FairCG2, and

FairDG) in terms of the time-average utility and the fairness requirement satisfaction. Let
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B =0.42. Then, r = Brp.se = [.21,.21,.42, .42, .42, .42 .42, .42, .63, .63], which is feasible since
r'1 = 4.2 < k = 6. For comparisons, we also consider the discrete greedy algorithm (denoted
by DG). The simulation results are presented in Fig. ??. Specifically, in Fig. 3.2, we display
the time-average utility over T' rounds for the considered algorithms, including the optimal
value U,py. Fig. 3.3 shows the selection fraction of each element at the end of 7" rounds.
Based on the simulation results, we make the following observations: i) From Fig. 3.2, we
observe that the achieved utility of our proposed algorithms is very close to the optimal
value Ugpy (within 1%). Also, Fig. 3.3 indicates that the selection fraction of each worker
under each of our proposed algorithms satisfies the required selection fraction. ii) From
Fig. 3.2, DG appears to achieve the largest time-average utility, which is even higher than
the optimal value U,p. However, as shown in Fig. 3.3, only k workers {uq, us, w4, ug, u7, us}
are repeatedly selected in every round under DG, which implies that the fairness requirement

is not satisfied for the other workers.

In addition, we consider the selection fraction of each worker over rounds and only present
the results for worker u; over the first 2,000 rounds in Fig. 3.4 as a representative example.

While FairCG1 and FairCG2 perform slighly better than FairDG in terms of the time-
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Figure 3.5: Impact of fairness requirement on time-average utility.

average utility as shown in Fig. 3.2, we observe from Fig. 3.4 that FairDG converges to a
point satisfying the fairness requirement (i.e., 0.21) much faster than FairCG1 and FairCG2
do. This is not surprising because FairDG gives a higher priority to satisfying the fairness

requirement.

Finally, we investigate the impact of the fairness requirement r on the time-average utility
and the tightness of the theoretical lower bounds derived in Theorems 3.4 and 3.6. We set dif-

ferent values of the fairness requirement r = fry,,s by scaling the value of 3. A larger value of

[ means a stronger fairness requirement. Consider 5 € {0,.06,.12,.18,.24, .30, .36, .42, .48, .54, .60},

i.e., we have 11 distinct fairness requirement vectors, all of which are feasible. We run the
proposed algorithms for each of them and plot the corresponding approximation ratio (the
time-average utility over the optimal value U,y ) in Fig. 3.5. The ratios of the lower bounds in
Theorems 3.4 and 3.6 over U,y are presented as well. From Fig. 3.5, we can observe that the
approximation ratios under FairCG1, FairCG2, and FairDG are close to one for each fairness
requirement. Interestingly, while FairCG1 is guaranteed to achieve an approximation ratio
of (1—1/e) uniformly for different fairness requirements (Theorem 3.4), the ratio for the the-

oretical lower bound of FairCG2 increases with the fairness requirement and approaches one.
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Hence, we have a tighter bound for FairCG2 as the fairness requirement becomes stronger.
By having a lower bound with respect to fairness requirement r in Theorem 3.6, we obtain

a tighter characterization for FairCG2 compared to FairCG1.

3.7 Chapter Summary

In this chapter, we formulated the fair worker selection in FL systems as a novel problem of
multi-round monotone submodular maximization with cardinality and fairness constraints.
To address this new problem, we proposed three carefully designed algorithms (i.e., FairCG1,
FairCG2, and FairDG). We presented both theoretical and simulation results to demonstrate
the effectiveness of our proposed algorithms. Our study in this chapter raises several inter-
esting questions that are worth investigating as future work. For example, can we establish
approximation guarantees for FairDG that satisfies the short-term fairness criterion? While
we assume the same utility function over rounds in our model, it would be interesting to
consider the setting with round-dependent (i.e., task-dependent) utility functions, which bet-
ter suits certain applications. In this setting, we may still adopt FairCG1 and FairCG2 by
applying them to each round with a different utility function, but that would incur a much
higher complexity. In contrast, FairDG can be directly applied to this setting with the same
complexity and the short-term fairness guarantee. However, it remains open to analyze the
achieved utility under FairDG. Finally, if the submodular function under consideration is
unknown in advance, it is highly interesting to investigate the joint learning and selection

problem of multi-around submodular optimization.



Chapter 4

Distributed Linear Bandits with

Biased Feedback

4.1 Introduction

The NextG cellular networks specify a plethora of options and parameters for resource
management that need to adapt to different scenarios with the goal of achieving a high
network-level performance [96], i.e., cellular network configuration. Without knowing the
network-level performance of each configuration in advance, the central controller may em-
ploy bandits learning to balance exploitation and exploration when applying a parameter

configuration.

While the stochastic multi-armed bandits (MAB) model is useful for many real-world ap-
plications [82], one key limitation is that actions are assumed to be independent, which,
however, is usually not the case in practice. Therefore, the linear bandit model that cap-

tures the correlation among actions has been extensively studied [4, 84, 90].

In this chapter, we introduce a new linear bandit setting where the reward of an action
could be from a large population. Take the cellular network configuration as an example
(see Fig. 4.1). The configuration (antenna tilt, maximum output power, inactivity timer,

etc.) of a base station (BS) — we denote its associated feature vector by x € R? — influences all

62
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the users under the coverage of this BS [97]. After a configuration is applied, the BS receives
a reward in terms of the network-level performance, which accounts for the performance
of all users within the coverage (e.g., average user throughput). Specifically, let the mean
global reward of configuration z be f(x) = (6*,x), where 6* € R represents the unknown
global parameter. While some configuration may work best for a specific user, only one
configuration can be applied at the BS at a time, which, however, simultaneously influences

all the users within the coverage. Therefore, the goal here is to find the best configuration

that maximizes the global reward (i.e., the network-level performance). At first glance, it
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Figure 4.1: Cellular network configuration: a motivating application of global reward maxi-
mization with partial feedback in a linear bandit setting.

seems that one can address the above problem by applying existing linear bandit algorithms
(e.g., LinUCB [90]) to learn the global parameter 8*. However, this would require collecting
reward feedback from the entire population, which could incur a prohibitively high cost or
could even be impossible to implement in practice when the population is large. To learn
the global parameter, one natural way is to sample a subset of users from the population

and aggregate this distributed partial feedback. This leads to a new problem we consider in

this chapter: global reward maximization with partial feedback in a distributed linear bandit
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Table 4.1: Summary of main results

Algorithm! Regret? Communication cost? Privacy
DPE 0 (Tl—aﬂ log(k'T)) o(dr) None
CDP-DPE O (T““/Q\/log;(TT) +d¥27 /In(1/5) log(kT) /5) o(d1*) (¢,6)-DP
LDP-DPE O (TH/Q\/W + d¥2T10/2 /In(1/5) log (kT) /5) o1 (¢,8)-LDP
SDP-DPE O (TH/%/W + 32TV In(d/8)/Tog(kT) /5) O(dT*/?) (bits) (¢, 8)-SDP

!DPE is the non-private DP-DPE algorithm; CDP-DPE, LDP-DPE, and SDP-DPE represent the DP-DPE algorithm in the central,
local, and shuffle models, respectively, which guarantee (g, )-DP, (¢,0)-LDP, and (e, §)-SDP, respectively.

2In the regret upper bounds, we ignore lower-order terms for simplicity. 7" is the time horizon, k is the number of actions, d is the
dimension of the action space, and « is a design parameter that can be used to tune the tradeoff between the regret and the
communication cost.

3While the communication cost of CDP-DPE and LDP-DPE is measured in the number of real numbers transmitted between the

clients and the server, SDP-DPE directly uses bits for reporting feedback. A detailed discussion is provided in Section 4.5.

setting. As in many distributed supervised learning problems [13, 61, 62], privacy protection
is also of significant importance in our setting as clients’ local feedback may contain their
sensitive information. In summary, we are interested in the following fundamental question:

How to privately achieve global reward mazimization with only partial distributed feedback?

To that end, we introduce a new model called differentially private distributed linear bandit
(DP-DLB). In DP-DLB, there is a global linear bandit model f(x) = (6*, x) with an unknown
parameter §* € R? at the central server (e.g., the BS); each user u of a large population has
a local linear bandit model f,(x) = (6, x), which represents the mean local reward for user
u. Here, we assume that each user v has a local parameter 6, € RY, motivated by the fact
that the mean local reward (e.g., the expected throughput of a user under a certain network
configuration) varies across the users. In addition, each local parameter 6, is unknown
and is assumed to be a realization of a random vector with the mean being the global model
parameter #*. The server makes decisions based on the estimated global model, which can be
learned through sampling a subset of users (referred to as clients) and iteratively aggregating
these distributed partial feedback. While sampling more clients could improve the learning

accuracy and thus lead to a better performance, it also incurs a higher communication
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cost. Therefore, it is important to address this tradeoff in the design of communication
protocols. Furthermore, to protect users’ privacy, we resort to differential privacy (DP) to
guarantee that clients’ sensitive information will not be inferred by an adversary. Therefore,
the goal is to maximize the cumulative global reward (or equivalently minimize the regret
due to not choosing the optimal action in hindsight) in a communication-efficient manner
while providing privacy guarantees for the participating clients. Our main contributions are

summarized as follows.

o We present the first work that considers global reward maximization with partial feedback
in the distributed linear bandit setting. In addition to the traditional tradeoff between
exploitation and exploration, learning with distributed feedback introduces two practical
challenges: communication efficiency and privacy concerns. This adds an extra layer of

difficulty in the design of learning algorithms.

o To address these challenges, we introduce a DP-DLB model and develop a carefully-crafted
algorithmic learning framework, called differentially private distributed phased elimination
(DP-DPE), which allows the server and the clients to work in concert and can be naturally
integrated with several state-of-the-art DP trust models (including central model, local
model, and shuffle model). This unified framework enables us to systemically study the

key regret-communication-privacy tradeoff.

o We then establish the regret-communication-privacy tradeoff of DP-DPE in various set-
tings including the non-private case as well as the central, local, and shuffle DP models.
Our main results are summarized in Table 4.1. These results reveal that DP-DPE achieves
privacy “for-free” in the central and shuffle models, in the sense that the additional regret
due to privacy protection is only a lower-order additive term. Moreover, this is the first
work that considers the shuffle model in distributed linear bandits to attain a better regret-

privacy tradeoff, i.e., guaranteeing a similar privacy protection as the strong local model
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while achieving the same regret as the central model. We further perform simulations on

synthetic data to corroborate our theoretical results.

« Finally, we provide an interesting discussion about achieving privacy “for free”. We first
highlight an interesting connection between our introduced DP-DLB formulation and the
differentially private stochastic convex optimization (DP-SCO) problem in terms of achiev-
ing privacy “for-free”. This bridge between our online bandit learning and the standard
supervised learning might be of independent interest. Furthermore, with minor modifica-
tions of our developed techniques, we can establish that standard linear bandits can also

achieve privacy “for-free” in the central and shuffle model.

4.2 Related Work

The bandit models (including linear bandits) and their variants have proven to be useful for
many real-world applications and have been extensively studied (see, e.g., [18, 84, 124] and
references therein). Most of the existing studies assume that the exact reward feedback is
available to the learning agent for updating the model. However, there is a key difference
in the new linear bandit setting we consider: while an action is taken at a central server,
it influences a large population of users that contribute to the global reward, which, unfor-
tunately, is not fully observable. Instead, one can learn the global model at the server by
randomly sampling a subset of users from the population and iteratively aggregating such
partial distributed feedback. While this setting shares some similarities with distributed
bandits, federated bandits, and multi-agent cooperative bandits, our motivation and model
are very different from theirs, which leads to different regret definitions (global regret vs.
group regret; see Section 4.3) and algorithmic solutions. In the following, we discuss the

most relevant work in the literature and highlight the key differences.
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Linear bandits. While the stochastic multi-armed bandits (MAB) model has been ex-
tensively studied for a wide range of applications, its modeling power is limited by the
assumption that actions are independent. In contrast, the linear bandit model captures the
correlation among actions via an unknown parameter [4, 42, 116]. The best-known regret
upper bound for stochastic linear bandits is O(d+/T log(T))) in [4], which holds for an almost
arbitrary, even infinite, bounded subset of a finite-dimensional vector space. For a special
setting where the set of actions is finite and does not change over time, it is shown in [84]
that a phased elimination with G-optimal exploration algorithm guarantees a regret upper
bounded by O(y/dT log(kT)). This new bound is better by a factor of v/d, which deserves
the effort when d > log(k). However, none of these studies consider the scenario where an
action influences a large population and the exact reward feedback is unavailable, which is
a key challenge in our problem. Note that the linear bandits model we consider is different
from the contextual linear bandits in [39, 90] where the parameter is not shared by actions
(although assuming linear reward function), and thus, the actions are not correlated through

the parameter.

Differentially private online learning and bandits. Since proposed in[51], differential
privacy (DP) has become the de facto privacy preserving model in many applications, includ-
ing online learning [69] and bandits problems [101]. Specifically, in [115, 129, 131}, MAB has
been studied in the central, local, and shuffle DP models, respectively. In [120], the authors
explore DP in contextual linear bandits and introduce joint DP as ensuring the standard DP
incurs a linear regret. As stronger privacy protection, local DP is also studied for contextual
linear bandits [142] and Bayesian optimization [144]. Very recently, shuffle model for linear
contextual bandits have been studied in [38]. As already highlighted in Remark 4.17, the
additional protection of context information leads to a higher cost of privacy compared to

linear bandits considered in this chapter, where only rewards are private information.
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Distributed bandits. Another line of related work is on multi-agent collaborative learning
in the distributed bandits setting [5, 27, 47, 48, 98, 137]. The most relevant work to ours is
the distributed linear bandit problem studied in [137]. Similarly, they design a distributed
phased elimination algorithm where a central server aggregates data provided by the local
clients and iteratively eliminates suboptimal actions. However, there are two key differences:
i) they consider the standard group regret minimization problem with homogeneous clients
that have the same unknown parameter; ii) the clients send the rewards to the central server

without any data privacy protection.

Federated bandits. Federated learning (FL) has received substantial attention since its
introduction in [99]. The main idea of FL is to enable collaborative learning among het-
erogeneous devices while preserving data privacy. Very recently, bandit problems have also
been studied in the federated setting, including federated multi-armed bandits [121, 122, 146],
federated linear bandits [46, 68|, and federated Bayesian optimization [40, 41]. Among all the
above work, the two most relevant studies are [68] and [46]. While they both consider the
case where all heterogeneous users share the same unknown parameter with heterogeneous
decision sets, in our problem of global reward maximization, the users have heterogeneous

unknown local parameters.

In addition to the differences in model and problem formulation, we also highlight our main
technical contributions compared to these works in the following. While a phased elimination
algorithm is also employed in [68], there are two key differences: i) They do not consider the
correlation among the actions. That is, the linear bandits setting plays a different role in their
work. Specifically, they consider a linear reward for contextual bandits while still studying
multi-armed bandits with independent actions, each of which is associated with a distinct
parameter vector. Differently, the linear bandits formulation in our work is used to capture

the correlation among the actions and can be extended to the case with an infinite number of
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actions; ii) When aggregating users’ data for learning the global parameter, we protect users’
data privacy using rigorous differential privacy guarantees, which, however, is not considered
in their design. While DP is also employed to protect users’ data privacy in [46], they require
that both the Gram matrix of actions (of size O(d?)) and reward vectors (of size O(d)) be
periodically communicated using some DP mechanisms (e.g., the Gaussian mechanism).
Instead, in our algorithm, only private average local reward for the chosen actions (of size
O(dloglogd)) would be communicated in each phase. Moreover, while they only consider a
variant of the central DP model, our DP-DPE solution provides a unified algorithmic learning
framework, which can be instantiated with different DP models. Specifically, DP-DPE with
the shuffle model enables us to achieve a finer regret-privacy-communication tradeoff (see
Table 4.1). That is, not only can it achieve nearly the same regret performance as the central
model (yet without trusting the central server), but it requires the users to report feedback

in bits only throughout the learning process.

Discussion. One may wonder whether we can follow the idea of federated learning to
share clients’ locally learned model parameters only. This way, one can avoid sharing raw
data, which is another way of protecting clients’ data privacy. However, we argue that the
additional benefit is marginal. On the one hand, by employing different DP mechanisms,
our proposed DP-DPE algorithms already ensure provable privacy guarantees. On the other
hand, the communication cost of transmitting the (private) average rewards is nearly the
same as that of transmitting the local model parameters. Specifically, in each phase, a
client in our DP-DPE algorithm needs to send a |[supp(m;)|-dimensional vector in DP-DPE,
compared to a d-dimensional vector when sending the local model parameters. Therefore,

the difference is really marginal since we have |supp(m)| < 4dloglogd + 16.

Some perceptive readers might think reducing the model to a problem where each user u can

observe i.i.d. rewards with mean (0%, x) by treating (8, — 0*, z) as an additional noise to 7;.



70 CHAPTER 4. DiSTRIBUTED LINEAR BANDITS WiTH B1ASED FEEDBACK

Note that the uncertainty introduced by this noise has to be addressed through sampling
enough clients, e.g., one client per round. Considering DP, this problem essentially reduces
to the differential private linear bandit in our Appendix C.3 (with a larger noise variance),
where the same results in terms of regret (order-wise) and privacy can be achieved. However,
one new user is sampled in each round to collect reward observation, which requires O(T")
users in total to obtain the optimal regret while ensuring the privacy guarantee. Instead,
the DP-DPE framework in this work provides an approach where it collects feedback from
multiple users for the selected action in each round while each user serves for multiple
rounds to maintain (or improve) sample efficiency. Specifically, it samples 2* clients for 2!
plays (rounds in the [-th phase), which is T* users in total. In addition, by only collecting
feedback after preprocessing reward observations at the end of each phase, this carefully
designed phased elimination algorithm in different DP models reduces the communication
cost from O(T') to O(dT“). We have to mention that choosing o < 1, however, will incur
a larger privacy cost (see Theorem 4.11, D.10, and D.11 with ¢ = 0). Therefore, there is
a tradeoff between the regret penalty due to privacy and the communication and sampling

efficiency, which can be balanced by tuning « properly.

4.3 System Model and Problem Formulation

4.3.1 Global Reward Maximization with Partial Feedback

We consider the global reward maximization problem over a large population, which is a
sequential decision making problem. In each round ¢, the learning agent (e.g., the BS or
the policy maker) selects an action x; from a finite decision set D C {x € R? : |x[|3 < 1}

with |D| = k. This action leads to a global reward with mean (0*,x;), where 6* € R? with
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160%|l2 < 1 is unknown to the agent. This global reward captures the overall effectiveness of
action x; over a large population &. The local reward of action x; at user u has a mean
(0,,%;), where 0, € R? is the local parameter, which is assumed to be a realization of a
random vector with mean 6* and is also unknown. Let x* £ argmax, p(6*,x) be the unique
global optimal action. Then, the objective of the agent is to maximize the cumulative global

reward, or equivalently, to minimize the regret defined as follows:

R(T) £ T(",x7) = > _(0",x). (4.1)

t=1

At first glance, standard linear bandit algorithms (e.g., LinUCB in [90]) can be applied to
addressing the above problem. However, the exact reward here is a global quantity, which
is the average over the entire population. The learning agent may not be able to observe
this exact reward, since collecting such global information from the entire population incurs
a prohibitively high cost, is often impossible to implement in practice, and could lead to

privacy concerns.

4.3.2 Differentially Private Distributed Linear Bandits

To address the above problem, we consider a differentially private distributed linear bandit
(DP-DLB) formulation, where there are two important entities: a central server (which
wants to learn the global model) and participating clients (i.e., a subset of users from the
population who are willing to share their feedback). In the following, we discuss important

aspects of the DP-DLB formulation.

Server. The server aims to learn the global linear bandit model, i.e., unknown parameter 6*.

In each round ¢, it selects an action z; with the objective of maximizing the cumulative global
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reward ZtT:l(@*,xt). Without observing the exact reward of action z;, the server collects
only partial feedback from a subset of users sampled from the population, called clients,
and then aggregates this partial feedback to update the estimate of the global parameter 6*.

Based on the updated model, the server chooses an action in the next round.

Clients. We assume that each participating client is randomly sampled from the population
and is independent from each other and also from other randomness. Specifically, we assume
that local parameter 6, at client u satisfies 6, = 6* + &,, where &, € R? is a zero-mean o-
sub-Gaussian random vector? and is independently and identically distributed (i.i.d.) across
all clients. Let U; be the set of clients in round ¢. After action x; is chosen by the server in
round ¢, each client u € U, observes a noisy local reward: vy, + = (6y,X¢) + 1w, Where 1, is

5

a conditionally 1-sub-Gaussian® noise and i.7.d. across the clients and over time. We also

assume that the local rewards are bounded, i.e., |y,:| < B, for all u € Y and t € [T].

Communication. The communication happens when the clients report their feedback to
the server. At the beginning of each communication step, each participating client reports
feedback to the server based on the local reward observations during a certain number of
rounds. In particular, the time duration between reporting feedback is called a phase. By
aggregating such feedback from the clients, the server estimates the global parameter 6* and
adjusts its decisions in the following rounds accordingly. We assume that the clients do not
quit before a phase ends. By slightly abusing the notation, we use U; to denote the set of

clients in the [-th phase.

The communication cost is a critical factor in DP-DLB. As in [137], we define the commu-

nication cost as the total number of real numbers (or bits, depending on the adopted DP

4A random vector ¢ € R? is said to be o-sub-Gaussian if E[¢] = 0 and v ¢ is o-sub-Gaussian for any unit
vector v € R? and ||v]]z = 1 [20].

®Consider noise sequence {n;}°,. As in the general linear bandit model [84], 7; is assumed to be condition-
ally 1-sub-Gaussian, meaning E[eMt |71.¢,m1.¢] < exp(A?/2) for all A\ € R, where a;;; denotes the subsequence
Qjy vy Ay
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model) communicated between the server and the clients. Let L be the number of phases
in T rounds, and let N; be the number of real numbers (or bits) communicated in the [-th

phase. Then, the total communication cost, denoted by C(7), is
L
C(T) £ " |UIN,. (4.2)
I=1

Data privacy. In practice, even if users are willing to share their feedback, they typi-
cally require privacy protection as a premise. To that end, we resort to differential privacy
(DP) [51] to formally address the privacy concerns in the learning process. More impor-
tantly, instead of only considering the standard central model where the central server is
responsible for protecting the privacy, we will also incorporate other popular DP models,
including the stronger local model (where each client directly protects her data) [76] and
the recently proposed shuffle model (where a trusted shuffler between clients and server is

adopted to amplify privacy) [34], in a unified algorithmic learning framework.

4.4 Algorithm Design

In this section, we first present the key challenges associated with the introduced DP-DLB

model and then explain how the developed DP-DPE framework addresses these challenges.

4.4.1 Key Challenges

To solve the problem of global reward maximization with partial distributed feedback using

the DP-DLB formulation, we face four key challenges, discussed in detail below.

As in the standard stochastic bandits problem, there is an uncertainty due to noisy rewards
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of each chosen action, which is called the action-related uncertainty. In addition to this,
we face another type of uncertainty related to the sampled clients in DP-DLB, called the
client-related uncertainty. The client-related uncertainty lies in estimating the global model
at the server based on randomly sampled clients with biased local models. Note that the
global model may not be accurately estimated even if exact rewards of the sampled clients
are known when the number of clients is insufficient. Therefore, the first challenge lies in

simultaneously addressing both types of uncertainty in a sample-efficient way (Challenge ®)).

To handle the newly introduced client-related uncertainty, we must sample a sufficiently
large number of clients so that the global parameter can be accurately estimated using the
partial distributed feedback. However, too many clients result in a large communication
cost (see Eq. (4.2)). Therefore, the second challenge is to decide the number of sampled
clients to balance the regret (due to the client-related uncertainty) and the communication

cost (Challenge ®).

Finally, to ensure privacy guarantees for the clients, one needs to add additional perturba-
tions (or noises) to the local feedback. Such randomness introduces another type of uncer-
tainty to the learning process (Challenge (©), and it is unclear how to integrate different
trust DP models into a unified algorithmic learning framework (Challenge @). These add

an extra layer of difficulty to the design of learning algorithms.

Main ideas. In the following, we present our main ideas for addressing the above challenges.
We propose a phased elimination algorithm that gradually eliminates suboptimal actions by
periodically aggregating the local feedback from the sampled clients in a privacy-preserving
manner. To address the multiple types of uncertainty when estimating the global reward
(@ and (©)), we carefully construct a confidence width to incorporate all three types of
uncertainty. To achieve a sublinear regret while saving communication cost ((©)), we increase

both the phase length and the number of clients exponentially. To ensure privacy guarantees
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(@), we introduce a PrivaTizer that can be easily tailored under different DP models. The
PRIVATIZER is a process consisting of tasks to be collaboratively completed by the clients,
the server, and/or even a trusted third party. To keep it general, we use P = (R, S, A) to
denote a PrivaTizer, where R is the procedure at each client (usually a local randomizer),
S is a trusted third party that helps privatize data (e.g., a shuffler that permutes received
messages), and A is an analyzer operated at the central server. Next, we will show how to

integrate these main ideas into a unified algorithmic learning framework.

4.4.2 Differentially Private Distributed Phased Elimination (DP-

DPE)

With the main ideas presented above, we now propose a unified algorithmic learning frame-
work, called differentially private distributed phased elimination (DP-DPE), which is pre-
sented in Algorithm 5. The DP-DPE runs in phases and operates with the coordination of
the central server and the participating clients in a synchronized manner. At a high level,

each phase consists of the following three steps:
« Action selection (Lines 4-6): computing a near-G-optimal design (i.e., a distribution)
over a set of possibly optimal actions and playing these actions;

« Clients sampling and private feedback aggregation (Lines 7-16): sampling par-

ticipating clients and aggregating their local feedback in a privacy-preserving fashion;

« Parameter estimation and action elimination (Lines 17-20): using (privately)

aggregated data to estimate 6* and eliminating actions that are likely to be suboptimal.

In the following, we describe the detailed operations of DP-DPE. We begin by giving some

necessary notations. Consider the [-th phase. Let t; and T} be the index of the starting round
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Algorithm 5 Differentially Private Distributed Phased Elimination (DP-DPE)

1: Input: D CR% o € (0,1), 8 € (0,1), and o,
2: Initialization: [ =1,¢;, =1, D; =D, and hy; =2
3: while {; < T do
4:  Find a distribution m(-) over D; such that g(m) £ maxyep, HXH%,(M)_1 < 2d and
|supp(m)| < 4dloglogd 4 16, where V(m) = Y- . m(x)xx"
Let Tj(x) = [lm(x)] for each x € supp(m) and T; = >, . oir T1(X)
Play each action x € supp(m) exactly 7;(x) times if not reaching T’
Randomly select [2%] participating clients U;

for each client v € U; do

9: for each action x € supp(m;) do

10: Compute average local reward over 7j(x) rounds: y}'(x) = ﬁ > teriio ((Ous ) +
Mut)

11: end for

12: Let 4" = ("(X))vesupp(m)

13: Run the local randomizer R and send the output R(y}') to S

14: end for

15:  Run the computation function S and send the output S({R(4}") buer,) to the analyzer
A

16:  Generate the privately aggregated statistics: 7, = A(S{R(7}") bucr,))
17 Compute the following quantities:

Vi = Caesupp(my Ti()2XT
ql - Z»’CESUPP(W) Ti(x)ati(x)
0, = VflGl

18:  Find low-rewarding actions with confidence width W;:

E, = {X €D max(él,b —X) > QI/VZ}

beD;

19: Update: Dy = Dl\Ela hi1 = 2hy, tiyr =1+ 1y, and [ =1+1
20: end while
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and the length of the I-th phase, respectively. Then, let T, 2 {t € [T] : t; <t < t; +T;} be
the round indices in the I-th phase, let T;(x) £ {t € T} : x; = x} be the time indices in the
l[-th phase when action z is selected, and let D; C D be the set of active actions in the /-th

phase.

Action selection (Lines 4-6): In the [-th phase, the action set D; consists of active actions
that are possibly optimal. We compute a distribution m;(-) over D; and choose actions
according to m(-). We briefly explain the intuition below. Let V(r) £ 3 _, m(x)xx' and
g(m) £ max,ep ||x||%/(7r),1. According to the analysis in [84, Chapter 21], if action x € D is

played [hm(x)] times (where h is a positive constant), the estimation error associated with

the action-related uncertainty for action x is at most /2g(r)log(1/3)/h with probability
1 — g for any g € (0,1). That is, for a fixed number of rounds, a distribution (-) with
a smaller value of g(m) helps achieve a better estimation. Note that minimizing g(-) is a
well-known G-optimal design problem [110]. By the Kiefer-Wolfowitz Theorem [78], one
can find a distribution 7* minimizing g(-) with g(7*) = d, and the support set® of 7*,
denoted by supp(7*), has a size no greater than d(d + 1)/2. In our problem, however, it
suffices to solve it near-optimally, i.e., finding a distribution m; such that g(m) < 2d with
|supp(m)| < 4dloglogd+ 16 (Line 4), which follows from [85, Proposition 3.7]. The near-G-

optimal design reduces the complexity to O(kd?) while keeping the same order of regret.

Clients sampling and private feedback aggregation (Lines 7-16): The central server
randomly samples a subset U; of [2%!] users (called clients) from the population U to par-
ticipate in the global bandit learning (Line 7). Each sampled client u € U, collects their
local reward observations of each chosen action x € supp(m;) by the server and computes

the average y;'(x) as feedback (Line 10). Before being used to estimate the global parameter

6The support set of a distribution 7 over set D, denoted by suppp(7), is the subset of elements with a
nonzero 7(-), i.e., suppp(n) = {x € D : 7(x) # 0}. We drop the subscript D in suppp(7) for notational
simplicity.
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by the central server, these feedback ¢* £ (¥"(X)) zesupp(m) € RIswP(T)l are processed by a
Privatizér P to ensure differential privacy. Recall that a Privatizer P = (R,S,A) is a
process completed by the clients, the server, and/or a trusted third party. In particular,
according to the privacy requirement under different DP models, the PrivaTizer P enjoys
flexible instantiations (see detailed discussions in Section 4.5). Generally, a PRivaTIZER works
in the following manner: each client u runs the randomizer R on its local average reward
g (over T; pulls) and then sends the resulting (potentially private) messages R(¢}) to S
(Line 13). The computation function in S operates on these messages and then sends results
SHR(Y") buer,) to the analyzer A at the central server (Line 15). Finally, the analyzer A
aggregates received messages (potentially in a privacy-preserving manner) and outputs a pri-
vate averaged local reward ¢;(x) (over participating clients U,) for each action x € supp(m;)
(Line 16). We provide the rigorous formulation of different DP models for PrivaTizer P in

Section 4.5, with corresponding detailed instantiations of R, S, and A.

Parameter estimation and action elimination (Lines 17-20): Using privately aggre-
gated feedback (i.e., the private averaged local reward g; of the chosen actions x € supp(m)),
the central server computes the least-square estimator 6, (Line 17). Action elimination is

based on the following confidence width:

2d o
weal J2 . o o 210 (_> 13
S Vo oy L VG 4
N / privacy noise

action-related  client-related

where ¢ is the standard variance associated with client sampling, o, is related to the privacy
noise determined by the DP model, and /3 is the confidence level. We choose this confidence
width based on the concentration inequality for sub-Gaussian variables. Specifically, the

three terms in Eq. (4.3) capture the action-related uncertainty, client-related uncertainty,
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and the added noise for privacy guarantees, respectively. This privacy noise o, depends on
the adopted DP model. Using this confidence width W, and the estimated global model pa-
rameter 0;, we can identify a subset of suboptimal actions E; with high probability (Line 18).
At the end of the [-th phase, we update the set of active actions D;,; by eliminating F; from
D, and double h; (Line 20).

Finally, we make two remarks about the DP-DPE algorithm.

Remark 4.1. While a finite number of actions is assumed in this work, one could extend it to
the case with an infinite number of actions by using the covering argument [84, Lemma 20.1].
Specifically, when the action set D C R? is infinite, we can replace D with a finite set
D., C R? with |D.,| < (3/g0)¢ such that for all x € D, there exists an x' € D,, with

|x — x'||2 < €.

Remark 4.2. In Algorithm 5, we assume that D; spans R? such that matrices V (m;) and V}
are invertible. Then, one could find the near optimal design m;(-) (Line 4) and compute the
least-square estimator 6, (Line 17). When D; does not span R?, one can simply work in the

smaller space span(D;) [85].

4.5 DP-DPE under Different DP Models

As alluded before, one of the key features of our general algorithmic framework DP-DPE is
that it enables us to consider different trust models in DP (i.e., who the user can trust with
her sensitive data) in a unified way by instantiating different mechanisms for the PRIvATIZER.
In this section, we formalize DP models integrated with our DP-DLB formulation and provide
concrete instantiations for the Privatizer P = (R,S, A) in DP-DPE according to three

representative DP trust models: the central, local, and shuffle models.
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4.5.1 DP-DPE under the Central DP Model

In the central DP model, we assume that each client trusts the server, and hence, the server
can collect clients’ raw data (i.e., the local reward y;*(x) for each chosen action z in our
case). The privacy guarantee is that any adversary with arbitrary auxiliary information
cannot infer a particular client’s data by observing the outputs of the server. To achieve
this privacy protection, the central DP model requires that the outputs of the server on two
neighboring datasets differing in only one client are indistinguishable [51]. To present the
formal definition in our case, recall that the DP-DPE algorithm (Algorithm 5) runs in phases,
and in each phase [, a set of new clients U; will participate in the global bandit learning by
providing their feedback. Let” Uy = (U))L, € U* be the sequence of all the participating
clients in the total L phases (T rounds). We use M(Ur) = (x1,...,x7) € DT to denote the
sequence of actions chosen in 7" rounds by the central server. Intuitively, we are interested
in a randomized algorithm such that the output M (Ur) does not reveal “much” information

about any particular client u € Ur. Formally, we have the following definition.

Definition 4.3. (Differential Privacy (DP)). For any ¢ > 0 and 6 € [0,1], a DP-DPE
instantiation is (e, §)-differentially private (or (g, 6)-DP) if for every Ur, U C U differing on

a single client and for any subset of actions Z C DT,

PIM(Ur) € Z] < EPIM(UL) € Z] + 6. (4.4)

According to the post-processing property of DP (cf. Proposition 2.1 in [50]) and parallel-
composition (thanks to the uniqueness of client sampling), it suffices to guarantee that the
final analyzer A in P is (¢,d)-DP. That is, for any phase [, the Privatizer P is (g,)-DP if

the following is satisfied for any pair of U, U] C U that differ by at most one client and for

"We use the superscript * to indicate that the length could be varying.
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any output g of A:

P[A<{gjlu}u6Uz) = g]

N

e - PLA{# Yuery) = 91 + 0.

To achieve this, we resort to standard Gaussian mechanism at the server where A computes
the average of local rewards for each chosen action to guarantee (e,)-DP. Specifically, in
each phase [, the participating clients send their average local rewards {y}'},ep, directly to
the central server, and the central server adds Gaussian noise to the average local feedback
(over clients) before estimating the global parameter and deciding the chosen actions in the
next phase. That is, in the central DP model, both R and S of the PrivaTizer P are identity
mapping while A adds Gaussian noise when computing the average. In this case, P = A, and
the private aggregated feedback for the chosen actions in the /-th phase can be represented

as

G = P ({7 hew) = AT S uers) = ﬁ ST () (4.5)

uel;
where s; 2 [supp(m)|, v; RS (0,02,.), and the variance o2, is based on the /5 sensitivity
of the average ﬁ ZueUl y;'. In the rest of the chapter, we will continue to use s; instead of

|supp(m;)| to denote the number of actions chosen in the [-th phase for notational simplicity,

and it is also the dimension of g;* for all .

With the above definition, we present the privacy guarantee of DP-DPE in the central DP

model in Theorem 4.4.

Theorem 4.4. The DP-DPE instantiation using the PRIVATIZER in Eq. (4.5) with o,. =

2B+/2s5;1n(1.25/9)

i guarantees (e,06)-DP.

The relatively high trust model in the central DP is not always feasible in practice since

some clients do not trust the server and are not willing to share any of their sensitive data.
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This motivates the introduction of a strictly stronger notion of privacy protection called the

local DP [76], which is the main focus of the next subsection.

4.5.2 DP-DPE under the Local DP Model

In the local DP model, the privacy burden is now at each client’s local side, in the sense
that any data sent by any client must already be private. In other words, even though an
adversary can observe the data communicated from a client to the server, the adversary
cannot infer any sensitive information about the client. Mathematically, this requires a local
randomizer R at each user’s side to generate approximately indistinguishable outputs on
any two different data inputs. In particular, let Y, be the set of all possible values of the

average local reward ¢}* for client w. Then, we have the following formal definition.

Definition 4.5. (Local Differential Privacy (LDP)). For any ¢ > 0 and § € [0, 1], a DP-DPE
instantiation is (e, §)-local differentially private (or (g,0)-LDP) if for any client u, every two

datasets ¥,y € Y, satisfies

for every possible output o € {R(¥)|y € Y., }.

That is, an instantiation of DP-DPE is (e, §)-LDP if the local randomizer R in P is (e, §)-DP.
To this end, the randomizer R at each client employs a Gaussian mechanism, the shuffler
S is a simple identity mapping, and the analyzer A at the server side conducts a simple

averaging. Then, the overall output of the PrivaTizer is the following:

Gi= o STRE) = S+ (s un) (4.7)

|Ul| uel; |Ul| uel;
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where 7,; %" N(0,02,), and the variance 02, is based on the sensitivity of g".

With the above definition, we present the privacy guarantee of DP-DPE in the local DP
model in Theorem 4.6.

Theorem 4.6. The DP-DPE instantiation using the PRIVATIZER in Eq. (4.7) with o, =

2B+/2s;1n(1.25/9)
€

guarantees (€,6)-LDP.

Although the local DP model offers a stronger privacy guarantee compared to the central
DP model, it often comes at a price of the regret performance. As we will see, the regret
performance of DP-DPE under the local DP model is much worse than that under the
central DP model. Therefore, a fundamental question is whether there is a PrivaTizer for
DP-DPE that can achieve the same regret as in the central DP PrivaTizer while assuming
similar trust model as in the local DP PrivaTizer. This motivates us to consider a recently

proposed shuffle DP model [34, 54], which is the main focus of the next subsection.

4.5.3 DP-DPE under the Shuffle DP Model

In the shuffle DP model, between the clients and the server, there exists a shuffler that
permutes a batch of clients’ randomized data before they are observed by the server so
that the server cannot distinguish between two clients’ data. Thus, an additional layer
of randomness is introduced via shuffling, which can often be easily implemented using
cryptographic primitives (e.g., mixnets) due to its simple operation [14]. Due to this, the
clients now tend to trust the shuffler but still do not trust the central server as in the local DP
model. This new trust model offers a possibility to achieve a better regret-privacy tradeoff.
This is because the additional randomness of the shuffler creates a privacy blanket so that
by adding much less random noise, each client can now hide her information in the crowd,

i.e., privacy amplification by shuffling [60].
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Formally, a standard one-round shuffle protocol consists of all the three parts: a (local)
randomizer R, a shuffler S, and an analyzer A. In this protocol, the clients trust the shuffler
but not the analyzer. Hence, the privacy objective is to ensure that the outputs of the
shuffler on two neighboring datasets are indistinguishable from the analyzer’s point of view.
Note that each client still does not send her raw data to the shuffler even though she trusts

it. Due to this, a shuffle protocol often also offers a certain level of LDP guarantee.

In our case, the online learning procedure will proceed in multiple phases rather than a
simple one-round computation. Thus, we need to guarantee that all the shuffled outputs
are indistinguishable. To this end, we define the (composite) mechanism M (Ur) £ ((S o
R)(UL), (SoR)(Uy),...,(SoR)(UL)), where (S oR)(U;) £ SER(5) buer,). We say a DP-
DPE instantiation satisfies the shuffle differential privacy (SDP) if the composite mechanism

M is DP, which leads to the following formal definition.

Definition 4.7. (Shuffle Differential Privacy (SDP)). For any ¢ > 0 and ¢ € [0, 1], a DP-
DPE instantiation is (g, d)-shuffle differential privacy (or (e, 9)-SDP) if for any pair Uy and

Uy that differ by one client, the following is satisfied for all Z C Range(M,):

PIM,(Ur) € Z] < EEPIM,(Uy) € Z] + 0. (4.8)

Then, consider any phase . Formally, the Privatizer P is (g,0)-SDP if the following is
satisfied for any pair of U, U] C U that differ by one client and for any possible output z of
SoR:

P(SoR)(U) = 2] < e -P(SoR)(U]) = 2] + 4.

We present the concrete pseudocode of R, S, and A for the shuffle DP model PrivaTiZER
P in Algorithm 7 (see Appendix C.1), which builds on the vector summation protocol re-

cently proposed in [35]. Here, we provide a brief description of the process. Essentially, the
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noise added in the shuffle model PrivaTizer relies on the upper bound of ¢, norm of the
input vectors. However, each component operates on each coordinate of the input vectors
independently. Recall that the input of the shuffle model Privatizer is {¢}'},ep, and that
each chosen action x corresponds to a coordinate in the s;-dimentional vector. Consider the
coordinate j, corresponding to action x, and the entry y;'(x) at client u. First, the local
randomizer R encodes the input yj*(x) via a fixed-point encoding scheme [34] and ensures
privacy by injecting binomial noise. Specifically, given any scalar w € [0, 1], it is first encoded
as W = w+y; using an accuracy parameter g € N, where w = |wg] and 7, ~ Ber(wg —w) is
a Bernoulli random variable. Then, a binomial noise vo ~ Bin(b, p) is generated, where b € N
and p € (0,1) controls the level of the privacy noise. The output of the local randomizer
for each coordinate is simply a collection of g + b bits, where w + 7, bits are 1’s and the
rest are 0’s. Combining these g + b bits for each coordinate j, for x € supp(m) yields the
final outputs of the local randomizer R for the vector #;'. Note that the output bits for each
coordinate are marked with the coordinate index so that they will not be mixed up in the
following procedures. After receiving the bits from all participating clients, the shuffler S
simply permutes these bits uniformly at random and sends the output to the analyzer A at
the central server. The analyzer A adds the received bits, removes the bias introduced by
encoding and binomial noise (through simple shifting operations), and divides the result by
|U,| for each coordinate. Finally, the analyzer A outputs a random s;-dimensional vector ¢,
whose expectation is the average of the input vectors. That is, E[g] = ﬁ > wew, Yi' (which is
proven in Appendix C.1.3). In the shuffle model Privatizer, the three parameters g, b, and
p need to be properly chosen according to the privacy requirement. Then, the final privately

aggregated data is the following:

9 =P ({7 tuev)) = ASSAR) Yuewr))- (4.9)
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With the above definition, we present the privacy guarantee of DP-DPE in the shuffle DP

model in Theorem 4.8.

Theorem 4.8. For any € € (0,15) and § € (0,1/2), the DP-DPE instantiation using the

PrivaTiZER specified in Algorithm 7 guarantees (g,0)-SDP.

4.6 Main Results

In this section, we study the performance of DP-DPE under different DP models in terms of
regret and communication cost. We start with the non-private DP-DPE algorithm (called

DPE, with g, = ﬁ > uer, Ui and o, = 0 for all [) and present the main result in Theorem 4.9.

Theorem 4.9 (DPE). Let g = 1/(kT) and o, = 0 in Algorithm 5. Then, the non-private

DP-DPFE algorithm achieves the following expected regret:

E[R(T)] =O(\/dT log(kT)) + O (JTl’a/Z\/log(kT)> , (4.10)
with a communication cost of O(dT).

We present a proof sketch below and provide the detailed proof in Appendix C.2.

Proof sketch. We begin by considering a concentration inequality P {(él —0*x) > W}} <
20, which indicates that in the [-th phase, the estimation error for the global reward of each
action is bound by W; w.h.p. Then, we show that the optimal action stays in the active
set the whole time w.h.p. and that the regret incurred by one pull is bounded by 4W;_
in the /-th phase. Finally, summing up the regret over rounds in all phases, we derive the
regret upper bound. The analysis of the communication cost is quite straightforward. In the

[-th phase, only local average reward of each chosen action in this phase is communicated.
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Since the number of chosen actions is bounded by (4dloglogd + 16) according to the near-
G-optimal design [85, Proposition 3.7], the communication cost is proportional to the total

number of clients involved in the entire learning process. Il

Remark 4.10. Theorem 4.9 gives a problem-independent regret upper bound for DPE. We
can observe an obvious tradeoff between regret and communication cost, captured by the
value of . While a larger « leads to a smaller regret, it also incurs a larger communication

cost. Setting o = 2/3 gives O(T?/?) for both regret and communication cost.

In the following, we present the performance of DP-DPE in terms of regret and communica-
tion cost under different DP models, i.e., instantiated with different PrivaTizers introduced
in Section 4.5. We use CDP-DPE, LDP-DPE, and SDP-DPE to denote the DP-DPE algo-
rithm in the central, local, and shuffle DP models, respectively. Let S £ 4dloglogd + 16
denote the upper bound of |[supp(m;)| in every phase .

2B+/2s;1n(1.25/6)

Theorem 4.11 (CDP-DPE). Consider the Gaussian mechanism with o,. = 0

in the central DP model. With o, = 20,.VSd and = 1/(kT), CDP-DPE achieves the

following expected regret:

E[R(T)] =0(\/dT log(kT)) + O(cT"~*/2\/log(kT))
Lo (Bd?’/QTl‘a\/ln(l/d) log(k:T)) Lo (Bdf’/z\/ln(l/é) log(k:T)> | (4.11)

5 5

with a communication cost of O(dT®).

Theorem 4.12 (LDP-DPE). Consider the Gaussian mechanism with o, = 2By/2e n(1.25/0)

)

in the local DP model. With o, = 20,4 /% in the l-th phase and § = 1/(kT), LDP-DPE
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achieves the following expected regret:

E[R(T)] =O( dTlog(kT))%—O(oTl""/Q log(kT))
0 (Bd3/2T10‘/2\/1n(1/5) log(k:T)> o (Bd5/2\/1n(1/5) log(k:T))’ (4.12)

€ 19

with a communication cost of O(dT®).

Theorem 4.13 (SDP-DPE). With 0, = 20,,v/Sd = O (B—W ) in the 1-th phase

and B = 1/(kT), SDP-DPE achieves the following expected regret:

E[R(T)] =O( dTlog(k;T))—l—O(aTl_a/Q 10g(k:T)>
; (Bd3/2ln(d/(S)Tl_a\/log(kT)) Lo (Bd5/2 In(d/s) log(kT)) (4.13)

£ £ ’
and the communication cost is O(dT3*/?) bits.

For all Theorems 4.11, D.10, and D.11, the first term is from action-related uncertainty, the
second term is due to client-related uncertainty, and the third and forth terms are introduced
by privacy guarantee. We provide the detailed proofs of Theorems 4.11, D.10, and D.11 in

Appendix C.2 and make the following remarks.

Remark 4.14 (Privacy “for-free”). Comparing the above results with Theorem 4.9 for the
non-private case, we observe that the DP-DPE algorithm enables us to achieve privacy guar-
antees “for free” in the central and shuffle DP models, in the sense that the additional regret
due to privacy protection is only a lower-order additive term. Essentially, this is because
the uncertainty introduced by privacy noise is dominated by the client-related uncertainty,
which can be captured by our carefully designed confidence width W, in Eq. (4.3) and our
choice of o, for different PrivaTizERS. See more discussions on achieving privacy “for-free”

in Section 4.7.
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Remark 4.15 (Regret-privacy tradeoff under the shuffle model). Consider the regret due to
privacy protection. From Theorem 4.11 and D.10, we can see that while the local DP model
ensures a stronger privacy guarantee compared to the central DP model, it introduces an
additional regret of O(T'~%/2) compared to O(T*~*) in the central DP model. The shuffle
DP model, however, leads to a much better tradeoff between regret and privacy, achieving
nearly the same regret guarantee as the central DP model, yet assuming a similar trust

model to the local DP model (i.e., without a trustworthy central server).

Remark 4.16 (Communication cost). Both CDP-DPE and LDP-DPE consume the same
amount of communication resources as the non-private DP-DPE algorithm, measured by
the number of real numbers [137]. In contrast, SDP-DPE relies only on binary feedback
from the clients, and thus, the communication cost is measured by the number of bits. It is
worth noting that sending messages consisting of real numbers could be difficult in practice
on finite computers [26, 74|, and hence in this case, it is desirable to use SDP-DPE, which

incurs a communication cost of O(dT3%/2) bits.

4.7 Discussion on Achieving Privacy “for Free”

4.7.1 Connection Between Bandit Online Learning and Supervised

Learning

Following the remark on privacy “for-free” (Remark 4.14), in this section, we draw an in-
teresting connection of our novel bandit online learning problem to private (distributed) su-
pervised learning problems, through which we provide more intuition on why DP-DPE can
achieve privacy “for-free”. In particular, we compare our problem with differentially private

stochastic convex optimization (DP-SCO) [13], where the goal is to approximately minimize



90 CHAPTER 4. DiSTRIBUTED LINEAR BANDITS WiTH B1ASED FEEDBACK

the population loss® over convex and Lipschitz loss functions given n i.i.d. d-dimensional

samples from a population distribution, while protecting privacy under different trust mod-

els. More specifically, via noisy stochastic gradient descent (SGD), the excess losses’ in

DP-SCO under various trust models are roughly as follows:

Central and Shuffle Model [13, 35]: O L + \/—E , (4.14)
vn o ne
1 Vd )

Local Model [49]: O (

Recall our main results in Table 4.1 as follows (ignoring all the logarithmic terms for clarity):

. d3/2T1—a
Central and Shuffle Model: O (Tl_“/2 + T) , (4.16)
- 3/271—a/2
Local Model: O <T1_a/2 + %) . (4.17)

Now, one can easily see that in both problems, privacy protection is achieved “for free” in
the central and shuffle models, in the sense that the second term (i.e., the additional privacy-
dependent term) is a lower-order term (with respect to n or T') compared to the first term
in both Egs. (4.14) and (4.16). On the other hand, under the much stronger local model, in
both problems, the additional privacy-dependent term is of the same order as the first term

in both Egs. (4.15) and (4.17).

We tend to believe that the above interesting connection is not a coincidence. Rather, it

provides us with a sharp insight into our introduced DP-DLB formulation. In particular,

8The population loss for a solution w is given by L£(w) = E.epll(w, z)], where w is the chosen solution
(e.g., weights of a classifier), z is a testing sample from the population distribution D, and [ is a convex loss
function of w.

9The excess loss measures the gap between the chosen solution and the optimal solution in terms of the
population loss. That is, the excess loss of w is given by L(w) — ming e L(w'), where w is often the
minimizer of the Empirical Risk Minimization (ERM) problem: L£(w) £ LS Uw, z;), where {z}7, are
i.7.d. samples from the population distribution. To find the minimizer of ERM, we often resort to SGD.
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we know that the first term 1/4/n in DP-SCO comes from standard concentration results,
i.e., how independent samples approximate the true population parameter. Similarly, in our
problem, the first term v/d7'~%/2 comes from the concentration due to client sampling, which
is used to approximate the true unknown population parameter #*. On the other hand, the
second term in DP-SCO is privacy-dependent and comes from the average of noisy gradients.
Similarly, in our problem, the second term is due to the average of the local reward vectors

with added noise for preserving privacy.

In addition to these useful insights, we believe that this interesting connection also opens
the door to a series of important future research directions, in which one can leverage re-
cent advances in DP-SCO to improve our main results (dependence on d, communication

efficiency, etc.).

4.7.2 Differentially Private Linear Bandits

Motivated by the cellular configuration problem, we consider the distributed linear bandits
with partial feedback in the main content and propose the DP-DPE algorithmic framework
to address the newly introduced challenges. However, we highlight that our developed tech-
niques with minor modifications can also achieve similar results in terms of regret and privacy
for the standard linear bandits, where there is no client-related uncertainty (o = 0) and any
user u can provide direct (noisy) reward observations, i.e., #, = 6* in our notations. That
is, we can design differentially private linear bandits where one can also achieve privacy “for
free” in the central and shuffle DP models (similar to Remarks 4.14). We list the corre-
sponding results in Table 4.2. This might be of independent interest to the bandit learning
community. We provide the detailed description of differentially private linear bandits in

Appendix C.3.
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Table 4.2: Summary of the DP algorithms for the standard linear bandits

Algorithm!® Regret Privacy
PE [84] 0 (,/dT log(kT)) None
CDP.-PE O ( AT Tog (KT + Bd3/2 10g(T) S1n(1/<5) log(KT) (c,6)-DP
LDP-PE  O(+/dTlog(kT) + O (Bdw Vin(/ 5)T1°g(’“T)> (¢,6)-LDP
SDP-PE 0< T Tog(KT) + 222 1os /)0 1°g(’“T)> (¢,0)-SDP

10PE is the (non-private) phased elimination algorithm in [84]; CDP-PE, LDP-PE, and SDP-PE represent

the designed DP algorithms in the central, local, and shuffle models, respectively, which guarantee (e, 4)-DP,
(g,6)-LDP, and (e, d)-SDP, respectively.

Remark 4.17. We can achieve the above “for-free” results because the sensitive information
in linear bandits are only rewards, which is in sharp contrast to linear contertual bandits

where both contexts and rewards need to be protected. In this case, the best known private

regrets in the central, local and shuffle model are O(*/Tz) [120], O~(T\j/;) [142], and O(S//:) (38],

respectively.

4.8 Numerical Results
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Figure 4.2: Performance comparisons of different algorithms. The shaded area indicates the
standard deviation. (a) Final cumulative regret vs. the privacy budget . (b) Per-round

regret vs. time with privacy parameters ¢ = 10 and § = 0.25. (¢) Per-round regret vs. time
for two non-private algorithms.
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In this section, we conduct simulations to evaluate the performance of DP-DPE. The detailed
setting of our simulations is as follows: d = 20,k = 103,0 = 0.1, |U| = 105, = 0.8, and

T = 10%. We perform 20 independent runs for each set of simulations.

First, we study the regret performance of DP-DPE under different DP models. Recall that
we use CDP-DPE, LDP-DPE, and SDP-DPE to denote DP-DPE in the central, local, and
shuffle DP models, respectively. In Fig. 4.2a, we present the cumulative regret at the end of
T rounds for the three algorithms under different values of privacy budget €. We can observe
an obvious tradeoff between the privacy budget and the regret performance for all the DP
models: the cumulative regret decreases as the privacy requirement becomes less stringent
(i.e., a larger ¢). In addition, it also reflects the regret-privacy tradeoff across different DP
models. That is, with the same privacy budget ¢, while LDP-DPE has the largest regret
yet without requiring the clients to trust anyone else (neither the server nor a third party),
CDP-DPE achieves the smallest regret but relies on the assumption that the clients trust
the server. Interestingly, SDP-DPE achieves a regret fairly close to that of CDP-DPE, yet
without the need to trust the server. This is well aligned with our theoretical results that

SDP-DPE achieves a better regret-privacy tradeoff.

In addition, we are also interested in the regret loss due to privacy protection and how
efficiently DP-DPE performs the global bandit learning. Fix the privacy parameters ¢ = 10
and 0 = 0.25. In Fig. 4.2b, we plot how the per-round regret of the three algorithms
(i.e., CDP-DPE, LDP-DPE, and SDP-DPE) varies over time compared to the non-private
DP-DPE algorithm (i.e., DPE). We observe that LDP-DPE incurs the largest regret while
ensuring the strongest privacy guarantee (i.e., (¢,d)-LDP). On the other hand, the regret
performance of CDP-DPE and SDP-DPE is very close to that of DPE (that does not ensure
any privacy guarantee), under the assumption of a trusted central server and a trusted third

party shuffler, respectively. This observation, along with our theoretical results, shows that
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DP-DPE can indeed achieve privacy “for-free” under the central and shuffle models.

Finally, we show that the exponentially-increasing client-sampling plays a key role in balanc-
ing the regret and the communication cost. To this end, we compare DPE (i.e., non-private
DP-DPE) with another non-private algorithm, called DPE-FixedU in Fig. 4.2c. DPE-FixedU
is similar to DPE but samples only a fixed number U of participating clients in each phase
(i.e., the participating clients are different, but the number of clients in each phase is fixed,
in contrast to our increasing sampling schedule). For a fair comparison, we choose the
value of U such that the communication cost is the same under DPE and DPE-FixedU.
The results show that DPE learns much faster than DPE-FixedU while incurring the same

communication cost.

4.9 Chapter Summary

In this chapter, we studied a new problem of global reward maximization with partial dis-
tributed feedback. This problem is motivated by several practical applications where the
expected reward of an action represents the overall performance over a large population. In
such scenarios, it is often difficult, if not impossible, to collect exact reward feedback. To that
end, we proposed a differentially private distributed linear bandits formulation, where the
learning agent samples clients and interacts with them by iteratively aggregating such partial
distributed feedback in a privacy-preserving fashion. We then developed a unified algorith-
mic learning framework, called DP-DPE, which can be naturally integrated with different

DP models, and systematically established the regret-communication-privacy tradeoff.



Chapter 5

Distributed Kernelized Bandits with

Biased Feedback

5.1 Introduction

The preceding chapter studies the problem of global reward maximization under uncertainty
with distributed biased feedback by modeling the correlation between different actions/de-
cisions via a linear parameterized reward function. For some real-world applications, the
unknown objective reward function could be non-parameterized, non-linear, and even non-
conver. An important way to capture general (e.g., non-linear and even non-convez) un-
known objective functions is to consider a smoothness condition specified by a small norm of
a Reproducing Kernel Hilbert Space (RKHS) associated with a kernel function. This setup is
often referred to as kernelized bandits. This chapter, motivated by cellular network configura-
tion problem, studies the target problem in the distributed kernelized bandits setting. Recall
the cellular network configuration problem in Figure 4.1. In the kernelized bandits setting,
the (unknown) mean global reward (network-level performance) f(x) of configuration x is

assumed to live in a RKHS with a known kernel.

Thanks to the strong link between RKHS functions and Gaussian processes (GP) [37, 75,
125], an extensive line of work has exploited GP models to estimate an unknown function

f given a set of (noisy) evaluations of its values f(x) at chosen actions x. However, in the

95
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application of cellular network configuration, the value f(x) represents an overall effect of
action x (configuration) on a large population of users where it is difficult for the learning
agent to make direct observations; yet, the agent could collect some partial feedback from the
distributed users in the population. In addition, feedback from these users could be biased
due to user heterogeneity (e.g., difference preferences). Therefore, we assume that each user
u in the population is associated with a local function f,, which is a function sampled from

a GP with mean f.

To that end, we study a new kernelized bandits setting where the agent could not get
direct evaluations of the unknown reward function but only distributed biased feedback.
We refer to this setting as kernelized bandits with distributed biased feedback. This bandit
problem is shared by several other practical applications, including dynamic pricing [102]
and public policy making [17]. However, existing learning algorithms developed for standard
kernelized/GP bandits (e.g., GP-UCB [37, 125]) rarely consider such partial biased feedback
in a distributed setting. To solve this new problem, a learning algorithm needs to be able
to learn the unknown function from such biased feedback in a sample-efficient manner.
Moreover, two practical challenges naturally arise in our problem: communication cost due
to distributed learning [32] and computation complezity due to GP update [23]. Therefore,
not only need the learning algorithms be sample-efficient, but they must also be scalable in

terms of both communication efficiency and computation complexity.

To that end, we propose the learning with communication framework where the biased
feedback is communicated in phases, and design a new distributed phase-then-batch-based
elimination algorithm that aggregates the distributed biased feedback in a communication-
efficient manner and eliminates suboptimal actions in a computation-efficient manner while

achieving a sublinear regret. Our main contributions are summarized as follows.
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o To the best of our knowledge, this is the first work that studies a new kernelized
bandits setting with distributed biased feedback, where three key challenges (user
heterogeneity, communication efficiency, and computation complexity) inherently arise
in the design of sample-efficient, scalable learning algorithms. While it is natural to
consider phased elimination type of algorithms in such settings, the standard phased
elimination algorithm relies on the so-called (near-)optimal experimental design [85],
which cannot be directly applied to kernelized bandits due to the possible infinite

feature dimension of RKHS functions.

o To that end, we design a new phased elimination algorithm, called distributed phase-
then-batch-based elimination (DPBE), which is carefully crafted to address all the afore-
mentioned challenges. In particular, DPBE adds a user-sampling process to reduce the
impact of bias from each individual user and selects actions according to maximum
variance reduction within each phase. Moreover, a batching strategy is employed to
improve both communication efficiency and computation complexity. That is, instead
of selecting a new action at each round, DPBE plays the same action for a batch of
rounds before switching to the next one. Not only does it help reduce the number
of times one needs to compute the next action via GP update, but it also allows for
reducing the dimensions of the vectors and matrices involved in both communication

and computation.

« We show that DPBE achieves a sublinear regret of O(T"~%/2 + \/77T)! while incur-
ring a communication cost of O(y7T%) and a computation complexity of O((|D]v3 +
v$)log T + v7T%), where vr is the mazimum information gain associated with the
kernel of the unknown function f, D is the decision set, and a > 0 is a user-sampling

parameter that we can tune. It is worth noting that DPBE with a € (0, 1) has a better

'The notation O() ignores polylog terms. Bounds on p of different kernel functions can be found in
Appendix D.1.2.
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computation complexity than some variants of the state-of-the-art algorithms (origi-
nally developed for standard kernelized bandits without biased feedback); see Table 5.1.
Specifically, DPBE achieves three significant improvements compared to the state-of-
the-art algorithms: (i) user-sampling efficiency (O(7*) vs. T)), (ii) communication cost
(O(yrT*) vs. T), and (iii) computation complexity (O(yrT*) vs. O(T®)). Further-
more, we conduct extensive simulations to validate our theoretical results and evaluate

the empirical performance in terms of regret, communication cost, and running time.

« Finally, we generalize our phase-then-batch framework to incorporate various differen-
tial privacy (DP) models (including the central, local, and shuffle models) into DPBE,
which ensures privacy guarantees for users participating in the distributed learning

process.

5.2 Related Work

Kernelized bandits. Since [125] studied GP in the bandit setting, kernelized bandits (also
called GP bandits) have been widely adopted to address black-box function optimization over
a large or infinite domain [37]. Considering different application scenarios, kernelized bandits
under different settings have recently been studied, including heavy-tailed payoffs [114],
model misspecification [15], and corrupted rewards [16]. As typically considered in the
literature, these works also assume that direct (noisy) feedback of the unknown function at
a chosen action is available to the agent. In sharp contrast, we study a new, practical setting
where only distributed biased feedback can be obtained. Under this setting, not only does
one need to use biased feedback in a sample-efficient manner, but one also has to consider

communication efficiency, which is a common issue in distributed bandit-learning settings.

Distributed/collaborative kernelized bandits. While distributed or collaborative ker-
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nelized bandits have been studied recently [40, 44, 123], we highlight the key difference
between our model and theirs as follows: motivated by real-world applications, we aim to
learn one (global) bandit while most of them also aim to learn every local model, which re-
sults in quite different regret definitions (their group regret vs. our standard regret defined
in Section 5.3). Moreover, they assume that every party (corresponding to a user in our
problem) shares the same objective function. While [40] also studies similar bandit opti-
mization with biased feedback, they assume a fixed number of local agents and bound the
regret in terms of the distance between the target function and local functions, which could
be very large. In addition, [40] does not consider communication efficiency, which is a key

challenge in distributed learning.

Experimental design for kernelized bandits. In [145], the authors propose to adaptively
embed the feature representation of each action into a lower-dimensional space in order to
apply the (near-)optimal experimental design for finite-dimensional actions. However, the
intermediate regret due to the approximation error over 7' rounds is not considered at all
because their goal is to find an e-optimal arm at the end of T' (i.e., a pure exploration
problem) rather than minimizing the cumulative regret. While [25] aims at minimizing the
cumulative regret, their algorithm and analysis are more complex than ours: it requires a
non-standard robust estimator, obtaining an optimal distribution on the simplex, drawing
samples from this distribution, and solving a second optimization problem. In contrast, we
simply use the standard GP posterior mean and variance estimators, which can be computed
in closed-form. Moreover, our algorithm can also be easily extended to handle infinite action

sets (see Remark 5.2) rather than a finite set considered in [25].

Comparison with Chapter 4. Both Chapter 4 and this chapter study a the problem
of global reward maximization problem without direct feedback and employ a phase-based

elimination algorithm. The main difference is that Chapter 4 consider linear bandits by
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assuming a linear reward function while this chapter studies kernelized bandits that can
capture general non-linear and even non-conver functions and recover linear bandits as a
special case when choosing a linear kernel. This strict generalization introduces three unique
challenges: (i) different from the linearly parameterized bandits where the bias in the feed-
back can be quantified with a same-dimension random vector (i.e., &, = 6, — 0* € R? at
each user u), it is unclear how to make an assumption of the bias in the non-parametric
kernelized bandits setting in order to learn the unknown global reward function; (ii) due to
the possible infinite feature dimension of functions in an RKHS, the (near-)optimal experi-
mental design approach used in the phased-elimination algorithm for linear bandits cannot
be directly adapted to kernelized bandits. Despite some recent efforts towards extending
this experimental design based approach to kernelized bandits [25, 145], there still remain
some key limitations (see our above discussion); (iii) since computation complexity is a crit-
ical bottleneck in kernelized bandits, a proper computation-efficient learning algorithm is

desired when addressing our problem.

5.3 Preliminaries

5.3.1 Problem Setting

We introduce a new kernelized bandits problem where the unknown function represents the
overall reward over a large population containing an infinite number of users. The unknown
reward function f : D — R is assumed to be fixed over a finite set of decisions D C R?. At
round ¢, the agent chooses an action x; € D, leading to a reward with mean f(x;). This
reward is unknown to the agent but captures the overall effectiveness of action x; over the

entire population U, thus called global reward. Meanwhile, each user u in the population
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observes a (noisy) local reward: y,; = fu(x¢) + 1y With mean f,(x;), where 7, is the noise,
and f, : D — R is the local reward function, assumed to be an (unknown) realization of
a random function (specified soon) with mean f. In this setting, the exact global reward
corresponding to the entire population cannot be observed; only biased local reward feedback
is available to the agent. We make the following assumptions about the unknown function

f, the local function f,, and the noise in the reward observations.

Assumption 1. We assume that function f is in the Reproducing Kernel Hilbert Spaces
(RKHS), denoted by Hj. Note that RKHS H;, is completely specified by its kernel func-
tion k(-,-) (and vice-versa), with an inner product (-, ), obeying the reproducing property:
f(x) = (f(-), k(x, ) for all f € Hj [37]. We list the most commonly used kernel functions
(such as Squared Exponential (SE) and Matérn kernels) in Appendix D.1. Moreover, we
assume that function f has a bounded norm: ||f||x = \/{f, f)r < B, and that the kernel
function is also bounded: k(x,x) < k? for every x € D, where both B and k are positive

constants.

Assumption 2. When the agent samples a user u to collect feedback, the local reward
function f, at u is assumed to be a function sampled from the GP with mean f and covari-
ance? k(-,-), i.e., fu ~ GP(f(:),k(,-)). In addition, we assume that each user is sampled

independently for collecting feedback.

Assumption 3. We assume that the observation noise 7, ;~N (0, 0?) is Gaussian with vari-
ance o > 0 and that it is identically and independent distributed (i.7.d.) over time and

aCross users.

20ur theoretical framework is applicable to a more general setting where the covariance of the local
reward function is v2k(-, ), i.e., fu ~ GP(f(-),v%k(-,-)). This scaling parameter v? captures the variance of
the bias in the local reward function f, with its mean being the global reward function f. For this more
general setting, our theoretical results still hold with only a slight adjustment to the posterior variance in
the confidence width function (5.12).
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The goal of the agent is to maximize the cumulative global reward, or equivalently, to

minimize the regret defined as follows:

T) 2 i (f}{lgg flx f(xt)) . (5.1)

t=1

5.3.2 Learning with Communication

For black-box function optimization based on noisy bandit feedback, kernelized bandit al-
gorithms have shown strong empirical and theoretical performance. However, the agent in
our problem setting does not have access to unbiased feedback of the object function f but
has to collect biased feedback from distributed users from a large population. This scenario

leads to the following framework of learning with communication.

Communication happens when some users are selected to report their feedback to the agent
based on their biased local reward observations. By aggregating such biased feedback from
the users, the agent improves her confidence in estimating function f and adjusts her deci-
sions in the following rounds accordingly. To account for scalability, the agent collects dis-
tributed feedback from users periodically instead of immediately after making each decision.
We call the time duration between two communications as a phase. Consider a particular
phase [. Let 7, be the set of round indices in the [-th phase and U; be the set of selected
users, called participants, that will report their feedback. With the actions {x; : t € T;}
chosen by the agent in this phase, each user v in U; sends the feedback g({yu.t}ter;) to the
agent at the end of the phase, where g(-) is a function (e.g., the average) of the local reward
observations and is assumed to be the same for all users. Then, by aggregating all feedback
{9({Yut}tter) bucu,, the agent estimates f and decides x; for round ¢ in the next phase 7;41.

This learning with communication process is repeated until the end of 7', with the goal of



5.3. PRELIMINARIES 103

maximizing the cumulative (global) reward.

In this framework, we assume that the agent can employ some existing incentive mecha-
nisms [94] in order to collect enough feedback for learning, but the cost has to be considered,
e.g., the communication resources consumed for collecting feedback data. In addition, com-
munication cost is also a critical factor in a general distributed learning system. In this work,
we use the total quantity of communicated numbers (between the agent and all users) as
another metric, in addition to the regret metric, to evaluate the communication efficiency
of learning algorithms for our problem. Let L be the total number of phases in T rounds
and N, ; £ dim (¢({¥us}se7;)) be the dimension of user u’s feedback (which is the number of
scalars in user u’s feedback). Then, the total communication cost, denoted by C(7T), is as

follows:

CT)2Y ) Ny (5.2)

=1 uel;

In the following, we explain the learning with GP framework for standard kernelized bandits.

5.3.3 Learning with Gaussian Process

A Gaussian process (GP) over input domain D, denoted by GP(u(+), k(-, -)), is a collection of
random variables {f(x)}xep where every finite number of them {f(x;)}";,n € N, is jointly
Gaussian with mean E[f(x;)] = p(x;) and covariance E[(f(x;) — p(x:))(f(x5) — p(x;))] =
k(x;,x;) for every 1 < 4,7 < n. Hence, GP(u(-),k(-,-)) is specified by its mean function p
and a (bounded) covariance (or kernel) function k : D x D — [0, x%]. Assume that choosing

action x; at round ¢ reveals a noisy observation:

ye = [ (xe) + e, (5.3)
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where 7, ~ N(0,)) is a zero-mean Gaussian noise with variance A\ > 0. Standard GP
algorithms implicitly use GP(0,k(-,-)) as the prior distribution over f. Then, given the
T T T

observations y; = [y1,...,y: corresponding to a sequence of actions X; = [x;,...,X,

Y

the posterior distribution is also Gaussian with the mean and variance in the following

closed-form:

(%) 2 k(x, X,) " (Kx,x, + AI) "y, (5.4)
o(x) 2 k(x,x) — k(x,X,) " (Kx,x, + \I") 7 'k(x, X,), (5.5)

where k(x,X;) = [k(x,%,)]_; .., € R and Kx,x, = [k(X,X)|xxex, € R is the corre-

s=1,

sponding kernel matrix.

Next, we introduce an important kernel-dependent quantity, called mazimum information
gain [125]:

1 -
Y(k, D) £ < BIx 5 logdet (I+ A'Kxx), (5.6)

which is often used to derive regret bounds. In addition, we have that ~,(k, D) scales sub-
linearly with ¢ for most commonly used kernels (see Appendix D.1). For ease of notation,
we often simply use 7; to denote v;(k, D) when the kernel function k& and the dataset D are

clear from the context.

Thanks to the strong connection between RKHS functions and GP [75] with the same kernel
function k, one can use the above GP model to approximate unknown function f € Hy

within a reliable confidence interval with high probability.
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5.4 Algorithm Design

5.4.1 New Challenges and Main Ideas

In Section 5.3, we describe the learning with communication framework, which requires
the distributed biased feedback to be communicated in phases and exhibits experimental
scalability. This framework naturally leads us to consider a phased elimination algorithm
that gradually eliminates suboptimal actions by periodically aggregating and analyzing the
local feedback from the participants. However, several new challenges arise in our setting

compared to the standard phase elimination algorithm in linear bandits [84, 85].

(i) How to select actions for each phase? The standard phase elimination algorithm
often relies on the so-called near-optimal experimental design (i.e., a probability distribution
over the currently active set) that minimizes the worst-case variance [84]. However, due
to the possible infinite feature dimension of RKHS functions, adapting this approach to
kernelized bandits setting is nontrivial even with the strong assumptions, requirements, and
complicated algorithm design (e.g., [145] and [25], see discussion in Section 5.2). We are
wondering if there is a simple and efficient method of selecting actions in each phase for our

kernelized bandits setting. (Challenge ®).

(ii) How to use biased feedback? In contrast to the standard phase elimination algorithm
where feedback is unbiased, in our setting the local feedback from a particular user is biased.
In order to reduce the impact of bias, an efficient user-sampling scheme is needed. However,

how to incorporate this idea into the phase elimination algorithm is unclear (Challenge ®)).

(iii) How to deal with scalability? In our setting, scalability refers to both computation
complexity and communication cost. On the one hand, it is well-known that standard GP

bandits suffer a poor computation complexity (e.g., O(T®)) due to the matrix inverse at each
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step for GP posterior update. On the other hand, due to the communication between the

agent and the users, it is imperative to ensure a low communication cost (Challenge (©).

Our approach. We propose a novel phase elimination algorithm that is able to simul-
taneously address all the above challenges. We highlight the main ideas as follows. (i)
User-sampling for distributed biased feedback. In each phase, a well-tuned subset of users
is sampled to reduce the impact of bias from each individual user. (ii) Mazimum variance
reduction for action selection. Upon selecting the next action within each phase, it simply
selects the one that has the largest posterior variance. (iii) Batching strategy for scalability.
Instead of selecting a new action at each round within a phase, it consistently plays the same
action for a batch of rounds before selecting the next one, i.e., rare-switching. By reducing
the number of times selecting a new action (which could be much smaller than the phase
length), it also reduces the number of unique actions chosen within each phase, which can be
utilized to improve the scalability in terms of both computation and communication through
a proper design. Specifically, (a) Computation: via a posterior reformulation (specified in
Section 5.4.2), we convert the dimension of the matrix in the inverse operation from the total
rounds to the number of batches in each phase; (b) Communication: we let each participant
merge the local reward observations in each batch before sending her feedback at the end of
each phase. That is, the feedback g({yut}te7) from each participating user w in phase [ is
a vector, where each element corresponds to the average local reward of a batch. Then, the
dimension of the feedback g({yu:}te7; becomes the number of batches. For example, con-
sider a particular phase with a total of 10 rounds. Without batching strategy, one requires
to select an action for each round, i.e., 10 actions for this phase. However, the batching
strategy selects an action for each batch. If each batch has size two, there are 5 batches in
this phase, and the dimension of the matrix in the inverse operation is shrunk from 10 to

5, which will reduce the computation complexity about 10%/5% = 8 times for matrix inverse



5.4. ALGORITHM DESIGN 107
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Figure 5.1: The phase-then-batch strategy: T rounds are divided into L phases; at the end
of each phase, participants report their feedback, which is used for deciding actions in the
next phase; within each phase [, decisions are made in a batched fashion, e.g., playing a,, at
all the rounds in the A-th batch.

operations! In addition, by merging local observations of each unique action, only 5, instead

of 10, (averaged) local rewards are communicated at each user.

5.4.2 Distributed Phase-then-Batch-based Elimination (DPBE)

Following the main ideas stated in the above section, we propose the phase-then-batch sched-
ule strategy, shown in Figure 5.1 and design the distributed phase-then-batch-based elimi-

nation (DPBE) algorithm in Algorithm 6.

The DPBE algorithm is a phased elimination algorithm, which maintains a set D; of active
actions that are possible to be optimal and updates the active set after aggregating the

distributed feedback.

Consider a particular phase [, DPBE has three main steps: 1) action selection (Lines 5-9); 2)

distributed feedback collection (Lines 11-15); and 3) action elimination (Lines 16-20).

Before describing the details of DPBE, we explain some additional notations used in the

algorithm. Throughout this chapter, we use another notation “a” to denote the specific
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chosen action under our algorithm to avoid too many subscripts or superscripts for all the
batch, phase, or round indices. Consider the [-th phase. Let ¢; and 7} be the time index right
before the [-th phase and the length of the [-th phase, respectively. Then, the round indices
in the I-th phase can be represented as 7, = {t € [T] : t, + 1 < t < t; + T;}. In addition,
Ti(a) = {t € T; : x, = a} denotes the time indices when action a is selected in this phase,

and H; represents the number of batches in the [-th phase.

1) Action selection (Lines 5-9): In the [-th phase, actions are selected from the active
set D;. As mentioned before, each selection is based on mazimum variance reduction [133],
and we employ batch schedule for scalability. Specifically, in the h-th batch, we find the
action a, that maximizes a reformulated posterior variance ¥j,_1(-) defined in Eq. (5.7)
after h — 1 batches (Eq. (5.8)). This is possible because the posterior variance can be
computed without knowing any reward observations (see Eq. (5.5)). Then, play this action
for Ty(a) £ [(C? —1)/3%_,(a;)]| rounds, which forms the h-th batch. Here, the batch
size schedule is inspired by the rare-switching idea in [4, 23]. This batch schedule strategy
enables us to merge rounds and thus shrink the dimensions of the matrix and vectors used
for computing the variance in Eq. (5.5). By the end of each batch, we update the variance
function by incorporating the action in the current batch. Let A, = [a],...,a}]" € R4
be the h x d matrix that contains the h chosen actions so far. We reformulate the standard

posterior variance in Eq. (5.5) and update the posterior variance as follows:

Y2(x) 2 k(x,x) — k(x,An) (Ka,a, + \W; )7 k(x, Ay), (5.7)

where W), € R™" is a diagonal matrix with [IW}]; = T;(a;) for any i € [h], and ) is set to
be the noise variance of local observations, i.e., A = o%. Here, we reformulate the standard
posterior variance in Eq. (5.5) with Eq. (5.7) in order to save computation complexity (espe-

cially for computing matrix inverse) while maintaining the same order of regret (sacrificing
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only a constant multiplier).

2) Distributed feedback collection (Lines 11-15): To reduce the impact of bias from
some specific user(s), the agent randomly samples a subset of users (called participants) U,
from U to participate in the learning process (Line 11). We let |U;| = [2%], where the user-
sampling parameter a > 0 is an input of the algorithm. Recall that H; denotes the number
of batches in the [-th phase. Each participant v € U; collects their local reward observations
of each chosen action a € Ay, and send the average y;'(a) for every chosen action a € Ay, as
feedback to the agent, i.e., g({yus bier) =y = [yi'(a)]aca,, - Note that the dimension of the
feedback depends on the number of batches, which is also the communication cost associated
with each participant (Eq. (5.2)). Therefore, by employing the idea of rare switching, we

reduce both computation complezity and communication cost ((©).

3) Action elimination (Lines 16-20): Aggregate (specifically, average) the feedback from
the participants for each action a € Ay, (Line 16). Then, using the aggregated feedback
(i.e., the averaged local reward y; = [yi(a1), ..., vi(am,)] of the chosen actions a € Ay,), the

agent can compute the posterior mean function reformulated as follows (Line 18):
fu(x) £ k(x, Am) (Kaya, +AWg) 'y (5.11)

Considering the bias in the feedback due to user heterogeneity (), we carefully construct

a confidence width w;(-) that incorporates both the noise and bias as follows:

wi(x) 2 \/ 2hiox x) logll/) . \/ ZnbNBND) | po . 51

Ui Ui

where B is the bound of f’s kernel norm, and [ is the confidence level from the input.
Using this confidence width w;(-) and the mean estimator function f,(-) in Eq. (5.11), we

can identify suboptimal actions with high probability (w.h.p.). Finally, we update the set of
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active actions D4y by eliminating the suboptimal actions from D; (Line 19).

Remark 5.1 (Merge batches). For implementation, we also merge different batches with
the same chosen action in each phase. By doing this, we further shrink the dimension of the
matrix in the inverse operation (thus reducing the time complexity) and also the dimension

of local feedback (thus reducing the communication cost).

Remark 5.2 (General decision set). Following the techniques used in [93], DPBE can also
be extended from a finite domain to a continuous domain (e.g., D = [0,1]%) via a simple

discretization trick and Lipschitz continuity of functions under commonly used kernels.

5.5 Main Results

In this section, we present the performance of our proposed DPBE algorithm in terms of

regret, computation complexity, and communication cost, respectively.

First, we analyze the regret performance of DPBE and present the upper bound in Theo-
rem 5.3. While the DPBE algorithm uses GP tools to define and manage the uncertainty in
estimating the unknown function f, the analysis of DPBE algorithm does not rely on any
Bayesian assumption about f being drawn from the prior GP(0, k(-, -)), and it only requires

f to be bounded in the kernel norm associated with the RKHS H.

Theorem 5.3 (Regret). Let § = Under Assumptions 1, 2 and 3, the DPBE algorithm

_1
IDIT”

achieves the following expected regret:

E[R(T)] = O(T**"?\/log(IDIT)) + O(v/7T) + O(v/4rT'~* log(|D|T)). (5.13)

We provide the detailed proof of Theorem 5.3 in Appendix D.3. Bounds for v of different
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kernels can be found in Appendix D.1.2. In the following, we make two remarks about the

above result.

Remark 5.4. In the above regret upper bound, the first term, O(T'~%/2,/log(|D|T)), is due

to the bias in the feedback at heterogeneous participants, and the last two terms, O(\/vy7rT)

+ O(\/vrT'-log(|D|T)), are from the noisy feedback of each action as in the standard
kernelized bandits (cf. [125]). Note that the first term (i.e., the regret caused by the bias)
can be improved if one increases the number of sampled users in the learning process (i.e.,
choosing a larger value of «). However, this would also result in a larger communication

cost.

Remark 5.5 (Maximum Uncertainty Reduction). Recall that DPBE selects actions that have
maximum variance for each batch (Eq. (5.5)). Intuitively, variance at action x indicates the
uncertainty about f(x), and thus, maximum-variance selection leads to maximum uncer-

tainty reduction, which promotes exploration.

Remark 5.6 ((Sub-)optimality). We first note that one natural lower bound for our setting
is the one for the standard setting of kernelized bandits, where the agent receives unbiased
feedback after taking an action. In this setting, the state-of-the-art lower bounds under
two commonly-used kernel functions (SE and Matérn)? are summarized in Table D.1 (see
Appendix D.1.2), which can also serve as valid lower bounds for the setting we consider.
Recall that @ > 0 is the user-sampling parameter that one can choose. We discuss the
(sub-)optimality of our upper bounds in two cases: a > 1 (i.e., the high-communication
regime) and « € (0, 1) (i.e., the low-communication regime). (i) In the high-communication
regime, the upper bound in (5.13) now becomes O(y/77T), which is near-optimal under

both SE and Matérn kernels. In particular, if one plugs the best-known bounds on v for

3Note that even for the standard setting of kernelized bandits, there only exist lower bounds for these
specific kernel functions rather than a general one in terms of the maximum information gain .
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SE and Matérn kernels (as listed in the first column in Table D.1; also see [134]) into the
regret upper bound O(y/97T), one can now have explicit regret upper bounds (as listed in
the third column in Table D.1), which match the corresponding lower bounds, up to only a
logarithmic factor. (ii) In the low-communication regime, the first term in the regret upper
bound (see Eq. (5.13) in Theorem 5.3) that depends on o may be dominant and cannot be
ignored. On the other hand, the existing lower bounds do not depend on « since they are
derived under the standard setting of kernelized bandits, where user sampling is irrelevant.
Therefore, an important open problem is to close the gap by deriving tighter lower and/or
upper bounds that capture the effect of user sampling in the new setting with distributed

biased feedback we consider. We leave it as our future work.

As a critical bottleneck of kernelized bandits algorithms, the computation complexity of

DPBE algorithm is analyzed in the following Theorem 5.7.

Theorem 5.7 (Computation complexity). The computation complexity of DPBE is at most

O(yrT* + (|D|v3 + 1) log T).

Proof. Recall that H; is the number of batches in the [-th phase. Then, the computation

complexity of the central agent in the [-th phase is upper bounded by the following:

O(H, - H} + H; - |Dy|H} + |Uj|H, + |Dy|HY).

Specifically, for each h € [H;| within phase [, the agent would compute the matrix inverse
in (5.7), which takes at most O(h?) < O(H}). With this matrix inverse result ready, the
agent can solve the maximum-variance problem in Eq. (5.8) with at most O(|D;|H}) for
each batch and determine the batch length 7;(a,) with O(1) after we have the posterior
variance. Since there is a total of H; batches for phase [, the total complexity up to this

stage is O(H; - H} + H; - |Dy|H}). Finally, in the elimination stage for phase [, the agent first
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Table 5.1: Comparison of computation complexity under DPBE and three state-of-the-art
algorithms.

Algorithms ‘ Complexity
GP-UCB [37] O(|D|T?)
BBKB [22] O(|D|TH3)
MINI-GP-Opt [23] O(T + |D|v2 +~7)

DPBE (this work) | O(vyT* + (|D|y3 + ~7) log T)

loads/aggregates all the feedbacks with O(|U;|H;) and can again reuse the matrix inverse

result so that only O(|D;|H?) is required to eliminate all the bad arms.

Putting the two stages together, we have the above result. Thus, it remains to bound the
number of batches H; within each phase [. Fortunately, inspired by [23], we are able to show
that H; can be upper bounded by the maximum information gain. We state this result in

Lemma 5.8 and provide the proof in Appendix D .4.

Lemma 5.8 (Bound on H;). For any phase [, the number of batches H; is at most 40022—912’}/1“.

We can get that the total number of phases is O(logT') and the total number of partici-
pants satisfies O(T*). Armed with all the above results, we arrive at our final computation

complexity. [

Remark 5.9 (Complexity comparison). For comparison, we list the computation complexity
of the state-of-the-art algorithms for standard kernelized bandits in Table 5.1. As we already
know, GP-UCB has a computation complexity of O(|D|T?), because it requires computing the
posterior mean and variance using O(7?) and then finds the action that maximizes the UCB
function per step. Recently, BBKB in [22] improves the time complexity to (|D|Tv%), and
later MiNi-GP-Opt in [23] further reduces computation complexity to O(T + |D|v3 + v3),
which is currently the fastest no-regret algorithm. Although more feedback is needed to

address the additional bias in our setting, our algorithm can still achieve an improvement



114 CHAPTER 5. DiSTRIBUTED KERNELIZED BANDITS WITH B1ASED FEEDBACK

with the highest order term being O(y7r1®). This improvement comes from the fact that the

participants help preprocess local reward observations before sending them out.

Meanwhile, the bound on H; also allows us to achieve a meaningful communication cost.

Theorem 5.10 (Communication cost). DPBE incurs at most O(~yrT*) communication cost.

The proof for Theorem 5.10 is also provided in Appendix D.4.

Remark 5.11 (Communication cost when merging batches). By further merging batches
according to Remark 5.1, the DPBE algorithm incurs O(min{vyz,|D|}7*) communication
cost; We highlight that the batch schedule strategy plays a key role in obtaining the above
bounds. Otherwise, even merging rounds as Remark 5.1 with the reformulated represen-
tation in Egs. (5.7) and (5.11), the dimension of the local feedback at each participant is
O(min{7},|D;|}) in order to distinguish different actions, which leads to O(min{7, |D|}T*)
(vs. ours O(min{~r, |D[}T?)).

5.6 Differential Private DPBE

As privacy is also an important factor in distributed learning, it is critical to protect users’
sensitive data when collecting and aggregating their feedback. For example, in the dynamic
pricing application, it is required that an adversary cannot infer a customer’s private in-
formation (e.g., purchase or not) by observing the pricing mechanism set by the company.
Moreover, users may require more stringent privacy protection in some applications — users
are not willing to share their perceived Quality-of-Experience (QoE) directly with the central
controller in the cellular network configuration problem; citizens are not willing to reveal

the information about their preference for a certain policy to the government. Formally, we
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adopt the concept of differential privacy (DP) [50] as the privacy metric. Thanks to the
phase-then-batch schedule strategy in our algorithm, different DP trust models (e.g., cen-
tral [50], local [144], and shuffle [34]) can be applied through proper designs. In this section,
we describe how to ensure DP under DPBE with a trusted agent (the central DP model)
and also analyze the regret under such a DP model. Extensions of the differentially private
DPBE algorithms in other DP models (e.g., the stronger local DP model) are presented in
Appendix D.5.

5.6.1 DP Definition and Algorithm

In the central DP model, we assume that each participating user trusts the agent, and
hence, the agent can collect their raw data (i.e., the local reward y}" in our case). The
privacy guarantee is that any adversary with arbitrary auxiliary information cannot infer
a particular user’s data by observing the decisions of the agent. To achieve this privacy
protection, the central DP model requires that the decisions of the agent on two neighboring
sets of users (differing in only one user) are indistinguishable [51]. Formally, we have the

following definition.

Definition 5.12. (Differential Privacy (DP)). For any € > 0 and ¢ € [0, 1], a randomized
algorithm M is (e, d)-differentially private (or (e,d)-DP) if for every pair of U, U" C U

T T]T
1

differing on a single participant and for any subset of output actions Z = [z, ,...,z;| , we

have

PIM(U) = Z] < eP[M(U) = Z] + 6. (5.14)

The parameters € and § indicate how private M is; the smaller, the more private. According
to the post-processing property of DP (cf. Proposition 2.1 in Dwork and Roth [50]), it suffices

to guarantee that the aggregator (Line 16 in Algorithm 6) is (¢, d)-DP. To achieve this, the
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standard Gaussian mechanism can be applied by adding Gaussian noise to the aggregated
distributed feedback. Then, the private aggregated feedback for the chosen actions in the

[-th phase becomes

Vi=5i+ Py pm)s (5.15)

where p; SN (0,02,.), and the variance o2, is based on the ¢, sensitivity of the average
vector y;. In addition, we replace y; with y;, in Eq. (5.15) to obtain the private mean
estimator f(-):

u(x) 2 k(x, An,) " (Kaya, + AWy!) "'y (5.16)

The confidence width function is also updated by counting the uncertainty introduced by

privacy noise as follows:

iy (x) 2 \/2k<x’ x)log(1/8) \/2% () log(1/8) By (x) + /202 log(1/5),  (5.17)

Ui Ui

where o, is related to the overall privacy noise and will be specified with our theoretical
results. The details of the differentially private DPBE algorithm, called DP-DPBE, are presented

in Algorithm 10 in Appendix D.5.

5.6.2 Performance Guarantees

In the following, we provide the main results of the DP-DPBE algorithm in terms of privacy
guarantee and regret. We start by stating an additional assumption in Assumption 4. This
one-time participation assumption is commonly used in private bandits (see, e.g., [45, 101,
117, 129]). To handle multiple-times participation, one can use (adaptive) composition

theorem of differential privacy [50].

Assumption 4. Fach sampled user only participates in one phase of the learning process.
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Then, we present the privacy guarantee in Theorem 5.13 and provide the proof in Ap-

pendix D.5.2.

Theorem 5.13 (Privacy Guarantee). Under Assumptions 1, 2, 8, and /, the DP-DPBE

algorithm in Algorithm 10 with o, = 224 Hy 10;(511;@/51)111(1.25/52)) in the central model

guarantees (¢,6)-DP where § = 01 + 0s.

As an additional Gaussian noise is injected to protect privacy, DP-DPBE suffers additional

regret cost. We present its regret upper bound in Theorem 5.14.

Theorem 5.14 (Regret of DP-DPBE). Let 0, = 2/2(s2 o) H 103(511;11/61)1n(1.25/62))

sumptions 1, 2, and 3, the DP-DPBE algorithm with 3 = ﬁ and o, = 0per/2C?*yr achieves

. Under As-

the following expected regret

€

E[R(T)] = O(T**/%\/10g(|D|T)) + O <1n(1/5>7TT1“\/10g(ID|T>> , (5.18)

The full proof of Theorem 5.14 is provided in Appendix D.5.3. Regarding this regret result,

we make the following remark.

Remark 5.15 (Privacy “for free”). Comparing Theorem 5.14 with Theorem 5.3, we see that

In(1/8)yrTt—®
&€

the additional regret cost introduced by privacy noise is O < ), which is a lower
order term compared to the first non-private term. This implies that our DP-DPBE algorithm
enables us to achieve a privacy guarantee “for free” in the kernelized bandits setting. The
same observation of achieving privacy “for free” is also observed in Chapter 4 for distributed

linear bandits setting. Here, our results show that it holds for general functions and recovers

the result in Chapter 4 when considering a linear kernel.

Remark 5.16 (Other DP models). In the cases where the users do not trust the agent,

users’ data privacy has to be protected by the users themselves as in a local DP model or
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by resorting to a third party, e.g., the shuffler in the shuffle DP model. In Appendix D.5,
we make extensions of DP-DPBE by considering these two trust models. In the local model,
a local randomizer is equipped with each participant so that the feedback from each user is
private. While the local model ensures a stronger privacy guarantee compared to the central
DP, it always incurs a larger additional regret cost. Meanwhile, thanks to the phase-based
strategy in DPBE, DP-DPE can also be easily extended to the shuffle model,which achieves
better regret-privacy tradeoff as in [89], i.e., achieving nearly the same regret as the central

model, yet without the need to assume a trustworthy agent.

5.7 Numerical Experiments

We now evaluate our proposed approach empirically on three types of functions: 1) syn-
thetic functions in the RKHS with an SE kernel, 2) standard benchmark functions (with an
unknown RKHS norm) [127] , and 3) functions from a real-world dataset. We implement
the algorithms in python and run the numerical experiments on a Dell desktop (Processor:

Intel®Core i7 CPU, 8 cores; Memory: 32GB).

5.7.1 Synthetic Function

We follow [70] to construct the global function f from the RKHS by sampling m = 30d
independent points, Xy, ...,X,,, uniformly on [0,1]¢, and a1, ..., ay,, uniformly on [-1,1],
and defining f(x) = Y ", a;k(%;,x) for all x € D, where k is SE kernel with length-scale
lsp = 0.2. The RKHS norm is [|f[[§ = D%, D2 Giajk(X;,%;), which is assumed to be
known. FEach local reward function f,, a random function sampled from a given Gaussian

process, is generated by following Algorithm 1 in [75]. In the simulations, we evaluate the
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algorithms in a more general setting with f, ~ GP(f(-),v*k(-,-)), where v? is a scaling

parameter that can be used to set a reasonable level of local bias (see Footnote 2).

Ablation Studies and Analysis.

First, we show that the DPBE algorithm that selects actions according to maximum variance
reduction achieves sublinear regret, as shown in Figure 5.2. Then, we perform numerous
ablation studies to confirm the efficacy of other two key components in our algorithm: user-
sampling and batching strategy. To this end, we consider the corresponding variants of
our algorithm. In this simulation, we perform 20 runs for each algorithm by setting |D| =
100,d = 3,C = 1.6, 0 = 0.01, v = 0.1, T = 40000, a = 0.7, B3 = 1/(|D|T) and \ = o2 /v?
and present the regret performance in Figure 5.2 and communication cost and runtime in

Table 5.2.

1) Importance of (exponentially-increasing) user-sampling. To this end, we consider

the first variation of DPBE with a fixed number of participants, called DPBE-Fixed, where the
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Table 5.2: Comparisons of communication cost and running time under DPBE, DPBE-Fixed,
and DPBE-NoBatching on a synthetic function.

Algorithms ‘ Communication cost ‘ Running time (seconds)
DPBE 5.87 x 103 0.12
DPBE-Fixed 5.87 x 10? 0.19
DPBE-NoBatching 1.81 x 104 0.61

LZlel |Ut]* N1
L

| so as to have the same
121 Nu,i

number of participants in each phase is fixed at |U| =
communication cost as DPBE. From Figure 5.2, we observe that DPBE with exponentially-
increasing user-sampling over phases performs much better than DPBE-Fixed with the same
communication cost. It demonstrates that the exponentially-increasing user-sampling mech-
anism in DPBE is critical to striking a balance between regret and communication cost. From
Table 5.2, we observe that DPBE-Fixed takes a little longer time than DPBE. This is mainly

because DPBE-Fixed needs more phases to find the optimal action (i.e., L is larger when

Dl =1).

2) Benefits of batching strategy. To illustrate the impact of batching schedule strat-
egy, we consider another variant of DPBE that does not employ batching strategy, called
DPBE-NoBatching. In particular, it selects an action according to Eq. (5.8) for each round
in any phase. Without batching strategy, DPBE-NoBatching communicates local observa-
tions directly without merging, and computes the posterior mean and variance according to
standard update formula: Eq. (5.4) and Eq. (5.5) respectively; From Figure 5.2, we observe
that DPBE, similar to other rare-switching algorithms [4], achieves a slightly worse regret
performance than DPBE-NoBatching. However, as shown in Table 5.2, it significantly saves
communication cost (~ 3x) by merging local observations in batches and reduces computa-

tion time (~ 5x) by shrinking the dimension of posterior reformulations.
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Regret-communication Tradeoff.

We now turn to investigate the regret-communication tradeoff captured by the user-sampling

parameter «, as shown in Theorem 5.3.

Consider a € {0.3,0.4,0.5,0.6,0.7,0.8,0.9}. The cumulative regret and total communication
cost of DPBE with different values of « are presented in Figure 5.3. As expected, while a larger
value of «v yields a lower regret, it generally results in a higher communication cost. Notice
that DPBE incurs slightly higher communication cost when o = {0.4,0.5,0.6} compared to
a = 0.7, this is mainly because DPBE with a smaller value of o needs more phases to find the
optimal action (i.e., L is larger when |Dr| = 1). One can tune the user-sampling parameter
« to achieve a better regret-communication cost accordingly, e.g., & = 0.7 for this synthetic

function setting.

Regret-privacy Tradeoff.

Finally, we evaluate the performance of the differentially private DPBE, i.e., DP-DPBE, and
present the result in Figure 5.4. Figure 5.4a shows how the cumulative regret at the end
of T = 10° rounds varies with different values of the privacy parameter e, which reveals an
obvious tradeoff between regret and the privacy parameter €. Figure 5.4b shows the regret
performance of DPBE and DP-DPBE with privacy parameters ¢ = 5 and § = 0.1. We observe
that although DP-DPBE adds extra noise to protect privacy, it can still achieve no-regret (i.e.,
limp_, @ — 0). Indeed, to protect privacy, DP-DPBE requires much more time to find the

optimal action, which is the typical regret-privacy tradeoff. However, for a large T', the gap

compared to the non-private one is small, which also validates the privacy “for-free” result.
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Figure 5.4: Performance of DP-DPBE. (a) Final cumulative regret vs. the privacy budget ¢
with 0 = 0.1; (b) Per-round regret vs. time with parameters e =5 and 6 = 0.1.

5.7.2 Standard Benchmark Functions

In addition, we study the performance of DPBE on standard optimization benchmark func-
tions. This corresponds to a more realistic setting where the RKHS norm of the target
function is unknown in advance. In particular, we use three common functions in global
optimization problems [127]: (a) Sphere function, (b) Six-hump Camel function, and (c)
Michalewicz function, and provide the performance comparison of DPBE-Fixed, DPBE, and
DPBE-NoBatching in Figure 5.5 and Table 5.3. In the simulations, we scale the range of the
function values to [—1, 1] and use RKHS norm B =1 in the algorithms as in [70]. Without
knowing the exact kernel of the target function, each local reward function f, is constructed
by sampling a function from the GP GP(f(-),v?k(,-)), where we choose v* = 0.001 and use
the SE kernel with Igp = 0.2. In addition, we set 7' = 4 x 10* and |D| = 100 and run each

algorithm on each function for 20 times.

From Figure 5.5 and Table 5.3, we observe similar results to those of the synthetic function
with the same kernel. First, compared to DPBE-Fixed that incurs the same communication

cost, DPBE might perform slightly worse at the very beginning (e.g., Figure 5.5a) but eventu-
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Table 5.3: Communication cost and running time under DPBE, DPBE-Fixed,

DPBE-NoBatching
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and

Function Algorithm | Communication cost | Running time (seconds)
DPBE 1.49 x 103 0.07
Sphere DPBE-Fixed 1.49 x 103 0.12
DPBE-NoBatching 6.16 x 103 0.69
DPBE 1.26 x 10° 0.03
Six-Hump Camel DPBE-Fixed 1.26 x 103 0.12
DPBE-NoBatching 1.45 x 10* 0.17
DPBE 2.06 x 10° 0.06
Michalowics DPBE-Fixed 2.06 x 10° 0.14
DPBE-NoBatching 2.73 x 104 0.49
DPBE 5.17 x 10° 0.22
: DPBE-Fixed 5.17 x 103 0.28
Light Sensor Data | pppp yopatching 2.73 x 10* 5.20

ally achieves a much smaller regret. Note that DPBE-Fixed may not be able to find the opti-

mal action by the end of T' (e.g., Figure 5.5b). This phenomenon strengthens our argument

on the exponentially-increasing user-sampling mechanism in DPBE. While DPBE-NoBatching

has slightly better regret performance than DPBE, it incurs much higher communication cost

(5 ~ 13x) and requires a much longer time (6 ~ 23x, see running time column in Table 5.3),

which demonstrates the key benefits of the batching strategy in improving communication

efficiency and computation complexity.

In addition, we also evaluate the regret-privacy tradeoff under DP-DPBE. Due to space limi-

tations, we present the numerical results in Appendix D.6 (see Figures D.1 and D.2).

5.7.3 Functions from Real-World Data

We also evaluate the performance of DPBE on a function from a real-world dataset, where

there is no explicit closed-form expression.
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Light Sensor Data. We use the light sensor data collected from the CMU Intelligent
Workplace in November 2005, which is available online [118]. It contains locations of 41
sensors, 601 training samples, and 192 testing samples. Following [37, 125, 143], we compute
the empirical covariance matrix of the training samples and use it as the kernel matrix in
the algorithm. Here, for each location x, we let f(x) be the average of the normalized
sample readings at x and set B = maxy f(x) in the algorithm. For this function (from real
data), we construct each local function f, by sampling a function from a Gaussian process
with mean f and the kernel constructed above, and set the noise in the local feedback as
o = 0.01 and the bias in each local feedback as v = 0.1. We run DPBE with input parameters
a=07,6=1/(|D|T), and X = 0%/v?, and present the regret performance in Figure 5.5d
and communication cost and running time in Table 5.3. The observations are qualitatively
similar to those made in simulations on other functions: DPBE outperforms DPBE-Fixed in
regret given the same communication cost and achieves a regret close to DPBE-NoBatching,
which has much longer running time. Besides, we also run DP-DPBE on this real-world dataset
and present the results in Appendix D.6 (see Figures D.1d and D.2d), which validates the

regret-privacy tradeoff.

5.8 Comparison with the State-of-the-Arts

5.8.1 Discussion

We now consider an alternative way of addressing kernelized bandits with distributed biased
feedback. One may incorporate the local bias as another level of noise added to the noise in
the rewards as a new noisy measurement of the global function f with a larger variance. In

this case, the state-of-the-art algorithms for the traditional kernelized bandits [37, 125] may
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be adapted to our setting. However, they have some key limitations.

Consider two representative state-of-the-art algorithms: GP-UCB [37] and BPE [93]. GP-UCB is
one of the most commonly used algorithms for standard kernelized bandits, It was proposed
in [125] and improved in [37]. By resorting to the Gaussian process surrogate model (see
Section 5.3.3), GP-UCB adaptively selects the action with the maximal upper confidence bound
in each round based on historical observations up to the current round. BPE is a batch-
based algorithm that eliminates suboptimal actions batch by batch, and within each batch,
actions are chosen independently from reward observations. In the following, we compare
our proposed DPBE algorithm with GP-UCB and BPE (adapted to our setting) and show their

limitations in user-sampling, communication cost, and computation complexity.

First, both GP-UCB and BPE require to collect feedback from one user per step, which results in
T users involved in the learning process. In practice, even though there is a large population,
not all users are willing to send their feedback. Hence, it may not be feasible to collect
feedback from too many users. In our algorithm, instead of sampling more users to reduce
the overall uncertainty, we ask each sampled user (who is more willing to participate) to
participate in more rounds and send their feedback. In this way, we alleviate the user-
sampling burden by letting the participating users collect more reward samples of the chosen
actions. However, due to the bias in the feedback of each user, we could not just sample one
user and then let her report the feedback during the entire horizon. We need to balance the

tradeoff between sampling more users and letting the users participate in more rounds.

Second, by collecting feedback in each round, both GP-UCB and BPE incur a very high com-
munication cost of T. Instead, we employ a phase-based communication protocol where
feedback corresponding to any particular action at each participant is averaged and only
communicated at the end of each phase. Then, the total communication cost depends on the

number of phases, the number of distinct actions in each phase, and the number of sampled
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users. The smaller each of these three factors, the smaller the communication cost. By care-
fully designing the algorithm, we can reduce the communication cost to O(min{~yr, |D|}T%),

where « € (0, 1) is the user-sampling parameter one can choose.

Finally, at each round ¢, GP-UCB finds the decision action x; that maximizes an acquisition
function (specifically, the UCB index, which is the sum of the posterior mean and variance).
Note that obtaining the posterior mean and variance requires computing matrix inverse
(see Eqgs. (5.4) and (5.5)), which still has a computation complexity of O(t?) even using
rank-one recursive updates [37, Appendix 7]. Hence, the overall computation complexity of
GP-UCB is O(T?). Similarly, BPE may also compute the posterior variance using the rank-one
recursive update within each batch, and then the total computation complexity depends
on the batch size and the number of batches. As in [93], the batch size is updated as
N; = /T+/N;_1, initialized with Ny = 1, which results in [loglog(T)] batches in total.
Therefore, the computation complexity of BPE is O(7®). In our design, we employ the batch
schedule strategy and reformulate the posterior mean and variance as Eqs. (5.11) and (5.7),
where the dimension of the matrix becomes much smaller. This leads to a much smaller

overall computation complexity of O(yrT% + (|D|v3 + v4) log T).

5.8.2 Empirical Performance

In this subsection, we evaluate the empirical performance of DPBE with different values of

user-sampling parameter o compared to GP-UCB and BPE.

The simulations are run on the same three types of functions as in the preceding section:
the synthetic function in Section 5.7.1, the standard benchmark functions in Section 5.7.2,
and the function from light sensor data in Section 5.7.3. Due to space limitation, we only

present the results of synthetic function here and put the results of the latter two types of
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Table 5.4: Comparison of running time (seconds) under GP-UCB, BPE, and DPBE with different
values of a.

DPBE

Algorithms N DPBE

a=0.9

GP-UCB | BPE

Running time

0.24 0.19 0.14 0.12 0.13 0.17 5.32 | 27.49

functions in Appendix D.6.

Consider* « € {0.4,0.5,0.6,0.7, 0.8,0.9} for DPBE. We show the empirical regret performance
of all algorithms in Figure 5.6 and the running time in Table 5.4. From Figure 5.6, we observe
that the empirical regret performance of DPBE can be fairly close to or even better than that
of GP-UCB and BPE via properly choosing parameter a. However, it consumes much less time
for DPBE with each « € {0.4,0.5,0.6,0.7,0.8,0.9} than both GP-UCB and BPE. For example,
while DPBE takes about 0.15 second in most scenarios, GP-UCB takes more than 5 seconds,

which is more than 30 times slower. BPE takes around 27 seconds, which is even slower.

Recall the empirical communication cost of DPBE with different values of o shown in Fig-
ure 5.3. While the communication cost of GP-UCB and BPE is 4 x 10? (specifically, one
feedback per round), DPBE incurs a much smaller communication cost even when a = 0.9

(4 x 10* vs. 1.19 x 10%).

In summary, the comparison of empirical performance under DPBE with GP-UCB and BPE
demonstrates the significant improvements of DPBE in terms of communication cost and
computation complexity, although little regret performance is sacrificed when « is not big

enough.

4Note that the smaller the value of «, the larger the cumulative regret. In Figure 5.6, we omit the regret
performance when a < 0.4 since they are much larger than others.
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5.9 Conclusion

In this chapter, we studied a new kernelized bandits problem with distributed biased feed-
back, where the feedback of the unknown objective function is biased due to user hetero-
geneity. To learn and optimize the unknown function using distributed biased feedback, we
proposed the learning with communication framework. Considering the communication cost
for collecting feedback and the computational bottleneck of kernelized bandits, we carefully
designed the distributed phase-then-batch-based elimination (DPBE) algorithm to address
all the new challenges. Specifically, DPBE selects actions according to maximum variance
reduction, reduces bias via user-sampling, and improves communication efficiency and com-
putation complexity via the batching strategy. Furthermore, we showed that DPBE achieves a
sublinear regret while being scalable in terms of communication efficiency and computation
complexity. Finally, we generalized DPBE to incorporate various differential privacy models

to ensure privacy guarantees for participating users.
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Algorithm 6 Distributed Phase-then-Batch-based Elimination (DPBE)

1: Input: D C RY, parameters a > 0, 3 € (0,1), C, and local noise o
2: Initialization: [ =1, D, =D, t; =0,and T} =1
3: while ¢, < T do

4:

5:
6:

10:
11:

12:
13:

14:
15:
16:

17:
18:
19:

20:

Set 7 =1, h=1, 7 =0 and ¥3(x) = k(x,x), for all x € D,
while 7 < 7; do
Choose action

aj, € argmax ¥, (x) (5.8)
xeD;

Play action a,, for Tj(a,) = [ (C?—1)/%2_,(a;)] rounds if not reaching min{T, t,+7;}

Update h = h + 1, 7 = 7 + T;(ay,), and incorporate a;, into X2 (+) in Eq. (5.7)
end while
Let H; = h denote the total number of batches in this phase
Randomly select [2%!] participants U,

for each participant v € U; do
Collect and compute local average reward for every chosen action a € Ap,:

1
?Jﬂa) = Tvl(a) Z Yu,t

Send the average reward for each chosen action y
end for
Aggregate local observations for each chosen action a € Ap;:

[y} (a)]aca,, to the agent

y(a) = %‘ S i) (5.9)

Let yi = [yi(a1), ..., ui(am)]

Update fi;(+) according to Eq. (5.11)

Eliminate low-rewarding actions from D; based on the confidence width w;(-) in
Eq. (5.12):

beD;

Dy = {x €Dy fy(x) + wy(x) = max(i(b) — wl(b))} (5.10)

T =20, t=t+T,1=1+1

21: end while
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Chapter 6

Summary and Future Work

6.1 Summary

This dissertation studied two novel online learning problems that are motivated by au-
tonomous resource management in Next-Generation (NextG) networks under the uncer-
tainty. Specifically, we consider two network resource allocation problems: 1) wireless
scheduling with fairness or QoS constraints, and 2) cellular network configuration. Motivated
by these problems, the objective of this dissertation is three-fold: i) exploring scheduling with
fairness constraints, ii) studying online learning with distributed biased feedback, and iii)

investigating the scalability of a design.

Arising from the above two resource allocation problems, this dissertation studies two types of
optimization problem and formulates four online (learning) models. First, we study reward
maximization under uncertainty with fairness constraints, which is motivated by wireless
scheduling with QoS constraints under uncertainty. This dissertation formulates a combina-
torial bandits with fairness constraints, and extends it to a nonlinear combinatorial model
of submodular maximization with fairness constraints. The second type of problem is global
reward maximization under uncertainty with distributed biased feedback, which is motivated
by the problem of cellular network configuration for optimizing network-level performance.
For the second type of problem, we start with considering linear-parameterized (unknown)

reward functions and then extend to studying non-parametric nonlinear global reward func-
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tions. Specifically, which are modeled as distributed linear bandits and distributed kernelized

bandits, respectively

Among the four main chapters in this dissertation, Chapters 2 and 3 are devoted to the first
type of problems, while Chapters 4 and 5 are studying the second type of problems. The

following is a brief summary of these four chapters.

o In Chapter 2, we proposed a unified CSMAB-F framework that integrates several
critical factors (i.e., combinatorial actions, availability of actions, and fairness) of the
system in many real-world applications. In particular, no prior work has studied MAB
problems with fairness constraints on a minimum selection fraction for each individual
arm. To address the new challenges introduced by modeling these factors, we developed
a new LFG algorithm that achieves a provable regret upper bound while effectively

providing fairness guarantees.

o Chapter 3 studies submodular maximization with fairness constraints and formulates
a multi-round monotone submodular maximization with cardinality and fairness con-
straints (MMSM-F). To address this new problem, we proposed three carefully designed
algorithms (i.e., FairCG1, FairCG2, and FairDG) and presented both theoretical and

simulation results to demonstrate the effectiveness of our proposed algorithms.

o Chapter 4, motivated by the cellular network configuration, investigated a new prob-
lem of global reward maximization under uncertainty with distributed biased feedback.
By assuming a linear parameterized reward function, this chapter modeled the problem
as a (differentially private) distributed linear bandits formulation, where the learning
agent samples clients and interacts with them by iteratively aggregating such dis-
tributed biased feedback in a privacy-preserving fashion. Then, a unified algorithmic

learning framework, called DP-DPE, is developed, which can be naturally integrated
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with different DP models, and systematically established the regret-communication-

privacy tradeoff.

o Chapter 5 extended Chapter 4 to non-linear or even non-convex reward functions and
studied the same problem in the distributed kernelized bandits setting. Considering
the communication cost for collecting feedback and the computational bottleneck of
kernelized bandits, this chapter carefully designed the distributed phase-then-batch-
based elimination (DPBE) algorithm to address all the new challenges. We showed
that DPBE achieves a sublinear regret while being scalable in terms of communication
efficiency and computation complexity. Finally, similar to DP-DPE in Chapter 4,
DPBE is flexible to incorporate various differential privacy models to ensure privacy

guarantees for participating users.

6.2 Future Work

As this dissertation studied two key problems of resource allocation in wireless networks,
there are a number of interesting research directions that I have identified during my research

investigation. These research directions are listed below.

Distributed bandits with heterogeneous DP requirements. In the second part of
this dissertation, we study distributed bandits with heterogeneous users in the sense of
different local reward functions. In practical, heterogeneous users may have heterogeneous
DP requirements. One may satisfy this by adding different amount of noise at mentioned in
Chapter 4. What if we need to pay for the private data? That is, the learning agent needs
to pay to the clients first before being able to collecting users’ feedback. In this case, I am
also wondering how to learn while saving cost. We may choose the users who do not care

much about privacy but users whose private data costs a lost may have to be selected in
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order to balance the bias in the feedback.
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Figure 6.1: Paying for Heterogeneous DP

Unknown submodular functions. In Chapter 3, we study submodular maximization
with fairness constraints by assuming access to a value oracle as the problem is NP-hard
and remains unexplored in the literature. If the submodular function under consideration is
unknown in advance, it is highly interesting to investigate the joint learning and selection

problem of multi-round submodular optimization as well.

Regret-communication-(computation)-privacy tradeoff. While we proposed DP-DPE
for distributed linear bandits setting and DPBE for kernelized bandit setting to address the
new challenges that arise in the problem setup, it would be worthwhile to explore other
batch-based algorithms and investigate whether one can further improve the tradeoff among

regret, communication efficiency, computation complexity, and privacy.

(Sub-)optimality analysis. In Chapter 2, 4, and 5, we study different variants of bandits
problems and provide regret upper bound in the main results. Note that the lower bounds
derived for the standard bandits are also valid lower bounds for the problems we study since

our problems can degenerate to the standard cases (e.g., no fairness constraints, or no bias
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in the feedback). We can show that our algorithms can achieve the lower bounds in some
cases. In general, however, it is an important open problem to close the gap by deriving
tighter lower and/or upper bounds that capture the effect of specific factors (e.g., fairness
constraints in Chapter 2 or bias due to insufficient participants in Chapter 4 and 5. We leave

exploring lower bounds for all the bandits setting in this dissertation as our future work.

Other resource allocation problems in wireless networks. In Chapter 2, we consider
the QoS of delivery ratio requirement in wireless scheduling, which is formulated as a fairness
constraint. In addition to this temporal fairness criteria, we are also interested in exploring
more general fairness criteria as well as other QoS requirements in wireless networks. In
addition, while the main problems studied in this dissertation are motivated by two specific
network optimization problems in cellular wireless networks, it is also interesting to explore
other problems, e.g., power control and congestion control, and build online learning models

due to the inherit uncertainty in wireless networks.
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Appendix A

Proofs for Chapter 2

A.1 Proof of Theorem 2.2

Proof. Consider the LFG algorithm. To prove feasibility optimality, we want to show that for
any vector r strictly inside the maximal feasibility region C, the minimum selection fraction
requirements (i.e., Eq. (3.1)) are satisfied. Note that the requirements of (3.1) are satisfied
as long as the virtual queue system defined in (2.7) is mean rate stable [104, pp. 56-57],

N .
w = 0. In our virtual queue system, mean rate stability is implied

ie., limp_ o
by a stronger notion called strong stability, i.e., limsup,_, % ZtT;()lE[Zfil Qi(t)] < oc.
Therefore, it is sufficient to show that the virtual queue system is strongly stable for any

vector r strictly inside C.

We proceed the proof using the Lyapunov-drift analysis [104]. Let Q(t) = (Q1(t),...,Qn(1))

be the queue-length vector in round ¢. Consider the following Lyapunov function:

LQ() £ 5 3 Q) (A1)
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The drift of the Lyapunov function is given by

L(Q(t+1)) ~ L(Q(1)
SEPAGDEEIMEAC

(@) 1 & 1< 2
< 5 (@) +ri = dit)? = 5 Y Qi)

1 N N '
=52 (= i)+ ) ( Qi(?)
] 1
(b)

N ]\z[:
< 5 Z TzQz Z dz

=1
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where (a) is from the queue-length evolution (2.7) and (b) holds because both r; and d;(t)
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are within [0, 1]. Taking conditional expectation of both sides of the above gives

E[L(Q(t + 1)) = L(Q(1) Q)]

S RAPNCURE det)@(wm(t)
=5+ Z’I‘ZQ@ Z d;(t Q(t)

zGS

2

N N
=5+ ;n@i(t) +E Z nw;ifii ()| Q(t)

zES

—E | D (Qi(t) + muwim(t)|Q(1) (A.3)

ies(t)
<N +§: Qilt) +
~ 2 _1 Tl KA nmwmax

_F Z (Qi(t) 4+ nw; (1)) |Q(t)

i€S(t)

N
i=1

—E | Y (Qult) + nwiin(t)|Q() |
i€S(t)
where the last inequality holds because w; < Wmax, fi(t) < 1, and |S()] < m, and B £

% + NMWpax 1S & constant.

Recall that r is strictly inside C. Then, there must exist some € > 0 such that r 4+ €1 is also
strictly inside C, where 1 denotes the N-dimensional all-ones vector. By Lemma 2.1, there

exists an A-only policy « that can support vector r + 1. That is,

Y PalZ) ). qi(Z)zrite VieN, (A.4)

ZeP(N) SGS(Z):iES
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where q* = [¢%(Z),VS € §(Z),VZ € P(N)] is the group of probability distributions as-
sociated with policy a. Recall that in each round ¢, policy « observes available arms A(t)
and chooses a super arm S®(t) € S(A(t)) independent of Q(¢). Then, the last term of the

right-hand side of (A.3) satisfies

E Z (Qi(t) + nwifii(1))|Q(2)

i€S(t)

=E |E Z (Qi(t) + nwips(t))|Q(1), A(t)

1€S(t i
[ i(t) + nwia(t))|Q(¢), A(t)
ZESO‘(t) A
{ Z Qilt A(t)
_ ZESO‘ (A5)
g g Z Q:(t)| A(t)
L zESO‘
9 > a > Qi
_SeS(A(t)) €S
= 3 A2 Y @#@DY e
ZeP(N) SeS(Z) i€S
N
Z Z PA Z qg(Z)J
i=1 ZePN SeS(Z):ieS

where (a) is due to the operations of LFG (specifically, (2.8)), (b) holds because policy a’s

decision is independent of Q(t), and (c) is due to the operations of policy a.
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Substituting (A.5) into (A.3) and applying (A.4) give

E[L(Q(t + 1)) = L(Q(1)|Q()]

N
< B+ Z 7:Qi(t)
N =1
—Z i(t) Z Pa(Z) Z qs(Z) (A.6)
i=1 ZeP(N) SeS(Z):ies '
N N
< B+ Z Qi

=1 =1

() =) Qit)(ri +¢)
(t).

:B—52Qi

=1

Finally, invoking the Lyapunov Drift Theorem [104, Theorem 4.1] gives (2.10), which com-

pletes the proof. [

A.2 Proof of Theorem 2.3

Proof. Consider an optimal A-only policy a* and its associated probability distributions
q* = [¢5(2),VS € §(Z),YZ € P(N)]. Let S*(t) be the super arm selected by policy a* in
round t. Vector d*(t) = (di(t),...,dy(t)) is the corresponding action vector. Due to (2.4),

we have

R = Z Pa(2) Z QE(Z)ZWM

ZeP(N) SeS(Z) €S

=K Z Wil

i€5*(t)
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Plugging (A.7) into (2.5), we can rewrite the regret of LFG as
. 1
Rup(T) = B — —E > wiXi()

== z; R —E Z Wi Ly (A.8)

We define the following quantity:

AR(t) & Z Wity — Z Wi
€S+ (t

1€5*(t) 1€S5(t)
N N (A.9)
= Z wipid; (t) — Z wiptid;(t),
=1 =1

which captures the gap between the expected rewards achieved by policy o and LFG in
round ¢. Adding AR(t) scaled by 1 to the drift of the Lyapunov function (i.e., (A.2)) gives

the drift-plus-regret:
L(Q(t +1)) = L(Q(t)) + nAR(t)

N N
\5"‘1217”2@1 Zd
N

‘f‘nzwzﬂ!z sz,uz i (AlO)

_ %+Z (Qi(t) + mwigss)(d; (1) — di(t))

30— i)
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We can bound the expected drift-plus-regret as

< 5 SO EI@) ) (e () — di(0)]
+ B[R (1) — d; ()] i
< SHE | D@l s (€ (0) — (1) |

where the last step follows from E[Q;(t)d}(t)] = E[Q;(t)]E[d!(t)] (due to the decision of
policy a* being independent of the queue length Q;(t)) and E[d}(t)] > r; (because policy
a* is stationary and feasible). Define C () &SI, (Qq(t) + nwip)(d:(t) — dy(t)). Summing
(A.11) for all t € {0,...,T — 1}, using the trick of telescoping sum, and dividing both sides

of the inequality by T, we obtain

1 1 T-1
T [L(Q(T)) = L(QON] + d E[AR(t)]
o =0 (A.12)
N 1
% + T_77 ;E[Cl(t)]
Since L(Q(T)) = 0 and L(Q(0)) = 0, we have
% ; E[AR(t)] < % + %77 ; E[Ci(1)]. (A.13)

In Appendix A.3, we will show the following bound:
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1 T-1
T_UZE[Cl(t)]
=0 (A.14)
< Ymax (o SomNT1 T+(1+5—7T2)N
STr YL 08 12 ‘

Finally, plugging (A.14) into (A.13) and combining it with (A.8) yield (2.11). This completes

the proof of Theorem 2.3. O

A.3 Bounding Ci(t)

In this section, we want to show (A.14).

Consider a policy 7', which, in each round ¢, chooses a super arm S’(t) in the following

manner:

S'(t) € argmax Z(Qz(t) + nw;pi(t)). (A.15)
SES(AW) =g

Recall that in each round ¢, the LFG algorithm chooses a super arm S(t) according to (2.8).

Therefore, we have

Z (Qi(t) + nwifii(t)) = Z (Qi(t) + nwifii(t)). (A.16)

1€S(t) 1€57(t)
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Next, we derive an upper bound on C(t):

Cr(t) = D (Qu(t) + muwgpss) (d; (1) — di(t))

i=1
= (Qi(t) + nwip;) — Z (Qi(t) + nwip)
i€S* () ies(t)
(a)
< (Qi(t) + nwip;) — Z (Qi(t) + nwip)
€S (t) i€S(t)
(b)
< (Qi(t) + nwip;) — Z (Qi(t) + nwip)
€S (t) i€S(t) (A.17)
+ )+ nwifii(t))
zES(t)
- (Qi(t) + nwifui(t))
i€s'(t)

= wi(fi(t) — pi) + Z wi(p; — fi(t) |
i€S(t) i€S’(t)

Co (t) Cs (t)

where (a) is from (A.15) and (b) is from (A.16). Define Cy(t) = > ies(y Wilfi(t) — pi) and
Cs(t) £ > iesi(ny Wil — fi(t)). In Appendices A.4 and 77, we will show the following two

bounds, respectively:

T—1 2

E[C5(t)] < Whnax (2 6mNTlogT + (1 + %)N) (A.18)
t=0
71 2

E[C ()] < Ttmax. (A.19)
t=0

Finally, summing (A.17) for all ¢t € {0,...,7 — 1}, dividing both sides of the resulting
inequality by T'n, and plugging (A.18) and (A.19) into it yield (A.14).

Remark: The bound in (A.18) consists of two terms: the first term is of the order O(y/T logT),
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which corresponds to the notion of regret in typical MAB problems and is attributed to the
cost that needs to be paid in the learning/exploration process; the second term is a con-

stant, which is from applying the Chernoff-Hoeffding bound (see, e.g., [8]) to a “bad” event

{(t —1) — p; > %} Similarly, the bound in (A.19) is from applying the Chernoff-
Hoeffding bound to another “bad” event {j;(t — 1) — pu; < — 251_1831)}.

A.4 Bounding Cs(t)

In this section, we want to show (A.18).

Consider an arbitrary arm 4 in N and an arbitrary round ¢t = 0,1,...,7 — 1. Let ¢’ be the
round in which arm ¢ is played for the a-th time. Recall that h;(¢) is the number of times
arm i has been played by the end of round ¢. Clearly, we have d;(t}) = 1, h;(t\) = a, and

hi(t: —1)=a—1forall a € {1,2,...,h;(T —1)}. In addition, we also have

0<ty <ty < <tppqy<T (A.20)

Define the following event:

Let E° be the complement of an event £, and let 1;; denote the indicator function. We
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bound the expectation of Cy(t) as

E[Cy(t)] = E sz (i(t) — pa)di(t )]

=E sz it (t)ﬂ{w)}]
N
+E sz i (t (t)ll{Ucm}] (A.22)
(@
<E sz fui(t) — i) di (t) Lie o)y
< Wi ZE )i () Liweoy);

v

Ji(t)

where (a) is due to f;(t) < p; when event U;(t) happens and (b) is due to f;(t) > p; when

event Uf(t) happens. Define Jy(t) £ (fi;(t) — pi)di(t) Live(ryy- Also, define another event:

Fi(t) £ {ﬂi(t —1) = < %} : (A.23)
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Then, summing J;(t) for all ¢ € {0,...,T — 1} gives

T-1
Ji(1)
t=0
“ hi(T—1)
= Z (Bi(te) — pa)Lgeiyy
a=1
®) hi(T—1)
< 1—|— Z ,ul tz — My ﬂ{Uc(tz)} (A24)
hi(T— 1)
=1+ Z fit) = ) Vweaay (Limas)y + Lirew)y)
J(T—1)
1+ Z Nz () = 1) Lueiynmyy Flire))s

e

Jo (t’ )

where (a) is due to d;(t}) = 1 foralla € {1,2,...,h;(T—1)} and d;(t) = 0 for all other ¢, (b) is
due to fi;(t) —ps < 1, and (c) is due to (f;(t},) — i) Ljveqiyy < 1. We define Jo(t]) 2 (g (t)—
i) Lve ey )y and want to bound both S TV E[J,(t1)] and S (=1 E[1{peei]-

First, we want to bound S""T"VE[J,(#1)]. Consider ¢ for all a € {2,...,h(T — 1)}.

Suppose event F;(t:) happens. Then, we have

3logt?
t—1 <Yy = A2
:u ( ) ILLZ 2hl(té _ 1) ( 5)
From (2.6), we also have
o o 3logty
alt) < alti, — 1) + | (4.26)

Shi(ti — 1)
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Combining (A.25) and (A.26) gives

3logti

which implies that for all a € {2,...,h;(T" — 1)}, we have
Jo(ty) = (ity) — o) Lwew)nm))
3logt?, (A.28)
2h;(t — 1)
Then, summing Jo(t%) for all a € {2,..., h;(T — 1)} gives
hi(T—1) i(T—-1)
310g tl
tl
IRTAED S
-1)
6logT
(A.29)

(C) hi(Tfl) 1
< /6logT 1+/ —dx
! VT

< 2/6hy(T — 1) log T,

where (a) is from (A.28), (b) is due to t. < T (from (A.20)) and h;(t{, — 1) = a — 1 for
all a € {2,...,h(T — 1)}, and (c) is due to a basic relationship between the considered

summation and integral. Therefore, we have

hi(T—1)

> Elh(t)] < 2¢/6log TE[V/hi(T — 1)), (A.30)

Next, we want to bound Zh (T-U g (re(eiy]- According to the definition of ¢}, we have

hi(ti —1) = a — 1, and thus f;(t} — 1) is the sample mean of (a — 1) i.i.d. random variables
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Xi(t), -+, X;(t: ;) with mean p,;. Further, we know ¢ must satisfy a — 1 < ! < T — 1.

‘ . | 3logt!
FC tz — Ai tl - 1 - 7 —CL

3logn
C:letjl Ai —1)— pu; > .
= “n=a—1 {:U’ (n ) /L 2(@ . 1)}

Hence,

(A.31)

By applying the union bound and the Chernoff-Hoeffding bound (see, e.g., [8]), we have

E[Lire)] = P{F(t) }

T-1 R 3logT
< Z Pqp(r—1) — 2a—1)
T=a—1
T-1
1 1 * 1 3
Z -3 (a_1)3+/G_1x3 L 2(@—1)2
T=a—1
Hence, we derive
hi(T—1) hi(T-1) 3 © 3 2

Bl pein] < 0 < =2 A.32

; [Tirein) GZ:; Na—17 ; 52 4 (A.32)

Taking expectation of both sides of (A.24) and plugging (A.30) and (A.32) into it yield

S
—

2

E[J,(t)] < 2¢/6log TE[\/A;(T — 1)] + 1 + %. (A.33)

it
o
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Finally, summing (A.22) for all ¢t € {0,...,7 — 1} and plugging (A.33) into it yield (A.18):

S E[CH (1)
S Wmax f: (Nﬁ log TE[\/hi(T — 1) + 1 + %) (A.34)

2
< Wana (2 6mNTlogT + (1 + %)N) :

where the last step follows from - Zfil Vhi(T—1) < \/% vazl hi(T — 1) (due to Jensen’s

inequality) and SV, (T — 1) < T'm (due to the fact that at most m arms can be selected

in each round).



Appendix B

Appendix for Chapter 3

B.1 Applications

In this section, we discuss three additional examples of real-world applications in detail to
better motivate the proposed MMSM-CF problem. These examples include sensor scheduling
in wireless sensor networks [63, 71, 119, 132], task assignment in crowdsourcing platforms

[59, 130, 140], and data subset selection in machine learning [10, 79, 138].

Sensor Scheduling in Wireless Sensor Networks: We consider sensor scheduling in wireless
sensor networks, where a set of inexpensive sensors are deployed to sense the environment
state process. After the measurements from the sensors are transmitted to a sink node, they
will be fused to estimate the environment state process. Obviously, more measurements
(collected from distinct sensors) will result in a more accurate estimation of the environment
state. However, only a subset of sensors could transmit their measurements simultaneously
(e.g., due to wireless interference) [63, 119]. Let f(.S) be the aggregate sensing quality of the
measurements collected from the scheduled sensors S. Due to the spatial correlation among
the sensor measurements, the aggregate sensing quality f(S) often exhibits a diminishing re-
turns property [63, 119]. Moreover, one usually needs to repeatedly collect the measurements
(i.e., in multiple rounds) to continuously monitor the environment and aims to maximize the
overall sensing quality over time. In addition, to obtain a holistic view of the environment

that is being monitored, one often does not want to miss out on too much data from any

153
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single sensor. This imposes a minimum delivery ratio requirement of each sensor, which
can be modeled as the fairness requirement in our model. Hence, the goal is to schedule a
sequence of subsets of sensors so as to maximize the overall sensing quality over time while

guaranteeing a minimum delivery ratio of each sensor.

Task Assignment in Crowdsourcing Platforms: Crowdsourcing offers an efficient method for
task distribution and completion. Consider a spatial crowdsourcing application (e.g., traffic
speed estimation) [130, 140]. When a spatial task arrives at the crowdsourcing platform, it
will be assigned to a group of workers on the platform (e.g., no more than k& workers due
to the budget limit). A certain amount of utility is generated after this particular task is
completed. The utility could represent the informative data gathered for the crowdsourced
sensing task. Due to the similarity of responses from different workers [59, 130, 140], such
as the possible overlapping sensing data from different workers [141], the utility could be
described as a submodular function with regard to the set of assigned workers [140]. The
participation of more workers usually leads to more informative data and thus a larger
utility (i.e., monotone). As in [130], we assume that the sequential tasks are of the same
type and that all the workers are qualified to perform the tasks. This can be captured
by the multi-round nature of our model. The goal here is to maximize the time-average
utility by determining an optimal worker assignment for multiple tasks. In addition, the
platform has to take fairness towards workers into account through a minimum assignment
ratio guarantee for each worker. This helps maintain a healthy and sustained platform with

improved satisfaction among the workers and thus encourage more participation.

Data Subset Selection in Machine Learning: The data subset selection problem in machine
learning has been extensively studied in the literature [10, 79, 138]. This is motivated by
both limited computational resources and redundant information in a massive amount of

data. For training, one prefers to select a subset of data sources that is informative or
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representative of the entire dataset as modeled by the corresponding objective function. It
has been shown that some highly relevant objective functions (used to measure the infor-
mativeness or the representativeness, or the combination of the two) are submodular with
regard to the selected data sources because of a diminishing returns property it exhibits.
Consider a multi-round training process. Let the total utility be a simple additive sum of
these objective values corresponding to the sequentially selected data subsets. The goal here
is to maximize the total utility. Moreover, in order to ensure enough data for post-training
data analysis, a minimum selection fraction requirement for each data source must be taken
into consideration. We should select not only the most informative or representative data
sources but also those less informative or representative ones for a certain amount of times.
This can be naturally modeled as a fairness requirement using the MMSM-CF framework.
In this case, our goal is to sequentially select a subset of data sources that maximize the

total utility while guaranteeing a minimum selection fraction for each data source.

B.2 Proof of Theorem 3.3 and Theorem 3.5

Proof. First, for any feasible r, Py is non-empty. By the end of Step 1 (i.e., 7 = 1) of the

fair continuous greedy algorithms, we have

i) FairCG1 )
y(1) =/ d};—(:)dﬁLy(O)
" | (B.1)
_ /0 x(r)dr +0 = /0 x(r)dr,
if) FairCG2 1
vy = [ TDur 4y
(B2)
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i.e., y(1) is a convex linear combination of x(7)’s, and thus, y(1) must be in Pj since
x(7) € Py and P; is a convex set. Besides, it is not difficult to show y(1)T1 = k since every
x(7) is a vertex of the convex body P; satisfying x'1 = k. Therefore, by the end of this

step, we derive a fractional solution y(1) that satisfies r < y(1) < 1 and y(1)"1 = k.

Then, in each round ¢, the selected set S; is derived by performing randomized dependent
rounding, i.e., DEPRoOUNDING, on y(1). Note that |S;| = k because of the loop invariant
y'1l = k in DepRounpING. Let a random variable Y,(t) € {0,1} represent whether ele-
ment u is selected or not in round ¢, i.e., Y, () = Iues,;. We have P{Y,(t) = 1} = y,(1)
and Y0 o Yu(t) = > cnvu(l) = k according to the marginal distribution property and
the degree-preservation property of dependent rounding scheme respectively in [58]. Even-
tually, for the stationary randomized algorithm, we have liminfr_, :lp Zthl E []I{uegt}} =
E [Liues,y] = P{Yu(t) = 1} = yu(1) > r, for every element u. The fairness requirement in
Eq. (3.1) is satisfied.

Consider 7' > 0 rounds. Besides, for every element u, Y,(1),Y,(2),...,Y,(T) are i.i.d. Bern-
uoulli variables with mean y,(1). According to the Hoeffding Inequality [65], the empirical

mean of these variables satisfies, for any o > 0,

P {% ;Yu(t) —yu(1) < —5} <e (B.3)

which further indicates the inequality in Eq. (3.8) since Y, (t) = L,es, and y,(1) > r, for

each element u. O]
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B.3 Proof of Theorem 3.4

Before proving Theorem 3.4, we first show an important inequality in the following Lemma

B.1.

Lemma B.1. Consider any time point T in Step 1 of FairCG. Combining the definitions of

w(T) and x(7), we have the following inequality,

x(1)w(T) = Uopt — F(y(7)).

The proof for Lemma B.1 is shown in Appendix B.4.

Proof of Theorem 3.4. To derive the result in Theorem 3.4, we first show that the fractional
vector y(1) satisfies F(y(1)) = (1 — 1/e)Usp (D) and then prove E[f(S;)] = F(y(1)) in
each round t € {1,2,---} (@). Combining the conditions ) and @), we derive the result in
Eq. (3.9).

First, we show (D: F(y(1)) > (1 — 1/e)Uopt.

The error due to discretization could be made (polynomially) small [136], and thus, we here
only give an analysis for the continuous version. Starting with y(0) = 0 and F(y(0)) =

F(0) = 0, we want to see how much F'(-) increases during each discretized time interval
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[7,7 4+ dr) in the while loop (Lines 2-9). Applying the chain rule yields:

y=y(T))

dF(y(r)) dy.(1) OF(y)
dr _Z< dr Y

Combining the result in Lemma B.1, we have the differential inequality with respect to the

function of F(y(7)):

dF(y(r))
—ar 2 Uope — F(y(7)).
Solving the above differential inequality with the initial condition F(y(0)) = 0 under

FairCG1, we have the fractional vector y(1) satisfying

F(y(1)) = (1 = 1/e)Usps. (B.5)

Then, we show E[f(S;)] = F(y(1)) by employing the property of dependent rounding and
convexity of the multilinear extension F'(-) in any direction d = 1, — 1, for any pair of
distinct elements u,v € N. Here, the expectation is taken over the randomness of selecting

set with FairCG.

The randomized dependent rounding process proceeds as follows. It starts with an n-
dimensional fractional vector y and rounds at least one floating element y, € (0,1) in each

iteration of the While loop. Hence, the while loop takes at most n iterations.



B.3. ProoF oF THEOREM 3.4 159

Let z,, be the random variable denoting the value of y at the beginning of iteration m, and
let ng be the last iteration after which all the elements of y are integers (ng < n). We have
z1 = y(1) and the returned set S = {u € N : (Z,y11)u = 1)}. In the following, we will first
show that

Vi, E[F (2n11)] > EIF (2.,)) (B.6)

where the expectation is taking over the randomness of the updating step in Line 16 in

Algorithm 2. Then, we have

We now prove the inequality Eq. (B.6) for a fixed iteration m. Suppose that elements u and
v with y,, v, € (0,1) are the two elements found in current iteration (Line 14 of Algorithm 2.

Let a,, and b,, be the values of a and b respectively in iteration m, and d,, = 1, —1,. Then,

b,
am~+bm

we have z,,,1 equal to z,, + a,,d,, with probability and equal to z,, — b,,d,, with

probability —*2—_ which indicates the conditional expectation given F' (zm) = h,

E[F(2m1)|F (2m) = I]
— bm
" Q + b,

(B.7)

Am

F m mdm - 1
(Zm +a )+am+bm

F(z, — bpd,y).

Let g,(¢) & F(z,, + &d,,). Now g,(€) is convex in ¢ due to the convexity of F(-) in the

direction d,,, = 1,—1,. It indicates: ambrbmgz(am)%—ﬁgz(—bm) > ¢,(0), i.e., = F(z,,+

Y amtbm

amdm) + ;5= F(2m — bpdyn) > F(z5,). Hence, we have

E[F(2pm:1)|F(2m) = h] = F(zy,) = h.
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Let H be the set of all possible values of h. We have the following inequalities:

E[F(2m1)]

_ZE (Zm+1)|F(2m) = h] - P{F(2mm) = h}

> h-P{F(z,) = h}

heH

=E[F(z)],

(B.8)

which is exactly Eq. (B.6). This completes our proof for E[f(S)] > F(y(1)) and then the

results in Eq. (3.10) by combining the result in Eq. (B.11). N

B.4 Proof of Lemma B.1

Proof. Let 1g represent the characteristic vector of subset S and q* = [g%]sen, denote an
optimal solution to Problem (3.5). Define an n-dimensional vector y* = > ¢ N, @51s with
the coordinate corresponding to u being 7 = Y ¢ Niues 45 for each u in N. Then, we have
r < y* < 1 (constrains in Problem (3.5)) and y*'1 < k since any set S € N, satisfies

151 < k, which implies y* € P;. Based on the definition of x(7), we have

=) i (F(y(r) v 1.,) — F(y(r)))

ueN

=Y Y g (Fly(r) V1) - F(y(r)))

ueN SeN;ueS

=Y a5 (Fly(r) V1) - Fy(r).

SeN}, uesS
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Recall that the multilinear extension F'(y) represents the expected value of the submodular
function f(R(y)) where R(y) is a random set with each element u being independently
selected with probability y,. To distinguish from other randomness, we denote the multilinear

extension as F'(y) = Egpy[f(R(y))]. We have

Y ds ) (Fly(r) V1) = F(y(r))

SeN} u€eS

=Y a5 ) Ery[f(Ry(7) V1)) = f(R(y(7)))]
SeN} ues

23 GEr [ (Ry(1) V 16)) — F(R(y(7)]
SeNE

2 S GiEnny [F(R(Ls) — F(REY()]
SeEN

= 3" G518 - Fy()
SeN

=Y asf(S) = > a5F(y(n)
SeN; SeNk

=Uspt — F(y(7))),

where inequality (a) holds due to the submodularity of f and (b) due to its monotonicity.

Then, we derive the result Eq. (B.4) in Lemma B.1. O

B.5 Proof of Theorem 3.6

Proof. Similar to the proof of Theorem 3.4, we first show that the fractional vector y(1)
satisfies F'(y(1)) = (1 — 1/e™)Uopt + F(r)/e™ (D) and then that E[f(S:)] > F(y(1)) holds
in each round ¢ = {1,2,---}, (@), which is exactly the same as Theorem 3.4. Combining

them, we derive the result in Eq. (3.10).
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In this proof, we will show F(y(1)) = (1 — 1/e*)Uspt + F(r)/e* under FairCG2.

FairCG2 starts with y(0) = r and updates y(7) with a rate x(7) —r. As the previous proof,
we will see how much F(-) increases during each discretized time interval [7,7 + d7) in the

while loop (Lines 2-9). By aplying the chain rule, we have

yy(T))

dF(y(7)) _ dy.(T) OF(y)
dr _Z< dr Yy,

- (mm - W) )

ueN Yu ly=y(n) (B.9)
— <(JJ (7_) —r ) F(Y(T) \ 1u) — F(Y(T))>

ueN ' ' 1 o yu(T)
> (wulr) =) - wu(7) = (x(7) —1)TwW(7)

ueN

Let y'(7) be a point in the convex polytope Py, such that y'(7) — r = ¢,x(7), where ¢, is a

constant. Then, y’(7) satisfies the following two constraints:

Yu(T) <1,Vu

ZuEN y;(T) < ka

ie.,

Tu + Cr 2y (7) < 1,Vu
(B.10)

Y owen Tu + k<K,

where the second inequality of Eq. (B.10) is from ) _\ 2.,(7) = k due to the fact that

x(7) must be a vertex of the convex polytope P;. Let D, = {u € N : z,(1) # 0}

Combining the constraints in Eq. (B.10), we set ¢, = min{ m})n i_{:), 1— Z“ekN "1 and let
uchDr u
Zu Tu

«*}. Obviously, we have c; > ¢, and thus y'(7) —r > ¢;x(7). Then,

¢r = 1 —max{maxr,,
u
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the inequality in Eq. (B.9) becomes

where the second inequality is from the definition of x(7).

Combining Lemma B.1, we have the differential inequality with respect to the function of

F(y(r)):
dF(y(7))

I > (U~ Fly ().

Solving the above differential inequality with the initial condition F(y(0)) = F(r) under

FairCG2, we have the fractional vector y(1) satisfying

F(y(1)) = (1 — 1/ ) Uy + F(r) /e (B.11)

Combining the result E[f(S;)] > F(y(1)) in each round ¢, we derive the result in Eq. (3.10).
0

B.5.1 Proof of Theorem 3.7

Before proving Theorem 3.7, we first present a sufficient and necessary condition for a fairness

requirement vector r being feasible. The proof is shown in Appendix B.5.2.

Lemma B.2. A fairness requirement vector r is feasible if and only if r’1 < k.

The proof of Theorem 3.7 is inspired by [108]. We show that the fairness “debt” for each
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element u by the end of round ¢ is less than one, ie., 1t — N,; < 1 for all u in N and
each t. However, our proof is more involved because of the combinatorial nature in each
round. Specifically, in [108], only one element could be selected in each round, and a feasible
requirement r satisfies nr < 1. They divide the interval (—oo,nr) into n 4+ 1 partitions
by the points in {0,7,2r,--- ,(n — 1)r} and show that the fairness “debt” of each element
must lie in one of the partitions in every round, which further implies rt — N,; < nr < 1.
During this process, it is not difficult to identify the new partition to which each element
belongs after the selection in each round. However, for the MMSM-CF problem we consider,
a fairness requirement r is feasible only if nr < k (Lemma B.2). We cannot do the partitions
in a similar manner since n/k is not necessarily an integer. Moreover, it sometimes becomes
difficult to identify the new partition to which each element belongs after the selection. In our
proof, we divide the time horizon into small periods and group the elements in N according
to their selection times. Then, we show by induction that two useful conditions about the

groups hold in every period, which further implies the short-term fairness guarantee.

Proof. We prove Theorem 3.7 by showing that % Zthl Tjues,y > —% holds for every element
w and any 7" € {1,2,...}. That is, rT'— N,r < 1 holds for every element u and any
T € {1,2,...}. We call the value d,; = rT — N, r of element u as the fairness debt of
element u by the end of round 7'. In the proof, we show that this debt is less than one for

every element v and any T'=1,2,---.

Note that the fairness debt of each element u in round 7T is determined by its being selected
times N, 7 (because we assume the same fairness requirement r for every u). We focus on
finding the potential trend in terms of the selection times of all elements with FairDG. In
round T, we partition the ground set N according to the selected times of each element

Ny, 1. Define Jr,, =S {u: Nyr = m}. Then, we have N' = Jpo U Jpy U--- U Jpr for any
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T € {1,2,---}. Moreover, for simplicity, we define the following sets:

jT,m £ {w: Nyr >m},

Then the following lemma is the key of the proof, implying the short-term fairness in Theo-

rem 3.7.

Lemma B.3. For any integer m € {0,1,2,---}, we have
1. J[%Lm U jf%],m =N,

2. [Jrmym| < (2 = [2]) ks

r

We provide the proof of Lemma B.3 in Appendix B.5.3.

Condition 1 in Lemma B.3 ensures that each element is selected for at least m times by the

end of round [“].

Consider an arbitrary integer m > 0. For any round T such that [2] < T < ["H] —1, and

T

any element u, we have N, 7 > m and the fairness debt of u satisfying

du,T =rT — Nu,T

<r Gm:ﬂ - 1) —m (B.12)
<r <m:1) —m=1.

Therefore, we have d,, v < 1 for every T € {1,2,-- -}, implying FairDG being 1-fair. O
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B.5.2 Proof of Lemma B.2

T

Proof. First, we prove that the condition, r'1 < k, is necessary: if r is feasible, we have

r'1 < k.

If the requirement vector r is feasible, there exists a policy that schedules a sequence of sets

S = (51,59, ...) satisfying the fairness requirement in Eq. (3.1), which implies

Z Ty < Z llrgg.}f— Z IE H{uESt}

ueN ueN
<lim inf Z E ;/H{uest}] (B.13)

t=1

<11m1nf—Zk:—k

T—o0

where (a) is from the cardinality constraint. Hence, we have Y, _\-r, <k, i.e, r’1 <k.

Then, we show that the condition r'

1 < k is also sufficient. That is, we can always find
a policy satisfying the fairness requirement in Eq. (3.1) as long as r'1 < k. Consider
T > 0 rounds. As described in the model, in each round we can select k elements. Thus,
we can treat these 7' rounds as KT slots, where we can select one element in each slot.
Denote the kT slots as (1), ... 7MW 1@ ... 7@ ... 1) ... T®) and the ground set
as N' = {uy,uq,- - ,u,}. Consider a policy 7’ that, starting from slot 1M assigns each
element wu; for consecutive slots one by one until the [(23:1 7y;)T']-th slot. Specifically,
assign the first element wu; in the first [r,, 7| slots, the second element uy in the following
[(ruy + 7, )T = [, T slots, and so on. Since r'1 <k, ie., [3, oy 7T < [KT| = kT,
policy @’ completes the above assignment for the last element u,, and each element w; is
assigned in [(Z;:l T, )T — ((Z;;ll 7y;)T] slots. Then, for any ¢ < T, select the elements

that are assigned in the slots, t(, ¢ ... ¢®*) in round ¢. For those rounds with less than k
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elements, add any element that has not been selected in that round. Note that each element

u; will be scheduled in distinct rounds due to [(Z;Zl Tu; )T — [t Ty T < [, T < T.

J=1

Taking limits yields that the selection fraction of each element u; satisfies

T
IITHLLIOlff ;E []I{uz‘ESt}]

[(Cicara)T| = [z )T | (B.14)

< Tim i
>l nf 7
T —1
>liminfL =Ty,
T—o0 T

T

Therefore, with the condition r'1 < k, policy 7’ satisfies the fairness requirements Eq. (3.1).

]

B.5.3 Proof of Lemma B.3

We prove Lemma B.3 by induction. In the inductive step, we assume that the two conditions
hold for any m € {0,1,2,---} and then show that they still hold for m + 1. First, we
present two important results based on the the assumption and then directly use them in

the inductive step.

We divide the time horizon into small periods at [“*], where m = 0,1,2,---. Denote the

m-th period as T, i.e., Ty = {[™=2] + 1, [Z2]} form=1,2,---.

T

Assume that the two conditions hold for m. We have Nw[% > m for every element u and

the following three observations.

Observation 1: For any element v with N, ;1 = m, i.e., u € J;_1 , we have the following

observations.

1. if u € S, (selected), then u € Jy 41,
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2. ifu ¢ S, (not selected), then u € J .

Observation 2: Assume N, =1 > m for every u in N. For t € Tpiq\{[™]}, we have

the following results:

1. Ay = Jicam.

2. Jim C Jisim

3. If |Ay| > k, then |Jy | = [Jim1m| — k,and | Jy 1| = [Ji—1mi | + -

4. If |At| < ]{7, then ‘Jt,m| = O,and |Jt,m+1| < |Jt—1,m| + |Jt—1,m+1|‘

Proof. For any ¢t = [2] 4+ 1,---, [25] — 1, we first have Ny, > m for any u in NV, i.e.,

r

Jt—l,m U jt—l,m =N.

1. 1) Yu € thl,m;

1t — Nyg—1 > 7’(@] -m=>=0
r

= u € A,

11) Vu € jt—l,ma Nu,t—l > m+ 1 and
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Then, we have the result 1.

2. Notice that J; 1, UJi_1,m = N.

1) Yu € Jt—l,m)
Jtme1, ifu €S,
wed T t (B.15)
Jrm, fuégS;.
ie.,
jt,m; if ue St;
u € (B.16)
Jtm, ifu &Sy
ii) Yu € jt71,m, we have
U € Jim, (B.17)

whenever u is selected or not.
From above, we know that every element « in .J; ,, is from J;_ ,,, and then the result holds.

3. if |As| > k, then S; C A; according to FairDG, indicating that k elements from J;_; ,, are

selected as S;. Hence, the selection times of element u is

m + 1, Vu € St,
Nu,t = m, Yu € Jt—l,m\SM (B18)

Nu,tfl > m + 17 Vu € jtfl,m-

We have J; ., = Ji_1,,\S: and then |J;,,| = |Ji—1,m| — k. Similarly, Ji i1 = Ji—1me1 U Sy

and then |Jt,m+1’ = |Jt—1,m+1| + k.

4. If |Ay| < k, then every element in A; is selected in round ¢, i.e., A, C S;. Hence, the
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selection times of element v is

m + 17 Vu € Jt—l,ma
Nu7t = Nu,tfl + 1 2 m + 2, ‘v’u € St\t]tfl,ma (Blg)
Nu,t—l 2 m —+ 1, Yu € J_t—l,m\St-

Then, we have J; ,, = 0 and Jy 11 = Ji—1.m U Jt—1m41\ (St N Jt—1.m+1). Obviously, the result
holds. Il

Observation 3: Assume N, =) > m for every u in N. In round t = P”THL we have:
Ar=Ji1m U o1 me

Proof. Obviously, we have Ny m1g 2 m for any w in AV and thus, Jpmery U pmeny g U

Tty min =N

l) V'LL € JfLH]—l,m7

1
rt — Nyt1 :r(m+ 1—-m>0
r
= Uuc At-
ii) Yu € J"Lﬂ1_17m+17
m+ 1
Tt — Nyt =71] 1-(m+1)>0
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= u € A,

iii) Vo € Jrmiiy g0y, Nypme1g = m+ 2 and

u

1
rt—Nu,t_lzr(m: 1= (m+2)
2
<r (M2 -1) -ty
2
<7“-m:_ —(m+2)=0
:>U¢At

Proof of Lemma B.3. We prove the lemma by induction.

Induction base case (m = 0): At the very beginning, we have N, = 0 for any « in N and

thus, N = Jyo U Jop trivially. Moreover, we have |Jyo| = n < % - k. That is, results 1. and

2. in Lemma B.3 hold for m = 0 trivially.

Inductive Step: Assume that both the results hold for m. Combining the above observations,

we show the results hold for m + 1 in the following.

Consider three cases:

i) when [®H] > [2] + 1, there exists a round 7 € {[2] 4+ 1,---, [2H] — 1}, such that

T

AL < k;

ii) when [ZH] > [2] + 1, for every 7 € {[2] +1,--- , [ZH] — 1}, |A;| > k holds;

T

iii) [ = [2] 4 1.
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Case i): There exists 7 € T \{[ 2]} such that |A,] < k.

T

Due to A, = J, 1 and N = J,_1,, U J; 1, we have

Vue Jiim=>ueS: =>uc Jmn

_ vE Jrmy ifveS;
Yv € JT—I,?’TL =

veJ,, ifvgs; (B.20)
=V E jT,m = Jr,m+1 ) jT,m+1

Hence, we derive N' = J; ;11 Ujﬂmﬂ. For each element u, we have Nuv(mTH1 > Ny = m+1,
and thus, v € Jymt1q,, U j[m]7m+1. Therefore, we obtain the first result N = Jrme1y,, U

J_[mTHLmH in Lemma B.3.

Besides, we have Jrmsiy_y,, C Jrm = 0 and then Apmery = Jrmayy 0y and N =

Tpmt) gt U Jpmst)

1) If [A[ms1y| < K, then all elements with N, rms1;_; = m + 1 are selected. We have
Yu € J[mT-H-‘_lvm"Fl = U < S’—mT-H1’ and then, u &€ J"mT-H‘|7m+2

= [Jmi17 41| = 0 satisfying the result trivially.

2) If |Apme1y| > K, then k elements from Jym+1y_; ., are selected in this round. Then, we
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have

’J]'mTH],m+l|

= |J[m7+1}—1,m+1’ —k

Hence, the second statement in Lemma B.3 holds for m + 1.

Case ii): When [™H] > [2] + 1, for every 7 € {[2] +1,---, [™H] =1}, [A-| > k holds.

According to Observation 2, we have
[ Jrmipam| = [Jrmym| — K

[ Jrm1am| = |Jrm)1am| — K

|J[m7+1171,m| = |‘](m7+1172,m| —k

m+1 m
sty snl = izl = (2221 = 1= 127 &

< (B -r)e- (M -2 (B.21)

T T T T
1 1
:<m—|— +1_(m—|— ])k
r T

In round [Z#], we have Armary = Jpmery g U Jpmery g 4 according to Observation 3.
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Vu € Jpmery_y,, will be selected, i.e., u € Spme1y, and then, u € Jrmi1y 113

Vu € J[mTHW_LmH will be selected, i.e., u € S[mTH], and then, u € J[mTHLmH. That is, the

number of selection times for each element will be

Ny ey
(
m+1, VuG J(Lﬂ]flmﬂ
m+27 Vu I~ J’—L'H1—1,m+l7 <B22>

u

Then, we have Jpmiry g, = 0, indicating N' = Jpmiry gy U j"mTH]ym+1. Moreover, by
Eq. (B.21) we have

|J[WT+11,m+1| = |<][m7+1]71,m|
1 1
<(m+ +1—(£1)k
r r
< (m+2 B [m+11> k:,
r r

where the last step is from r < 1. That is, the second result in Lemma B.3 holds for m + 1

2) Consider the case when [Afmty| > k.

Note that every element u in Jym+1y_; ,, with a larger fairness debt (smaller N, rm+1;_,) have

a higher priority of being selected than any element in J (ML) 1 g

Since |‘]f’"7“171,m| < (2 +1— [T k < K, every element in Jpmiiy will be selected.

T

That is, for Vu € J{mTH“_lym, we have u € S[mTHW, and then, u € J[mTJrle_i_l.
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Besides, k — [Jrmt17_;,,| elements from Jim+1y_y,, are selected.
Then, we have Jim+1,,, = 0, indicating N' = Jrm+17,,.4 U j"L-H'|7m+1.

For Yu c S"mTH]\J"mTH]_Lm, we have u c J"mTH‘|_1’m+1 (|A"mT+1‘|’ > k), and then, u €

Jrme1y 0. In details, the number of selection times of each element will be

Ny sy
’
m+1, VUGJ"L-H-|_Lm,
m+2, \V/U - J(Lﬂ]fl,n’h%lﬁs[miHW? (B23)
m+1’ \V/UE J’—L_H1—1,m+1\sl—m17
| Nypmtry_y = m+2, otherwise

Finally, we have

P/EESE
= [ Jpmary g |+ [Jpmta g g | — (/f - M%}—LM)

S — k4 [Jpmiry_y |

T T
1 1
<o+ ™M
T r T
m+ 2 m
S B A S Y
. ( (TT)
m 4+ 2 m+1
\( r _’7 r —‘)k

That is, the second result in Lemma B.3 holds for m + 1 when |[Afm+1,| > k.

Case iii): [ZH] = [2] + 1.

r

In round [mTHL we have Armi1y = Jymyy U Jrmy 0 according to Observation 3. We
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consider the two cases 1) [Ajms1;| <k and 2) [Apm+1;| > k as in the other two cases.
Vu € Jpmy, will be selected, Le., u € Symt1q, and then, u € Jrme1y 143

Vu € Jpmy i will be selected, ie., u € S[mTJrl-‘, and then, u € J{'rnfﬂlm_i_Q. That is, the

number of selection times for each element will be

Nu,]'m;"l]
(
m+41, Yu € J[%Lmu
m+ 2, Yu € J[%Lerla (B.24)

\ NU,[%W 2m—i—2, VUGN\S[LH].
Then, we have Jymi,, = 0, indicating N = Jpma1q g U j"mT-i—le_,'_l. Moreover, we have

| Jrmt) ot = [z ml

< (m+1_(@1>lC

r r
1 1
:<m+ +1_(ﬂ1)k
r r
2 1
<(m~|— _(m%— W)k,
r r

where the last step is from r < 1. That is, the second result in Lemma B.3 holds for m + 1

when [Apmeiy| < k.
2) Consider the case when [Afmty| > k.

Note that every element u in Jymj,, with a larger fairness debt (smaller N, =) have a

higher priority of being selected than any element in Jymy 1.
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Since [Jimy | < (2 1 — [=H7) k < k, every element in Jrm) m will be selected. That

is, for Vu € Jymy,,, we have u € S"L-H~|, and then, v € Jrme1y 44
Besides, k — |J[%1,m| elements from Jymy,,,, are selected.
Then, we have Jymey,, = 0, indicating N = Jrmtaq 0y U Jpmiag 0

For Yu € Sl—mT-H-‘\Jl—%]’m’ we have u € J]—%],m—i-l (|A"m7+1‘|’ > k), and then, (IS meT—H],m-f—Q' In

details, the number of selection times of each element will be

Ny 1y
¢
m+1, Yu € J[%Lm,
m+ 2, Yu € J[%],m—f—l ﬁS(Lﬂp (B-25)
m + 1, Yu € J[%],m-Fl\SfL'H]?
\ Nu,f%W >m+2, YuceE N\J(%],m\(][%],m+1-

Finally, we have

|meT'H1,m+1|
= [Jpmery gl + [Tpmsny | — (k - |J[m7+11_1,m|>

Sn—k+ [Jrmery_y |

r r
1 1
<= k_“ﬂ.k_[% k
r r r
m+ 2 m
=— k—01Q+[—]k
T2 - (14 [2)

That is, the second result in Lemma B.3 holds for m + 1 when [A[m+1,| < k. Therefore, the
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two results in Lemma B.3 hold for any m > 0. We complete the proof. 0



Appendix C

Proofs for Chapter 4

C.1 Proofs and Supplementary Materials for Section 4.5

In this section, we provide the proof of the theorems in Section 4.5 to show that DP-DPE is
differentially private under different models. Before considering different models, we describe

the Gaussian Mechanism in the differential privacy literature.

Let f:U — R® be a vector-valued function operating on databases. The /fs-sensitivity of f,
denoted A, f is the maximum over all pairs U, U’ of neighboring datasets of || f(U) — f(U')]|.
The Gaussian mechanism adds independent noise drawn from a Gaussian with mean zero
and standard deviation slightly greater than A, f \/m /€ to each element of its output
[53].

Theorem C.1. (Gaussian Mechanism [50]). Given any vector-valued function f : U* — R?,

fU) — f(U")||2. Let 0 = Agy/2In(1.25/0)/e. The Gaussian

mechanism, which adds independently drawn random noise from N'(0,0?) to each output of

. A
define Ay = maxy ey

f(), i.e. returning f(U) + (71,...,7s) with ~; N0, 02), ensures (g, 8)-DP.

C.1.1 The Central Model

The PrivaTizer P in the central model adds Gaussian noise to the averaged local performance

of each action directly, i.e., at analyzer A while doing identity mapping with R and S. That

179
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is,

gy =P ({g;u}UEUz) ({yl }UGUZ |U| Z Yy + 717 SR 7781)7 (C1>

uel;

where ~; N (0,02,).

’r¥ ne

Proof of Theorem 4.4. Recall that Uy = (U;)E, C U represents the sequence of participating
clients in the total L phases. Let Uy, U C U be the sequence of participating clients differing
on a single client and U, U/ be the sets of participating clients in [-th phase corresponding

to Ur and U} respectively. Note that the ¢y sensitivity of the average ‘U| > g is

uel;

1
Ay = max ||— y— Y
2 Z/lT,Z/’é—x |Ul| Q;Ul l |U| Z l

GU/ 9
1 , (C.2)
< Wuni,agz{ 15" — 4" [I2
QB\/S_Z
< — max ||[7]]s < ,
|Ul’ -y Hyl ||2 |Ul’

where the last step is because s; is the dimension of y#* and then [|7||3 < sil|y(x)[|? < s;B%.

_ 2B4/2s5;1n(1.25/6)

Let 0, = 01 . According to Theorem D.13, we have that the output g; of the

PrivaTizer in the central model is (g,0)-DP with respect to Ur.

Combining the result of Proposition 2.1 in [50], we derive that DP-DPE with a PrivaTiZER
in the central model is (e, d)-DP. O

C.1.2 The Local Model

The PrivaTizer P in the local model applies Gaussian mechanism to the local average perfor-

mance of each action (¢}*) with R while doing identity mapping with & and pure averaging
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with A. That is,

G = P ({5 uewr) = ﬁ SR = ﬁ S @ ),

uel; uel;

where v, "~ N(0,02,1,).

Proof of Theorem /.6. An algorithm is (g,0)-LDP if the output of the local randomizer R

is (g,0)-DP. In the local model of PrivaTizeEr, we have
R =9 + Yu- (C.3)
For any input of local parameter estimator 4, the ¢y sensitivity is

Ao = max [ — il < 2max |7 < 2By on
YLy,

Let o, = M. According to Theorem D.13, we have that the output of the

local randomizer R of the Privatizer in the local model is (e, §)-DP. That is, the DP-DPE

algorithm instantiated with the Privatizer in the local model is (¢, §)-LDP. ]

C.1.3 The Shuffle Model

In the shuffle model, the PrivaTizEr P operates under the cooperation of the local randomizer
R at each client, the shuffler S, and the analyzer A at the central server. First, we present
the implementation of each component of the Privatizer P, including R, S, and A, in the

shuffle model in Algorithm 7.

The Privatizér P in the shuffle model adds binary bits to the local average performance
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of each played action (after being converted to binary representation) at each client, i.e.,
at local randomizer R, and then shuffles all bits reported from all participating clients via
a shuffler S before sending them to the central server, where the analyzer A output an

unbiased and private estimator of the average of local parameters. That is,
o ="P ({4 tuev)) = ASHURG) buerr))- (C.6)

Before proving Theorem 4.8, we first show that the shuffle protocol in Algorithm 7 is (e, d)-
SDP.

In this proof, we use (-); to denote the j-th element of an vector.

Theorem C.2. For any e € (0,15),d € (0, 1), Algorithm 7 is (¢,6)-SDP, unbiased, and has

AZ1n2(s/6)

error distribution which is sub-Gaussian with variance o2, = O ( e

) and independent

of the inputs.

Proof. The proof for the privacy part follows from the SDP guarantee of vector summation

protocol in [35]. In the following, we try to show the remaining part of the above theorem.

Consider an arbitrary coordinate j € [s]. Note that the sum of the messages produced by
R at client w is: w,; + 71 + 2. Since 7; is drawn from Ber(w, ;g/(2As) — @, ;), which
has expectation E[y;] = w,, ;¢9/(2A2) — @, ; and is 1/2-sub-Gaussian according to Hoeffding

Lemma. Meanwhile, 75 ~ Bin(b, p) indicates E[ys] = bp and v/b/2-sub-Gaussian. Recall

that z; = 282 (S (6):) = blU|p) = 282 (X ey (W + 71 +72) = b|U|p) and 0; = 2 — A,.
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We have

2A
= (Z(wu,j +m+e) - bIUlp> — Ay

_24 (Z(“’w‘ +E[n] + E[y]) - bIU|p> -

g|U‘ uelU

2A2 (’U)ujg )

= = +bp| —=blUlp|] — A Wy

101 (Z 2A Vlp) =8 = |Uru;, 97
Yu)j + A2) Yu);j

|U\Z 2) = Do = \U\Z

uelU uelU

which indicates that the output is unbiased estimator of the average. In addition, according

to the property of sub-Gaussian, we have the output o; satisfies

Var|o;] =Var|z; — Ay]
[9A,

=Var | —

glU|

bl
2A2<

Z Wy,j + 71+ 72))

uclU

(
Z(’Yl + 72))

uelU

=Var

19

AN |U b|U|
_l’_ -
2|U’2
|

4

2 2

3% (. (i)
A2 180g% In (4s/9)

s (2014 )

02) 180A21n (4s/6)  180A21n (4s/d)

A |U’252 ‘U’QéQ

_ 360A3In (4s/6) 0 (Ag In? (5/5))

U[>&? UPe )~

<

where (a) is derived from our choice of g in Eq. (D.55). The output o; is O (%EM))—

sub-Gaussian. Then, the output vector o = {0,};¢ is a s-dimensional O (A2 ‘lgfj/ 6)>—sub—
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Gaussian vector according to the definition of the sub-Gaussian vector. 0
Now, we are ready to prove Theorem 4.8.

Proof of Theorem 4.8. From Theorem C.2, we have the shuffle protocol in Algorithm 7 guar-
antees (g,9)-SDP with inputs {y,}uey. In the DP-DPE algorithm, we apply the shuffle
protocol in Algorithm 7 as a Privatizer with inputs {7} }uey, and Ay = max ||g}]|2 = By/s;
in each phase [. By admitting new clients in each phase, the DP-DPE algorithm is (g, 0)-
SDP. O

C.2 Proofs of Theorems in Section 4.6

In Section 4.6, we present the performance analysis of the DP-DPE algoritm in different DP

models. In this section, we provide complete proofs for each of the theorems in Section 4.6.

C.2.1 Proof of Theorem 4.9

Before proving Theorem 4.9, we first provide the key concentration under DPE in the fol-

lowing Theorem C.3.

Theorem C.3. For any phase |, under DPE with o, = 0, the following concentration

inequalities hold, for any x € D,
P{<9} 0 x) > m} <28, and P {<9* G x) > m} < 2. (C.7)

Proof. We prove the first concentration inequality in (C.7) in the following, and the second

inequality can be proved symmetrically. Note that for any action x € D, the gap between
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the estimated reward with parameter 6§, and the true reward with 6* satisfies

~ ~ 1 1 ~ 1 1
-0 %)= (60— —SN 0,+—S 0, -0 0)y={0——5 0,2 )\+— 0, — 0" z).
=0 <l o 2= o 2 > <l i 2 >!UMZ< /

uelU; uel; uel; uelU;

Then, with o, = 0, we have

o1 1 4d 1 207 (1
| Ous +—Z<9u—9*,x>2\/—10g<—)+\/—log<—>}
| l|UEUl > ‘Ul‘ueUl hl’Ul’ 5 ’Ul’ 6
o1 4d 1 1 207 (1
<Pl{b——S0a2)> —log(—) + P S0, - 05 %) > —log(—> .
{< U] 2= > \/hlw 5 } {|Ul|uezw< '\ o\

(C.8)

8

In the following, we try to bound the above two terms, respectively. Under the non-private

DP-DPE algorithm, the output of P is the exact average of local performance, i.e., g, =
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P ({4 buer,) = ﬁ > uew; Ui~ Then, the estimated model parameter satisfies

0 =V'G,
VY )
x€supp(m)
=V Y afix Zyz
xesupp(m;) uEU
- Z LX)y (%)
! uel; x€supp(m;)
B |ZV1 PORE DN ()
t uel; xz€supp(m)  teT(x)
s F mests Y
! uel; xe€supp(m;) xesupp(m) tET;(x)
’Ul’ Z |7 (Vleu + Z%,t%ﬁ)
uel; teT,
1
O+ — > V! it Tt
|Ul Z [ Z 277 o
uel; uel; teT,

For any x in D,

<:1:, Vz_l Z nu7t$t> = Z(aj, Vrlxtmu,t. (C.10)

teTy teT,

Note that 7, is ¢.7.d. 1-sub-Gaussian over ¢ and that the chosen action z; at ¢ is deterministic

in the [-th phase under the DP-DPE algorithm. Combining the following result,

Z(m,Vl_lmt V=gVt (Z T, > Iy = ||x||v 1

teT; teT;

where the second equality is due to V; = ZteT z;x;, we derive that the LHS of Eq. (C.10)

ll=l
is H:L’HV—l sub-Gaussian. Besides, we have H:UHV_1 < Vlh(l"” - < g(le) < i—il by the near-

G-optimal design. According to the property of a sub-Gaussian random variable, we can
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obtain

Ly > 4d 1 Uil og(1/8)
P Z, V_l Nt } - log (_) < exp{ — 11UL _ ﬂ
{ |Ul| uel; < : teT, t t> \/hllUll I} 2. i_fll

(C.11)

Combining the result in Eq. (C.9), we have

~ 1 4d 1
P{<91 - m%%,z> > \/hz\Uz\ log (E)}

1 4d 1
=P — z, V! witle ) = lo <—) < .
{|U,|§Ul< l X;n t> \/hl|Ul| s\ 5 }

For the second term of Eq. (D.25), we know that (6, —6*,x) = (£, z) is ||z||20-sub-Gaussian.

Similarly, according to the sub-Gaussian property, we have

1 202 (1 U] - 35 log(3)
P{— 0, — 0", x) >/ —log | = <expl — i B < 6. C.12
{rwy >\l g(ﬁ)} p{ ooy [ S (O

uel;

Therefore, we have

P{ti-0"%) >} <25

The symmetrical argument completes the proof. O

To prove Theorem 4.9, we first present two observations with high probability based on
Theorem C.3, then analyze the regret in a particular phase [ > 2, and finally combine all

phases to get the total regret.

Under DPE algorithm, define a “good” event at [-th phase as &;:

5lé{<9*—9~z,$*><Wz and Vz € D\{z*} (él—ﬁ*,x><l/l/l}_
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According to Theorem C.3, it is not difficult to derive P(&;) > 1 — 2k via union bound. In

addition, under event &, we have the following two observations:

1. If the optimal action z* € D;, then z* € D;,;.

2. For any x € D;;4, we have (0%, 2* — x) < 4W,.

Proof. Observation 1: Let b € argmax,p, (0,,z). If z* = b, then z* € Dy, according to

the elimination step in Algorithm 5. If z* £ b, then under event &, we have

<(§l,b — $*> = <(§l,b> — <(§l,l'*>
(C.13)
=(0",b— ") + 2W,

<2,

which means that x* is not eliminated at the end of the [-th phase, i.e., x* € D;.;.

Observation 2: For any € Dy, we have (6;,b — x) < 2W,. Then, we have the following

steps:
QVVZ 2 <0~l, b— X>
> (0, 2% — x)
(C.14)
= (0", 2" —x) — 2W,
where the second inequality is from Observation 1. Then, we derive Observation 2. O

Now, we are ready to prove Theorem 4.9.

Proof. 1) Regret in a specific phase [ > 2. Let r; denote the incurred regret in the [-th

phase, i.e., 1 = > e (0%, 2" — xy). For any phase I = 1,..., L — 1, under event &, we have
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the following result

Ti+1 = Z <9*,37* - 5Ut>

- 4d 1 2% (1 (C.15)
_te%lA‘(\/hllUAlOg (5)+y z|10g(5)>

4d 1 202 1
=47, —1 = 4T, —1 — .
l+1\/hl|U1| o (5)+ o (5)

o )

We derive an upper bound for each of the two terms in the above equation. Note that the

total number of pulls in the (I + 1)-th phase is T4 = > )Tlﬂ(x), which satisfies

zEsupp(my41

hi - 2" = hiy < Ty < hygr + [supp(mg)| < hy - 20+ S,

where S = 4dloglogd + 16 > |supp(m41)|. In addition, we have hy = h; - 271 and 2% <

|U| < 2%+ 1. Then, for O), we have

8d 1
l
@ < 4(]11 -2 +S)\/m10g (B)

(C.16)
1 S
= 84/2d1 - hy 20—l —— |
i (6) ( : I 2<a+1>l)
As to the second term (2), we have
/ 202 1
@<4<h12 +S) Wlog E
(C.17)

=404/ 2log (%) (hlv 22—l 4 \/%) .
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Then, for any [ = 2,--- , L, the regret in the [-th phase r; is upper bounded by

1
rp < 84/2dlog | = hy - 20-a)(-1) 4 S
P hy - 2(a+1)(1-1)

+4o4/2log (l> (h1\/2(2a)(ll) + S ) )

(C.18)

B 2a(l-1)

2) Total regret:

Define &, as the event where the “good” event occurs in every phase, i.e., & = ﬂle & Based
on to Theorem C.3, it is not difficult to obtain P{€,} > 1 —2kSL by applying union bound.
At the same time, let R, be the regret under event &,, and R, be the regret if event &, does
not hold. Then, the expected total regret in 7" is E[R(T)] = P(&,)R, + (1 — P(&,))Ry.

Under event &, the regret in the I-th phase r; satisfies Eq. (C.18) for any [ > 2. Combining

r1 < 277 < 2(hy + 5) (since (6%, 2* — x) < 2 for all x € D), we have

L
Rg: E T
=1

L
f 1 S
<2(hy+S)+ ) 84/2dlog | = hy - 20=a)(=1) 4
(s + 5) ; o8 (5) < ! h1.2(a+1)(l—1)>
L 1 S
+ S oy [210g (=) [ hyv2E00D 4
Sty 2o (5) (1 )

e g (C.19)
< 2(hy + S) + 8y/2dlog(1/5) <Co\/h1'2( =) + N 1))

£/ 92—a
+ 4o+/2log(1/3) (% V2-1)(2-a) 4 015)

— 2 + S) + 8/2d108(1)B) - Cor/m2e 0w 4 S5V 2d108(1/5)
Vhi(V2—-1)
+ 4o4/21log(1/p) <4h1\/2(L—1)(2—a) + Cls) 7
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where Cy, = \/Q——ij;a_l and C; = > )%, ﬁ Note that h;, < T, < T, which indicates

2L=1 < T /hy, and L < log(2T /hy). Then, the above inequality becomes

L
Rg: E T
=1

< 2(hy + 8) + 8v/2dlog(1/3) - Cohy(\/T/hy)=% +205+/2d/hy log(1/ )
+ do+/210g(1/B) <4h1\/(T/h1)2—“ + cls)
< 2(hy + S) + 8Cy\/2dheT = log(1/5) + 20S+/2d/hy log(1/3)

+ 160+/2h¢ log(1/8) - T*=%/? + 4Cy0S+/21og(1/B).

On the other hand, R, < 27 since (#*,2* — x) < 2 for all x € D. Choose = kiT in

Algorithm 5. Finally, we have the following results:

E[R(T)]
= P(&)Ry + (1 = P(&)) Ry

< R, + 2kBL - 2T

< 2(hy + S) 4 8Co\/2dheT = log(kT) + 205 +/2d/hy log(kT)
+ 160+/2h¢ log(kT) - T*=%/? + 4Cy0S+/21log(kT) + 41og(2T/hy)
= O(\/dT'=1og(kT)) + O(aT*~**\/log(kT)) + O(d**/log(kT)),

where the last equality is from h; = 2 and ignoring the logarithmic term regarding d in S.

3) Communication cost. Notice that the communicating data in each phase is the local

average performance y;'(x) for each chosen action x in the support set supp(m;). Therefore,

the total communication cost is

L L
C(T) =) sl <) (4dloglogd + 16) - 2*' = O(dT*).

=1 =1
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Table C.1: Setting

Algorithm On Notes

DPE 0 -
2B+/2s;1n(1.25/4)

CDP-DPE 0, = 20,,v/Sd 0 = —Y—2m—

2B+/2s;1n(1.25/9)

LDP-DPE 0, = 20, /58 o = !
SDP-DPE o, = 20,,V/Sd 07,, = O (B\/il;ﬁi/é))

C.2.2 Proof of Theorems 4.11, D.10, and D.11

To be clear, we list the parameter setting of Theorems 4.11, D.10, and D.11 in Table C.1.
To prove the three theorems, we first prove the following concentration inequalities hold for

the DP-DPE algorithm under the three DP models with the setting in Table C.1.

Theorem C.4. Set DP-DPE in the central, local, and shuffle models (i.e., CDP-DPE, LDP-
DPE, and SDP-DPE, respectively) based on Table C.1. In any phase l, all of CDP-DPE,
LDP-DPE, and SDP-DPE satisfy the following concentration, for any x € Dy,

P{<§l—9*,x>>Wl} <38 and P{(Q*—él,x) >m} < 36. (C.20)

Proof. We prove the first concentration inequality in (D.63) for CDP-DPE, LDP-DPE, and
SDP-DPE, respectively, in the following, and the second inequality can be proved symmet-

rically.
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According to Line 17 in Algorithm 5, we have

0 =V'G,
=V ) aTix)n(x)
z€supp(m)
SIP VRIS SRS JTIS] (RS )
x€supp(m;) uel; zEsupp(m;) . uel; .
“/p(x)

@144 E: 2Ty(x |U|§:yl x) + V! }: 2Ty (%), (x)

x€supp(m;) ucl; x€supp(m;)
L S g 2V etV Y a0,
wel; teT zEsupp(m)

where we denote the noise introduced for privacy preserving associated with action x by
Yp(x) & Gi(x) — ﬁ > uer, Yi'(x), which varies according to the specified DP models, and
(b) is derived from Eq. (C.9). Then, for any action 2’ € D, the gap between the estimated

reward with parameter 6, and the true reward with 6* satisfies
6, — 0%, 2')

<9l U] %;9 +|Ul|20 >

<9l "o 2 9"“:"> o 2=

uel; uelU;

<V DI >+<Vf1 > AT x) > MZ

teTy xesupp(m;) uel;
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Then, we have

_p Mz<v > et > <vﬂ > xﬂ<xm,x’> i 2 .

xesupp(m;) uel;

4d 1
P u,t4t = 1 )
s {|Ul| uer <x a ;77 I> \/ nlt® (5)}

1

+P <$/’ v Z a:Tl(x)fyp(X)> > (/202 log (E)
zesupp(m;)

(C.21)

We have shown that either the first or the second probability in the above equation is less

than  in Eq. (C.11) and Eq. (C.12), respectively. In the following, we try to show that the

third term is less than § under each of the three DP models.

i) CDP-DPE. Under the DP-DPE algorithm with the central model PrivaTizer, the output

of the Privatizer P is, g, = ﬁ Ywer, Ui+ (715445 7s,), where ; " N(0,62,). Then,

r¥ ne

Yp(x) ~ N(0,02,) in the central model and is i.7.d. across actions x € supp(m). Note that

<x/avl_1 Z le(X)’Yp(X)> = Z <:E/,Vl_1;1:>7}(X)’yp(X), (C.22)

zesupp(m;) x€supp(m)

and ~,(x x) "X N (0,02.). The variance (denoted by o2 ) of the above sum of i.i.d. Gaussian

» Y nc

variables is

(a)

= Y (& V) T(x)%02, < T TV Y Tix)aa” | Villo?, = Tl o
l

xe€supp(m) xzEsupp(m;)

2

nc?
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where (a) is from Tj(x) < 7; for any z in the support set supp(m;). Therefore, the LHS of

Eq. (C.22) is a Gaussian variable with variance

sum ~N

S
< Tl H 2 < -== 02, < (1+h>2d072zc<45d0-72w:a7217
!

where (a) is due to T = >° o) T1(X) < i+ |supp(m)| < fy + 5, and the last step is

based on our setting in Table C.1. Combining the tail bound for Gaussian variables, we have

/

202 log (1
P <$’an1 3 xﬂ(x>7p<x>>> 20%10g<%) < oxp _Lg(ﬁ) <8,

202
x€supp(m;) sum

Hence, the first concentration inequality in Eq. (D.63) holds for CDP-DEP algorithm.

ii) LDP-DPE. Under the DP-DPE algorithm with the local model PrivaTizer, the output
of Pis, g, = ‘Uil' > uer, U+ (Yuts - -+ Yus,)), Where 'yu] RS <" N(0,02)). Let j, denote the index
corresponding to the action x in the support set supp(m), i.e., ;(x) = ﬁ > e, Wi () +Yug)

and 7,(x) = ﬁ Y uety, Yuje in the local model. Then,

<x/7Vl—1 Z T (x)7, > |Z Z 2 V) T (%) g, - (C.23)

x€supp(m;) u€U; zesupp(m)

Consider the sum at client u first, i.e.,

Z <x V- x>Tl X) Vau o - (C.24)

x€supp(m;)

Recall that v, ;, N (0,0%;). The variance (denoted by o7 ) of the above sum of 4.i.d.
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Gaussian variables at client u is

(a)
Ug,sum - Z <J‘J7 V;_lx>2irl(x)20-r2d < Tz'xlTVl_l Z T'Z(X>[EJIT ‘/l_1 nl - ﬂ‘|‘r Hv—lo-nla

zesupp(m;) zesupp(m;)

where (a) is from Tj(x) < T} for any z in the support set supp(m;). Therefore, the term in

Eq. (C.24) is a Gaussian variable with variance

2d (a) S
; < Tl”x/“?/flaiz <71 F : (77211 < <1 + E) 2d(7 4Sd0
! ! .

Uu,sum ~N

Uio,

nl —

where (a) is due to T = >° o) 11(X) < i+ |supp(m)| < fy + 5, and the last step is

based on our setting in Table C.1. Combining the tail bound for Gaussian variables, we have

|U;|202 log (%)

1
’Z Z (2, Vi 2T (x)y;, ) = 20210g<6) <expl — 52

uelU; xesupp(m;) u,sum

N

Finally, based on Eq. (C.23), we have

P <x/"/21 Z le(x)fyp(x)>> 2072110g<%) < B.

z€supp(m;)
Hence, the first concentration inequality in Eq. (D.63) holds for LDP-DEP algorithm.

iii) SDP-DPE. Under the DP-DPE algorithm with the shuffle model PrivaTizer, the output
of Pis, 51 = (Ao S o RUN{i}uer,) = ASHRG) buery)), where A, S and R follow
Algorithm 7. From Theorem C.2, we know that the output of (Ao S o RIVH ({3} uecr,)
is an unbiased estimator of the average of the |U;| input vectors {y}'}uey, and that the
error distribution is sub-Gaussian with variance o2, = O (BQSQF—;(‘ZZ/‘S)). Then, v,(x) =

o(x) — ﬁ > uer, Yi'(X) is oys-sub-Gaussian with E[v,(x)] = 0 in the shuffle model. Besides,

Yp(x) is i.7.d. over each coordinate corresponding to each action x in the support set supp(m;).
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Note that

<x’,Vl_1 Z ZL‘Tl(X)’}/p(X)>: Z (2, V7 2) Th(x)yp(x). (C.25)

xesupp(m;) x€supp(m)

The variance (denoted by o2, ) of the above sum of i.7.d. sub-Gaussian variables is

(a)
Gwe= 2 (@ V) TP < TV Y T’ | ViTelor, = T/} 00

ns’

z€supp(m;) z€supp(m;)

where (a) is from 7Tj(x) < 7; for any z in the support set supp(m;). Therefore, the LHS of

Eq. (C.25) is ogub.g-sub-Gaussian variable with variance proxy

2d (a) S
e STk < T 50k, < (14 ) 202, < 48, =,

where (a) is due to T; = > Ti(x) < hy + |supp(m)| < by + S, and the last step is

zesupp(m;)
based on our setting in Table C.1. Combining the property for sub-Gaussian variables, we

have

1 202 log (%)
P x, Vl—l e Z( )le(x)fyp(x) > (/202 log (B) < exp —W < B
resupp(m

Hence, the first concentration inequality in Eq. (D.63) holds for SDP-DEP algorithm.

With the symmetrical arguments under the three DP models, we derive the results in

Eq. (D.63). O]

To prove Theorem 4.11, D.10, and D.11, we follow a similar line to the proof of Theorem 4.9
by first analyzing the regret incurred in a particular phase with high probability, then sum-

ming up the regret over all phases, and finally analyzing the communication cost associated
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with each instantiation of the DP-DPE algorithm.

Before getting into the proof for each DP-DPE instantiation, we present two important

observations under the “good” event at [-th phase. Recall the “good” event definition at the

[-th phase &:
g2 {<9* — 0,2y <W, and VreD\{z*} (6 —0"%)< m} .

According to Theorem C.4, it is not difficult to derive P(&) > 1 — 3kp for the DP-DPE
algorithm. In addition, under event &, we can still have the following two observations for

all the DP-DPE instantiations:

1. If the optimal action z* € D;, then z* € D;,;.

2. For any x € D;;1, we have (0%, 2* — x) < 4W,.

For any [ = 1,...,L — 1, according to the second observation under event &;, we have the

regret incurred in the (I + 1)-th phase satisfies

I
=
\.*
8
3

A
Tl+1

N
(]
E

Ad 1 202 1 1 (C.26)
= 4 lo +4/—=—lo (—) + /20210 (—)
tezﬂi (\/hz|Ul| g (5) Tl #\B \/ *\5s
4d 1 202 1 /
= 47—1l+1\/h |U| 10g ( ) +47_7l+1 Wl (6 —’—41—}4’_1 20‘2 log

N J/ N

) @
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We have shown that (D is bounded by

1 S
< 84/2dlog ( [P i [ —— C.27
@ o8 (B) ( ! hy - 2(a+1)1> ( )

and that @) is bounded by

@ < 4o4/2log (%) <h1\/2(2—a)l+ S ) (C.28)

A /2al

Regarding the third term @), it varies according to different DP models. In the following,

we analyze the term @) in the central, local, and shuffle model respectively.

i) CDP-DPE. In the central model, o, = 20,.V.Sd where ,. = 2By 2o nl1.25/0) ”23[111(1'25/5). Let

elUi]
A 2B4/2In(1/5) Th _ 200V/51dS ~ 200SVd
0o = ——- - then, oy AN

since s; < S for any [. Combining |U;| > 2,

we have

B

/ 1
< 80054 | 2d log (3) (h1 o=l %) .

ii) LDP-DPE. In the local model, g, = 20, /5% where g, = 2222050 - gptituting

U1
09, we have o, = QUS/_V”S]”"ZS < 2%3 and then derive
l l

2 G2
@ < 4(hy - 2"+ S)\/8U§j dlog (%)

/ 1 T S
< 80'05 2d10g <B) (hl -V 2@2-a)l + \/ﬁ) .

iii) SDP-DPE. In the shuffle model, 0, = 20,,v/Sd, where g, = O (M) Let

elU]

8025%d 1
@ < 4(hy - 2"+ S)\/% log (—)
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_ CsBy/siIn(s1/d) / & CsBIn(S/5)
ns = 0] and o, = .

27! S/d
. Then, we have o,, < UFUJ[ and

801252d 1

/ 1
< 80,54/ 2dlog (3) (m U=l 4 %) .

Proof of Theorem 4.11. (CDP-DPE). Under the “good” event, the regret in the (I 4+ 1)-th

phase satisfies

<O+ +06

1 S
N EN N BV e — —
o8 (5) < ! hy - 2(a+1)l>

+ 404/ 2log (%) <h1V 2@2-a)l 4 \/%)

+ 8005/ 2d log (%) (m =l %) .

Assume the “good” event hold in every phase, i.e., under event &, = ﬂle &. We have

(C.29)
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P{&,} > 1—3kBL by applying union bound and the total regret R, under &, satisfies

L
Rg: E T
=1

L
<2(h+8)+ Y m

=2

L
1 S
< - - 9(—a)(-1)
<2(h1 + 5) + > _84/2dlog (5)< hy -2 t = 1))
=2 1°
+Z40’ 210g( ) hl\/ 2(2-a)(l-1) _‘_L
=2 ﬂ hl . 2@(1—1)
& 1 S
(1—a)(l—1
+;8005,/2dlog (B) (h D 4 1)>

85/ 2dlog(1/p)
2(h1 + S) +8v/2d1og(1/8) - Cor/hy2—D(-a) 4 22V
1 &(1/B)- Covhu2 (V2 —1)
+ 40+/21og(1/B) (4h1\/2(L*1)(2*°‘) + 018>

1aL1)

+ 8005 +/2d log(1/3) (hl — +025>

2(hy + S) + 8v/2d1og(1/5) - Con/hi(\/T/h1)'~* + 205+/2d/hy log(1/5)
+do+\/210g(1/5) (4h1\/ T/hi)?o + Cls)
+ 8005/2dog(1/7) (’“ S0 czs>

21a

(c)
<2(hy + S) + 8Co\/2dhg T = log(kT) + 20S+/2d/hy log(kT)
+ 160+/2h¢ log(kT)T /2 + 40150\/2 log(kT)
+ 80oh{S+/2d1og(kT) < —i— CQS)

—0 <\/dT1*°‘ log(kT)> +0 <UTH*/2 log(kT)> +0 <UOT1*QS\/W(1<T)> +0 <0052W>

@ (UTH 2 fios (kT)> o (Bd?’/?Tla\/l?(l/é) log(kT)> 0 (Bdf’/z\/ln(i/é) log(k;T)> |
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. \/9ol—a
where in (a) Cp = \/ﬁfa_l, = W

hy, <Tp < T, (c)is by setting 5 =

and Cy = Y, =i, (b) is from hy - 2871 =

2B+/21n(1.25/6)
15

=, and (d) is derived by substituting oo =

and S = 4dloglogd + 16.

Finally, the expected regret of CDP-DPE algorithm is upper bounded by

E[R(T)] = P(gg)Rg + (1 - P(Eg)) - 2T

< Ry +2BkL - 2T

~0 (O—TH/2 log(kT)) +0 (

9 9

(C.30)

Communication cost. Notice that the communicating data in each phase is the local
average performance y;'(x) for each chosen action x in the support set supp(m;). Therefore,

the total communication cost is
L L
C(T) =) sl < (4dloglogd + 16) - 2*' = O(dT*).

=1 =1

]

Proof of Theorem D.10. (LDP-DPE). Under the “good” event, the regret in the (I 4 1)-th

phase satisfies

<O+ +06

< 8y /2dlog oty 0
hy - 2(a+1)l

1 4o 210g(%> <h1\/27+ o )

2a

/ 1 T~ S
+ 80’05 QdIOg (E) (hl . 2(2—a)l + \/ﬁ) .

(C.31)

Bd3/>T'= /In(1/6) log(k:T)> o (Bd5/2\/ln(1 75)log(kT)

) |
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Assume the “good” event hold in every phase, i.e., under event £ = ﬂle &. We have

P{&,} > 1—3kBL by applying union bound. Then, the total regret satisfies

L
Rg: E A
=1

L
1 S
/ - - o(=a)(-1)
<2(h1+5)+l§:2:8 2dlog (5)( fu -2 - h1.2(a+1)(l—1)>

L

+ 2(40 + 800SVd)y [ 2]og <%> (hlv 2@2—a)(I-1) 4 5 >

P 2a(l—1)

S2(hy 1 5) + 8+/2d1og(1/B) - Coy/ T2 1 8?/_\?(‘3%%(1@
V2 -

+ (40 + 800S/d)/210g(1/8) (47 V2E-1C=) 4 (1)
(22(h1 +5) +8y/2dlog(1/B) - Con/hi(\/T/hy)'~* 4 205~/2d/hy log(1/5)
+ (40 + 8005Vd)y/210g(1/8) (4 /(TR P + C1)
(22<h1 + 5) + 8Co/2dhs T = log(kT) + 20S+/2d/hy log(kT)
+ (160 + 32005V d)\/2h log(kT) T~/ 4 4C, So/21og(kT) + 8C100S?+/2d log(kT)
—0 (\/dTl—a log(kT)) +0 (aTl’O‘/z log(kT)) +0 (aoTlfa/Qs\/W(kT)) +0 <0052 W}
@ (aTl—a N kT)> o <Bd3/2T1a/2\/1n(1 /0) log(k;T)) 0 (Bd5/2 VIn(1/3) log(k:T)) |

9 €

where in (a) Cy = \/27”12_1;: and C; = > .5, \/2a+7_1>7 (b) is from hy - 2871 = hy < Ty < T,
c) is by setting 8 = &, and (d) is derived by substituting oq = 2BV2IA25/0) nd S =
kT €

4dloglog d + 16.
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Finally, the expected regret of LDP-DPE algorithm is upper bounded by

E[R(T)] = P(gg)Rg + (1 - P(gg)) - 2T

< Ry +2BkL - 2T

£ 9

(C.32)

= 0 (o2 fiog(kT) ) + 0 (Bd?’/QTl‘“/z\/ln(l/é) log(kT>> o (Bd5/2\/1n(1/5) log(kT)

Communication cost. In the local model, the communicating data in each phase is the pri-
vate local average reward (y;'(x) +4,,) for each chosen action z in the support set supp(m).
It is still an s;-dimensional vector from each client. Therefore, the total communication cost

is
L L
C(T) =Y sl <) (4dloglogd + 16) - 2*' = O(dT*).

=1 =1

Proof of Theorem D.11. (SDP-DPE). Under the “good” event, the regret in the (I 4 1)-th

phase satisfies

<O+ +06

1 S
< 84/2dlog | = hyoo0-a)l 4 2
o8 (5) < ! hl . 2(a+1)l>
1 s (C.33)
4oy 2108 [ =) [ hyv2E 4+ )
¢(5) (mve=e 755
o | 1 S
+ 80,5/ 2d log (E) (m =l ﬁ) .

Assume the “good” event hold in every phase, i.e., under event &, = ﬂle &. We have

P{&,} > 1 —3kpL by applying union bound. Notice that the regret 7, under SDP-DPE

) |
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share the same form as CDP-DPE except replacing oy in CDP-DPE with ¢{. Hence, we

have the total regret satisfies

R, =0 <\/dT1—a log(kT)> ) (aTl_"‘/z log(kT)> +0 (o()Tl‘O‘S\/W(kTD +0 <0652\/W(1<T))

Bd*>T'=1n(d/s) log(kT)> o (Bd5/2 In(d/5) log(k:T))

)
S S

—0 (aTl_a/2 log(kT)) +0 <
where the last step is derived by substituting o, = M and S = O(d).

Finally, the expected regret of SDP-DPE algorithm is upper bounded by

E[R(T)] = P(gg)Rg + (1 - P(gg)) - 2T

< Ry + 2BkL - 2T

£ £

—0 <0_T1—o¢/2 log(kT)) 10 (Bd3/2T1—a In(d/9) log(kT)) 0 (Bd5/2 In(d/6)+/Tog(kT)

(C.34)

Communication cost. The communicate cost in the shuffle model is slightly different from
the central model and the local model because it communicates (g+b)s; bits from each partic-
ipating client in the [-th phase instead of an s;-dimensional real vector. Based on our setting
(Eq. (D.55) in Algorithm 7), we have (g+b) = max {O (W) <\/_ + d|llr}| > o) (%;l')) }

Combining s; < S = O(d), the total communication cost is

L L 2%alS
G (3/2)c
lz:;g—i-bS”Ul (lzzl: ln(d)) O(dT )
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C.3 Differentially Private Linear Bandits

In this section, we consider the standard stochastic linear bandits [84] and provide differen-

tially private algorithms in the central, local, and shuffle DP models.

C.3.1 Model and Algorithmic Framework

Stochastic linear bandits. In the stochastic linear bandits, there is no client-related
uncertainty, and any user/client u can provide direct (noisy) reward observations (i.e., 8, = 0*
in our notations). Specifically, at each round ¢, the learning agent selects an action z; from
the decision set D C {x € R?: ||z]|3 < 1} with |D| = k and receives a reward with mean
(0%, z;), where 0* € R? with ||0*|ly < 1 is unknown to the agent. The goal of the agent is to
maximize the cumulative reward in 7' rounds by selecting x; sequentially. Without knowing
0*, the agent learns it gradually by collecting the noisy reward observation y; = (0%, x;) +
at each t € [T] from a client. The noise 7, is assume to be conditionally 1-sub-Gaussian
and 7.7.d. over time. Moreover, we assume that the reward observations are bounded, i.e.,
ly:| < Bforallt € [T]. Let z* € argmax, (0", x) be an optimal action. Then, the objective

of maximizing the cumulative reward is equivalent to minimizing the regret defined as follows:

T

R(T) £ T(6",2%) = Y (0%, a1). (C.35)

Privacy. To protect clients’ privacy involved in their reward observations, we still consider
differential privacy (DP) guarantee in the three trust models in Section 4.5 when collecting

clients’ observations g, for all t.

DP algorithmic framework. To ensure DP in the standard stochastic linear bandits,

we only need to address the challenges (© and @) mentioned Section 4.4.1. Following a
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similar way of ensuring DP with a general Privatizer P = (R, S, A), we slightly modify our
DP-DPE framework in Section 4.4 and design a new differentially private phased elimination
algorithmic framework (DP-PE) for the standard linear bandits. We present the detailed
pseudo-code of DP-PE in Algorithm 8.

The DP-PE algorithm runs in phases and maintains a set of active actions D;, which is
updated at the end of each phase. At a high level, each phase consists of the following
steps. First, compute a near-G-optimal design m;(+)(i.e., a distribution) over a set of possibly
optimal actions D;. For each action x in the support set of 7;, send z to Tj(x) clients, denoted
as U(x), where the action x is played and a reward v, (x) is observed at each client u € U;(x).
Before being used to estimate 6%, the reward observations y,(x) at all clients u € Uj(x) for
each chosen action x is processed by a PrivaTizer P to ensure differential privacy as in the
DP-DPE algorithm. We still consider a Privatizer P = (R, S, .A) as a process completed
by the clients, the server, and/or a trusted third party. As instantiations of P, we also
consider the central, local and shuffle models and provide the detailed implementations
of R,S, A in Section C.3.2. In all the DP models, the final output g;(x) of P for each
action x is a private sum of its reward observations. With the aggregated statistics g;(x)
for each action = € supp(m), the agent computes the least-square estimator 6, according to
Eq. (C.36). Finally, low-rewarding actions are eliminated from D; (Line 16) based on the

following confidence width:

2d 1
W, & T + o, 2log (B), (C.37)
SN——" privacy noise

action-related

where o, is determined by the privacy noise added in the DP model.
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C.3.2 DP-PE Instantiations with different DP Models

We now briefly explain how to instantiate the PrivaTizer P = (R, S, A) in DP-PE using the
three representative DP trust models: the central, local, and shuffle models. In addition,
we also present the formal definition of the privacy guarantees regarding P under each trust
model, which further implies the respective privacy guarantee of DP-PE according to the

post-processing property of DP [50, Proposition 2.1].

The Central Model

In the central model, each client trusts the server, and the outputs of the server on two

neighboring datasets (differing by only one client) should be indistinguishable [51].

Consider a particular phase [ and an action x in supp(m). The Privatizer P is (g,0)-
differentially-private (or (e, 0)-DP) if the following is satisfied for any pair of U, (x), U/(x) C U

that differ by at most one client and for any output ¢ of A:
PP ({yu(%) buetiio) = 9] < € P[P ({yu(x) buevyo) = 9] + 0.

To achieve this, the PrivaTizer functions as follows: while both R and S are simply identity
mappings, A adds well-tuned Gaussian noise to the sum of Tj(x) reward observations from

clients U,;(x) for each action x in supp(m;) for privacy. That is,

(%) =P ({pu(®) huetii) = A {0 buctin) = > vul(X) + 7%, Va € supp(m),

UGU[ )
(C.38)

where v,~N(0,02,) is i.i.d. across actions, and the variance o2, depends on the sensitivity

r nc

of > ety (x) Yu(x), which is 2B. Combining the Gaussian mechanism in Theorem D.13 with
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the post-processing property of DP in [50], it is not difficult to obtain the following DP

guarantee.

Theorem C.5. The DP-PE instantiation using the PrivaTizer in Eq. (C.38) with 0, =

2B+/21n(1.25/6)
15

guarantees (€,6)-DP.

At the same time, with the above DP guarantee, we can show that the regret under DP-PE

in the central model satisfies the following result.

Theorem C.6 (CDP-PE). With o, = 2doy,./s//h; in each phase | and B = 1/(KT), the
DP-PE algorithm with the central model PIvaTIZER achieves expected regret

B Bd3/?10g(T)+/In(1/6) log(kT) Bd3/?\/In(1/6) log(kT)
E[R(T)] = O(\/dT log(kT) + O ( . > +0 ( ) :

(C.39)

The Local Model

In the local DP model, since clients do not trust the server, each client with a local randomizer
R is responsible for privacy protection by injecting Gaussian noise; S is an identity mapping;

A simply sums up the (private) rewards from U;(x) corresponding to action z. That is,

h(x) = Z R(yu(x)) = Z (Hu(X) + Yu2) » (C.40)

uel;(x) uel;(x)

where 7, .~N(0,02,) is i.i.d. across clients, and the variance o2, is chosen according to the
sensitivity of y,(x), which is also 2B. Consider any phase [ and any x in supp(m;). Let Y, be
the set of all possible values of the reward observation y,(x) at client u for any action z. The

Privatizer P is (g, 6)-local-differentially-private (or (e,d)-LDP) if the following is satisfied
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for any client u, for any pair of y,(x), y,(x) € Y,, and for any output o € {R(y)|y € Y. }:

With the above definition, we present the privacy guarantee of DP-PE in the local DP model
in Theorem C.7.

Theorem C.7. The DP-PE instantiation using the PrivaTizer in Eq. (C.40) with o, =
2By/2n1.25/0) guarantees (¢,6)-LDP.

)

Theorem C.8 (LDP-PE). With o,, = 2do,.\/2s1/h; in each phase | and 8 = 1/(kT), the

DP-DPE algorithm with the local model PIvATIZER achieves expected regret

E[R(T)] = O(+/dT log(kT) + O <Bd3/zwn(1/ 5>T10g(m> +0 (B Lyn(1/5) log(m> .

(C.41)

The Shuffle Model

In the shuffle model, without a trusted agent, we instantiate DP-PE by building on the
scalar sum protocol P;p recently developed in [35]. Consider a particular phase [ and any
action x in supp(m). Specifically, each local randomizer R encodes its inputs (the reward
observation y,(x)) by adding random bits; the analyzer A outputs the random number
whose expectation is the sum of inputs (_,cp,(x) Y«(X)); in addition, a third-party shuffler
is utilized to uniformly at random permute clients’ messages (in bits) to hide their sources
u. We present the concrete pseudocode of R, S, and A for the shuffle model PrRivATIZER in

Algorithm 9. Finally, the private sum ¢;(x) is

gl(x) =P ({yu(x)}’uGUl(x)) =A (S ({R(?Ju(x))}uem(x))) : (042)
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Similar to the shuffle model in DP-DPE, we let (SoR)(Ui(x)) = S({R(yu(x)) }ueti(x)) denote
the composite mechanism. Formally, the PrivaTizer P is (g, d)-shuffle-differentially-private
(or (g,0)-SDP) if the following is satisfied for any pair of U;(x), U/(x) C U that differ by one

client and for any possible output z of S o R:

P[(S o R)(Ui(x)) = 2] < ¢ - P[(S 0 R)(Ul(x)) = 2] + 6.

Before showing the privacy guarantee of the shuffle model in Algorithm 9, we provide a

lemma derived directly from the original results in [35].

Lemma C.9 (Lemma 3.1 in [35]). Fiz any number of users n, € < 15, and 0 < 6 < 1/2.

Let g > By/n, b > 180921n(1/5 ,andp = w. Then,

1. the Privatizer P in Algorithm 9 is (é <;2] + 1> ,5) -SDP;

2. for any Y € [—B,B]", P is an unbiased estimator of Y ., y;, and the error is sub-

Gaussian with variance a =0 (M)

Set the parameters p, b, g according to Eq. (C.43) with € = 2¢ in the PrIvATIZER specified in

Algorithm 9. Then, we derive the following privacy guarantee.

Theorem C.10. For any € € (0,30) and 6 € (1,1/2), the DP-PE instantiation using the

PrivaTizer specified in Algorithm 9 guarantees (g,0)-SDP.

Ehl

Theorem C.11 (SDP-PE). With o,, = 2doy,s\/s//hy = O (Bdsl—ln(l/(s)) in each phasel and
B =1/(kT), the DP-PE algorithm with the shuffle model PivaTizer specified in Algorithm 9

achieves expected regret

g g
(C.44)

= O(\/dT log(kT) + O <Bd3/2 log(T')/In(1/9) log(kT)) ) (Bd?’/Z\/ln(l/é) log(k;T)>
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Discussions

Regarding the results derived in this subsection, we make the following remarks.

Remark C.12 (Privacy “for free”). In [84], we know that the non-private phased elimina-
tion algorithm achieves O(y/dT log(kT')) regret. From the above Theorems C.5, C.7 and
Theorem C.7, we derive that the DP-PE algorithm enables us to achieve privacy guarantee

“for free” in the central and shuffle model as in the DP-DPE algorithm.

Remark C.13 (Extended to other privacy noise). To be consistent with our main content,
we employ the Gaussian mechanism here to achieve the corresponding approximate DP in
the central and local DP models. However, a Laplacian mechanism can also be employed in

the central and the local models to achieve pure (g,0)-DP privacy guarantee.

Remark C.14 (Phase length initialization A, ). In the standard linear bandits without client-
related uncertainty, we initialize the phase length to be the upper bound of the support set
size in every phase, i.e., hy = 4dloglogd + 16, in order to derive a better regret cost (i.e., a

lower order of d) due to privacy guarantees, especially for the local DP model.

C.3.3 Proofs for the Results in Section C.3

To prove the regret upper bound of the DP-PE algorithm under three DP models, we follow a
similar line to the proof of Theorem 4.11, D.10, and D.11. First, we present the concentration

result for the DP-PE algorithm under the three DP models with the setting in Table C.2.

Theorem C.15. Set DP-PE in the central, local, and shuffle models (i.e., CDP-PE, LDP-
PE, and SDP-PE respectively) based on Table C.2. In any phasel, all of CDP-PE, LDP-PE,

and SDP-PFE satisfies the following concentration, for any particular x € D,

P{<§l—9*,x>>wl} <28, and P{(Q*—él,x) >m} < 26. (C.45)
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Table C.2: Setting

Algorithm On Notes

CDP-PE 0, = 2dope/Sifly  ope = 22Y/2120270)
LDP-PE 0, = 2dony/Zsfhy o = 22200250

3

SDP-PE 0, = 2dos\/51/ Iy %,zo(i%ﬁ@)

Proof. We prove the first concentration inequality in Eq. (C.45) for CDP-PE, LDP-PE, and
SDP-PE in the following, and the second inequality can be proved symmetrically. According
to Eq. (C.36) in Algorithm 8, we have

0, =V, 'G,
=V Z (%)
z€supp(m)
DRI DRTCORAED DI VSR SRS
zesupp(m) uelU;(x) x€supp(m;) uel;(x)
'YP‘('X)
DRI DR CR AR DR HCY
zesupp(m;) uwelU;(x) z€supp(m;)
P ) @ Y )
zesupp(m) €T (x) wEsupp(m)
=Vt ) hxeTe vt Y e Z mAVh Y an(x)
xE€supp(m;) zesupp(m) €T (x xE€supp(m;)
=0+ VD) Jam+ VT Y am(x),
teT; zEsupp(m;)

where we represent the noise introduced for protecting privacy associated with action x by
(%) £ (%) — Y uet(x) Yu(X), Which varies according to the specified DP models, and the

last step is due to our decision z; = = for any x in 7;(x). Then, the difference between
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estimation and the true reward of each action ' € D; is

0 —6*,2") :<x V- met> <x V! Z xvp(x)>. (C.46)

teTy xesupp(m;)

Note that 7, is 4.i.d 1-sub-Gaussian over ¢ and that the chosen action z; at t is deterministic

in the [-th phase under the DP-PE algorithm. Combining the following result,

> (e Vet =2y (Z ziw) ) Vit = allf -,

teT; teT;

where the second equality is due to V; = >, - zx] , we derive that the first term of the RHS

lell? -
of Eq. (C.46) is ||x||Vlfl—sub—Gaussian. Besides, we have ||x]|‘2/l,1 < Vl}fl’”) - < g(,:l) < i—‘f by

the near-G-optimal design. Based on the property of sub-Gaussian, we obtain

Ad 1 i log(1/B)
{<x V- ;xmt> > —log (5)} < exp {_2H$’—H%,1} = 0. (C.47)

Based on the union bound, we have

P{ Wl
<a: V" met> + <:c’,Vl ! Z a:’yp(x)> > W,
teT; x€supp(m;)
4d 1
<P Z x Vi ast>77t —log( )}
{te’ﬁ h g (C.48)

+ P <$/’ Vi—l Z $'yp(x)> > 20’% log (%)

zesupp(m;)

<B + P <x/’ V;—l Z l”yp(x)> > 20‘% 10g (%)

zesupp(m)
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To derive the concentration in Eq. (C.45), it remains to show that the second term is less
than S under each of the three DP models. Due to different 7,(x) in different DP models,

we analyze the second term respectively.

i) CDP-PE. In the central model, the private output of the Privatizer P is g;(x) =

Y uet(x) Yu(X) + 7z, where Yo % N(0,02,). Then, 7,(x) ~ N(0,02,) in the central model

’¥ ne

and is ¢.i.d. across actions « € supp(m;). Note that

<fc'7vﬂ 2 mp<x>>= > @V ),

z€supp(m;) x€supp(m;)

and that 7,(x) "< N (0,02.). The variance (denoted by o of the above sum of i.i.d.

r Y nc sum)

Gaussian variables is

2
(a) Sy - 4d2 .72
2 _ 2 : Iy —1.\2 2 } : 2 l One _ 2
Usum - <‘T 7‘/2 :L‘> Jnc < Hé%x ||‘/E||V Unc < h2 - O-n’
wesupp(r;) wEsupp(m) !

where (a) is from (2/, V,"'x) < max,ep, [|]|?, 1 for the positive definite matrix V;. Combining
l

the tail bound for Gaussian variables, we have

P <$’>Vf1 > mvp(X)>> 207 log (%) <eXp{—W}<ﬁ-

z€supp(m;) sum

Hence, the first concentration inequality in Eq. (C.45) holds for CDP-PE algorithm.

ii) LDP-PE. In the local model, the output of the PRIvaTIZER P is §1(X) = >~ 7, Yu(X)+Vuzs

where v, , ~ N(0,02)) is i.i.d. across clients. Then 7,(x) = Y. i Yuz in the local model,

uelU;
and

CATID V) EID VD DR CATE SR

zEsupp(m;) xesupp(m) uel;(x)
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The variance (denoted by o2 ) of the sum of the above Tj(x) x |supp(m)| i.i.d. Gaussian

sum

variables satisfies

A2 L 2 2 2
. Z Z o, V) 21 < T (x)s; 24d o < 8sid oy, _ o2

u€l(x) z€supp(m;)

where the last step is from Tj(x) < T, =) < hy+ s < hy+hy <2h. Then, we

wesupp(m)Ti(x

have

/

2
2O-sum

1 202 log (%)
P Z Z x,Vl—leyx> > /202 log (E) <exp{ ————~ 3 < L.

uelU;(x) x€supp(m;)

Hence, the first concentration inequality in Eq. (C.45) holds for LDP-PE algorithm.

iii) SDP-PE. In the shuffle model, the output of the Privatizer P is, §; = A (S ({R(yu(X)) }ucti(x)) )
where A, S and R follow Algorithm 9. From Lemma C.9, we know that the output of the

P ({yu(x) }ueti o)) is an unbiased estimator of ) 4 Yu(x) and that the error distribution

uGUl
is sub-Gaussian with variance o2, = O (Ban—l/&). Then, 7,(x) = §i(X) = D_ et () Yu(X) 18
ons-sub-Gaussian with E[fyp(x)] = 0 in the shuffle model. Besides, 7,(x) is 7.7.d. over each

coordinate corresponding to each action x in the support set supp(m). Recall that

<xlvvll Z $7p(x>>: Z <x/aVlilx>’Yp(X)-

zesupp(m;) x€supp(m)

of the above sum of 7.7.d. sub-Gaussian variables is

The variance (denoted by o2, )

2 S 12 2 @ 2 ? 2 Sl'4d2'072m 2
Gm= D (V) o< Y (maxfeli ) of < S =,
) 1

z€D;
x€supp(m;) x€supp(m;

where (a) is from (2/, V,"'x) < max,ep, [||? - for the positive definite matrix V;. Combining
l
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the tail bound for sub-Gaussian variables, we have

1 202 log(1
P <:c’,V2‘1 ) va(X)> > || 207 log (E) < exp{—%(/m} <8
g
x€supp(m;) sum

Hence, the first concentration inequality in Eq. (C.45) holds for SDP-PE algorithm.

By now, we complete the proof for Eq. (C.45) with the symmetrical argument. 0

Proof of Theorem C.6

In the following, we start with analyzing regret in a specific phase under CDP-PE and then

combine all phases together to get the total regret incurred by the CDP-PE algorithm.

Proof. 1) Regret in a specific phase. Based on the concentration in Theorem C.4, we

define a “good” event at [-th phase as &:
g2 {<e* — G2y <W, and VzeD\{z*} (6 —0.%) < m} .

It is not difficult to derive P(&) > 1 — 2kf via union bound.

Under event &, we have the following two observations:

1. If the optimal action z* € D;, then z* € D;44.

2. For any x € D;11, we have (0%, z* — x) < 4W].

For any particular [, under event &, we have the regret incurred in the (I + 1)-th phase
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satisfies (according to the second observation)

Tl+1 = Z (07, 2" — xy)

teTit1

<D AW

teTi41

(C.50)
= 4Ty W,

[4d 1 / 1
< 47}+1 F log (B) +4T‘l+1 20% IOg (E) :
l
@ ®

)Tl(x) < hy + ;. For @), we have

Note that T; = >

zEsupp(m;

4d 1
O < 4(hy -2+ Sz+1)\/m log (E)
= 8/2dlog (1) ( By -2l 4 o > (C.51)
B Vhy - 2!
1 S
< 84/2d1 — hy- 28+ ,
s (3) (Vi2+ )
_ 4s;d%02

where S £ 4dloglogd + 16 > s;. As to the second term 2), we have 02 = ¢, and then
1

8sid?a2 . log(1/)
@ < 4(111 .9 + 81+1)\/ h% . 92(1-1)

1 Si+1
= 16do,c4 [ 25, log (E) <1 + e 21) (C.52)

1 S
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Then, for any [ > 2, the regret in the [-th phase r; is upper bounded by

1 1
1 <84/2dlog <B> < hy - 201 + %) + 16do,.4 [ 25 log <E) (1 + %) )
1° -

(C.53)

2) Total regret. Define £, as the event where the “good” event occurs in every phase, i.e.,
& = ﬂle &. It is not difficult to obtain P{&,} > 1 — 2k L by applying union bound. At
the same time, let R, be the regret under event &,, and R, be the regret if event £; does not

hold. Then, the expected total regret in T is E[R(T")] = P(&,) R, + (1 — P(&,)) Rs.

Under event &,, the regret in the I-th phase r; satisfies Eq. (C.53) for any [ > 2. Combining

r1 < 2T) < 4hy ( since (0%, 2* — z) < 2 for all x € D), we have

RQIZH

=1

L
1 S
<2(hy +5)+ > 84/2dlog | — hy 214 2
( 1 ) ZZQ 0g (/3)( 1 —h1,211>
L
1 S
+ ; 16d0r,e4 |25 log (5) (1 + W)

< 2(hy + 5) + 8+/2dlog(1/p) (4 hy28—1 4 \?/)—i_>
+ 16doy,./2Slog(1/8) (L — 1+ S/hy).

Note that hy, < Ty < T, which indicates 2£71 < T'/hy, and L < log(2T/hy). Then, the

above inequality becomes

< 2(hy 4 S) + 8v/2dlog(1/8) - VT + 245+/2dlog(1/5) //h1
+ 16do,./251og(1/5) - log(T/hy) + 16dS/hy0,.4/2S log(1/5).
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On the other hand, R, < 2T since (#*,2* — x) < 2 for all x € D. Choose § = % in

Algorithm 8. Finally, we have the following results:

E[R(T)] = P(&,)R, + (1 — P(E,)) Ry
< Ry + 2kBL - 2T
< 2(hy + S) + 32y/2dT log(kT) + 245+/2d/hy log(kT)
+ 16d0.1/25 10g(kT) log(T) 4 16dS /hi0per/2S log(kT) + 41og(2T'/hy)
= O(VdT log(kT) + O(0ed”* log(T)\/10g(kT) + O(0cd**v/10g(kT)).

Finally, substituting o,. = 2By 2In(1:25/0) ”21n(1'25/5), we have the total expected regret under DP-PE

€

with the central model PRIVATIZER is

B Bd3/?1og(T)+/In(1/6) log(kT) Bd3/?\/In(1/6) log(kT)
E[R(T)] = O(\/dT log(kT) + O ( . ) +0 (

(C.54)

]

Proof of Theorem C.7

Proof. 1) Regret in a specific phase. Recall the “good” event at [-th phase & = {(6* —
0, 2%y < WY {0, —6*,x) < W;,Vz € D;\{z*}}. Under event &, we have the following two

observations:

1. If the optimal action z* € D;, then z* € D;,4.

2. For any x € Dy, we have (0*, z* — x) < 4W,.
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For any particular [, under event &, we have the regret incurred in the (I + 1)-th phase

satisfies (according to the second observation)

Ti41 = Z <9*a$* - $t>

te€Ti41

<D AW

teTi1

=41 W,

[4 1 / 1
< 4T}+1 chlog (B) +4ﬂ+1 20-7% log (B) :
@ @

(C.55)

For (D, we already have (D) = 8,/2dlog <%> (\/h1 ol \/%) As to the second term @),
\/ N

SdQSlO'

2
we have o2 = —,+ in the local model and then

16s,d%02,10g(1/3)
l 1070, 108
@ < 4(h1 -2+ Sl+1)\/ hy - 9(-1)

1
= 16dow QSZlog(B)( hy -2l + \/%)
o

1
< 16d0’nl ZSlOg (—) ( h1 . 2l + 5 ) .

B Vhy -2

Then, the regret in the [-th phase is upper bounded by

/ 1 1 1
77 < 8 2d10g (B) ( hl -2l -+ W) + 16d0nl 25 lOg (E) (\/ hl -2l +
1-

3) Total regret.

(C.56)

S

N

)
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Under the “good” event, the total regret is

RQZZTZ

=1

L
1
2(h1 + 8)+ Y _(8v/d + 16do,yV/'S) [21og (5) ( hy - 20-1 4 L)
=2

Vhy 21

2(hy +95) + (8\/6_1 + 16danl\/§) 2log (l) <4 hy - 281 4 ﬁ)

B Vhi
2(hy + S) + (8Vd + 16do,,V'S) [ 2log ( ) <4\/— + —) (hy, =2""'h < T)

B Vhy
2(hy + ) + 32v/2dT log(kT) + 64do,y~\/25T log(kT)

1

+ (85V/d/hy + 16do,yS*? )/ h1)/2]og (kT (8 =17)

= O(\/dT log(kT)) + O(d**c,y\/T log(kT)) 4+ O(c,ud*\/log(kT)).

2B+/21In(1.25/6)
>

Finally, substituting o,;, = and combining R, < 2kGL - 2T = O(log(T)), we

have the total expected regret under DP-PE with the local model PRIVATIZER is

(/T o) + 0 <Bd3/2\/ln(1/5)Tlog(kT)) 0 (BdQ\/ln(l/ﬁ) 10g(kT)> _

£ 9

O

Proof of Theorem C.10

Proof. 1) Regret in a specific phase. In the shuffle model, o2 = 45“22‘7”5 and then the

regret in the [-th phase has the same form as in the central model, i.e.,

1 <84/ 2dlog (%) ( hy- 21 4 #) + 16do 54| 2S log (%) (1 + %) :
1 e
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2) Total regret. Under the “good” event, the total regret is
L
Ry = ZTZ
=1
L ) s
<2(h+S5)+ ) 8y/2dlog | - hy-2-14y 2
( 1 ) lz:; g(ﬁ)( 1 —hl-Ql—l)
L
1 S
1 251 — 14+ —=
+§ 6o 25 log (ﬁ) ( + h1~2l—1)

< 2(h1 + S) + 84/ 2d10g(1//@) <4 h12L_1 + ﬁ)
Vhi

+ 16d0s1/2S5log(1/B) (L — 1 + S/hy)

< 2(hy 4 S) +8v/2dlog(1/8) - VT + 245+/2dlog(1/5) //h1

+ 16do,51/2S log(1/8) - log(T /hq) + 16dS /hi0,5+/2S log(1/53) (hp = hy - 2871 < T)

< 2(hy + S) + 32y/2dT log(kT) + 245+/2d/hy log(kT)

+ 16do,s1/2S log(kT) - log(T'/h1) + 16dS/hy0,5+/ 25 log(kT') (8= %)

= O(\/dT log(kT) 4+ O(0y,sd**log(T)\/log(kT) 4+ O(0,sd*?*\/log(kT)).

Finally, substituting o,s = O <M) and combining Ry, < 2kGBL - 2T = O(log(T)), we

have the total expected regret under DP-PE with the shuffle model PrivaTiZER is

B Bd3/?1og(T)+/In(1/6) log(kT) Bd3/?\/In(1/5) log(kT)
E[R(T)] = O(/dT log(kT) + O ( . ) +0 ( ) :

3
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Algorithm 7 M : (g,0)-SDP vector average mechanism for a set U of clients

1: Input: {y,}uer, where each y, € R®, ||lyull2 < Az
2: Let

£
18+/10g(2/9)

g = ma{2/[01/(6y/5Tn ((15)/9)). V5. 10} 5

b= (W} '
9092 116;2('4%‘/5)

P = e

£ =

function R(y,)

3:  for coordinate j € [s] do
4: Shift data to enforce non-negativity: w, ; = (yu); + Do, Vu € U
//randomizer for each entry
5: Set Wy, ; + |wy;9/(2A)]
6: Sample rounding value v; ~ Ber(w, jg/(2A3) — w, ;)
7: Sample privacy noise value vo ~ Bin(b, p)
8: Let ¢} be a multi-set of (g + b) bits associated with the j-th coordinate of client v,

where ¢} consists of W, j +71 + 72 copies of 1 and g+ b— (w;; + 71 +72) copies of 0
9: end for
Report {(j, %) }je(s to the shuffler
end function

1

@

function S({(J, ¢;)}jeis)  //dj = (8] )uev
11:  for each coordinate j € [s] do
12: Shuffle and output all (g 4 b)|U]| bits in 5]'
13:  end for

end function

function A(S({(j, ¢;)} o)
14:  for coordinate j € [s] do

15: Compute z; %((Zgiﬁb)‘m(q@)i) —b|U|p) /] (¢); denotes the i-th bit in gz;j
16: Re-center: o0j <= z; — Ay

17:  end for
18:  Output the estimator of vector average o = (0;);ejs]
end function
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Algorithm 8 Differentially Private Phased Elimination (DP-PE)

1: Input: D C R4, ¢ € (0,1), a € (0,1), 8 € (0,1), and o,

2: Initialization: [ =1, t; =1, D; = D, and h; = 4dloglogd + 16
3: while t;, < T do

Find a distribution m(-) over D; such that g(m) £ max,ep, Ha:H%/(m)_l < 2d and

4:

10:
11:

12:

13:
14:
15:

16:

17:

|supp(m)| < 4dloglogd + 16, where V(m) £ 3 T

for each action z € supp(m;) do
Select Tj(x) = [hym(x)] clients, denoted as Uj(x)
for each client u in U;(x) do
Play the action = and observes the reward y,(x)

vep, Tl (x)zx

Run the local randomizer R and send the output R(y,(x)) to S
If the total number of action pulls reaches T', exit
end for

Run the computation function S and send the output S({R(yu(x)) }uecv,x))
analyzer A

Generate the privately aggregated statistics: ;(x) = A (S ({R(yu)}uem(x)))
end for
Compute the following quantities:

Vi= Zresupp(m) Tl(x)xxT
gl = 2 vcoupp(m) T9(X)
0 =V'G,

Find low-rewarding actions with confidence width W;:

beD,;

E, = {l’ €D, max(él,b — X> > 2‘%}

Update: Dl+1 = Dl\El, hl+1 = th, tl+1 = f}l -+ 7}, and [ =1 +1

18: end while

to the

(C.36)
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Algorithm 9 P : A shuffle protocol for summing n scalars [35]

1: Input: Scalar database Y = (y1,...,y,) € [-B,B]"; g,b € N;p € (0,1/2); €,4
2: Let

g = 2B\/n
18092 1n (2/5
b= [P (C.43)
_90¢%1n (2/6)
P = "2

function R(y)
Shift data to enforce non-negativity: y <y + B
Set ¢ |yg/(2B))
Sample rounding value v; ~ Ber(yg/(2B) — 9)
Set y <y + 7
Sample privacy noise value vo ~ Bin(b, p)
Let ¢ be a multi-set of (g + b) bits, containing 4 + 7, copies of 1 and g+ b — (¢ + 72)
copies of
9:  Report ¢ to the shuffler
end function

function S(¢1,...,¢n) // each ¢; consists of (g + b) bits
10:  Shuffle and output all (g + b)n bits
end function

function A(S(¢1,...,¢n))
11:  Compute z « %(sum(S(gzﬁl, ey On)) — nbp)
12:  Re-center: 0 - z —nB
13:  Output the estimator o

end function




Appendix D

Appendix for Chapter 5

D.1 Kernelized Bandits: Useful Definitions and Useful

Results

D.1.1 Example Kernel Functions
In the following, we list some commonly used kernel functions k& : D x D — R:

o Linear kernel: kj,(x,x') = x'x’

« Squared exponential kernel: ksg(x,x’) = exp (— ”’;l}xl)

« Matern kernel: k(%) = 2 (@H?—xw 7, <¢m;<—xf|l>

where [ denote the length-scale hyperparameter, v > 0 is an additional hyperparameter that
dictates the smoothness, and J, and I', denote the modified Bessel function and the Gamma

function, respectively [113].

D.1.2 Maximum Information Gain for Different Kernels

We present the bounds on yr and regret under two common kernels below in Table D.1.

227
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Table D.1: Bounds on 77 and Regret under Two Common Kernels [134]

Kernel ‘ Upper Bound on ~p ‘ Regret Lower Bound ‘ Regret Upper Bound O(v/vrT)

SE O (log™(T)) Q ( Tlogi(T)) 0 ( Tlogd“(T))
Matérn-v | O (Tﬁid log% (T)> Q (T;ﬁi) @) (T% log®+a (T))

D.1.3 Useful Results

Lemma D.1 (Sum of variance. Lemma 6 in [114]). Let X; = [x],...,x/]]|", and 0?(x) =

k(x,x) — k(x,X;) " (Kx,x, + \XI)'k(x, X;) for any x € D. Then, we have
¢
> ol(x) < An A Kx,x, + 1| < 2\ (D.1)
s=1

Lemma D.2 (Proposition A.1 in [23]/Lemma 4 in [22]). For any kernel k, set of points X,

xeD,and T <71

Zz((;‘)) <14 Z o2, (xs). (D.2)

s=1'+1

1<

D.1.4 Formulation in Feature Space

For several of the proofs, it will be useful to introduce the so-called feature space (RKHS)
formulation of any point in the primal space R?. In particular, we define a feature map
o(x) = k(x,-) where ¢ : D — Hj; with H; being the reproducing kernel Hilbert space
(RKHS) associated with kernel function k. According to the properties of RKHS, we have
the following observations:

« Forany x, %', k(x,X) = ¢(x) "¢(X)

o For any function f € H, f(x) = (f, p(x)) = o(x)" f
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o Fundamental linear algebra equality

(BB" + \I)'B=B(B'B+ \I)™* (D.3)

o Define ®, £ [p(a;),...,¢(an)"]T. Then, the kernel matrix Ka,a, = ®,®] and
k(x,Ap) = ®rpo(x), and the variance function Y2 (-) represented in the feature space

will be

Sh(x) = k(x,x) —k(x, Ap) " (Ka,a, + AW, ) k(x, Ay)
(D.4)

= p(x) " p(x) = p(x) Py (Pn Py + AW, 1) T Rp0(x)
o Consider any phase [. Recall that H; is the number of batches in the [-th phase.

Define @, = [p(a1)7,...,¢(an,)
and k(x, Apg,) = Pp,o(x)

T]T. Then, the kernel matrix Kayay = Oy, Py

o Define ®, £ [p(x4,41)7,...,0(Xt,+-)"]T. Then, the kernel matrix Kx x, = ®,®],
k(x,X,) = ®,¢(x), and the variance function o2(-) represented in the feature space

will be

a2 (x) = k(x,x) — k(x,X;) " (Kx.x, + \I)"'k(x, X;)
= p(x) p(x) = p(x) (D, D] + AI) "' D, (x)
= p(x) p(x) = p(x) (D7 D, + AI) 10 B p(x)
= p(x) (2] @, + AI)"H (D] D, + AD)p(x) — (%) (D] P, + A) ' 0 @ p(x)

= Xo(x) (] D, + AT)p(x)
(D.5)

o Define &7, = [p(x4,41) ", -, 9(Xs,47,) "] ". Then, the kernel matrix Kx; %7, = g, Py,

k(x,X7,) = ®rp(x), and f(X7) = &g, f.
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D.2 Auxiliary Results and Proofs for Regret Analysis

D.2.1 Equivalent Representations

Consider any phase [. We use 7 to denote the within-phase time index, i.e., 7 € {1,--- ,T;}.
Define 7, as the last within-phase time index of the h-th batch, i.e., 7, = maX{T ti+7€
Ti(an)}. Then, after playing 75, actions, the posterior variance in the traditional GP model

is as follows,

0'72_h(X) = k(x,x) — k(x, XTh)T(KXThXTh + A 'k(x, X,). (D.6)
For the posterior mean, without the observations yr, = [ys11,---,¥s+7,]  corresponding
to the actions Xp, = [xg+1 . ,XZJFTZ]T, we replace y7, with ﬁ ZueUl yi. where y;,, =
[Yutit1s- > Yusyem) | in the traditional GP model. Then, the posterior mean becomes the
following;:
pig, (x Z k(x,X7,) " (Kxyxs, + A1) ' yi. (D.7)
ueU

In our algorithm, in order to save computation complexity and communication cost, we use
Eq. (5.7) and Eq. (5.11) instead of the above formula. In the following lemma, we show that

they are equivalent.

Lemma D.3 (Equivalent representations). Consider any phase l. By the end of the h-th
phase, the posterior variance Eq. (D.6) in the traditional GP model is equivalent to Eq. (5.7)

used in our DPBE algorithm. That is, for any x € D,

o2 (x) =%;(x), Vh=1,...,H, (D.8)

Moreover, we have the two representations (Eq. (D.7) and Eq. (5.11)) for the posterior mean
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function are equivalent. That is, for any x € D,

(%) = fu(x). (D.9)

Proof. First, we have the following result, which helps connect the two representations of

mean and variance functions.

(D.10)

where (a) is due to our algorithm decisions: x;, = a; for any t € Tj(a;) = {t;, + ;-1 + 1, t; +
Ti-1 + Ti(a;)} and the last step holds because Wy, is a diagonal matrix with (W},); = Ti(a;)

for any i € [h].
Then, we are ready to derive the equivalence of two representations of mean function.

1) Variance representation equivalence: o2, (x) = ¥3(x) for h =1,..., H;. That means,

k(x,x) —k(x,X,,) " (Kx,, x,, + ) 7'k(x, X;,)

= k(x,x) —k(x,A) " (Ka,a, + \W,; ) 'k(x, Ay).

It remains to show that

k(x, X.,) " (Kx, x,, + M) 7'k(x,X;,) = k(x, Ay) " (Ka,a, + AW, ) 7'k(x,A)).  (D.11)
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Using the feature space formulations, we have

k(x,An)" (Ka,a, + AW, ) 7k(x, Ay)
=p(x) " @, (BrD, + AW, 1)1 Pp0(x)
=p(x) 0 WA (W, 20,0 W,/2 4+ A1) W, ()
=p(x)T (@) W, W,/2 D), + A1) 0] W, W20 0(x)
=p(x) " (@ Wy @, + A1) 0 W, Ppp(x)
Do) (®] By, + A)'D] B, p(x)
=p(x) @], (P, @] + M) 7P, 0(x)

=k(x, XTh)T(KXThXTh + M) 'k(x, X,)

where (a) is from Eq. (D.10). Then, we have o2 (x) = 3} (x).

2) Mean representation equivalence: ur,(x) = f(x), i.e.,

1 B —_ — —
W Z k<X7 XTl)T<KXTZXTl + )\I) 1}’l7u — k(X’ AHZ>T(KAHZAHI 4 )\WH}) 1yl.

uel;

For the last within-phase index 7, = 1}, we also have the following result

AprPENDIX D. APPENDIX FOR CHAPTER 5

(D.12)

(D.13)



D.2. AuxiLiArRY REsuLTs AND PROOFS FOR REGRET ANALYSIS 233

1 1 t+1;
m Z (I)IT‘Zyl,u = m Z Z Yurp(Xt)
! uel ¢ uelU; t=t;+1

1 dl
= w Z Z Z ?ju,t%p(xt)

uelU; h=1 teT,(ap)

1 il
= m Z Z So(ah> Z Yu

uel; h=1 teTi(ap) (D.14)
1 <l
= m Z Z e(an)Ti(an)y;' (an)
U weu, n=1

= ZTl(ah)yz(ah)Qp(ah)

=0, Wy,y.

Then, we are ready to derive the equivalence of two representations of mean function.

1 _
m Z k<X7 XTI)T<KXTZXTZ + )‘I) lyhu
uel;

1 _
= g o PO (@74 M)y

uel;

1 _
= D o(x) (2,05, + \) 'Ly

uel;

_ 1
= p(x)" (@7, Pr, + AD) " - [ > Oy

uel;

o B i (D.15)
@ o) (B, Wi g, + M)~ 0, W

— o(x) T (D, WiAW 2Dy, + M) 710, Wi Wiy,
= p(x) (W 0m) (Wi y,) + A H(W i 0p) W25,
= o(x) L W (Wi, 0 Wi + AT 'W )y,

= o(x)" @} (Py, Py, + AW ) 'y

=k(x, An) " (Kayan + AWy) "y = fu(x),
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where (a) is from Eq. (D.10) with 75, = 7; and the result in Eq. (D.14). O

D.2.2 Impact of Batch Schedule Strategy on Posterior Variance

In our batch schedule strategy, the decision x; does not change for 7;(a;) rounds when
starting choosing a;,, after 7,_; rounds within the [-th phase. Applying Lemma D.2 to our

setting with 7/ = 75,_1, we obtain the following corollary.

Corollary D.4. Consider any phase l. Recall that 1,_1 is the within-phase time index before
starting choosing ay. Then, give any set of chosen actions Ay_1 for the first h — 1 batches,

for any kernel k, any x € D, and any T € [1—1 + 1,71 + T1(as)], we have

Eh—l (X)

1<
o, (x)

< C. (D.16)
Proof. Applying Lemma D.2 to our setting, we have

o
<—————<1+ Tl(ah)afh(ah). (D.17)

Moreover, by selecting T;(a,) = [(C* —1)/32_,(an)]| = [(C* —1)/02 (a;)] (Lemma D.3)

Th—1

in our algorithm, we derive the result in Eq. (D.16). O

One key step to get the regret upper bound is to bound the confidence width, which is related
to the maximal value of the posterior variance by the end of each phase. (See Eq. (5.12). In

the following, we provide a bound for the maximal value of the posterior variance.

Lemma D.5. The posterior variance after H; batches (decisions) in the l-th phase satisfies

20_20277}
maxBm (%) S/ =

(D.18)
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Proof. Recall that DPBE plays action a, when 7 € [1,_1 + 1, 7,1 + T;(ay)] within the [-th

phase. First, we have for any x € D;, any h < H,

(a) (b)
EHZ(X> < Eh—l(x> < Eh—l(ah) = O-Th—l(ah)7 (D19>

where the first inequality (a) holds because ¥j(-) is non-increasing in h, Eq. (b) is based
on our decision, and last step from the equivalent representation result. Then, we have the

following results:

H;

max Yz, (x) % Z Ti(ap)Sh_1(ay)

xeD;

H; mh—1+Ti(an)
E E Yih 1(ah)
h 1 7=7p_1+1
H; th_1+Ti(an)

I

=1 7=71_1+1 UT(ah)

H; Th-1+T;(ap)

I3 Y coan

th’Th1+1

(D.20)

H; Th1+T;(ap)

(b)
: Tl Z Z Or (th—',-r)

h=1 7=71h_1+1

C
= T ; or (Xt 4r)
(© ¢ d
< T T Z 02 (Xty1r)
¢ =1
@ C 20C?
g?\/,-TIQ)\’YTl: T/YTL7
l l

where the inequality (a) is from Corollary D.4, (b) is based on our algorithm decision: x4, =

ay, for any 7 € [1,—1 + 1,71+ Ti(ap)], (c) is by Cauchy-Schwartz inequality, and (d) is from
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Lemma D.1. ]

D.2.3 Other Useful Results

Lemma D.6. Consider any particular phase l. In the traditional GP models, without noise
in the reward observations, the difference between the ground truth and regression estimator
satisfies

‘f(X) —k(x, X)) " (Kxq,xq, + AI)*lf(XTZ)‘ < Bogy(x). (D.21)

Proof.
60 = Kl X)) (Ko, +AD) ™ (Xi)

= |p(x)Tf — o(x)TOL (B1, 7, + A) ' Dy, f|
= ()" f — p(x)"(®f,Pr, + AL) "' D7, Py, f|
= [Ap(x) " (®g, @7 + D) f|

< A 1IIM (@7, 27, + AT) o) | (D.22)

< By Ap(x)T (7, @1, + AD)~IAL(®F, By, + AT) Lo (x)

< By Ap(x)T(9F, @1, + AD)~H(BF, Oy, + AT)(®F, B, + AT)~Lp(x)

< By Ap(x)T(9F, 01, + A~ p(x)
= Bor,(x),

where the last step is from Eq. (D.5) O

D.3 Proofs of Theorem 5.3

Before proving Theorem 5.3, we first provide the key concentration inequality under DPBE

in Theorem D.7.
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Theorem D.7. For any particular phase [, with probability at least 1 — 43, the following
holds

|f(x) — fu(x)] < wi(x), (D.23)

where mean function fy(x) and confidence width function w;(x) are defined in Eq. (5.11) and

Eq. (5.12).

Proof. In this proof, we will show the following concentration inequality holds for any x € D

PILF(x) — fu(x)] > wi(x)] < 48. (D.24)

For any x € D, we let w;(x) = w;1(x) + wy2(x), where

wi (%) £ \/2k(x77)[]1;)‘g(1/5) and w;2(x) = Y, (x) ( 2log\l/P) 10%11’/5) + B) .

First, for any x € D, we have the following inequality,

[f(x) — m(x)] < +

1
I = g > fulx)

uel;

ﬁ S ) — )|

uel;

Then, we have

P{f(x) = (%) = wi(x)]

<P || F0) - = 3 gl +

’Ul’ uel;

ﬁ S fulx) - )

uel;

> wy(x) + wl,Q(X)] (D.25)

+P

<P ||f(x) - ,711, S £ = wia(x)

uel;

7 2 4460 = o9

uel;

P wl,2(X)] )

where the last inequality is from union bound.
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In the following, we try to bound the above two terms, respectively.

i) Recall that each user u is associated with a local reward function f, ~ GP(f(-),k(:)).
Hence,

fu(x) ~ N(f(x), k(x,x)), Vxe€D. (D.26)

Note that U; is a set of [2%] random users independently sampled from the population, and

then we have

ﬁqu(x) NN(f(X), k:(x,x))7 Vx € D.

uel;

Combining the concentration inequality for Gaussian random variables, we have
Pl|l—
[ U,

ii) Then, we want to bound the second term in Eq. (D.25).

> w1 (x)

Uilwiy (x)
< 2exp (—m) =20 (D.27)

1
Pl 3 fulx) = ()| > wia(x)
‘Ul‘ uel;
1 _
= PIA = {y1u}uer] - P m Z Ju(x) = u(x)| = w12(%) {¥1,u fuer,
A ¢ uel;
where ¥, = [Yuty+15- - - yuytﬁTl]T denotes the realization of the local reward observations at

user u in the [-th phase. According to our assumption, the participant user u is associated
with a local reward function f, sampled from Gaussian Process GP(f(-),k(-,-)). Given
the points X7, = [:I:tTl i1 ,XZ +TZ]T in D, the corresponding vector of local rewards y;, =
[Yutyi1s- -+ Yusen] has the multivariate Gaussian distribution N (f(Xq,), (Kx7,xs, + AD))
where f(X7,) = [f(x4,41), -+, f(Xtem;)]" and Kxrxs = [k(x,X)|xxexy, is the kernel

matrix for the T; selected actions in the [-th phase. Based on the properties of GPs, we have
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that y;,, and f,(x) are jointly Gaussian given Xr:

[fu(x)] NN<[f(X) ] [’f(x#) k(x, X7)"
Yiu f(XTz) | k(X’XTz) KXTlXTl + Al

) , (D.28)

where k(x,X7,) = [k(x,X¢t11),- -, k(X, X¢,47,)] . According to the basic formula for condi-
tional distributions of Gaussian random vectors (see [112, Appendix A.2], or [75, Proposition

3.2]), we have, conditioned on y;,, corresponding to the points Xy,

fu(x)bﬁ,u ~ N(mU(X)v 0% (X))>

where

ma(x) = f(x) +k(x, Xg) " (Kxgxs, +AD 7 (V10 — f(X7)), (D.29)

o7, (x) = k(x,%) — k(x, X7,) " (Kxp, %, + AD) " 'k(x, X1q). (D.30)

Note that we sample the participants U; independently and that the local reward noise is

also independent across participants. Then, we have the following result:

1 1 1 o1,(x)
(m Z fu(x)> ‘ {yl,u}ueUl = m Z(fu(x) | Yl,u) ~ N <W_l| Z mu(x), W) .

uel; uel; uel;

Combining the Gaussian concentration inequality, we have the following result

P

>\/ 20800 1 | <28 (D)

|U]

1 1
WQZ;Z ful(x) — w Z M., (X)

uel;
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From Lemma D.3, we have the following equation:

1
m Z k(X, XTl)T<KXTlXTl + )‘I)_lyl,u = k(X7 Ah>T<KAhAh + /\ng)—lyl = /le(X)v
uel;
(D.32)
which implies
1
& > mu(x) = f(x) + f(x) = k(x, X5) " (Kxp,x,, +A) " f(Xg)- (D.33)

uel;

Then, the gap between the average local function \U%I > uery fu(+) and the estimator i(-)

satisfies

7 2 160 = o0

uel;

< ’71” Z fu(X) - |711| Z mu(x) + ‘f(x) — k(X’ XTZ)T(KXTZXTZ + )‘I>_1f(XTl) (D34)
uel; uel,

9| 1 ,

B W%fu(x)—wgmu(x) —+ O-Tz(X)a

where (a) is from Lemma D.6. Combining the result in Eq. (D.31), we have

P ﬁ Z fu(x) — (x)| = wp2(x) {yl,u}ueUz]
| uel;
<P ﬁ Z fu(x) — |71l| Z my(X)| + Bor,(x0) = wia(x) {YI,u}ueUl] (D.35)
L uel; uelU;
2 [ I S Y P T )
|l 2700 g 2 9] 2 \/ o |Wehen] <20

where (a) is from 07, (x) = X7 (x) according to Lemma D.3. Therefore, we derive the desired
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P

|Ul| > fulx)

uel;

= Z P A {YZ u}uEUl
A

> wyp(x )]

‘U‘qu

uel;

< ZP[A - {YZ,u}ueUl] : 26 - 26
A

241

> wi,2(x)

{YZ,u}uEUl] (D36)

To prove Theorem 5.3, we first present three main conclusions when the concentration in-

equality in Theorem D.7 holds, then get an upper bound for the regret incurred in a particular

phase [ with high probability, and finally sum up the regret over all phases.

Define a “good” event when Eq. (D.23) holds in the [-th phase as:

& = {vx €Dy, |f(x)

— (%) < wi(x)}.

We have P[] > 1 — 4|D| via the union bound. Then, under event & in the [-th phase, we

have the following three observations:

1. For any optimal action x* € argmax,.p, f(x), if x* € D;, then x* € D;;4.

2. Let f* = maxyep f(x). Supposed that * € D,. For any x € D, 4, its reward gap from

the optimal reward is bounded by 4 maxyxep, wi(x),

fT=Fx) <

ie.,

4 max wy(x).
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3. The confidence width function satisfies

maxwn (%) S\ o

2k2 log( 1/5 402C?yy, log(1/8)
T|U|

202320277}

Proof. Observation 1: Let b € argmax,.p, (fi1(x) — wi(x)). Then under event &, we have

u(x) +wi(x) > f(x*) > f(b) > fu(b) — wi(b)

which indicates x* € Dy, according to Eq. (5.10).

Observation 2: For any x € D;,1, we have x € D; and

fi(x) + wi(x) = fu(b) —wi(b) = m(x") —wi(x).

Then, we have the regret of choosing any action x € D, satisfying

—

a

FT) = f() < u(xT) + wi(x") = fu(x) + wi(x)

< 2(wi(x) + wi(xY))

~

< dmax w(x),
xeD;

(D.37)

(D.38)

(D.39)

where (a) holds under event & and the second inequality () is from Eq. (D.38). Then, we

derive Observation 2.
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Observation 3: Based on the result in Lemma D.5, we have

1) — ( \/zk(x,xnog(l/@) +2Hl(x)< 2l0g(1/5) | B))

xED; x€D; |Ul| |Ul|

22 log(1/5) 2log(1/P)
_— Y —+ B
O e B (x) ol
(D.40)
2k2log 1/ﬁ ANC?~, log(1/5) N 2AB2C?%yy,
|Ul 71Uy T
_ 2r21log(1/pB) n 402C?%yr, log(1/5) N 20232027@.
Ui e 1
O

Then, we are ready to prove Theorem 5.3.

Proof of Theorem 5.3. Let the regret in the I-th phase be r; = ZteT(maxxep f(x)— f(x))-

For any [ > 2, we assume event &_; holds. Then, we have the following result

<47y 2k2log(1/5) N 402C?%yy,_ log(1/p) N 202B2C?yy,_,
= |Ui-1| T1-1|U—1] 111
1 2k2log 1/ﬁ 402C?~yr log 1/5) 202B2C?yrp
2a(l- 1) 2(1+a)(l-1)— + 212

< 4v/2k210g(1/B)V22-0)1=1) 4+ 86C'\/2yr log(1/3)V20-)=1) 4 86 BC\/~72-1,
(D.41)

where (a) is from 7, , < y7 and |Uj| > 2.
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Define &, as the event where the “good” event occurs in every phase, i.e., &, = ﬂlL:l & Ttis
not difficult to obtain P[&,;] > 1 — 4|D|SL by applying union bound. At the same time, let
R, be the regret under event &;, and R, be the regret if event &; does not hold. Then, the
expected total regret in T" is E[R(T)] = P[§,| R, + (1 — P[&,]) Ry

Under event &, the regret in the [-th phase r; satisfies Eq. (D.41) for any [ > 2. Note that

r1 < 211 Bk < 2Bk since T} = 1 and for any x € D

FGO] = [(f R, Dl < I lletk(x, ), k(x, ), < Bh(x, %) < Br.

Then, we have

L
Rg: E T
=1

L
<2Br+ Y 4y/2xlog(1/8)V2C-)0-D
=2

L
+Y " 80C/2y7 log(1/B)V20-2)0-D)
=2

L
+ Z 80 BC/yr2i-1
1=2

< 2Bk 4 4+/2k210g(1/) - 4V 2(L-1)(2-a)
+ 80 C'\/2y7 log(1/5) - Cyv 2(—a)(L-1) (Cl = V2l /(y/21a — 1))
+ 80 BC\/yr - 4V2L-1

(a)
< 2Bk + 164/2k210g(1/B)T 2 + 86C,C'\/2yr log(1/ )T + 320 BC\/ 7T,
(D.42)

where the last step is due to 2¢71 < T and L < log(2T) since ZlL;ll T,+1<T.

On the other hand, R, < 2BKT since | maxxep f(X) — f(X)| < 2Bk for all x € D. Choose
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f=1/(|D|T) in Algorithm 6. Finally, we have the following results:

E[R(T)]
= P[gg]Rg + (1 - ]P)[gg])Rb
< R, +4[D|BL - 2BKT

< 2Bk + 16+/2r21log(1/8)T %2 + 85C1C/2vr log(1/ )T = + 320 BC'\/4T

(D.43)
+ 8Bk|D|BLT
= 2Bk + 16772\ /2k210g(|D|T) + 85C,C\/2yr T = log(|D|T)
+ 320 BC\/v7T + 8Brlog(2T)
= O(T"**\/1og(ID|T)) + O(\/37 T~ 10g(ID)T) + O(\/7rT).
0

D.4 Proofs for Communication and Computation Re-

sults

The results regarding computation complexity and communication cost highly depend on

the number of batches H; in each phase [. Hence, we first provide the proof for Lemma 5.8.

Proof of Lemma 5.8. To bound the number of batches in the [-th phase, we follow a similar

line to the proof of Lemma 4.3 in [23]. For any 1 < h < H;, we have

c? -1 2 -1
Ti(ap) = LE%_I(ah)J > S (o) 1
= X2 (an)(Ti(ap) +1) = C* -1 (D.44)

= 22}21_1(8_}1)7}(&}1) > 02 —1.
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Recall that we use 7, to denote the last within-phase time index in the h-th batch. Then,

summing the above inequality across all batches up to H;, we have

H,

H(C? =1) <) 255y (an)Ti(an)
h=1
H; th-1+Ti(an)

22 Z Eh 1 (an)

h=1 7=71_1+1

Th—1+T1(an)

Sh_i(an)
L3S
h=1 7=75_1+1 UT(ah)
H; th—1+Ti(ay)

<22 S P oa) (D.45)

h=1 1=1h_1+1
H; th—1+Ti(ap)

202 Z Z 07 (Xt 47)

h=1 T=1H_1+1

T

=2C” Z 072-<th+7)

T=1

© 5

< 4o C Y1y,
where (a) is from Corollary D.4, (b) is based on our algorithm decision: x¢,,, = a,, for any
T € [tho1 + 1, 71 + Ti(ap)], (¢) is from Lemma D.1 where X, = [X;E_H, . ,xtTl+Tl]T for any
phase [ and A = ¢%. Hence, we derive

40%C?

H < m’m- (D.46)

We already analyze how to derive the computation complexity for DPBE in Remark 5.9. In

the following, we prove Theorem 5.10, which tells the result regarding communication cost:

O(yrT?).
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Proof of Theorem 5.10. Note that the communicating data in each phase between partici-
pants and the agent is the local average performance y}*(a) for each action a chosen in the
corresponding batch. That is, N,; < H, for every participant u. (Here, the inequality holds
when merging batches as Remark 5.1). Combining the bound of H; in Lemma 5.8, we derive

the total communication cost satisfying

L 7202 2,2
C ol o°C o
E: |U|H, < E: 'yTl 2*+1)=0 (—02 —3 T ) , (D.47)

where the last step is due to 2671 < T and L < log(27T) since 3.1' T; +1 < T. O

D.5 Differential Private DPBE Extensions

In this section, we extend the differentially private DPBE in Section 5.6 to two other celebrated
DP models: the local model and shuffle model.

To begin with, we present the details of the DP-DPBE in the central model mentioned in
Section 5.6 in Algorithm 10. Recall that in the central DP model, with a trusted agent,
data privacy is protected by privatizing the aggregated feedback so that the output of the
algorithm is indistinguishable between any two users. In a particular phase [, the aggregated
feedback for each chosen action becomes y; = y; + (p1, ..., pn,) ( Eq. (5.15)), where p; g
N(0,02.) is the injected privacy noise. In addition, the confidence width function is updated

’ Y nc

accordingly (Eq. (5.17)) by taking this privacy noise into account.

Differentially Private DPBE in the Local DP Model. In the local model, the users do
not trust the agent, and thus, each is equipped with a local randomizer R to protect its own
local reward. Formally, a local randomizer R is (g, 0)-local differentially private ((g,d)-LDP)

if for any two user inputs, the probability that R outputs a value in any set Y is not different
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by more than a multiplicative factor of e and an additive factor of 4. To guarantee LDP,
the the local randomizer R at each user u injects Gaussian noise before sending the local

reward observations out to the central agent. That is,

R(yi') = yi' + (pury - pum) (D.51)

and then the private aggregated feedback for the chosen actions in the [-th phase in the local

DP model becomes

N 1 u 1 u
Y = m Z R(yz ) - m Z (YZ + (pu,la s 7pu,Hl>) (D52)

uel; uelU;

2

- is chosen

where p, ;~N(0,02) is i.i.d. across both users and actions, and the variance o

according to the sensitivity of yj'.

Differentially Private DPBE in the Shuffle DP Model. While local DP provides a more
stringent privacy guarantee, it usually incurs larger regret cost [144]. The shuffle model
is recently proposed to achieve a better tradeoff between regret and privacy [34]. In the
shuffle model, between the users and the agent, there exists a shuffler that permutes the
local feedback from the participants before they are observed by the agent so that the agent
cannot distinguish between two users’ feedback. Thus, an additional layer of randomness
is introduced via shuffling, which can often be easily implemented using Cryptographic
primitives (e.g., mixnets) due to its simple operation [14]. Specifically, the shuffle DP model
consists of three components: a local randomizer R at each user side, a shuffler S between
the users and the agent, and an analyzer A at the agent side. Let Uy = (U, ---,U)) be
the participants throughout the 7' rounds. Define the (composite) mechanism M, (Ur) =
(SoR)(U1),(SoR)(Us), ..., (SoR)(UyL)), where (SoR)(U;) = SH{R(y!) buer,)- Formally,

We say the DP-DPBE algorithm satisfies the shuffle differential privacy (SDP) if the composite
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mechanism M is DP, which leads to the following formal definition.

Definition D.8. (Shuffle Differential Privacy (SDP)). For any ¢ > 0 and 0 € [0, 1], the
DP-DPBE is (e, §)-shuffle differential privacy (or (g,8)-SDP) if for any pair Uy and Uy that

differ by one user, and for any Z € Range(M,):

P[M,(Ur) € Z] < ePM,(Uy) € Z] + 6. (D.53)

In our case, we apply a shuffle model to the feedback from participants of every particular
phase. That is, the private aggregated feedback for the chosen actions in the [-th phase in
the shuffle DP model becomes

yi = A(S ({R(yi' buerr))) (D.54)

2
ns)’

where the local randomizer injects a sub-Gaussian noise with variance o7 , which is i.i.d.
across both users and actions. Thanks to our phase-then-batch strategy, the recently pro-
posed vector summation protocol [35] can be extended to our algorithm as [89]. We present

the concrete pseudocodes of R, S, and A in Algorithm 11.

D.5.1 Performance Guarantee

For the DP-DPBE algorithm incorporated with the above local and shuffle DP models, we

provide the DP guarantee and regret in the following.

Theorem D.9 (DP guarantee). Suppose any user is not sampled in two different phases.

i) Extend the DPBE algorithm by employing a local randomizer R as Eq. (D.52) at each par-

L Rang(M) denotes the range of the output of the mechanism M.



250 AprPENDIX D. APPENDIX FOR CHAPTER 5

24/2(k2+02) H log(2H; /61) In(1.25/55))
< ’

ticipant in the [-th phase, called LDP-DPBE. With o, =

LDP-DPBE guarantees (¢,6)-LDP for where § = 61 + 0.

it) The DPBE algorithm employing the shuffle protocol of Algorithm 11 in each phase | with

input {y'tuer, and Ny = Bry/H; + /2(k2 + 02)H;log(1/61), guarantees (g,8; + ds)-

SDP. In addition, the introduced error for privacy is sub-Gaussian with variance o2, =
O (A% In(H, /82)*

e2|U;|?

) and independent of the inputs.

We achieve the above LDP guarantee in i) directly by employing the Gaussian mechanism
given the sensitivity of yj'. In the shuffle model, we follow the shuffle protocol for each phase

in [89] and derive the corresponding SDP guarantee from Theorem A.2 therein.

From the above results, we derive that compared to the local model the shuffle model injects

much less noise (02, vs. ¢2;) without requiring a trusted agent. In the following, we present

the regret performance of DP-DPBE in these two DP models.

Theorem D.10 (LDP-DPBE). Apply the Gaussian mechanism in the local DP model with

24/2(k2+02) H log(2H1 /61) In(1.25/52))
~ .

20202 vy
Ui

With 3 =

Opl = and o, = , the DP-DPBE

_L
DT

extension with a local DP model achieves the following expected regret

E[R(T)] = O(T"*"\/log(|D|T)) + O (1n(1/ T2y 10g(ID|T)> | (D.56)

3

Theorem D.11 (SDP—DPBE). With o,, = 0, /202,}@ -0 (’7T1H(7T/62)\/(K2+0'2)log(Hl/51)))

e|lU]

in the l-th phase and [ = ﬁ, the DP-DPBE extension with the shuffle model in Algo-

rithm 11achieves the following expected regret

3

E[R(T)] = O(T*~/*\/1og(|D|T)) + O (WQ(”T/ Ol "y log<‘D’T)> . (D.57)
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Table D.2: Regret of DP-DPBE in Different DP Models

Algorithms ‘ Regret

DPBE O(T"=/*\Jloa([DIT))
CDP-DPBE O(Tlfa/2 log(|D|T)) + O ln(l/é)vTTl;a log(|D|T)
LDP-DPBE O(T'*/2\/1og(|D|T)) + O 111(1/5)«YTT1*°;/2 log(|D|T))
SDP-DPBE O(T'=*/2/log([DIT)) +O(ln3/z(w/a>wz—a 1og(|p|T))

Notes: CDP-DPBE, LDP-DPBE, and SDP-DPBE represent the DP-DPBE algorithm in the central, local,
and shuffle models, respectively, which guarantee (g,6)-DP, (,d)-LDP, and (g, §)-SDP, respectively.

We omit the proofs for the above two theorems because they can be derived by directly re-

2C202 yr

placing o,, of the central model with o,, = T of the local model and o,, = 0,,51/2C?y7

of the shuffle model. See Appendix D.5.3.

D.5.2 Proofs for DP Guarantees

Before providing the DP guarantee of the DPBE algorithm in the three DP models, we first

show the ¢y sensitivity of y;, which is a key parameter to decide the Gaussian noise.

Lemma D.12 (Seunsitivity). Let Uy, U C U be two sets of participants in DPBE differing on

a single user that is participating in the [-th phase.

V/ (k%4 02)H;log(2H,/6,)
Uil

Ay 2 max [y) — yi| < 2 (D.58)

where H; denotes the dimension of y; and o2 is the variance of the noisy observations.

Proof. Let U, U] be the sets of participating users in [-th phase corresponding to Ur and

U} respectively. We have |U;| = |U]| and the sensitivity
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Ay £ max|y; — yi

1 1
= max |0 >y —— > _ ¥} D.
Ur lz |Ul|ueUl’ l |Ul|ueUz l 059
2
< — u u )
o] s, Ivi =il

For any chosen action a € Ap,, we have the following result

u’ U 1 1
‘yl (a)_yl (a>’ = T(a) Z yu’,t_m Z Yu
N ieTim) NY o eTia)
1
- ( Z (Yur t = Yurt)
N eTi@)
1
= T(a) Z (fu’ (Xt) + Nyt — fu(Xt) — nu,t)
N eTi@)
1
S (a) Z ‘fU’(Xt) + Nt — fu(Xt) - nw\ .
NY eT@)

Note that f,(x) ~ N(f(x),k(x,%)), Nu: ~ N(0,0?), and the participating users are inde-
pendent from each other. We have (fu(x¢) + Ny — fu(Xe) — Nus) ~ N(0,2(k(x¢, x¢) + 02)).
According to the concentration property of Gaussian distribution, we have with probability

at least 1 — 91,

[ fur (%) + 1w = fu(e) + mue)l < 20/ (e, %) + 02) log(2/01) < 21/ (k2 + 02) log(2/61)

which results in |yf" (a) — yi(a)] < 24/(k2 + 02)log(2/d;) for any particular a € Ap, with

probability at least 1 — ;. Substituting the above result into Eq. (D.59) and combining a
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union bound, we have with probability at least 1 — d; the /5 sensitivity of y; is bounded by

MAaX,, ey Hy}“ —y¥2 < 2\/Hl(/<;2 + 0?)log(2H,/d)
Ui A Ui

Ay < (D.60)

where the last step is because H; is the dimension of y;' and also the number of actions in

Ay ]

IR

For both the central model and the local model, we employ the Gaussian mechanism in the

differential privacy literature, which is described in the following.

Theorem D.13. (Gaussian Mechanism [50]). Given any vector-valued function® f :U* —
R?, define Ay = maxy, yycu || f(U) — f(Ue)|l2- Let 0 = Ay\/2In(1.25/0) /. The Gaussian

mechanism, which adds independently drawn random noise from N(0,0%) to each output of

f(+), i.e. returning f(U) + (p1, ..., ps) with p; N0, 02), ensures (e, 6)-DP.

Proof of Theorem 5.13. Let E denote the event that the global sensitivity bound of The-

orem D.12 holds. Thus, P[E] > 1 — §;. If E holds, adding independently drawn noise

from N (0, w) to each element of y;, i.e., returning y; + (p1,-- - , pg,) with p; ESs

N(O 2A21n(1.25/52)

’ €

), ensures (g, d2)-DP according to Theorem D.13. Specifically, the following
inequality holds
PM(Ur) € Z|E] < P[M(Uy) € Z|E] + 05. (D.61)

2We use the superscript * to indicate that the length could be varying.
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Then, we have

P[M(Ur) € Z) < PIM(Uy) € Z|E|P[E] + 1 — P|E]
< (EEPIM(UL) € Z|E) + 62)P[E] + 6,

< eEPIM(Uy) € Z|EP[E] + 65 + 6,

(D.62)
< EPIMUL) € Z|EP[E] + 63 + 6,
< EPMUL) € Z,E] + 65 + 01
< EPMU) € Z]+6
where 6 = 01 + ds. O

Similarly, we can derive the (e, )-LDP. Meanwhile, we can achieve (e, )-SDP by combining

the analysis in Eq. (D.62) and the proof for Theorem A.2 in [89].

D.5.3 Proof of Theorem 4.11

Following a similar line to the proof for Theorem 5.3, we first provide the key concentration

inequality under DP-DPBE in Theorem D.14.

Theorem D.14. For any particular phase [, with probability at least 1 — 63, the following
holds

[f(x) = fu(x)| < wi(x), (D.63)

where mean function fi,(x) and confidence width function w,(x) are defined in Eq. (5.16) and

Eq. (5.17).

Proof. In this proof, we will show the following concentration inequality holds for any x € D

Bl (x) — ju(x)| > ()] < 68. (D.64)
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Let p = (p1,...,pm). Note that

ﬂl(x) = k(X, AHZ)T(KAHZAHZ + )\W;Ill)fl
= k(x,Am) (Kaya, + AW " (0 + p) (D.65)

= fiu(7) + k(x, Ag,) (Ka, a, + AW5H) ™!

Then, we have
(%) = fu(x)| < [£(x) = u(x)] + |k(x, Am) " (Kayan +AWg) pl. (D.66)

For any x € D, we have

P{f(x) = fu(x)] = wi(x)]

<P[1£(x) = @) + [k Am) (Kayap, + AWil) | > wilx) +20y/ 4702 10g(1/5)]
P(If(x) — fu(z)] = w(x)] + P Hk 5. Am) (Kay apy + AW ‘ 20\/~4702 log| 1/,@]

<46+ P [[k(x, An) T (K an, + AW5) 7| > 203702 1og<1/ﬁ)} ,
(D.67)

where the first inequality is due to w;(z) = w(z) + v/202log(1/p) from Eq. (5.17), the
second inequality is from union bound, and the last one is from Theorem D.7. Hence, it

remains to bound the second probability in Eq. (D.67).

Recall that p = (p1, . .., pu,) where p; " N(0,02,). Then, k(x, Ag,)T (Kayam +AW5)'p

is the sum of H, i.i.d. Gaussian variables, and the total variance (denoted by o2, ) is

sum

Olm = k(X, AHI)T(KAHIAHZ + )‘Wl_j[ll)_l(KAHlAHl + )‘Wl_ill)_lk(x7 AHZ)O-?LC’ (D68)
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Notice that

k(x, An,) (Kayay + AW ) (Kay ay + AW5) 7 'k(x, Ag,)
=p(x) @, (P, Py, + AW ) (@, gy, + AW ) T @0 (x)
=o(x) O f Wi (W D, @ Wi? + AD) W2 - WA (W20, 0 WP 4+ AL W 2@, 0(x)
=o(x) (D, WZW i Dy, + M) 710, W2 - Wy, - Wi 20, (01, Wi Wi gy, + AL) (%)
=o(x) (@, W, ®p, + \I) '@, W, @, (0f, W gy, + A1) lip(x)
To(x) T (O, Wiy @, + X" BT, Wy s (O], Wi Bpy + A1) (%)
X 41PX o, YV H ¥ H, oYY\ ®Pe, WHYH 2
=Tio(x) (D4 Wi, @py, + ML) (@, W, @, + 021) (D), Wi, @y, + M) op(x)
— AELP(X)T@IIZWH@H, + AI)_l((I)IElWHl(DHZ + AI) o(x)
<Tip(x) (P, Wi, @, + A1) p(x)

b _
Tip(x)T (@], @rpy + A p(x)

(:c)TlUZHZ (%)
A
@Tix%,(x) 1%, (x)

(D.69)
where (a) is from @ W3, &y, < O (T1)W g, @y, = TP [, Wy, @, because each diagonal
entry of Wy, satisfies [Wg, |, = Ti(an) < T3, (b) is based on Eq. (D.10), (¢) is from Eq. (D.5),
and (d) is according to the equivalence representation in Lemma D.3. The last step is from

the result in Lemma D.5.

Substituting the above result into Eq. (D.68), we have

sum QCQVTZ TLC - O—EL' (D'70)
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According to the tail bound of Gaussian variables, we have

4C?yras log(1/p)
202

sum

P [k, As) (K an + AW o] = /207 10g(1/5)] < 2exp {— } <28

O

Proof of Theorem 4.11. Similar to the proof of Theorem 5.3, we, to prove Theorem 4.11, first
present three results when the concentration inequality in Theorem D.14 holds, then obtain
an upper bound for the regret incurred in a particular phase [ > 2 with high probability,

and finally sum up the regret over all phases.

1) Three observations when Eq. (D.63) holds

Define a “good” event when Eq. (D.63) holds in the [-th phase as:
& & {vx € Dy, | f(x) — u(x)| < @i(x)} .

We have P[§] > 1—6|D|8 via the union bound. Then, similar to the non-private case, under

event & in the [-th phase, we have the following three observations:

1. For any optimal action x* € argmax,.p, f(x), if x* € Dy, then x* € Dj4;.

2. Let f* = maxyep f(x). Supposed that * € D,. For any x € D, 4, its reward gap from

the optimal reward is bounded by 4 maxyep, W;(x), i.e.,

f7 = f(x) < dmaxady(x).
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3. The confidence width function in the private setting satisfies

max w;(x) < maxw;(x) + Gryry/210s(1/5) (D.71)

XEDl XEDl ‘ Ul ‘ ’

2 8C%\/2(k2+02)02log(1/61) In(1.25/52)
where G; = e .

The first two observations can be derived similar to the non-private case. Regarding the
third observation, we have the confidence width function in the private setting w;(x) =

wy(x) + /202 log(1/8) and

207 log(1/1)

= ZC\//YTJTQLC 10g(1/6)

_ 4C/2(k? + 02)Hyyr log(1/61) In(1.25/65) log(1/3)
e|Ul|
o 8C2y7+/2(k? + 02)02log(1/d1) In(1.25/2) log(1/3)
h elU|VC? —1
8C2\/2(K2 + 02)02log(1/61) In(1.25/85) ~vrv/2 1og(1/5)_

< .
eVv/C? —1 |Ui|

N J/

G1

(Lemma 5.8)

2) Regret in a specific phase [ > 2.
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Under event &_1, the regret incurred in the I-th phase is

teT;
< E 4 max w;_1(x)
x€ED;_1
teT;

<4T; max w;_1(x)
x€D;_4

v/2log(1
+47; - G og(1/6) (Observation 3)

<4T; max w;_1(x)

X€Di—1 U1
<4T; max w1 (x) + 4G 1yr/21log(1/3)20 (=D
xX€D; 1

<4v/2k210g(1/B)V22-0=1) 4 85C'\/2v7 log(1/5) V2= (=1 4 85 BC'\/ 72!~

+ 4Gyry/21log(1/8)20 D]

where the last step is from Eq. (D.41).

3) Total regret.

Define é:g as the event where the “good” event occurs in every phase in the private setting,

ie., gg = ﬂlel &. Tt is not difficult to obtain P[&,] > 1 — 6|D|BL by applying union bound.
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At the same time, the total regret under event gg becomes

Ry=) > ("= f(x))

=1 teT;

L
<2Br+ Y 4y/2k7log(1/8)V2C-)-1

=2

L
+) " 80C/29rlog(1/B)V20-e)(=1)
=2

L
+) 80 BC\/yr2-!
=2

L
+ Z 4G/ 2log(1/ )20 -1

=2

< 2Bk 4 4+/2k210g(1/3) - 4V 2(L-1)(2-a)

+ 80’0\/2’}/71 IOg(l/ﬁ) . Ol \/2(1_‘1)([’_1) (Cl £

+ 80 BC /v - 4V 2L-1

+4G1yry/21og(1/5) - Cy2 Y (Cz s er—

<2Bk + 164/2k2log(1/B)T %2 + 80C,C\/2vyy log(1/3)T =2
+ 320’BC\/ ’}/TT + 4CQG1’}/T\/ 2 IOg(l/ﬁ)Tl_a,

(D.72)

where the last step is is due to 27! < T and L < log(27") since ZlL;llTl +1<T. On

the other hand, R, < 2BkT since | maxyep f(X) — f(x)| < 2Bk for all x € D. Choose
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p =1/(|D|T) in Algorithm 10. Then, the expected regret is:

E[R(T)] = PE)|R, + (1 - PIE,)) Ry

< R, + 6|/D|SL - 2BKT

< 2Bk + 16+/2k21og(1/5)T /2 4 85CLC/2y7 log(1/B) T4 + 320 BC /47T
+ 4C,Gyyry/210g(1/B8) T + 12BK|D|SLT

— 2Bk + 16T\ /26210g(|D|T) 4+ 86C,C~/2v7T = 10g(|D|T) + 320 BC'\/rT
+ 4C,Gyyr/210g(|DIT) T + 12Brk log(2T)

= O(T'*\/log(IDIT)) + O(v/rT*-*10g(|D)T) + O(GryrT'~*/log(ID|T)) + O(/v¢T).
(D.73)

Finally, substituting G; with §; = d2 = §/2, we have the total expected regret under the

DP-DPBE with the central model is

3

E[R(T)] = O(T*~*/>\/1og(|D|T)) + O <ln(1/5)’)/TT1_O‘ log(kT)>
(D.74)

+ O(V/yrT = log(|D)T) + O(\/vT).

While the DPBE algorithm uses GP tools to define and manage the uncertainty in estimating
the unknown function f, the analysis of DPBE algorithm does not rely on any Bayesian
assumption about f being actually drawn from the prior GP(0, k), and it only requires f to

be bounded in the kernel norm associated with the RKHS H,,.
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D.6 Additional Numerical Results

D.6.1 Evaluations of DP-DPBE

In Sections 5.7, we evaluated DP-DPBE on the synthetic function. In this subsection, we
present additional numerical results of DP-DPBE on the standard benchmark functions and
the function from real-world data. For these simulations, we run 7' = 10° rounds as the
simulations for the synthetic function, present how the cumulative regret at the end of T’
varies with privacy budget ¢ in Figure D.1 and compare DP-DPBE with DPBE in Figure D.2.
We perform 20 runs for each function. From the figures, we can derive the same results
regarding privacy-regret tradeoff and the message of achieving privacy “for free” as for the

synthetic function.

D.6.2 Comparison with State-of-the-Art

In Section 5.8, we provide simulation results on the regret performance and running time of
GP-UCB, BPE, and our algorithm DPBE with different values of o on the synthetic data gener-
ated in Section 5.7.1 In this section, we add additional numerical results on three benchmark
functions (Sphere, Six-hump Camel, Michalewicz) and one function from real-world data—
Light sensor data [118]. The parameters of the problem setting and the algorithms are as
follows: T = 4 x 10*, |D| = 100, and k = kgp with lgg = 0.2; (a) Sphere function. Set-
tings: d = 3,C = 1.5,0 = 0.01,0* = 0.001,\ = 02/v? (b) Six-Hump Camel function.
Settings: d = 2,C = 1.5,0 = 0.01,v? = 0.01, A = 02/v?; (c) Michalewicz function. Settings:
d=2,C =15,0=0.01,v*=0.01,\ = 02/v? (d) Functions from real-world data. Settings:
d=2,C=142,0 = 0.01,0v*> = 0.01,\ = ¢%/v?. We plot the cumulative regret for all the

algorithms in Figure D.3 and present the running time in Table D.3.
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Figure D.1: Performance of DP-DPBE: Final cumulative regret vs. privacy budget ¢.
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Figure D.2: Performance of DP-DPBE: Final cumulative regret vs. privacy budget ¢.
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Figure D.3: Comparison of regret performance under DPBE, GP-UCB, and BPE on three bench-
mark functions and one function from real-world dataset. The shaded area represents the
standard deviation.
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Table D.3: Comparison of running time (seconds) under GP-UCB, BPE, and DPBE with different

values of a.

. DPBE DPBE DPBE DPBE DPBE DPBE
Algorithms | 0 — 05 a=06|a=07a=08|a=09| U | EPE
Sphere 0.08 0.07 0.07 0.07 0.09 0.13 4.68 | 37.87
Six-Hump Camel 0.04 0.03 0.04 0.03 0.04 0.04 4.79 10.43
Michalewicz 0.04 0.04 0.05 0.06 0.07 0.11 4.95 4.48
Light Sensor Data | 0.04 0.06 0.07 0.03 0.06 0.05 3.22 | 82.08
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Algorithm 10 Differentially Private DPBE (DP-DPBE)

1: Input: D C R4 o €(0,1), 8€(0,1), C, 02, 0,, and privacy parameters ¢, §
2: Initialization: [ =1, D, =D, t; =0,and T} =1
3: while ¢, < T do

4:

*

@

10:
11:
12:
13:
14:

15:
16:
17:

18:

19:

20:

21:

Set 7=1,h=0, 7 =0 and 33(x) = k(x,x), for all x € D,
while 7 < 7; do

h=h+1

Choose

aj, € argmax Y;_(x) (D.48)
xeDy;

Play action a, for Ty(a;) £ [(C?—1)/%2_,(ay,)] times if not reaching min{T, #,+7;}

Update 7 = 7 + Tj(a;) and 33 (-) by including a;, according to Eq. (5.7).
end while
Let H; = h denote the total number of batches in this phase.
Randomly select [2%] participants U,
for each participant v € U; do
Collect and compute local average reward for every chosen action a € Ap;:
y'(a) = ﬁ Zte’ﬁ(a) Yu,t
Send the local average reward for every chosen action yi £ [y*(a)]aca 5, to the agent
end for
Aggregate local observations for each chosen action a € Apy;:
(@) = 1 Cuew, Ui'(a)
Let yl = [yl(al), . ,yl(aHl)] and

~ _ 1.4.d.
yi=Yy+ (pla o 7le)7 where P ~ ./\/-(0,0'721)

Update f(-):
[Ll<x) = k(X7 AHZ)T<KAHIAHZ + )‘WI:QI)_ISII (D49)

Eliminate low-rewarding actions from D; based on w;(-) in Eq. (5.17):

Dyt = {x € Dy s ju(x) + d(x) > max(ju(b) - <b>>} . (D50)

Tip=2Tt=t+T;l=101+1

22: end while
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Algorithm 11 M : Shuffle Protocol for a Set of Vectors with Users U [89]

1. Input: {y“},cu, where each y* € R®, [|y"[ls < As
2: Parameters: ¢, 65, g, b, p
3: Let

£

e
g = max{é\/|U]/(6y/51n ((45)/62)), /5, 10} (D.55)

h— [ 180g2A12n (4s/82) -|
U
__ 90g°? 1n€(4‘s/‘52)
P = e

function R(y")
for coordinate j € [s] do
Shift data to enforce non-negativity: w, ; = (y*); + A9,Vu € U
//randomizer for each entry
Set u_)u,j < qu’]g/<2A2>J
Sample rounding value v; ~ Ber(w, jg/(2A3) — W, ;)
Sample privacy noise value v, ~ Bin(b, p)
Let ¢} be a multi-set of (g + b) bits associated with the j-th coordinate of user v,
where gzb;‘ consists of 1w, ; +y1 + 72 copies of 1 and g+ b — (w; ; + 71 +2) copies of 0
10:  end for
11:  Report {(J, ¢})}jels to the shuffler
end function

—_

function S{(j, ¢;)}jeis1)  //Pi = (9] )ucv
12:  for each coordinate j € [s] do
13: Shuffle and output all (g + b)|U| bits in ¢;
14:  end for

end function

function A(S({(j, #;)}je(s)
15:  for coordinate j € [s] do

16: Compute z; ﬁ((zgggb)w‘(gbj)i) —blUlp) // (¢;); denotes the i-th bit in ¢,
17: Re-center: o0j <= z; — Ay

18:  end for
19:  Output the estimator of vector average o = (0;);e|s]
end function
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