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Deep Learning Empowered Unsupervised Contextual
Information Extraction and its applications in Commu-
nication Systems

Kunal Gusain

(ABSTRACT)

There has been a rapid growth in the amount of data produced by wireless systems. With

the advancements in 5G technologies, it has become essential to process this data efficiently.

Specifically, when there is too much flow of information, there is a practical need to find

useful information (i) for efficient utilization of communication resources and (ii) for bet-

ter decision-making. This thesis investigates how to efficiently extract useful features from

large-dimensional observations in wireless communication-oriented problems.

Semantic communications reduce bandwidth consumption by transmitting only the impor-

tant features of the input data. Unlike conventional communications, semantic communi-

cations aim to achieve accurate recovery of the intended meaning rather than bit-by-bit

accuracy. Consequently, feature extraction is a crucial step for semantic communications.

In this work, we develop a deep learning based contextual video information processing

framework, called Kratos1, that accurately extracts the critical and statistically significant

information (such as enemies’ locations on the battlefields) from the collected images and/or

videos while suppressing the background information; thus enabling semantic communica-

tions in Internet-of-battlefield (IoBT) networks.

Rapid advancements in radio technology have also spiked demand for spectrum resources

burdening already limited spectrum availability. With the surge in malicious actors who
1Kratos is the greek god and personification of power and strength.



want to exploit the spectrum, it has become essential to identify such intrusions so they

can be rectified quickly. We develop a deep-learning based framework called WANDA 2 to

identify such anomalies.

Different from the existing literature, Kratos and WANDA utilize the soft Hirschfeld-Gebelein-

Rényi (HGR) correlation method to extract the important features from the multi-modal,

high-dimensional and statistically correlated observations. For demonstration purposes, a

battlefield video game is simulated, and Kratos is applied to recover the states and posi-

tions of the enemy spaceships, and WANDA was used to identify anomalies in a Wifi Signal

spectrum. Our experiments show that Kratos can accurately track the states and positions

of the enemies in real time, even in the presence of entirely unknown background informa-

tion. Similarly, WANDA also performed significantly better than its counterparts in all SNR

ranges maximizing the True Positives at a low cost of False Positives.

2Wireless Anomaly Detection Algorithm



Deep Learning Empowered Unsupervised Contextual
Information Extraction and its applications in Commu-
nication Systems

Kunal Gusain

(GENERAL AUDIENCE ABSTRACT)

There has been an astronomical increase in data at the network edge due to the rapid de-

velopment of 5G infrastructure and the proliferation of the Internet of Things (IoT). In

order to improve the network controller’s decision-making capabilities and improve the user

experience, it is of paramount importance to properly analyze this data. However, transport-

ing such a large amount of data from edge devices to the network controller requires large

bandwidth and increased latency, presenting a significant challenge to resource-constrained

wireless networks. By using information processing techniques, one could effectively address

this problem by sending only pertinent and critical information to the network controller.

Nevertheless, finding critical information from high-dimensional observation is not an easy

task, especially when large amounts of background information are present. Our thesis

proposes to extract critical but low-dimensional information from high-dimensional obser-

vations using an information-theoretic deep learning framework. We focus on two distinct

problems where critical information extraction is imperative. In the first problem, we study

the problem of feature extraction from video frames collected in a dynamic environment and

showcase its effectiveness using a video game simulation experiment. In the second problem,

we investigate the detection of anomaly signals in the spectrum by extracting and analyz-

ing useful features from spectrograms. Using extensive simulation experiments based on a



practical data set, we conclude that our proposed approach is highly effective in detecting

anomaly signals in a wide range of signal-to-noise ratios.
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Chapter 1

Introduction

1.1 Motivation

The widespread integration between the beyond 5G (B5G) wireless standards and the emerg-

ing cyber-physical systems will generate an enormous amount of data traffic at the zetta-

bytes scale and will put significant stress over today’s bandwidth-constrained wireless net-

works [36, 42]. It is crucial to process the data efficiently so that (i) the utilization of

underlying communication resources can be optimized and (ii) low latency of data can result

in better decision-making.

Most of the existing wireless communication systems are designed to optimize the data-

oriented metric, e.g., bit-rate and bit-error rate, and ignores the context of information, e.g.,

urgency, value, and priority [29]. In Fig. 1.1 [2] we can see some of the applications of machine

learning in wireless systems. Thereby, legacy wireless communications fail to prioritize the

critical and urgent information contents over the non-critical and non-urgent information.

In contrast, semantic communications prioritize sensing and exploitation of the accurate

meaning of the transmitted messages over the conventional bit-level accuracy metrics [4, 25].

In semantic communications, the transmitter extracts important and relevant information

(also known as the semantic features) from the messages to be sent, encodes these features

into bit sequences, and the receiver interprets the semantic features to the intended meaning

[33]. By conveying the required information with a small number of data packets over

1



2 CHAPTER 1. INTRODUCTION

the wireless medium, semantic communications can remarkably save bandwidth resources,

reduce latency and traffic congestion, and improve the timeliness of the received information.

However, semantic communications require deep learning (DL) empowered intelligent and

more complex transceivers to extract the semantic features from the messages and recover

the meaning from the features. Several aspects of DL-based semantic communications have

been extensively studied in the recent literature [37, 53, 54].

Figure 1.1: AI Applications in Wireless Systems [2]

A critical aspect of semantic communications is the contextual information processing to

generate informative features that precisely convey the desired meaning to the receiver [49].

Contextual information processing in a practical wireless communication scenario exhibits

the following challenges. First, the information obtained in the form of audio, image, and

video is indeed multi-modal [55]. It is inherently challenging to extract the important and

critical features for the intended meaning from the multi-modal data, especially in the pres-

ence of extensive background information. Second, the generated features must be resilient

against the semantic noise introduced by a mismatch between the knowledge base at the

transmitter and receiver, and the wireless channel-induced errors [29]. Finally, the received

information in a highly dynamic and time-varying scenario has a strong spatial and temporal



1.1. MOTIVATION 3

correlation. Essentially, contextual information processing in a dynamic environment not

only calls for effective suppression of background noise but also requires exploitation of the

spatial-temporal correlation.

With the swift advancements in radio technology, there comes another challenge. The surge

in IoT devices and end users who use radio technologies and their underlying spectrum

has strained the limited spectrum availability. This surge in usage has also resulted in the

spiked malicious actors’ activity in exploiting the spectrum, for e.g interference in the Global

Navigation Satellite System (GNSS) [43, 44] has significantly increased in recent times. It

has become very important to identify these actors or anomalies in the spectrum so that the

actual user’s experience on the platform is not affected.

In real-world scenarios, the data is generated at the internet scale most of which is unlabelled.

The paucity of this labeled data makes it challenging to use Deep Learning algorithms

to extract critical information. In anomaly detection applications, the anomaly is often

unlabeled. Anomaly detection algorithms find the pattern of normal signal/nonanomalous

signal and then label any other data point as an anomaly if the pattern is different from

the normal pattern. Detection of this normal pattern becomes even more challenging in

the presence of noise. The actual signals can be buried under noise and interference in the

spectrum. Algorithms like autoencoders find the hidden latent space of the data but they

also encode the noise making downstream processing of the signal difficult. Consequently,

a novel algorithm to extract useful features from the spectrum is also crucial for signal

detection and spectrum monitoring.
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1.2 Objective

Our goal was to develop an unsupervised learning framework that can be used to extract

critical data from a constant stream of data, especially video stream data. We demonstrate

our approach using two scenarios, the first scenario is extracting critical information in the

dynamic battlefield environment, and the second scenario is detecting RF anomalies in the

wireless signals without using any labeled examples in the entire pipeline.

In particular, the importance of feature extraction in resource-constrained networks in the

context of IoBT networks involves collecting massive amounts of multi-modal data from

widely deployed network sensors and computing units [7]. Due to the highly dynamic nature

of the battlefields, important and critical information is easily buried under the non-critical

information. Meanwhile, due to bandwidth constraints, it is extremely inefficient to directly

send the raw images or videos to the command center. Consequently, the network resources

must be prioritized in reliably transmitting critical pieces of information to the command

center. In this context, the key research questions are (i) which information is more critical?

and (ii) how effectively can such critical information be obtained while reducing the dimension

of the information and the resultant bandwidth consumption? To address these questions, in

this thesis, we develop a novel deep learning (DL) method to extract important features from

a set of high-dimensional, multi-modal, and correlated observations of IoBT networks. The

extracted features, despite having low dimensions, contain critical and statistically significant

information, and thus, can be utilized for decision-making at the command center while

reducing latency and bandwidth requirements.

Similarly in the wireless spectrum, it is important to identify the malicious actors to protect

the resource constraint spectrum. It is often the case that the pattern of the intended

signal is hidden under the noise. We can identify the anomalies better if we could somehow
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remove the noise to some extent. In this thesis, we developed an H-Score-based Wireless

Anomaly Detection Framework (WANDA) to identify such anomalies in the RF spectrum

in the presence of noise.

In both scenarios, the goal was to obtain a lower-dimensional representation (critical infor-

mation) from the continuous data stream while suppressing the noise at the same time so

that the downstream system could take advantage of extracted, cleaner version of the actual

data (signal) and perform the intended task.

In summary, the key contributions of the paper are as follows.

• A novel DL method, called Kratos, is developed to exploit the decomposition of the sta-

tistical dependence among the sequential video frames to capture useful facts. Kratos

involves two steps – In the first step, the low-dimensional yet informative features of

the video frames are extracted. More specifically, we apply the convolutional neu-

ral network (CNN) with soft Hirschfeld-Gebelein-Rényi (HGR) correlation or H-score

[19, 21] as the loss function for extracting features (i.e., critical information represen-

tation). In the second step, the features are labeled with critical information. For this

purpose, a feedforward neural network is trained to learn the mapping between the

extracted features and the critical information.

• A proof-of-concept of Kratos is demonstrated using an Atari-like video game simula-

tion. Such a video game mimics a practical battlefield scenario with high-dimensional

multi-modal observations and temporally correlated video frames. Kratos is applied to

extract the critical information, such as the locations and states (i.e., moving or firing

states), of enemy spaceships while effectively suppressing the non-critical background

information.

• Extensive experiments are conducted to evaluate the performance of Kratos. Experi-
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mental results show that Kratos can accurately track the enemies’ positions and states

in the video game, even in the presence of an entirely unknown background envi-

ronment. Such an observation confirms the fact our proposed Kratos can effectively

extract the semantic features from multi-modal data and recover the intended meaning

from such features.

• A proof-of-concept framework called WANDA (Wireless Anomaly Detection Algo-

rithm) is developed. It involves two steps, in the first step low dimensional features

from the video frame of signal spectrograms are extracted. In the second step, we

use an anomaly detection algorithm like OneClass SVM and Isolation forest to detect

anomalies in the input data.

• We evaluated WANDA on numerous parameters, we demonstrated that usage of H-

Score to extract critical information greatly helps the downstream processing (Step

2) in detecting anomalies and it gives better performance when compared with using

non-H-Score features.

1.3 Organization of Thesis

The thesis is organized as follows

Chapter 2 provides the background that will be helpful in understanding the rest of the

chapters. This chapter briefly explains the basics of Machine Learning, CNN, and Anomaly

Detection algorithms like OC-SVM, Isolation Forest, etc.

Chapter 3 provides a literature survey on two topics, semantic communication and anomaly

detection in wireless signals. In this chapter, we discuss the existing works on extracting

information from wireless signals and the existing works in detecting anomalies in the wireless
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spectrum.

Chapter 4 provides a detailed explanation of the H-Score. We first discuss modal decompo-

sition and then discuss Soft HGR Maximal correlation. H-Score forms the bedrock of this

thesis. The rest of the chapters use H-Score to extract information and then use a task-based

algorithm to complete the task.

In Chapter 5, we discuss semantic communications. We do a thorough analysis of the veracity

of our H-Score-based algorithm in this chapter. We discuss how we built the framework to

extract information and then demonstrated the application of semantic communication using

simulation.

In Chapter 6, we discuss anomaly detection in wireless signals, another application of H-

Score. We talk about how the existing H-Score framework can be used to detect anomalous

behavior in the wireless spectrum. We also compared the effectiveness of our approach

using an anomaly detection project and demonstrate that the H-Score approach performs

significantly better than the regular anomaly detection approach.

In Chapter 7, Conclusion and Future Work, we conclude the thesis by summarizing the

results from our experiments. We also discuss the future work in H-Score and its in wireless

applications.



Chapter 2

Background

This chapter provides technical background for the work presented in future chapters.

2.1 Machine Learning

Machine Learning as the term was first coined in 1959 by Arthur Samuel. He was a leader

in the field of computer gaming and artificial intelligence working at IBM at the time, he

defined machine learning as ”the field of study that gives computers the ability to learn

without explicitly programmed”. We can broadly define Machine Learning as the capability

of the machine to imitate complex human behavior. In 1998, Tom Mitchell a renowned

computer scientist gave a more formal definition of machine learning, he defined it as, ”A

computer program is said to learn from experience E with respect to some class of tasks T

and performance measure P, if its performance at tasks in T, as measured by P, improves

with experience E”. For e.g, if we take an example of an algorithm that plays chess with

a human, we can define E as the data itself [moves that the algorithm and human player

make], T as the task of playing chess, and P as winning rate.

Machine learning algorithms consist of building a model using some sample data also known

as training data and then performing the inference on unseen data collected from the same

environment. Consider an example of an ML algorithm that can differentiate between an

image of a cat and a dog. To train the model, we first feed the algorithm images of cats

8
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and dogs from our training data, once the algorithm is sufficiently trained, we can ask the

algorithm (model) to identify cats or dogs in a new never seen before image by the algorithm.

Machine learning algorithms can be classified into four major categories depending on the

type of problem we are solving, they can be Supervised learning, Unsupervised learning,

Reinforcement learning, and Semi-supervised learning. For the topic of our thesis, we will

only focus on Supervised and Unsupervised Learning Algorithms.

2.2 Supervised Learning

Supervised learning is a type of machine learning algorithm that learns from previously

labeled data. Let’s consider an example of a small child, how does a child know what is

an apple, once the child sees an apple multiple times, the child’s brain creates a high-level

understanding of the apple and stores it in the memory. The child might get confused

between oranges and apples earlier in the process but eventually, the child will identify an

apple perfectly among a bunch of other fruits. This is how a supervised learning algorithm

works. We first train our model using a dataset containing labeled data (correct and incorrect

examples) and later use the trained model to make predictions on the new data. The

algorithm does so by optimizing for a loss function, which has a high value in case of incorrect

prediction and a low value for the correct prediction. When we give hundreds of such

examples to the model, it eventually learns how to predict the right value.

In supervised learning, there are majorly two types of problems.

1. Regression Problem

2. Classification Problem
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Let us take an example to understand them in greater detail. Consider we have the following

data as shown in table 1.

Living Area (feet2) Dwelling Type Price (1000$s)

1400 Apartment 200

2400 House 450

1850 Apartment 275

1200 Apartment 175

2250 House 400

. . .

. . .

We can consider it as our training date. Every machine learning model has some input x(i)

and an output y(i). In our case input can be the living area and the output can be the

price. A pair of (x(i), y(i)) is called a training example, and n such data points together are

called a dataset. The entire input space can be denoted by χ and our output space can be

represented by γ. Now, we can formally define our problem statement for the algorithm to

learn the function f : χ ←→ γ so that f(x) is a good predictor of y. It can visually be

understood in Fig 2.1 [52].

Figure 2.1: Supervised Learning System [52]
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If our target variable is a continuous value such as price in our case it is called a regression

problem, and when the target value can only take discrete number values as in categories it

is called a classification problem. For e.g, if we try to predict the dwelling type based on the

living area as the input to the model, it becomes a classification problem.

2.3 Unsupervised Learning

In most real-world scenarios, having a labeled dataset is a luxury. Oftentimes, researchers are

solving problems that don’t have a fixed answer. In unsupervised learning, the models are

trained without any specific instructions. The algorithms are trained using unlabelled data

and then the algorithm attempts to find some kind of structure in the data by extracting

features from the data as shown in Fig. 2.2 [47]. The algorithm tried to find the hidden

structure in the data that is provided to the model.

Figure 2.2: Unsupervised Machine Learning [47]

It can also be thought of as a data organization tool at a very high level and depending on
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how the model organizes this data, there can be different applications for e.g

1. Clustering: Clustering is a technique where the models try to group similar data

together in a cluster without any prior information about the data. For e.g if we want

to separate types of auto vehicles (Sedan, Hatchback, SUV, Trucks, etc), we can feed an

unsupervised learning algorithm the dataset containing all these images of cars without

any labels, the algorithm may come with a few clusters where each cluster represents a

segment of cars. There are many clustering algorithms, KMeans and DBSSCAN, etc.

2. Anomaly Detection: Another interesting use case of unsupervised learning algo-

rithms is anomaly detection. Imagine you have thousands of samples of unlabeled

credit card transaction data, now we want to find out if there is any transaction that is

fraudulent. We can use anomaly detection algorithms like One Class SVM (OC-SVM)

or Isolation Forest to detect these fraudulent transactions. At a very high level, the

anomaly detection algorithm tries to learn a decision boundary around the legit data,

and any data points outside this boundary are termed outliers or anomalies.

3. Association: Finding associations in a dataset in our dataset is one of the most im-

portant types of problems for e-commerce websites. Whenever we visit an e-commerce

product page, there is a section called things buyers also bought, which is found out

using association rule mining. We can use Association Rule Mining algorithms like

Apriori and FP-Growth algorithms to mine associations of one product to another

product(s) by training a model using the dataset containing simple transactional data.

4. Autoencoders: In the last few years Autoencoders have gained huge traction. Au-

toencoder is a neural network architecture that has a symmetrical number of neurons

in the layers and the innermost layer of this architecture can be considered as the

latent space that is used as a lower dimensional representation of the input data. One
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of the architectures with Fully connected layers can be [128, 64, 32, 16, 32, 64, 128].

Here 128 is the size of the input layer and output layer and the layer with 16 neurons is

the innermost layer that captures the lower dimensional representation. Autoencoders

have been successfully used to remove noise from image and video data to improve

picture quality.

2.4 Convolutional Neural Network (CNN)

Convolutional Neural Network (CNN) is a feed-forward neural network that analyzes images

by processing them in a grid-like architecture. CNN was first developed by Yann LeCun in

1988. The first CNN was called LeNet, and it was used for character recognition like zip

codes and digits.

The major difference between a fully connected neural network and CNN is that in CNN

multiple neurons can share weights. This shared weight architecture makes CNN shift in-

variant. Shift invariant is can be understood better by an example, consider that we are

training a CNN model to identify a cat in the image since this cat can appear anywhere in

the image

2.5 One Class SVM

One Class SVM (OC-SVM) algorithm was proposed for Novelty Detection. Novelty detection

can also be defined as detecting rare events in the dataset. It is a type of anomaly detection

algorithm where regular classification algorithms fail due to the lack of labeled data. Most

anomaly detection or novelty detection algorithms are based on the estimation of the density

of probability of data. Anomaly in the data is those data points that exist in the region
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where the density of probability is very low. OC-SVM differs from other algorithms in

this respect, it works on the principle of max-margin, it does not model the probability

distribution rather it finds a function that gives a positive result for high-density points and

a negative for low-density regions as shown in Fig. 2.3 [39].

Figure 2.3: One Class SVM Decision Boundaries [39]

To understand the OC-SVM better we need to understand two-class SVM first. Lets consider

a data set Ω = {(x1, y1), (x2, y2), . . . , (xn, yn)}; points xi ∈ Rd where xi is the i-th data point

and yi ∈ {−1, 1} is the i-th output pattern, indicating the class.

SVM creates a non-linear boundary to separate the positive points and the negative points.

SVM projects the data points into a high dimensional space using a function ϕ. In this high

dimensional feature space F , SVM finds a straight hyperplane that maximizes the distance

between positive and negative samples. When we project these sample points to their original
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input space, this straight hyperplane becomes a non-linear curve. This hyperplane can be

represented by the equation wTx + b = 0, where w ∈ F , and b ∈ R. The distance between

the hyperplane and closest positive point, and the hyperplane and closest negative point is

the same, hence maximizing the distance between positive and negative points. There are

two more parameters that are used in SVM to prevent overfitting and they are ξi and C.

A trade-off between maximizing the margin and the quantity of training data points within

that margin is established by the constant C. ξi are called slack variables, which defines how

many data points can exist within the margin to prevent overfitting.

The objective function of the SVM is to minimize the following equation:

min
w, b, ξi

∥w∥2

2
+ C

n∑
i=1

ξi subject to:
yi(w

Tϕ(xi) + b) ≥1− ξi for all i = 1, . . . , n

ξi ≥ 0 for all i = 1, . . . , n

(2.1)

This minimization problem is solved using Lagrange multipliers, the decision function for a

data point x becomes

f(x) = sgn(
n∑

i=1

αiyiK(x, xi) + b)

where αi are the Lagrange multipliers. Here, αi are the sparse Lagrange multipliers and

they support the machine, hence SVM is called a Support Vector Machine. Here, K(x, xi) =

ϕ(x)Tϕ(xi) is called a the kernel function. In the last equation, the decision function depends

on the dot product between vectors in the feature space F , we don’t have to do the actual

projection in the higher dimension as long as the kernel function K gives the same result,

and this is known as the famous kernel trick.

There are many kernel functions available, linear, and polynomial, but the most popular one
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is called a Gaussian Radial Base Function (RBF):

K(x, x’) = exp
(
−∥x− x’∥2

2σ2

)

where σ ∈ R is a kernel parameter and ∥x−x0∥ is the dissimilarity measure. We can identify

the classes of our data points using the above-given formulas in a traditional SVM.

One Class SVM (OC-SVM) is an extension of regular SVM. In OC-SVM, we separate all the

data points from the origin in higher dimensional feature space F and maximize the distance

of this hyperplane from the origin. This results in a higher-density region in the input space

where away from the origin and our function returns +1 in a higher-density (smaller) region

and −1 in a lower-density (bigger) region.

We can modify the existing SVM optimization function to the following:

min
w, ξi, ρ

1

2
∥w∥2 + 1

νn

n∑
i=1

ξi − ρ subject to:
(w · ϕ(xi)) ≥ρ− ξi for all i = 1, . . . , n

ξi ≥ 0 for all i = 1, . . . , n

(2.2)

In this function, the C is changed to ν which sets an upper bound on the fraction of outliers

and lower bound on the number of training samples used as support vectors. This parameter

is also called the contamination factor in the most commonly used APIs.

Now when we use the Lagrange technique the decision function becomes

f(x) = sgn((w · ϕ(xi))− ρ) = sgn(
n∑

i=1

αiK(x, xi)− ρ)

, where hyperplane is based on w and ρ such that they create maximum distance from the

origin.
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Again, by using Lagrange techniques and using a kernel function for the dot-product calcu-

lations, the decision function becomes

f(x) = sgn((w · ϕ(xi))− ρ) = sgn(
n∑

i=1

αiK(x, xi)− ρ)

We can take the decision based on the sign of the value, if the value is negative that means

it is an outlier or anomaly otherwise it is an inlier.

2.6 Isolation Forest

Isolation Forest is another type of anomaly detection algorithm that belongs to the family

of Ensemble methods. Isolation forest is similar to the Random Forest algorithm in a way

that we create a lot of decision trees based on the subsampling of the data. The core idea

behind using isolation forest to find anomalies is that anomalous points or outliers are often

easier to separate from the regular data points, i.e they require fewer splits in the decision

tree.

Isolation forest is also different from most traditional anomaly detection algorithms because

we do not have to profile the dataset to figure out what is the normal distribution of the

data and then take a decision for a sample point if it confirms the existing distribution.

Isolation forest works by explicitly isolation the outlier data points instead of building a

model of density distribution. The time complexity of the algorithm is linear and has a very

low memory footprint, so it makes it an ideal candidate for performing anomaly detection

on large volumes of data.

In the Isolation forest, we randomly subsample features and data points from the dataset to

create multiple trees. The data points that require more splits or are deeper in the decision
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tree are less likely to be outliers or anomalies whereas the data points that require fewer

splits or are at higher levels are more likely to be outliers or anomalies because it was easier

for the trees to separate them from other data points. We can visualize it in Fig. 2.4 [46].

Figure 2.4: Isolation Forest Diagram [46]

The algorithm can be explained in the following steps in more detail:

1. Get a random sub-sample of the dataset for a decision tree and create multiple such

trees.

2. For each decision tree, take a random sample of features, and from this random set

of features take a random feature and split the tree based on the random threshold

between a range of the value.

3. We split the tree based on the value if the value is less than the threshold for a data

point it goes to the left branch otherwise it goes to the right branch.

4. Now, we can recursively call Step 2 from this step until we have a single data point in
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the branch or till the time we reach the max depth specified by the user.

The above-mentioned steps create a fully trained model of an Isolation Forest that has

multiple decision trees. To perform inference on a new sample point, we pass that data

point to all the decision trees in the trained model. An anomaly score is assigned to the data

point by every decision tree based on the depth of the tree that our sample point arrives at.

Finally, we aggregate all the scores given by each individual tree and arrive at an anomaly

score based on the average depth of all the decision trees and the depth of the current data

point. If the anomaly score is < 0 then it can be considered an anomaly or outlier otherwise

it is an inlier.



Chapter 3

Literature Review

In this chapter, we will have a look at some of the work related to the application of machine

and deep learning algorithms in extracting the most useful information in an environment

consisting of multi-modal information. Towards the end of the chapter, we will discuss the

novelty and contributions of our work.

3.1 Semantic Communication

The existing literature investigated several strategies to reduce latency in wireless networks.

For instance, the framework of finite blocklength (FBL) coded was exploited to support

ultra-reliable low-latency communications over 5G networks[13, 18, 32, 57]. In [3], grant-

free multiple access frameworks were proposed to further reduce the scheduling delay and

overhead in short-packet communication systems. Besides reducing the end-to-end latency,

the recent literature has also investigated resource scheduling schemes to enhance the fresh-

ness of the received packets by minimizing the age-of-information over the wireless networks

[8, 9, 31]. However, the aforementioned frameworks primarily focused on optimizing the

communication links for reducing latency while entirely ignoring the contexts of information.

Such frameworks do not distinguish the critical and relevant information from the non-critical

and irrelevant information and are therefore inefficient for networks having high-dimensional

multi-modal observations.

20
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The extraction of semantic features at the transmitter is accomplished using a joint semantic-

channel encoder and the meaning of the received semantic features is recovered using a joint

semantic-channel decoder. Hence, the efficient design of encoder and decoder is of paramount

importance for semantic communications. In [54], DL-based joint semantic and channel

encoder and decoder were developed for semantic text communications by jointly maximizing

the semantic similarity and mutual information between the original and recovered texts.

Such a framework was extended for the transmission of speech signals [50, 51], images [6], and

videos [23]. The aforementioned works extensively utilized autoencoder (AE) to extract and

exploit the features. A key issue of AE is that it only measures the goodness of the extracted

features in terms of the reconstruction capability [22]. For multi-modal data, reconstruction

requires a large set of features. However, in many applications, reconstruction of the entire

multi-modal observation is not essential. For instance, in IoBT networks, it is more important

to precisely recover the enemy’s position/states rather than a full reconstruction of the

entire images/videos collected by the sensors. Consequently, when the critical information

has significantly less dimension than the observed data, AE-based semantic encoding and

decoding are inefficient as they require high latency for both transmitting and processing

information.

Besides AE, the existing literature also investigated other DL methods for semantic informa-

tion processing. In [41, 45], the authors applied federated learning to develop semantic fea-

ture extraction models at the distributed nodes while preserving the privacy of locally sensed

data and reducing communication overhead. In [28], the authors proposed a reinforcement-

learning empowered framework to capture the meaning of the transmitted information in an

unknown noisy environment. In [11], the authors proposed a goal-oriented semantic commu-

nication framework to complete a set of sequential tasks in a dynamic environment. Never-

theless, the aforementioned studies did not exploit the statistical interdependence among the
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sequential high-dimensional and multi-model observations to extract the semantic features.

To overcome the aforesaid limitations of the existing semantic feature extraction methods,

in this work, we apply the H-score, to extract important and critical information. Our

proposed approach (1) deals with the multi-modal observations in a dynamic environment,

(2) extracts semantic features of small dimension and high mutual information content, and

(3) takes the statistical interdependence between the observations into account. Indeed,

such characteristics make our work unique compared to state-of-the-art feature extraction

approaches.

3.2 Anomaly Detection

Anomaly detection has been a vital area of research in spectrum sharing and monitoring.

Earlier traditional algorithms solely utilized power measurements of the spectrum [24, 27, 40],

recent work employs a time-frequency representation of the spectrum. With the advance-

ments in deep learning, machine learning (ML) based algorithms have taken over traditional

algorithms for detecting anomalies in the spectrum. Recent algorithms that take a spec-

trogram of the observed spectrum as the input [5, 12, 26, 35] have performed better than

traditional algorithms like Anomaly Detection Framework for Dynamic Spectrum Access

Networks (ALDO) [27].

Existing work can be divided into two classes based on how they capture the pattern in

the spectrum. Traditional algorithms used manually crafted pattern extraction techniques

while modern algorithms use data-driven learning methods to extract patterns from the

spectrum. Conventional algorithms transformed the problem of anomaly detection in a

statistical significance testing problem when Liu et al. [27] observed that the received signal

strength (RSS) almost decays linearly with the logarithmic distance from the source and
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used propagation characteristics to identify the illegal transmitters. By averaging the data

from the previous seven days, Yin et al. [56] were able to determine the historical pattern.

To look for probable abnormalities, they assessed the Mahalanobis distance between the

measuring spectrum and the historical trend.

In contrast to conventional algorithms, modern algorithms used data-driven learning tech-

niques for pattern extraction. Autoencoder models have been successfully used in the past

to identify anomalies in the spectrum. To achieve normal pattern extraction, Rajendran et

al. [34] and Feng et al. [12] both used deep autoencoder models. The input to both these

approaches was a spectrogram. The amplitude across sub-frequencies of the genuine spec-

trogram and the corresponding reconstructed spectrogram were compared, and the mean

squared error (MSE), which was the result, was utilized as the anomaly score. For the

purpose of identifying spectrum anomalies, Honghao et al. [16] adopted the classification

concept. As input, they employed a sequence of spectrum occupancy. Hidden Markov

Models (HMM) were used to simulate both typical and anomalous spectrum patterns. The

highest loglikelihood of the data with respect to each spectral pattern can therefore be used

to identify anomalies.

O’Shea et al.[30] used a long short-term memory (LSTM) based recurrent network to train

a time series model and to obtain features. Firstly, it computed the difference between the

predicted value and the true value on the training set. Then, it modeled the error vector

using a parametric multivariate Gaussian distribution. Finally, it computed the likelihood

probability in expected error distribution on the test set to distinguish anomaly. Li et al.

[26] studied spectrum anomaly detection in the LTE band. They built deep neural network

(DNN) models to capture spectrum usage patterns and computed root mean squared error

(RMSE) between the true amplitude across sub-frequencies and the model prediction values.



Chapter 4

H-Score

In this chapter, we will do a deeper analysis of the metric called H-Score. It forms the

bedrock of this thesis as the subsequent chapters are dependent on it. H-Score is the primary

algorithm that we use to extract critical information from the data.

4.1 Introduction

The ability of human perception to extract information through multiple senses is often

more accurate than using only one sense. This idea has gained a lot of interest in the field

of machine learning, where researchers have been looking for ways to extract information

using multiple modalities. One method is to use correlation-based feature extraction, which

involves looking for relationships between different pieces of data.

However, it is much harder for machines to learn the relationships between different entities

than it is for humans. This is because the constantly changing statistical properties of

data from input sources can hide the correlations between different modalities. This can

make it difficult to learn effective feature representations. Existing methods for addressing

this problem include Canonical Correlation Analysis, Euclidean distance minimization, and

enforcing partial order.

The Hirschfeld-Gebelein-Renyi (HGR) maximal correlation is a simplification of Pearson’s

24
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correlation and has been proven to be a good metric for measuring the dependence between

statistical data. This makes it an appealing idea for multimodal feature extraction for

many reasons. For example, maximizing the HGR maximal correlation allows us to detect

nonlinear changes between two factors that are maximally correlated. From an information

theory perspective, the HGR correlation contains information of one variable about another,

and vice versa.

However, there are two drawbacks to the HGR maximum correlation. First, it requires that

each function be uncorrelated, which is known as the whitening restriction. This is typically

achieved using a whitening method that involves matrix inversion or decomposition com-

putation. These operations are computationally complex and can cause numerical stability

issues when dealing with large feature dimensions. Second, the HGR maximum correlation

does not explicitly consider discriminative information. If all of the discriminative informa-

tion is located in the same subspace of different modalities, it can lead to better performance

in subsequent supervised tasks. However, if the input modalities are weakly correlated and

there is a lack of shared knowledge, this may not be the case. After function mapping, the

underlying discriminative information is likely to be lost, resulting in output loss.

To solve these issues, the authors of [48] propose a novel method called Soft-HGR. This

method allows for learning associated representations through modalities without hard con-

straints. It uses two inner products, one involving feature mappings and the other involving

feature covariances, as its target.

In recent times Autoencoders have successfully been used in extracting a lower dimensional

representation of the data however, autoencoders fail to extract the contextual information.

Vision Transformers [10, 14] has also been used to extract critical features from the image

data, but the major problem with using transformers-based extraction algorithms is that

they are supervised in nature, i.e they require annotated labeled images in the training
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process, and the H-Score algorithm doesn’t require labeled images to train the model, it

finds the critical features in the images by maximizing the mutual information between two

sets of inputs.

4.2 Modal Decomposition

We first describe the notion of modal decomposition to extract features from a pair of images

X and Y taken from the same video sequence at different time instants. Our aim is to learn

the joint distribution of X and Y based on the extracted features. To this end, we introduce

the following proposition.

Proposition 4.1. Let, X ∈ X and Y ∈ Y be a pair of random variables with joint distri-

bution PX,Y (x, y). There exists feature functions f �
i (·) : X → R and g�

i (·) : Y → R, where

i = 1, 2, · · · , K − 1, such that

PX,Y (x, y) = PX(x)PY (y)

[
1 +

K�1∑
i=1

σ�
i f

�
i (x)g

�
i (y)

]
(4.1)

where the pair of features {f �
i (x), g

�
i (y)} is called the i-th mode, and σ�

i is the strength of the

i-th mode, ∀i = 1, 2, · · · , K − 1. In particular, the modes satisfy the following properties:

E [f �
i (x)] = 0, i = 1, 2, · · · , K − 1 (4.2)

E [g�
i (x)] = 0, i = 1, 2, · · · , K − 1 (4.3)

E
[
f �
i (x)f

�
j (x)

]
= 1i=j, i, j ∈ {1, 2, · · · , K − 1}, (4.4)

E
[
g�
i (x)g

�
j (x)

]
= 1i=j, i, j ∈ {1, 2, · · · , K − 1}, (4.5)
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E [f �
i (x)g

�
i (x)] = σ�

i , i ∈ {1, 2, · · · , K − 1}, (4.6)

Proof. Please see the proof of [20, Proposition 2].

From the aforementioned proposition, it is evident that the statistical dependence between

X and Y can be learned using a set of K − 1 strong modes of X and Y . In particular,

these modes or features are the normalized sufficient statistics for inferences about Y based

on X (and vice versa) [20]. Furthermore, it can be shown that I(x; y) ∝
∑

i σ
2
i , where

I(x; y) denotes the mutual information between X and Y . Note that the extracted features

should contain as much as mutual information of between the original random variables. In

this context, the optimal feature functions are obtained from the following HGR maximal

correlation problem [20]

{f �
i (x), g

�
i (y)} = arg max

f;g
E

[
fT (X)g(Y )

]
s.t. E [fi(x)] = E [gi(x)] = 0, i = 1, 2, · · · , K − 1

E
[
f �
i (x)f

�
j (x)

]
= 1i=j, i, j ∈ {1, 2, · · · , K − 1}

E
[
g�
i (x)g

�
j (x)

]
= 1i=j, i, j ∈ {1, 2, · · · , K − 1}

(4.7)

where f(x) = [f1(x), f2(x), · · · fK�1(x)]
T and g(x) = [g1(x), g2(x), · · · gK�1(x)]

T are the fea-

ture vectors.

4.2.1 Computation of Modes

The optimal solution to the HGR maximal correlation problem can be directly obtained from

the singular value decomposition (SVD) of the canonical dependence matrix (CDM) [21].

The CDM for the jointly distributed random variables X and Y is a |Y| × |X | dimension
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matrix B. The (y, x)-the entry of CDM is defined as

B̃(y, x) =
PX,Y (x, y)− PX(x)PY (y)√

PX(x)
√

PY (y)
. (4.8)

The SVD of B is obtained as B =
∑K

i=1 σi	
Y
i

(
	X

i

)T , where K = min{|Y|, |X |}, σi is the

singular value with 1 ≥ σ1 ≥ σ2 ≥ · · · ≥ σK = 0, and 	Y
i and 	X

i are the corresponding left

and right singular vectors, respectively. The optimal feature vectors are obtained as

f �
i (x) =

ΨX
i (x)√
PX(x)

, i = 1, 2, · · · , K − 1

g�
i (y) =

ΨY
i (y)√
PY (y)

, i = 1, 2, · · · , K − 1

(4.9)

where ΨX
i (x) and ΨY

i (y) are the i-th component of the vectors 	X
i and 	Y

i , respectively. We

denote (4.9) as a direct computation method. Due to the following two reasons, it is practi-

cally challenging to compute optimal features using (4.9). First, a large number of samples of

the random variables X and Y need to be collected to reliably compute the CDM. However,

collecting a large number of samples is costly and time-consuming, especially when both X

and Y represent high-dimensional observations. Second, a large computational complexity

of O(2mK2 + K3) is required to compute SVD of the CDM, where m is total number of

the collected samples. As an alternative to the direct computation method, a multivariate

alternative conditional expectation (MACE) algorithm was proposed in [19, Algorithm 1].

Compared to the direct computation method, the MACE algorithm’s computational com-

plexity is linearly increased with the numbers of features. However, the MACE algorithm

still requires large numbers of samples to compute the conditional expectation. To overcome

such an impediment, a DL method is leveraged to learn informative features from the given

samples of X and Y .
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4.3 Soft-HGR Maximal Correlation

4.3.1 Problem Formulation

In this section, we formulate the soft-HGR maximal correlation problem to generate infor-

mative features. As evident from (4.9), the singular vectors of the CDM matrix linearly

depend on the optimal feature functions. Therefore, instead of computing SVD of CDM,

the feature learning problem can be alternatively formulated as an optimization problem of

discovering the low-rank approximation of the CDM such that the largest K−1 eigenvectors

is obtained [48]. To this end, we first define the variables �1 ∈ RjXj�K�1 and �2 ∈ RjY j�K�1

as

�1 =
[√

PX(X (1))f(X (1)), · · · ,
√

PX(X (|X |))f(X (|X |))
]
, (4.10)

and

�2 =
[√

PY (Y(1))g(Y(1)), · · · ,
√

PY (Y(|Y|))g(Y(|Y|))
]

(4.11)

respectively. Here, X (n) and Y(n) refer to the n-th element of X and Y , respectively. Using

the optimized feature functions, �1 and �2 align to the left and right singular vectors of the

CDM matrix B, respectively. Thereby, the feature learning problem can be formulated as

[48, Eq. (11)]

min
f;g

1

2
||B −�1�

T
2 ||2F s.t. E[f(X)] = E[g(Y )] = 0 (4.12)

By applying [48, Eqs. (15), (16)], eq. (4.12) can be expressed as

max
f;g

E
[
fT (X)g(X)

]
− 1

2
tr (cov (f(X)) cov (g(X)))

s.t. E[f(X)] = E[g(Y )] = 0

(4.13)
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Eq. (4.13) is a soft-HGR maximal correlation problem, and its objective function is denoted

as the H-score. H-score contains two inner products, namely, the inner product between the

features and the inner product between the covariance of the features. Fig. 4.1 provides a

visual representation of the H-Score algorithm.

Figure 4.1: H-Score Algorithm

Particularly, H-score reduces the computational complexity of the HGR maximal correlation

problem by replacing the whitening constraint the as a soft regularizer. The features con-

taining statistically significant information about X and Y are obtained from the optimal

solution to (4.13).

4.3.2 DL Enabled Solution

Eq. (4.13) is an infinite dimensional optimization problem over the function space, and

as result, it is non-trivial to solve this problem. To this end, we apply deep unsupervised
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learning to solve (4.13). More specifically, we introduce a deep neural network, parameterized

by �, to compute the feature functions f(·) and g(·). As a result, eq. (4.13) is equivalently

written as

θ� = arg max
�

E
[
fT

� (X)g�(X)
]

− 1

2
tr (cov (f�(X)) cov (g�(X)))

s.t. E[f�(X)] = E[g�(Y )] = 0

(4.14)

where f�(·) and g�(·) the feature functions obtained from the parameterized neural net-

work. Eq. (4.14) is solved by considering H-score as the loss function of the neural network,

and applying stochastic gradient decent (SGD) and backpropagation techniques. The overall

algorithm for extracting features using H-score is summarized as Algorithm 1. The computa-

tional complexity of Algorithm 1 is dominated by Step 7, i.e., the complexity of computing

the H-score objective. The overall computational complexity of Algorithm 1 is obtained

as O(mK2). Consequently, Algorithm 1 requires much less computational complexity for

extracting the important features compared to the direct computation method.

Remark 1: The motivation of applying the H-score maximization approach to extract seman-

tic features is explained as follows. Note that the semantic features are the low-dimensional

representation of the high-dimensional and multi-modal observations with significant mu-

tual information content. We emphasize that the H-score maximization approach extracts

features with high mutual information content, and thus, it requires a small set of features

to represent an event. Moreover, the H-score maximization in (4.14) exploits the statis-

tical interdependence among the simultaneous observations (i.e., the images collected by

different sensors in IoBT network) to extract the features. It is worth mentioning that the

H-score objective function in (4.13) approximates the cross-entropy loss of an AE [19]. De-

spite, the H-score approach has certain advantage over an AE in extracting the semantic
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features. In particular, an AE requires a large set of features for reconstructing the entire

observations. Due to the bandwidth and latency constraints, it is challenging to transmit

a large set of features from the transmitter to receiver, making AE inefficient for the se-

mantic communications. However, the H-score maximization approach cannot outperform

an AE in terms of reconstructing the observations. Nevertheless, the objective of semantic

communications is not to accurately reconstruct the original images/videos observed at the

transmitting end. Rather, the essence of semantic communication is to provide useful facts

about the event monitored/observed at the transmitting end by leveraging a small set of

features. Essentially, by finding the small set of features with important information, the

H-score maximization approach provides the true aspects of semantic communications in

resource-constrained communication networks.



Chapter 5

Semantic Communication

In this chapter, we discuss Kratos in more detail, and the results that we obtained from

multiple experiemnts.

5.1 Kratos Devlopment

5.1.1 Overview of Kratos

The overall architecture of the Kratos is shown in Fig. 5.1. Kratos is implemented using

the following two steps. In the first step, the critical information from the input video

frame is extracted using a set of low-dimensional and informative features. We emphasize

that the first step is an unsupervised learning, where a sequence of statistically dependent

video frames are processed by a novel H-score neural network. The H-score neural network,

depicted in Fig. 5.3, is implemented by leveraging the CNN and a unique loss function.

Different from the conventional CNN, the H-score neural network finds how two subsequent

images are dependent to each other, represented by a selected set of features. The detailed

description of training the H-score neural network is explained in Section IV. B. Since the H-

score neural network is trained in an unsupervised manner, it does not arrange the features

in a way that is understandable to human. More precisely, the target information of the

video frames are hidden in the form of certain unknown linear combination of the extracted

33
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Figure 5.1: Overall architecture of Kratos.
features. To resolve this, a neural network is employed in the second step to learn the

associated labels of the features or information extracted in the first step. Note that the

second step is a supervised learning process. To facilitate this, prior to training the second

step, a set of labelled video frames are created and their features are extracted from the

trained H-score neural network.

5.1.2 Step I of Kratos: Extracting Critical Information Using H-

score Neural Network

We first explain the motivation of exploiting CNN model in extracting critical features of

the collected video frames in IoBT networks. It is worth mentioning that the enemies in

the practical battlefield scenarios continuously change their positions. A multi-layer CNN

model can capture a generalized representation that can detect moving enemies whenever

they are at new positions. Accordingly, Kratos leverages CNN model to extract important

information from the video frames.

In what follows, we discuss the overall approach of extracting important information from
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Figure 5.2: Proposed DL network for feature extraction.
the video frames using CNN-based H-score neural network. The key essence of the proposed

approach is to simultaneously train two CNNs by taking the consecutive images of the video

frame as input and applying the H-score, given in (4.14), as the loss function. For each CNN,

we utilize two convolution layers with a ReLu activation function and a max pool layer. We

also use a fully connected layer with a sigmoid activation function for feature selection. The

overall DL network used for extracting features is shown in Fig 5.2, where {Yn}, represents

the index of the consecutive video frames. The DL network depicted in Fig. 5.2 takes the

two consecutive frames of the video (Yn, Yn+1), ∀n, as the inputs. The output values from

both the models are then used to calculate the H-Score given in (4.13). To minimize the

loss function (i.e., negative of H-score), the SGD optimizer is employed. Finally, the weights

of both CNN networks are updated by leveraging backpropagation technique. The overall

algorithm for extracting features using H-score neural network is summarized in Algorithm

1.

Remark 2: Although both AE and H-score neural network capture low-dimensional features,

there is an inherent difference between training these two neural networks. From Fig. 5.3,
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Figure 5.3: Comparison between the conventional AE and H-score neural network.
an AE takes an image X as input to the encoder, extracts low-dimensional features at the

bottleneck layer, and reconstructs the image using a decoder. Although the features ex-

tracted by AE enable reconstruction of the entire image, such features are not necessarily

focused to the critical factors that cause changes in the subsequent images or video frames.

In contrast, the H-score neural network shown in Fig. 5.3 can simultaneously process two

images X and Y taken from the same video frame at two subsequent time instants. Thanks

to the novel loss function, the H-score neural network reduces the dimension of the fea-

tures extracted from the images, and maximizes the mutual information among the derived

features. By simultaneously performing both actions, the internal learning of the H-score

network is forced to look at the critical factors which cause the changes in the subsequent

images or video-frames. Accordingly, unlike AE, H-score neural network does not need to

learn the entire images for finding useful information.

5.1.3 Step II of Kratos: Labelling the Critical Information

We first describe the motivation behind this step. For a certain a video frame, the output

of a trained H-score neural network is represented by a set of channels of the CNN as shown

in Fig. 5.4. These channels correspond to the number of filters used in the CNN, and
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Algorithm 1 Proposed Feature Extraction Algorithm
1: Input: Paired video frames in a m mini-batch: (x(1),y(1)), (x(2),y(2)), · · · , (x(m),y(m)).
2: Initialize: Neural Network Parameters �.
3: repeat
4: Compute feature functions, f�(x

(i)) and g�(y
(i)), ∀i = 1, 2, · · · ,m.

5: Compute normalized feature functions:

f�(x
(i))← f�(x

(i))− 1

m

m∑
i=1

f�(x
(i)), ∀i = 1, 2, · · · ,m

g�(y
(i))← g�(y

(i))− 1

m

m∑
i=1

g�(y
(i)), ∀i = 1, 2, · · · ,m

6: Compute the sample covariance:

cov(f)← 1

m

m∑
i=1

f�(x
(i))f�(x

(i))T

cov(g)← 1

m

m∑
i=1

g�(y
(i))g�(y

(i))T

7: Compute the H-score:

1

m

m∑
i=1

f�(x
(i))g�(y

(i))− 1

2
tr (cov(f)cov(g))

8: Update the neural network parameters, θ, by considering H-score as the loss function
and applying the SGD and backpropagation techniques.

9: until Convergence or maximum number of iterations are reached
10: Output: Feature functions f�∗(·) and g�∗(·)
they capture important information of the input images. Unfortunately, the information of

the images, which we are interested is often times hidden in the form of unknown linear

combination of these channels. Thus, it is non-trivial to recover the intended information

from the CNN channels’ output of the trained H-score neural network. To address the

aforementioned issue, we train another neural network with a small number of labels such

that the trained neural network can pick out the critical information from the extract low-

dimensional features. As shown in Fig. 5.4, such a neural network is trained by considering

the CNN channels’ output of the trained H-score neural network and states of the enemy
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Figure 5.4: Two step implementation of Kratos.
as the input and output, respectively. Note that the second step of Kratos is operated in

the feature space, which has significantly reduced dimension compared to the original input

images. As a result, only a few labeled samples are required to learn the feature-to-critical

information mapping, and therefore, the second step of Kratos can be adjusted almost in

real-time.
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5.1.4 Demonstration of Kratos using Video Game Simulation

This section presents a proof-of-concept for the effectiveness of Kratos in a dynamically

changing environment. To this end, we simulate an Atari Space Invader game that can

be thought of as a simplified depiction of a military battlefield scenario. More specifically,

this video game replicates the actual battlefield scenario by containing a stream of data,

constantly changing environments, and some moving enemy spaceships that are shooting

at the player. We apply Kratos framework to accurately track these moving enemies by

processing the continuous video frames of the game. Similar to the battlefield scenario, the

collected images from the video game contain background information that makes retrieving

the critical information (e.g., the positions and states of the enemies) non-trivial. The

detailed description of implementing Kratos for extracting information of such a video game

is provided as follows.

5.1.4.1 Implementation of Step I

A CNN-based H-score neural network is implemented to extract information from the video

frames. The configuration of the considered CNN model is reported in Table 5.1. We

emphasize that the architecture and complexity of the required CNN model depend on the

complexity of the environment (e.g., number of states and the number of enemies). The

reported CNN configuration is selected after several trial and error experiments. Note that

after getting appropriately trained, the H-score neural network learns to remove the non-

critical data from the image and only keeps the necessary information. To demonstrate such

a fact, we plot a heat map of the information captured by each of the 16 channels of the

trained CNN in Fig. 5.5. Such a figure depicts that when we provide an image to the input

of the trained H-Score neural network, most of the background of the image is removed in
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Number of input samples, n 20000
Size of minibatch 50

Optimizer Stochastic gradient descent
Learning rate e�5

Epochs 200
Input shape 3× 800× 600

Output shape 1x15 vector
Weight decay e�4

Size of the background objects 10x10 pixels
Kernel size 10x10

CNN output channels 16
Shape of the channel 18×18

Table 5.1: Configuration of CNN for Atari Game

Figure 5.5: Heat map obtained from the trained CNN.
the final layer and only the enemy position is highlighted in the heat maps. Essentially, the

trained H-score neural network learns to effectively capture the desired information from the

video frames.

5.1.4.2 Implementation of Step II

For associating the extracted information with appropriate labels, a neural network is em-

ployed whose input layer has 16 neurons and the output layer has 3 neurons (correspond
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to the three possible enemy states, namely, moving, shooting, and doing nothing). The

considered CNN network in Step I has a total of 16 channels (or activation maps), and each

channel is a 18 × 18 2D matrix. The association of these channels’ information with the

appropriate labels, e.g., states and positions of the enemies, is accomplished in the following

three stages.

1. Stage 1: At first, we traverse the CNN networks’ channels in parallel and select one

cell from each of these channels in a row-wise fashion. In this way, we select a total of

16 cells that form the input of our second neural network.

2. Stage 2: Next, we create a labeled data set for training the second neural network.

Recall that the output layer of the second neural network provides the states of the

enemy. Since the state of each selected cell in the Stage 1 is known, a total of 324 (i.e.,

18× 18) training samples are obtained from one labeled input image1. The training of

the second neural network is accomplished by considering the training samples obtained

from few labeled images as input, and applying the backpropagation method.

3. Stage 3: In the testing phase, we first traverse all the cells of the CNN channels and

determine the state(s) of the cells by applying the neural network trained in Stage 2.

If any cell in the CNN channels(s) contain the moving or shooting states, we extract

the actual position of the enemy spaceship captured by that cell via mapping the

cell position into the original image. The overall procedure in extracting the actual

position of enemy in the original image is explained using the following example. Let

us consider that the actual size of the original image is 500 × 500 pixels, the input

of the trained H-score neural network is 100 × 100 pixels (i.e., the input image is

down sampled by 5 times), and the dimension of the CNN channels obtained from
1In particular, the label of an image can be one of the three possible states of an enemy spaceship, such

as, moving, shooting, and doing nothing.
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the trained H-score neural network is 10 × 10. Let us assume that in a particular

CNN channel, the cell located at (5, 5) position is detected to contain a moving or

reloading enemy spaceship. In accordance with Fig. 5.5, the CNN channel is essentially

a down sampled version of the input image with suppressed background. Therefore,

the position of the enemy spaceship in the input image presented to the H-score neural

network is found by scaling the cell position 100/10 or 10 times, i.e., the position of the

enemy spaceship in the input image to the H-score neural network is obtained at (50, 50)

pixel coordinate. Similarly, by applying a 500/10 = 50 folds scaling, the position of the

enemy spaceship in the original image is obtained at (250, 250) pixel coordinate. It is

noteworthy that in practice, a number of cells in different CNN channels can be found

to contain enemy spaceship, and accordingly, the aforementioned approach predicts

multiple positions of the enemy spaceships in the original image. Nevertheless, our

experimental results show that all of these predicted positions are near to the actual

position of the enemy spaceship in the image, and thus, the aforementioned approach

provides a high confidence of locating enemy spaceships in the image. Now, in the

final step if position of the enemy detected after classifying every cell of the activation

map is at (5,5) in x,y coordinate. We scale it by 10× ( 100/10 = 10) to get position in

the input image of H-Score CNN model. Using this technique we can say that enemy

is at (50,50) position in input image of size 100 × 100.Similarly we can do one more

scaling from activation map position to original image. We can say that if enemy is

at (5,5) position in activation map, then by scaling it by 50× (500/10 = 50), we get

the coordinate of (250,250) in the original image of size 500 × 500.We consider the

activation maps to be a lower dimensional spatial representation of the original image.

Since, activation maps is in lower dimension it is difficult to get the exact location of

enemy in the original image, therefore, we can only detect the region and not the exact

(x,y) coordinate of the enemy in the original image.
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5.2 Performance Evaluation

5.2.1 Experimental Setup

In the simulation experiments, we consider Atari space invader game with the following de-

fault setup. The game contains N enemy spaceships that change states at random intervals,

where N varies from 2 to 20 enemy spaceships. Each enemy spaceship could be in one of

the two states – (i) moving and (ii) shooting, at any given time. Specifically, each enemy

spaceship stays moving for most of the time across the screen and changing its state to

reloading/shooting for a small amount of time. Our task is to extract the low-dimensional

semantic features of the video frames and detect the states and positions of all the enemies

on the screen from such semantic features as accurately as possible. We program the enemy

spaceships with two different colors in order to differentiate their states. If the color of

enemy spaceship is red, this implies that the enemy is in a moving state. In contrast, the

green color of the enemy spaceship implies that the enemy is in a shooting state. A snapshot

of the video game with different states of enemy spaceship is shown in Fig. 5.6. During

the training, we use a single background as the backdrop for our game. For training the

CNN-based H-score neural network (whose parameters are described in Table 5.2), we take

continuous frames from our video games without any labels. In contrast, we use 462 labeled

images to train the neural network used in Step II. Since the trained H-Score neural network

keeps only the critical data from the image, it is therefore much easier for the second neural

network to learn the data representation without using a lot of training samples. In the

testing phase of the algorithm, we increase the total number of enemy spaceships up to 20

and change the backdrop of enemy to verify the scalability and capability of our algorithm to

extract the critical information in unseen background. For each considered scenario, we run

50 independent experiments to average out the minor deviations in the results experienced
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Figure 5.6: Snapshots of the video game demonstration.
by a single run of an experiment.

5.2.2 Experimental Results on Accuracy

We define state prediction accuracy (or simply accuracy) as the ratio of the total correct

predictions to the total number of predictions of the states of the enemy. In particular, the

accuracy metric is calculated as

Accuracy =
TP + TN

TP + TN + FP + FN
(5.1)

where TP, TN, FP, and FN imply the total numbers of the true predictions of the moving

states, true predictions of the shooting states, false predictions of the moving states, and

false predictions of the shooting states, respectively. In the ensuing experimental results, we

illustrate accuracy of our model performance for both seen and unseen backgrounds.
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5.2.2.1 Mean Accuracy

Figure 5.7: Mean accuracy performance of Kratos.

In Fig. 5.7, we plot the mean accuracy of Kratos by varying the number of enemies (i.e.,

the number of objects) in the video frames for both seen and unseen backgrounds. For

the given number of enemies and background, the accuracy metric in (5.1) is calculated for

all the 50 simulations and then the mean of these accuracy values is reported. Fig. 5.7

illustrates that Kratos achieves high accuracy for small number of enemies in both seen

and unseen backgrounds. However, the accuracy of Kratos is reduced as the number of

enemies is increased. This is intuitively expected since increasing the number of enemies

adds more complexity in the environment. Nevertheless, from Fig. 5.7, we observe that
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Kratos achieves more than 90% accuracy even with 20 number of enemies in the system.

Recall that for both seen and unseen backgrounds, the model is trained using only 2 enemy

spaceships in the video frames. Essentially, Kratos is scalable for a large number of enemies

and robust to the change of background scenarios.

5.2.2.2 Accuracy Over Time

Figure 5.8: Accuracy performance of Kratos versus (vs.) timestep.

In the aforementioned mean accuracy performance, we illustrate the model accuracy for the

final images applied into the trained model. To confirm the stability of the Kratos, it is also

important to analyze the temporal behavior of the model accuracy. In this context, we plot
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the accuracy of Kratos vs. timestep in Fig. 5.8 for both seen and unseen backgrounds. For

small number of enemies, in seen and unseen backgrounds, the accuracy of Kratos remains

consistent between 95% and 100% across all the timesteps. However, for a large number

of enemies (i.e., 20), the model accuracy gets dropped to around 87% for only a fraction

of time. Overall, we conclude that Kratos achieves a persistent high accuracy for all the

timesteps regardless of the number of enemies and background scenarios.

5.2.3 Experimental Results on Mean Distance Error

In this section, the mean distance error (MDE) metric is evaluated to capture the difference

between the actual and predicted positions of the enemy in the video frames. The position

of the enemy in the video frames is predicted by locating the activated cell(s) in the CNN

channel(s) and mapping such a cell to the original input frame of the image. The MDE

metric provides the mean of Euclidean distances between the enemy’s actual and all the

predicted positions.

5.2.3.1 Mean Distance Error

In Fig. 5.9, we plot the MDE metric observed in seen and unseen backgrounds by varying

the number of enemies in the video frames. As expected, the MDE metric is increased for the

unseen backgrounds. Furthermore, for both seen and unseen backgrounds, the MDE metric

decreases with the increase in the number of enemies. An intuitive explanation of such an

observation is provided as follows. Recall Kratos predicts a set of possible positions of each

enemy in the image. For simplicity, let us assume that this prediction happens in an entirely

random manner, i.e., Kratos picks out random points in the 2D space to locate an enemy.

When there is a small number of enemies, most of these predicted points will be far from the
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actual positions of the enemies, leading to a large MDE. In contrast, where there is a large

number of enemies (i.e., objects) in the image, the odds of locating an enemy (i.e., object)

by randomly predicting position is increased. This results in reduced MDE. We emphasize

that in practice, Kratos does not randomly predict the positions of the enemies in the image.

Instead, thanks to the H-score neural network, Kratos first captures the portion(s) of images

containing a high density of enemies and then predicts the positions of the enemies from

the captured portions using cell mapping. Essentially, the capability of Kratos to locate an

enemy in the video frames(s) is increased when there is a large number of enemies in the

game. Due to such a fact, the MDE metric of Kratos is reduced with the increasing number

of enemies in the considered video game.

Figure 5.9: Mean distance error of Kratos.
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5.2.3.2 Mean Distance Error Over Time

Figure 5.10: Mean distance error of Kratos versus timestep.

In Fig. 5.10, we plot the evolution of MDE metric with respect to the timestep along

the confidence interval of the predictions made by Kratos. As expected that the MDE is

decreased as the number of enemies is increased from 10 to 20. Furthermore, for different

numbers of enemies in the video frames, we observe that the positions predicted by Kratos

do not have high variance, and as a result, the MDE metric remains almost consistent for

all the timesteps. Specifically, the aforementioned trend of the MDE metric is applicable to

both seen and unseen backgrounds, as observed in Fig. 5.10. Consequently, Kratos is also

highly stable and robust in terms of accurately predicting the positions of enemies in the

video frames.
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Anomaly Detection

In this chapter, we discuss WANDA in more detail and the results that we obtained from

multiple experiments.

6.1 Anomaly Detection in Wireless Signals

A common use case when dealing with real-world data sets is to find out which data points

in our dataset are distinct from all the other data points. These data points are also called

anomalies or outliers. Anomalies can arise due to numerous reasons, for e.g faulty logs, bugs

in the code, system failure, peculiar user behavior, etc. When the objective of the problem is

to locate all such data points, the problem is called anomaly detection. Intrusion detection

in wireless systems is one such example.

There have been recent advancements in radio technology, resulting in a spike in demand

for spectrum resources, putting already limited spectrum availability under stress. With an

increase in such technology, there has been a gradual surge in malicious actors who want

to exploit the spectrum and use it without any authorization e.g, interference; to Global

Navigation Satellite System (GNSS) has significantly increased [43, 44]. Spectrum sharing

can also be compromised in the operator’s cell planning affecting the customers. Anomaly

detection in the spectrum has become essential to identify such intrusions so they can be

rectified quickly.

50
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Now the question is how can we define an anomaly? According to Merriam-Webster, it is,

”something different, abnormal, peculiar, or not easily classified, deviation from the common

rule”. Anomalies can be in any form, e.g, a transaction volume of $1mn on an eCommerce

website can be an anomaly, sudden spike in network resources of a computer server due to

malicious intrusion can be an anomaly. One example of anomaly is shown in Fig. 6.1, the

chart represents the value of a resource over time. There is a clear upward trend in the value

but a sudden spike in value for a very short interval is an anomaly.

Figure 6.1: Anomaly in Data [15]

For our research, we considered a regular wireless signal [WiFi] to be the base data (base

signal) and overlapped it with the Bluetooth signal for a certain time period to create

interference. Such interference can also be considered an anomaly, in a general scenario, this

Bluetooth signal can be any other signal.

The main objective of our research was to see if we can detect anomalies in the existing

wireless signals without any labeled dataset. One of the main reasons for this approach

instead of training with labeled data is that labeled data is hard to come by and there are
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too many different types of anomalies (WiFi, Bluetooth, LTE, etc) in the network that we

will have to account for. So, training a single-class model to detect any anomalies was a

good way forward.

This can be thought of from a different perspective, let’s consider a room and spectrum in

that room as baseline spectrum signals and we want to perform some experiments in this

stable environment. Now, if there is any interference due to any external devices we want to

avoid them so that it doesn’t affect our environment, so we can use this anomaly detection

algorithm to find if there is any anomaly in the signals and if there is one correct, it before

proceeding with our usual experiment in our environment.

6.1.1 Problem Statement

Our goal was to detect anomalies in the given spectrum. We used CRAWDAD[38] dataset as

our main dataset for wireless signals. WiFi signal was considered to be the main or default

signal and a Bluetooth signal was overlapped with the WiFi signal for a certain duration to

create the interference. The goal was to identify this interference without any prior labels.

We termed interference as the anomaly in the spectrum. The dataset had signals from

different Signal-to-noise (SNR) values -10 dB, 0 dB, 10 dB, and 20 dB. We wanted to see

how our algorithm performs in each of these SNR data points and how it compares against

the regular anomaly detection algorithms.

6.1.2 Dataset Pre-processing

Our first task was to create a dataset simulating a stream of raw signals. CRAWDAD had

225k samples and each signal had 128 IQ sample points. There are 15 classes of signals in

this dataset, classes 11, 12, and 13 belong to Wifi, and classes 1 to 10 belong to Bluetooth
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signals.

6.1.2.1 Signal-to-Interference Ratio (SIR)

For creating our dataset, we had to merge a regular Wifi signal with a Bluetooth signal to

create an anomaly. When we merge these two signals with their respective SNRs, we can

calculate the SIR value. We took the Wifi signal of different SNR values [-10, 0, 10, 20] and

merged it with the Bluetooth signal of SNR 0 dB. After merging, the SIR value of the new

signal can be calculated as:

SIR(dB) = SignalSNR(dB)− InterferenceSNR(dB) (6.1)

In our case, SignalSNR was the Wifi Signal with different SNRs and InterferenceSNR was

the Bluetooth signal that we fixed at 0 dB.

6.1.2.2 Pre-processing Raw Dataset

The H-Score-based network requires a time-dependent stream of data so we wanted to trans-

form our data in chronological form mimicking the monitoring of real-world use cases. We

first concatenated hundreds of signals [128 sizes each] together to create a single signal of

256k IQ points, this was done to mimic the real-world data stream and we created multiple

such 256k IQ points samples. Then, we used the sliding window technique as shown in Fig.

6.2 by taking a window of size 256 and a stride of 10 data points to create multiple smaller

signals from a single signal. We used the same technique to create a total of 51487 training

samples and 36773 test samples. So in this way, we could create a time-dependent stream

of data from each signal that we expect in a real-world scenario. Once we had this subset of
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raw IQ samples, our next step was to transform this data into a format that is compatible

with our neural network architecture.

Figure 6.2: Sliding Window Demonstration [17]

6.1.2.3 Generating Spectrograms

Our H-Score-based neural network requires the data in the form of our images, so we decided

to use a spectrogram from our IQ samples as the input to our model. The spectrogram is

a visual representation of signal strength and how it varies with time. The strength of the

signal is determined by its frequency and amplitude. The spectrogram has two dimensions,

one axis represents time and another frequency. The amplitude of a particular frequency or

strength of a signal at any given time is represented by the color of that point in the image.

For example, Fig. 6.3 shows a spectrogram where the frequency ranges from 0 to 125 and

time ranges from 0 to 1800 units and the strength of the signal can be seen in the color bar,

it ranges from -10 to 30.
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Figure 6.3: Spectrogram Sample

The spectrogram was our choice of input because of two reasons, first, it is very fast to

calculate spectrogram, and second, it is a widely studied algorithm to be used as the input

to the deep learning models and this satisfied our constraint of using spectrogram images as

a video stream of data.

Spectrogram can be calculated from the raw IQ samples by taking a Short-time Fourier trans-

form (STFT) of the signal. In this thesis, we used the pspectrum function from MATLAB

to generate spectrograms using the following set of parameters:

1. MinThreshold = −80 dB

2. Sampling Frequency = 107 Hz

3. Overlap Percent = 99%
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4. Leakage = 1

5. FrequencyResolution = 3 ∗ 105 Hz

Once we generated the spectrograms, we saved them in the image format with the proper

indexes such that the spectrogram generated for time window t has index i and the spectro-

gram of window t+1 has index i+1. The order of the spectrogram was maintained because

the H-Score algorithm requires the input to be time-dependent. Following these steps, we

generated 20k time-indexed spectrogram samples for each SIR value.

6.1.3 Proposed Approach

Similar to Kratos’s, we broke down our problem statement into two parts and solved them

individually. In the first step, we used an H-Score-based CNN network to extract features

from the dataset, and in the second step, we used a regular anomaly detection algorithm on

this dataset to find out anomalies.

6.1.3.1 Step: 1

In the first step, we took two subsequent times indexed spectrograms as the input to the

H-Score CNN model. The configuration of the CNN model is shown in the table 6.1
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Number of input samples, n 3× 128× 128

Size of minibatch 256

Optimizer Stochastic gradient descent

Learning rate e�5

Epochs 200

Input shape 3× 64× 64

Kernel size 9× 9

CNN output channels 8

Shape of the channel 16×16

Table 6.1: Configuration of CNN for Anomaly Detection

The reported CNN configuration is selected after several trials and errors to get the best

possible output. To verify the veracity of our trained model we also plotted heat maps of

the CNN channels for spectrograms with and without interference as shown in Fig. 6.4 and

Fig. 6.5
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Figure 6.4: Heatmap of CNN Channels without interference
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Figure 6.5: Heatmap of CNN Channels with interference

The first image in the grid is the input image to the H-Score model and the rest of the images

are the heatmaps of CNN activation maps or activation channels. We can see that when

the spectrogram without interference is fed to the network it identifies the overall pattern

of the signal, but when the spectrogram of a signal with interference is fed to the model, it

suppresses all the noise and only accentuates the interference part of the signal.

From Figs. 6.4 and 6.5, it is evident that at least some channels of the trained H-score

capture the pattern of the signal (with and without interference), even in the presence of
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noise.

6.1.3.2 Step: 2

In this step, we use the trained model from Step 1. We pass the spectrograms with no

interference through the CNN model first, and then use flattened activation maps as features

for the anomaly detection algorithm. We trained multiple anomaly detection algorithms

Isolation Forest, OneClass SVM, and Deep SVDD, to come up with the best algorithm.

In traditional supervised machine learning algorithms, there is always a feedback loop, where

we correct our model based on the prior labeled data, but in the case of anomaly detection

algorithms, the labels are not present so it is not possible to get the feedback loop. One way

to do this is using a K-Fold validation technique where we optimize the models and evaluate

our model based on the test set, but this will result in model overfitting and data leakage

resulting in poor generalized performance.

6.1.4 Performance Evaluation

Optimizing hyper-parameters is a very critical task for any comparison of machine learning

models. We used Optuna [1] framework, a state-of-the-art optimizer to find the best hyper-

parameters for the machine learning models. We evaluated and compared models using their

best parameters after fine-tuning them using parameters found by Optuna.

To compare and contrast the performance of the H-Score approach we also trained the

anomaly detection algorithms without the pre-processing of the H-Score CNN model. These

models were fed with raw spectrogram samples compared to the one where we first passed

these spectrograms through the H-Score network.
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The evaluation of the results and comparison of both the approaches (with and without

H-Score) was done from two different angles, first, we looked at the overall AUC values and

SIR-wise AUC values for each algorithm, and second, we looked at ROC curves for each

algorithm.

6.1.4.1 Evaluation Metric

We chose AUC as our main evaluation metric as metrics such as accuracy, and F1 Score,

do not paint the complete picture of how the machine learning model is performing. AUC

stands for the Area Under the Curve of ROC (Receiver Characteristic Operator). It is one of

the best metrics to evaluate binary classification models as it tells us how our models perform

for various (True Positive Rate) and FPR (False Positive Rate) at different thresholds. The

higher the AUC value, the better the model becomes at distinguishing positive samples from

negative samples. The ROC curve is plotted with TPR (x-axis) against FPR (y-axis). TPR

is also called Recall or Sensitivity and it is defined as:

TPR = Recall = Sensitivity =
TP

TP + FN
(6.2)

And FPR is defined as:

FPR =
FP

TN + FP
(6.3)

Here, TP is a number of True Positives, FN is False Negatives, FP is False Positives and TN

is True Negatives in the dataset. We calculate TPR and FPR values for each threshold and

plot the ROC curve and the are under this curve is called the AUC.
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6.1.4.2 Overall Comparison

Our main goal was to compare our algorithm with the existing algorithms. The H-Score

algorithm can be thought of as a pre-processing technique that is used to extract critical

information from the data, and if we feed the downstream anomaly detection models these

pre-processed features from the H-Score model we should see a better performance compared

to when we just feed the algorithms not pre-processed by the H-Score model.

We can see from Fig. 6.6, that algorithms performed significantly better when used with

the H-Score model as the precursor to them. The H-Score approach consistently performed

better for all the algorithms, One Class SVM(OC-SVM) performed the best among other

algorithms followed by Deep SVDD and Isolation Forest.

Figure 6.6: Overall AUC Comparison
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6.1.4.3 SIR Comparison

Once we had an overall picture of the performance of our model, next we wanted to look

at how the algorithm is performing for each SIR value. In Fig. 6.7, we plot the AUC of

different anomaly detection algorithms for the following SIRs of the WiFi Signals: -10 dB,

0 dB, 10 dB, and 20 dB. In all cases, the SNR of the Bluetooth signal was 0 dB.

As expected the H-Score-based algorithm performed better than the plain version for all

the anomaly detection algorithms. We observe that the anomaly detection algorithm not

only improved with our approach but there was also almost a 1.75x times performance

improvement in a few scenarios, e.g, SVDD and Isolation Forest in SIR 20 dB and SIR 10

dB.

We observed that for SIR -10 dB, the Isolation Forest algorithm with H-Score input had

an AUC of 30% whereas non-H-Score input that an AUC of 48%. One of the reasons the

performance is poor in this SIR range is that the overall model that is trained on all the

SIRs may not work well with very low SIR, this is because the data distribution of SIR

is extremely different from SIR 10 dB or 20 dB. When looking at the data distribution of

anomaly scores for SIR -10 dB, the threshold to calculate anomaly will be very different

from the one for SIR 20 dB. To confirm this, we trained our model just on SIR 10 dB and

tested AUC values, we observed that the algorithm with H-Score performed really well and

got an AUC of more than 80% compared to the non-H-Score models that got 52% AUC

score. So, when trained on just SIR -10 dB, the H-Score algorithm once again performed

better than traditional anomaly detection algorithms. The SIR of the signal is not prior

information, so we can’t train models for different SIR to get the best performance, so we

always have to train the model with all SIRs and maximize our performance. This leads to

good performance in a few SIR values and poor performance in others.
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Figure 6.7: SIR performance comparison of all algorithms
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6.1.4.4 ROC Curves

Figure 6.8: ROC Curves of Comparison for SIR -10 and SIR 0

A single AUC score doesn’t paint the entire picture of the model performance. In Fig. 6.8

and Fig. 6.9, we plotted the ROC curves of each algorithm for all SIR values. To compare

and contrast the performance with our approach, we plotted ROC curves for algorithms

with and without the H-Score technique. ROC curves provide important insight into the

model performance, it provides the performance trade-off between the True Positive Rate

(TPR) and False Positive Rate (FPR). The trade-off between TPR and FPR is very critical

in classification problems and especially anomaly detection problems. In most scenarios, as
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a user, we prefer low FPR with the maximum TPR possible.

Figure 6.9: ROC Curves of Comparison for SIR 10 and SIR 20

In these graphs, we observed that for each algorithm the TPR and FPR were almost the

same for the approach without using H-Score. ROC curves for algorithms using the H-Score

approach gave significantly better results with higher TPR scores corresponding to low FPR

values. For instance, for SIR 0 dB the best TPR value for 30% FPR is 40% given by SVM

without using H-Score whereas, the best TPR value for 30% FPR is 80% given by Isolation

Forest algorithm using H-Score input. The performance improved by almost 2× by using

H-Score input. We can see from Fig 6.8 and Fig. 6.9 that One Class SVM (OC-SVM) and
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Isolation Forest algorithms perform the best in detecting anomalies for all SIR values when

used with H-Score input.



Chapter 7

Conclusions and Future Work

7.1 Conclusions

In this thesis, we looked at two different applications of H-Score. In the first application, we

proposed a DL framework called Kratos to extract low-dimensional critical information from

a simulated IoBT network. In the second application, we proposed another information-

theoretic DL framework called WANDA to detect anomalies in wireless networks.

Kratos extracts the low-dimensional important features from the continuous video frames

collected in IoBT networks. The extracted features accurately provide the critical and time-

sensitive information of the considered events while suppressing the non-critical informa-

tion and/or background, and thereby, can facilitate semantic video communications in the

bandwidth-constrained IoBT networks. For a proof-of-concept, we applied the proposed

Kratos framework to a battlefield video simulation game where we aimed to accurately iden-

tify the states and positions of the moving enemy spaceships by analyzing the dynamically

changing video frames. The conducted experiments confirm the following two observations.

First, Kratos achieves more than 90% mean accuracy, in terms of identifying the enemy

spaceships’ states, for a system of 20 enemy spaceships in both seen and unseen background

scenarios. Second, both the mean accuracy and MDE metrics of Kratos remain consistent

with the timestep regardless of the number of objects and backgrounds in the images. Over-

all, Kratos-enabled video information processing is highly scalable, robust, and stable in a

68
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dynamically changing environment.

WANDA on the other hand is used to detect anomalies in the wireless spectrum. It processes

continuous frames of spectrograms of the wireless signal as the input and extracts the critical

information by suppressing the signal noise as we saw in the activation maps of signals

with interference and signal without interference. Our aim was to identify anomalies in

the wireless spectrum at different noise levels. We trained anomaly detection models with

and without the H-Score inputs and saw that using H-Score input significantly improved

performance. We evaluated our models based on Area Under Curve(AUC) and Receiver

Operating Characteristic (ROC) curve, for each SIR value for each algorithm. We observed

that the H-Score based algorithm performed almost 1.4× better than non H-Score based

algorithm in detecting anomalies. One Class SVM (OC-SVM) performed the best among

other algorithms and had an overall AUC of ∼ 80% while its non H-Score counterpart has its

best AUC of ∼ 60%. Almost all models that used H-Score approach had AUC value of more

than 70% for 0 dB SIR, whereas the best model for non H-Score model had 60% AUC for

20 dB, SIR. From the SIR perspective, we can say that H-Score improved the performance

by almost 20 dB.

7.2 Future Work

This work can be extended in two directions, one is based on improvement and more rigorous

standardization of H-Score, and the second is based on the application of H-Score on different

wireless communication tasks.

H-Score is relatively new, it requires a lot more thorough investigation to standardize it.

For instance, there is no fixed size of CNN kernels that we can use, we have to test out

different variations of kernel sizes in all layers to come up with the best possible version.
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Similarly, there is no fixed CNN architecture that we can use, we have to come up with the

best architecture after trial and error technique. Another major improvement that we can

do with the H-Score algorithm is to increase the total number of inputs to the algorithm.

H-Score currently has a two-tap input mechanism, but what if a signal has a long temporal

correlation, we will require a more generalized algorithm, and two tap learning mechanism

may not work.

Another area where we can explore H-Score is its applications in communication systems.

Communication systems often have a regular stream of data with some temporal dependence,

making H-Score an ideal candidate for extracting lower dimensional important features from

the data. Few applications such as radar detection, radar modulation detection, interference

detection, channel detection, and many such applications. The h-Score approach is a two-

step process, where we extract the important information in the first step and then process

these extracted features in the second step. The second step is very flexible, since extracted

features are different for every task, we can modify the second step according to our needs

to get the best results. Outside of the communication system, H-Score can be leveraged in

any place wherever there is a constant stream of data as the input to the model, it can be

applied in video monitoring systems for intrusion detection, it can also be applied for pattern

recognition, and object detection in regular video streams.
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