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Abstract—Disinformation can alter or manipulate our values,
opinions, and rational decisions toward any life event because
disinformation, such as fake news or rumors, is propagated
rapidly and broadly in online social networks (OSNs). Game-
theoretic models can help people maximize the benefits from
dynamic social interactions. This work presents an opinion
framework formulated by repeated, incomplete information
games that model OSN users’ subjective opinions. The users may
update their opinions using various criteria, such as uncertainty,
homophily, encounter, herding, or assertion. We demonstrate
how Subjective Logic, a belief model explicitly handling opinion
uncertainty, can be employed to model attackers’ deception
strategies, users’ opinion update models, and the influences of
propagating disinformation through the interactions between
users. Through extensive experiments, we investigated how an
individual user’s information processing type can introduce
different impacts on the extent of disinformation propagation. We
compared the performance of the five different opinion update
models under OSNs characterized by two real OSN datasets. We
analyzed their impact on the choices of best strategies, their
utilities, and network/opinion polarization. We also examined
how the player’s choices of best strategies under uncertainty
are different from Nash Equilibrium strategies based on correct
beliefs towards their opponents’ moves.

Index Terms—Disinformation, game theory, subjective opinion,
uncertainty, opinion dynamics, polarization.

I. INTRODUCTION

SOCIAL media platforms facilitate everyone to express
their opinions and comments to the whole online world.

Many people, especially young people, have heavily relied
on social media to acquire daily news. They learn about
new events from diverse sources. Accordingly, disinformation
propagated by malicious users can significantly mislead users,
altering their opinions. However, regardless of whether the
information is true or not, since information diffuses fast in
online social networks (OSNs), it is implausible for OSN users
to verify all the information they encounter. Disinformation
causes severe privacy violations, ruins reputations, or produces
financial losses. Recently, these serious issues caused by
false information, fake news, or rumors have demonstrated
detrimental effects in the whole society, such as influencing
decision-making processes in elections, pandemics, health, or
education.

In this work, we aim to investigate how rational users update
their opinions in the presence of disinformation propagated in
an OSN. We define the rational users as those who seek to
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maximize their utilities from updating their opinions based
on their preferences. In particular, we consider the rational
users who have the ability to reason and filter disinformation
in terms of the credibility of information based on a source’s
expertise, the veracity of information, the current opinion they
have, and the opinions of their friends. Therefore, this study
will examine how these users’ rational behaviors in updating
their opinions can affect the mitigation or amplification of
disinformation propagation, where disinformation propagation
can also introduce the network and/or opinion polarization.

OSN users’ behaviors towards online information are re-
flections of their innate propensities or personalities. Some
people make decisions based on the competence (or expertise)
or certainty of a source. Other people accept other people’s
opinions based on like-mindedness (i.e., homophily), agree-
ableness (i.e., conformity), or stubbornness (i.e., not accepting
dissimilar opinions) [1, 2, 3]. This can be explained based on
confirmation bias [4, 5], which is a cognitive bias representing
a tendency a person shows in understanding, interpreting,
preferring, or remembering information that confirms one’s
previous values or beliefs. Another well-known cognitive
bias, which explains a subjective belief that can mislead a
decision-maker, is the Dunning Kruger effect [6, 7]. This
effect also well explains how a subjective belief affected
by irrational cognitive bias can leads to a poor decision.
The false information diffusion among users in an OSN has
been modeled with specific user behaviors by [8, 9, 10]. The
theoretical models supported by game-theoretic approaches
consider user behaviors and human rationality by cognitive
limitations [11, 12, 13, 14, 15]. However, to the best of our
knowledge, the existing game theory models rarely help users
make rational decisions in updating their opinions.

In this work, we propose a three-player game framework
that models online users’ behaviors in updating their opinions
based on the interactions with other users or attackers. In the
framework, we also model attackers’ deception tactics to prop-
agate disinformation and the defender (OSN platform system
administrator)’s policy to ensure a safe and trustworthy OSN
environment. We aim to demonstrate how OSN users’ rational
information processing behaviors based on opinion update
models using various criteria can influence the mitigation of
disinformation propagation, which impacts network dynamics
and opinion polarization. Via this experiment, we aim to
suggest what OSN user behaviors and the OSN platforms can
ensure safe and trustworthy cyberspace from disinformation
propagation.

This work has the following key contributions:
1) We designed and tested a generic game-theoretic opinion
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framework in an OSN environment against the spread
of disinformation. We demonstrated the flexibility of this
framework to accommodate various user interactions and
opinion models (OMs), including uncertainty, homophily,
encounter, herding, and assertion-based updates. In addi-
tion, this framework provided the functionality of analyzing
the effects of disinformation processing on users’ rational
decisions and opinion dynamics and polarization.

2) Utilizing the rich features in two real-world datasets col-
lected from the Twitter platform, we captured and modeled
real OSN users’ social activities and propensities, such as
information sharing or exchanging.

3) We leveraged a belief model, called Subjective Logic (SL),
that represents users’ subjective, uncertain opinions in real-
world, uncertain situations to decide whether to accept
other users’ opinions. Further, we expanded the SL-based
opinion model to consider users’ five opinion models and
realized attackers’ deception strategies [16].

4) We constructed a set of uncertainty-aware payoff equations
based on the SL opinion in a game of three agents, i.e.,
attackers, a defender, and users. Each player can make
choices based on the uncertainty, observations, and their
inherent preference to maximize utility when interacting
with or accepting other users’ opinions. Furthermore, we
solved each player’s preferred strategies by Nash Equilibria
(NE), making decisions based on correct beliefs towards
the opponents’ moves. Since perfect NE strategies may not
be realistic in complex real-world scenarios, we compared
the performance gap between each player’s best strategies
chosen under uncertainty and its NE choices.

5) We also examined network community structure and opin-
ion polarization after OSN users interact with each other
upon disinformation propagation where network commu-
nity structure was investigated by three graph partitioning
algorithms [17, 18, 19] by calculating network polarization
scores using four different methods [17, 20, 21, 22]. From
the polarization of opinions under the five opinion models,
we investigated how disinformation can influence network
topology changes and network power (i.e., social capital).

6) We investigated how different ways of updating opinions
can introduce different opinion dynamics and change the
social capital of OSN users. We measured a user’s bridging
social capital by betweenness and bonding social capital by
trust, where both of the metrics have been used to represent
a user’s influence or power in a network [23].

The preliminary results of this work have been included in
our prior conference paper [24]. We substantially extended our
prior work [24] and made the additional contributions to this
work as follows:

1) We extensively conducted simulation experiments using
two real social network datasets, including 1KS-10KN [25,
26] and Cresci15 [27]. We examined the performance of
the five different opinion models in combating disinfor-
mation propagation in terms of the distributions of the
best strategies and their utilities. We compared the players’
best strategies taken under uncertainty with those under
certainty derived by Nash Equilibrium (NE).

2) We provided the full details of NE solutions by demonstrat-
ing the detailed game trees and payoff matrices for the pro-
posed games of incomplete information. This can offer an
in-depth understanding of the proposed games, where what
strategies can help combat disinformation propagation, and
how users’ information processing in each opinion model
can influence it. Due to the space constraint, we included
this in Appendix A of the supplement document.

3) We substantially extended the analyses to understand the
effects of disinformation propagation on opinion polariza-
tion using multiple community partitions methods under
the five opinion models. We considered three commu-
nity detection algorithms, including modularity, Kernighan-
Lin bipartition, and label propagation under four different
methods of calculating polarization scores.

4) We investigated the effect of disinformation propagation on
social capital, which measures bridging based on between-
ness and bonding based on trust with other users.

The rest of this paper is structured as follows. Section II
summarizes research on game-theoretic information diffusion
models, opinion dynamics models, and the effect of dis-
information propagation on opinion and network dynamics.
Section III describes the foundations of SL opinion models,
the adaptation of SL to five opinion models, and the interaction
models explaining how to share information and make friend-
ing decisions. Section IV provides the details of the game-
theoretic opinion framework, including the roles, strategies,
and payoffs of an attacker, user, and defender. Section V
details the experimental setup, including the dataset, metrics,
and experiment settings. Section VI presents the simulation
results and discusses the overall trends of the results along
with their implications. Section VII concludes the paper with
the summarized key findings obtained from our study.

II. RELATED WORK

A. Opinion and Information Models

Yang [11] modeled two user strategies, ‘cooperative’ or
‘defective’ in prisoner’s dilemma game and public goods game
for binary opinion diffusion and reached the equilibrium of
opinion consensus. Several evolutionary game theory (EGT)
work of opinions models solved a stable evolutionary state
to model user’s strategy transition rate [12, 13]. The goal of
EGT model [12, 13, 28, 29, 30] is to consider several factors
and the population preferences to influence user decisions.
However, EGTs mainly deal with only three behaviors in
terms of spreading rumors, not spreading rumors, or spreading
anti-rumors without considering the opinions of individual
users. Szabó and Tőke [28] studied the likelihood of strategy
imitation in the Fermi updating rule, determined by the actual
advantages of the fitness of the neighbor. Li et al. [12] sim-
ulated rumor diffusion in an OSN with various personal and
social attributes, such as users’ tie relationship with friends,
judgment ability of others, strategy imitation, and the cost of
spreading the rumor. Askarizadeh et al. [13] discussed a user’s
behavior of spreading rumors by the attitude or awareness,
community anxiety, and the intensity of rumor and anti-rumor
cascades in OSN. Huang et al. [29] developed users’ cost-
effective defense strategy against rumors where the users’
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opinions toward the rumors were updated by a differential
game model. Yoshikawa et al. [30] studied a mode where
users update their friends’ reliability and doubt (or distrust)
and then exchange opinions by Bayesian estimation.

Recently, psychological factors were commonly considered
to model the defense strategies in rumor spreading game
models [14, 15]. Xiao et al. [14] modeled the spreading
behaviors from their psychological factors and investigated
the competition by messages supporting rumors or clarifying
rumors. Zhang et al. [15] studied the resistance of malicious
users based on the reputation dynamics of a user’s neighbors.
The authors have not explored any game-theoretic opinion
framework aiming to mitigate disinformation influence. Fur-
ther, they did not investigate the OSN network and opinion
dynamics when users interact for their opinion exchanges and
updates.

One of the pivot questions on opinion models is how to
accept new evidence to update the current opinions from
pair-wise interactions. Zinoviev and Duong [31] proposed an
assertion model to update users’ opinions in two aspects,
the amount of knowledge and the degree of belief, where
the exchange of knowledge level was determined by users’
forgetfulness, rate of learning, and trust of one friend. Sonowal
et al. [32] proposed a herding-based opinion model which
counts the pair-wise social interactions of all existing friends.
Cho [2] considered uncertainty-based trust models to update
uncertain opinions through dyadic interactions between two
agents. The authors investigated the effect of the opinion
model on opinion convergence and divergence compared to
homophily-based trust model. Zhan et al. [33] computed an
uncertainty interval boundary update weighted by the number
of close opinion neighbors. They calculated the distance of two
opinions based on the range of the uncertainty interval length
if an agent has uncertain opinions. However, the above opinion
models [2, 31, 32, 33] cannot be comparable because they are
applied in vastly different scenarios. In addition, they have not
considered any game-theoretic information processing based
on players’ rationality.

B. Impact of False Information on Network Polarization

Research has shown that false information spreading can
polarize users [34], which can facilitate false information
circulation [35]. Polarized users tend to gain access to similar
content, and they may have a long response lag for their
fake news posts [36]. A network consisting of polarized users
can be divided into several polarized communities due to the
echo chambers effect that users assigned to the same group
are highly interconnected [37, 38]. The studies in [34]–
[38] modeled the spreading patterns of false information,
but not how the opinions can be updated. Hence, polarized
users and polarized communities were examined only based
on users’ binary behaviors, such as whether to spread false
information or not. A social network with a polarized topology
can cause a non-trivial reduction of the access of social capital
(e.g., cognitive and relational capital) [37]. There is a strong
correlation of users’ opinion homophily and activities towards
false information [35] so that clusters can be predicted by
the fact that like-minded users with similar polarization scores

can gather easily. In the meanwhile, homophile clusters can
expedite the speed of false information spreading [35]. In
addition, the authors have not considered any game-theoretic
decision-making process. In particular, the studies in [35, 37]
investigated the influence of polarized users on the rate of false
information spreading in the sense inverse to our research.

A number of social science studies [39, 40, 41] have
been conducted to draw a conclusion. However, their findings
have not been reflected in the simulation models. Homophily
increases with the larger community size [39]. In most com-
munities, intra-community information diffuses more quickly
and broadly than inter-community information because more
people tend to be exposed to information. We usually observe
this phenomenon in political campaigns where disinformation
can increase conflicts and break strong social ties and social
capital between inter-communities [40]. In addition, the long-
term effects of political disinformation on social capital have
not been well studied [41]. Thus, this research tried to show
this effect on social capital in our model.

Unlike the above works [34]–[41], our work pioneers in
investigating the effects of disinformation propagation on net-
work and opinion polarization and the distribution of network
power using social capital where OSN users interact with other
uses based on different types of exchanging their opinions.

III. UNCERTAIN, SUBJECTIVE OPINION MODEL

This work leverages a belief model, called Subjective
Logic [42, 3], in an OSN to quantify users’ binomial opin-
ions. Through pair-wise interactions among users, an initial
uncertain opinion can be updated by a user.

TABLE I
NOTATIONS OF DESIGN PARAMETERS AND THEIR MEANINGS

Notation Description
ω, ωi User i’s SL-based binary opinion

(b, d, u, a) Belief, disbelief, uncertainty, and base rate
P (bi) User i’s projected belief from ωi

Ptrue, Pfalse, Puc Proportion of true informers, false informers, and normal
users

⊕ Consensus operator from SL
⊗ Trust operator from SL

cji , uc
j
i , hc

j
i Discounting factors from SL, uncertainty-based and

homophily-based
ω̈i Uncertainty maximized opinion of user i
ξ Threshold of uncertainty maximization

P f
i , P

p
i User i’s feeding probability and posting probability

PDij Projected discrepancy between two opinions
φ1
i Threshold to accept or request a friend

aAk Attacker’s strategy k in {DG,C,DN, S}
aU` Normal user’s strategy ` in {SU,U,NU}
aDm Defender’s strategy m in {T,M}
ωF False opinion (0, 1, 0, 0)
ωT True opinion (1, 0, 0, 1)

EP
Ai
k Expected payoff of attacker’s strategy k

uij
k`m Utility of an element in EPAi

k

EPD
` Expected payoff of defender’s strategy `

uD
`k Utility of an element in EPD

`

c` Defender’s cost of strategy `
U, H, A, HE, E Uncertainty, Homophily, Assertion, Herding, and

Encounter-based user types
EP

Ui
m Expected payoff of user’s strategy m

p
Aj
Ui

Probability of user j as an attacker
stci User i’s structural social capital
Ti User i’s trust by other friends
NR Number of reports to alert a defender
ρ Tolerance to report a malicious user
I Number of interactions in simulation
N Number of nodes in the OSN
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A. Opinion Formation

A binomial opinion, ω = (b, d, u, a), is represented by belief
(b), disbelief (d), uncertainty (u), and base rate (a) in SL [42].
Those four dimensions are simply formed as:

b, d, u, a ∈ [0, 1], b+ d+ u = 1, (1)

where belief (b) means the degree of pro, agree, or true
information held by an agent to believe a proposition even if
the real truth is not available. Disbelief (d) means the degree
of con, disagree, or false information for an agent to oppose to
a proposition or disbelieve it. Uncertainty (u) means the level
of vacuity normally due to an insufficient amount of evidence.
Base rate (a) is the prior belief, expertise, or bias [42] for an
agent’s prior knowledge in a given domain. An agent updates
its opinion in the four dimensions where each dimension is
updated by considering an interacted agent’s opinion. Based on
the obtained evidence of each view, a user’s binomial opinion
can be represented by the observed or available evidence by
the following mapping rule:

b =
r

r + s+W
,d =

s

r + s+W
,u =

W

r + s+W
, (2)

where r is the amount of positive evidence and s is the amount
of negative evidence for a certain proposition. W is the amount
of uncertain evidence as inherent errors from a system or an
environment, such as unavailable source of evidence or limited
and partial ability of observation. In a binomial opinion, W
is commonly set to 2, representing the number of beliefs (i.e.,
two belief masses including belief and disbelief) [42].

For user i, the binomial opinion is ωi = (bi, di, ui, ai). The
expected belief P (bi) and expected disbelief P (di) are the
factors for user i to make a decision by:

P (bi) = bi + aiui, P (di) = di + (1− ai)ui, (3)

where P (bi) +P (di) = 1 as bi + di + ui = 1. If user i needs
a decision but bi or di is very similar, ai can be a critical
decision factor because ai is used to interpret uncertainty ui.

B. Initialization of Opinions

There exist true informers and false informers, who can be
zealots [43] to support extreme opinions in our network. The
zealots not only propagate their true or false opinions but also
refuse to change their own opinions. All other users who have
initial uncertain opinions are willing to learn new opinions via
sharing or feeding behaviors towards other users. That is, we
set the fractions of users with Ptrue+Pfalse+Puc = 1 where
Ptrue, Pfalse, and Puc refer to the fractions of true informers,
false informers, and normal users, respectively. When the
false informers (i.e., attackers) take the action Subversion
(S), they propagate the false opinion (see Section IV). We
initialize a true opinion, false opinion (i.e., disinformation),
and uncertain opinion, held by false informers (i.e., attackers),
true informers, and legitimate users, respectively, by:
• True opinion, ωT , is initialized with (b → 1, d → 0, u →

0, a = 1), implying true opinion’s belief (i.e., believing true
information) is close to 1 (highly true) while disbelief (i.e.,
disbelieving true information) is close to 0.

• False opinion (i.e., disinformation), ωF , is initialized with
(b → 0, d → 1, u → 0, a = 0). This means that belief of
false opinion is close to 0 while disbelief is close to 1.

• Uncertain opinion is formulated to represent the opinion of
the rest of users, except true and false informers, initialized
as (b, d, u, a) = (b → 0, d → 0, u → 1, a = 0.5), without
showing strong preference. Their opinions can be updated
depending on an interacted user’s opinion and the way to
update his/her opinion (i.e., opinion models).

C. Opinion Update
False and true informers are zealots and do not change

their opinions while influencing other users’ opinions. Le-
gitimate users with a lack of confidence will refresh their
opinions with new information from the pairwise interactions
when they interact with their friends. Since uncertainty-based
OM, homophily-based OM, and encounter-based OM are all
grounded by SL’s consensus update mechanism, we describe
how SL framework updates user i’s opinion ωi as below.

In SL, the first step to update agent i’s opinion ωi is to
consider how much agent j’s opinion can be accepted by
agent i. Agent i discounts agent j’s opinion by discounting
operator cji , which implies agent i’s trust in agent j. Hence,
agent j’s opinion is considered by agent i based on ωi⊗j =
(bi⊗j , di⊗j , ui⊗j , ai⊗j). Each opinion element is given by:

bi⊗j = cji bj , di⊗j = cjidj , (4)

ui⊗j = 1− cji (1− uj), ai⊗j = aj ,

where the quantity of ui⊗j above is the same as ui⊗j =
1 − bi⊗j − di⊗j since bi + di + ui = 1. These trust opinion
calculations from Eq. (4) are all at time t.

The second step to update SL opinion ωi is to integrate
the discounted opinion ωi⊗j by the consensus operator [42].
Using the consensus operator, agent i’s new opinion at time
t + 1 after meeting agent j is formulated as ωi ⊕ ωi⊗j =
(bi ⊕ bi⊗j , di ⊕ di⊗j , ui ⊕ ui⊗j , ai ⊕ ai⊗j). Each element is
given by:

bi ⊕ bi⊗j =
bi(1− cji (1− uj)) + cji bjui

β
, (5)

di ⊕ di⊗j =
di(1− cji (1− uj)) + cjidjui

β
,

ui ⊕ ui⊗j =
ui(1− cji (1− uj))

β
,

ai ⊕ ai⊗j =
(ai − (ai + aj)ui)(1− cji (1− uj)) + ajui

β − ui(1− cji (1− uj))
,

β = 1− cji (1− ui)(1− uj) 6= 0,

where the uncertainty ui⊕ui⊗j is identical to 1− bi⊕ bi⊗j −
di ⊕ di⊗j . The right side is for the time step t while the left
side shows ωi(t+ 1). We omitted the time for simplicity.

Based on the above SL operations and opinion structure, we
describe the five OMs for performance analysis in our work:
• Uncertainty-based OM: The uncertainty-based discounting

operator, ucji , as a specific cji in Eq.(5), is derived by judging
two users’ uncertainties as:

ucji = (1− ui)(1− uj). (6)
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Uncertainty (or lack of confidence) from one’s opinions
has been investigated as a deciding factor to reflect the
information from the updates of users’ opinions [2]. Al-
though uncertainty comes from many sources, we refer
to uncertainty from two reasons: insufficient evidence and
conflicting evidence. To represent the uncertainty property
from both vacuity and conflict, the uncertainty (or vacuity)
maximization technique [42] is also applied to prevent the
uncertainty from going down to zero. This is because if an
agent collects enough evidence for both belief and disbelief,
it will reach zero uncertainty and then stop accepting new
evidence. The uncertainty maximization technique [42] can
prevent this from not being updated and transfer evidence
supporting the belief and disbelief masses to the uncertainty
mass. This means moving conflicting evidence to vacuity.
We use a threshold, ξ, to determine whether to use this
uncertainty maximization, i.e., apply only when ui < ξ (i.e.,
only when uncertainty is sufficiently low).
The vacuity-maximized opinion for user i is defined by ω̈i =
(b̈i, d̈i, üi, ai) where üi, b̈i and d̈i are computed by:

üi = min
[P (bi)

ai
,
P (di)

1− ai

]
, (7)

b̈i = P (bi)− ai · üi, d̈i = P (di)− (1− ai) · üi,

where the projected belief and disbelief P (bi) and P (di)
are from Eq. (3). The uncertainty maximization also plays
a critical role in ucji , such that if ui < ξ, the vacuity-
maximized üi would replace the ui in Eq. (6).

• Homophily-based OM: Homophily (or like-mindedness)
between two opinions is a critical factor for opinion up-
dates [44]. Like [3] and [44], we also use cosine similar-
ity [45] within the range of [0,1], as the homophily-based
discounting operator, hcji . We chose this cosine similarity
because it can properly capture the measure of the dis-
tance between beliefs, including belief and disbelief masses,
where we formulated an opinion based on Subjective Logic.
This hcji can replace the cji in Eq. (5) by the following
definition [3]:

hcji =
bibj + didj√

b2i + d2i

√
b2j + d2j

. (8)

We ignore uncertainty for two opinions’ dissimilarity above
because of the assumption of b + d + u = 1, where belief
and disbelief can indirectly reflect the uncertainty.

• Encounter-based OM: We use this model as a baseline
model in which the opinion is simply updated by the existing
consensus method (i.e., wi⊕wj) in SL [42] without applying
any filters such as uncertainty, homophily, or assertion. This
OM is implemented as cji = 1 in Eqs. (4) and (5).
The following two opinion models were proposed from

other existing research [31, 32]. For the fair comparison of
the five OMs in this work, we extend the subjective opinion
to fit those two models in [31, 32] as baseline counterparts to
the OMs supported by the consensus operator as follows:
• Assertion-based OM: We use this opinion model as an

existing counterpart. This model uses the so-called asser-
tion [31], by Ai = {ki, spbi}, which is formulated based

on the knowledge and a subjective prior belief. The original
update rules for the two values are ki⊕j = ki+kj(1−ki) and
spbi⊕j = spbi+kjspbj(1±spbi), where ‘+’ is for negative
spbi and ‘-’ is for positive spbi. We convert this model
to our SL’s opinion with (bi, di, ui, ai) where ki quantifies
the evidence of bi and di and spbi is the base rate ai.
By converting spbi’s range in [−1, 1] to [0, 1] for ai and
maintaining ki’s range in [0, 1] for bi and di, the opinion
update rule for this opinion model is formulated by:

bi⊕j = bi + bj(1− bi), di⊕j = di + dj(1− di), (9)
ui⊕j = 1− bi⊕j − di⊕j , ai⊗j = ai + bjaj(1− ai).

• Herding-based OM: We adopt this model to update an
opinion considering the bias towards a user’s neighbor (i.e.,
leaning more towards his/her neighbors’ opinions) [32] to
emphasize the convincing power of the neighbors’ opinions.
As this model mainly relies on the neighbors’ opinions,
we consider this herding-based opinion update. The term
‘herding’ has been previously used in the network science
domain when herding behavior is used to indicate one’s
behavior following his/her friends or neighbors [46]. Since
we use SL-based opinion format, for a fair comparison, we
consider the following opinion update operator when each
user updates his/her opinion upon the interaction:

xi = min[1, xi +
ui
|Fi|

∑
j∈Fi

(1− uj)(xj − xi)], x ∈ {b, d, a},

ui = 1− (bi + di). (10)

Eq. (10) above implies that user i will consider his/her
neighbors j’s opinions when being unsure of the opinion
with high uncertainty (ui). Neighbor j’s opinion with higher
certainty (i.e., (1 − uj)) will be more considered when
updating user i’s opinion. This implies that neighbor j’s
opinion with lower uncertainty (uj) has a more convincing
power to user i. In SL, an opinion’s uncertainty represents
how much confidence the owner of the opinion has on
the opinion. The rationale of the uncertainty-based opinion
model is well aligned with the prior research that expert
sources can influence persuasion because they can motivate
recipients to more seriously consider the information pro-
vided by them compared to the information provided by
non-experts [47, 48].

D. Interaction Model for Opinion Update

Users are assumed to share opinions with other friends and
update opinions during their interactions. A user’s high posting
frequencies tend to attract more interactions with other users.
Hence, if a user tends to be more exposed to the information,
the user will have higher chances to interact with the users
posting more. In addition, a user can interact with another user
based on the probability that the two users interact directly. In
this work we consider the following user activities:
• Sharing: This behavior is the precondition of an opinion

update. A user can share his/her opinion by:
– Pair-wise interaction: The pair-wise sharing includes re-

ceiving tweets or leaving comments or feedback, such as
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likes or other sentiments. We use P fi as i’s feeding rate
to model the feeding behavior between two users.

– Posting: The posting behavior is sharing posts or mes-
sages with all the friends. We use P pi as i’s posting
probability to share with all the friends.

A user updates his/her opinion by interacting with one of the
neighbors j’s. Each neighbor user j is characterized by P fj
and P pj , the probabilities of leaving feedback (e.g., senti-
ments such as likes or comments) and posting, respectively.
Each user i judges the relative level of the neighbor’s sharing
behavior to find user j to interact. We assume that users like
to interact with more active users than less active users in
a given OSN. We quantify user i’s likelihood, Pij , to select
j for possible interaction, assuming Fi is i’s friends:

Pij =
P fj + P pj∑

k∈Fi
(P fk + P pk )

, (11)

where P fj and P pj are initialized by the features in the
datasets (see Section V). Users will interact with other
users and accordingly take actions, including updating and
sharing (i.e., aA1 ). Hence, when they share their opinions,
their feeding and sharing probabilities are also dynamically
updated accordingly. For example, if users i and j interact,
it will increase the feeding probabilities, P fi and P fj , for
both of them. If user i takes sharing strategy SU (see
Section IV-D), user i’s posting probability (i.e., P pi ) will
increase.

• Maintaining a friend network: A user can add new friends
or make unfriending decisions based on the corresponding
opinion differences. The projected difference PDij between
two opinions held by users i and j is obtained by [2]:

PDij =
|bi − bj |+ |di − dj |

2
. (12)

This PD is symmetric such that PDij = PDji. All of the
elements are at time t. A user will make the friending or
unfriending decisions based on the PD by:
– Friending: Users can invite a friend if they have a

tendency to make friends. This tendency is considered
as the probability of inviting a friend derived from the
current number of friends. The probability of a new edge
connecting to any node with degree k is from the Price
Model [49] as pk(k + 1)/(m+ 1), where m is the mean
out-degree and pk is the fraction of nodes with degree
k. For any user i, φ1i is a threshold to accept a friend
and is scaled in the range of [0, 1] at random following
the Gaussian distribution. In an uncertainty-based OM,
user j will accept a friending request only by ui < φ1j ;
user j in other OM types will accept it when PDji < φ1j .
Otherwise, user j will always ignore a new friend request.

– Unfriending: It is the opposite process to friending. A user
can dismiss a current friend if the user finds an opinion
discrepancy from the friend user. To ensure a sufficient
amount of updating j’s opinion, we bound uncertainty to
uj < φ2i . Then user i using uncertainty-based OM will
unfriend j if φ1i < uj < φ2i ; while i using other OMs
(i.e., by assertion, herding, homophily, and encounter)
will unfriend j when PDji > φ1i .

These two operations will change a network topology and
accordingly affect a user’s influence in a network (e.g.,
centrality or social capital) as discussed in Section II.

IV. GAME THEORETIC AGENT MODEL

The social network in this work is denoted by an undirected
graph structure, G(V,E,Ω), that holds users as V and holds
all the friendship connections as E (eij = 1 only when i and
j are friends). Ω is the collective of the subjective opinion ωi
for each user vi. We describe how each agent is characterized
by a set of features. In this game model, the agents have three
roles: attackers, users, and a defender (i.e., a service provider).
They all take calibrated actions in response to disinformation
in this OSN.

Our proposed game-theoretic opinion models belong to the
category of a networked game in social network (i.e., game
on networks), which has several properties [50]: (1) A large
number of participating players exist in a social network; (2)
The given social network mediates the interactions between
players and payoffs where the players only interact with their
friends and each player’s payoff is estimated based on their
opinion status updated based on their interaction with other
friends and the way they interact (i.e., an opinion model);
(3) It is not feasible to derive an exhaustive table to specify
payoffs because there is randomness for online users (players)
to interact; and (4) The proposed game considers dynamic,
gradual interactions among players. Nash Equilibrium (NE)
can predict the strategy distributions if all players know the
moves of the other players [51, 52]. However, the actual
choices of the human players (i.e., online users) may be dif-
ferent. According to behavioral game theory [53], this finding
is likely due to the bounded rationality (e.g., limited memory
or a lack of perfect observability) and simultaneous moves in
each interaction; and (5) The collective user behaviors may
vary over time due to different choices of actions taken in
each single-shot interaction.

Each user’s opinion model reflects one’s preference in
updating an opinion based on one’s behavioral propensity,
so that the formulation of the utility in a game follows this
preference. That is, users will aim to maximize their utility
based on their preferences. This may look irrational to other
types of users who use different types of opinion models.
However, this also reflects real-world situations.

Now we explain the goals, strategies, and payoffs of the key
three players in detail below.

A. Agents’ Features

We characterize each user i’s key attributes by:

F (vi) = [ωi, P
f
i , P

p
i , φ

1
i , φ

2
i , ρi,bwi], (13)

where ωi is the subjective opinion as shown in Section III-A
by SL. P fi and P pi are the probabilities of i’s feeding and
posting activities, φ1i and φ2i are thresholds for i to identify
the opinion difference between i and i’s friend as described
in Section III-D, and ρi is a tolerance threshold of i to judge
the current friend to be a suspect attacker upon exchanging
opinions (discussed in Section V-C). The bwi refers to user
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i’s betweenness which is commonly used to capture user i’s
structural social capital [54] (i.e., higher betweenness refers
to higher structural social capital). In this work, we use
bwi to examine the impact of disinformation on betweenness
where individual users’ structural social capital (or bridging)
is analyzed using the betweenness. We chose ‘betweenness’
to measure an online user’s structural social capital (i.e.,
bridging). The reason is because the betweenness centrality
has been commonly used as the indicator of a person’s
bridging capability, which is the core aspect of social capi-
tal [55, 56, 57]. Based on our investigation in [23], we found
that ‘betweenness’ represents one of the highly comparable
centrality metrics (e.g., much more powerful than k-shell [58],
collective influence [59], or redundancy [54]).

B. Attacker Model

The malicious users, as attackers, deploy information de-
ception tactics [16] to disseminate disinformation, fabricate
or block true information to mislead the beliefs of legitimate
users. SL opinion framework featuring uncertainty can ma-
terialize the theoretical deception strategies [16] where the
whole set of strategies is denoted by A = {aA1 , aA2 , aA3 , aA4 }:
• Degradation (DG; aA1 ) is to confuse legitimate users by in-

jecting noises into true information. In an SL-based opinion,
DG is modeled by sending out a highly uncertain opinion,
as (b, d, u, a) = (0, 0, 1, 0.5).

• Corruption (C; aA2 ) generates false beliefs by injecting
disinformation or replacing true information with false in-
formation. We model this by replacing a received opinion
with a completely opposite opinion and then sharing it with
a friend. For example, if an attacker receives an opinion
(b, d, u, a) = (0.7, 0.2, 0.1, 0.3) from a friend, the attacker
forwards (b, d, u, a) = (0.2, 0.7, 0.1, 0.3) to other friends.

• Denial (DN ; aA3 ) is to prevent users from accessing true
information by the way of inhibiting true information flow.
It can cause the vacuity of information sources which
increases uncertainties and difficulties to users in judging
the truthfulness of information.

• Subversion (S; aA4 ) refers to an attacker’s deception by
changing the user’s processing of perceived inputs. The aim
of this attack is to make targeted user trust credible infor-
mation less while using more of non-credible information.
To launch an S attack, the attacker will always forward
false opinions, as discussed by ωF in Section III-B, to
consistently increase the volume of disinformation.

As detailed above, an attacker’s strategy, DG, C, or DN ,
will modify the opinions received from its friends and share
them for efficient propagation of the uncertain, noisy, conflict-
ing opinions, instead of pair-wise interactions. Each attacker
chooses a strategy with the highest expected payoff value in
our game model. We calculate an attacker i’s expected payoff
of a strategy k by considering the weighted sum of utility
uijk`m, caused by a specific condition of defender’s strategy `
and user’s strategy m. The expected payoff of strategy k is:

EPAi

k (aD, aU ) =
∑
`∈D

∑
m∈U

pD` · pUm · u
ij
k`m, (14)

where D and U are the collections of all strategies for the
defender and users. pD` is a defender’s expectation of strategy
` (i.e., either aD1 or aD2 by terminating a suspect immediately
or monitoring with caution). pUm is a user’s expectation of
strategy m (i.e., one of aU1 − aU3 ). The attacker can obtain the
probability distribution of taking each strategy by the defender
and user based on the historical observations of pD` and pUm.

The utility of a specific condition based on all assumptions,
uijk`m, is defined by benefit over an incurring loss as:

uijk`m = ds(k,m, ωi, ωj)− g`, (15)

where the attacker’s benefit ds(k,m, ωi, ωj) refers to how
much attack strategy k contributes to making user j’s opinion
ωj closer to false opinion ωF in Section III-B, by the cosine
similarity of ωj and ωF , when k is taken and not taken (¬k):

ds(k,m, ωi, ωj) = s(k,m, ωF , ωj)− s(¬k,m, ωF , ωj), (16)

where the first cosine similarity s(k,m, ωF , ωj) from Eq. (8)
considers the updated user’s ωj when attacker i has strategy
k and user j has strategy m. The second cosine similarity
s(¬k,m, ωF , ωj) refers to j’s opinion when attacker i shares
a legitimate opinion rather than a deceptive (or false) opinion
with strategy k.

The cost g` measures attacker i’s loss when the defender
takes action ` where g` is estimated by the mean similarity
between true opinions ωT and all existing individual user’s
opinions, ωj’s.

C. Defender Model

A defender, as an OSN administrator, aims to ensure a se-
cure and safe OSN by not tolerating any presence of malicious
users propagating disinformation. If the defender receives NR
misconduct reports from legitimate users, the defender can
take the following strategies whose set is D = {aD1 , aD2 }:
• Terminating a malicious user (T ; aD1 ) is to remove the

account and the corresponding connections with his/her all
friends aiming to ensure the safety and security of the given
OSN. However, if the suspended user is actually a legitimate
user (i.e., false-positive), the user’s reputation is ruined. If
then, the user can lose his/her social capital due to the
removal of all connections with others.

• Monitoring a suspect user (M ; aD2 ) is to monitor a suspected
user with no other actions. If this user is malicious, he/she
may keep performing deception attack strategies and can
endanger the security and safety of the given OSN. However,
if the detected user is a legitimate user (i.e., false-positive),
he/she can maintain current relationships with other users
and social capital.

The defender selects the strategy with a higher expected payoff
value. We quantify the defender’s expected payoff of strategy
` by taking only an attacker’s strategies, not a legitimate user’s
strategies, into considerations because the user’s activities are
not related to the defender’s goal. The defender’s expected
payoff is given by the weighted sum of utility uD`k as:

EPD` (aA) =
∑
k∈A

pAk · uD`k, (17)
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where aA is an action taken by the attacker with a set of attack
strategies A and pAk is the probability that the attacker chooses
strategy k. The defender can learn pAk based on historical
reports of reported attackers. If a suspect user is reported by
other legitimate users at least NR times, the defender can make
decisions toward this suspect based on the payoffs in Eq. (17).
However, if the defender decides the reported suspect as an
attacker but it is a legitimate user indeed, it is a false positive
and the legitimate user is evicted. The uD`k is the utility of
defense strategy ` with the attacker’s deceptive strategy k. In
addition, the defender evaluates the utility of each strategy `
by the overall impact on the OSN, as the gain over cost, as:

uD`k = ds(`, k, ωT , ω
′)− c`, (18)

where defender’s gain ds(`, k, ωT , ω
′) is the protection of OSN

by strategy `, which refers to how closer the affected opinions
w′’s of all the legitimate users are to true opinion ωT . This
gain calculates two cosine similarities in Eq. (8), for the cases
of taking strategy ` over not taking it (¬`), as follows:

ds(`, k, ωT , ω
′) = s(`, k, ωT , ω

′)− s(¬`, k, ωT , ω′), (19)

The defender’s loss term c` quantifies the cost for the de-
fender’s strategy ` as two constants, i.e. cT = 0.1 for T (aD1 )
and cM = 0 for M(aD2 ).

D. User Model

OSN users consume useful information and interact with
their friend users. We consider five user types corresponding
to the opinion models described in Section III-C, including
Uncertainty-based (U), Homophily-based (H), Assertion-based
(A), Herding-based (HE), and Encounter-based (E) user types.
The set of users’ strategies is denoted by U = {aU1 , aU2 , aU3 }
where each strategy is described as follows:

• Updating and sharing (SU ; aU1 ) are to update the current
opinion based on the received opinion and then share with
other friends.

• Updating (U ; aU2 ) is to update the current opinion based on
the received opinion.

• No updating (NU ; aU3 ) is to ignore a received opinion and
keep the current opinion without new updates.

In this game, user i interacts with a friend user j, which can
be either a user or an attacker. We assume that user i can be
aware of user j’s type based on the historical experience on
the types of encountered users. That is, user i can estimate the
probability of the interacted friend user j being an attacker by
p
Aj

Ui
, and a legitimate user by p

Uj

Ui
= 1 − p

Aj

Ui
(i.e., not an

attacker). Since a specific role of user j has a set of strategies
when user j is an attacker or user, user i needs to choose a
strategy m with the highest expected payoff, by a weighted
sum of the utilities when j is either an attacker or a user:

EPUi
m (aUj ) = p

Aj

Ui
· uUiAj

m + (1− pAj

Ui
) · uUiUj

m , (20)

where uUiAj
m or uUiUj

m is the utility based on user j’s type. For
an attacker j, the utility uUiAj

m is defined by the weighted loss

caused by each of attackers’ strategy, if user i accepts attacker
j’s opinion. If i choose NU , as m = aU3 , uUiAj

m is 0, in:

uUiAj
m =

{∑
k∈A p

Aj

k · −s(m,ωF , ωi, ωj) if m = aU1 or aU2 ;

0 if m = aU3 , (21)

where pAj

k refers to user i’s belief that attacker j takes strategy
k based on the user’s historical observations. However, it may
not be perfect; thus we considered 90% accuracy of the belief
accuracy. The cosine similarity s(m,ωF , ωi, ωj) by Eq. (8) is
between ωF and the expected opinion of user i encountering
attacker j taking deceptive strategy k.

If j is a user type, the utility u
UiUj
m is defined based on

user j’s strategy m′ in Uj = {aUj

1 , a
Uj

2 , aUj

3 } and user j’s
OM type. Hence, uUiUj

m is given by:

uUiUj
m =

{∑
m′∈Uj

p
Uj

m′ · ucj
′

i′ if user j is U-type;∑
m′∈Uj

p
Uj

m′ · hcj
′

i′ otherwise,
(22)

where pUj

m′ is the belief of choosing strategy m′ for user j.
To compute ucj

′

i′ and hcj
′

i′ , we first update both users i and
j’s opinions ω

′

i and ω
′

j by taking strategy m for user i and
strategy m′ for user j if an update is required for any of m or
m′. Afterward, the discounting operators ucj

′

i′ and hcj
′

i′ from
Eqs. (6) and (8), respectively, are produced by ω

′

i and ω
′

j .
The proposed three-player game is constructed by a series of

repeated subgames, each of which is a game of incomplete and
imperfect information. When each player plays, the opponent
can be either one type or the other (e.g., a user or an attacker
when a user plays). Since the opponent’s type is unknown
in advance, each player will estimate its belief on the type
of the opponent as described in this section. This is well-
aligned with real-world scenarios because real situations are
always filled with many aspects of uncertainties. To better
reflect the imperfect observability of each player in its beliefs
towards the opponents, we also modeled each player’s limited
observability with 90% accuracy.

However, in game theory, Nash Equilibrium (NE) solutions
are used to provide players’ best strategies assuming that each
player has a correct belief about of its opponent’s move. We
also formulated an incomplete information game with NE so-
lutions that are compared against the strategy selections by the
players under uncertainty, which are described in this section.
In the supplement document, Appendix A elaborates the Nash
game with three specific examples of how NE solutions can
maximize the benefits of all players from the normal-form
game trees and normal-form payoffs matrix, along with the
corresponding detailed explanations on them. We elaborated
the interactions between the three key players in a single-shot
interaction in Fig. 1.

V. EXPERIMENTAL SETUP

In this section, we describe the datasets, metrics, and envi-
ronmental setup used for the simulation experiment settings.

A. Datasets

From two real Twitter datasets, we obtained active accounts
that have tweeting or retweeting behaviors. These datasets
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Attacker 



User
Goal: Maximize the propagation of

disinformation by misleading or confusing
users

Goal: Update his/her opinions based on
trustworthy information using his/her own

opinion model


Attacker's deception strategies = [DG, C, DN, S]

User's opinion update strategies = [S, SU, NU]

Goal: Protect a given online social network
from attackers propagating disinformation


Defender's strategies

 = [T, M] Defender

Strategies: Taking terminating an account
(T) or monitoring a suspected user (M)

Strategies: Misleading -- Degradation
(DG), Denial (DN); Confusing -- Corruption

(C), Subversion (S)

Strategies: Updating and sharing (SU),
Updating (U), No Updating (NU)

Fig. 1. The pairwise interactions of three agent roles, attackers, users, and a
defender in our networked game.

have a broad range of metadata, including user profiles, fol-
lowers lists, tweets activities and contents. Thus, we extracted
complex social behaviors features, such as favorite tweets,
activity networks, and tweeting frequencies, to initialize in-
dividual sharing likelihood as P fj and P pj . We describe the
two Twitter datasets as below:
• 1KS-10KN [25, 26]: It contains 10,766 active users, with

9,766 legitimate users of 7,744 average followers and 1,000
spammers with 2,520 average followers.

• Cresci15 [27]: It has 2,664 active accounts, including 718
fake bots. The 1,946 legitimate users have 398 followers on
average while the 718 attackers have 554 average followers.

B. Metrics

We used the following metrics to evaluate the performance
of the considered opinion models:
• Opinions of agents (ωi = (bi, di, ui, ai)): SL opinions

cover four dimensions, including belief (bi), disbelief (di),
uncertainty (ui), and base rate (ai) as introduced in Sec-
tion III-A. This metric can show the trends of opinions
being diverged or converged as more user interactions are
performed. Hence, this metric will allow us to observe the
extent of opinion polarization in an OSN.

• Probability distribution of best-taken strategies: This metric
measures the frequency of a player’s chosen strategies with
highest payoffs during all repeated subgames. This metric
enhances our understanding of each player’s preferences in
both our proposed game under uncertainty and a Nash game.

• Structural social capital (stci): We chose betweenness cen-
trality [60] to measure each user i’s structural social capital,
denoted by bwi. Structure social capital (STC) measures
how a person is connected with other people in a social
network. STC is often captured as the degree of bridging in
social capital, which is measured by betweenness [54]. We
define a user’s STC based on the sum of betweenness of the
user’s friends where we use a normalized STC, denoted by
stci as a real number ranged [0, 1] by:

stci = exp
( −1∑

k∈Fi
bwk

)
, (23)

TABLE II
KEY PARAMETERS, THE EXPLANATIONS, AND DEFAULT VALUES

Param. Explanations Default Value
Ptrue Fraction of true informers 0.1
Pfalse Fraction of false informers 0.1
ξ Threshold for uncertainty maximization 0.05
φ1
i Criterion to request or accept a friend Normal(0.1, 0.1)
φ2
i Upper bound to unfriend in uncertainty-based OM 0.5

P f
i Likelihood of agent i’s feeding behavior 0.142 (mean)
Pp

i Likelihood of agent i’s posting behavior 0.186 (mean)
ωT A true opinion with high belief and base rate (1, 0, 0, 1)
ωF A false opinion with high disbelief (0, 1, 0, 0)
c` Cost of a defender’s taken strategies T: 0.1, M:0
N Size of experiment sample 1,000
I Number of interactions to choose a strategy 200

ρ, µ, σ Tolerance of a malicious user to generate a report Normal(0.5, 0.05)
NR Number of malicious reports to alert the defender 3

p
Aj
Ui

Expectation of j as an attacker by nature 0.1

where this metric reveals how individual users’ disinforma-
tion propagation and information processing methods can
affect the degree of the STC. This can help identify key
factors of creating or breaking the STC (i.e., bridging)
when people exchange their opinions and update them. We
use Freeman’s betweenness centrality [60] for bwi, which
measures the degree of the shortest paths between two
pairs of nodes going through given node i, representing
node i’s betweenness. If a tiny amount of users have high
betweenness, it can represent the unbalanced distribution of
network influence or power.

• Trust (Ti): Trust measures the level of relational social
capital (RST), which is well-aligned with the bonding,
among users. User i’s trust, Ti, is quantified by how much
other friend users, j’s, trust user i and given by [61]:

Ti =
1

2|Fi|
∑
j∈Fi

(Tfji + Tpji), (24)

where Fi is a set of user i’s friends. Txji is user j’s trust
in user i in activity x, including feeding (f ) and posting
(p) behaviors, derived from their social interactions, such
as sharing information. The Txji is calculated based on x
activities, including the number of feeding (f ) or posting
(p) interactions, Ixji, between user i and user j by:

Txji =
Ixji

max(Ixjk for k ∈ Fj)
, x ∈ {f, p}. (25)

• Network communities: Communities are generated by
three popular graph partitioning algorithms, including
Kernighan–Lin bipartition algorithm [18], greedy modular-
ity maximization algorithm [17], and label propagation-
based algorithm [19].

• Polarization scores: Polarization refers to increasing dif-
ferences in social, political, or attitudinal aspects between
groups [62]. Accordingly, a polarization score is an in-
dicator of how different two groups are in those various
characteristics of people in the groups. We consider methods
measuring network polarization scores, including modular-
ity [17], community boundary connectivity [20], random
walk controversy [21], and community performance [22].

C. Environment Setup

We consider an OSN with N=1,000 users randomly selected
from each of Cresci15 and 1KS-10KN datasets for simulations.

This article has been accepted for publication in IEEE Transactions on Network Science and Engineering. This is the author's version which has not been fully edited and 

content may change prior to final publication. Citation information: DOI 10.1109/TNSE.2022.3181130

© 2022 IEEE. Personal use is permitted, but republication/redistribution requires IEEE permission.

See https://www.ieee.org/publications/rights/index.html for more information.



IEEE TRANSACTIONS ON NETWORK SCIENCE AND ENGINEERING, VOL. X, NO. X, X 202X 10

(a) Uncertainty-based OM (b) Homophily-based OM (c) Assertion-based OM (d) Herding-based OM (e) Encounter-based OM

Fig. 2. The evolution of SL-based opinions of all legitimate users over 200 interactions in belief (b, blue), disbelief (d, red), and uncertainty (u, green) under
the dataset 1KS-10KN [25, 26].

(a) b (b) d (c) u (d) a (e) P (b)

Fig. 3. The histograms of three opinion masses (i.e., (b, d, u)), base rate a, and the projected belief P (b) for all normal users after 200 interactions: Each
subfigure shows the histograms for the five OMs in a given element under the dataset 1KS-10KN [25, 26].

We assign the users with the top 20% degrees as true informers
and false informers (or attackers), with Pfalse=Ptrue=10%
users for each. The rest of the users (i.e., 80%) belong
to a same type, i.e. one of the U, H, A, HE, or E types
described in Section IV-D. Each individual has a uniform
distribution of possible actions for the three player types. This
strategy distribution can be refreshed according to Dirichlet
distribution [63] where the new outcome observed from each
subgame contributes to a unit of supporting evidence. The
top 20 topics of a user are generated by applying the latent
Dirichlet allocation (LDA) algorithm to a collection of his
tweets and retweets. Based on lacking most followers from
the real followers list, users connect to others with the highest
topic similarity score [64] to form the initial friending network.
We exclude an attacker-attacker relationship to maximize the
coverage of disinformation propagation. The experiment is
repeated by 100 runs and each run covers I = 200 interactions.
Table II summarizes the key parameters and default values.

In the first interaction, each player starts a subgame by:

• 1-A: An attacker takes Subversion (S) action by dissemi-
nating false opinions ωF to one neighbor user.

• 1-B: For all legitimate users, user i first chooses friend user
j based on user j’s information sharing tendency Pij in
Eq. (11). After then, user i randomly selects a strategy, SU ,
U , or NU . If SU or U is chosen to update i’s opinions,
user i will use the OM in Section III-C, corresponding to
his type, and choose a strategy based on the payoff described
in Section IV-D.

• 1-C: If user i accepts attacker j’s opinion and accordingly
updates ωi, attacker j will modify ωi with j’s chosen de-
ception strategy to share the deceptive opinion with another
friend user in the next interaction, aiming to increase the
uncertainty of other users’ opinions in the OSN.

• 1-D: Each user decides to add a new friend or remove an
interacting friend in this interaction based on Section III-D.

This repeated game continues until the Ith interaction as:
• 2-A: All legitimate users follow step 1-B except for deciding

a best strategy based on the expected payoffs of available
strategies in Eq. (20). User i can report to the defender (i.e.,
an OSN service provider) that the interacting friend user j
is malicious if their opinion difference based on Eq. (12) is
larger than the tolerance threshold ρ. To model the different
ρ by individual users, ρ follows a Gaussian curve with mean
µ and standard deviation σ. Depending on the level of an
individual user’s ρ, false positives can be generated.

• 2-B: Each attacker selects a friend based on Eq. (11) and
decides a best deceptive strategy based on the expected
payoffs of the attack strategies in Eq. (14) to spread a
deceptive opinion by taking step 1-C.

• 2-C: When the defender realizes that a suspect user receives
at least NR misconduct reports, the defender can determine
the best strategy based on the expected payoffs of the
available strategies in Eq. (17).

• 2-D: Each user repeats step 1-D to maintain the friend
network.

Note that the roles of attackers and users do not change. In
particular, regardless of whether the users hold true informa-
tion or disinformation, they will propagate their opinions based
on their sharing behaviors and update their opinions based on
their preferences via various opinion models.

VI. SIMULATION RESULTS & ANALYSIS

We presented the results under 1KS-10KN [25, 26] and
discussed their underlying trends in this section. Under
Cresci15 [27], we observed the overall trends are significantly
similar. Due to the space constraint, we placed the results using
the Cresci15 in Appendix B of the supplement document.
By default, we presumed 10% true informers, 10% false
informers, and 80% of the agents (i.e., legitimate users) all
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Fig. 4. The probability distributions of the taken strategies by each player type based on NE solutions and the solutions by our proposed game under the
dataset 1KS-10KN [25, 26].
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Fig. 5. The comparison of the average payoffs of the strategies taken by each player type based on the NE and our proposed games under the dataset
1KS-10KN [25, 26].

used the same opinion model where each opinion model (OM)
is detailed in Section III-C.

A. Uncertain Opinions in Disinformation Propagation
Fig. 2 illustrates the trends of opinion dynamics under the

five OMs throughout the 200 interactions in each subfigure.
The three opinion dimensions (b, d, u) as belief, disbelief,
and uncertainty, are plotted by contrasting colors. As expected,
different opinion OMs introduce distinct impacts on the dy-
namics of opinions. From the view of belief b supporting true
information, opinions from U-type and HE-type OMs have the
top two highest b in Figs. 2(a) and 2(d). U-type users can form
the highest uncertainty u as well. In Fig. 2(a), the increase of
accepting true information via more interactions with friends is
mainly caused by the use of uncertainty when two users update
their opinions based on uncertainties from both opinions.
Moreover, U-type users tend to neglect the attackers’ noisy,
deceptive, and uncertain opinions to amplify false information
or disturb true information. In Fig. 2(b), H-type users have
opinions with low uncertainties and less compromise with
other opinions, indicating high opinion polarization. On the
other hand, all opinions from both the A-type and E-type OMs
can form a consensus with low beliefs and low uncertainties
while E-type OM in Fig. 2(e) has a similar level of b and d.
A-type OM in Fig. 2(c) maintains equal b, d, and u.

Fig. 3 examines the histograms for five OMs in the same
range by analyzing all users’ opinions after all interactions.
Besides the four opinion components, we plot projected be-
liefs, P (b)’s, to know each user’s decision preference. Those
results are correlated with the final states in Fig. 2 and confirm
the results of the U-type OM: the highest b in Fig 3(a)
and P (b) in Fig 3(e), lowest d in Fig 3(b), and high a in
Fig 3(d) with the initial value of 0.5. Thus, disinformation
is significantly mitigated by the U-type OM as well as U-
type users’ ability to report malicious users propagating highly

uncertain opinions to the defender. H-type users all have b,
d, and a around 0.5 and reduce uncertainty in the starting
interactions. The results from the H-type OM suggest that
users, who rely on homophily may trust disinformation more.
This is because they cannot identify noisy and uncertain
opinions if the observed opinion difference is less than φ1.

B. Strategy Selection, Payoffs, and Nash Equilibrium
Fig. 4 shows how the selected strategies in our game-

theoretic framework differ from the NE solutions under the
five OMs. Recall that NEs are derived based on the assumption
of perfect observations so that the players can intelligently
achieve mutual benefits based on their accurate beliefs towards
the opponents. The probability distributions of taken strategies
in NE and our game are inconsistent in both attackers and
users, as shown in Figs. 4(a) and 4(b), respectively. This is
because players can only partially observe the opponents’
previous actions in this repeated game.

In Fig. 4(a), we can observe that attackers’ NE solutions
for U, A, HE, and E-type users are dominated by S while
those for H-type users favor C 40% more. The homophily-
based OM produces more similar probability distributions of
the attackers’ strategies taken under both our and NE games
than other OMs. Under the taken strategies from our game,
the attackers in the H-type OM network have an equal chance
for each strategy while the attackers in all other OM networks
prefer S and C. Legitimate users’ NE solutions in Fig. 4(b)
for all OMs have a significant increase of U and SU to accept
other opinions more, compared to the distributions of U and
SU in our game. This comparison suggests that users in our
designed model have more resistance to accept other risky or
uncertain opinions when handling disinformation.

Our game model has the opposite situations for the users,
where all OMs choose NU at least at 50% probability in
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Fig. 4(b). Besides, U-type and H-type users have the least
and most motivation to update opinions, respectively. The
defender’s choices from both NE and our game model fit well
except for the assertion-based OM in Fig. 4(c). Under both
conditions, the defenders in the U-type and HE-type networks
are more likely to remove malicious accounts, while T is rarely
selected in H-type and E-type networks. However, the defender
in the A-type user network has a relatively equal chance of
taking T or M strategy from NE solutions rather than having
a strong bias to T in our game.

The payoff values in Fig. 5 can help understand the differ-
ences of best strategies between each user type and between
NE solutions and the solutions taken by the players. The
ranking of payoffs values for strategies under each player type
(i.e., an attacker, user, or defender) in Fig. 5 correlates well
with the best strategies chosen in Fig. 4. This result confirms
the preferences of the best strategies for a specific player type.
In Fig. 5(a), the payoffs from NE solutions are all higher than
the corresponding strategies taken. Also, the payoffs from the
strategies chosen in our game are all negative values, whereas
the payoffs from NE-based strategies taken by A-type and
HE-type users are positive values. The higher NE payoffs are
also found for the user strategies in Fig. 5(b) and some of the
defender’s strategies, such as the defender in U-type, A-type,
and E-types OMs in Fig. 5(c). In Fig. 5(b), the U-type users
have much lower payoffs compared to other OMs because, in
Eq. (22), the utility of user j depends on j’s type. If user j is
a U-type user, it will use ucjim′ , which is quite different from
the utility hcjim′ for all other type users j’s. In Fig. 5(c), the
payoffs of strategy M for all the OM types are zero due to
the way we estimate the payoffs in Eq. (18).

C. Effect of Disinformation Propagation on Polarization

Fig. 6 compares network topology changes between the
communities of the initial state and those after disinfor-
mation propagation under the five different opinion models
(OMs). We used three community detection algorithms, as
described in Section V-B, to generate network communities.
We also demonstrated the community topologies by sepa-
rating individual communities and placing users within the
same communities closer. Each user has his/her opinion by
updating their opinions through the interactions with other
users after disinformation propagation. Hence, we plot the
projected belief P (bi) of the individual user using a color
bar, by showing complete belief supporting true informa-
tion (P (bi) = 1) as blue and perfect disbelief supporting
disinformation (P (bi) = 0) as red. We showed the initial
uncertain opinions (P (bi) = 0.5) in green in Figs. 6(a), 6(g),
and 6(m). Although various community detection algorithms
generate different communities, they all have the same trends
to reveal users’ opinion polarization caused by disinformation
propagation. Most U-type users form their opinions as true
information. On the contrary, H-type users in two communities
believe either highly true or highly false information from
all three community detection algorithms. This implies that
disinformation can increase the polarization of the network if
users update opinions based on like-minded attitudes, such as
homophily. Herding-based OM also forms communities that

have high beliefs similar to U-type OM. However, the lighter
blue color in Figs. 6(e), 6(k), and 6(q) mean that the projected
belief is lower than U-type communities. Both A-type and E-
type user networks generate polarized communities although
the polarization is not as strong as the H-type user network
because the the node color shows higher beliefs (more blue-
wish) in the A-type and E-type OM networks than the H-type
user network.

Fig. 7 demonstrates the polarization measures under each
of the three community algorithms. Polarization scores from
the network influenced by U-type users are all lowered except
for the community boundary scores within label propagation
communities. The lower polarization denotes that in process-
ing disinformation, U-type users reduce more gaps between
communities. Polarization scores from the H-type users net-
work in Fig. 7(c) increase under all four methods compared to
the initial polarization scores. In the other two communities,
the polarization scores increase under two methods while
decreasing under the other two methods in Figs. 7(a) and 7(b).
However, the H-type users have the highest polarization scores
compared with other OMs. Higher polarization means a more
polarized network when diffusing disinformation in the net-
work of U-type users than in the network of other user types.

D. Effect of Disinformation Propagation on Social Capital

Fig. 8 plots the distribution of all users’ bridging social
capital in the five OMs before and after 200 user interactions
upon disinformation propagation. Since most betweenness
values are below 0.001, we only plot the ones large than
0.001 for better visualization. In all the five user types, we
can observe the remarkable decrease of betweenness after
200 interactions in Fig. 8(f), showing the structural social
capital (STC) of all the nodes in the initial and five OMs
networks. The lower betweenness indicates weaker structural
holes because the network after disinformation propagation is
connected less than the original network. For H-type users in
Fig. 8(b), the users have the largest betweenness compared to
other types. This implies that H-type users have more partial
network power and influence by having more structural holes
with higher STC.

Fig. 9 plots the distribution of all users’ trust, as relational
social capital (RC), in the five OMs after 200 user interactions
upon disinformation propagation. All the five OMs show a
lower RC after the interactions in Fig. 9(f). Similar to the
STC, trust values in H-type networks are the highest among
all five OM networks. This implies that in the H-type network,
users with high homophily gather more tightly. Hence, it may
be hard for the H-type users to be with other users with a lack
of similarity, leading to high opinion and network polarization.

VII. CONCLUSION

Here we conclude our work as below:
• Uncertainty-based OM can assist users in excluding false,

contradicting, and uncertain information and to believe and
accept true information. However, other OMs based on
homophily, assertion, and encounter can easily mislead users
to believe false information from Section VI-A.
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(a) BI-Before (b) BI-Uncertainty (c) BI-Homophily (d) BI-Assertion (e) BI-Herding (f) BI-Encounter
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Fig. 6. The community plots of network topology based on three community detection algorithms, bipartitions, modularity, and label propagation, to show
networks before and after disinformation propagation under the five OMs under the dataset 1KS-10KN [25, 26]. We observe distinct communities formed
depending on a different community detection algorithm used with disparate clusters in the plots. The node colors reflect the projected belief P (bi) of each
node in a color bar, where belief in true information is in blue and belief in disinformation is in red. Green in subgraphs (a), (g), and (m) represents the
degree of the initial projected belief, i.e. P (bi) = 0.5.
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Fig. 7. The polarization scores from the four polarization metrics measuring the graph partition of three community algorithms under the dataset 1KS-
10KN [25, 26]: Each metric compares the networks before and after 200 user interactions of users under the five opinion models after disinformation is
propagated over an OSN.

(a) Uncertainty-based OM (b) Homophily OM (c) Assertion-based OM

(d) Herding-based OM (e) Encounter-based OM (f) Sum betweenness

Fig. 8. The betweenness scores before and after 200 user interactions and opinions updates with respect to the five opinion models (OMs) under the dataset
1KS-10KN [25, 26]. In (f), we also indicated the mean betweenness of an individual user in the label on the top of each bar.
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(a) Uncertainty-based OM (b) Homophily-based OM (c) Assertion-based OM

(d) Herding-based OM (e) Encounter-based OM (f) Sum trust

Fig. 9. The trust scores before and after 200 user interactions under the five opinion models (OMs) under the dataset 1KS-10KN [25, 26]. In (f), we also
indicated the mean trust of an individual user in the label on each bar.

• Users using the uncertainty-based OM can also contribute
to mitigating disinformation by effectively reporting suspi-
cious friends to defenders, i.e., an OSN administrator. The
misconduct reports can help defenders terminate malicious
users to block the negative influence of disinformation from
Section VI-B.

• The inconsistency of the actions taken in our game and NE
game, shown in Figs. 4 and 5, Section VI-B, is because
our game model considered more realistic action scenarios
where players may not perfectly keep track of correct
observations towards the opponents’ previous actions.

• All results from network polarization analyses in Sec-
tion VI-C strongly support that the uncertainty-based opin-
ion model can help users share uniform opinions and be-
come united. On the contrary, the homophily-based opinion
model makes users tend to divide into more polarized
opinion groups.

• Disinformation propagation can cause the decrease of so-
cial capital in terms of both structural social capital and
relational social capital. Homophily-type users have more
partial network power and gather more tightly than other
types from Section VI-D.

• A user’s game-theoretic process of disinformation propa-
gated in a network can significantly affect the dynamics of
the network in terms of network topology and network in-
fluence, which is represented by communities, polarization,
and social capital. Compared to all other OMs, homophily-
based OM can cause the highest polarization in the network,
while uncertainty-based OM can help users access true
information best.
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Cyber-physical security of time-critical UAV applications
with cumulative prospect theory perceptions and valua-
tions,” IEEE Transactions on Communications, vol. 68,
no. 11, pp. 6990–7006, 2020.

[53] C. F. Camerer, Behavioral game theory: Experiments in
strategic interaction. Princeton University Press, 2011.

[54] R. S. Burt, Social Capital: Theory and Research. New
York: Aldine de Gruyter, 2001, pp. 31–56.

[55] J. Venkatanathan, E. Karapanos, V. Kostakos, and
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