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Background 

In this case study, we examine the ethics of utilizing AI software to detect evidence of the use of 

AI. Is this method truly the best way to address the unauthorized or nontransparent use of AI? 

 

Case Study 

It is an email no student ever wants to get— it has big, bold, all-capital letters in the title line, just 

to make sure you won’t miss it. It’s from the Dean of Students, or Student Affairs, or Academic 

Conduct. The officer may bear different titles across different campuses, but the message is the 

same; and it is a message more and more students have been receiving in the mid-2020s. You 

have been accused of cheating on your essay by using AI and now risk failing the class if you 

do not explain yourself. An anonymous student we will call Albert found himself in this very 

situation. However, there was one even bigger problem: Albert had never used a generative AI 

program in his life.1 How could he possibly explain this to his school’s administration? What 

would you feel like if you found yourself accused of cheating when you knew you hadn’t?  

 

Ever since generative AI products became accessible to the public, these software tools have 

been used increasingly by students, either as an organizational thinking short-cut to help them 

outline or write part of their papers, or as a purposeful cheating method outsourced to write 

entire papers for students. Findings from detection software in the past year indicated the 

likelihood that at least 12% of all papers submitted in the college programs they surveyed are 
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25% written by AI, and about 1% of papers submitted are fully written by AI.2 This goes beyond 

just undergraduate students—or even beyond college altogether—with 17.5% of graduate level 

papers and 16.9% of peer-reviewed papers in computer science suspected of being partially 

written by AI, according to researchers at Stanford.3 With how quickly generative AI appeared 

on the scene, it is no surprise that the responses to detecting AI have been scattershot. The 

go-to option for many people is to use AI trained to detect AI in order to find AI generated work. 

It’s AI all the way down, it would seem. One only needs to google “AI detector" to see a variety 

of AI tools one can use to detect other AI work.  

 

One of the biggest examples of this method’s popularity has been in academia, where many 

schools are using the Turnitin program to detect examples of generative AI work in papers.4 

Turnitin is an existing software company whose products schools have used for years to detect 

potential plagiarism; but with the rise of generative AI, Turnitin recently incorporated an AI of its 

own into its software, specifically to detect the use of AI as well as potential plagiarism5 It was 

Turnitin that led to Albert being falsely accused of using an AI program to write his essay for 

him.  A false accusation like this can be devastating to a student’s academic career and 

potential future. Even though Turnitin claims false positives like this only occur 1% of the time, 

for that 1% of human beings, it can be a life shattering experience. So, we have to ask if this is 

really the right way to address this issue?  Is the solution to ditch detection software and grade 

everything by hand? That is unlikely, as actual academics seem to be quite bad at catching 

more complex LLMs: a recent study showed that 97% of papers generated by ChatGPT not 

only went undetected by graders without detection software, the papers were often scored 

higher by graders than assignments written by humans.6 

 

One possible solution is to simply ban AI outright, not just in the context of academic work but 

across all of society.7 However, that drastic approach would throw the baby out with the 

bathwater. Generative AI can be a helpful tool. For example, international students can use AIs 

to make their essays more legible and easier to read if their classes are not taught in their first 

language; also, many newer jobs expect students to have some level of skill using generative AI 
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when they enter the workforce after college.8 With conflicting expectations over how they should 

learn and how they can find employment in the age of AI, it is perhaps no surprise that college 

students in the current era are demonstrably more stressed and anxious than their 

predecessors in earlier generations.9 

 

Perhaps the solution is not simple or easy. Rather than using AI to detect AI, and punishing 

students who may or may not have actually used generative AI to help produce their papers,  

perhaps academics should reexamine how assignments are given, what the purpose of each 

assignment is, and what skills they are hoping to foster within students. Additionally, If the use of 

AI is going to be so prevalent throughout the lives of students going forward, it may be better to 

teach students how to use AI in a productive way, rather than as a shortcut to get around having 

to write or research. This means teaching students how to question these AIs about their 

processes—where they got their sources, or why they answered a question in a specific way. 

Teaching students to interrogate these AIs, if they do decide to use them, would work as a 

stepping stone in developing the students’ capacity for critical thinking about AI and its 

functions.  

 

This reorientation of education works at providing a good skill set for these students who are 

entering a workforce where being able to work with AI seems to be becoming a necessary skill 

set.  The other option seems to be an AI arms race, in which AIs must constantly be developed 

to one-up each other in evasion and detection. That path seems like a waste of resources. Why 

develop AI to thwart AI, when there are other useful things that could be done with it, and 

approaches to its use that strengthen critical thinking.  

 

Reflection and Discussion 
1.​ How well do you feel universities have adjusted to the arrival of generative AI? What 

is your school’s policy on generative AI, and do you feel it is too lenient or too 
restrictive about how AI can be used in assignments?  
 

2.​ What role do you feel AI should play in the education of students? Should AI simply 
be another tool in the toolbox? Should there be more of a focus on teaching AI use 
as a vital skill, or should we discourage students from engaging with AI as much as 
possible? 
 

9 “College students’ anxiety, depression higher than ever, but so are efforts to receive care” 
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3.​ Do you feel too much time and effort has been devoted into creating AIs that can 
detect other AIs, or are such AI tools truly valuable in a world where AI has not been 
fully integrated into how we live in work? 
 

4.​ If you received an email accusing you of using AI to do an assignment for you, do 
you feel you could adequately defend yourself before a panel of professors? Why or 
why not?  Do you feel that some professors need to learn more about AI before 
passing judgement on it or are they right in saying that it represents a grave danger 
to the future of academia and education?  
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