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(ABSTRACT)

This project addresses the issue of providing external electronic communications
capability via the Internet to a small company with an existing Local Area Network in
place. A contractor will assist the company in deriving system requirements, evaluating
various technologies and design alternatives, creating the network architecture design, and
finally implementing and testing the complete system. The systems engineering lifecycle is
followed, with the results of the first phases of conceptual, preliminary, and detail design
presented within this report. Additional phases of the project, such as implementation,
test, and training are beyond the scope of this project and are therefore described and
scheduled but not executed. Project management takes place throughout all phases.

The goals and requirements of the AmeriClean corporation lead to a network
design which integrates a combination of commercial components into a system which
builds upon the existing communications infrastructure. The addition of a dedicated
Internet access line, the security of an Internet firewall, and hardware and software which
provide access to Internet applications provide enhanced capabilities while retaining the
look and feel of the current Windows NT LAN. A balance is achieved between providing

ease of use and administration, and providing advanced technological capabilities which

improve AmeriClean’s business position in the marketplace.
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1. Introduction

1.1 Situational Background

The AmeriClean Corporation sells a variety of domestic and commercial cleaning
products to wholesale and retail outlets all over the country, and in a limited number of
foreign markets. The company consists of approximately 50 employees in positions of
manufacturing, sales, marketing, management, and administration. They currently have a
Local Area Network set up at the home office in Northern Virginia which supports a
corporate database which tracks product orders, inventory, and records of
communications with customers. This network is used daily by most employees, but has
no external connections to any data sources outside of the company facilities. The LAN
consists of 40 personal computers, Intel 486 and Pentium compatible, running the
Microsoft NT operating system and using the Microsoft Office suite of data processing
tools as shown in Figure 1-1. One full-time system administrator operates and maintains
the network. He is kept extremely busy maintaining connectivity, administering the e-mail
post offices, training new employees and answering user questions. On occasion, as when
a software upgrade must be installed, he has part-time assistance from another employee
who is a computer hobbyist and has taught himself some of the technologies in his spare
time.

The company employs 15 sales representatives who spend about 75% of their time
traveling to the various customer locations, gathering information about current
satisfaction levels with the products, attempting to sell new products to existing
customers, and looking for potential new customers of the product line. Currently, this
sales force records data from the two to five day trips using paper forms and writing in
travel journals. No data is entered into the corporate databases until the employee returns
to the home office, or unless she has made arrangements with one of the headquarters
employees to enter data that is transmitted back from the trip by telephone or by fax. The

fact that orders are not being placed until the sales person returns to headquarters up to a

Plan for Providing Communications Connectivity to a Small Company 1



week after the order was requested is causing unnecessarily long lead times for filling

orders.

Database Mail Server / Primary Domain
Server / Backup Domain Controller /
Print Server Controler File Server

j’rf,:l
|

11

|
1 o

. = -

— = — L— ==
Admin Dept. Sales Dept. Design and Marketing Dept. Management
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5> )]

Figure 1-1: AmeriClean Corporation Network Architecture.

In addition, employees located at headquarters have remote communications needs
as well. Corporate management has heard significant information and read articles about
the usefulness of the Internet and the World Wide Web. They can see countless
applications for this means of accessing and researching information, and would like to be
able to research competitors so as to stay abreast of the latest developments. They need
to send e-mail to suppliers to track resource shipments, and would like to have a customer

support e-mail address instead of the current telephone hot line.

1.2 Problem Statement

The AmeriClean Corporation would like to employ a systems engineering
approach to develop a plan for achieving external connectivity with other corporations and
with the traveling salespeople via the Internet. Connectivity shall include a means for
headquarters employees to utilize the Internet for information gathering and for

communications with other companies and customers. Salespeople shall posses both the
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ability to access the Internet while away from headquarters on business, and to remotely
access the corporate database so that they can input or query information during those
times.

This plan shall include a detailed analysis of the company’s communications
requirements, to ensure that all user needs are met, but that no excessive capabilities are
designed or purchased that are not really needed. The assumption is being made that a
telecommunications contractor shall be hired to execute the effort. A general network
architecture shall be developed based on these requirements, with types of components
required identified. As requirements are allocated to those components, specific products
shall be selected which best meet the requirements. As necessary, alternate designs will be
evaluated and the best selected. The remaining phases of the project (installation, testing,
project management, etc.) will be described in detailed plans and schedules but will not be
executed in the scope of this project. The details of the systems engineering process to be

followed are found in Section 2.

1.3 Issues to be Considered:

Ease of Use - The corporation is not very computer literate. None of their current
computer systems are really state-of-the-art, but all follow tried and true methods of
transaction processing and office automation. The solution should keep the capabilities of
the users in mind.

Cost vs. Capability - Tt would be easy to implement an option to provide them with the
"kitchen sink" or a standard package of Internet connectivity and services which contains
everything a company "should" need. The corporation is concerned that all money spent
on the system be justified as meeting a real need.

Privacy - The corporation keeps new product formulas on the LAN, as well as sensitive
financial and contracts oriented data. They want to make sure that developing an external
connection does not allow competitors or others to access this data.

Room for Corporate Growth - Over the lifetime of the enhanced network, the company
expects to grow in business and employees. Therefore design of an architecture and

selection of components should allow room for corporate expansion.
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System Reliability and Supportability - Once the external electronic connection is
established, employees will come to depend on it for job performance. It is important that
the reliability rate remain high, requiring low levels of maintenance from the over-tasked
administrative staff.

Types and Volumes of Communications Required - The initial steps of gathering user
requirements are important because they will dictate what equipment and performance

levels are required of the system as a whole.
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2. Overview of the Systems Engineering Process

2.1 Introduction to Systems and the Systems Age

The world in which we live consists of a never-ending hierarchy of interconnected
systems. Both in nature, and in the man-made world, anything that may be experienced
may be decomposed into multiple layers of subsystems and components, and then
analyzed m great detail. In simple terms, a system is a set of interconnected components
working together to achieve a common objective. A system may be conceptual, such as a
system for constructing governmental policy; or extremely concrete, as in the physical
system of forces and materials making up a bridge span. It is obvious that in using such a
general definition, an infinite number of diverse systems may be studied and understood
using the general methodology.

While it now appears obvious that we are surrounded by a multitude of systems,
and therefore much effort should be applied to their understanding, this was not the case
until very recently. For most of the scientific and industrial ages, those who sought to
understand and improve on their environments devoted much effort into breaking
everything down into the smallest possible components and then performing analysis on
those components. In the industrial age, these low level components were replaced by
machinery whenever possible in a search for efficiency of performance. Little effort was
placed on the understanding of the interactions and dependencies of these components and
the systems they form. In the second half of the twentieth century, this school of thought
began to change. Scholars and scientists realized that similar principals could be applied
to elements of nature as to elements of machinery, and they began to look at objects and
components as parts of the larger system that contains them. This approach takes into
account the interrelationships between all components, and ensures that desired
performance improvements can be optimized across an entire system rather than for one
component at the expense of another.

When this systems approach to understanding problems is applied to traditional

engineering realms, it has yielded a formal analysis process called the Systems Engineering
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Methodology. The beauty of this methodology is that it can be scaled to be applied to any
problem, large or small, and ensures that no important aspect of design is forgotten. The
methodology will be described in the following sections, and applied throughout this

project to a problem of telecommunications technology.

2.2 The Systems Engineering Lifecycle

The process of performing systems engineering may be broken down into several
distinct phases which span the time period from the initial idea for a project through its
design and development, to the final phase of supporting and maintaining the resulting
system throughout its useful life and through its eventual retirement. (Blanchard) The
entire process rests on the foundation of the need for a particular system. A problem or
deficiency is identified, and captured in detail in a list of requirements. The systems
engineering lifecycle is utilized to ensure that all of these requirements are met in the
finished product, and therefore the prior need is fulfilled. Accordingly, a great deal of time
is invested up front in the development and validation of these requirements, and then in
planning how to best meet them. The implementation or development of the system is
more efficient and then completed in a shorter period of time because as many problems
and risks as possible were well-understood from the start, and they have been addressed
and planned for in advance. In addition, this process ensures that a team of engineers can
work together on a project. Information about the system as a whole is captured and
documented so that all team members can possess a clear picture of the system.
Requirements and design components are modularized so that responsibility for their
completion may be split between team members without fear that the completed product
will have incompatible parts. The high-level phases of the systems engineering lifecycle

are shown in Figure 2-1.
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Figure 2-1: The Systems Engineering Lifecycle.

2.3 Conceptual Design Phase

This first phase of the process is critical to success of a systems engineering
project. If the need for a system is misunderstood or not fully captured, then it is
impossible for the finished product to meet all of its expectations, and sometimes even to
be of any use. Other elements of this initial phase include performing feasibility studies of

the proposed technologies, and clearly documenting the operational and maintenance

requirements for the system.

Before any systems engineering project may be designed, the project management
must be sure that the need for the project is fully understood. The need is generated by

the end-users of a system who desire some change or improvement in the current
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deficiencies of the existing system. This deficiency may be real (for example when a
bridge has be worn by time and use and is no longer structurally sound) or perceived (as
when a new and flashy technology is introduced which achieves the same goals as an
existing technology, but in a more visually attractive manner). Since there will be many
decisions to be made during the design process and often several alternate designs will be
proposed and considered, it is important that all aspects of the users’ need be well
understood so that each alternative may be critiqued by its success in fulfilling the need.

To ensure the need is well understood, several items must be considered. The
current problem or deficiency must be well understood and documented. A deadline for
the replacement capacity must be established. The resources available for implementing
the new system must be determined and obtained. And finally, the priority of the new
system must be established so that its place with respect to all other ongoing projects is
clear. None of these items may be determined by the engineers alone; close
communications must continually take place with either the customer of the project, or the
end-users of the system.

Even at this early stage of the process, it is sometimes advisable to perform
feasibility studies of various technologies which may be used in the implementation of the
system. This step is far from designing solutions to the problem, but it begins addressing
potential problems and alternatives and results in a proposal of the technology which
would be most appropriate as the foundation for the project.

The next step of defining and documenting the system requirements is also critical.
The engineers must develop a full understanding of the conditions under which the system
will be operated, such as the location and physical environment, the amount and patterns
of expected use, any restrictions on size or weight of the finished product, and the full
details of the mission that the system is expected to fulfill. The product of this information
gathering is a concept of how the finished system will be operated, usually expressed in a
list of the requirements of the system, which should be written in clear language, so that
they can not be interpreted in multiple ways.

A second product of understanding the operational requirements is and

understanding of the maintenance requirements necessary to support the system
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operations. The most cleverly designed system loses all utility if it is awaiting repair more
often that 1t is actually be used. To avoid such a scenario, plans for the maintenance of a
system occur early in the design process and are kept in consideration at all later phases
and when deciding on design alternatives. The maintenance concept should address the
levels of system maintenance; what activities can be performed by the users of the system,
and which must be handled by specialists or even by the manufacturers of the system
components. This information will provide a basis for supportability, rehability, and
maintainability requirements of the system.

At the conclusion of this phase, all members of the design team should understand
the system they are developing. At this point the system is not yet described in terms of
individual components and interfaces, but by the functionalities that it will provide for the
users. This understanding is demonstrated and proven by successful completion of a
Conceptual Design Review. The tasks involved in the Conceptual Design phase are shown

in Figure 2-2.

2.4 Preliminary Design Phase

When the concept of the system is well understood, the systems engineer is able to
begin performing a functional analysis of the system. This process ensures that all discrete
events which must take place to meet the objectives of the system are addressed and taken
into account. It also ensures that all portions of the system development are remembered,
all portions of the system are defined, and interfaces with interdependencies are identified.
The functions of a system are best addressed with a series of functional flow diagrams.
These graphics depict what is to be accomplished through the use of the system. The
functional requirement will later drive the development or acquisition of components of

the system best suited to meet these functional needs.
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users, 8ll deficiencies in the current system that
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Y
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Feedback

System Maintenance Concept:
Who, where, and how the system will be
I maintained during its operational life. —

A

Advance Planning:
Begin to shape ideas for product specs and plans.

Input to Preliminary Design

Figure 2-2: Conceptual Design Phase.

Functional flow diagrams may be broken down into two categories; those
depicting operational functions, and those depicting maintenance functions. Operational
functions evolve from the operational requirements developed in the prior phase. The
diagrams start at a high level of detail, showing the entire life of the system, and then each
function may be broken down into a more detailed diagram of its functional components.
Sufficient detail has been achieved when the designer can begin to derive packaging
concepts, and can begin to make recommendations on the components required to build
the system. Maintenance flow diagrams, in turn derive from the operational flows, and
from the maintenance concept previously defined. Various operations may either succeed

or fail, and various maintenance functions are required in the case of failure. Maintenance
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flows should address both scheduled, and unexpected maintenance, as well as support
maintenance functions.

The next step in translating requirements into design criteria involves allocating
these requirements to low-level portions of the system. The designer divides the system
into appropriate subsystems, units, and possibly even to the assemblies of the units as
determined to be appropriate. The engineer determines what requirements these elements
must fulfill in order to meet the aggregate requirements previously defined for the system.
This process eliminates any uncertainty of the role of a component in the whole system
design. The expectations of each element are well-defined, therefore a different team of
engineers could be assigned responsibility for design of each subsystem and there would
be no danger of the finished products integrating improperly when combined into the
complete system.

Now that an idea of the system components which will be required has been
developed, two final steps of the preliminary design can be useful in validating correct
choices for these components. Trade-off studies involve developing a set of evaluation
criteria for a particular system element or component (usually derived from the
requirements) and then measuring several alternatives against those criteria. This
measurement may be accomplished through use of mathematical models or simulation.
Or, in terms of selecting a commercially available product, research may be performed to
identify available products and their specifications may be compared to determine which
meets the largest set of system requirements at the most acceptable cost. Synthesis
involves integrating the selected components into a coherent entity. Additional analysis 1s
performed on the system components and the results feed as input to the detailed design
phase. To ensure that the preliminary system design has been performed correctly, and
that the results are meaningful, a System Design Review is held. Figure 2-3 illustrates a

summary of the Preliminary Design Phase.
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Y

Feedback

\
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Figure 2-3: Preliminary Design Phase.

2.5 Detailed Design Phase

This final phase of system design, shown in Figure 2-4, uses the concepts and
definitions produced in previous phases, and adds further detail until the entire
configuration of hardware, software, and information can be implemented. The detail
design requirements are listed, which must be consistent with the operational and
maintenance requirements defined in the concept stage, and must support the allocated
requirements determined in the preliminary design stage. Special effort must be made to
ensure that these design constraints include provisions for all aspects of human use;
support for reliability, maintainability, human factors, supportability, economic feasibility,

and social acceptance can not be overlooked.
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Information Inputs from Preliminary Design

System-Product Design:
Complete detailed design of the mission critical
elements of the system. Design the logistics
and support elements. Capture the design data
] in accurate documentation. Analyize the design

for completeness. Conduct design review.

Feedback

System Prototype Development:
Develop the prototype model. Develop
the support and infrastructure clements.

Prototype Test & Evaluation:
Prepare and Conduct tests on the prototype
system. Analyze and report results of tests.

Analyze the system based on test results.
Make design changes if neccessary.

Input to Production & Construction

Figure 2-4: Detail Design and Development.

The actual activities of designing and implementing the system may now take
place. First the design team must be established and responsibilities defined. To do this, a
plan will be developed which describes the structure and organization of the engineering
team and the procedures that will be put into place to manage its operations. A detailed
schedule will be developed that demonstrates the time period in which each activity must
be completed in order to meet the milestones established by the customers or end users.

The details of the system design are now driven out through an iterative process of
selecting or creating system components that best meet the requirements, and then
developing and defining their interfaces with other components. As this design process is
taking place, all aspects are well documented through text and diagrams. Sometimes

tools such as documentation databases and CASE (Computer-Aided Software
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Engineering) tools are used to assist in the documentation process. At the completion of
this process, there should be no further decisions to be made regarding system
implementation, and the plans and documents could be passed off to a separate team of
people (programmers, computer services technicians and installers, integrators of electric
components, etc.) and these people should be able to perform the implementation of the
system, even without an in depth knowledge of the design process which has preceded
their involvement. At times, it is helpful to create a prototype of the system before actual
construction takes place, so that difficult implementation features may be tested in a risk-
free environment. If this is the case, it is important to provide a smooth migration path to
the operational system.

There must be a means of testing the finished system design to ensure that all of
the requirements were in fact met. Therefore, one of the critical design documents which
must be completed and utilized is the system test plan. This document explains the
philosophy for system testing, describes how testing will take place so that no vital issues
are overlooked, and will provide a standard format for testing procedures and for
documenting test results.

At the culmination of this phase, a formal design review is held to ensure that all
stockholders in the project and all participants agree that the design is successful and

correct and that it is ready for implementation.
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3. Conceptual Design

3.1 Statement of Need

The employees of AmeriClean Corporation need to have electronic remote
communications capability from their company headquarters, and for employees traveling

at various locations in Northern America.

3.1.1 Regulatory Environment

Due to the popularity of graphical user interface tools and the World Wide Web, a
great wealth of information is being made publicly available on the Internet for anyone
who has access to the service. AmeriClean has several reasons to access this information
which cannot be fulfilled in the current system configuration. Because they manufacture
and sell products made of various chemicals, some of which are dangerous in certain
combinations, there are many government regulations and laws that must be followed.
These laws regulate safe ways in which to handle and dispose of potentially dangerous
chemicals without harming either the users or the environment. In the past, government
agencies such as the EPA (Environmental Protection Agency) and OSHA (Occupational
Safety and Health Association) published the current regulations and guidelines once each
fiscal year in hard copy format. As new bills were passed into law during the year, change
pages would be printed and distributed. In order to receive these documents, companies
would often subscribe to the mailing lists of various agencies, in which case they would
receive the documents in the mail periodically. Unfortunately, no single agency compiles
and maintains all of these directives in a single document, so many relationships needed to
be maintained. Some of the agencies did not want the trouble of maintaining mailing lists,
and therefore simply published yearly catalogs of the current regulations, and companies
would have to request these catalogs and order the applicable documents.

Today, the government agencies are following a trend of efforts to cut costs and
perform their missions with fewer employees. The agencies which enforce the regulations

for chemical handling are refusing to publish hard copy documents, and often even refuse
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to cover the costs of creating and mailing out computer disks. | Instead, they are making
these documents publicly available on Web pages and for download. Companies are being
given deadlines by which they must develop Internet capabilities in order to receive the
documents; after that time their ignorance of current regulations shall not exclude them
from the penalties of law.

These penalties can be quite severe, especially for small companies which cannot
afford to lose revenue. If a corporation is caught, in a government inspection or audit,
handling or disposing of hazardous chemicals in an illegal manner, the fines for such
crimes range from $100,000 to $100,000,000. In addition, a company’s reputation is
harmed because the government publicizes lists of offenders on a quarterly basis. There is
also the possibility of a company being sued if a factory worker or an end-user of a
product is injured due to improper labeling. In the past, such personal injury lawsuits have
had to be settled out of court by AmeriClean’s competitors for several million dollars.
AmeriClean executives have assessed the risk of either receiving a fine or being the
defendant in such a lawsuit to be more than the company could survive without going
bankrupt due to revenue loss and loss of business. Therefore, they are making every effort
to comply with the government and to receive these regulations in a timely manner and in

the recommended format.

3.1.2 Additional Information Research

Environmental and safety agencies are not the only organizations which publish
information of interest to AmeriClean on the Internet. In the past, only technical or
computer-oriented organizations made information about their products and operations
available on the Net. Today, companies selling everything from cars to beer have home
pages where consumers can read about their products and prices, and can submit e-mail
requesting additional information. Several of AmeriClean’s largest competitors are huge
conglomerate corporations which manufacture not only cleaning supplies, but paper
products, snack foods, and even diapers. These companies are enough of a presence on
the American business scene, that they have Web pages which provide a combination

information source and advertisement. AmeriClean marketing personnel are anxious to
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have access to this competitor information so that they can be aware of forthcoming new
products before they hit the shelves, and can compare their own financial performance to
trends demonstrated by other companies.

In a similar manner, some of AmeriClean’s suppliers are placing information on the
Internet. Those who sell raw chemicals are facing some of the same regulations and laws
that manufactures of cleaning products do, and therefore are putting information about
safe handling of their chemicals on the Net. In this way, they hopé to attract new business
by developing a reputation for responsibility and concern about their customers.
AmeriClean can use this information to their advantage when selecting and ordering
chemicals. In addition, some suppliers of plastics and packaging, as well as shipping
organizations advertise their wares on the Internet, and AmeriClean can use the
information to compare prices. Following this trend, the AmeriClean marketing would
like to place their own home page on the Web so that current and potential customers
could find out more information about their products and prices, and they can differentiate
themselves from other small to medium sized businesses who still rely on print media and

trade journals for advertising.

3.1.3 E-mail to external individuals

AmeriClean currently has an e-mail system in operation on their internal corporate
LAN. In the year and a half that it has been in use, employees have begun to depend on
the service for keeping in touch with members of other departments and those located in
different parts of the headquarters building. It has been much easier to get needed
information from people when they do not have to be caught at their desks by the
telephone, and sometimes when they can read messages and requests in their own time,
and reply with desired business information when they are ready. The old paper memo
system which was replaced by e-mail was not nearly as efficient. A secretarial staff used
to type up requested memos and circulate them to employees on written distribution lists.
The entire process took significant amounts of time since employees did not create and
distribute their own memos, and requests for information usually resulted in arrangements

for face-to-face meetings rather than repeating the memo process in reverse.
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Now that all members of the corporation are used to quickly composing and
transmitting e-mail messages that provide information or request assistance, and recipients
have access to these messages within a few minutes, the employees need to extend this
capability to the outside world. In particular, employees who frequently communicate
with customers or suppliers would like to take care of routine matters without always
having to place a personal phone call, or sacrifice the time needed to send a letter. Sales
people would like to confirm visits to a customer location a day or two beforehand with a
brief e-mail message. Marketing would like to send changes in pricing policy or product
lists to a distribution list of current customers which would result in reduced postage costs
and in time savings. Those employees responsible for procurement of materials from
suppliers would like to be able to arrange shipment details and receiving schedules via e-
mail. In addition to time savings, each employee is then able to maintain an electronic file
of communications records on their own PC. Less information is lost through inefficient
paper filing, and an audit trail is maintained where each employee can easily access the
information. Research has indicated that approximately 12 - 16% of the company’s
$13,000 per year total telephone tolls and postage expenses could be eliminated by
changing some traditional communications to e-mail. Although such numbers will not
make or break the company, these saving can be applied elsewhere to advertising efforts
for example. Increased communications via e-mail will be distributed among more

employees so that no single group is over-burdened.

3.1.4 Customer service

3.1.4.1 E-mail “hot line”

AmeriClean currently maintains a traditional 1-800 number hot line on which to
receive feedback from consumers regarding both positive comments and negative
complaints. Unfortunately, this system has been found to be very inefficient. The line
needs to be staffed at all times by someone who is knowledgeable about all of the
company products and is able to represent the company in a friendly and professional

manner through all telephone conversation scenarios. Since the company’s consumers live
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in various time zones across the western hemisphere, the line must be staffed beyond
normal business hours in the headquarters time zone in order to be accessible to everyone.
The time frame of the incoming calls is not predictable or evenly distributed. Records of
calls received over the past year demonstrate that out of a given day, the telephone
operator spent approximately 2.5 hours of paid working time waiting for phone calls
without performing any useful function. Since this operator is earning a $8.00 per hour
salary, this translates an average of $4,900.00 lost per year. However, when he was
handling a call, customers would often hang up without getting through due to frustration
and the length of time they were being kept on hold. This lack of accessibility for
customer service issues creates the perception that AmeriClean does not care about their
customers, and can result in lost business. A small company cannot afford to lose
established customers, and a survey performed in 1993 to 1995 of all canceled accounts
indicated that 70% of those accounts were canceled because the level of service was
unacceptable and could be better provided by a competitor.

In a specialized use of external e-mail connectivity, AmeriClean wishes to establish
an e-mail address specifically for questions and comments. In this manner, no customer
would ever find themselves unable to reach the company except in the unlikely event that
servers were unavailable and connectivity was down. Each message could be replied to
individually, and messages could be stored which answer frequently asked questions in
order to make such responses efficient and consistent across all requests. No operator
would need to be applied full time to this task, rather all received requests for information
could be parceled out to several employees who are experts in specific areas such as
product safety, instructions for use, dissatisfaction with performance, etc. Answering
these requests could be interleaved with their existing responsibilities, and since customers
are not requesting information in real time, this additional responsibility could be
scheduled in between employees other time-critical tasks. In addition, archives of received
e-mail messages could be stored as a concrete record of customer communications. There
would no longer be reliance on the operator to capture the pertinent details of a customer

request correctly; the message would be stored in the customer’s own words. Research
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