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Enhancing Communications Aware Evasion Attacks on REML Spec-

trum Sensing Systems

Matthew D. DelVecchio

(ABSTRACT)

Recent innovations in machine learning have paved the way for new capabilities in the field of
radio frequency (RF) communications. Machine learning techniques such as reinforcement
learning and deep neural networks (DNN) can be leveraged to improve upon traditional
wireless communications methods so that they no longer require expertly-defined features.
Simultaneously, cybersecurity and electronic warfare are growing areas of focus and concern
in an increasingly technology-driven world. Privacy and confidentiality of communication
links are both more important and more difficult than ever in the current high threat envi-
ronment. RF machine learning (RFML) systems contribute to this threat as they have been
shown to be successful in gleaning information from intercepted signals, through the use
of learning-enabled eavesdroppers. This thesis focuses on a method of defense against such
communications threats termed an adversarial evasion attack in which intelligently crafted
perturbations of the RF signal are used to fool a DNN-enabled classifier, therefore securing
the communications channel.

One often overlooked aspect of evasion attacks is the concept of maintaining intended use.
In other words, while an adversarial signal, or more generally an adversarial example, should
fool the DNN it is attacking, this should not come at the detriment to it’s primary applica-
tion. In RF communications, this manifests in the idea that the communications link must
be successfully maintained with friendly receivers, even when executing an evasion attack

against malicious receivers. This is a difficult scenario, made even more so by the nature of



channel effects present in over-the-air (OTA) communications, as is assumed in this work.
Previous work in this field has introduced a form of evasion attack for RFML systems called
a communications aware attack that explicitly addresses the reliable communications aspect
of the attack by training a separate DNN to craft adversarial signals; however, this work did
not utilize the full RF processing chain and left residual indicators of the attack that could
be leveraged for defensive capabilities. First, this thesis focuses on implementing forward
error correction (FEC), an aspect present in most communications systems, in the training
process of the attack. It is shown that introducing this into the training stage allows the
communications aware attack to implicitly use the structure of the coding to create smarter
and more efficient adversarial signals. Secondly, this thesis then addresses the fact that in
previous work, the resulting adversarial signal exhibiting significant out-of-band frequency
content, a limitation that can be used to render the attack ineffective if preprocessing at the
attacked DNN is assumed. This thesis presents two novel approaches to solve this problem
and eliminate the majority of side content in the attack. By doing so, the communications

aware attack is more readily applicable to real-world scenarios.



Enhancing Communications Aware Evasion Attacks on REML Spec-

trum Sensing Systems

Matthew D. DelVecchio

(GENERAL AUDIENCE ABSTRACT)

Deep learning has started infiltrating many aspects of society from the military, to academia,
to commercial vendors. Additionally, with the recent deployment of 5G technology, connec-
tivity is more readily accessible than ever and an increasingly large number of systems will
communicate with one another across the globe. However, cybersecurity and electronic
warfare call into question the very notion of privacy and confidentiality of data and com-
munication streams. Deep learning has further improved these intercepting capabilities.
However, these deep learning systems have also been shown to be vulnerable to attack. This
thesis exists at the nexus of these two problems, both machine learning and communication
security. This work expands upon adversarial evasion attacks meant to help elude signal
classification at a deep learning-enabled eavesdropper while still providing reliable commu-
nications to a friendly receiver. By doing so, this work both provides a new methodology
that can be used to conceal communication information from unwanted parties while also

highlighting the glaring vulnerabilities present in machine learning systems.
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Chapter 1

Introduction and Motivation

Deep learning and other forms of artificial intelligence (AI) have experienced extreme growth
and focus in recent years. Numerous industries and fields of study have scrambled to adapt
machine learning techniques within their own applications. Coupled with the recent develop-
ment in areas such as Internet of Things (IoT), 5G technology, and computing capabilities,
machine learning looks to be at the forefront of cutting edge technology ranging from self

driving cars [1] to network intrusion detection [2, 3].

One field that has benefited greatly from the rise in machine learning capabilities is that of
wireless communication and radio frequency (RF) engineering. While image recognition and
Computer Vision (CV) have been the predominant focus of research ([4, 5, 6]) in the field
of Al, communication systems have found ways to leverage these concepts to enhance their
own functionality in a field often referred to as radio frequency machine learning (RFML)
(7, 8,9, 10, 11, 12]. Cognitive radios (CR), for example, utilize deep learning strategies to
more quickly and efficiently adapt to the wide range of changing and complex environment in
which they are deployed [13, 14]. Machine learning has also paved the way for improvements
in areas such as direction of arrival calculations [15, 16], spectrum allocation [13, 17], and

spectrum sensing [18].

One such area of improvement for spectrum sensing is in the area of automatic modulation
classification (AMC) [19, 20, 21, 22, 23, 24]. In this application, a deep neural network

(DNN) typically operates on raw in-phase and quadrature (IQ) data to perform modulation



2 CHAPTER 1. INTRODUCTION AND MOTIVATION

classification of the RF communications signal. Traditional methods for signal classification
required expert knowledge and extraction of features, often necessitating a human operator
and strong assumptions of a priori knowledge [25, 26, 27, 28, 29]; however, by leveraging
the learning capabilities of a DNN, an AMC can perform this task more autonomously by
first automatically pulling features, without required feedback from an expert, and then
determining the underlying modulation scheme based on learned understandings of these
features. The ability to apply a DNN, and more generally any machine learning approach,
to raw communications data opens the door to a large number of improvements in the RF

communication environment.

Given the potential widespread deployment of not only RFML systems but deep learning-
enabled applications in general, the security of these networks and techniques has been the
focus of significant research [30, 31, 32, 33, 34, 35, 36]. The study of adversarial machine
learning encompasses a variety of attack scenarios on deep learning systems. For instance,
privacy attacks may look to glean information about the structure and architecture of a DNN
[37, 38], while an evasion attack may aim to evade correct detection by a classifier [7, 31, 35].
In the context of RFML, adversarial machine learning can be used to evade classification by
an AMC network, although this is just one example [39, 40, 41, 42] . These forms of attack
have all been shown to be extremely successful in degrading or hindering the performance

and execution of machine learning applications.

The study of evasion attacks against RFML systems aids in two extremely important areas.
The first is in understanding the security limitations of machine learning and therefore paving
the way for research into defense and hardening schemes, a growing area of focus. The second
lies in the attack’s applicability to securing communication links against RFML-enabled
systems. Recently, the intertwined fields of electronic warfare and cybersecurity have grown

in importance and prominence as digital communications and networking become a larger



driving force in global operations and connectivity. The need for secure communications is
larger than ever given both the dependence on this form of infrastructure and the increased
capabilities that adversaries can employ against it, such as deep learning-enabled systems.
For example, RFML applications have shown to be successful in detecting, disrupting, and
extracting information from communication transmissions [43, 44, 45]. For instance, correctly
classifying the modulation scheme of a transmission using an AMC can be the first stage in
a cyber-attack as it can help extract underlying features such as data rate [45, 46]. Evasion
attacks on RFML systems can therefore be seen as a method for securing communications

against malicious actors.

One of the most difficult aspects of evasion attacks on RFML systems is the underlying
trade-off between degrading the classifier’s performance and maintaining reliable communi-
cations with an intended receiver [7, 12, 47]. This is a problem that isn’t as pertinent in
image recognition where the translation of this trade-off manifests in the idea that a human
should still successfully perceive the image. Ensuring an un-witting receiver is still able to
perceive an adversarial RF signal is a much more complicated process. This assumption
of a simplistic receiver is made envisioning a scenario where the receiver either has limited
processing power, is a legacy system, or cannot be made adaptable to a changing form of
transmission, all things extremely applicable within a military context. This complicated
process is made even more so by the existence of channel effects inherent in over-the-air
(OTA) communications [40, 41]. Additionally, as research in the field of REML evasion at-
tacks continues to grow, deployed eavesdroppers will become more privy to attacks against
them, potentially leveraging preprocessing stages to limit the effectiveness of the attack.
Given this, it is becoming increasingly important for evasion attacks in the RFML domain
to adapt and improve to both take advantage of features inherent in the communication

chain as well as address their own limitations.
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1.1 Research Contributions

This thesis makes the following contributions:

« Chapter 2 and [48] present an improvement over traditional fast gradient sign method
(FGSM) evasion attacks on an RFML system through implementation of a momentum

iterative - FGSM (MI-FGSM) attack.

o Chapter 3 and [47] provide updates to the communications aware attack framework
introduced in [12] that incorporates forward error correction (FEC) into the attack pro-
cess. Using these updates, it then shows that the attack framework can leverage FEC
redundancy both implicitly (no knowledge of the coding) and explicitly (information

of the coding is built into the architecture) to improve attack success.

o Chapter 4 and [49] introduce a new metric, called spectral integrity, to be considered
alongside communication and evasion success for RF evasion attacks to address out-of-
band frequency content seen in the adversarial signals of prior work. It then presents
two novel solutions to this problem, one that assumes access to the intermediate trans-

mission stages, and one that does not.

1.2 Thesis Outline

Chapter 2 provides background on the concept of RFML which serves as the starting point
for all of the work presented in this thesis. It further defines the concept of adversarial ma-
chine learning and illustrates common attack approaches such as evasion attacks. With this
in mind, a discussion of traditional evasion attack methods, used not only in RFML but also

other communities within the field of machine learning, is presented. More specifically, the
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gradient-based evasion attack algorithms of FGSM and MI-FGSM are highlighted as well as
their limitations when considering the communications link required in RF. This limitation
lies in that these methods do not provide ways to explicitly prioritize and improve commu-
nications success other than just weakening the attack. Given this, Chapter 2 concludes
with a description of a recently developed framework called a communications aware evasion
attack, presented in [12], that more explicitly considers the communication link existent in
RFML. This attack uses a separate DNN that learns to craft a perturbation to be added
to the signal to create an adversarial signal used to execute the evasion attack. The work

presented in this thesis builds off this framework.

Chapter 3 considers the adoption of Forward Error Correction (FEC) coding in the context
of RFML evasion attacks. It starts by defining the attack environment and actors present
throughout this work. Details about the configuration of the system model are provided.
The chapter then considers the communications aware attack of [12] and provides updates
to the training process such that the attack is better optimized for FEC-enabled systems,
as most RF applications use this feature. This is followed by illustrating the chapter’s
main contribution of utilizing the attack methodology to implicitly learn the FEC coding
scheme to then craft more intelligent adversarial signals for the evasion attack. In this work,
implicitly learning the FEC means that no information of the FEC structure, or even that it
exists, is provided in the attack process. Alternatively, explicit knowledge of the FEC means
that information about the coding structure is built into the architectural configuration of
the attack. Results are presented that show that the communication reliability increases
when the attack network is trained with FEC-enabled signals. Further, the results then
show that the trade-off between communication and evasion success is improved, meaning
that improved evasion ability does not degrade communications as significantly as in prior

work. It is then shown that the new adaptation of this attack framework unintentionally
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creates adversarial signals that hold better spectral characteristics. More specifically, the
resulting adversarial signals are more in-band than the previous work and exhibit similar
properties in the frequency domain to clean signals. This helps avoid detection and limits
the ability for defensive mechanisms against the attack that utilize preprocessing of the
signal to eliminate out-of-band perturbations. Finally, an additional update to the attack
framework is presented to allow for providing explicit information regarding the code scheme
to the attacking network during training. This is done through architectural changes to the

network and is shown to further improve evasion success.

Chapter 4 focuses on the limitation of the communications aware framework in which the ad-
versarial signal exhibits significant side content in the frequency domain. While the updates
in Chapter 3 showed improvements in this area of focus, the perturbations still contained
noticeable out-of-band content. This could allow the perturbation to be removed with pre-
processing and render the attack ineffective. Additionally, communications in commercial
environments are typically allotted specific frequency bands and the out-of-band perturba-
tion would make the resulting adversarial signal non-compliant. Two solutions are presented
in this chapter. The first considers perturbing the symbols of the communication link rather
than the samples, as was previously done. This is shown to successfully shape the adversarial
signal to be in-band, similar to a clean signal, without much detriment to the communication
link and evasion success. This method provides improvement over the previous attack that
perturbed the samples; however, this assumes modifications to the intermediate stages in
the transmission process, something that may not be feasible in a scenario where the attack
is plugged in at the end or is combined with the clean signal over the air. Therefore, a
second approach is presented that considers a substituted loss function to use when training
the attack, coined the spectral deception loss. This loss looks to deceive an eavesdropper by

prioritizing the spectral characteristics of the adversarial signal during training such that it
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looks spectrally like a benign signal. A variety of methods for this loss are proposed, imple-
mented, and analyzed. The deception loss is shown to be successful in removing out-of-band
perturbation, however this is at the detriment of the communication link as the communi-
cation success decreases when the spectral shape is more highly prioritized. It is shown that
the training configuration for the attack can be adapted to allow for an adjustable trade-off

between communication success and in-band frequency content.

The thesis then concludes in Chapter 5 with a summary of the results and ideas introduced
throughout this thesis. This is followed by a discussion on avenues for future work, both to

roll back assumptions made, and to expand and improve on key points of this work.
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Chapter 2

Background

This chapter first provides an overview on how improvements in machine learning have led
to a wide variety of radio frequency (RF) use cases in which applying machine learning
techniques has been shown to offer improvement over traditional methods. This is followed
by more closely examining a subset of the radio frequency machine learning (RFML) field,
in which a convolutional neural network (CNN) is used to perform modulation classifica-
tion, forming the basis of the work presented in this thesis. This is then proceeded with
a discussion on adversarial machine learning, a subset of this field that looks to degrade
the performance of the machine learning applications, and more specifically for this work,
decrease the modulation classification success. A variety of attack approaches are briefly
described. Details are provided on gradient-based evasion attacks on modulation classifica-
tion, a class of attacks that are the predecessor to the attack frameworks used in this work.
More specifically, FGSM and MI-FGSM attacks are presented along with their limitations.
Finally, a relatively new attack framework referred to as a communications aware attack, is
discussed that more explicitly addresses and improves the communications success required
in RF evasion attacks. This provides the starting point for the novel attack methodologies

that are then developed in more detail in Chapters 3 and 4.
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2.1 Radio Frequency Machine Learning

In recent years, the field of computing has seen increases in data storage, processing power,
GPU capabilities, and architectural components. These enhancements have allowed machine
learning techniques to grow in usage and success in a wide variety of applications. Machine
learning requires a large quantity of input data and computational resources and while this
once created a barrier to entry for their use, these are no longer restrictions. Machine
learning, and similar focuses such as Artificial Intelligence (AI), can be applied to a wide
variety of problems ranging from image recognition [4, 5], to medical diagnosis [50, 51, 52],
to housing market predictions [53, 54]. While these are all valid and beneficial use cases, the

research area that forms the focus of this thesis is that of RFML.

RFML, as defined in this work, focuses on using machine learning techniques to improve
upon traditional methods used for communication and sensing in the radio frequency (RF)
spectrum. Just as the general field of machine learning is very broad and applicable to many
focus areas, RFML has been shown to have great success in numerous communication appli-
cations, utilizing a great number of different machine learning techniques. Techniques that
have seen great success in the field of REML include the CNN [20, 21, 22, 23], reinforcement
learning [55, 56], the recurrent neural network (RNN) [57, 58], and auto-encoders [24, 59],
among others. As the benefits of machine learning become more understood and the ad-
vancements in techniques are adapted for use in the communications community, this list
will continue to grow. These methods have been shown in many cases to be more successful
than more traditional methods. While the reason for improvement varies, it is often because
traditional methods rely on expert features generated by a human whom may be unable to
easily understand and make use of underlying patterns, or necessitates a priori knowledge
or understanding of the operating environment that is not feasible. Machine learning ap-

proaches are good at being able to extract underlying features or patterns that make RF
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solutions more feasible and generalized, [21, 22].

One such application of these techniques is using reinforcement learning to control radar
usage such that collisions are avoided [55]. Results show that when using reinforcement
learning to dictate the best plan of action when operating in a congested environment, there
is a significant decrease in the number of collisions observed than when using a traditional
method such as Sense-and-Avoid. This is due to the reinforcement learning algorithm’s
ability to make predictions based on probabilities and patterns that traditional methods are
not designed to pick up on. Another application involves using an autoencoder to design
physical layer encoding strategies for communications systems [59, 60]. Leveraging machine
learning in this process allows for the communication to adapt to environments as needed
and not require a closed-form strategy, leading to numerous benefits. These are just a couple
examples of ways that machine learning has revolutionized the way that RF communication
applications can be performed. Others have been studied thoroughly as well and the field is
expanding rapidly with great potential. The machine learning area of focus that forms the
cornerstone of this work and will be discussed more in depth below is that of RF Spectrum
Sensing. Applications in this field typically operate on raw communication data to better
understand or monitor the spectral environment. Some examples of this include signal
detection or separation [61, 62] and emitter identification [8]. The predominant application

considered in this thesis is signal classification, otherwise known as Automatic Modulation

Classification (AMC).

2.1.1 RF Signal Classification

In the application of RF signal classification, communication data, typically in the form

of raw, in-phase quadrature (IQ) points are fed into a machine learning network with the
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goal of correctly classifying the modulation scheme used to transmit the data. Gleaning the
modulation scheme from a stream of transmitted data is an important and helpful step in
allowing a receiver to demodulate and retrieve the underlying bits from the communication.
A variety of different machine learning techniques have proven to be successful in performing
modulation classification, such as RNNs [57, 58]; however the approach utilized in this work
is that of CNNs. CNNs have been shown to be very successful in this area due to their ability
to perform automated feature extraction on the input data [20, 21, 22, 23]. This parallels
one of the original uses of CNNs in the research field of image recognition where they were
used to pull out features from the image for classification [63]. Traditional methods required
expertly defined feature mapping in order to attempt modulation classification. CNNs,
however, remove this step as they autonomously determine features within the network
during training, allowing for faster feedback and easy adaptation to different communication
environments and requiring less a priori knowledge. Deep knowledge of environmental factors
is not as imperative as long as they are reflected in the training data; however, one con
in these learning-enabled applications is therefore the large amount of representative data

required.

The configuration and classification process for CNNs used in modulation classification oc-
curs in two stages. The first encompasses the convolutional operations, the stage that per-
forms the feature extraction. The layers consists of kernels that convolve over the input, in
this case RF signal, and during training these kernels are updated such that the resulting
output of the convolutional layer is the distinguishing features. Once the feature extraction
is accomplished in this stage, they are then fed into a fully connected neural network that
leverages these learned features to make a decision on the classification. A fully connected
neural network consists of layers of nodes where each node in a given layer is fed the out-

put of each node from the previous layer. These inputs are weighted and summed together
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Figure 2.1: The architecture of the CNN used for RF signal classification in this work. This
is comprised of 2 convolutional layers that extract the features and a fully connected neural
network that uses these automatically learned features to determine psuedo-probabilites of
each potential modulation class. While this is the architecture of the CNN primarily used in
this work, the results can be generalized to other architectures as is studied in Section 3.3.3.

Softmax Layer
Neural Network

and run through an activation function to provide non-linearity to the process, creating the
output of a given node. The output from the last layer is fed through a softmax function to
create psuedo-probabilities for each potential modulation scheme, indicating the network’s
confidence in each. A generalized block diagram that illustrates the architecture of a CNN
used for modulation classification is shown in Figure 2.1. A more specific description of the
CNN configuration used in this work will be provided in Chapter 3 but this brief overview
lays the foundation how the CNN is utilized throughout this work. Throughout the rest of
this work, the usage of a CNN to accomplish modulation classification is also referred to as

Automatic Modulation Classification (AMC).

2.2 Adversarial Machine Learning

Given the rapid increase in machine learning usage across a wide variety of research fields, it
becomes imperative to understand the security of such systems. If machine learning becomes
widely adapted in applications used in the real world, this could pose a very large security
concern should these approaches be vulnerable to manipulation. Adversarial machine learn-

ing is the study of attacking machine learning networks using adversarial attack techniques.
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The desired result of such an attack can vary from privacy attacks where the attacker learns
information about the underlying network such as architectural choices [37, 38], to attacks
where the network’s ability to successfully operate is compromised [31, 32, 33]. There are
numerous methods that can be used to accomplish these attacks but three that are elabo-
rated on briefly in the proceeding sections are poisoning, Trojan, and evasion attacks due to

their frequent use in the field of adversarial machine learning.

2.2.1 Poisoning Attacks

Poisoning attacks involve inserting malicious data into the training process so that the trained
network behaves either in a way that the attacker desires (such as improperly classifying one
specific class) or generally poorly for all scenarios [64, 65, 66]. One drawback to this form
of attack is that it requires the attacker to have direct access to the data used to train
the network in order to successfully inject poisoned data. While on the surface this may
seem impractical, this has become an increasingly reasonable assumption in the current
machine learning landscape. This is due to the fact that, in order to satisfy the need for
large quantities of data for training and testing machine learning networks, many users have
relied on open source datasets, using the machine learning community to help fulfil the data
need [67, 68]. While generally beneficial for availability of data, ease of reproducibilty, and
ability to leverage expert knowledge, attackers can use this open source concept to either
insert malicious data into existing datasets or make their own poisoned datasets available for
use. Additionally, many machine learning networks utilize an on-line training process that
continues to train and update its weights using data fed into it while it is in use. This is
used to help ensure the network is adapting to changes in data but opens the network up to
poisoning attacks. Knowing this, an attacker could feed poisoned data to the system while

it is on-line so that over time it becomes corrupted [64].
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2.2.2 Trojan Attacks

Like poisoning attacks, Trojan attacks make use of malicious injections into the training
process of a machine learning network to alter its functionality [69, 70]; however, unlike
poisoning attacks that reduce a network’s success for benign data, Trojan attacks operate
much more stealthily. The goal of a Trojan attack is to change the network architecture
in such a way that it operates as expected for normal data, but when presented with very
specific malicious data, behaves in an orthogonal way to its intended use. The malicious
data is similar to benign data except for a smaller, relatively unobservable added feature
called a Trojan stamp. An example of a stamp, in the context of image recognition, could
be a small logo that appears in the corner of an image. When this stamp is present, the
network behaves in the way desired by the adversary. This is done so that the malicious
entity can avoid detection or cause poor performance for a small subset of inputs without
raising suspicion that the network is corrupt. This form of attack requires both access to
the dataset used for training as well as the architecture and weights of the network being
attacked in order to craft a successful stamp. This is because the network has to be fed the
stamped data in order to perform the way the malicious actor desires when presented with
it, and the stamp must be crafted in such a way that the network will key in on it when
present. Generating a random stamp is not successful if the network does not extract it
when performing feature extraction. Additionally, the stamp should be created such that it
is not observable to humans, otherwise detection of the attack would be possible. Due to
the complexity of the attack and the number of assumption that need to be made about the
attack environment, this is a much less researched form of adversarial machine learning but

one that has started to see increased focus in recent years.
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2.2.3 Evasion Attacks

As has been highlighted, the previous two attack techniques discussed require access to the
training data of a machine learning network; however, this may not be feasible in some
scenarios. Evasion attacks provide a different attack vector. In this framework, rather
than ingesting malicious data in the training process, adversarial input data is provided
while the network is in use after training and testing [31, 33, 35]. The adversarial data
is created by making small changes, referred to as perturbations in this work, that cause
the network to react differently to the data. The perturbations are created with the goal
in mind of minimally changing the underlying original data. This is important because
providing a perturbed data sample that is essentially just noise has very limited use case.
This form of attack requires no changes to the attacked network, something that is ideal for
many scenarios, as instead the malicious actor is changing their own data in order to evade
detection; however, many evasion attacks require access to, or knowledge of, the network
architecture and weight values in order to craft a successful adversarial input. It has been
shown that techniques such as transfer learning have been successful in enabling evasion
attack on networks that the adversary does not have access to. Transfer learning involves
carrying out an attack on a network that the adversary creates or has access to that is
similar in architecture and configuration to the true attacked network [71]. The process used

to attack the known network is then transferred to the desired network.

For an evasion attack, specifically as they apply to attacks against AMC networks, there are
multiple different goals that the malicious actor can seek to achieve. One of the simplest
goals is that of confidence reduction. In this scenario, the goal is for the attack to lower
the confidence that the network has in its classification. For instance, if the network was
previously 95% certain of the correct label and is now only 60%. The classification can still

be successful, but this pushes the network closer to misclassification under more adverse
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environments or may cause the network to be taken out of use due to the lower probability
of correct classification. Alternatively, a much more sought after goal is that of true misclas-
sification which occurs when the confidence in the true classification is lowered so much that
a different and incorrect label now has a higher probability of being correct. This results in

incorrect operation of the network.

In practice, misclassification can take two different approaches: untargeted and targeted [7].
In the simpler approach of the two, untargeted attacks attempt to cause the machine learning
network to classify an input as anything other than the true label. As long as the output
of the network is not the true classification, the result does not matter. On the other hand,
in targeted misclassification attacks, the malicious actor attempts to force the network to
classify an input as one specific incorrect label rather than any incorrect label. An example of
these two techniques can be illustrated with a network used to classify handwritten numbers
as a value between 0 and 9 [72]. If a given input was a 5, an untargeted attack would have
the goal of making the network output anything other than 5, while a targeted attack would
instead attempt to make the network classify it as something specific such as 8. Classifying
the number as a 3 would then be successful for the untargeted scenario but not the targeted
scenario. As a result, it can be seen that a targeted attack is much more difficult to carry out
than an untargeted attack. For this reason, untargeted attacks are the predominant focus of
this work as it is important to ensure that this scenario is successful before addressing the

more complex targeted attacks.

The overarching and primary focus of all contributions in this work is to successfully execute
evasion attacks. The machine learning network under attack throughout this work is the
AMC described in previous sections. Using different methods and frameworks, raw 1Q data
will be perturbed in order to perform evasion attacks on AMC networks and avoid correct

classification. Chapters 3 and 4 will elaborate on evasion attack methodologies and strategies
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that leverage and/or address specific characteristics present in RF communications, namely
forward error correction and spectral shape. The rest of this chapter is devoted to illustrating

evasion attack techniques previously employed against AMC networks.

2.3 Modulation Obfuscation

As was stated, the primary focus of this work is to consider and implement evasion attacks
against AMC networks in order to force modulation scheme misclassification; however, this
is not the only method that can be used to hide the modulation scheme for an eavesdropper.
Modulation obfuscation has been developed as a method for doing so using a technique that
masks the true modulation scheme using a predefined strategy known by both the transmitter
and any friendly receiver. In this method, the data is altered to appear like the highest-order
modulation supported by the receiver. This has proved to be successful in thwarting AMC
network’s ability to correctly classify signals [46, 73]; however, this can require much more
computational capacity at the receiver since it needs to both synchronize knowledge of the
obfuscation strategy with the transmitter and have the processing capabilities to extract
the true modulation and data. This is not always feasible in scenarios where the receiver is
resource constrained or non-adaptable. Additionally, targeted attacks may not be feasible
since modulation schemes are typically masked as whatever highest-order modulation scheme
is allowed at the receiver. Therefore targeting a lower-order modulation scheme wouldn’t be
possible. For these reasons, adversarial machine learning approaches are employed in this
work given their ability to perform targeted attacks as well as allow for simplistic receivers.
Additionally, while this work focuses on attacking AMC networks, it can be generalized for

other RFML spectrum sensing applications, something not true of modulation obfuscation.
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2.4 Gradient-based Evasion Attacks

In the literature, especially for image-based application, one of the predominant ways to
carry out an evasion attack is through the use of gradients [7, 31, 33]. The error between the
desired attacked behavior (such as a misclassification) and the actual behavior of the network
is calculated using a loss function. Then, the gradient of this error with respect to the signal
is calculated and this is used to perturb the input. In image recognition applications, this
means altering the pixels of the image. In spectrum sensing this instead means altering
the raw IQ data (referred to as an adversarial signal throughout this work). This gradient
process is carried out for every separate adversarial signal that needs to be perturbed. One of
the primary methods utilized is the Fast Gradient Signed Method (FGSM). This is discussed

in more detail below.

24.1 FGSM

During the training process for a DNN, a loss function is used to calculate and quantify the
difference between the true output of the network and the target output. The gradient of
this loss with respect to the weights of the DNN is calculated and back-propogated through
the network, updating the weights until the network converges to the proper behavior. In
gradient-based adversarial attacks, this same process is used instead to update the input to
evade classification rather than updating the weights of the network to successfully classify
inputs. FGSM is a gradient-based approach that was introduced as an algorithm for creating
adversarial images in computer vision (CV) [31]. FGSM works to perturb the data by taking
a single step with respect to the sign of the gradient of the loss function with a size determined
by a given value, €. The loss function is similar to what would be used in training a DNN

and quantifies the error between how the adversarial input is classified and how the attack
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wants this input to be classified. The function used to calculate the loss varies depending on
the application but some examples are mean squared error, mean absolute error, or cross-
entropy. The goal of an untargeted evasion attack using any method, but specifically FGSM

in this case, from an evasion standpoint is to optimize

argmax L(f(0,x"),ys)) (2.1)

m*
where L is the loss function of choice, f is the network architecture, * is the perturbed signal,
0 is the network weight parameters, and y, is the true modulation scheme employed. The
network’s classification prediction is denoted as f(6,x*). If the adversary instead engages

in a targeted attack, the optimization goal changes to become

argmin L(f(0,x),y;)) (2.2)

x*

where the perturbation looks to minimize the difference between the network’s predicted

classification based on the adversarial signal, f(6,x*) and the targeted modulation class, y;.

In both the targeted and untargeted scenario, the gradient of the loss function is calculated

and used to create the adversarial signal. FGSM creates adversarial samples by performing

r* =z 4 e x sign(V.L()) (2.3)

where z* is the new, perturbed signal, = is the original signal, and where y, is the true label
of x. L(-) represents the loss function, either the maximization problem (2.1) for untargeted
attacks or the minimization problem (2.2) for targeted attacks. The only difference is that
the original signal, z, is used to calculate the loss, rather than the adversarial, z*. The sign

of the calculated gradient of the loss with respect to the original signal is what determines
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the direction (positive or negative) of the update while the constant, €, determines the
magnitude. As seen, this method only needs to process the signal on one pass, meaning
it is computationally efficient, since it only takes one step. In the case of FGSM evasion
attacks on RF signals, the limiting constant e is adjusted to meet the desired level of E,/E)
or signal-to-jamming ratio (SJR). E,/E; is the ratio of the power of the original signal to
the power of the jamming signal, or perturbation in this case. A larger € allows for a larger
perturbation and therefore a smaller SJR value. If trying to minimize the corruption to the

original signal, the e should therefore be decreased.

FGSM is a computationally efficient algorithm due to its single step at the cost of providing
a less fine-tuned perturbation. Updates to the FGSM process have been studied that, while
more complex, can provide a better, more optimized adversarial signal. One such method is

the Momentum, Iterative FGSM approach (MI-FGSM) described in the following subsection.

2.4.2 MI-FGSM

MI-FGSM was introduced as an improvement over FGSM that creates better optimized
adversarial inputs [34]. Instead of just taking one step in the direction of the gradient, the
MI-FGSM algorithm takes several smaller steps that are €¢/7 in size, where T' is the number
of iterations, allowing for more fine tuning of the perturbation. This has been shown to be

an improvement over FGSM and older techniques.

MI-FGSM is similar to FGSM, however it introduces a momentum factor in order to help the
attack converge and an iterative approach to create a more fine tuned perturbation rather
than the more granular perturbation created by just one step in FGSM. Before finding the

perturbation, the gradient of the current iteration, where ¢ is the current iteration, of the
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perturbed signal is given by (2.4),

Vo L(f(0,27),Ys)
Hvxﬁ(f<07 :B?), ys)”l

Jry1 = - Gt + (2.4)

where g is the gradient and p is some momentum value. (2.4) is for an untargeted attack
due to the use of y,. In a targeted attack, the gradient of the current iteration is found by
instead replacing (2.1) in (2.4) with the targeted equation, (2.2). Once the current gradient

is found, it is possible to find the perturbed signal of the current iteration by (2.5),

Tiy = o + (¢/T) - sign(ges1) (2.5)

where 7' is the total number of iterations. After iterating 1" times, x},, is the final perturbed

signal that is used.

Work presented in [48] performed analysis on the success of MI-FGSM attacks for both
untargeted and targeted scenarios against AMC networks. For each approach, the attack
environment was structured as a direct access attack, something introduced formally in [7]. A
direct access attack is defined as the scenario in which the attacker is able to directly perturb
signals at the input to the attacked network. This differs from other attack environments
such as self-protect attacks when the attacker must transmit the perturbed signal over-the-
air to the network, or cover attacks when the attacker transmits a perturbation over-the-air
with the goal of combining it with a benign signal from a separate transmitter that will then
propagate to the network. The latter two attack environments are more practical to real
world communications scenarios, however direct access was used in [48] to provide an initial
examination into the usability of MI-FGSM on communication signals. Given that direct
access attacks do not need to consider and adapt to channel effects, since they assume the

adversarial signals are fed directly into the network rather than transmitted over the air,
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Figure 2.2: Direct access untargeted attacks using MI-FGSM and FGSM, showing the clas-
sification accuracy over E,/E;.

this scenario provides the ideal test for suitability and initial success. If it doesn’t work for

direct access, then it most likely will not work when translated to more complex attacks.

Results from [48] indicate that MI-FGSM performs better than FGSM when considering an
untargeted attack. Figure 2.2 showcases this advantage. The figure is a plot of the model’s
classification accuracy versus E,/E; (SJR). The further to the left a data point is, the less
powerful the perturbation. The maroon (right) line on the plot shows the classification accu-
racies for adversarial examples generated using an FGSM while the orange (left) lines shows
classification accuracies for adversarial examples generated by the MI-FGSM. As evident in
Figure 2.2, MI-FGSM is able to create adversarial examples that are able to cause the model
to misclassify to a higher degree than FGSM for a given E,/E;. MI-FGSM achieved this
results due to the algorithm’s ability to fine tune the perturbation over multiple iterations.

Because MI-FGSM is able to accomplish this, at a similar classification accuracy level, it is
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Figure 2.3: (left) QPSK and (right) AM-DSB source targeted classification accuracy over
E,/E;.

able to produce similar results to FGSM at about a 10 dB advantage in the 15 to 0 SJR
range, meaning that less of the original signal is perturbed. This power advantage decreases
rapidly when E;/E; increases past 20 dB; however, in practice, an attack of this limited in-
tensity would not be used because, on average, neither algorithm achieves untargeted success

since the classification accuracy is above 50% indicating proper classification.

However, when moving to targeted attacks, some of the limitations of the gradient-based
approaches, in this case MI-FGSM come to light. Figure 2.3 provides results on the ability for
QPSK and AM-DSM signals to undergo targeted attacks for a total of 10 modulation classes
when using MI-FGSM. In this figure, adversarial success is defined as the probability the
AMC network has that the provided adversarial input is the targeted class. While both source
modulations are eventually successful in misclassifying to the desired modulation, most don’t
reach even 50% success until around 0 dB SJR. 0 dB SJR occurs when the perturbation is
just as powerful as the original signal. While this is allowable when considering the lone
goal of evasion, this causes issues when considering a signal’s primary goal of providing valid
information. If an intended receiver of the signal cannot retrieve the underlying bits from
the original signal, then the accomplishment of evasion is rather moot. Given the SJR value
of approximately 0 dB required to perform targeted attacks, it is highly unlikely that these

signals would offer reliable communication and would likely result in high bit error rate
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(BER). Additionally, an attack with such a powerful perturbation would be easily noticeable

to a human observer which is undesired since the attack should go undetected.

These results show that even though MI-FGSM is more efficient and less detrimental to
the original signal than FGSM, it still struggles when carrying out targeted attacks. For
this reason, it is unlikely that either FGSM or MI-FGSM attacks would be well adapted for
the the more applicable communication scenario when an adversarial signal has to provide
both effective communications and evasion success since the original signal is essentially
destroyed by the perturbation in order to achieve targeted success. This is especially true
given the results and analysis offered above are for direct access attacks, the most ideal and
simplistic scenario. This calls into question the feasibility of using these methods in the
given communications scenario. Due to these considerations, a framework of attack called a

communication aware attack was introduced.

2.5 Communication-aware Evasion Attacks

When developing evasion attacks, there is a natural trade-off that arises between attack
success and the intended application of the original input. For example, while the goal of an
evasion attack against an AMC machine learning algorithm is to cause a misclassification
and/or reduce user confidence, it is important that the perturbed signal still accomplish its
intended use of still being successfully received by its intended target. In the field of image
recognition, this manifests in the idea that an image perturbed by an adversarial attack
should still be easily discernible, and even viewed as untouched, by a human observing the
image [31]; however, this trade-off is much more difficult and complex when given in the con-
text of RF communications. In this scenario, the adversarial signal isn’t being interpreted

by a human as with image recognition, but rather with a communications receiver. While
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it is unlikely that small pixel changes will be perceptible to humans when considering im-
age recognition, this same assumption cannot necessarily be made for receivers interpreting
perturbed IQ data. This is the underlying difficulty with evasion attacks in the field of RF

communication.

Without proper care, evasion attacks used to fool an AMC machine learning algorithm gen-
erally have a drastic negative impact on the communication link between the transmitter
and intended receiver. This was seen in Figure 2.3 by the high SJR required. Unfortu-
nately, gradient-based approaches do not provide a method for improving communications
other than by decreasing the perturbation power. Recently, research has examined how
evasion attacks can be improved in order to provide a better balance between the two con-
flicting goals of evasion and communication. Hameed et. al. [74] accomplished this by
introducing a gradient descent training method to craft signal perturbations that utilize a
combined target function that considers both evasion performance and BER. While BER
is non-differentiable, and thus not suited to gradient based learning approaches, a gradi-
ent is estimated using simultaneous perturbation stochastic approximation (SPSA). This
approaches offers improvement over previous methods where the perturbation was simply
power limited, utilizing € in the hope that this would lead to decreased BER. Flowers et al.
improved upon these prior works through the development of a so-called “communications

aware” attack [12] which forms the basis for the contributions of this work.

For the communications aware attack, an adversarial residual network (ARN) is leveraged
in order to learn to make intelligent signal perturbations that balance the two opposing
goals of evasion and communication. The ARN is itself a CNN that is fed the original
signal and outputs the malicious perturbation that is then added to the signal to create
the adversarial signal. The ARN, just like any CNN, is trained with the use of a loss

function. In this approach, tailored loss functions can be used to enable certain behavior in
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the resulting perturbation. This approach utilizes three separate loss functions to accomplish

this: adversarial loss, communication loss, and power loss. These are defined as:

£adv = pi (26)

‘Ccomm - EVM(Stz, St:):+p)2 + [s X EVM(Stx, St:t+p) (27)
E

Ly = max(0, L — =2)? (2.8)
Ep

where

o Adversarial Loss (Laqy): prioritizes the ARN’s ability to successfully learn to avoid
classification by the eavesdropper. It is calculated using the confidence of the eaves-
dropper in the true source modulation, p,, determined using the output of the final

softmax layer in the eavesdropper’s AMC.

o Communication Loss (Lcomm): prioritizes the AMN’s ability to successfully learn to
maintain the communication link between the transmitter and friendly receiver. It
does this by using the error vector magnitude (EVM) between the clean symbols and
the perturbed symbols, defined as |Si, — Stuip| as well as an indicator, I, that serves
as a proxy for the symbol error rate (SER) and is 0 if the hard decision on the clean

and perturbed symbols results in the same value and 1 otherwise.

o Power Loss (Lyy,): Limits the power of the perturbation to be below some SJR, L.
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These three losses are each weighted and summed together to guide the ARNs learning

process.

»Ctotal - (1 - a)£adv + O‘[(/B)Lcomm + (1 - 6)£pwr} (29)

Due to the existence of the adversarial loss and the communication loss, this attack frame-
work is able to generate adversarial signals that balance the needs of evasion and communica-
tion needs more-so than the previous gradient-based approaches discussed. The weighting of
each of these losses can be altered to meet the needs of the system. For instance, the adver-
sarial loss can be prioritized more highly if evasion needs to be stressed or the communication
loss can be more prioritized if reliable communication is needed. Through this training pro-
cess, the ARN explicitly learns to generate signals that still provide strong communications

whereas FGSM and MI-FGSM did this only indirectly through use of the limiting e value.

However, this work did not take into account FEC, something present in most communication
applications to help handle errors, which could help provide an additional attack vector for
the ARN given the structured redundancy. Additionally, the resulting adversarial signals,
as would be intuitively expected, took advantage of the assumed 8 times oversampled signal
but in doing so, created adversarial signals with significant out-of-band frequency content.
This limitation could cause the attack to be detected given its irregular nature, open the
attack up to defensive mechanisms such as filtering at the eavesdropper to remove out-of-
band perturbations, or make the transmission not comply with a spectral mask required in

commercial use.



Chapter 3

Improving the Communications

Aware Attack through FEC Coding

As discussed in the previous chapter, traditional evasion attacks typically assume that the
intelligently crafted perturbations used in the attack are created and applied directly at the
input to the Deep Neural Network (DNN). However, for most real-world communications
applications, this assumption of direct access to the DNN is impractical. A more realistic
scenario is that a transmitter must craft the adversarial signal before it is sent over the air.
Therefore, for REML applications, there are two key considerations that must be considered.
First, the evasion attack must be resilient to the propagation channel between the signal
transmitter and the DNN. Secondly, and perhaps most importantly, is the fact that the
perturbations must minimize their impact on the intended receiver. While the previous
works have considered the first goal in detail, there traditionally has been little work to
date on consideration of the second goal. To remedy this, [12] developed a communications
aware framework briefly touched on in the previous chapter that provides a mechanism for

balancing the conflicting goals of successful communication and DNN evasion.

The work presented in this chapter extends the communications aware evasion attack frame-
work through intelligent leveraging of forward error correction (FEC) coding. Due to the
usage of FEC coding in the vast majority of real-world communication systems to correct

errors that arise due to hardware impairments, channel propagation effects, etc., incorpo-

29
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rating FEC in this framework is a natural extension of this prior work and is shown to
improve performance in more adverse environments. More specifically, this work shows that
the ARN inherently learns to utilize the nature of the coding to limit the negative impacts
of altering the original signal while having a negligible impact on the attack’s performance
on the target DNN. In other words, this work shows that this intelligent perturbation can
be learned without leveraging explicit knowledge of the FEC in the perturbation creation
process. The goal of implicit learning of the code is beneficial because it allows the frame-
work to be used on a variety of coding schemes without needing to adjust the configurations
of the attack. However, while initially focusing on implicit learning, this work also shifts
to address an adapted framework that provides explicit information of the coding scheme.
While the communications aware framework is discussed herein in the context of AMC, the

results can be generalized for other RFML applications of interest.

This chapter is broken down as follows. Section 3.1 provides a description of the overall
system model and environment assumed in this attack. Section 3.2 lays out the framework
for the communications aware attack that utilizes FEC. The results of this work and an
analysis of the transmitter’s ability to implicitly craft smarter perturbations with FEC is
shown in Section 3.3. A shift is made in Section 3.4 to address providing explicit information
of the FEC during training. Finally, this work concludes with a discussion of the key findings

of this research as well as directions for future work.

3.1 System Model

Figure 3.1 depicts the wireless communications scenario for this work which consists of three

main components: a transmitter, an intended receiver, and an eavesdropper.
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Figure 3.1: The wireless communications scenario considered within this work in which an
intended communications link is being eavesdropped. The “perturb” block of the transmitter
utilizes the developed communications aware attack framework to perturb the transmitted
signal to evade the eavesdropper while minimizing the impact on the intended receiver.

3.1.1 Transmitter

The transmitter has two competing goals within this scenario: to successfully communicate
with a naive receiver, and to evade modulation classification by an AMC-based eavesdrop-
per. The receiver is considered naive because it has no knowledge of the attack, a situation
applicable to when a transmitter needs to communicate with a legacy system. Here, the two
metrics used to evaluate the success of these goals are, respectively, the bit error rate (BER)
at the receiver and the modulation classification accuracy of the eavesdropper. Within the
communications aware framework, the transmitter balances between these goals by crafting
specially trained adversarial signals. In this chapter, the adversarial perturbations are pro-
duced by a specially trained network called an adversarial mutation network (AMN). This

is represented by the “Perturb” block in Figure 3.1 and is described in Section 3.2.

Here, without loss of generality, the transmitted data is assumed to be modulated using
a linear digital-amplitude phase modulation scheme (ASK, PSK, QAM, etc.) and is pulse
shaped using a root-raised-cosine (RRC) filter. Unlike the previous work, the data is assumed
to be encoded using an FEC code in order to add redundancy for correcting errors induced
by the propagation channel. In particular, block codes are utilized within this work. Block

codes are assumed in this work as they allow for a more recognizable pattern of redundancy
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during encoding, given that they encode blocks of bits independently, which the AMN should
be well suited to learn. This is because the AMN is developed using a CNN which operates
over blocks of the input signal, so the structure of the AMN aligns well with block coding.
There are a variety of block codes used in practice, such as Hamming, Golay, and SEC-
DED, however this work examines Hamming codes and more specifically Hamming (7,4)
as a more simplistic first step. This is a common code that takes 4 bits and encodes it
into 7 bits for added redundancy. Once this attack framework is shown to be successful on
Hamming codes, the methodology is also tested on convolutional codes in Section 3.3.4 to

ensure transferability to other common codes.

As previously mentioned in this chapter, there are two possible approaches in this form of
the attack: implicit learning of the FEC, and explicit. Implicit learning means that there
is no indication that FEC is being used during training of the AMN. In other words, the
AMN is not configured such that it is optimized to learn any particular coding structure
and there is no change in its architecture across different FEC schemes. Explicit learning,
however, means that architectural choices in the training process represents the existence and
structure of the FEC and is done to allow the AMN to more efficiently learn and utilize the
specific code in use. As an initial step, learning without explicit information of the coding
is desirable so that the communications aware attack framework can easily be executed on
different coding types without needing to change the architecture of the AMN, or attack

framework, which is useful in modern automatic modulation and coding approaches.

In block codes, such as those examined, there exists a point of intersection between the
theoretical BER curve for normal signals and that of the FEC-enabled signals. For signal-
to-noise ratio (SNR) less than the SNR at the point of intersection, the FEC-enabled signals
experience worse BER results during transmission over the air but then start to perform

better after the intersection. These theoretical curves can be seen in the plots of the results



3.1. SystTEM MODEL 33

= = Hamming (7,4) Theory

107! = = Theoretical w/o Coding
~~~
~‘~=~~
1) ===
- 1072 ~§§
=

© b T
a'd \\~
— -3 ]

10
S ss
[ \\\
L . \\\\
+ 10 \\\\\
m LN

-5 \\\\
10 LN
NS
N SN
10-° AR X
6 8 10 12 14
E_g/NO dB

Figure 3.2: The theoretical BER of a QPSK signal for both Hamming (7,4) and un-coded.
The intersection between the two occurs at 9 dB, showing that the region of operation for a
QPSK signal with Hamming (7,4) encoding occurs after 9 dB SNR

section. For Hamming (7,4), most modulation schemes experience this intersection around
10 dB so for this reason, the range of 5-15 dB SNR was used in this work as it encompasses
this region of trade-off. Figure 3.2 shows this trade-off and region of operation for a QPSK

signal, as an example.

In order to guarantee that the eavesdropper’s performance is not impacted by the FEC code
itself, the transmitter also uses data whitening after FEC coding to whiten the bits and create
a more uniform distribution of bits during transmission. This is common in real world signals
such as Bluetooth. More specifically, this is done in order to guarantee that the eavesdropper
is only impacted by the ability of the communications aware framework to create intelligent
perturbations signals rather than the inherent difference between FEC-enabled and non FEC-
enabled signal structures. The added redundancy in FEC-enabled signals could potentially

adversely impact the eavesdropper’s classification ability. Whitening occurs when a pre-
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determined sequence of bits is XOR~ed with the original bit sequence (encoded bit sequence
in this case) to provide the uniformity. This work uses the IBM version of a whitener which

operates on a block of 8 bits at a time, using a 9-bit shift register for XOR operations [75].

3.1.2 Intended Receiver

Simply put, the role of the intended receiver is to successfully receive and interpret (by
retrieving, demodulating, and decoding the bits) the transmitted data. In this work, the
receiver is assumed to be static and unaware of the perturbations being applied at the
transmitter. This models a scenario in which the transmitter is adaptable to changes in the
environment (such as the presence of an eavesdropper) but the receiver is an already deployed
legacy system that cannot be easily adapted on the fly. Additionally, for ease of analysis
and preliminary performance analysis, it is assumed that the receiver and transmitter are
synchronized (e.g. through the use of a header and/or control channel); however, there exists

a noisy channel between the transmitter and receiver modeled using additive white Gaussian

noise (AWGN).

3.1.3 Eavesdropper

The eavesdropper utilizes a state-of-the-art RFML approach to perform modulation clas-
sification using the raw 1Q) data sent by the transmitter. The eavesdropper is assumed to
have limited knowledge of the transmitted signal and therefore must detect, isolate, and
pre-process the raw data prior to modulation classification. It is not assumed that the eaves-
dropper is synchronized with the transmitter and there if therefore a time offset. This work
focuses on disrupting the classification stage of this processing chain. More specifically, in

this work it is assumed that the eavesdropper uses an AMC, like that presented in [22] and
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discussed in Chapter 2, to perform modulation classification. The architecture of the CNN
consists of 2 convolutional layers, each followed by batch normalization and a ReLLU activa-
tion function, and a fully connected neural network. The fully connected network utilizes 2
dense layers of nodes also separated by batch normalization and ReLU activation. Finally,
a softmax layer is used to translate the outputs into psuedo-probability values that repre-
sent the likelihood of each modulation class. The eavesdropper’s CNN was trained using
synthetic signal data created using LiquidDSP [76] with SNRs ranging from 0-20 dB for five
modulation schemes (described in the following). While this is the architecture attacked
in this work, this attack implementation is not specific to just this example and can in-
stead be generalized to other architectures and DNN applications. Additionally, while the
eavesdropper is employing an AMC network for modulation classification, this work can be
generalized to other RFML applications. Like the receiver, the eavesdropper is assumed to
have no knowledge of the communications aware framework and therefore does not react to

the attack.

3.1.4 Data and Environmental Assumptions

In this work, without loss of generality, the modulation schemes considered are BPSK, QPSK,
8-PSK, 16-QAM, and 64-QAM. For this set of modulation schemes, the communications
aware attack framework is trained and its performance is evaluated. The propagation channel
between the transmitter and both the receiver and eavesdropper is assumed to be modeled by
uncorrelated AWGN channels. For both training and testing the framework, the SNRs at the
receiver and eavesdropper are assumed to be uniformly distributed between 5 and 15 dB. The
SNRs and noise realizations between the transmitter and receiver and the transmitter and
eavesdropper are assumed to be independent from one another and are each determined by

two different random number generators that vary the SNRs during training. Additionally,
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an integer sample time offset is introduced as a channel effect for the eavesdropper in order
to assume asynchronous operation with the transmitter. This time offset is assumed to be
uniformly distributed between 0 and 8 (the assumed number of samples per symbol). Prior
work has shown that time offsets larger than the samples per symbol have little effect on
the success of the adversarial attack [7]. Carrier frequency and phase offsets should also be

considered in future work.

3.2 Communications Aware Framework

This section presents the methodology used to carry out a communications aware attack that
utilizes FEC to deceive an eavesdropper while maintaining effective communication between
the transmitter and receiver. A description of the nature of the AMN that is used to create
the perturbed signal is provided first in this section. Then the custom loss functions used
in this work to balance the goals of communication and evasion are discussed. These are
updated and different than the losses used in [12]. Finally, an overall explanation of the

training and testing procedure is presented.

3.2.1 Adversarial Mutation Network

In previous work, various gradient-based approaches have been used to generate perturba-
tions of the original transmitted signal to achieve the goal of classification evasion [31, 34],
as discussed in Chapter 2. While effective, these techniques typically focus on the success
of the evasion with little regard for the intended communication link between transmitter
and receiver. This process involves perturbing a signal using a loss gradient that is back-

propagated through a surrogate classifier network to create an adversarial signal. This may
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have to be done multiple times per signal block and must be done separately for every signal
block transmitted, creating a very computationally-exhaustive process in a wireless transmit-
ter that it typically resource constrained. Alternatively, a network known as a adversarial
transformation network (ATN) makes use of a separate neural network to generate the per-
turbation automatically [35]. These networks can utilize custom loss functions in order to
balance the adverse effect that perturbations have on the intended communication. Addi-
tionally, while the training process of a network requires a large number of computations,
once trained it only requires one forward pass of a signal through the network in order to
create a perturbed signal to be transmitted, which is much more computationally efficient

than solutions relying on gradient-based optimization.

The work presented in [35] provides two examples of such a network: an adversarial auto-
encoder (AAE) and a perturbation - adversarial transformation network (P-ATN). While
based on similar concepts, the output of these two networks are different. An AAE is
provided an input signal and outputs the adversarial signal to be sent over the air. This
signal is a learned combination of the original signal plus a perturbation and is represented
by the equation

= g(0,x) (3.1)

where ¢g(-) denotes the AAE, 6 represents the parameters of the network learned during
training, and x is the original signal. A P-ATN is given the same input signal as the AAE
but instead outputs a perturbation that is then added to the original signal for transmission.

The following equation shows this process.

r*=x+g(0,x) (3.2)

In summary, the AAE crafts the complete signal while the P-ATN creates a perturbation to
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be added to a signal.

Previous work in communications aware attacks used a P-ATN to accomplish the goals of the
transmitter [12] but this work shifts to the use of an AAE. While P-ATN implementations
have simpler convergences (a P-ATN would only need to output 0 in order to transmit a
signal optimal for communication while an AAE would need to learn to pass the original
signal through the network unchanged), these introduce a different problem. The scaling of
the perturbation with respect to the original signal must be done outside of the network. The
P-ATN doesn’t explicitly learn this scaling process. An AAE inherently learns to balance the
power of the perturbation and original signal directly since it outputs the combined signal
and therefore simplifies the process. Scaling is important because if the perturbation was
significantly powerful, the transmitter would have an unfair advantage over the eavesdropper
because the adversarial signal could essentially become random noise. Additionally, most
communications are limited in the power that they can transmit. For this reason, the
iteration of this attack developed in this thesis imposes a power limit on the AMN. This
is different than the power limit of [12] because in this work, the power limit constrains
the entire transmitted signal whereas the previous power limit was only imposed on the
perturbation. The current work will utilize an AAE and refer to this as the AMN throughout
the paper. The name is changed from the ARN of previous work because the network is
now mutating the entire signal rather than generating a perturbation based on the signal.
The architecture of this network consists of a three convolutional layers with tanh activation
functions in between these layers. Tanh activation functions are used as opposed to ReLLU
used in previous work so that the resulting output signal can consist of both positive and
negative values, as is necessary in RF communication. The AMN takes in a single-channel
complex input of size [1, 1, 2, N] for a signal with N samples and 2 channels for 1Q and

outputs a signal of the same size and dimensions.
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3.2.2 Loss Functions

The AMN utilizes custom loss functions during training in order to achieve its goal of de-
ceiving the classification abilities of the eavesdropper while simultaneously limiting the BER
at the receiver. This communications aware attack improves the ability of previous evasion
attacks that only focused on misclassification. Due to the dueling nature of the transmitter’s
focuses of communication and evasion, multiple loss functions must be used that are then
balanced. The loss functions used in this work are all updates to those used in prior work.
All loss functions used are summed to create a total loss function to be back-propagated to

update the AMN during training. The new total loss function is defined as.

Etotal - aEadv + ﬁﬁcomm + Vﬁpwr (33)

The current work uses three loss sub-functions: adversarial loss, communications loss, and
power loss denoted as Ladqy, Leomm, and Ly, respectively. The adversarial loss seeks to
minimize the eavesdropper’s ability to successfully classify the signal, the communications
loss looks to minimize the BER impact at the receiver, and the power loss seeks to minimize
the power of the perturbation, thus keeping the adversarial signal similar to the scale of
the original signal. These losses are summed together to provide an overall loss metric for
the training process. In order to tune each of these loss terms, balancing constants are set
for each of the losses. This helps set the desired trade-off between communication success
and classification evasion for a given application. The three constants, « for L.4,, 8 for
Lcomm, and v for Ly, are assumed to sum to 1 and have a range of [0,1]. As a grows, the
transmitter becomes more focused on evasion and the adversarial signal tends towards noise.
As 8 increases, communication improves at the detriment of the evasion ability. As v grows,

the perturbation becomes more limited in power. Testing was done to ensure that each
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loss function was relatively the same scale compared to each other without the weighting
constants. This was done to ensure that one of the losses wasn’t orders of magnitude larger
(and would therefore drive the training process) or smaller (and therefore be irrelevant) when

compared to the others.

Each of the separate loss functions are constructed so that they converge to 0 when achieving
their desired effect, as is typical of other loss functions used to train DNNs. The optimization
technique Adam, which utilizes gradients of the loss, is used during training which therefore

requires the loss functions be differentiable [77].

Adversarial Loss

Adversarial loss looks to maximize the ability of the AMN to evade classification by the
eavesdropper. In this sense, the intent of the adversarial loss metric mirrors that of a loss
that would be used in more traditional evasion techniques such as FGSM. The metric used
is the confidence the eavesdropper network has that the received signal is the original source
modulation, determined by a softmax output. A decrease in this confidence can lead to a
successful untargeted attack when the true class is no longer the one determined as most

probable by the classifier.

In typical classification machine learning problems, cross-entropy is used as the loss function
but this has the inverse behavior that is desired as it will approach 0 only as the confidence
grows. Instead, the loss function used is rooted in log-likelihood and approaches 0 as the
confidence decreases but tends toward oo as the confidence increases. The adversarial loss

is defined as

Lagy = —log(1 — py) (3.4)

where p, represents the confidence of the original source modulation scheme and is obtained
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as the result of a softmax activation layer at the output of the eavesdropper’s AMC network.
This work only evaluates untargeted attacks but could easily be used to implement a targeted
attack using —log(p,;) where p; is the confidence in the targeted modulation scheme. The
loss presented here is updated from Eq. (2.6) to follow a more log-likelihood-based approach
consistent with other areas in machine learning. This helps the classification accuracy stay
minimal because this new loss will approach co as the confidence in the true source mod-
ulation gets closer to 100%, forcing the AMN to learn to drive the classification accuracy

down.

Communication Loss

The intent of the attack presented in this work is to carry out an attack that evades classifica-
tion by a malicious eavesdropper while simultaneously allowing for effective communication
between a transmitter and receiver. While the adversarial loss metric described above helps
accomplish the former, it has a negative impact on the latter. As the AMN has increased
success at fooling the eavesdropper, this typically means that the transmitted signal is very
different from the original and therefore the communication reliability will degrade. The
communication loss is therefore included to guide the AMN to find a better balance between

adversarial success and communication success.

One way to quantify the reliability of the intended communication link is with BER. In the
system model used in this work, the bits are retrieved by making a hard decision on the
received symbols. Unfortunately, this process is not differentiable which means a gradient
can’t be calculated for the training process. The reason for that it is not differentiable is due
to the hard decision process used in this work to determine received symbols. This is done
by determining the symbol closest to the received symbol out of all possible symbols using

an argmin determination. This argmin makes the hard decision process non-differentiable. If
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the hard decision process was differentiable, this loss could simply be a mean squared error
(MSE) between the original and received bits or could be defined by a gradient formula
as shown in [74]. In order to circumvent this issue, the communication loss utilizes two

components, BER and error vector magnitude (EVM) of the symbols and is defined as

Lcomm = br X EVM(St$7 St;r:+p) (35)

where b, is the BER calculated using the signal received over the noisy channel after the
bits have been decoded with FEC. Since the encoding used in this work is done at the bit
level instead of encoding the symbols, the error calculations are also performed on the bits
rather than just on the symbols (the latter of which was done in the prior work). The EVM
shown in the loss function represents the distance between the original symbols and the
noiseless symbols after the perturbation is added. The EVM is calculated as Sy, — Siptpl-
The noiseless version of the symbols are used in the calculation rather than those that have
undergone the AWGN channel so that the added randomness of the noise is not present in
the EVM. The BER calculation, however, is made based on the noisy symbols since this
is what is seen at the receiver. EVM is used in the loss because it is differentiable; thus
the BER serves as a magnitude of the adjustment while the EVM serves as a direction for
the weights to update. This is similar in design to how in FGSM, the sign of the gradient
specifies the direction while the limiting factor, €, determines the magnitude or severity of
the update; however, in this framework, the magnitude changes as the BER changes whereas

€ is held static regardless of communication success.
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Power Loss

The third and final loss component used in this work is the power loss. The power loss aims
to reduce the power of the perturbation compared to that of the original signal. The loss is

calculated using an altered version of the signal-to-perturbation ratio (SPR), given as

1 E
Lo = = (3.6)

E,/E,  E,
where E, is the energy of the perturbation and Fj is the energy of the signal. The ratio is
switched so that it decreases as the perturbation energy decreases, mirroring the behavior
needed for the loss function. Additionally, the above equation is done on a linear scale rather
than logarithmic so that the values are between 0 and co rather than —oo and co. This allows
the loss to converge to 0, providing numerical stability during training. This is an update
from Eq. (2.8) and allows for more variability in power loss calculation than the previous

maximum-based loss that instead attempted to impose a hard limit on the perturbation.

3.2.3 Training and Testing Process

The training process follows that depicted in Figure 3.3. The encoding and whitening of
the randomly generated bits occurs before the modulating, sampling, and shaping processes
and the final transmission process is the adversarial signal generation via the AMN. Before
transmission, the adversarial signal is normalized so that the average symbol power is 1,
enforcing a power budget. PyTorch is used to implement the AMN and training process.
The training and testing is performed in a simulated environment, rather than OTA which

is how the losses are able to be passed back to the AMN.
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Figure 3.3: The communications aware attack framework training process. Three loss func-
tions (power loss, communications loss, and adversarial loss) are utilized by the AMN during
the training process to intelligently craft the signal perturbations for the given spectral en-
vironment. This training is performed in a simulated training environment.

3.3 Results using Implicit Approach

The communications aware attack framework just described was used to train a variety of

AMNSs. There are four main focuses for the results:

e to determine the difference in communication and evasion capabilities between AMNs

trained with and without FEC in order to prove implicit learning of the FEC

o to study the effects of the adaptations made on the communication aware framework

when compared to prior work

 to understand the impact of changing v (power loss constant) and thus varying the

power, and therefore impact, of the perturbation to understand the trade-offs involved

in limiting the perturbation power

» to examine the success of the attack across different coding schemes, source modula-

tions, and AMC networks to ensure generality of the implemented framework
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In these results, the value of the power constant, v was varied in order to study different
perturbation powers. For ease of analysis, the o (adversarial loss constant) and § (commu-
nication loss constant) values were fixed at 70% and 30% of the remaining 1 — ~ respectively
(since the three loss constants are set to sum to 1). These values were set such that evasion
was prioritized adequately regardless of the value of . Otherwise, the transmitter would not
successfully evade signal classification for larger v as the value of a would be too insignificant.

These exact values were determined based on trial and error.

3.3.1 Intelligent Perturbations with FEC

The addition of FEC inherently improves the intended communication link during an eva-
sion attack given its inherent ability to correct bit errors; however, this work aims to show
that the developed improvements to the communications aware attack improve the perfor-
mance beyond the FEC’s capabilities acting alone. In other words, there will certainly be
improvement in the communication success due to the nature of FEC coding but this work
will show that there is additional improvement based on the AMN’s ability to learn the code
improve the communication link as well. To demonstrate this, Figure 3.4 shows the results of
both the framework considering FEC during training and the framework when FEC is taken
out of the training process for a 7 set to 0.1 (shown with the solid lines). The modulation
scheme and FEC coding are QPSK and Hamming (7,4), respectively. As can be seen, there
is improved intended communication performance given that the SNR differences between
the BER curves for Hamming (7,4) and non-coded communication links are further apart
than their respective theory curves in the code’s operating region. For example, the SNR
required to achieve a BER of 1073 using an AMN trained with FEC has an improvement of

roughly 1.5 - 2 dB over an AMN trained without.
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Figure 3.4: The performance shown is for Hamming (7,4) and v values of 0.1 (solid lines)
and 0.7 (dotted lines). This is the intended communications link BER and eavesdropper
classification accuracy for different values of SNR (E,/Np) given a QPSK modulated signal.
The baseline theoretical curves of BER are shown given both FEC coding and non-coding as
well as the baseline classification accuracy of the eavesdropper with no perturbation applied.
In each case the addition of FEC in the training process improved communication with
respect to BER with little to no degradation in the reduction of eavesdropper performance.
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To further emphasize the improved framework’s ability to inherently leverage the FEC code,
this figure also shows the BER curve when the transmitted signal utilizes a Hamming (7,4)
code but is perturbed using an AMN that was trained on signals without FEC. This ap-
proach is important because it allows for better understanding of the improvement that can
be seen due to the inherent nature of FEC without the AMN having examples of it during
training. If there is still improvement between this scenario and that of when the AMN
is trained with FEC, then it can be seen that the AMN inherently learned to utilize the
coding. In this case described, there is still a roughly 25% improvement in communication
performance. These results show that the AMN has inherently learned how to more intelli-
gently craft the perturbation when FEC is present in the training process such that it limits
the hit on communications performance, allowing for a better balance between evasion and

communication success.

While Figure 3.4 shows that there is a noticeable improvement in communications per-
formance, for this case there is also an increase in the eavesdropper’s classification success.
However, this is a very small improvement compared to the communication improvement and
both still result in misclassification. Additionally, the accuracy of the transmitters trained
with and without coding is the same for the region of operation. This operation region exists
in the SNR region after the intersection point of the coding and non-coding BER curves,
after approximately 9 dB SNR. For SNR values less than this, the communication ability of
the FEC-enabled signals is actually worse so it would not be practical to use in this region.
Therefore an increase in eavesdropper accuracy for the FEC-enabled AMN is less important
outside of the intended operating range than it is for higher SNR within the operating range
where the adversarial success is more equal. However, in studying this effect further, Figure
3.5 demonstrates an observed case where the impact to communications between the AMN

trained with FEC and that without is more equal, as indicated by the green and red lines
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Figure 3.5: The performance shown is for Hamming (7,4) and a v value of 0.1 when the
communication impact between coding and non-coding is more equal. This is the intended
communications link BER and eavesdropper classification accuracy for different values of
SNR (E;/No) given a QPSK modulated signal. The baseline theoretical curves of BER are
shown given both FEC coding and non-coding as well as the baseline classification accuracy
of the eavesdropper with no perturbation applied. The evasion success is shown to be better
when using coding given similar communication reliability.
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Figure 3.6: The performance shown is for Hamming (12,8) and a ~ value of 0.1. This is the
intended communications link BER and eavesdropper classification accuracy for different
values of SNR (E/Ny) given a QPSK modulated signal. The baseline theoretical curves of
BER are shown given both FEC coding and non-coding as well as the baseline classification
accuracy of the eavesdropper with no perturbation applied. This shows that the results
generalize to other coding schemes even without changing the AMN architecture or training
process.
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being closer together. In other words, transmitting encoded signals using the AMN trained
with FEC would offer the same BER as transmitting encoded signals using the AMN trained
without FEC. When this occurs, the accuracy of the eavesdropper decreases when the AMN
is trained with FEC. Therefore, if the desire is to improve the evasion performance, the trans-
mitter trained with FEC can decrease the success of the eavesdropper’s AMC' if maintaining
the same level of communication reliability as a transmitter trained without FEC instead of

improving the reliability.

Figure 3.6 shows similar trends for a Hamming (12,8) applied to a QPSK signal. No changes
were made to the training process, including architecture configuration, loss constants, and
signal length, other than changing the scheme used to encode the signals. As can be seen
by the plots, the same behavior and trends observed for Hamming (7,4) continues for the
Hamming (12,8) scheme. The Hamming (12,8) performs better than Hamming (7,4) as the
improvement in communication is still distinguishable but the eavesdropper’s classification
accuracy is nearly identical. Given these results, it is shown that the AMN is able to learn to
use the coding without any architecture changes since it learns the FEC implicitly and doesn’t

rely on knowledge of the specific coding, assuming hard-decision block coding is used.

As discussed in Section 3.2, the ~ value represents the weighting of the loss function that
controls the power of the perturbation relative to the signal. To show the impact of =,
Figure 3.4 also shows the results when v is increased from 0.1 to 0.7 (shown with dotted
lines). This higher v value means the training process prioritizes the goal of minimizing the
perturbation power over that of evasion. This effect can be seen in the figure as improved
BER performance at the cost of increased classification accuracy as expected. As seen in
Figure 3.4, while there is still a communications improvement between the non-coded and
FEC-enabled AMN implementations, the difference in eavesdropper success is much more

pronounced. This shows the result that the FEC-enabled AMN offers much more clear
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improvements for lower values of +. In other words, the improvement when training using
FEC is most significant when the evasion is prioritized (« is larger) since the FEC-enabled
AMN is more efficient with the limited communication and power losses. This can also be
understood as the FEC-enabled AMN offers more benefits when the perturbation is more
powerful which makes intuitive sense due to the added error correction present in training

and testing.

It was seen that the attack could be generalized across different FEC schemes but it is
also important to ensure that this is the case across different modulations without updates
to the framework. Figure 3.7 shows the attack carried out for 8-PSK with a v value of
0.1 as this was the predominant v used for QPSK testing. As the plots show, the attack
provides an extremely drastic improvement in communication when training with FEC both
over the non-coded attack and the attack that utilizes coded signals after training without
FEC. When not training with FEC, the communication hit renders the attack borderline
impractical but when utilizing FEC to train the AMN, there is about a 6 dB improvement
that makes the BER much more reasonable. While the eavesdropper accuracy is higher for
the attack that doesn’t utilize FEC, the difference only occurs for the range of 5-9 dB and
the evasion success of the attack with FEC is still very low, never getting above 10%. Figure
3.8 then shows the attack employed with 16-QAM. In this attack, there is communication
improvement shown by the gap in BER being larger for the attack curves than for the
theoretical curves. Additionally, the intersection point between the coding and non-coding

BER curves is shifted about 2 dB lower, enlarging the operating range.

Figure 3.9 shows the BER of the intended communications link and the classification ac-
curacy of the eavesdropper for a variety of v values assuming a 16-QAM signal held at a
constant SNR of 12 dB. 12 dB is used because it is in the middle of the range of SNRs where

FEC offers improvement in BER. As can be observed, as - increases, the perturbation power
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Figure 3.7: Intended communications link BER and eavesdropper classification accuracy for
different values of SNR (E,/Np) given a 8-PSK modulated signal. The baseline theoretical
curves of BER are shown given both FEC coding and non-coding as well as the baseline
classification accuracy of the eavesdropper with no perturbation applied. The performance
shown is for Hamming (7,4) and a v value of 0.1. This shows that the results generalize to
other modulation schemes without changing the AMN architecture or training process. The
communication success is substantively better for the coded approach.
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Figure 3.8: Intended communications link BER and eavesdropper classification accuracy for
different values of SNR (E,/Np) given a 16-QAM modulated signal. The baseline theoretical
curves of BER are shown given both FEC coding and non-coding as well as the baseline
classification accuracy of the eavesdropper with no perturbation applied. The performance
shown is for Hamming (7,4) and a v value of 0.7. This shows that the results generalize to
other coding schemes even without changing the AMN architecture or training process.
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Figure 3.9: Intended communications link BER and eavesdropper classification accuracy
given a transmitted 16-QAM signal with SNR=12dB for different weightings of the power loss
function during the communications aware attack framework’s training process (represented

by 7).

loss is more prioritized which leads to the perturbed signal being closer to the original signal.
As this occurs, the BER decreases but the accuracy increases as would be expected, and as is
seen across all modulation schemes and FEC codes tested, further ensuring generality across
configurations. This shows that the behavior of the attack follows what would be expected as
the loss constants vary, i.e. there is a trade-off between evasion and communication success.
Further, in looking at the slope of the eavesdropper accuracy plot in Figure 3.9, it can be
seen that the accuracy starts to drastically increase as v goes up. This would indicate that
smaller v are more efficient for this attack, as was also determined based on the results from

Figure 3.4.

The results of this work show that the FEC-enabled AMN is able to improve the trade-off
between evasion and communication success. For a given level of communications success,

the evasion can be improved with an AMN trained with FEC over one trained without it.
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Additionally, the attack can be generalized to other modulation and FEC schemes without

needing to change or update the architecture of the AMN.

3.3.2 Spectral Improvement

The communications aware attack framework developed in the previous work inherently
tended to spread the perturbation out-of-band of the transmitted signal to reduce impact
on the communications link, given the assumption of oversampling at the eavesdropper (an
intuitive result indicating correct functionality) [12]. Figure 3.10a shows the spectrum usage
of the signal and perturbation for both the developed and previous framework in [12]. As
can be seen, this work improves on the spectral efficiency of the perturbation by moving
more of the perturbations in-band and reducing out-of-band emissions. While there is still
perturbation outside the main band, it is less significant in power (by about 20 dB) and
more closely follows the frequency structure of the original signal. This is important because
the eavesdropper could attempt to remove the perturbation using a preprocessing such as
low-pass filter. The signal crafted using this work would be more robust to this defense
compared to that of previous work since it is more powerful in-band. Additionally, this
is important because it allows the signal to better stay within an allotted frequency band.
These improvements are due to the AMN and loss constant (predominantly the power loss)
updates of this work since the AMN now has to learn to craft a legitimate signal and
is penalized by the power loss if it doesn’t. In the previous work, only a perturbation
was crafted and there was no incentive to have the combined perturbation and original
signal appear benign. Figure 3.10b shows a plot of the time domain for the original signal,
the adversarial signal generated using [12], and the adversarial signal generated with this
work. The signal created with the framework developed in this work more resembles the

original signal in structure. The adversarial signal in prior work is less smooth due to its
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Figure 3.10: The (a) spectral shape and (b) time-domain representation of a transmitted
QPSK signal with and without perturbation. The improved communications aware frame-
work developed in this work reduces the out-of-band effects caused by the perturbation over
the prior work.
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high frequency content, especially in the minima. Additionally, the signal power given this
approach is equal to the original signal but the prior work generates a signal with an 8-10%
increase in power. Therefore, this work presents an attack that is both more spectral efficient

and power efficient than the prior work.

3.3.3 Transfer Learning

The results up until this point have assumed that the AMN has knowledge of the eavesdrop-
per’s specific architecture and trained weights. This is used in training to determine the
adversarial loss using the output of the AMC network and the weights are used to allow for
backpropogation to the AMN. While this assumption of complete knowledge is tolerable for
understanding if the communications aware attack works in a best case scenario, this is not
practical in real world scenarios as this knowledge of a malicious entity is unlikely. There-
fore, this attack is tried against 3 additional forms of the eavesdropper, each with different
assumptions made about the similarities between the AMC used in training and that seen
in the actual execution of the communications aware attack. The first assumes an AMC
with the same architecture and training data but trained independently from the training
AMC. The second assumes the same architecture but different training datasets. However,
while the dataset is different, it still assumes similar data, i.e. the same modulation schemes,
SNR range, etc. The third and final AMC is one that has a different dataset and a different
architecture. Specifically, a third convolutional layer is added to the AMC. This method of
carrying out the adversarial machine learning attack against eavesdroppers that the attack
wasn’t trained on is also referred to as transfer learning and is important in understanding

the applicability of the attack to real world use cases.

This transfer learning study is carried out for two different attacks to understand how well
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Figure 3.11: The eavesdropper’s classification accuracy for an FEC-enabled attack with a ~
value of 0.1. Shown is the evasion success for the original training eavesdropper, one with the
same dataset and architecture, one with the same architecture but different dataset, and one
with both a different architecture and dataset. Additionally the un-attacked classification
accuracy is shown. The attack is still successful for all eavesdroppers even though they were
not the ones used in training, as the resulting classification accuracy is within about 1% of
the original.

the attack can generalize to other AMC networks. Specifically, the attacks correspond to the
two QPSK, FEC-enabled attacks shown in Figure 3.4. One involves a v value of 0.1 and the
other a 7 value of 0.7. This is done to see how well the attack transfers when the perturbation
is more powerful (y = 0.1) and when it is less powerful (y = 0.7). The evasion success for

all three cases are compared to the original evasion success when the attack assumes perfect

knowledge of the eavesdropper.

Figure 3.11 shows the results of the transfer learning attack for an attack trained with a
v of 0.1, meaning the perturbation power less restricted. Two baseline accuracy curves
are shown, showing the classification accuracy when the AMC is fed normal, unperturbed

signals. As expected, all of the eavesdroppers that had the same architecture had essentially
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Figure 3.12: The eavesdropper’s classification accuracy for an FEC-enabled attack with a ~
value of 0.7. Shown is the evasion success for the original training eavesdropper, one with the
same dataset and architecture, one with the same architecture but different dataset, and one
with both a different architecture and dataset. Additionally the un-attacked classification
accuracy is shown. The attack is still successful for all eavesdroppers even though they
were not the ones used in training. The eavesdropper that uses a different architecture had
slightly higher classification accuracy when attacked but was still successful in significantly
lowering the accuracy of classification.
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the same baseline accuracy even if trained with a different dataset. The eavesdropper that
incorporated an additional convolutional layer had different accuracy that was actually worse
for the considered scenario. Figure 3.11 also shows evasion success for all four eavesdroppers
that the attack was tested on. The classification accuracy is the same for all four, plus or

minus about 1%.

Figure 3.12 shows the resulting eavesdropper classification accuracy for the four eavesdrop-
pers when tested with an attack trained with a v of 0.7, where the perturbation power is
more restricted. One again, the attack still results in low classification accuracy for all four
eavesdroppers, even though the attack was only trained on one of them. For this case, it
is seen that the eavesdropper that was trained with different data and employed a different
architecture classified the signals about 3-4% better than the other three eavesdroppers,
even though its baseline accuracy was worse. This is due to the fact that this eavesdrop-
per is the most different from the eavesdropper used in training. However, even given this
slight improvement, the attack is still successful in significantly decreasing the classification

accuracy.

The results of Figure 3.11 and 3.12 show that the attack can be successfully transferred to
other eavesdroppers the attack was not trained on and that the AMN only needs to be supplied
with a generally similar eavesdropper. While there may be some reduction to the evasion
success when the attack is carried out on a different eavesdropper, as shown in Figure 3.12 for
the eavesdropper employing a different architecture, it is not a large reduction and the attack
is still results in significantly lowered classification accuracy. This is an important takeaway
for ensuring the communications aware attack can still be carried out in scenarios where the
AMN doesn’t have complete access to the eavesdropper during training, something true in
many real world applications. Intuitively, as the architecture of an eavesdropper diverges

more from that used in training, the performance of the attack decreases.
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3.3.4 Convolutional Coding

The results shown in this chapter have considered block codes, specifically Hamming, as the
category of FEC employed by the communication system. While this offers insight into the
impact that FEC has on the training and success of communications aware attacks, other
coding schemes such as convolutional codes are much more prevalent in modern communi-
cations systems. Block codes were used as a baseline for quantifying the benefits of utilizing
FEC in the attack and how the AMN is able to learn to make use of the coding. These
results and trends should transfer to other coding schemes, such as convolutional codes, just
as it did between different Hamming codes as shown in Figure 3.6. This subsection addresses

this concept more directly.

For these results, the same architecture, data, and training process as the previous results
of this chapter were employed. The only difference is that the FEC used is a convolutional
code with a rate of 1/2 and a constraint length of 9. This means there are 2 encoded bits for
every 1 decoded bit and the shift register used to determine the output is 9 bits long. Two
different configurations were tried, one with a v of 0.1, and one with a v of 0.7, the same as

the configuration utilized in Figure 3.4.

Figures 3.13 and 3.14 show the results for v values of 0.1 and 0.7, respectively. As can be
seen in both figures, the BER of the coded signals is much better than the signals that don’t
utilize FEC given that convolutional codes have much stronger correction capabilities than
the Hamming codes previously studied in this chapter. Similar to the behavior seen when
studying the effects of training with Hamming codes in Figure 3.4, the BER is lower for the
adversarial encoded signals crafted with an AMN trained with FEC than for encoded signals
perturbed with an AMN that was not exposed to encoded signals during training. This is

seen for both a v of 0.1 and a v of 0.7 and indicates that the AMN is able to learn to improve
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Figure 3.13: The performance shown is for convolutional coding with a rate of 1/2 and
constraint length of 9. The attack configuration uses a + of 0.1. This is the intended
communications link BER and eavesdropper classification accuracy for different values of
SNR (E;/No) given a QPSK modulated signal. The baseline theoretical curves of BER are
shown given both FEC coding and non-coding as well as the baseline classification accuracy
of the eavesdropper with no perturbation applied. The addition of FEC in the training
process improved communication with respect to BER and improved the evasion success
with respect to the classification accuracy.
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Figure 3.14: The performance shown is for convolutional coding with a rate of 1/2 and
constraint length of 9. The attack configuration uses a + of 0.7. This is the intended
communications link BER and eavesdropper classification accuracy for different values of
SNR (E;/No) given a QPSK modulated signal. The baseline theoretical curves of BER are
shown given both FEC coding and non-coding as well as the baseline classification accuracy of
the eavesdropper with no perturbation applied. The addition of FEC in the training process
improved communication with respect to BER with little degradation in the reduction of
eavesdropper performance.
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communication, through lowering BER, when exposed to FEC during training. In addition,
when the RF signals utilize FEC but are perturbed with an AMN that wasn’t trained with
FEC, the classification accuracy becomes higher than the FEC signals perturbed with an
AMN trained with FEC, when ~ is 0.1. This means that when employing convolutional
coding in a communications system, both the evasion and communication success can be
improved when trained with coding. In general, when an AMN 1is trained with convolutional

coding, it is able to better limit the trade-off between the communication and evasion success.

These results are for a more implicit approach, as was done with the other results in this
chapter so far, where no characteristics of the coding scheme employed is used to dictate
the architecture or training process of the AMN. Future work could consider a more explicit

approach that specifies the AMN architecture based off the constraint length.

3.4 Explicit Knowledge

Up until this point, the results and framework have made the assumption that no explicit
information about either the existence of coding or specific information about the coding
scheme in use was provided to the AMN or used during architecture design. The intended
result was to show that the AMN would be able to utilize the coding implicitly based on solely
the generic architecture and learning process, as was then shown to be true in Section 3.3.
While this is beneficial because it allows for easy changes in coding scheme and modulation
without needing to reconfigure the architecture, something that may be needed for real world
applications that are resource constrained, it may limit the ability for the AMN to utilize
the FEC coding to the fullest potential. Intuitively, it would make sense that if provided
with knowledge of the coding strategy in use, and configured properly to account for this,

the evasion attack described in this work should become even more successful.
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3.4.1 Background

There are a few different ways that the training process could supply the AMN with explicit
knowledge of the coding scheme. One would be to do so utilizing the loss functions. The loss
functions could be re-implemented such that they reward behavior in the perturbation that
utilizes the code such as placing a high perturbation on one specific symbol within a coding
block. However, this may prove to be too complicated of an approach since the loss functions
would still need to be differentiable. Being differential and providing explicit FEC coding
information are two difficult aspects that would need to be combined and simultaneously
satisfied. This leads to the second method, the one studied in this work, that looks to change
the architecture of the CNN used by the AMN as a way to explicitly leverage the FEC code.

One way to do this is with the striding and kernel size of the convolutional layers.

As was mentioned previously, this work predominantly utilizes block codes as the form of
FEC. This means that blocks in the signal are coded independently and have no inter-block
relation. Given this structure, if the kernel size (number of samples included in a convolution)
and stride length (how many samples the kernel moves between convolutions) are set to be
equal to the coding block size, then the convolutions would follow along the natural block
structure of the coded signal. In the previous implementation, the configuration of the
convolutional layers, namely the stride and kernel size, was not adjusted to match the FEC
code blocks so the coded signal and convolution were not synchronized and therefore the
AMN was not optimized to learn to utilize the coding. This implicit approach is illustrated
in Figure 3.15 where the stride length is 1 and the kernel size is not equal to that of the FEC
block size. In contrast, the proposed explicit approach is illustrated in Figure 3.16 where the
stride length and kernel size are equal to the FEC block size. The stride length and kernel
size illustrated in these figures are meant to serve as an example of possible values and the

general approach, they do not reflect the actual values used.
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Coding Block 1 Coding Block 2

~

Sample 5 Sample 6

Figure 3.15: The implicit approach used in Section 3.3 and prior work. In this approach
the stride length is 1 and the kernel size is unrelated to the FEC block size, meaning no
information of the coding scheme is explicitly provided to the AMN. The kernel size is 2 and
the block size is 3. These values serve as examples so that the process can be seen visually,
the true values were a stride of 1 and a kernel size of 7.

Coding Block 1 Coding Block 2

Convolution #2

Figure 3.16: The explicit approach proposed in this section. In this approach the stride
length and kernel size are equal to the FEC block code size, 3 in this scenario. This means
the AMN should be better suited to learn characteristics of the actual FEC scheme is use.
These values serve as examples so that the process can be seen visually, the true stride and
kernel size were larger.
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Given this new implementation, with specifically tailored striding and kernel sizes, the con-
figuration of the CNN employed by the AMN will need to be changed not only for different
FEC schemes but also for each different modulation due to differences in the number of bits
per symbol for different modulations because this changes the effective block size. The FEC
block size is indicated in bits but the convolutional layer operates over samples so the number
of bits need to be converted to the number of corresponding samples. When changing the
modulation scheme, the number of bits per symbol (and therefore sample) changes, creating
a different effective block size and requiring a change in the stride and kernel size of the

convolutional layer.

3.4.2 Implementation

This work on utilizing explicit knowledge is intended as a preliminary observation into the
potential implementations that can be leveraged as well as the success seen with such ap-
proaches. Due to this, the approach of updating the kernel size and stride length to match
the coding block size was implemented for just one modulation scheme and FEC block code
in order to see initial results. A more general study is left as future work. The configuration
studied is QPSK and Hamming (12,8) for the modulation and FEC code respectively. For
this given implementation, there is a limitation on the types of coding schemes that can
be used. The coding block size, in bits, must be divisible by the bits per symbol (BPS)
of the modulation scheme. Otherwise some of the resulting symbols and therefore samples
during the modulation process would be made of bits from two different FEC coding blocks.
Such a scenario would make the approach more like the implicit approach discussed earlier
in the chapter. For example, Hamming (7,4) would only work for BPSK (BPS of 1). Ham-
ming (12,8), on the other hand, is feasible for BPSK, QPSK (BPS of 2), 8-PSK (BPS of 3),
16-QAM (BPS of 4), and 64-QAM (BPS of 6) since 12 is divisible by all BPS.
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Additionally, the transmitter processing stage needs to be updated for this approach. Pre-
viously, the bits were mapped to symbols, upsampled, shaped by an RRC filter, and then
perturbed with the AMN. However, due to the filter transients added by the RRC, this
process is not transferable to this explicit information approach. This is because the filter
transients add an odd number of samples to the signal and therefore the striding no longer
lines up with the coded blocks of the signal. Instead, the perturbation will be added between
the upsampling and the RRC filter. The signal input to the AMN is reshaped such that
the coding blocks get separated by being in different dimensions. The signal shape becomes
Batch x Channel x 1Q) x Block size x Time. This is different than the previous shape which
was Batch x Channel x 1Q x Time. An extra convolutional layer is added to the CNN (as
the first layer) in order to help learn the coding scheme. This layer is implemented as a 3D
convolution where the dimensions convolved over are the block size, the IQQ components, and
the time domain, and is added because of the increase in signal dimensions. In the previous
setup there were three convolutional layers, one that convolved over the IQ and time dimen-
sions and reduced the 1QQ dimension to a size of 1 and two additional layers that convolved
over the resulting, essentially one dimensional, signal (besides the added size in the channel
dimension). In the new setup an additional layer was added so this same approach could
be used: one layer that reduces the IQ dimension to a size of 1, one that reduces the block
size dimension to a size of 1, and an additional two layers to operate on the remaining one
dimensional signal. The extra layer (added as the first layer) is the sole layer that will utilize
the updated kernel and stride because the concept of FEC block size is most apparent before
the dimensions of the signal are rearranged by the convolutions. The value for each of these
for the given QPSK and Hamming (12,8) is 48 due to the samples per symbol of 8 and QPSK

mapping 12 bits to 6 symbols.
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3.4.3 Results

The success of this explicit knowledge approach was tested on an architecture optimized for
QPSK signals and Hamming (12,8). A v value of 0.5 was used along with a and 8 equal
to 70% and 30% of the remaining 1 — ~ respectively, in continuation of what was done for
the implicit implementation. This results in a « value of 0.35 and a 8 value of 0.15. A ~
of 0.5 was used as this was a good median value of configurations previously tested. These
constant values were also used because the success of the FEC-enabled attack for higher
~ values for the implicit approach was seen to result in a worse trade-off between evasion
success and communication ability. Therefore, seeing improvements in higher values of ~,
such as at 0.5, would be beneficial to the practicality of the approach. In order to show
improvement over an implicit approach, the results from this configuration are compared to
the same architecture trained with Hamming (7,4) QPSK signals. Since the architecture in
this case is still optimized for Hamming (12,8), training it with Hamming (7,4) is essentially
an implicit approach where the architecture configuration doesn’t reflect the coding scheme
and is not synchronized with it. If the AMN trained with Hamming (12,8) performs better
than that trained with Hamming (7,4), then it shows that the AMN learned to utilize the
coding structure explicitly. Additionally, the results of the two FEC coding schemes using
this updated architecture are compared to the same coding schemes trained with the previous
implicit-based architecture. This is done to ensure that improvements are due to the AMN’s
ability to explicitly learn an FEC code (Hamming (12,8) in this case) and not any underlying

benefits that one code may have over the other.

Figure 3.17 first shows the comparison between Hamming (7,4) and Hamming (12,8) when
the implicit approach from the previous sections in used (the AMN has striding and kernel
sizes unrelated to the coding block size). The difference in BER between the two attacks

is roughly equal to the gap between their theoretical curves, indicating the AMN learned
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Figure 3.17: Intended communications link BER and eavesdropper classification accuracy
for different values of SNR (E,/Np) given a QPSK modulated signal. A v of 0.5, v of 0.35,
and G of 0.15 are used. A comparison between an implementation with Hamming (12,8)
and one with Hamming (7,4) is shown using the implicit approach discussed earlier in the
chapter. The resulting BER for both attacks remain essentially constant when compared
to the theoretical curves and the classification accuracy is the same. This means that the
AMN learns to utilize both code schemes equally well when employing the previous implicit
approach.
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Figure 3.18: Intended communications link BER and eavesdropper classification accuracy
for different values of SNR (E;/Ny) given a QPSK modulated signal. A ~ of 0.5, a of 0.35,
and (3 of 0.15 are used. A comparison between an implementation with Hamming (12,8) and
one with Hamming (7,4) is shown where both utilize AMNs optimized for Hamming (12,8).
The attack utilizing Hamming (12,8) encoded signals observes better success, especially in
evasion ability.
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to communicate equally effectively between the two schemes. Additionally, the resulting
classification accuracy for the two is the same. This would be expected given the implicit

approach should allow the AMN to learn to utilize any coding scheme and do so equally.

Figure 3.18 shows the results for both Hamming (12,8) and Hamming (7,4) when using an
architecture that has been optimized to explicitly learn Hamming (12,8) coding by updating
the stride and kernel size. As can be seen from the theoretical curves, there is a slight
inherent BER improvement for Hamming (12,8) over Hamming (7,4). However, the BER
gain between the attack implementing Hamming (12,8) over that with Hamming (7,4) is equal
to or greater than the gain in the theoretical curves as was seen in the implicit approach
of Figure 3.17. Even given the slight improvement, the most noticeable and telling result
is that the evasion success is improved for Hamming (12,8). There is a 5-10% improvement
in evasion success for the SNR range tested and the success hits essentially 0% roughly
2 dB before the Hamming (7,4) attack. When comparing the two coding schemes while
employing an AMN where the stride and kernel size don’t match the block code (implicit),
the success is equal. However when comparing the two schemes while employing an AMN
configured for Hamming (12,8) (explicit), the success of Hamming (12,8) is better, especially
for evasion. These results show the AMN is well suited to learn the coding scheme when
provided explicit information of the structure through the architectural configuration, leading

to improved attack success.

While there is promise in these results, this is still just a preliminary study. As can be seen
from Figures 3.17 and 3.18, the communication became worse with the updated architecture.
This may be due to a decreased number of channels in the added convolutional layer which
results in decreased dimensionality for the AMN to adequately learn to communicate as well
as with the previous implicit approach. A study into the best architectural configuration

should be done to help improve this and determine the most suitable number of channels,
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layers, and placement of the layer with adjusted stride and kernel size (such as putting this
layer as the last layer rather than the first). However, this does not change the observed
result that the AMN can utilize specific striding and kernel size to better learn the employed

coding scheme in order to make more intelligent perturbations.

3.5 Conclusion

This work has shown that the communications aware attack framework, trained with signals
utilizing FEC, can inherently learn to leverage the added data redundancy to generate more
intelligent perturbations that have less impact on the intended communication link while
not impacting evasion performance against an eavesdropper. To achieve this, modifications
to the framework were developed that allow for improved feedback through the training
loss functions that more directly represent the impact of FEC on the intended communi-
cations link. Performance analysis shows that for the operating region of the FEC code,
the improved framework developed in this work was able to better evade the eavesdropper
for a given intended communications link bit-error rate over a system not utilizing FEC.
The results of this work demonstrate that the improved performance is not just due to the
inherent benefits of using FEC on the communications link, but also due to the framework
intelligently learning to manipulate the transmitted signal based upon the capabilities of
the given FEC code. Further, the improvements seen when utilizing FEC carry across other
FEC block codes and modulation schemes without changing the attack framework implemen-
tation. Additionally, this framework was shown to be successful for convolutional coding,
indicating it does not apply solely to block codes. It was also proved that the success of
the attack could be transferred to eavesdroppers other than the one used in training the

AMN including eavesdroppers employing AMC networks with different architecture. This
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means the attack can still be successful even when the AMN doesn’t have access to the true

eavesdropper.

In addition to the enhanced attack performance, the improved framework developed in this
work provides for perturbed signals that better hold their original spectral shape than what
was seen in the prior work [12]. A limitation of this and prior work was the assumption that
the eavesdropper oversampled the received signal naturally allowing for out-of-band pertur-
bations effects. This improved framework therefore allows for both relaxed eavesdropper

assumptions and more efficient bandwidth utilization of the perturbed transmitted signal.

Furthering this investigation into FEC adaptation of communications aware attacks, it was
found that the kernel size and stride length could be configured in a way that helps provide
explicit information of the coding during training. When doing this, improvements were seen

in the evasion success of the attack when compared to that of the implicit approach.

Ultimately, the results presented in this chapter show that DNNs can learn to enhance
adversarial attacks using aspects of the signal processing chain already inherent in most RF
communication systems. Using this, previous work in the RF machine learning field could be
improved without adding any overhead to what would normally be found in a communication

system.

More work should be done to optimize the explicit approach. It is possible that other
configurations of the convolutions may work even better than what was done in this work.
The results presented in Section 3.4 were preliminary and could be improved especially
with respect to the communication success. For instance more channels could be added
to the convolutional layers to allow for increased dimensionality, giving the attack network
more flexibility to learn. Further, targeted attacks should be examined to determine their

success within this framework. Results from the MI-FGSM approach discussed in Chapter 2
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showed extremely large perturbations were required to successfully execute targeted attacks.
The results and improvements offered in this chapter should make targeting attacks more

reasonable.

Additionally, while the work presented in this chapter provided improvements to the spec-
tral characteristics of the attack more work could be done to further improve the spectral
characteristics of the perturbed signal through the incorporation of loss metrics that aim to
keep the transmitted signal within its predefined spectral mask. This would have the added
benefit of improved performance against eavesdroppers with intelligent filtering processes
aimed at removing out-of-band perturbations. This is the focus of the next chapter. An-
other target for future work includes incorporation of knowledge of the channel propagation
effects between the intended receiver and/or eavesdropper, as was done in [41] for more

complex operating environments.



Chapter 4

Spectral Integrity

In communications aware attacks thus far, the idea of successful perception of the signal at
the receiver is driven using metrics such as bit error rate (BER) that indicate the success of
the communication. This chapter presents a new novel form of perception to be considered
alongside BER, that of spectral integrity. The previous works in this area have shown that
adversarial perturbations naturally tend to manifest out of the main lobe of the signal and
lead to adversarial signals that do not hold well the same spectral shape as the original
signal [12]. This change in the spectral shape of the signal poses a problem to the success
of the attack, as the eavesdropper could leverage preprocessing stages to reduce the impact
of the perturbation, such as with a filter, and the shape could potentially lead to increased
likelihood of detection that an attack is taking place since the spectral shape does not appear
benign. Additionally, typical communication links are assigned channels within a specific
spectral mask. The out-of-band spectral content could pose an issue with this constraint,

making the transmission non-compliant.

This chapter introduces both a new loss metric for training communications aware machine
learning-based adversarial evasion attacks and an altered attack method that both separately
help maintain spectral integrity of the adversarially perturbed signal while still successfully
achieving evasion and intended communications. Section 4.1 of this paper first provides a
background on the necessity of this study. Section 4.2 offers a solution by laying out a

process that perturbs symbols rather than samples. Section 4.3 then introduces candidate
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spectral integrity loss metrics and provides relevant performance analysis for attacks per-
formed instead on the samples. Finally, Section 4.5 concludes this work and briefly discusses

future work based on these findings.

4.1 Background

As has been shown in previous work [12], Chapter 3, and more specifically in Figure 3.10a, the
perturbation creation process in a communications aware attack tends to create a combined
adversarial signal that exhibits significant out-of-band frequency content. This can pose a
problem to the usability of the attack for a variety of reasons. First, an eavesdropper could
utilize various RF preprocessing strategies, like a matched filter, to remove this out-of-band
content, leaving only the perturbation that lies in the main lobe. Given how much of the
perturbation lies outside the main lobe, this could potentially render the attack ineffective.
Given the ease at which an eavesdropper could employ such a preprocessing strategy, it is
something that needs to be addressed and the communications attack updated to minimize

or eliminate this limitation.

An additional problem that could arise from the irregular spectral shape and behavior of
the adversarial signals seen in previous work is that this could be easily detectable by either
a human operator or machine learning system deployed to flag when attacks are occurring.
It would be fairly trivial to notice a difference between the perturbations and the original
signal shown in Figure 3.10a. Depending on the scenario in which the communications aware
attack is deployed, being detected might be just as detrimental as the decrease in evasion
success. For this reason, it is desirable that the final adversarial signal appear, both in shape

and structure, to be benign.

Finally, given the large number of devices and protocols operating in the frequency spectrum,
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especially with the recent release of 5G, spectrum allocation is becoming extremely vital.
Often, communication links are allotted specific frequency bands to stay within. By utilizing
out-of-band perturbations, the resulting adversarial signals may violate these spectral masks.
In a commercial environment where these assignments must be followed, this may force the
communication link to have to go offline. Additionally, it could cause interference with

communications in neighboring channels.

Given that the goals of going undetected and complying with the spectral mask should in
theory go hand-in-hand with the desire for the attack to be robust against filtering (more
benign frequency content would mean more of the perturbation in the main lobe and less
outside), these are addressed in tandem in this chapter. The focus of this chapter is there-
fore to increase the spectral integrity of the attack to achieve these goals and decrease the

potential limitations.

Throughout this chapter, the methodology, attack environment, eavesdropper architecture,
training process, etc. are the same as that introduced in Chapter 3 with the exception that
forward error correction is not implemented. This is done for the sake of simplicity so that
the results are solely reliant on the updates made for increased spectral integrity and not
on the benefits introduced with FEC. Additionally, the loss constants («, 3, and 7) are set
in this chapter to better test and address the trade-offs between the losses. The values for
these constants used in the results of this chapter represent only some of those tested and

are presented to best represent the general trends and behavior.

4.2 Perturbing the Symbols

One approach that can be leveraged in order to eliminate out-of-band content is to perturb

the modulated symbols of the communication stream. In the previous implementations of
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Figure 4.1: The process for crafting the adversarial signal at the transmitter. The upper
diagram shows the transmitter used in previous work such as Chapter 3 where the pertur-
bation is done on the final samples. The lower diagram shows the transmitter considered in
Section 4.2 where the perturbation is performed on the symbols before interpolation.

the attack the perturbation was instead computed and added to the samples. By doing so
on the symbols instead, the AMN in not able to utilize the extended bandwidth created
by oversampling the symbols and thus the perturbation will be restricted to the main lobe.
This approach is only valid for linear modulation schemes, other modulations would need to

utilize the approach developed in Section 4.3.

In order to compute and add the perturbation on the symbols, the AMN must be inserted
earlier in the transmission process. Rather than using this as the final step, as was done
previously, the perturbation is determined and added to the signal after the bits are mapped
to symbols for the given source modulation. After the perturbation is added, the adversarial
symbols are upsampled and filtered with the RRC filter to create the final adversarial signal.
The transmitter utilized in for this approach, as well as the one used previously, is depicted in
Figure 4.1. This is a novel approach that hasn’t been implemented in previous iterations of
the communications aware attack, or other RFML evasion attacks (such as those in Chapter
2) in general. The remaining aspects of the training process and AMN, such as the loss

functions, remain unchanged.
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Figure 4.2: The signals shown were created with AMNs of a = 0.3, f = 0.4, and v = 0.3
using QPSK modulation. This is the power spectral density (PSD) of the signals generated
when either perturbing the samples or the symbols. The method that perturbs the symbols
results in a perturbation and adversarial signal that minimally impacts the spectrum.
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Figure 4.3: The signals shown were created with AMNs of o = 0.6, § = 0.3, and v = 0.1
using QPSK modulation. This is the power spectral density (PSD) of the signals generated
when either perturbing the samples or the symbols. The method that perturbs the symbols
results in a perturbation and adversarial signal that minimally impacts the spectrum.
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In order to determine the success of this symbols-based implementation, it is compared to the
original samples-based implementation using the same configuration across both. The only
difference being where the AMN is placed in the transmission process. Two different loss
constant configurations are considered, one that prioritizes communication and another that
considers evasion more heavily. Figure 4.2 shows the spectral characteristics of each attack
method for the first configuration of a = 0.3, § = 0.4, and v = 0.3. As would be expected
intuitively, the resulting power spectral density (PSD) plot shows that when perturbing
the symbols, the perturbation and resulting adversarial signal have minimal impacts on the
spectrum. This is in contrast to the method where the samples are perturbed in which there
is side content. This continues to hold true for the second loss constant configuration of

a=0.6, 3 =0.3, and v = 0.1, shown in Figure 4.3.

Next it is important to consider the effects that this spectral improvement has on the BER
and evasion success. Figures 4.4 and 4.5 show these results for the configuration prioritizing
communication and that prioritizing evasion, respectively. For both scenarios, while there
is a slight performance loss for both BER and evasion success when perturbing the symbols
rather than the samples, it is not very substantial. Because of this, it can be seen that
implementing the communications aware attack that perturbs symbols rather than samples,
is successful given that there is strong improvement in spectral integrity with very minimal

detriment to BER and evasion.

While these results are extremely promising, it comes with a large assumption about the
attack environment. In order to place the perturbation on the symbols, it must be assumed
that the AMN has access to the intermediate stages of the transmission process in order to
place the perturbation process between the symbol mapping and upsampling. While this is
practical in many applications, this may be infeasible in scenarios where the RF processing

stage is a legacy system in which nothing can be changed within and all that is seen is the
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Figure 4.4: The signals shown were created with AMNs of @« = 0.3, § = 0.4, and v = 0.3
using QPSK modulation. This is the BER and eavesdropper classification accuracy for both
an attack that perturbs the symbols and one that perturbs the samples. While there is
slightly worse performance in both metrics for the attack carried out on the symbols, it is
not by much. Therefore even the improved spectral integrity does not come at the expense
of significant decreases in BER or evasion success.
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Figure 4.5: The signals shown were created with AMNs of o = 0.6, § = 0.3, and v = 0.1
using QPSK modulation. This is the BER and eavesdropper classification accuracy for both
an attack that perturbs the symbols and one that perturbs the samples. While there is
slightly worse performance in both metrics for the attack carried out on the symbols, it is
not by much. Therefore even the improved spectral integrity does not come at the expense
of significant decreases in BER or evasion success.
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inputted bits and the outputted signal. The attack implementation that operates on the
samples can be plugged in at the end of the transmission whereas the attack operating on
the symbols has to be inserted within the transmission process, potentially infeasible if it’s a
legacy system. Additionally, in a cover attack scenario, described in [7], where the AMN is a
separate entity, not co-located with the transmitter, the AMN needs to craft a perturbation
that can be combined with the clean, fully processed signal consisting of samples, not the
symbols. This is a realistic example of treating the RF transmission process like a block box
where the AMN would not have access to the symbols. In such a scenario, the symbols-based
method detailed in this section would not be feasible, however the implementation introduced
in Chapter 3 would be, given that it operates on the samples and acts as the last step in the
transmission chain. In order to provide stronger spectral integrity, the focus of this chapter,
updates need to be made to the implementation of Chapter 3 that still allow the AMN to
be the final step. In order to do so, a new loss function is introduced called the spectral
deception loss that replaces the previous power loss and looks to push the adversarial signal
to exhibit spectral behavior more like the original signal. This approach would be realistic
for both the black box transmission environment as well as one where the AMN has more
access. Additionally, this would be a more feasible approach when considering modulation

schemes that are not linear modulations.

4.3 Spectral Deception Loss

In this section, a variety of candidate spectrum deception loss metrics are presented, and
their different impacts on the adversarial signal’s spectral content are analyzed, along with
their performance on eavesdropper evasion and intended communication capabilities. As

previously discussed, it is desirable for the adversarial signal to have a similar spectral shape
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as the original signal so that it avoids detection and defensive capabilities. In this work,
we determine this similarity through the power spectral density (PSD) and associated phase

plot of the original signal, perturbation, and combined adversarial signal.

4.3.1 Examining the Necessity of Deception Loss

With the previous work, there was uncertainty over whether the power loss metric was
sufficiently useful at providing the desired intent of maintaining the original shape of the
signal. This was due partially to the fact that the two main performance metrics, BER and
evasion classification success, were driven directly by the communication and adversarial loss,
respectively, and not by the power loss. Additionally, the power loss and communication loss
were shown to push the network to converge in the exact same way for these metrics, as is

shown in Figure 4.6, leading to unnecessary redundancy among these two losses.

It makes sense that these two losses would provide similar results for the chosen performance
metrics; however, observation of the PSD of the resulting adversarial signal when prioritizing
each loss highlights the true differences between them. An example of this difference is shown
in Figure 4.7. Prioritizing the power loss results in a PSD shape for the perturbation that is
similar to the original signal. On the other hand, prioritizing the communication loss results
in a PSD that is more jagged in the center lobe and has significant side lobe content. From
this result, it can be observed that the power loss metric steers the training of the AMN to
keep the spectral shape of the original signal while the communication loss metric disregards

the original signal shape as long as the intended receiver is minimally impacted.

While the power loss appears to provide the exact behavior desired to maintain spectral
integrity, this is only true under an ideal scenario. In the power loss result shown in Figure

4.7, the power loss is the only loss prioritized; however, when being balanced with the
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Figure 4.6: The BER and eavesdropper classification accuracy for QPSK adversarial signals
when trained with either only communications loss (5 = 1) or only power loss (7 = 1). The
values are plotted over a range of 0-20 dB SNR. The theoretical values for the BER and
classification accuracy of QPSK are shown.
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communication and evasion losses, the shape, while still an improvement on previous work,
no longer resembles a clean signal and has some side lobe content as shown by the sample-
based perturbation in Figure 4.3. Spectral deception loss is introduced as a solution to
this problem so that the spectral integrity can be preserved even when successfully evading
and communicating, and is meant as a replacement for the power loss. The deception loss
operates in the frequency domain and thus allows for the AMN to better control the frequency
content of the signal as opposed to the prior power loss metric that controls the time content

of the signal. This should allow for better success in shaping the signal.

4.3.2 Deception Loss

The deception loss method developed within this work is based upon the frequency domain
characteristics of the signal. This is done so that the perturbation lies more in-band and
thus the adversarial signal will exhibit less side-lobe content and appear more benign. There
are two approaches considered in this work. The first is to force the perturbation to be
similar in shape (based off the resulting PSD) to a clean signal and the other is to make the
total adversarial signal (perturbation added to the original signal) similar in shape to a clean
signal. While the ultimate goal is to make the combined adversarial signal similar to a benign
signal (the latter approach), it was seen in previous results that when the perturbation was
in-band, the combined signal was as well (such as in Figure 4.3). It could prove to be easier
to shape the perturbation rather than the combined signal so both methods are considered.
Further, two representations of the signals are used, the fast Fourier transform (FFT) and

the PSD. Thus, there are 4 approaches considered. Minimizing the difference between:

o The original signal and perturbation’s FFT.

o The original signal and the perturbation’s PSD.
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o The original signal and the combined signal’s FF'T.

o The original signal and the combined signal’s PSD.

A function must be used in order to quantify the difference between the two signals. Three
functions, mean squared error (MSE), mean absolute error (MAE), and Huber, are examined

in this paper for their potential use in the deception loss and described further next.

4.3.3 Mean Square Error

Mean Square Error (MSE) is a regression loss function that determines the difference between
expected and actual values. In this paper, MSE is used as the average squared difference
between the original signal and either the perturbation or adversarial signal output by the

AMN. MSE is defined as:
l & .
- E i — G 4.1
n & (y Y ) ( )

where y is the value of the original signal and ¢ is the actual output. After calculation,
the MSE is normalized to the range 0 < MSE < 1 (essentially a max normalization or
form of Normalized MSE (NMSE)) to better align with the scale of the communication and

adversarial loss values.

4.3.4 Mean Absolute Error

While MSE is suitable for most scenarios, it does not handle outliers very well, as these dras-

tically bias the loss (the loss gets squared so large losses become even bigger by comparison).
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Mean Absolute Error (MAE) is a potential solution to this issue. The equation is defined

as:

1 n
LI 4.2
- ;1 i — Gl (4.2)

where the inputs to the function and normalization process are the same as above for MSE.
While MAE handles outliers better than MSE, it has a more difficult time converging due to
the slope of the loss not changing as the loss gets closer to zero (whereas the slope of MSE

loss decreases around this value), and since the loss has no gradient when g; = ;.

4.3.5 Huber

Huber is a hybrid loss function that offers a balance between MSE and MAE. It handles
outliers better than MSE, like MAE, but allows for better convergence at low loss values
like MSE. Huber loss mitigates the affect of outliers through an adjustable value, 6. If the
absolute difference between the expected and actual value is less than ¢, then Huber loss
calculates their difference using an equation similar to MSE. Otherwise, the affect of the

outlier is adjusted using MAE. The Huber loss function is shown below.

l( _ )2 _ 5
y—9) ly — 9| <9,
? (4.3)

dly — 9| — 36 otherwise

where y is the value of the original signal and g is the value of the perturbed signal or
perturbation itself depending on the method used as is described in the next section. The
equation above specifies the function used to calculate the difference between the value of

used in this work is 1 and the loss is normalized similar to the other metrics.
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The deception loss metrics to be discussed within this work are based upon the frequency
domain characteristics of the signal. The deception loss is intended as a replacement for the
power loss that sought to minimize the perturbation power in order to maintain similarity
with the original signal. For each of the potential approaches detailed above, some or all of the
loss functions (MSE, MAE, and Huber) are tested. Huber and MSE were the predominant
functions considered given MSE’s high usage in machine learning techniques and Huber’s
robustness and tendency to exhibit the positive aspects of both MSE and MAE. In the
following subsection, each of these methods will be analyzed within the considered AMN

evasion attack framework.

4.3.6 Results

The primary qualitative metric used when examining the success of the various spectral
deception loss methods at maintaining the spectral shape was visual inspection of the PSD.
Phase plots were additionally examined for the PSD-based deception loss approaches to see if
they still maintained phase information. Quantitative metrics used to validate the success of
the considered metrics include the BER of the intended communications link and the achieved
reduction in classification accuracy of the eavesdropper. The results presented in this section
are predominantly examined with AMNSs trained for BPSK and QPSK modulated signals.
However, other modulation schemes were also tested and exhibited the same characteristics
but are partially omitted for brevity. The eavesdropper’s AMC used in this work was trained
on BPSK, QPSK, 8-PSK, 16-QAM, and 64-QAM. The lost constants used are set based on

multiple trials and those shown are used to illustrate the general trends.
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FFT Approach with Perturbations

As mentioned previously, this FFT-based approach was tested using both the MSE loss
function and the Huber loss function. Figure 4.8 shows the resulting PSDs of just the
perturbation for the MSE loss, Huber loss, and the original power loss from Chapter 3 for
BPSK signals. This figure illustrates that there is slight improvement with the MSE method
over the power loss metric, but very minimal. On the other hand, the Huber loss method
exhibits much better behavior over the power loss metric of Chapter 3 given that the shape
of the perturbation is much more in-band to the original signal. This difference is due to the
fact that the Huber loss is able to better handle situations of extreme error, which can occur
during the training process especially at the start of training. Figure 4.9 shows the PSDs
of the resulting combined adversarial signals for QPSK signals tested with this method. As
can be seen from this figure, the Huber loss method is much more successful than the MSE
loss method in minimizing side-band content of the combined signal while both offer similar

main-lobe corruption power.

As expected, this trade-off in spectral shape performance comes at the detriment of intended
communication performance. Figure 4.10 shows the BER and eavesdropper classification
accuracy over the SNR range of 0-20 dB for the two methods, along with the theoretical
QPSK bit error rate with no perturbation added. When using loss constants of a = 0.5,
£ = 0.2, and v = 0.3, the BER rate for the Huber method is much worse than that of the
MSE method. Additionally, when the MSE deception loss is the only loss considered during
training (i.e. « and § are set to 0), the BER converges to the theoretical curve, which does
not occur for the Huber loss. However, by adjusting the loss constants, the communication
performance can improve as is shown by the Huber result with « = 0.1, § = 0.8, and
~v = 0.1. Naturally, this does lead to worse evasion performance. Interestingly, in Figure 4.9

it can be observed that the resulting spectral shape of the adversarial signal does not seem to
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Figure 4.10: The BER and eavesdropper classification accuracy for QPSK adversarial signals
when with trained the deception loss attempting to minimize the difference between the
FFTs of the perturbation and original signal using both Huber and MSE loss. The signals

correspond to those shown in Figure 4.9
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drastically change for this second Huber trial even though the deception loss is less prioritized.
This shows that the constants can be adjusted to meet the needs of the attack and that when
using Huber loss in the deception loss, the spectral shape can be maintained even when less
prioritized (so more priority can be spent on evasion or communication improvement). This

shows a more reasonable trade-off between spectral integrity and communication success.

FFT Approach with Combined Signals

The next approach examined is that of trying to minimize the difference between the FFT of
the combined adversarial signal and that of the clean, original signal. Like for the FFT-based
approach that operated on the perturbation, attacks with o = 0.5, § = 0.2, and v = 0.3
were first tried but also showed poor communication success like that seen in Figure 4.10.
For this reason, attacks with a = 0.1, § = 0.8, and v = 0.1 were predominantly examined.
In addition to Huber and MSE, MAE loss was also tried to see if it offered any better results.

The results shown are for QPSK signals.

Figure 4.11 first shows the resulting PSD plots of all three methods of attack. As was seen
previously, MSE still exhibits some out of-band content. The Huber and MAE methods, on
the other hand, result in adversarial signals that appear to match the clean signal perfectly.
The combined adversarial signal’s PSD is more similar to the original signal’s PSD for
this approach than in the first deception loss method examined in the previous sub-section
because the side content shown in Figure 4.8 was slightly more powerful for the adversarial
signal than for the original. This is not the case in this second method, shown in Figure
4.11. This is due to the fact that the previous method attempted to shape the perturbation
to cause the combined signal to appear like the benign, clean signal whereas this method
does it directly. Interestingly, the MAE perturbation appears to be less powerful outside the

main lobe than even the original signal, something not seen before. Also, the PSD of the
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Figure 4.11: The resulting PSD plots created by the MSE, MAE, and Huber loss methods
on the FFT of the combined signal for QPSK signals. MAE and Huber methods both
qualitatively match and mimic the original signal while the MSE method exhibits out-of-
band content.
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Figure 4.12: The BER and eavesdropper classification accuracy for QPSK adversarial signals
when with trained the deception loss attempting to minimize the difference between the FFTs
of the combined adversarial signal and original signal using both Huber and MSE loss. The
signals correspond to those shown in Figure 4.11.
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perturbations for MAE and Huber do not follow the same rectangular shape seen for the
perturbations in Figure 4.8 but are more irregular. This is because the goal is just to shape

the combined signal’s spectral shape for this method and not the perturbation.

When examining the BER and evasion success in Figure 4.12, the communication reliability
is good and the attack on the eavesdropper is still successful even with the small value of «.
The BER is actually better for the Huber method at higher SNRs than it is for MSE even
though Huber is much better for the spectral integrity. MAE is noticeably less successful in
it’s communication ability than Huber even though they offer the same result in the PSD.

Therefore MAE is not considered to be as viable of a solution as Huber.

The results shown in Figure 4.11 and 4.12 as well as those shown for the FFT-based per-
turbation approach indicate that these attack methods are valid solutions to the problem of
spectral integrity, based on qualitative observations of the PSDs. They are able to mimic
the PSD of the original signal without much degradation, if any, to the communication and
evasion success. This form of attack accomplishes the goal of lessening the likelithood of

detection and maintaining compliance with the spectral mask.

PSD-based Methods

As was done for the FFT-based methods, two PSD-based methods were examined: one that
tried to minimize the difference between the PSDs of the perturbation and the original signal
and one that did so for the distance between the combined adversarial signal and the original.
This PSD method is attempted because the goal is to match the PSD of the original signal so
it would make sense to use this representation directly for the loss. For both PSD methods,
all three losses (MSE, Huber, and MAE) were tried. Unfortunately, neither method proved

fruitful.
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Figure 4.13: The PSDs for the perturbations, original signal, and combined adversarial
signals created by the MSE, Huber and MAE loss methods for the perturbation PSD-based
approach. Loss constants of « = 0.3, = 0.5, and v = 0.2 are used for all as well as another
test of MAE loss with less priority on the deception loss.
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Figure 4.14: The BER and eavesdropper classification accuracy for QPSK adversarial signals
when trained with the deception loss performed on the PSDs of the perturbation and original
signal using MAE, Huber, and MSE loss. The signals correspond to those shown in Figure
4.13. While the evasion success is good, the communication is not suitable for use.
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Figure 4.13 shows the PSDs of the perturbation-based methods. While it appears that
they do a decent job of matching the perturbation to the original signal (especially the
MAE method when 7 is larger), this completely destroys the shape of the adversarial signal
which no longer resembles a benign signal. Additionally, the communication is completely
unsuccessful with this method. As is shown in Figure 4.14, the BER is extremely high
and does not decrease that much as SNR increases. One trial was run for MAE loss with
an increased priority on the communication but this only slightly improved the BER while

having a very drastic effect on the perturbation shape, which now lies greatly out of band.

The method utilizing the combined, adversarial signal did not fair much better. Figure 4.15
shows the resulting PSDs. While the adversarial signal appears more regularly shaped than
the perturbation-based PSD method, it does not look as benign as the adversarial signals
generated with the FFT-based methods. Additionally, as is seen in Figure 4.16, the BER is
once again very bad. MAE and Huber loss are better than that of MSE loss but still much

worse than would be needed for proper communications.

The reason for this poor performance is in part because of the loss of phase shift information.
While trying to minimize the difference between the adversarial signal’s PSD and a benign
signal’s PSD makes sense given that this is the metric being considered most important,
doing so makes it much harder to maintain the same phase shift. This is due to the fact
that the PSD is based off the magnitude of the FFT while the phase shift is based off the
angle. In the FFT-based approaches, the proper phase angles can still be learned since
this information is inherent in the FFT used to calculate the loss; however, for the PSD-
based approaches, this information is lost when the magnitude is calculated for the PSD
leading to a worse adversarial signal in terms of spectral integrity. This is first shown in
Figure 4.17 where the phase angle of the perturbation, combined adversarial, and original

signal is plotted across the entire normalized frequency domain. The hope would be that
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Figure 4.15: The PSDs for the perturbations, original signal, and combined adversarial
signals created by the MSE, Huber, and MAE loss methods for the combined signal PSD-
based approach. Loss constants of « = 0.3, § = 0.5, and v = 0.2 are used for all.
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Figure 4.16: The BER and eavesdropper classification accuracy for QPSK adversarial signals
when trained with the deception loss performed on the PSDs of the combined signal and
clean signal using MAE, Huber, and MSE loss. The signals correspond to those shown in
Figure 4.15. While the evasion success is good, the communication is not suitable for use.
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Figure 4.17: The unwrapped phase shift plot for the perturbation and combined adversarial
signal created with the PSD-based approach on the combined signal, as well as the original
signal. The phase of the combined signal and original appear to be different, especially at
both ends of the plot.

the adversarial signal and original signal would have similar phase shift but that is not the
case. The phase of the original signal has a linear nature whereas the combined adversarial
signal does not. Further, Figure 4.18 shows the wrapped phase shift for the middle 64 bins
of the normalized frequency domain for both the adversarial and original signal. While there
is some similarity, they are shifted from one another (the adversarial signal is shifted up).
These plots indicate loss of phase information as would be expected since the PSD represents

just the magnitude of the FF'T.

An additional reason behind the poor performance when using these PSD method is the
added complexity in learning to shape the signal. While the FF'T methods only required
calculating the loss based off an FFT of the signals, the PSD methods require taking the
magnitude of multiple windows of the resulting FF'T, averaging this, and calculating the loss

from the average. This is a much more complex process and one that therefore makes the
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Figure 4.18: The wrapped phase shift plot of the adversarial signal and original signal for
the middle slice of the normalized frequency. The signals are the same as those represented
in Figure 4.17. While there are similarities, the the phases of the two signals are shifted
apart.

back-propagation and learning process much more convoluted and difficult.

The extremely poor BER and lack of benign spectral shape for the adversarial signal together
show that the PSD-based methods are not as ideal for the deception loss as the FFT-based
methods. Given that both the magnitude and phase shift are maintained in the FFT-based

approaches, these methods are much better suited to be used for the spectral deception loss.

Additional Modulation Schemes

The above results considered were all utilizing QPSK modulation; however, it is important
that these results are shown to be generalized to other modulation schemes. For this reason,
trials were conducted for BPSK, 8-PSK, and 16-QAM using the FFT-based approach on

the combined signal, given that this approach resulted in adversarial signals that better
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Figure 4.19: The PSD plots for BPSK, 8-PSK, and 16-QAM adversarial signals. These
adversarial signals were created using an AMN trained with a deception loss attempting to
minimize the difference between the FFT of the original signal and the combined signal. The
loss constants are a = 0.1, § = 0.8, and 7 = 0.1. The attacks are able to successfully shape
the frequency content of the adversarial signals to be similar to the original signal just as

QPSK did.
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Figure 4.20: The BER and eavesdropper classification accuracy for the BPSK adversarial
signal shown in 4.19.
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Figure 4.21: The BER and eavesdropper classification accuracy for the 8-PSK adversarial
signal shown in 4.19.
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Figure 4.22: The BER and eavesdropper classification accuracy for the 16-QAM adversarial
signal shown in 4.19.
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matched with the PSD of a clean signal. Figure 4.19 shows the PSDs for BSPK, 8-PSK, and
16-QAM. Figures 4.20, 4.21, and 4.22 then show the BER and classification accuracy for
BPSK, 8-PSK, and16-QAM respectively. When looking at the resulting PSD plots, it can
be seen that the same trends seen for the spectral characteristics of QPSK continue for the
other modulation schemes. 8-PSK and 16-QAM vary slightly from the PSD of the original
signal but all three modulation schemes are successfully able to match the PSD of original
signal, lying almost entirely in-band. The BER and evasion success for all three modulation
schemes further show the success of the attack. Even with the improved spectral integrity,

the evasion success and BER indicate successful and allowable metrics for an attack.

The resulting PSD, BER, and classification accuracy for the three additional modulation
schemes of BPSK, 8-PSK, and 16-QAM show that the spectrum deception loss is successful

across multiple modulation schemes, not just QPSK.

4.4 OFDM Consideration

This work has considered linear modulation schemes employed using sequentially transmitted
symbols in the time domain to relay information bits. One alternative method of commu-
nication that has dominated a wide variety of real world systems is orthogonal frequency
division multiplexing (OFDM). OFDM has been adopted for use in IEEE 802.11 standards
(WiFi), 4G LTE and 5G cellular systems, WiMAX, Digital Audio Broadcast, and more due
to its efficiency in transmitting bits in parallel, allowing for high-speed data transfer [78].
While each modulated symbol was sent in succession in the communication setup consid-
ered in this work, OFDM takes a specified number of these modulated symbols and sends
them in parallel as one OFDM symbol. The way it does this is through the use of multiple

subcarrier frequency bands. Each modulated symbol is transmitted through one of these
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subcarriers that are orthogonal to one another to ensure no inter-channel interference (ICI)
[78]. Because of this, multiple modulated symbols can be transmitted at one time. Given
the prevalence of OFDM systems, it is important to ensure that this work can be utilized
by a system that employs OFDM. While true testing of this is left to future work, a brief

discussion about the feasibility of the work in this thesis on such a system follows.

When it comes to spectral integrity, both methods introduced should still apply and be
successful. Since OFDM still uses schemes, such as the linear modulation schemes from this
work, as the underlying form of modulating the symbols, the approach of perturbing the
symbols would still be effective. OFDM works by inputting all of the modulated symbols
into an inverse fast Fourier transform (IFFT) to create the combined OFDM signal. By per-
turbing the symbols before this is done, the attack should have no affect on the orthogonality
of the subcarriers and resulting OFDM signal. Similarly, the FF'T method of deception loss
which operates on the samples should also remain successful when implemented on OFDM
signals assuming the spectral integrity is sufficiently prioritized. There will be some spectral
regrowth as was seen in prior work but the spectral deception loss that utilizes the FFT of
the signals can account for this. Given the added importance that maintaining orthogonal-
ity puts on creating adversarial signals with similar spectral content to the benign signals,
the deception loss may need to be prioritized more. Otherwise the orthogonality could be
destroyed, resulting in difficulty interpreting the signal at the receiver; however as long as
this is addressed by the weighting of the loss functions, the FFT should be well-suited to
handle shaping the signal to meet this need. The concept of calculating the FFT of the
received signal is still valid and is actually part of the process of extracting the information
at the receiver in an OFDM system. While the spectral shape and frequency content of
the resulting OFDM signal would be different than what was observed by the signals in

this work, the simple concept of minimizing the difference between the FF'T of the original
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signal and that of the adversarial signal would allow the adversarial signal to still mirror this
new spectral behavior. The more complicated spectral behavior of an OFDM signal (due to
requiring orthogonality) further indicates that the spectral integrity component of the loss
will need to be more highly prioritized than was done for this work on non-OFDM systems,
potentially decreasing the communication and evasion success, but this method should still
allow for a properly structured signal in the frequency domain. In summary, the concept
of ensuring spectral integrity using the methods introduced in this chapter would still be

applicable to OFDM systems.

There are some additional aspects of OFDM that could have an impact on the communica-
tions aware attack in general. For example, the idea of perturbing a single sample in the time
domain in the current work only affects one symbol and therefore only a few bits of the trans-
mitted bit sequence. However, since the resulting transmitted signal of an OFDM system is
essentially a large number of symbols superimposed and sent in parallel, perturbing a signal
sample could affect many more bits. Future work should examine how this aspect could
change the behavior of how an AMN learns to perturb a signal. This effect would not neces-
sarily be an issue if the attack is carried out on the symbols instead of the samples since the
perturbation would be applied before the IFFT combines the modulated symbols. Addition-
ally, OFDM could provide an additional attack vector for the communications aware attack.
Since a transmitted signal is comprised of a large number of subcarriers transmitting in par-
allel, it’s possible that some of these could be reserved to aid the attack rather than transmit
legitimate data. Doing so would not drastically decrease data rate given a significant number
of subcarriers. This work with OFDM would also assume a different eavesdropper that can
distinguish modulation schemes when the transmitter is utilizing OFDM. This would likely
prove a more difficult process and could require additional knowledge at the eavesdropper,

such as number of subcarriers, or a deeper CNN architecture.
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4.5 Conclusion and Future Work

This chapter first examined the necessity of forcing the perturbation, and therefore the
resulting combined adversarial signal, to be more in-band. A variety of potential solutions
were presented. The first investigated perturbing the symbols rather than the samples. This
was shown to be successful in both keeping the adversarial signal in-band and maintaining
solid communications and evasion abilities; however, in the scenario that the AMN does not
have access to the symbols, this is not a feasible approach. A new loss function for training
the AMN, coined the spectral deception loss, was therefore presented. This loss looks to
force the frequency content of the adversarial signal and perturbation to be more similar to
that of a clean signal. A variety of methods were tested. However, an approach that looks
to minimize the difference between the FF'T of the adversarial signal and that of the original
signal was seen to be the most successful. Further, this result was shown to be generalized

to all modulation schemes considered in the assumed environment.

While these results show promise, there is still potential future work to develop the concept
further. The various deception loss methods presented in this work are intended as starting
points and improving upon these may offer greater success. For example, one simple adap-
tation could come in the form of completing a more exhaustive parameter search over the
configurations for the deception loss, such as the ¢ value used in the Huber loss. Addition-
ally, other functions than the FFT investigated here could be used to determine and quantify
the difference between the original signal and the adversarial signal. For example, while the
PSD approach was not successful, one that explicitly uses both the PSD and the phase shift
could prove fruitful. Finally, while mean absolute error (MAE), mean squared error (MSE),
and Huber are good for determining the difference between corresponding elements in an

array of data, such as with time domain samples, they may not be the most appropriate for
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the frequency domain. Other functions, such as Fréchet distance [79], may provide better

comparisons of similarity and should be further studied.

The predominant method used in this work to determine success of the loss was to qualita-
tively observe if the perturbation was concentrated in the main lobe of the signal. While this
may be sufficient in determining whether a human operator can detect the adversarial signal,
future work should examine whether this adapted attack framework would be effective in
evading detection by a machine learning algorithm aimed at detecting these attacks. Further,
the developed methods could also be tested against an eavesdropper that utilizes matched
filtering as a preprocessing step to see how this affects the evasion success when compared to
previous communications aware attacks that had out-of-band perturbations. Additionally,
previous work has assumed oversampling of the signal by the eavesdropper which provides
a larger attack vector for the evasion attack in terms of available bandwidth outside of the
signal’s main lobe. Future work should loosen this assumption in order to better test the
success of the deception loss. Recent work has focused on strategies that make the classifier
networks more hardened against attacks such as by utilizing curriculum training [80]. Future
work should examine the success of evasion attacks against such defensive techniques when

employing the deception loss.



Chapter 5

Conclusions

The current work introduced and analyzed important extensions to communications aware
attacks in order to provide a methodology for better securing communications against ma-
licious parties. Chapter 2 first described the attack environment considered throughout
this work, that of a transmitter attempting to evade modulation classification of a mali-
cious eavesdropper that intercepts the RF communication between the transmitter and its
intended receiver. It then illustrated the necessity of communications aware attacks given
the limitation of gradient-based methods that don’t consider the communication link, and
therefore don’t provide strong communications reliability, and provided a short discussion
on the attack framework introduced in [12]. Chapter 3 presented updates to this attack
methodology, namely the current work replaced the previous Adversarial Residual Network
(ARN), that outputs just the perturbation, to be a new Adversarial Mutation Network
(AMN) that provides the full, combined, adversarial signal. Further, the loss methods used
during training were altered, most importantly the power loss that more actively limits the
perturbation power and forces the adversarial signal to remain similar to the original sig-
nal. It was shown that these updates caused the resulting adversarial signal to appear more
benign when examining the frequency content using a power spectral density (PSD) plot.
While still containing some out-of-band power, there was roughly a 20 dB in improvement
in this region of previous work. In the main focus of Chapter 3, it was seen that when im-

plementing forward error correction (FEC), something that most real-world systems utilize,
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that the AMN was more successful in crafting intelligent perturbations. When trained with
coded symbols, the communication link was improved during testing, illustrated by drop
in bit error rate (BER). Further, the trade-off between evasion success and communication
reliability was improved such that decreasing the eavesdropper’s accuracy did not degrade
communications by as much as in implementations that don’t consider FEC. Importantly,
this improvement was learned by the AMN inherently, meaning that it learned to make the
intelligent perturbations without being provided information about the existence or struc-
ture of the FEC coding in use. This allowed the attack framework and AMN architecture
to be transferable and successful on other FEC coding schemes, including convolutional
codes, and additional modulation schemes without requiring any changes. Beyond being
transferable to other modulation schemes and FEC codes, it was also shown that the at-
tack was successfully transferable when executed on eavesdroppers other than the one used
when training the AMN. This is important given that the AMN will likely not have access
to the malicious eavesdropper’s classifier network. Additionally, it was then demonstrated
that explicit information about the coding scheme could be provided to the AMN in the
form of architectural configurations that would enhance the success of the attack on the
eavesdropper. More specifically, the striding and kernel size of the underlying convolutional
neural network (CNN) could be changed to match that of the FEC block size. When tested
on Hamming (12,8) there was a 25-50% decrease in eavesdropper classification success over

Hamming (7,4) using the same architecture optimized for Hamming (12,8).

Chapter 4 then examined the spectral characteristics of the frequency content for communi-
cations aware attacks. Results in Chapter 3 and previous work showed that the adversarial
signal exhibited significant out-of-band content. This could lead to detection by an observer,
violate the spectrum mask allocated to the communication link, or make the attack vulner-

able to preprocessing techniques at the eavesdropper. Chapter 4 presented two potential
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solutions to this attack limitation. The first considered perturbing the symbols rather than
the samples. This was shown to have much better structural behavior as the signal appeared
benign and consisted of exclusively in-band frequency content given that the interpolat-
ing was done after the perturbation. Further, while the attack exhibited strong structural
integrity, there was very little degradation in the BER of evasion success. However, the
assumption that the attacker (typically considered to be the transmitter in this work) has
access to the symbols may not be feasible in all applications. In some scenarios, the attacker
may not be co-located with the transmitter or the attack might need to be inserted at the
very end of the transmission process. To address this constraint, a novel spectral deception
loss was introduced. The deception loss is a loss function substituted into the AMN training
process in place of the previous power loss that forces the adversarial signal to follow the
spectral structure of the original, clean signal. It was shown that when implementing a de-
ception loss into training that attempts to minimize the difference between the Fast-Fourier
Transform (FFT) of the original signal and the FET of either the perturbation or adversarial
signal, the attack is successful in meeting this goal of an crafting in-band adversarial signal.
However, this was at the detriment of communication reliability as the BER increased when
spectral integrity was highly prioritized, though it was shown that this trade-off could be
adjusted through use of the loss constants. Additionally, it was shown that implementing a
deception loss by attempting to minimize the difference between PSDs, the attack was less
successful, both for the frequency content and the BER, due to the loss of phase information.
The deception loss based on minimizing the difference in the FFTs had success across all

modulation schemes assumed in the environment configuration (BPSK, QPSK, 8-PSK, and

16-QAM).

In conclusion, both Chapter 3 and 4 provide important contributions in the field of wireless

security. The utilization of FEC showed improvements in the communication reliability
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of an evasion attack, ensuring that the attack remains feasible even under more stringent
conditions where communication success is of the highest priority. The consideration of
spectral integrity and implementation of the spectral deception loss protect the attack from
observation and allow it to masquerade as a benign communication link. Through the
employment of these new features to the communications aware attack, a transmitter can

better protect its communications from a malicious eavesdropper.

The remainder of this chapter covers future work. It is broken into two sections. Section
5.1 discusses assumptions made in this work and how they can be removed in future work.
Section 5.2 concludes with a discussion on how the work presented in this thesis can be

examined for future improvements.

5.1 Removal of Assumptions

Throughout this work, there were a variety of assumptions knowingly made given the un-
derstood attack environment. In future work, some of these assumptions can be peeled back
in order to test the introduced concepts under more complex scenarios. The first limitation
concerns channel effects. In this work, the two channel effects implemented were a time
offset between the eavesdropper and transmitter and an AWGN channel providing noise
between the transmitter, receiver, and eavesdropper. While this provides a good proxy for
a simplistic communication channel, more work can be done in the future to add additional
effects such as carrier frequency offset or Rayleigh fading, as was done in [41]. Additionally,
the assumption of synchronization between the transmitter and receiver could be removed

as well.

Throughout Chapter 3, the SNR range considered was 5 dB to 15 dB since this incorporated

the region where there is a trade-off between the BER of FEC-enabled signals and non-



5.1. REMOVAL OF ASSUMPTIONS 119

coded signals. Potential future work could study the behaviors of the AMN when trained
with FEC only in a range of SNRs where the FEC provides improvement. Given that in
the current work, FEC was not always beneficial for a given SNR, the AMN may have
struggled more to craft intelligent perturbations. There may be interesting insights when
strictly considering the range of SNR where FEC is beneficial. Additionally, other FEC
codes could be considered. This work assumed block codes as an initial step given that their
structure should be well-suited for the learning process and architecture of the AMN. While
it was shown to work for convolutional codes as well, others should be tried. For instance,
the quickly growing standard of 5G communications use polar and low parity density check
codes [81]. The framework could be tested with these codes to analyze the AMN’s ability to

learn more complex codes.

While this work considered an attack on an AMC system deployed at a malicious eavesdrop-
per, this work is intended to be generalized for other RFML applications. For this reason,
future work can implement the attack frameworks and methods introduced in Chapters 3
and 4 to other applications such as signal detection or specific emitter identification. In this
vein, this work considered an eavesdropper that had previously detected and isolated the
signal. Due to this, it considered the full received signal. Removing this assumption may
have significant impact on the attack, especially on the work presented in Chapter 4. If the
eavesdropper must first detect the signal, the resulting spectral shape from the frequency
content may have an impact on what is perceived as the signal. This could both provide
more limitations on the attack, such as removing out-of-band perturbations seen in Chapter
3, or provide a larger attack vector as the attacker could try to increase the bandwidth of
the signal or trick the eavesdropper into assuming the out-of-band perturbations are part of
the signal. For instance, if the side content of the received signal created by the attack is

increased in power, the eavesdropper could detect the entire band as the true signal, open-
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ing itself up to a more destructive attack. Additionally, this work assumed that the signal
was 8 times oversampled. This provides the attack with increased bandwidth in which the
perturbation could make use of the added samples without as much detriment to the com-
munication success. Future work could consider lowering the samples per symbol to analyze

the effect this has on the success of the attack.

Finally, this work assumed that the AMN had access to knowledge of the CNN used at the
eavesdropper in some capacity. While it was shown in Chapter 3 that this attack could be
transferred to eavesdropper’s employing different CNNs than what was used in training the
evasion attack, this still assumed a general understanding of at least the type of network
deployed at the eavesdropper. Future work could continue to look more into how the attack
fares against CNNs that are significantly different in architecture and data trained on or
how successful the attack is when the eavesdropper employs a completely different method

of classification than the attack was trained on, such as an RNN.

5.2 Expansion on Current Work

Throughout this work, the evasion attack considered an untargeted scenario as an initial
step. However, in Chapter 2, it was shown that one issue with gradient-based methods were
that they required an extremely large perturbation when performing targeted attacks such
that the initial signal is destroyed. The communications aware framework was introduced as
a solution to this problem. Given that it has shown to be successful in untargeted attacks,

future work should expand it to perform targeted attacks.

One issue with the communication loss metric was that calculating BER is not differentiable
given the hard decision process. Instead, the error vector magnitude of the clean and per-

turbed signals was used as a proxy. Future work could consider other methods such as soft
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demodulation and soft decoding of the FEC that may provide a better way for the AMN
to learn to provide effective communications given that the communications loss would be

more of a true representation of the success in transmitting information.

Two additional extensions for Chapter 3 could be furthered with future work. The first
is for explicit learning of coding discussed in the latter half of the chapter. The work
shown in this thesis was provided as an initial examination into this process. More work
should be done to find optimal architectures and configurations to best make use of the
explicit information on the coding scheme. Specifically the number of channels in the added
convolutional layer should be increased to allow for more dimensionality and therefore more
flexibility in crafting a successful adversarial signal. Additionally, the loss functions could be
re-implemented such that they too provide information on the coding structure employed.
The second component left up to future work is interleaving. Just like FEC, interleaving is an
aspect in RF communications that is utilized in a large portion of systems. By introducing
this into the training process, the AMN may learn to utilize bursty perturbations or structure
the perturbation in a more efficient way to help improve communications while maintaining

the same level of evasion success.

For Chapter 4, future work could focus on updates to the spectral deception loss. Specifically,
while great for point-to-point (such as in the time domain) differences, loss functions such
as mean squared error and Huber may not be suited well for calculating difference in the
frequency domain. Other functions such as Fréchet distance [79] could instead be considered.
While the PSD method for deception loss was seen to be unsuccessful due to loss of phase
information, a deception loss is more directly based off both the PSD and the phase may
be more successful than using the FFT. Another route for study could be implementing
the communications aware attack on OFDM systems. This could potentially add some

additional attack vectors that make use of the large number of orthogonal subcarriers and
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would help ensure that the attack can be implemented on real world applications that use
OFDM. Finally, since the process of filtering an adversarial signal with a matched filter can
be done in a differentiable way using a convolution with the filter taps, the AMN may be
able to learn the filtering process. Future work could examine removing the deception loss
and instead training with an eavesdropper that is actively filtering the signal to see if the

AMN learns to place the perturbation in-band implicitly.
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