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Intrusion Detection and Recovery of a Cyber-Power System

Ruoxi Zhu
(ABSTRACT)

The advent of Information and Communications Technology (ICT) in power systems has
revolutionized the monitoring, operation, and control mechanisms through advanced control and
communication functions. However, this integration significantly elevates the vulnerability of
modern power systems to cyber intrusions, posing severe risks to the integrity and reliability of
the power grid. This dissertation presents the results of a comprehensive study into the detection
of cyber intrusions and restoration of cyber-power systems post-attack with a focus on IEC 61850

based substations and recovery methodologies in the cyber-physical system framework.

The first step of this study is to develop a novel Intrusion Detection System (IDS) specifically
designed for deployment in automated substations. The proposed IDS effectively identifies
falsified measurements within Manufacturing Messaging Specification (MMS) messages by
verifying the consistency of electric circuit laws. This distributed approach helps avoid the transfer
of contaminated measurements from substations to the control center, ensuring the integrity of
SCADA systems. Utilizing a cyber-physical system testbed and the IEEE 39-bus test system, the
IDS demonstrates high detection accuracy and validates its efficacy in real-time operational

environments.

Building upon the intrusion detection methodology, this dissertation advances into cyber system
recovery strategies, which are designed to meet the challenges of restoring a power grid as a cyber-
physical system following catastrophic cyberattacks. A novel restoration strategy is proposed,
emphasizing the self-recovery of a substation automation system (SAS) within the substation
through dynamic network reconfiguration and collaborative efforts among Intelligent Electronic
Devices (IEDs). This strategy, validated through a cyber-power system testbed incorporating SDN
technology and IEC 61850 protocol, highlights the critical role of cyber recovery in maintaining

grid resilience.

Further, this research extends its methodology to include a cyber-physical system restoration
strategy that integrates an optimization-based multi-system restoration approach with cyber-power

system simulation for constraint checking. This innovative strategy developed and validated using



an Software Defined Networking (SDN) network for the IEEE 39-bus system, demonstrates the

capability to efficiently restore the cyber-power system and maximize restoration capability

following a large-scale cyberattack.

Overall, this dissertation makes original contributions to the field of power system security by

developing and validating effective mechanisms for the detection of and recovery from cyber

intrusions in the cyber-power system. Here are the main contributions of this dissertation:

1)

2)

3)

This work develops a distributed IDS, specifically designed for the substation automation
environment, capable of pinpointing the targets of cyberattacks, including sophisticated attacks
involving multiple substations. The effectiveness of this IDS in a real-time operational context

is validated to demonstrate its efficiency and potential for widespread deployment.

A novel recovery strategy is proposed to restore the critical functions of substations following
cyberattacks. This strategy emphasizes local recovery procedures that leverage the
collaboration of devices within the substation network, circumventing the need for external
control during the initial recovery phase. The implementation and validation of this method
through a cyber-physical system testbed—specifically, within an IEC 61850 based Substation
Automation System (SAS)—underscores its practicality and effectiveness in real-world

scenarios.

The dissertation results in a new co-restoration strategy that integrates mixed integer linear
programming to sequentially optimize the restoration of generators, power components, and
communication nodes. This approach ensures optimal restoration decisions within a limited
time horizon, enhancing the recovery capabilities of the cyber-power system. The application
of an SDN based network simulator facilitates accurate modeling of cyber-power system
interactions, including communication constraints and dynamic restoration scenarios. The
strategy's adaptability is further improved by real-time assessment of the feasibility of the
restoration sequence incorporating power flow and communication network constraints to

ensure an effective recovery process.



Intrusion Detection and Recovery of a Cyber-Power System

Ruoxi Zhu
(GENERAL AUDIENCE ABSTRACT)

Electricity is a critical service that supports the society and economy. Today, electric power
systems are becoming smarter, using advanced Information and Communications Technology to
manage and distribute electricity more efficiently. This new technology creates a smart grid, a
network that not only delivers power but also uses computers and other tools to remotely monitor
electricity flows and address any issues that may arise. However, these smart systems with high
connectivity utilizing information and communication systems can be vulnerable to cyberattacks,
which could disrupt the electricity supply.

To protect against these threats, this study is focused on creating systems that can detect when an
abnormal condition is taking place in the cyber-power grid. These detection systems are designed
to detect and identify signs of cyberattacks at key points in the power network, particularly at
substations, which play a vital role in the delivery of electricity. Substations control the power grid
operating conditions to make sure that electricity service is reliable and efficient for the consumers
Just like traffic lights help manage the flow of vehicles, substations manage the flow of electricity
to make sure electric energy is delivered to where it needed.

Once a cyberattack is detected, the next step is to stop the attack and mitigate the impact it may
have made to ensure that the power grid returns to normal operations as quickly as possible. This
dissertation is concerned with the development and validation of analytical and computational
methods to quickly identify the cyberattacks and prevent the disruptions to the electricity service.
Also, the focus of this work is also on a coordinated recovery of both the cyber system ( digital
controls and monitoring) and power system (physical infrastructure including transformers and

transmission and distribution lines). This co-restoration approach is key to sustain the critical



electricity service and ensures that the grid is resilient against the cyber threats. By developing
strategies that address both the cyber and physical aspects, the proposed methodology aims to
minimize downtime and reduce the impact of large-scale cyberattacks on the electrical
infrastructure. The impact of the results of this dissertation is the enhancement of security and
resilience of the electric energy supply in an era where the risks of cyber threats are increasingly
significantly.

Overall, by developing new methodologies to detect and respond to cyberattacks, the cyber-power
system’s capability to withstand and recover from cyberattacks is enhanced in the increasingly

technology-dependent power grid environment.
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Chapter 1

Introduction

An interconnected network, known as an electrical grid, comprising of substations, transformers,
and transmission lines ensures the delivery of electricity from power plants to consumers including
residential, industrial, or commercial load. However, as the need for centralized control and
management increases along with communications between electric utility and consumers, the
previously isolated power grid is connected through the (proprietary) computer and
communication network. Additionally, digital technology also has sensors in the transmission
lines with control capabilities. This control and automation capability in the power grid is known
as the “smart grid' as it responds to rapidly changing electrical demand and reacts in a timely
manner to any adverse deviations from regular operating conditions due to faults, attacks, or
intrusions. A smart grid is intended to ensure system reliability, power availability, and electric
energy efficiency during physical or network disturbances by integrating the physical power

system with the cyber system.

Information and communications technology (ICT) in a smart grid leads to high connectivity for
the power system infrastructure. The cyber system and power system together form a
comprehensive cyber-physical system. However, the conventional communication infrastructure
in power systems suffers from limited bandwidth and high latency, failing to meet the demands of
future advanced applications. Additionally, ensuring security becomes crucial, especially with the
increasing integration of third-party Distributed Energy Resources (DERS). This dissertation aims
to enhance the cyber resilience of power transmission systems by addressing the constraints of the

current communication infrastructure.

1.1 Motivation

An Intrusion Detection System (IDS) is a network security solution to monitor the data traffic

flow, detect suspicious activities or threats in the system, identify a specific type of unauthorized



access or malicious intent, and raise a flag to notify an operator to block such security breaches.
Two different IDS approaches to detect malicious activities are: an anomaly-based IDS in which
a normal behavior is the base, and any deviation is considered a threat to detect unknown attacks,
whereas a signature-based IDS compares the traffic flow with already determined attack patterns
and any match raises an issue of system threat. An IDS screens a known attack’s signatures or any
variation from normal behavior to spot system attacks by evaluating the malicious data at the
protocol and application layer. Depending on the placement of an IDS in the system, it can be host-
based (i.e., software applications installed on individual client computers) or network-based (i.e.,
placed in the network at multiple points as hardware sensors or as installed system software
connected to a network analyzing data packet flow) [1].

Smart grid network architecture includes Home Area Network (HAN), Neighborhood Area
Network (NAN), and Wide Area Network (WAN). The HAN and NAN involve the metering
structure, smart meters, and data concentrators, whereas the WAN involves applications like
Supervisory Control and Data Acquisition (SCADA) [2]. As this arrangement involves the inter-
dependency of communication technology at different network levels, the system becomes more
susceptible to internal and/or external attacks. As efficient IDS deployment needs the
understanding of the environment, for smart grid environments, the functional considerations need

to be taken into account [3].

Conventional 1DSs fall short in addressing the dynamic nature of the data flow in a smart grid
which compromises the resiliency and reliability and limits the scalability of the system. An IDS
in the smart grid should be scalable and adaptive to the changing network topology. In addition,
it should support legacy protocols with confidentiality, integrity, availability, non-repudiation, and
authentication as security goals. Further, the IDS also support hardware resource constraints and
associated maintenance cycles in the system. Additionally, the IDS needs to address real-time
dynamic traffic patterns with a deterministic approach. This can allow the smart grid's mission-

critical nature to be ensured with a highly resilient and reliable IDS in the system.

The challenges of IDS deployment in the smart grid as compared to other environments are
prevalent in terms of system security and its associated economic repercussions upon the systems

being attacked or failed. Along with power system network security constraints, the sensor



networks, and the complex communication process between the utility and the consumers in the
smart grid should ensure smooth and reliable power transfer and usage data. However, as the
sensor network is part of the system, security challenges related to data integrity, availability, and
connectivity are at stake. Furthermore, in terms of the hardware aspect of the system, the failure
to detect such intrusions in the system can introduce a physical impact on the power system in
terms of a major blackout, loss of control, or system collapse. As traditional IDSs are not capable
of handling dynamic data flow, this dissertation is intended to detect cyber intrusions at the
substation level in terms of specific protocols. Also, accordingly, the solutions to cyberattack

recovery and restoration are also introduced.

1.2 Objectives and Contributions

As the potential risk of large scale cyberattacks targeting power system, the intrusion detection
and recovery of cyber-power systems has become increasingly important. The contributions of this
dissertation are as follows: (1) a comprehensive survey of the state of the art is introduced. The
survey presents the security vulnerabilities of power transmission systems, general attack types for
WAMS and digital substations, and the intrusion detection techniques and the existing cyberattack
recovery approaches for power systems. With the survey, researchers will have an overall
understanding of the intrusion detection and recovery of cyber-power systems. (2) In terms of
measurement-based attacks at substations, an intrusion detection and mitigation method is
proposed. (3) A fast recovery strategy for digital substation is proposed based SDN based
technology. (4) In order to restore the cyber-power system against severe cyberattacks, a co-
restoration strategy is introduced, and (5) A SDN based cyber-physical system simulation
environment has been developed to test the performance of the proposed detection and recovery

strategies against large scale cyberattacks.

1.3 Organization of the Dissertation

The remainder of the dissertation is organized as follows. Chapter 2 presents the survey of the state
of the art of intrusion detection and recovery for cyber-power system. Chapter 3 introduces the

solution for intrusion detection and mitigation against measurement-based attacks at substations.



Correspondingly, the cyber system recovery at digital substation is introduced at Chapter 4. In
Chapter 5, the cyber-power system restoration strategy is introduced. Finally, the dissertation is

concluded in Chapter 6 and the future work is also presented.



Chapter 2
Intrusion Detection and Recovery for

Cyber-power system: A Survey

As complex cyber-physical systems, modern power grids utilize layers of ICT to maintain system
reliability and efficiency. The fast-increasing connectivity through industrial control systems is
known to be a source of vulnerabilities that can be exploited for potential cyber intrusions. With
the integration of communication technologies and the IEDs, an IEC 61850 based SAS increases
the efficiency of power system monitoring, control, and protection. However, the expanded
connectivity with a Wide Area Network (WAN) also exposes the system to new attack vectors.
Substations are vulnerable targets for the cyber (and physical) attackers since most of them are
unmanned and some are located in remote locations. In fact, the cyberattacks on the Ukraine power
grid in 2015 compromised 6 substations through remote access, resulting in large-scale outages
for up to six hours. This attack is a powerful reminder of the vulnerabilities of a smart grid with
respect to cyber intrusions.

As this dissertation is focused on power transmission systems shown in Fig. 2.1, especially on
substation level, the following survey will be mainly discussed on the state of the art of intrusion

detection and recovery on transmission systems.
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Figure 2.1 Cyber system of power transmission systems

2.1 Security Vulnerabilities in Power Transmission Systems

2.1.1 Security Vulnerabilities in Wide-Area Measurement Systems

(WAMS)

WAMS leverage the high-speed wide area networks to poll power system measurements from

field sensors. In this paper, we generalize the WAMS into two systems, synchrophasor systems,

and traditional SCADA systems. As a conventional Industrial Control System (ICS) used in a

power system, SCADA collects measurement data from Remote Terminal Units (RTU) or

Intelligent Electronic Devices (IEDs) in substations and transmits the controlled or monitored data

from the control center back to the grid. WAN can implement Distributed Network Protocol 3

(DNP3) [4] and Modbus [5] which are the specialized protocols for communications between the

substations and control center in a SCADA system. Compared with the SCADA system,

synchrophasor data are generated by physical devices, such as Phasor Measurement Units (PMU).



As the control and monitoring functions of SCADA and synchrophasor networks highly rely on
cyber infrastructure, cybersecurity concerns within communication networks can negatively

impact the normal operations of a power system. WAMS has the following security vulnerabilities:

e The existing SCADA in the power system still uses standardized technologies and protocols
which expose vulnerabilities to attackers as they might have knowledge of the loophole of
those technologies.

e A few companies developed an Energy Management System (EMS) integrated with WAMS.
The widespread availability of technical information provides useful information to cyber
adversaries to intrude into the WAMS based on known vulnerabilities.

e Due to a lack of security mechanisms embedded in the communication networks of WAMS,

the data exchange can be highly vulnerable to False Data Injection (FDI) attacks.

2.1.2 Security Vulnerabilities in Substation Automation Systems (SAS)

A SAS provides protection, control, automation, monitoring, and communication capabilities as
part of a comprehensive substation control and monitoring solution [6]. To take advantage of
modern ICT, IEC 61850 is developed as a new global standard for substation automation. Even
though IEC 62351 standard provides guidance on security measures for IEC 61850-based SAS,
the deployment of security measures in the substation Local Area Network(LAN) is still in
development. Therefore, it is critical to develop IDS that achieves the QoS requirements of cyber

infrastructure in power systems.

The modern substations have the following security vulnerabilities:

e The protection and control functions at digital substations heavily depend on the Ethernet-
based communication within a substation LAN. Once any device within the substation is under

attack, the basic functions at the substation level can be manipulated.

e Most IEDs deployed at a SAS are from third-party vendors. The adversary may leverage the
loophole of the firmware of the IEDs to launch the attacks which can make the IEDs

malfunction.



e As some cyber infrastructures at the SAS has TCP/IP interface, they can be vulnerable to

various network attacks, such as DoS or MITM attacks.

e Cybersecurity mechanisms are rarely considered when protocols, such as IEC 61850, DNP3,
and Modbus, are developed. Even though some authentication mechanisms are proposed in
IEC 62351 or DNP3-SA, their weaknesses are well known as discussed in [7, 8]. Therefore,
the plain text traffic (e.g., Generic Object-Oriented Substation Event (GOOSE) or Sampled

Values (SV)) can be easily modified by unauthorized access.

2.2 Cyberattacks in Power Transmission Systems

The following attacks have been researched in power transmission system:

1) Denial of service (DoS)

The DoS attack makes the system inaccessible for the authorized users due to the disruption created
by an attacker by flooding requests or information traffic in the targeted host/network, preventing

legitimate access and connection disruption [9-16].

SYN flood: An attacker may use an incomplete request of three-way handshake methods in a
TCP/IP network to make the ports unavailable for additional requests. It saturates all ports by

sending continuous incomplete requests to restrict legitimate client/server connections [17, 18].

Buffer overflow: An attacker may flood a network with more traffics than the capacity the network

address is designed to handle[19].

Crash attack: This attack is less known where an attacker transmits bugs to exploit system

vulnerabilities [20].

SYN flood and buffer overflow attacks are most commonly simulated in smart grid applications.
These attacks can restrict the actual measurement packets to come through a control center to take
further control actions. Additionally, a lack of timely delivery of power system measurements to
the operator at the control center can have a tangible impact on the power grid like system failure,

protective relay malfunction, and reduction in system observability.



2) False information attack

In the SCADA network, tampered, modified or false information can be injected into the system
to compromise normal operations. This false information can be data that includes measurements
of different system variables or commands from the control centers. The control centers can be

compromised to jeopardize the line of preventive and protective actions for the system.

False data injection: An attacker can inject bad data which compromises measurements in the
SCADA network from different base level grid sensors, such that undetected errors further
contribute to faulty state variable estimations, such as bus voltage and line current measures.
Furthermore, erroneous data injection in power system measurements can lead to faulty control

command dispatch that causes grid-network states to fluctuate [21-31].

False command injection: False command injection attack executes random commands on the
host system through a vulnerable application due to the lack of proper validation of the input
commands. In smart grid and SCADA applications, false control command injection in the control
center can have physical system impact, resulting in widespread outages or cascading failures [9,
15, 23, 24, 30-33].

3) Scanning attack

The scanning attacks (Port scanning, network scanning, etc.) are the most common attacks that the
attackers use to discover the services that they can exploit to intrude into systems. To launch the
port scan, the attackers will discover all the active ports of the system. Then by sending packets
through the ports, the response will contain the information of the running services and potential
vulnerabilities [27, 34-36].

4) Reconnaissance attack

In computer security, reconnaissance is a type of computer attack that the adversary intrude into
the targeted system by using Trojan, phishing emails, etc. The purpose of the attack usually is to
collect the information on the affected system before launching the harmful attacks to the target.
The cyberattacks targeting Ukraine power grid are using this attack technique as the first step of
the attack vector. With the results of reconnaissance, the attackers managed to navigate to the
control workstation of the SCADA system [37, 38].



5) Man-in-the-middle attacks

Man-in-the-middle is a type of attack in which an intruder places itself in a communication channel
between two or more systems as a relay or proxy. It being an eavesdropper exploits the real-time
data exchange, noticing the network vulnerabilities and can also tap into the channel for sending
modified data or commands [37]. There can be different types of man-in-the-middle attacks that

are common in smart grid environments which are discussed below:

ARP (Address Resolution Protocol) spoofing: The attackers exploit the vulnerability of ARP by
sending the ARP request to resolve the MAC address from the network layer to the data-link layer
without any authentication strategy. ARP spoofing is a technique that an attacker sends the fake
ARP reply to associate the malicious MAC address with the IP address of another host [35].

Replay attack: This is a network attack where the intruder intercepts the data and re-transmits it
over and over to create disruption. In the replay attack, the adversary gets hold of valid data
transmission done by an authorized user before and then sends it repeatedly with malicious intent
so that the receiver does not understand that there is fraudulent activity happening in the network

by masquerading information [39, 40].

6) Physical system attacks

The coordinated attacks which involve designing system faults, change in protective gears in the
physical grid like relay setting change, disconnecting relay or frequent relay switching operations
have major impacts on the power grid. The adversary can also gain access to original topology
files and cause an attack on the system topology by modifying the SCADA topology while
avoiding detections by the operator. Also, covert data attacks can be major repercussions of this
kind of network topology attack in the smart grid. The intruder can alter data from certain smart
meters, IEDs and network switches to mislead the control center with an incorrect network
topology [21, 24, 30, 31, 33].

2.3 Intrusion Detection for Power Transmission System

Much of the literature on cyber security of power grids is concerned with the SCADA system in

the transmission level. False data injection attacks (FDIAs) are well studied as a threat to cyber
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security of a smart grid [41]. Under the assumption that the adversary has the knowledge of system
configuration, malicious measurements may be able to bypass bad data detection [42]. Research
has been conducted on the attack model of FDIAs, impact of FDIAS, and vulnerability assessment
for state estimation with respect to FDIAs [43-45]. Phasor Measurement Units (PMUSs) are used
as countermeasures to defend against FDIAs [46-48]. By analyzing the behavior of FDIAs, data
driven and machine learning methods are exploited to detect attacks in real-time [29, 49, 50].
However, the previous work is mostly centralized, which is not designed to detect FDIAs before
falsified measurements arrive at the control center level. To prevent the malicious measurements
from intrusion into software applications at the control center, e.g., the Energy Management
System (EMS), it is important to detect and stop the falsified measurements before they are sent
out of the substations.

IEC 62351 standard is developed to handle the security of multi-protocol messaging [51].
However, currently no industrialized solution is deployed in Substation Automation Systems
(SASs). On the other hand, DNP3 Secure Authentication (DNP3-SA) [4] provides a security
mechanism for communication between substations and the control center; however, it is not able
to detect attacks in which falsified measurements are encapsulated in the payload of DNP3 packets
before authentication and integrity checking. Hence, substations are vulnerable to such attacks on

measurements.

Motivated by the critical need to detect measurement attacks at the substation level, this paper is
concerned with the study of attack paths in SAS and defense actions. Various studies in the
literature have explored the cyber defense of substation automation. The risk and vulnerability
assessment is proposed for SCADA and IEC 61850 based substations [52, 53]. To counter the
threats to an IEC 61850-based substation, a signature-based IDS is developed based on the data
collected by simulating the attacks on IEDs [54]. In [55-58], a comprehensive IDS integrates
protocol specification, and logical behaviors for detecting abnormal behaviors within the cyber-
physical systems. Based on IEC 61850 standards, the collaborative intrusion detection system
proposed in [59] monitors and detects cyberattacks by screening the characteristics of Generic
Object Oriented Substation Events (GOOSE) and Sample Value (SV) packets at each IED. Game-
theoretic techniques are used in [60] to optimize the security mechanism for a large number of

substations against coordinated attacks. Since the 1ICT-based IDS has a limited impact on such
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intrusions that bypass the cyber defense, some studies propose defense strategies according to
physical nature of the power system. To detect intrusions against the protection system, context
information based defense is proposed [61, 62]. By learning the pattern of attack data, an IDS is
proposed [63] for IEEE 1815.1-based network at substations. Considering the upward trend in
supply chain attacks, a concrete model for supply chain attacks in IEC 61850 substations is
proposed with a new security metric [64].

2.4 Cyber System Recovery for Power Transmission System

Based on the timeframe, a cyberattack lifecycle follows the “cyber kill chain,” first introduced by
Lockheed Martin [65], including reconnaissance, weaponize, deliver, exploit, control, execute, and
maintain. Identifying the attack before the “execute” stage is no easy task. However, once the
attacker successfully executes an attack on the ICT components of the power grid, the IDS should
be able to detect anomalous behaviors. Therefore, based upon the information provided by the
IDS, the focus of the proposed recovery strategy falls into the two stages of “execute” and
“maintain,” The stage "execute" indicates that the adversary achieves the desired cyber effect. In
other words, when the intruder successfully gains unauthorized access to any node in the cyber
system, the following attack actions such as DoS, extract/alter/destroy/inject data, will likely be
enabled. The last stage, "maintain,” of the lifecycle suggests that the adversary manages to
maintain long-term presence in the compromised system. For example, the attackers can distribute
multiple backdoors or malicious insertions into the system during the stage of “deliver.” Once an
attack action is detected by the IDS, other backdoors which have yet been detected will potentially
be enabled for the future attack. Therefore, the recovery strategy for power system after

cyberattacks includes two stages, “execute” and “maintain”.

Traditionally, power system restoration deals mainly with the physical power system. As a cyber-
physical system, however, the restoration of cyber systems must be incorporated to achieve a
systematic strategy. The report [66] shows that even after the electrical service was restored, the
impacted distribution systems continued to operate in an constrained mode due to cyber security
concerns. Thus, once an intrusion detection system (IDS) identifies abnormal actions in the cyber

system, it is critical to recover the information infrastructure and restore the functionality of the
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power system as soon as possible. Without a real-time recovery strategy for the grid operation, the
risk of cascading failures increases following the attack [67].

Various studies have been reported on intrusion detection and mitigation at the substation level.
The vulnerability assessment of SASs is proposed in [44]. The cyber attack/mitigation scenarios
are discussed in [68] based on the interaction between Information and Communications
Technology (ICT) and the physical power system. To detect cyber intrusions in a SAS, a network-
based detection system is proposed using multicast messages [69]. With the Intrusion Detection
System (IDS) integrated with each IED, the collaboration between the IEDs serves to enhance the
monitoring and detection of cyberattacks [59, 70]. In the literature, few studies have been reported
on power system restoration following outages caused by the cyberattacks. In [71], a complex
optimization model is developed for the restoration of interdependent power system and
communication system. In order to restore the observability of the power system after a
cyberattack, a self-healing optimization problem is proposed to reconnect the uncompromised
PMUs [72]. Similarly, the SHAP-NET platform developed in [73] mitigates the impact of
cyberattacks on the PMU network via network reconfiguration. To optimize the reclosing time of
Circuit Breakers (CBs) after the attack, a reinforcement learning based strategy is proposed for

real-time decision making [74].

For recover the power system from cyberattacks, several systematic strategies have been proposed.
It is proposed to use a Bayesian Network to quantify the potential cyber risk and determine the
mitigation techniques based on the types of cyberattacks [75]. A tri-level optimization model for
optimal allocation of the defense resource is proposed to prevent cascading failures caused by
coordinated attacks [76]. To support fast recovery of both cyber and physical systems, the SDN-
based self-healing methods are proposed [77, 78] to recover the communication networks for
Phasor Measurement Units (PMUs) and microgrids against cyber intrusions. A cyber resilient
distributed control strategy for microgrids is developed to detect and isolate the compromised
network against successive attacks [79]. To determine the optimal reclosing time of transmission
lines following cyberattacks, a recovery scheme is developed based on a reinforcement learning
framework [74]. The novel concept of cyber restoration for power systems is introduced in [80],

emphasizing the importance of swift observability recovery after disruptions.
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Existing research predominantly emphasizes prevention and initial response, often overlooking the
complexities of restoring interdependent cyber and power functionalities. In [81], the authors have
addressed the necessity of understanding the intricate dependencies between these domains to
assess the potential consequences of cyber events on the power grid. The significance of cyber-
physical systems (CPSs) [82] is highlighted in enhancing physical systems' capabilities through
cyber elements, with applications across various sectors including power systems. However, the
interaction between cyber and power system during the restoration process is not clearly analyzed.
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Chapter 3
Intrusion Detection and Mitigation

against Measurement Attacks

Attackers can gain access to the protected infrastructures of the grid and launch attacks to
manipulate measurements at the substations. The fabricated measurements can mislead the
operators in the control center to take undesirable actions. Therefore, these attacks targeting power
system measurements such as voltage and current are defined as measurement attacks in this
dissertation. The Intrusion Detection System (IDS) proposed in this paper is deployed in IEC
61850 based substations. Regarding the detection of measurement attacks, several issues are
observed: 1) Existing methods identify false measurements based on state estimation and bad data
detection in the control center level. In other words, the technology does not detect measurement-
based attacks at the substations before malicious measurements arrive at the control centers. 2)
The specification-based IDS at the substation level is not able to identify false measurements if
the fabricated data is encapsulated with legitimate headers. 3) Cyberattacks targeting
measurements at multiple substations cannot be detected by local substation IDSs without a system
strategy. 4) Although IEC 62351-4 specifies the cyber security of MMS, it is not commonly
applied.

The proposed IDS in this paper is able to identify falsified measurements in MMS messages. Based
on the law of physics of the electrical network, a distributed IDS against measurement attacks in

the substation is proposed.

3.1 Problem Formulation

IEC 61850 based SAS enables different devices to cooperatively maintain system properties in a
modernized substation. Specifically, based on functionalities, the physical devices are organized

in three levels: the process, bay, and station levels. To support communication properties in SAS,
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IEC 61850 based protocols, e.g., GOOSE, SV and MMS, are used. SV messages are used for
sharing measurements of Current Transformers (CTs)/Voltage Transformers (VVTs) with protective

IEDs. Since there is a built-in security mechanism in SV streams, e.g., Message Authentication

Code (MAC) in IEC 62351-6, for ensuring integrity, the proposed method to detect and mitigate

measurement-based attacks against MMS messages does not affect the substation protection

scheme. As a new function for cyber security, the proposed IDS is focused on MMS messages to

prevent falsified measurements from being sent out of the substations.
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Figure 3.1 Attack path of measurement attacks at substations
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In digital substations, MMS communication uses a client/server model for reporting, monitoring,
and control between IEDs and the SCADA system. As shown in Fig. 3.1, in order to transmit the
measurement data to the SCADA system, the gateway as MMS client sends “read-request” to
access the information contained in the IED objects. Then, the corresponding IED, as MMS server,
sends the response back with the measurement data encapsulated in MMS messages. As a line of
defense to detect the measurement attack at SAS, the proposed IDS is configured to detect/mitigate
the falsified measurements within MMS messages before they are sent to the control center

through DNP3 communication.

In the cyberattack against Ukrainian power grid [83], the adversary takes control of servers in the
substations through unauthorized remote access. Once the station network is compromised, the
attackers will be capable of eavesdropping on MMS communication and injecting malicious
packets. Without cyber security scanning at the substation level, fabricated measurements will be
sequentially transmitted through DNP3 polling. The proposed defense action is a distributed IDS
at the substation level. Falsified measurements are identified based on the law of physics of the
power network: Kirchhoff’s Current Law (KCL), Kirchhoff’s Voltage Law (KVL) and Ohm's law.
The distributed nature of the proposed IDS enables each substation IDS to cross check the

measurements with other substations.

3.2 Measurement Attack Model at IEC 61850 Substations

This section describes the potential measurement attack path on MMS messages and

implementation of the proposed IDS at the substations.

3.2.1 Measurement Attack Path in SAS

Based on vulnerabilities with respect to measurement attacks, the attack path in the SAS is
illustrated in Fig. 3.1.

1) Bay level and station level

The substation network is accessed from the remote access point or internal network. Once

adversaries compromise the targeted substation through unauthorized access, they will gain access

17



to the bay level devices through the station network. Sequentially, the adversary executes the
attacks against measured values through MMS communication between the IED and gateway.

As shown in Fig. 3.1, MMS messages are converted to DNP3 at the gateway according to IEEE
Std 1815.1 [84], which defines the way data structures are mapped. The falsified measurements
indicate a change in the system states, which creates the event data at the DNP3 outstation. Once
an event polling is received, the DNP3 outstation at the substation will send the malicious data to
the DNP3 master at the control center [4].

2) Control center level

Once the control center receives malicious DNP3 packets, system operators can be misled by
fabricated measurements or triggered alarms and take undesirable actions. For example, multiple
substations may send falsified high voltages at the substations. In response, operators may decide
to switch off capacitor banks at these substations, leading to actual low voltage conditions in the

power grid.

3.2.2 Implementation of Distributed IDS at Substations

1) Law of physics

Table 3.1 IDS Rules for measurement attacks

Measurements IDS rules

Current Kirchhoff's Current Law (KCL):

|Ziexit - Zienterl < kcerllill + ot kcernlinl

Voltage Kirchhoff's Voltage Law (KVL):

vy + -+ v, < kpert V1] + - + kpern | Un
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Voltage and Current Ohm’s Law:

Vi — v — Ui Zume| < max{kyeri|vi|, kvericl Vil keerjiclijnZime| }

The proposed IDS applies the law of physics to detect anomalies in the measurements. The
measurement system in IEC 61850 based substations includes sensing elements and IEDs. CT and
VT (or Low-Power Voltage Transformers (LPVT) and Low-Power Current Transformers
(LPCT)) are instrument transformers for current and voltage measurements. Note that CT/VT and
the Merging Unit (MU) are subject to measurement errors, which may cause a violation of the
detection rules, e.g., KCL, KVL or Ohm's Law. The accuracy of CT/VT and MUs under a normal
condition is expressed by the accuracy class of the instrument [85]. To distinguish between
measurement errors and cyberattacks, rules of the proposed IDS shown in Table 3.1 include the
coefficient ki /kyeri» given for each instrumenti, i = 1,2, ...,n. They specify the tolerance in
measurement errors. Current and voltage measurements are assumed to be synchronized phasors

with time stamps.

KCL: The current, i.,;: (ienter), denotes current phasors exiting (entering) the substation. When
applying KCL to line currents at different voltage levels, the effect of a transformer must be
considered. The compensation includes the magnitude and phase-shift determined by the
transformation ratio and connection of the windings [86]. As shown in Table 3.1, when the
difference between the summation of i,,;; and that of i.,., is within the error tolerance, KCL is

considered satisfied.

KVL.: For any loop in the circuit graph, KVVL requires that the algebraic sum of voltage drops on
all branches around the loop be zero. v, denotes the voltage phasor at node n.
Correspondingly, k.., is the error coefficient of the voltage measurement. For each loop, one of
the buses is assigned to be the responsible bus. Based on the inter-communication between
substations, the responsible bus is tasked to verify KVL with measurements from other nodes in
this loop. When the summation of branch voltages in the loop does not exceed the error tolerance,
KVL holds.
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Ohm’s Law: In Table 3.1, current phasor i;, denotes the line current between two substations j, k,
and z;,. denotes the line impedance. v;, v, are the voltage phasors from substation j and
k and kyerj, kyerk kcerji are the error coefficients of v;, vy, and iy, respectively. Given the limit
of the error tolerance, Ohm’s Law between v; and vy, is verified with local measurement i, and

voltage measurement v, from substation k.

2) Deployment of the IDS in SAS

Since MMS messages are the attack targets, the proposed IDS, as a novel security feature, is
integrated with the gateway as shown in Fig. 3.1. Based on the proposed IDS, synchronized
measurements are needed for verification by the three rules. Therefore, IEDs with IEC/TR 61850-

90-5 capability are needed to provide synchronized data at the substation [87].

3) Distributed architecture
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Figure 3.2 Communication mechanism between the substations

To cross check measurements with other substations, the enabling technology of the proposed
algorithm is the wide-area communication of synchronized measurements. IEC/TR 61850-90-5 is
developed for exchanging synchrophasor data between different LANs through WANS based on
IEC 61850 standard [87]. To secure the communication over public network, IEC 61850-90-5
provides message authentication and integrity mechanisms, including Group Domain of
Interpretation (GDOI) key distribution model, Hash based Message Authentication Code
(HMAC), and Transport Layer Security (TLS). The proposed distributed IDS shown in Fig. 3.2

uses IEC 61850-90-5 for secure transmission of the synchronized data.

As shown in Fig. 3.2, the synchronized data will be sent from the IED to the substation Phasor

Data Concentrator (PDC). IEC 61850-90-5 will map the measurement data onto the UDP/IP
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protocol and then forward Routable-SV (R-SV) over WAN. Once the local PDC receives data
from other substations, the real-time measurement will be transmitted to the proposed IDS, where
the data stream is parsed with local measurements according to the proposed rules.

4) Time synchronization

To synchronize local measurements with the measurements from other substations, IED
supporting IEC 61850-90-5 generates time stamps of the measurements to provide GPS
synchronized time for the IDS. Once a substation PDC receives synchronized measurements from
other substations, it will align the data according to the time stamps. Each substation, as a
distributed node of the proposed IDS, analyzes the measurements based on time stamps of the
packets. Therefore, the communication delay between substations does not impact the accuracy of
the IDS.

3.2.3 Specification of IDS

Fig. 3.3 describes functions of the proposed IDS. First, the module of packet filtering filters out
irrelevant traffic. Only MMS messages responding to the data access request will proceed to the
packet parsing module. Synchronized data from other substations are transmitted from the
substation PDC to the IDS as an input. At the module of packet parsing, measurement messages
with time stamps are generated based on local sample values. Using synchronized measurements
from local and other buses, circuit laws in Table are used to identify possible violations. After all
rules are checked, the IDS triggers alarms if any violation is detected. For mitigation, the proposed
IDS will discard malicious data once a violation is verified. Meanwhile, the IDS will transmit
actual measurements with time stamps to the gateway. Hence, the control center is not impacted

by measurement attacks that take place in the substations.
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Figure 3.3 Specification of IDS

3.3 Computational Algorithms

This section shows that the law of physics used in the IDS can be used to detect false measurements
under various attack scenarios. From the system topology, the adjacency matrix A of the graph-
theoretic model of a power system is defined [88]. As shown in (1), the column with label nd and
row with label br corresponds to each node and branch, respectively. Loads and generators are
treated as branches connected to the ground node. Nonzero entries "1" and " — 1" in each row

represent the polarity of the connection.

..... nd, nd, nd,
bry 1 -1 .. 0
A=br, |0 1 -1 .. (D
: 0 1 v —1
br,, -1 .. 0 1

The branch voltage vector is a linear combination of the corresponding nodal voltages, i.e.,

Vy = AW, (2)
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where 1, V;, denotes the vector of branch voltages (voltage drops on branches) and nodal voltages,

respectively.

According to KCL, the sum of all currents at each node equals 0, which is formulated by the matrix
AT in (3).

ATIb =0 (3)

where I, is the vector of all branch currents.

3.3.1 Measurement Attacks at a Single Substation

Let v,; = ev,; represent the observed voltage measurement at bus j, where € # 1 means that the
voltage measurement is falsified. Similarly, ij; = €;ij , € denotes the attack model of current

measurement. g, # 1 means that the current measurement is falsified. Then (e;, — 1)ij

represents the value added to the original measurement.
Scenario 1: multiple branch currents at bus j are falsified:
) If Y(eexic — Diexic # X(eenter — Dienter:

Yiexit = Dlexic T X(€exic — Diexie

# Ylenter T X (Eenter — Dienter = Llenter
then KCL will be violated.
b) If ¥(ecxic — Diexic = X (enter — Dienter:
Ylexit = Xexitlexic = LEenterlenter = Llenters

In this case, KCL will fail to detect the malicious current measurements. However, Ohm's law will
be violated by ij,.: i/ Zime = (&ikiji) Zine # ijkZiine = Vnj — V-
Scenario 2: voltage measurement at bus j is falsified:

For any branch current iy, ijxZjne # Vyj — Vnk- Thus, Ohm™ s law of the IDS will be violated at

’
nj

bus j.
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Scenario 3: voltage and current measurements are attacked at bus j :

For any line at bus j, if ifz;ine # Vpj — Vi, the 1DS will detect the attack by Ohm’s law.

3.3.2 Measurement Attacks at Multiple Substations

Let V5, = TV, represent the vector of voltage measurements that may contain falsified data.
T,o; defines the attack model, where T,,; = diag(e, &,, ..., €,). € # 1 means that the ith
voltage measurement is falsified. Similarly, I}, = Tey Iy, Tewr = daig(Ay, Ay, o, Ap) . A # 1
means that the ith branch current is falsified. The adversary can choose any T .., T1o1 10 CONstruct

the malicious measurements. Thus, there are two attack scenarios:

Scenariol: Suppose voltage and current measurements are attacked at multiple substations, and

T cur» Tor @re matrices and not scalar.
According to (3), the falsified current measurements are verified as follows:
ATI, = AT(T oy Ip,) + ATI, = 0 (4)
Both voltage and current measurements are verified by Ohm's law:
Tewrdiag(Ziine)Ip = TeurAVy # ATy Vi (5)
Inequalities (4) and (5) show that this proposed attack will be detected by KCL and Ohm's law.

Scenario 2: Suppose voltage and current measurements are attacked at multiple substations and

Tyor = U1, Tewr = Uy, Where pq, u, are scalar.
a) If lul * ,le,
AT(TcurIb) = .ulAle =0 (6)

Thus, KCL will fail to detect such attacks that all branch currents in the system are falsified by

the factor u,. However, inequality (5) is satisfied, thus Ohm's law will detect such attacks.
b) IfT,,; = T.,» = 1, measurements at all buses are multiplied by the same factor u as follows:

Tcurdiag(zline)lb = TcurAVn = .uAVn = ATvol Vn (7)
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Equations (6), (7) show that the attack targeting all buses in the system by the same factor can
avoid being detected by the proposed IDS. However, it is unlikely that all of the large number of
buses will be attacked at the same time.

3.3.3 KVL Detection

Measurement attacks that cannot be detected by Ohm's law and KCL are analyzed based on the

KVL detection. Under this specific scenario, the falsified voltage and current measurement v}, i; ;

satisfy KCL and Ohm’s law at bus j:
Vi — v]{ = lI,(]Zk] (8)

Normally, KVL is satisfied around each loop, i.e., i;,21, + **+ + i,12,1 = 0. However, under the

attack given by (8), KVL for the related loop is expressed as:

L2 23 S o e e o T . Tl 721
= i12Z12 + - +l],<]Zk] + -+ inlznl *0 (9)

Inequality (9) indicates that KVL is able to uncover such attacks that cannot be detected by KCL

and Ohm’s Law.

3.4 Testbed Setup

A cyber-physical system testbed is developed to simulate the measurement attacks and implement
the proposed IDS at the substation level. Simulations are performed on an embedded computer.
The IEEE 39-bus system is implemented in an industry level power system simulator. As the
physical system layer in the co-simulation environment, the simulated voltage and current
measurements are exported to a simulated substation automation system in real-time. A
commercial grade IEC 61850 source code is embedded to implement the MMS communication.
To detect measurement attacks, the proposed IDS will parse the data flow of local measurements
and synchronized data from other substations. Fig. 3.4 illustrates the data flow of the proposed
testbed.

Communication between the substations is needed to identify falsified measurements using KVL
and Ohm’s Law. Industrial communication protocols (e.g., IEC 61850 and IEC 61850-90-5) are
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used to establish the communication network among substations. Each of the 39 substations is
assigned a unique address in LAN. Data packets with measurements are sent to the destination IP
address of the corresponding substations. Since data streaming among substations is transmitted
in a distributed manner [87], data exchange between substations is executed in parallel using

multiprocessing on the proposed simulation environment.

For KCL validation, IDS in substation LAN will parse local current measurements. Moreover,
using the proposed ICT network, every substation checks Ohm’s Law with local voltage
measurements as well as those transmitted from other substations. For KVL validation, the loops
in the IEEE 39 bus system are detected by the circuit analysis tool in Python. As shown in Fig.
3.5, there are 21 independent loops in the graph. The dashed lines in the figure represent the loops
including ground node, generator nodes, and load nodes. For instance, the yellow dashed line
between node 15 and node 16 indicates that the loads which are connected to ground form a loop
in the circuit with the transmission line between bus 15 and bus 16. The blue dashed line between
node 31 and node 32 shows that the two generators which are connected to ground form a circuit

loop with the transmission line between node 31 and node 32.

For the IDS measurement checking, a responsible node (bus) is predefined for each loop. For

instance, node 11, node 12 and node 13 in loop 1 send packets to the responsible node, node 10,
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Figure 3.4 Data flow of cyber-physical system testbed
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such that the current measurements from each node in loop 1 are extracted from the payload of the

packets for KVL validation.
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Figure 3.5 Independent circuit loops for IEEE 39 bus system
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3.5 Experimentation & Evaluation

Measurement attacks targeting single or multiple substations are simulated. A stealth false data
injection attack is simulated for comparison between the proposed substation level IDS and a
control center EMS based IDS. Representative attack scenarios are developed for simulation and
validation of the proposed IDS.

Based on the concept of “undetectable” malicious measurements, e.g., [41-45], a general attack
model can be constructed by z,,;, = z + a, where z denotes the original measurements and a is
the attack vector. To bypass the bad data detection in state estimation, if the attacker uses an attack
vector a = Hc, where H is the measurement matrix used in state estimation, and c is an arbitrary
nonzero vector, the threshold of bad data detection will not be violated. However, the proposed

stealth attack will undermine the results of state estimation.

In this attack scenario, the original measurements are generated by combining the power flow
results with measurement errors. The measurements of voltage magnitudes at bus 11 and bus 13
are falsified with a constructed vector c. The injected error shown in Fig. 6 represents the
difference between the voltage magnitudes of power flow results and manipulated results of state

estimation. It is noted that the differences at bus 11 and bus 13 are significant.
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Figure 3.6 Difference between the original and estimated measurements after a stealth attack
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Table 3.2 IDS rules for stealth attack

Stealth Attack IDS alerts Bad data detection results
attack targets
Zhad Bus 11, | t=10.078s, 0.095s: Ohm's |Zpaa — Xesell < T

=z+ Hc |Busl3 |Law alert triggered at
buses 11,13

Table 3.2 shows the detection results of the stealth attack. According to the IDS, the malicious
voltage measurements violate Ohm's law at bus 11 and 13, which triggers the alerts at 0.078 and
0.095 seconds at each substation. However, the norm of measurement residuals, ||z,,q — Xestl, 1S
less than the threshold, referred to the Chi-squares table. Thus, without the proposed substation
IDS, this attack can successfully inject malicious errors and bypass bad data detection. Much
research has been concerned with the detection of stealth attacks targeting state estimation.
Usually, it is assumed that attackers have full/partial knowledge of the current system
configuration. However, the proposed substation IDS is able to detect and mitigate the falsified
measurements before they are sent out of the substation, whether the attacks are independent or

coordinated.

Table 3.3 shows the detection results for different attack scenarios. For scenarios 1, the attacker
falsified the voltage measurements by increasing the magnitude of measurements to 1.3 times. As
current measurements are not fabricated, KCL and KVL are not violated according to the detection
algorithms. From the detection results in Table 3.3, Ohm's Law at bus 10 successfully detects the

attack, IDS warning is triggered as a response.

For scenario 2, current measurements on the line between bus 10 and bus 13 are falsified at bus
10, causing a violation of KCL and Ohm’s Law at bus 10. The IDS warning at bus 10 is triggered.
Since the falsified current violates KVVL of Loop 1 (including buses 10,11, 12, 13), KVL alert is

also triggered.
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Table 3.3 IDS Performance for measurement attack scenarios

Attack Scenario Attack Target IDS Alert with Detection Time (DT)
1. Increase voltage magnitude t=0.072s: Ohm’s Law alert triggered at bus
to 13 times of the Bus10 10

measurement

2. Increase line current
between bus 10 and bus 13 to | Bus 10

3 times of the measurement

3. Increase all the current
magnitude to 3 times of the Bus 11 and 13

measurement

4. Increase voltage to 1.3
times, current to 3 times of the | Bus 10

measurement

t =0.003s: KCL alert triggered at bus 10

t=0.065s: Ohm's Law alert triggered at bus
10

t = 0.093s: KVL alert triggered at bus 10
(Loop 1)

t=0.055s: Ohm's Law alert triggered at bus
11

t=0.065s: Ohm's Law alert triggered at bus
13

t = 0.092s: KVL alert triggered at bus 10
(Loop 1)

t = 0.103s: KVL alert triggered at bus 13
(Loop 2)

t=0.063s: Ohm's Law alert triggered at bus
10

t = 0.085s: KVL alert triggered at bus 10
(Loop 1)
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t=0.059s: Ohm’s Law alert triggered at bus
11

t=0.062s: Ohm’s Law alert triggered at bus

5. Increase voltage to 1.3 13

times, current to 3 times of | Bus 11 and 13
t = 0.086s: KVL alert triggered at bus 10

(Loop 1)

measurement

t = 0.097s: KVL alert triggered at bus 13
(Loop 2)

For scenario 3, all current measurements at bus 11 and bus 13 are falsified by increasing the line
current to 3 times of the measurements. KCL fails to detect this attack. However, Ohm's Law
successfully detects this measurement attack at buses 11 and 13. KVL alerts are triggered by Loop

1 and Loop 2. Thus, IDS warning at both buses is triggered.

Similarly, if both voltage and current measurements are falsified at scenarios 4 and 5, the proposed
IDS is able to detect the measurement-based attack by checking IDS rules. As shown in Table 3.3,
Detection Time (DT) is estimated by the time difference between the time stamp in the messages
and the time when the scanned packet is detected by any rule. The detection of KVL usually takes
more time to complete. Ohm’s Law detection is relatively fast since the time delay is based solely
on the transmission delay of other buses. For KCL, the detection is the fastest as there is no need
for communication with other substations. Once an alert is triggered by a violation, the IDS
warning is triggered. Therefore, DT of a particular measurement attack is determined by the fastest

alert.

3.5.1 Performance of the IDS

1) Detection time (DT)

Using Monte Carlo simulation, the measurement attacks targeting a random bus in IEEE 39 bus
system are executed 1000 times on the proposed testbed. DT as a performance metric is measured

for each attack.
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Fig. 3.7 illustrates the distribution of DT under single-bus and two-bus attacks, respectively. The
Y axis of the figure shows the number of attacks that have been detected during the simulation.
From the distribution of the results, KVL detection requires more time to check the detection rule.
As the responsible bus in the loop validates KVVL by collecting the measurement packets from
other buses in the loop, the latency is caused by the highest transmission delay over all buses in
the loop. Specifically, the maximum DT observed from KVL detection reached 0.15 second, as
this loop is the largest loop in the system with 8 substations. Communication between buses is
efficient. Indeed, checking of the Ohm’s Law is completed within 0.1 second. As validation of
KCL is processed at the local substation without any confirmation information from outer network,
DT for KCL is around 0.01 second. In Fig. 3.7, the maximum DT is lower than 0.2 second, which
is smaller than the cyclical time of DNP3 polling. Hence, the proposed IDS is able to identify

falsified measurements before the measurement messages are sent out by DNP3 outstation.

A histogram comparing the results is shown in Fig. 3.7(a) and (b). It is noted that the DT
distribution of single-bus attacks is close to that of two-bus attacks as expected. The reason is that
the proposed IDS checks the consistency of measurements in a distributed manner at the substation

level.

The general DT distribution for various attack scenarios in 39-bus system is given in Fig. 3.8. In
order to evaluate the performance of the proposed IDS under multiple cyberattacks, substations
are randomly selected by the measurement attack. The Y axis in Fig. 3.8 represents the number of
substations that are attacked simultaneously. For each attack scenario, the detection time of the
attack is the time when the first alert is triggered by the IDS. In Fig. 3.8, the band represented by
the box gives the maximum, minimum, and median of the detection time over 100 experiments,
respectively. The outliers are defined as red points located outside the box. By comparing the
respective median of each box, all medians are close to each other, and fall under 0.025s. The

results show that, for a broad range of attacks, the distributed IDS responds within a short time.
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(b) Two-bus attacks
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Figure 3.7 Distribution of detection time of each rule in IDS
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The accuracy of the proposed IDS is measured by DR, which is the ratio of TP (number of

attacked instances IDS correctly detects) and FN + TP (overall number of the attack instances).

TP

DR = ———=
FN+TP

(10)

Measurement packets mixed with the falsified measurements are sent in different rates. For a given
rate, the experiments are repeated 100 times. The error bar is calculated based on the standard
deviation of the results. Fig. 3.9 shows the impact of traffic rate for DR. The results show that the
IDS is able to detect the falsified data in the mixed data stream. In other words, if the attacker
floods the system with duplicate packets at a rate of 1000 packets per second, the alarms are
triggered once the first fabricated measurement is captured. Therefore, the mitigation strategy is
able to prevent the substation from further flooding. However, it is observed that DR declines from
100% to 93%, when the sending rate exceeds 1000 packets per second. The error bar indicates the
low performance of the IDS when the data traffic is too fast. Along with the increase of traffic
speed, the delay time between any two packets becomes too small. The IDS is not fast enough to
identify each packet within the mixed data stream at such a high speed, causing the falsified

measurements in the missing packets to be misclassified.

3.6 Conclusion

In this work, the potential attack path of measurement attacks at the substation level is established.
The performance of the proposed IDS has been validated by simulation with realistic measurement
attacks. The proposed method achieves a high level of detection accuracy under high speed traffic
of measurement messages. By the proposed IDS, measurement attacks are detected within the
substations, thereby avoiding the impact of falsified measurements on system operation in the
control center. For the future work, collaborative IDSs with communication among the substations
should be studied so that the distributed IDSs will be able to work as a team to detect various attack

types targeting the digital substations.
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Chapter 4
Cyber System Recovery at Digital

Substations

With the integration of communication technologies and the IEDs, an IEC 61850 based SAS
increases the efficiency of power system monitoring, control, and protection. However, the
expanded connectivity with a Wide Area Network (WAN) also exposes the system to new attack
vectors. Substations are vulnerable targets for the cyber (and physical) attackers since most of

them are unmanned and some are located in remote locations.

To promptly recover the main functionality of the system operation and control, this dissertation
proposes a new strategy of cyber recovery for IEC 61850 based SASs. As the post-mortem failure
analysis for a cyberattack can be time-consuming, it is necessary to recover the main functions of
the substation first to maintain critical operations of the power system. On the other hand, until the
attack path is fully reconstructed, it is risky to expose the system to remote access. Thus, the

proposed strategy relies on local recovery actions within the substation network.

Research on mitigation and recovery of the cyber-power system following a cyberattack is in an
early stage of development. Indeed, 1) existing research relies on a centralized approach for
restoration of the physical grid, which may be manipulated through an unsecured communication
network. 2) A systematic methodology is critically needed for fast recovery of the cyber system
functions at substations following a cyberattack. This paper provides a new method for the cyber

recovery at IEC 61850 based SASs. The main contributions of this proposed method are:

e Proposing a strategy to recover the main functions of a substation following cyberattacks.

e Presenting a novel application suitable for integration within the Software Defined Network

(SDN) environment of digital substations.
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e Developing a local recovery procedure which is solely based on collaborative devices within

the substation network.

e Implementing the proposed method with the cyber-physical testbed. Test results validate the
feasibility of the proposed method at an IEC 61850 based SAS.

4.1 Problem Formulation

The ICT of substations includes remote functions for the Supervisory Control And Data
Acquisition (SCADA) system, which potentially exposes the cyber-power system to cyber
intrusions. The intended purpose of a substation cyberattack is to open CBs and trigger a cascaded
sequence of events, leading to a blackout. To maliciously manipulate the CB control signals, four
potential attack points at the substation level are illustrated in Fig.4.1. It is noted that the adversary
can trigger the attack from inside or outside the substation. Based on the analysis of different attack

paths, the compromised components that will be isolated during the cyber recovery are discovered.

1) From inside the substation

From inside of the substation, an adversary can intrude into the substation network by accessing
attack points (2), (3) or (4) as shown in Fig. 4.1.

Once (2), (3) are accessed, the adversary can issue falsified control commands in Manufacturing
Message Specification (MMS) messages to open the CBs. When the process bus ((4) in Fig.4.1)
is compromised, the adversary can inject fabricated measurements with Sample Value (SV)
packets to trigger a protective relay. Also, with the access of the process bus, the station
equipment, e.g., protective IEDs, can be compromised. To open the CBs, the adversary can

manipulate relay settings or directly issue malicious GOOSE messages.

2) By Remote Access

If the adversary gains access through (1) in Fig.4.1, the attack path leading to CBs will be: (1), (3),
(4). For example, the attacker utilizes Virtual Private Network (VPN) as a backdoor to
communicate with the Industrial Control System (ICS). Then the attacker accesses the substation

from remote through the ICS to launch the attack by issuing malicious commands.
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4.2 Methodology for Cyber Recovery

In order to secure the digital substations, the concept of a collaborative Intrusion Detection

Systems (IDS) has been proposed [59, 70]. Based on a specification-based detection algorithm,
the IDS integrated IEDs parse the data traffic (i.e., MMS, SV and GOOSE) to detect the anomalies

without disrupting the main IED functions. With the collaboration among the IEDs, the IDS can

detect and mitigate simultaneous intrusions at multiple IEDs. As shown in Fig. 4.2, detection of a

cyber intrusion at the substation level will trigger the proposed cyber recovery. Following the

detection step, the strategy for cyber system recovery is based on isolation and recovery.
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Anomalous access
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Cyber recovery

Isolation

v

Recovery
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malicious CB control
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GOOSE) or SV

Op1: Block all protection
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initiate the recovery

¥

Establish the
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of Collaborative IED
through SDN
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or GOOSE are stored
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Identify the
compromised devices
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compromised IEDs
with SDN controller

Activate collaborative
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function of the
compromised IED

Reset the protection
and control actions

Figure 4.2 Methodology of cyber recovery at a substation
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4.2.1 Isolation

Once an attack is detected, there are two options to initiate the procedure of isolation at the
substation level.

e Option 1: Protection and control functions of all IEDs are blocked. The collaborative IDS [59]
sends the security information within a GOOSE message to the neighboring IEDs so that the
IEDs will switch to a blocking mode. By doing so, the subsequent attacks will not be able to
interrupt normal operation of the power grid during the process of cyber recovery.

e Option 2: The operator manually initiates the process of recovery. With the attacks successfully
detected by the IDS, the alarms and security information are sent to the operator, who will

execute the isolation.

The security information generated by the IDS at each IED contains the security violations of the
attack. Thus, the attack points at the substation level can be identified. For instance, the GOOSE
intrusion detection provides useful information contained in the malicious packets:
source/destination MAC address, sequence number, time stamp, etc. The source MAC address is
tied to the compromised IED that sends out the fabricated control. Under this scenario, this

particular IED will be isolated during the procedure.

To implement the isolation of the compromised component, SDN, with complete network
visibility, increases the flexibility of control over the substation network [89]. The control plane
that determines the packets forwarding is removed from the switches to the centralized SDN
controller. OpenFlow as the common industrial standard is used to program the communication
between the flow controller and network appliance (SDN switches). Note that in this case, the
centralized SDN controller is trusted. Security measures for the SDN controller are assumed within

the scope of this study.

Based on information of the various attacks in Section Il, SDN controller implements the isolation
by programming the flow tables of the correlative switches. Table 4.1 shows the relation between
the security information from the IDS and correlative SDN switches that the compromised IED is

connected to.
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Table 4.1 Correlative SDN switched for various attack scenarios

Attack points | Detected malicious | Correlative SDN Switches
messages

Remote Access | MMS, GOOSE Station bus, process bus, firewall

Inside of | MMS Station bus

subtaion GOOSE, SV Station bus, process bus

Attacks from remote access: With the information of malicious MMS and GOOSE packets,
the attack path described in Section Il is traced. If the MMS is issued from remote access, the
IP address of the user, who is falsely authenticated by the firewall, should be blocked. To
secure the substation from unsecured remote access, the central controller of SDN will update

the flow table of the firewall to block the connection outside of substation LAN.

Attacks from inside of the substation: Based on the attack points in Section I, both station bus
and process bus can be compromised under cyber intrusions from inside of the substation LAN.
If the IDS detects anomalies of GOOSE and SV packets, the flow table of the Ethernet switches
(process bus and station bus) will be updated through SDN controller. On the other hand, if the
malicious MMS is detected containing the fabricated control from the compromised station
IED, the SDN will send the flow entry to the Ethernet switch (station bus) to block the related
MAC and IP address.
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4.2.2 Recovery
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Figure 4.3 Configuration of proposed collaborative IED

Based on isolation of the compromised appliance at the SAS, it is necessary to promptly recover
the basic protection actions and controls of the substation before the system is fully restored from
the cyberattack. The collaborative IED is developed for the recovery of any type of IEDs present
in the substation. Once the compromised IED is isolated, SDN controller issues the flow entry to
redirect the traffic to the collaborative IED. In other words, any packets sent to the compromised

IED will be sent out of the Ethernet port connecting with collaborative IED.

Meanwhile, the proposed collaborative IED will convert to the same logical device (LD) of the
isolated IED and activate its main functions. Based on the design of backup IED for the faulty IED
in [90], the configuration of the collaborative IED follows the System Configuration Language
(SCL) engineering of IEC 61850 based system. SCL specifies a hierarchy of SCL files, which

describe the multi-level of the system with a standardized format [91]. For instance, Substation
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Configuration Description (SCD) file contains the information of substation configuration, and
Configured IED Description (CID) file contains full configuration of the IED.

As shown in Fig. 4.3, the proposed collaborative IED with SCD file has full information of
substation configuration, providing the capability to convert to any type of IEDs. When isolation
is triggered, the collaborative IED will be activated by the file with the LD name of the isolated
IED. The corresponding thread will be executed by parsing the SCD file with the LD name. As
the collaborative IED remains online all the time, it seamlessly takes over the main functions and
data mapping information of the compromised IED without interruption.

Once the attack is fully cleared, SDN controller will end the recovery module and reset the
network. The compromised components will be restored and the collaborative IED will remove

the active threads and reset to the online waiting mode.

4.3 Simulation Results

4.3.1 Testbed Setup

A cyber-physical system testbed representing the IEC 61850 based substation with the SDN
environment has been designed and implemented at Virginia Tech. Commercial grade IEC 61850
source code is embedded to generate the IEC 61850 based environment. A real time power system
simulator is used for co-simulation of the physical layer. Mininet, as a network emulator, is used
for implementation of SDN. To develop the centralized control of SDN, the extension
“RECOVERY” is programmed in POX controller which is running on the same host as the remote

SDN controller [92]. Simulations are performed on an embedded computer.

The topology of SDN based substation network has been established as shown in Fig. 4.4. In this
simulated SDN based substation network, the controller is connected to two Ethernet switches
(station bus and process bus) and one firewall with OpenFlow links. Some devices (IED1,
collaborative IED, and MU) have two Ethernet ports that are connected to both switches. Human
Machine Interface (HMI) and the firewall are connected to the station bus only. Simulation results

are presented for two realistic scenarios as follows.
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4.3.2 Scenariol: Fabricated GOOSE from IED1

Based on the embedded IDS in the testbed, security information of the malicious GOOSE indicates
the source MAC of IED1. Therefore, the process of cyber recovery is triggered by isolating IED1.
First, the SDN controller sends out one new flow entry to the station bus to block the traffic from
the source MAC address (00:00:00:00:00:01), which is tied to IED1. Then, the controller issued
an OpenFlow command about the flow table modification. The modified flow entry redirects the
packets with the destination address of IED1 to the reconfigured collaborative IED as illustrated
in Fig. 4.5. Note that the collaborative IED has subscribed to the Ethernet switch before the
recovery starts. By doing so, it seamlessly converts to the isolated IED without interruption.

Collaborative
IED

s GOOSE

D1/0 Circuit
MU
(_)- breaker

------ . Original data flow =~ ——— [ Redirected data flow

Figure 4.5 Isolation of IED1
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ot Terminal - ruoxi@ruoxi-virtual-machine: ~/pox ot N X

File Edit View Terminal Tabs Help

ruoxi@ruoxi-virtual-machine: $ sudo ./pox.py log.level --DEBUG info.packet dump samples.pretty log openflow|
.of 01 forwarding.12 learning misc.firewall

POX 0.5.0 (eel) / Copyright 2011-2014 James McCauley, et al.

INFO:info.packet dump:Packet dumper running Recovery module in the remote
[mi '

c.firewal ] Enabling RECOVERY Module e : 2
POX 0.5.0 (eel) going up... controller is triggered
Running on CPython (2.7.15+/0ct 7 2019 17:39:04)
Platform is Linux-5.0.08-32-generic-x86_64-with-LinuxMint-19.3-tricia
POX 0.5.0 (eel) is up. -
Listening on 0.0.0.0:6633 Any packets from IED1 is blocked.
[00-00-00-00-060-81 1] connected
learning ] Connection [00-00-00-00-00-01 1]

] Block packets from ©0-60-00-00-00-81 Any packets sent to IED1 is
Redirect dst 00-00-00-00-00-01 to port 4 s
= redirected to Collab IED

a. POX controller

mininet> IED1 ping -c2 MU

PING 10.60.0.3 (10.0.0.3) 56(84) bytes of data.

From 10.0.0.1 icmp seg=1 Destination Host Unreachable

From 10.0.0.1 icmp seq=2 Destination Host Unreachable (:)

10.0.0.3 ping statistics ---
2 packets transmitted, 0 received, +2 errors, 100% packet loss, time 1009ms
pipe 2

mininet> MU ping -c2 CollabIED

PING 10.0.0.4 (10.0.0.4) 56(84) bytes of data.

64 bytes from 10.0.0.4: icmp seg=1l ttl=64 time=50.9 ms

64 bytes from 10.0.0.4: icmp seq=2 ttl=64 time=35.9 ms (:)

--- 10.0.0.4 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1002ms
rtt min/avg/max/mdev = 35.949/43.450/50.951/7.501 ms

mininet> |

b. Mininet console

Figure 4.6 Simulation results of SDN under scenario 1

Fig. 4.6a shows the logs from actions of the controller. After the controller successfully activates
the recovery module, the proposed flow entries are issued via OpenFlow link to Switchl (Station
bus). To verify the updated flow table, Fig. 4.6b shows the results of connectivity between the

hosts in Mininet:
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@: After isolation of IED1, IED1 is not able to ping Merging Unit (MU), as the packets from IED1

is blocked based on the flow table.

©: With the new entry in the flow table, the connection between MU and collaborative IED is
established.

The proposed cyber recovery successfully isolated the compromised IED1 and reconfigured the

communication link with the collaborative IED.

4.3.3 Scenario2:; Attack from Remote Access
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a. POX controller

mininet> Firewall ping -c2 IED1

PING 10.0.0.1 (10.0.0.1) 56(84) bytes of data.

From 10.0.0.5 icmp seg=1 Destination Host Unreachable

From 10.0.0.5 icmp seq=2 Destination Host Unreachable (:)

--- 10.0.0.1 ping statistics ---

2 packets transmitted, © received, +2 errors, 100% packet loss, time 1008ms
pipe 2

mininet> userl ping -c2 IED1

connect: Network is unreachable (:>
mininet> [ i

b. Mininet console under Scenario 2
Figure 4.7 Simulation results of SDN under scenario 2

In this scenario, the attacker accesses from remote the station bus through the firewall and
navigates the LD using MMS communication. The MMS message tampers with the data attribute

of the IED, which eventually triggers the GOOSE message with the tripping signal. Therefore,
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once the IDS detects the malicious GOOSE and corresponding MMS message. The source IP of
the MMS message indicates if the packet is from remote access or the local HMI. In this scenario,
the malicious MMS packets contain source IP address from the remote host. As soon as the process
of recovery is triggered, SDN controller will send a new flow entry to the firewall to block the
traffic from the particular source IP. Furthermore, to prevent further intrusions from the remote

access point, traffic from the firewall is blocked during the cyber recovery.

Once the recovery module is activated, the connections between the switches and controller are
established. Based on the detection results, the controller sends two OpenFlow messages to the
firewall and the switch to isolate the connection tied to the remote access point as shown in Fig.
4.7a. In this scenario, since the local host of the PC, named Userl, sends out the malicious
commands to the station bus, the particular IP address of Userl is blocked.

To verify the updated flow table, Fig. 4.7b shows the results of connectivity of the hosts in

Mininet:
@: After isolation of the firewall, it is not able to ping any other host in the network.

@: As the IP address of Userl is blocked by the updated flow entry, Userl cannot reach the

substation network anymore.

The proposed recovery process successfully blocks the unauthorized user and isolated the firewall,

which prevents further attacks through remote access.

4.4 Conclusion

This work provides a strategy of cyber system recovery for a substation following cyberattacks.
Based on security information provided by the IDS, the proposed method is used to recover the
functionality of the substation in two steps: isolation and recovery. The procedure has been
validated with attack scenarios using the simulation of SDN based substation network. The test
results indicate that the proposed method is promising for integration with the IEC 61850 based
SAS. For the future work, the cyber system restoration needs to be extended to multiple
substations. Based on the secured communication between the substations, the restoration process

for the cyber system can be deployed in a distributed manner.
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Chapter 5
Cyber-Power System Restoration

Planning under Large-scale Cyberattacks

On May 7, 2021, a U.S. pipeline system, Colonial Pipeline, suffered a ransomware attack that
successfully compromised its billing system. The company halted the pipeline’s operations to
prevent further attacks on the Operational Technology (OT) system. It took more than one week
to fully recover their network and restore operations after the attacks. This incident is the latest
example of how the vulnerabilities in cyber systems can lead to large-scale attacks that require
considerable effort to recover from. However, the post-cyberattack restoration strategy for power
systems needs further study, despite its critical importance in mitigating economic losses and

ensuring public safety.

The motivation for this research is to develop an effective strategy for post-cyberattack cyber-
power restoration. Once an intrusion detection system (IDS) identifies abnormal actions in the
cyber system, it is crucial to recover the information and communication technology (ICT)
infrastructure and restore the functionality of the power system as soon as possible. To address
these challenges, this paper proposes an integrated strategy for power grid restoration that accounts
for the challenges posed by severe cyberattacks. This strategy emphasizes the interdependency
between communication disruptions and manual intervention, leading to a comprehensive
restoration approach validated by a cyber-power simulator. Considering that potential large-scale
cyberattacks can compromise multiple distributed devices, the proposed cyber system restoration
strategy should be capable of handling the limited capacity of the communication network of a
power system. In this paper, an SDN-based solution for cyber-power system restoration is

proposed for the flexible monitoring and control of the communication network.

50



5.1 Cyber-power System Restoration Algorithm

5.1.1 Interdependency between Cyber System and Power System

Layer 1

Cyber-Power

> System Restoration  J* |
Wg_/ Communication
Power flow

. system
cpnstralnts constraints
violated

violated

Restoration
sequence

SDN based
Communication
system simulator
(Communication
system
reconfiguration)

Cyber-Power System
Simulator

Power system
simulator(Steady
state analysis)

Figure 5.1 Cyber-power system restoration strategy

After a blackout in the power system, effective communication becomes pivotal for facilitating the
restoration process. However, if a severe cyberattack compromises the supervisory control and
data acquisition (SCADA) network, it leads to a disruption in the remote monitoring and control
capabilities of the power system, resulting in a delay in power system restoration. When the cyber
system is compromised, repair crews need to be dispatched to manually operate breakers at
substations, further impeding power system restoration. Therefore, by considering the
interdependency of both the power and cyber systems, the optimal restoration path for both can be
identified and implemented.
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In this paper, as shown in Fig. 5.1, the proposed cyber-power system restoration strategy is
twofold. In Layer 1, the multi-network restoration is modeled using mixed integer linear
programming. In Layer 2, a constraint check of both the power system and communication
network is implemented using a cyber-power system simulator. The proposed optimization model
provides an initial sequence for activating generators, power system buses, and communication
nodes. Because the proposed objective function and constraints are a linear combination of binary
decision variables, the global optimal solution is achieved at each time slot (10 minutes). By using
the cyber-power system simulator, the power flow constraints and communication system
constraints will be checked at each restoration step. If the constraints are violated, the restoration
sequence will be recalculated. The new restoration steps will be checked by the co-simulation until
the cyber-power system is feasible at each restoration step.

5.1.2 Optimization Model of Cyber-Power System Restoration

The cyber-power system is modeled as an integer linear programming problem. Binary variables
serve to denote the operational state during the restoration process, either active or inactive, of

power system buses, communication nodes, and associated communication links.

Considering the blackstart capabilities, generators are categorized into Non-Black Start Units
(NBSUs) and Black-Start Units (BSUs). When a unit is energized, the output of the generator
increases gradually to the maximum output. The ramp rate measures how quickly a unit can change
its output. From the authors’ previous work [93], the nonlinear gelnerator capability curve can be

modeled by the binary decision variable u{,, as shown follows:

BSC; = C; (T —tf— ﬁ) &7 pep
[ ] 2 K[ ZKL i
—(C; — PA)tst (D
£ = 2(1 — ufgen) + 1 )
where ufgenis the binary decision variable representing the status of NBSU generator i at each
time slot. u{gen = 0 indicated that NBSU; is not energized at time t. BSC; represents the blackstart

capability of generator i, C; is the capacity of generator i, T is the entire restoration time, t{ is the
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cranking time of generator i to begin to ramp up, K; is the ramping rate of generator i, and P{ is
the cranking power requirement of generator i. As shown in (2), the start-up time ¢* of generator
i is expressed with u{,,,. Noted that, it is assumed that the generator will not be shut down as long
as it is energized. By doing so, the decision variable matrix of each generator of the proposed
restoration algorithm is modeled by 1by T.

The optimization of the power network focuses on its topological constraints and overall online
generation capacity, while the communication network aims to expedite the restoration of nodes
and links. The improvement of the previous work[93] is the mutual reliance between power and
communication links is taken into account as network constraints as shown in (3). The objective
is:

max Z BSC; + Z bflodei + bltinkj ®3)

iESNBSU LEST,IESnode,JESlink

Here, S = 1, ..., T is the set of restoration time from 1 to T; S,,,4. IS the set of the communication
nodes, Sy, IS the set of communication links. b, 4. is the binary variable of the
communication node; at time t, 1 means the communication link is available, 0 means the

opposite. Similarly, bfl-nj is the binary variable of communication link j at time t.

From (1) and (2), the BSC of a specific unit is determined by the status of ufgen of NBSUs.

Therefore, the objective function is further simplified as:

max Z Z (Ci — PO)Ufgen

iESNBsU tEST

+ Z bﬁzodei + b{inkj (4)

LeST,IE€Snode, JESLink

5.1.3 Constraints

1) Constraints for generator units

Considering the inherent properties of thermal generators, NBSU i exhibit a maximum allowable
start-up time T/"%*, Furthermore, the unit must adhere to a minimum critical time period, T;™"

before initiating the cranking process.
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7t <T"* i€, (5)
tit =T (6)

Also, sufficient black-start capacity is necessary to fulfill the cranking power demands of NBSUs.

S

gen 1S the set of generators.

Z Pi'i;en >0 te€Sy (7)

i€Sgen

2) Topological constraints for power system

The constraints (8)-(11) represent the transmission line and node energization constraints in a

power system.

If a transmission line becomes energized at time t + 1, then a minimum of one connected bus must

be energized at time t.
0< ufi-"r-lleij = uf)usi + uf)usj t € St' ij € Sline (8)

Where uj;,.;; means the the binary variable of power system line ij at time t, 1 means the line is
energized, 0 means the opposite. Similarly, uf, .; means the binary variable of power system bus i

at time t, 1 means the bus is energized, 0 means the opposite.

If a non-black-start bus becomes energized at time t, then at least one of its connected transmission

lines must be energized at the same time t.

uf)usi € Z u;ineij (9)

1jESline-busi

A bus or a line will not be de-energized once it is energized.

t 41
Upusi = Upusi (10)
t 41

Ujineij = Uiineij (11D

3) Topological Constraints for Communication System

54



Likewise, the constraint of reestablishing communication links and nodes are characterized by the
subsequent formulations. If a communication link is reconnected at time t + 1, then a minimum

of one connected communication node must be energized at time t.

bitti: < bl + b} (12)

linkij — "nodei nodej

In terms of the communication nodes that are not directedly connected with the power system bus,
their availability at time t is contingent upon the presence of at least one operational network link
connected to the node at time t.S,. is the set of communication nodes that are isolated from the
power system bus. S;i.x —nodei FePresents the set of the communication links that are connected to

node i.

brodei € Z biinkij L €Sy (13)

1jE€Slink-nodei

A communication node or link will not be disconnected once it is reenergized.

bfzodei < bfz;éei (14)
Dimkij < biihkij (15)

4) Interdependency constraints

The accessibility of the communication system is crucial for power system restoration, especially
for power system buses located in remote areas. For the restoration of these buses, remotely
controlling circuit breakers effectively minimizes delays by eliminating the need to dispatch crews
to the field. In the proposed approach, generator buses do not require remote breaker operations,
as on-site personnel are present. Constraints (16 and 17) illustrate the interdependence between

the cyber system and the power system.
A non-generator bus is energized at t only if the communication node at that bus is available.
uflgi < bﬁzodei L E [O'T] (16)

In this paper, we assume that it takes time Ty..consig for SDN controller to reconfigure the
communication network infrastructure after a cyberattack. Here, Troconrig IS predefined as a

constant value.
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t t ;
ZteSt bnodei - Ztest ungi = Treconfig S Sattack (17)

5.2 Cyber-power System Simulator for Constraint Check

The proposed optimization model generates an initial starting sequence for generators, power
system buses, communication nodes, and links. However, the feasibility of the restoration
sequence must be verified in both the cyber and power systems. If power flow constraints or
communication network constraints are unmet, global optimality could be jeopardized.
Consequently, a cyber-power system simulator, as depicted in Fig. 5.1, is deployed to assess
feasibility for each time slot within the sequence.

5.2.1 Cyber-power System Simulator Set-up

The cyber-power system simulator consists of a power system simulator, SCADA simulator, and
Open Platform Communications (OPC) server. In this paper, the IEEE 39-bus system is used to
demonstrate the interaction between cyber and power systems. An SDN-based solution for cyber
system recovery in the power grid is proposed. The proposed SDN-based communication network
for IEEE 39 bus system is implemented in Mininet with limited bandwidth for each
communication link. POX controller is utilized as SDN controller for the implementation of
proposed cyber recovery applications. The network traffic analysis tool, sFlow, is built into
Mininet to provide the real-time traffic visibility of the simulated network. Mininet, POX
controller, and sFlow are installed on one virtual machine. The platform runs a 64-bit Ubuntu 19.3
with two virtual CPUs and 4GB of RAM. In order to analyze the interactions between the cyber
system and power system, IEEE 39-bus power system is simulated in the power system simulator,
DigSILENT 2018, which provides real-time responses from the physical system. The OPC server
is used as the bridge between Mininet platform and DigSILENT for real-time data exchange. The
power system simulator is installed in another virtual machine (2 virtual CPUs and 4 GB of RAM)

that runs Windows 7.

5.2.2 SDN based SCADA Network

Currently, the smart grid communication network is built on various protocols and devices from

different vendors, making network management a complex task. Thus, traditional approaches that
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have been adopted to manage smart grid communications are not sufficient. As a programmable
network infrastructure, an SDN based communication network can be integrated with a smart grid
for flexible monitoring and control of the communication network. The motivation to utilize SDN

based SCADA in terms of attack-resiliency includes [94]:

1) Based on the programmability of SDN WAN, the applications in a SCADA system can be

customized to meet various communication requirements.

2) When the power system is under cyber threats, the centralized SDN controller with a global
view enables attack detection and mitigation to be performed with a higher level of precision and
visibility.

3) In case of a cyberattack or communication failure, a smart grid’s capability to communicate
and respond will be reduced. To restore the operations as soon as possible, the SDN based
environment can adapt to the changing conditions of the communication network within a short

period of time.

Note that in this case, the centralized SDN controller is trusted. Security measures for the SDN

controller are assumed within the scope of this study.
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Figure 5.2 SDN based SCADA communication network

As depicted in Fig. 5.2, the proposed SDN-based SCADA system comprises four layers: the
physical system layer, SDN data plane, SDN control plane, and SDN application plane. The SDN
data plane, containing SDN-based network nodes, connects the physical power system to the SDN
controller. Each substation or control center LAN in the power system is equipped with an SDN-
enabled firewall, which uses a flow table to forward traffic to the next hop. At the SDN control
plane, the centralized SDN controller connects the SDN-based nodes using the OpenFlow protocol

[95]. The application plane is decoupled from the data plane through the SDN controller. In the
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application layer, the centralized design of SDN enables complex and flexible applications,
including Intrusion Detection Systems (IDS), network management, and cyber recovery.
Additionally, as part of a hierarchical SDN-based communication infrastructure, there is a local
SDN controller at each substation, which controls and monitors the IEC 61850-based substation
LAN. The specific SDN scheme for the substation automation system is shown in [96].

Considering the communication demand of a modern power system, the proposed SCADA design
for the IEEE 39 bus system is based on the network architecture illustrated in Fig. 5.3. In line with
the existing utility network, the communication links between any two substations are sparse.
However, in the near future, substations within the communication network will have direct
connections with their neighboring substations. IEC 61850-90-5 has introduced a routable version
of Sampled Values (SV)/Generic Object Oriented Substation Events (GOOSE) messages, termed
R-SV/R-GOOSE, capable of supporting wide-area protection and control applications[97].
Therefore, in this paper, it is assumed that every substation can communicate with the neighboring
substations using R-SV/R-GOOSE. As illustrated in Fig. 5.2, the access level includes an SDN-
enabled firewall at each substation. At the core level, core nodes represent the sub-SCADA servers
in the data center to which the edge switches are connected. It's important to note that the control

center node in this communication network is represented by the t, core node.

A large-scale cyberattack targeting a power system can cause not only an outage but also
corruption of the cyber system during the restoration of power systems. When the cyber system is
compromised, communication capability can become a constraint for cyber-power system
restoration. Therefore, to estimate the communication capacity of each link, an algorithm is
deployed to construct the network according to the communication demands of a modern power
system. The capacity of each communication link in the proposed network is determined based on
the following optimization model. For a critical smart grid application, the communication
demands of each substation are described in Table 5.1, which follows the requirements of QoS
[98, 99]. In order to estimate the optimal capacity of the communication link, the objective of the

algorithm is to minimize the cost in terms of the communication link capacity Y.
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x, €{0,hs} foralld € Dandp € Py (21)

C, is the pre-installed capacity, which is the average upstream bandwidth based on the daily traffic
profile. D represents a set of point-to-point demands. For each demand d € D, there is a set of
candidate routes P, between the end nodes.x,, is the traffic flow on route p. h, is the traffic flow
that has to be routed between the end nodes. In this case, h, is assigned with the demand from
each substation. Q, denotes the set of routing paths traversing link e € E in the forward direction.
Constraint (3) is the definition of communication link capacity Y,. Constraint (4) limits the traffic
flow on link e with line capacity Y,. The demand between the end nodes h, is defined by (5).
Constraint (6) indicates that the traffic on each route is either O or the demand h,. Based on the
estimation of network capacity for IEEE 39-bus system, the proposed cyber-physical system
restoration strategy is evaluated on the proposed network.

Table 5.1 Network requirements of smart grid applications

Application Data rate
Protection 300kbps
SCADA 300kbps
Voice 1Mbps
Operational services (metering, fault reporting and event analysis) 10Mbps
Security (surveillance video) 25Mbps
PMU 3Mbps

5.2.3 Constraint Checking using Cyber-power System Simulator

Using the starting sequence from the optimization model, the on/off status of generators, buses,
communication nodes, and links is determined for each time slot. Based on the status at each
restoration step, the cyber-power system simulator can be reconfigured to perform constraint

checks for both the power and cyber systems.
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1) Power System Constraint Check

Based on the response from the power system simulator, the voltage status of the power system is
determined through steady-state analysis. If the voltage constraint, e.g., 90% - 110%, is violated,
the restoration planning will be adjusted using the following strategies: a) delaying the energization
of specific buses connected to lengthy transmission lines; b) gradually restoring critical loads in

accordance with generation capacity.

2) Cyber System Constraint Check

{a) Blocking DN nodes: ® (b} Reconfiguration
Substation LAN: O
Physical link: ——
Data flow: -

Figure 5.4 SDN based communication network recovery

With the status of communication nodes and links known, the SDN controller will reconfigure the
communication network. First, the compromised communication link will be isolated to prevent
any additional adverse impacts, as depicted in Fig. 5.4(a). Additionally, the source IP addresses of
malicious traffic will be blocked through the SDN firewall. The containment strategy, which aims
to drop incoming traffic from a specific port, can successfully reduce the chance of resource

exhaustion.

The next stage of the proposed strategy involves recovering the communication network between
the substations and the control center. SDN can significantly enhance network reconfiguration,

especially in the context of recovering from a cyberattack and making changes to the network
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infrastructure. Based on the ICT network topology, the adjacency matrix with network capacity
will be updated by setting the capacity of the blocked edges to zero. The communication demand
of each substation is estimated from the average hourly traffic, which varies depending on the time
of day. It is important to note that if multiple substations are under a DDoS attack, the demands
from these substations will saturate the capacity of some edges, as most communication links
become unavailable during the isolation stage. Therefore, to recover the routing path for the
substations, the problem can be formulated as a max flow problem with multiple sources and one

sink as shown in Fig. 5.5.

Synthetic
source

Figure 5.5 Max flow problem of proposed SDN

The communication demands of the substations from the SCADA system are represented by
sources sq, S, ..., Sp. The control center is the single sink cc in the network. To solve the max flow
problem of the proposed network with multiple sources, a synthetic source s is added. The capacity
between s and the real source is the demand of each substation. For instance, if the traffic from
substation 1 to the control center is 9 Mbps at the present time, the capacity of the edge s — s1 is
9 Mbps. Some node pairs with a reversed edge (e.g., node s; and ss; in Fig. 5.5) are called anti-

parallel edges. To eliminate anti-parallel edges, the pseudo node s;’ shown in the red oval is
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introduced. Note that the two edges s; — s;" and s," — ss; have the same capacity as the original
s; — ss;. By doing so, the problem is transformed to a single source single sink max flow problem
of a directed capacitated network G = (V, E, C), where V, E represents, respectively, the set of
vertices and edges in the network. An element e = (i,j) of E is an edge linking vertices i and j.

An element ¢;; of C represents the capacity of the edge.

Hence, the mathematical formulation of the problem is given:

max Z{j|(s,j) € ) Xsj

s.t Z X5 — Z x;; =0 Vi#s,t (22)

(D EeE)  (jlGiDEE)
0< Xij < Cij v (l,_]) EE (23)

where x;; represents the traffic throughput on edge e(i,j). Here, the max flow problem is

formulated as standard linear programming to maximize the flow from the source. Constraint

(1) shows that incoming traffic equals outgoing traffic at each vertex. Constraint (2) indicates that
the edge traffic must not exceed the capacity. To reduce the computational time, an iterative
algorithm is used to solve the problem in stages and output the traffic path for each substation.
The algorithm of Edmonds and Karp [100] is implemented to search for the shortest augmenting
path using Breadth-First Search (BFS). Different from the original BFS, the algorithm in this paper
not only provides the maximum traffic flow from the substations to the control center, but also
exports the optimal traffic for each source. As shown in Algorithm 1, with the calculated traffic
path for each substation, the SDN controller is able to reconfigure the routing path from substations

to the control center and show the maximum flow from the substation to the control center.

Algorithm1: Edmonds and Karp algorithm to determine the optimal path for each source

Input: graph, source, sink

Output: all paths from source to sink, max flow from source to sink
Initialize flow from source: max_flow =0

Initialize a list to store all paths from source to sink: path_store = list()
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Repeat
BFS search of the graph
Update the topological order of the vertices
Initialize flow for current path: path flow =co
Initialize stack to store vertex along the path in reverse  order: path_vertices = stack()
for each vertex backtrack from sink to source
Add the vertex to path_vertices
Update path_flow
end
Update path_store using vertices in path_vertices
Update max_flow using path_flow
for each vertex backtrack from sink to source
Update graph edge weight using path_flow
end

Until no new path was found by BFS

Considering the limited bandwidth of the SCADA system and the severe impact of a DDoS attack
targeting multiple substations, the upstream traffic from some substations needs to be split at
certain SDN switches according to the traffic path derived from Algorithm 1. Consequently, SDN
load balancing as a traffic forwarding application is deployed at each OpenFlow Switch to control

the data path accordingly [101].

Note that if multiple substations are under a DDoS attack, the demands from these situations will
saturate the capacity of some edges, as most communication links become unavailable during the
isolation stage. The proposed method recovers the routing path for each substation by
systematically maximizing the traffic flow from substations to the control center. If simulation

results indicate that some substations cannot fully transmit their communication demands, this
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signifies a violation of the communication system constraint. In such instances, the recovery time
for the affected communication nodes should be postponed. Consequently, the energization of the
corresponding power system buses should also be delayed.

5.3 Simulation Results

Various
Source IP

Figure 5.6 Traffic of the flooding attack against substation 2 (10.0.0.2)

During the cyberattack on the Ukrainian power grid, attackers utilized the BlackEnergy3 malware
to maliciously intrude into the ICS network and inject false commands into multiple substations.
Concurrently, a DoS attack was initiated on the telephone system, hindering power system
restoration efforts [102]. In this study, a sophisticated attack similar to real-world incidents is
simulated on the IEEE 39-Bus system using the proposed co-simulator to validate the efficacy of
the suggested cyber-power system restoration strategy. In the simulation, falsified commands are
sent to buses 3, 6, 15, 12, 19, and 26 to trip the circuit breakers via malicious access to the SCADA
network. Simultaneously, DDoS attacks were executed using SYN flooding attacks aimed at
Intelligent Electronic Devices (IEDs) utilizing the Distributed Network Protocol (DNP3) across

several substations.

The screenshot from Wireshark shown in Fig. 5.6 depicts the malicious traffic during the attack.
The traffic floods the IED at substation 2 with TCP SYN packets originating from millions of
distinct source IP addresses, simulating a DDoS attack launched from multiple attack servers. In
this case, the communication links with abnormal traffic include s2-t1, s4-t2, s5-t2, s6-t3, and s7-
t3. Following the SDN strategy depicted in Fig. 5.4(a), the compromised communication links will
be isolated to mitigate the impact of the cyberattacks as quickly as possible. Consequently, the
state of the communication network after the blocking process serves as the initial condition for
the proposed restoration algorithm. As the power system collapsed following the cyberattacks, the

initial status of the power system in the proposed restoration plan is a complete blackout.
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With the information provided in [103], there are 10 generators in the IEEE 39-bus system and
G10 serves as BSU to crank the other 9 NBSUs in the restoration process. The starting time of
BSU is designated as the beginning of the proposed restoration process, meaning G10 will be
energized at time = 0. The restoration state is updated every 10 minutes; therefore, the time's per

unit value is 10 minutes.

Iteration 1:
Table 5.2 The power system restoration schedule at Iteration 1

0 3 4 5 6

G10 B30 B2 B25,B1 B37,B39

7 8 9 10 11

G8,B3, B26, G1 B4,B18 B17,b15 B6, B16 B11,
B31,B19,
B24

12 13 14 15

G2,B29,B10,B20,B33 B38,B32, B34, | G3 ,G5 G7, | G6

G4, B22, B36 B35, G9
B23

The initial restoration sequence is shown as Iterationl in Table 5.2. As the reconfiguration of the
SDN-based firewall at the compromised substations takes 1 hour, bus 3 and 26 are energized at
Step 7 which is after the router reconfiguration. By using the proposed cyber-physical system
simulation, each restoration step is evaluated. At Step 4, the communication network is congested
because of the limited bandwidth after the compromised communication links are blocked. As
shown in the following figure, the optimal data paths are determined via the proposed algorithm,
however, the total traffic from the substations to the control center is lower than the required

demand, and only 2Mbps is sent out from substation 2 to the control center which is lower than
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the normal communication traffic (9Mbps). Therefore, the energized time for bus 2 should be

postponed by 1 hour. The restoration algorithm will be recalculated.

The maximum possible flow from source to sink is 187Mbpb
all stored paths:

("8-»>2->9->1->8", 2)

Figure 5.7 Routing path for substation 2

Iteration 2:
Table 5.3 The power system restoration sequence at Iteration 2
0 3 4 5 6
G10 B30
7 8 9 10 11
B2 B25 B39,b37,026 | B3, G1 B4,B18
12 13 14 15 16
B17,b15 B6, B16 B11, G2,B29,B10,B20,B33 B32, B34,
B31,B19, G4, B22, B36
B23, B38, G8
B24
17 18 19 20
G3 ,G5, G7, | G6 B39 Gl
B35, G9

The restoration sequence of power system buses at Iteration 2 is shown in Table 5.3. With the
communication end points at Bus 3, 26, 15, 6, and 19 are recovered after t=6pu., the

communication paths for those nodes are determined based on the proposed algorithm. By using
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the cyber-physical system simulation for validating the criteria at each restoration step, the

communication at b2 is reconfigured by SDN with no communication link saturated. At step 9,

there is overvoltage at bus 26, therefore, loads at Bus 25 and 26 are picked up. At step 11, the

simulation results shows there is overvoltage at bus 4 and 18, therefore, picking up loads at bus 4

and 18. At step 15, there is overvoltage at bus 29 and 38, therefore, the paralleling of G8 needs to

be postponed. Therefore, adding additional constraint: t;g > 16.

Iteration 3:
Table 5.4 The power system restoration sequence at Iteration 3

0 3 4 5 6

G10 B30

7 8 9 10 11

B2 B25 B39,b37,h26 | B3, G1 B4,B18

12 13 14 15 16

B17,b15 B6, B16 B11, G2,B29,B810,B20,B33 B32, B34,
B31,B19, B23. B38 G4, B22,
B24 B36, G8

17 18 19 20

G3 ,Gb, G7, | G6 B39 G1

B35, G9

The final restoration sequence is shown in Table 5.4. At this iteration, the communication system

is fully restored except for the blocked communication links. With the restoration sequences in

Table 5.4, all NBSUs are cranked, and the essential transmission paths are established in parallel.
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As shown in Figure 5.8, under the same attack, the orange curve depicts the restoration of
generation capability without the proposed co-restoration method. Should there be any rapid
recovery for the communication at bus 2, a crew would need to be dispatched to the substation to
manually operate the breakers, which would take 12 units of time. However, with the co-

restoration strategy, the NBSUs can be activated earlier, as shown by the blue curve.
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Figure 5.8 The restoration process under attack with/without the proposed co-restoration strategy

The proposed co-restoration strategy not only reduces restoration time for power system buses but
also enhances transient stability during power system restoration. Further analysis can be done by
comparing the dynamic response at each restoration step with and without the proposed strategy.

5.4 Conclusion

In this work, a cyber-power system restoration strategy under large-scale cyberattack is discussed.
Considering the interaction between cyber and power systems, the co-restoration strategy is
proposed with two layers of applications: optimization based cyber-power system restoration
algorithm and cyber-power system simulation for constraint check. To validate the proposed

strategy, the SDN-based communication network of the IEEE 39-bus system is designed and
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implemented. The test results show the capabilities of the proposed restoration planning method,
(a) cyber system and power system are restored parallelly, (b) by utilizing the cyber system
recovery, the restoration time for power system is reduced, (c) With the mitigation methods, the
impact of the large-scale cyberattack has been contained. For future work, battery storage should

be considered in the proposed cyber-power system restoration strategy.
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Chapter 6

Conclusion and Future Work

6.1 Conclusion

This dissertation is concerned with the intrusion detection and recovery of a cyber-power system,
highlighting the critical interdependency between cybersecurity and the reliable operation of the
physical power grid. Through analysis and the development of innovative detection and recovery
strategies, this research makes important contributions to the understanding and enhancement of
cyber-power system resilience.

The study began by outlining the theoretical framework for intrusion detection, which served as a
foundation for the subsequent exploration of detection techniques and recovery mechanisms. The
dissertation reports the results of a holistic exploration into intrusion detection and recovery of
cyber-power systems, addressing critical vulnerabilities at the substation level and proposing
effective strategies for system-wide recovery in the aftermath of cyberattacks. Through a
methodical study, this research establishes a robust framework for securing power system against
sophisticated cyber threats, thereby contributing significantly to the field of cyber-physical system
security.

The initial phase of the research establishes the pathways for measurement attacks at the substation
level, resulting in a novel IDS characterized by high detection accuracy under the conditions of
low- and high-speed traffic of measurement messages. Proactive detection within substations is

crucial, effectively mitigating the risk of falsified measurements impacting the broader system
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operations at the control center. The validation of this IDS through simulation with realistic attack
scenarios underscores its efficacy and practicality for deployment in existing substation networks.
Subsequent investigations involve the development of cyber system recovery strategies, first at the
substation level, then expanding to address large-scale cyberattacks on the power system. The
dissertation outlines a two-step recovery process—isolation and recovery—based on IDS-
generated security information. This process is demonstrated to effectively restore substation
functionality with an emphasis on the compatibility with IEC 61850 based Substation Automation
Systems (SAS) through SDN-based simulation tests.

In further extensions, the research then proposes a novel SDN-based recovery strategy aimed at
minimizing the attack surface, restoring the cyber infrastructure of the power system, and
preventing future attacks. This comprehensive approach is validated using the IEEE 39-bus system
as a model to demonstrate the strategy's effectiveness in not only recovering from large-scale
cyberattacks but also in bolstering the system's resilience against future threats.

This research culminates in a co-restoration strategy for cyber-power systems under the threat of
large-scale cyberattacks. By considering the interdependencies between cyber and power systems,
the dissertation proposes a two-layered approach that includes an optimization-based restoration
algorithm and a simulation for constraint checking. This strategy is validated through the
implementation of an SDN-based communication network for the IEEE 39-bus system that enables
the parallel restoration of cyber and power systems, leading to reduce restoration time due to cyber

system recovery and effective mitigation of the cyberattack.
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6.2 Future Work

To improve the proposed work in this dissertation, here are recommendations for the next to
enhance the security and resilience of cyber-power systems:

Collaborative IDS Across Substations:

Future research should look into the development and implementation of collaborative IDS
frameworks that enable real-time communication and data sharing among substations. By
leveraging distributed IDSs that operate collaboratively, the detection process can be significantly
improved through the collective analysis of threat patterns and anomalies across the network.
Studies can focus on developing algorithms for efficient data fusion and threat intelligence sharing
to achieve privacy-preserving mechanisms while enhancing overall system security.

Distributed Cyber System Restoration for Multiple Substations:

Expanding the cyber system restoration process to encompass multiple substations is a critical area
for the future work. This involves creating a robust framework for secured communication
between substations, enabling a distributed and coordinated restoration effort. Research should
focus on designing scalable protocols that can manage the restoration process across a wide
network of substations to minimize the disruption to system operations.

Cyber Recovery Strategies for Other Critical Infrastructure:

The extension of cyber recovery strategies to other critical components of the power grid, such as
distributed energy resources (DERs) and smart meters, is essential. Future investigations should
explore the unique vulnerabilities and attack surfaces associated with these components and
develop recovery strategies that can be integrated into the power grid recovery plan. This research

should also consider the increasing DERs and the role of smart meters in grid management,
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emphasizing the need for a resilient recovery approach that can adapt to the dynamic nature of the
smart grid.

Incorporation of Battery Storage in Cyber-Power System Restoration:

Considering battery storage in the cyber-power system restoration strategy presents an innovative
direction for the future work. Battery storage systems play a crucial role in providing backup power
and facilitating the integration of renewable energy sources. Future research should investigate
how battery storage can be leveraged during and after cyberattacks to support recovery efforts and
minimize service disruption. This involves developing algorithms that dynamically manage

battery storage resources in response to cyber incidents.
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