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Child sexual exploitation and abuse (CSEA) online has become a major safety issue for children to access the
Internet. To combat CSEA, electronics services providers (ESP) have implemented various mechanisms to
detect child sexual abuse materials (CSAM). However, these mechanisms, despite their capability to prevent the
mass distribution of CSAM online, may raise significant privacy concerns among general users. In this paper,
we conducted a semi-structured interview study with 23 participants to understand their privacy perceptions
of two types of online CSAM detection mechanisms. Our results suggested that users were concerned about
the transparency of the detection process, inappropriate access to users’ data, and unclear boundaries of such
mechanisms. Our results also highlight that, even though the majority of participants choose to sacrifice
their privacy for societal benefits, they still have privacy concerns that need to be addressed. We discuss the
design and policy implications for ESP to improve users’ awareness of the data practices of these mechanisms,
alleviate users’ privacy concerns, and increase societal benefits.
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1 INTRODUCTION
Child Sexual Abuse and Exploitation (CSEA) is prevalent on today’s Internet [25, 39]. For a long
time, CSEA has been one of the most significant safety risks for children when they are online [39].
Users with malicious intentions can share different forms of CSEA-related content and materials
(e.g., images, text, videos) anywhere on the Internet, such as social media feeds, search engines,
photo/video sharing platforms, and streaming platforms [19]. In most cases, offenders share these
materials online to execute child exploitation mechanisms; in some other cases, offenders (generally
identified as general users) share these materials because they found those materials funny or they
felt bad and wanted to spread awareness [79]. While the intention for sharing child sexual abuse
materials (CSAM) may not necessarily be malicious, such behaviors are still against the community
standards and could even be considered a crime [32]. In this paper, we use “CSEA” to denote the
phenomenon of child sexual abuse and exploitation and “CSAM” to denote child sexual abuse
materials.
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To combat the sharing and spreading of CSAM, electronic service providers (ESP) have imple-
mented different algorithms or programs (i.e., detection mechanisms) to automatically detect any
materials or contents that may be considered inappropriate. Existing CSAM detection mechanisms
can be broadly divided into two types (details can be found in Section 2.3), the server-side mechanism
(i.e., detection is done on ESP’s servers) and the device-side mechanism (i.e., detection is done on
users’ devices). For example, Google implemented a server-side mechanism that can scan all the
content across all Google service platforms and raise a flag if abusive content is identified [28]. Other
companies (e.g., Facebook, Microsoft) also have similar techniques for the same purpose [2, 51]. In
2021, Apple announced its plan to scan for CSAM locally (i.e., a device-side mechanism) through
users’ devices before they are uploaded to the iCloud [30].
While these detection mechanisms may be designed with good intentions, they have become

increasingly controversial because of their ability to scan users’ data, causing users significant
privacy concerns. For example, when Apple announced its CSAM scanning feature in its operating
systems, the public considered it a “privacy disaster” due to its ability to access users’ photos,
messages, and other documents that were stored locally on users’ devices [38]. In fact, due to users’
significant privacy concerns, as of January 2022, Apple has removed mentions of their local CSAM
scanning from their websites without a clear returning date [74].
In this study, our goal is to explore how users perceive the privacy aspects of CSAM detection

mechanisms implemented on devices and servers. We have the following research question: 1) Are
users aware of current only CSAM detection mechanisms? 2) What are users’ privacy concerns
about CSAM detection mechanisms? These are important questions as they shed light on two crucial
aspects. First, CSAM detection mechanisms are widely utilized across various online platforms,
granting them access to a significant portion of users’ data. However, the lack of transparency
regarding these mechanisms raises valid privacy concerns among users. Second, since Apple is one
of the most popular ESP in the US and the only one implementing device-side CSAM detection
mechanisms, these mechanisms are directly applied to users’ personal devices where they store
personal data like photos and text messages. As a result, users have to make decisions about their
actions and privacy without having all the necessary information. Thus, increasing users’ awareness
of these detection mechanisms and their data practices as well as understanding users’ privacy
concerns towards these mechanisms may help users make informed decisions and achieve their
privacy goals.
To answer our research questions, we conducted 23 semi-structured interviews with US-based

participants. To ensure that we include users of both client-side and service mechanisms, all
participants were users of both Apple products (e.g., iPhone, MacBook) as representatives of client-
side mechanisms and other ESP (e.g., Google and Microsoft) as representatives of server-side
mechanisms Our interview focused on how participants perceived the server-side and device-side
mechanisms, including the perceived pros and cons of each type of mechanism, their privacy
concerns, and their perceived trade-offs between their privacy needs and the social benefits of
reducing CSAM spreading online. Our results indicate that most participants were not aware of
these detection mechanisms. After going through the introduction of selected mechanisms, they
raised many privacy concerns (e.g., accessing an excessive amount of data) and identified some
potentially malicious purposes of data collection (e.g., ESP collect users’ data for marketing purposes
in the name of scanning CSAM). Participants also compared the two types of implementation based
on their perceived effectiveness and privacy invasiveness. Finally, while most of our participants
are willing to sacrifice their privacy needs to some extent to reduce CSAM distribution online,
some participants still believed that social good should not come at the cost of users’ privacy.
Our paper contributes to the field in three ways. First, to the best of our knowledge, previous

studies primarily focused on the technical aspects of CSAM detection mechanisms. Our study is the

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 147. Publication date: April 2023.



Users’ Perceptions of Online Child Abuse Detection Mechanisms 147:3

first qualitative research that explores users’ awareness of these mechanisms being implemented on
their personal devices. Additionally, we investigate users’ privacy perceptions of CSAM detection
mechanisms. Our findings shed light on various privacy concerns expressed by users, as well as their
willingness (or unwillingness) to make trade-offs between privacy and societal benefits. Second, we
discussed potential enhancements for future CSAM detection mechanisms. By identifying areas for
improvement, we contribute to the ongoing development of more effective and privacy-conscious
detection techniques. Lastly, our paper draws design and policy implications based on our findings.

2 BACKGROUND
In this section, we introduce some background knowledge related to CSAM detection mechanisms.

2.1 NCMEC: Central Source of CSAM
In the US, the National Center for Missing and Exploited Children (NCMEC) leads the fight against
abduction, abuse, and exploitation. As the nation’s centralized reporting system for online child
abuse and exploitation, NCMEC’s CyberTipline system provides an opportunity for both public
and Electronic Service Providers (ESP) to report any incidents or materials related to CSEA [54].

In 2021, more than 29.3 million of these reports were received by CyberTipline, including close
to 70 million child sexual abuse images and videos [28]. 29.1 million of these reports were from ESP,
reporting instances of apparent child sexual abuse material that they identified on their systems [54].
These reports include online enticement of children for sexual acts, child sexual molestation, child
sexual abuse material, child sex tourism, child sex trafficking, unsolicited obscene materials sent
to a child, misleading domain names, and misleading words or digital images on the Internet. In
particular, ESP are obligated to report all instances of online child exploitation content to the
NCMEC upon reasonable suspicion and take action to take down the content (potentially the
associated accounts in some cases).

2.2 Hash-Matching Technique
In the US, ESP generally have dedicated mechanisms on their respective platforms to identify
CSAM. Most of them use a hash-match technique.In general, the hash-matching database uses
the known CSAM image hashes provided by NCMEC and other child-safety organizations. The
hashing algorithms analyze an image and convert it to a unique number specific to that image.
Only another image that appears nearly identical can produce the same number. For example,
images with different sizes or transcoded quality will still have the same hash value [7]. In practice,
each ESP may implement its hash-matching algorithms in different ways. We broadly categorize
these mechanisms into two types, i.e., the server-end mechanism, and the device-end mechanism. It
should also be noted that both mechanisms only work on non-end-to-end encryption (E2EE) data,
as it is nearly impossible for ESP to scan E2EE data [14] Next, we introduce how each mechanism
works.

2.3 Two types of CSAM detection mechanisms
Server-Side Mechanisms. In a typical server-side mechanism, the detection algorithm is applied
to the data stored on the ESP’s servers. Most ESP, such as Google [27], Meta [2], Microsoft [51],
have chosen this mechanism for their CSAM detection. Even though each company may have
developed its own version detection technologies that best fit its product line, they all follow a
similar approach. Figure 1a shows an overview of a typical server-side mechanism. As shown
in the figure, after users upload their data to the ESP’s server, a pool with suspicious content is
identified, typically through users’ reporting, crawlers, or other pre-filters (other classifiers). Then,
each ESP runs its own detection algorithms to match the suspicious content with a national CSAM
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(a) Illustration of the server-side mechanism. (b) Illustration of the device-side mechanism.

Fig. 1. Overview of two CSAM detection mechanisms.

database provided by NCMEC. When a match is found, the content will then be reviewed manually
for further confirmation. If the content is confirmed to be CSAM or related, ESP may take further
actions including removing content from the platform, immediately banning the user, and reporting
the case to NCMEC.

Device-side Mechanism Unlike server-side mechanisms, the detection algorithms will run on
users’ devices. As of now, Apple is the only ESP that plans to adopt the device-side mechanism [8]
in all of its operating systems. Figure 1b shows an overview of Apple’s device-side mechanism. In
this process, Apple first converts the dataset from NCMEC into a non-readable format and stores it
on users’ devices as part of the operating system. Then, the detection algorithm will match the
content (e.g., photos, videos, messages) on users’ devices with the hashed dataset before the content
is uploaded to Apple’s server (i.e., iCloud). Any matched results will be uploaded to iCloud in the
form of a Safety Voucher. When the count of Safety Vouchers reaches a certain threshold (i.e., 30
images), Apple will further review the instances, inform the users about the instance, remove the
relevant content, and file a report to NCMEC [47].

3 RELATEDWORK
3.1 Children’s Online Safety and Countermeasures
Research studies have shown that CSEA can negatively impact children’s mental and physical
health [43]. It can cause a child to experience isolation, fear, anxiety, and distrust, which may
further lead to lifelong psychological consequences such as academic difficulties, low self-esteem,
depression, and difficulty forming and sustaining relationships [13, 18, 36]. Unfortunately, the rapid
development and adoption of electronic devices have made CSEA extremely prevalent online [15, 19,
63, 66]. Typically, online CSEAmay happen in the form of uploading inappropriate images/videos of
child pornography [31, 42], online grooming [29], sex chatting [4, 46], and cyber-bullying [5, 57, 75].

To ensure a safe online environment for children, numerous attempts have been made to combat
online CSEA. One approach is to equip children and their parents with safety advice and knowledge,
such as computer security advice [55], privacy setting suggestions [9, 19, 75], and self-education
program [59]). Parents may also adopt various technology-mediated tools (e.g., Net Nanny[1],
Minor Monitor[3]) to monitor their children’s online activities to ensure their safety.

In recent years, another approach to combat online CSEA has become more and more prevalent,
i.e., to detect and identify predators, offenders, and any content (e.g., images, videos, text) that may
be relevant to CSEA using techniques from computer science. For example, Safer, an AI-powered
tool, allows technology platforms to identify, remove, and report CSAM at scale [67]; ChildSafe.ai
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can actively collect signals of exploitation threats from online ecosystems, then model the child
exploitation risk on the web [17]; Griffeye and CEASE.ai uses computer vision tools (e.g., facial
recognition, image recognition) to scan images to evaluate their nudity and ages [26]; Spotlight
uses predictive analytics to identify potential victims of human and child trafficking and child
sexual abuse [64].
Despite the good intentions behind these tools and practices, since all techniques mentioned

above rely on access to users’ data (e.g., photos, videos, messages, and documents), they may raise
significant privacy concerns among users. Yet, how the general public perceives these practices,
particularly from the privacy aspect, remains understudied. Our study attempts to fill the gap by
investigating how users perceive two different implementations of the “hash-matching” CSAM
detection mechanisms, i.e., the server-side mechanism and the device-side mechanism.

3.2 CSAM Detection Mechanism
In the past, there were early approaches that relied on specially designed image descriptors to
identify nudity and minimized the need for manual examination. For example, the NuDetective
Forensic Tool [20] focuses on enabling forensic examiners to analyze images efficiently at crime
scenes by automatically detecting nudity in images. Similarly, the iCOP toolkit [56] is designed to
identify individuals who share new or unfamiliar child sexual abuse media on peer-to-peer (P2P)
networks.

Modern approaches typically make use of advanced deep-learning techniques. For instance, the
work by [48] introduced their own methods for estimating the age of individuals and the detection
of pornography. Macedo et al. created a dataset that includes images with child pornography
content. This dataset was labeled by computer forensic experts and also contains other types
of images such as those without people, images with adults, images with children, and adult
pornographic images. They also suggested a method that combines a child face detection module
with a pornography detector to identify child pornography. Sae-Bae et al. [60] introduced a method
that utilizes skin color filters to identify human skin tones and explicit content. They incorporated
a child classification aspect into their work by considering texture and facial landmark distances to
differentiate between adult and child nudity.

A more recent study [23] breaks down the problem of automatically detecting child sexual abuse
into two more manageable tasks; identifying pornographic content and classifying individuals into
age groups. These enhancements are utilized to develop distinct models for age estimation and
pornography detection. Gangwar et al. [23] also noticed a shortage of publicly available datasets for
age estimation and pornography detection. To address this, they created two datasets: Juvenile-80k,
containing 80,000 labeled images of children up to 18 years old, and Pornographic-2M, which
consists of 2 million diverse pornographic images collected from the internet.
Yiallourou et al. [80] created a dataset of synthetic images containing potentially suspicious

content. They developed a method using Haar feature-based cascade classifiers [44, 70] to detect
faces in the images and analyzed them to estimate the age, gender, and lighting intensity. They
examined the possibility of determining the level of image inappropriateness by using automatically
extracted image features instead of relying on manually annotated features. By combining these
steps, they derived five image features: child presence, number of people, age diversity, gender
distribution, and lighting. These features were used to train a regression model that classifies the
images as appropriate, neutral, or inappropriate. While a significant amount of research in CSAM
detection has concentrated on engineering features, there has been relatively less investigation
into how these mechanisms are perceived by general users.
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3.3 Users’ Privacy Perceptions of Technologies
The usable privacy community has long been investigating users’ privacy perceptions of different
technologies. Prior work has studied how users perceive camera-based technologies [21, 33, 34, 83],
the Internet of Things devices [11, 45, 53, 77], social media and online activities [52, 69, 78], smart
environments [10, 40, 41, 72, 76, 81, 84], etc. Aside from users’ various privacy concerns around
these technologies, one important and consistent conclusion indicates a fact, i.e., users constantly
make privacy trade-offs. For example, people may have privacy concerns, but they may still choose
to join a store loyalty program with their personal information in exchange for discounts [6];
choose to turn on web tracking to receive personalized results [50]; or choose to pay a premium in
exchange for their privacy [68].

In the context of CSAM detection, one can easily see the benefits of such practices from a societal
perspective, i.e., protecting the online safety of the next generation. Geierhaas et al. conducted a
survey study with 1062 participants in Germany and found that people were generally supportive of
technological solutions for CSAM, including both client-side and server-side detection mechanisms,
to combat online child abuse [24]. However, it is not clear how the broader social goodmay influence
users’ privacy perceptions and whether users are ready to make the trade-off between privacy
and societal gain. In this study, we situate in the CSAM context and aim to understand how users
perceive such trade-offs.

4 METHODOLOGY
We conducted a semi-structured interview study virtually to investigate people’s perceptions of
CSAM detection mechanisms between November and December 2021. In this section, we describe
our methodology in detail. This study is approved by our University IRB.

To investigate users’ perceptions of CSAM detection mechanisms, we selected a collection of five
ESP that have adopted either the server-side or the device-side implementation in their detection
mechanisms. For the server-side implementation, we selected Google, Meta, Microsoft, and YouTube,
because they remain the top four platforms in terms of CSAM incidents based on the report from
NCMEC [54]. It should be noted that even though YouTube is part of Google, it is ranked separately
due to the nature of the reported incidents. That is, the reported incidents are mostly images and
documents on Google products, while on YouTube, the incidents are primarily videos. For the
device-side mechanism, Apple remained the only ESP that implemented it.

4.1 Screening Survey
We recruited participants for our study using Prolific, an online crowdsourcing platform. Our study
focused on understanding users’ perceptions and experiences of child online safety mechanisms.
Initially, we administered a screening survey on Prolific, which was completed by a total of 109
individuals. After filtering out incomplete or invalid responses, we obtained 78 valid responses.
Subsequently, we directly contacted these participants using their Prolific ID and invited them
to participate in the next phase of our study. Since we aimed to explore users’ perceptions of
both implementations and allow for possible comparisons between them, we specifically sought
participants who had been exposed to mechanisms from both Apple and one of the following
platforms: Google, Meta, Microsoft, or YouTube. Hence, the screening survey was designed to
identify participants who had experiences with services from both types of platforms.
We started the screening survey by asking participants about their experiences of using ESP,

including their three most frequently used ESP. If a participant’s answer included Apple and one
of the other four ESP ( i.e., Microsoft, Google), they qualified for our study. We reached out to all
qualified respondents to schedule a follow-up online interview.
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4.2 Interview protocol
The interview protocol consists of the following main parts. The complete interview protocol can
be found in the appendix.
Demographic and background questions.We started the interview by asking participants

their demographic questions, including their ages, self-identified gender, occupation, and education
level. We then confirmed with them regarding their most frequently used ESP, and selected two
ESP to use throughout the rest of the interview, one server-side mechanism (i.e., one of Google,
Meta, Microsoft, and Youtube) and one device-side mechanism (i.e., Apple). We randomly picked
one mechanism and continued the interview as described below. Once we finished one mechanism,
we moved forward with the other mechanism using the same procedure.

General awareness of online CSEA and CSAM detection mechanisms. The first set of
questions focuses on understanding participants’ general awareness and perceptions of online
CSEA and CSAM detection mechanisms through the two selected ESP. For example, we asked,
“How do you define child exploitation and abuse?”“Do you think child abuse exists in the online
world?”“Are you aware of mechanisms carried out by companies like [ESP] to fight against child
abuse on their platforms?”
Perceptions and Understandings of CSAM detection mechanisms. Regardless of par-

ticipants’ prior knowledge of CSEA and these mechanisms, we provided an introduction of the
mechanisms to ensure all participants have a similar understanding. We prepared a slide deck
with details of how each mechanism works. To maintain the neutrality of our introduction and
reduce any potential bias, we purposely adopted the introduction and explanation directly from
ESP’s websites [2, 8, 27, 51]. Participants first went through the slide deck and read the materials,
then answered a set of questions regarding their first impression and whether they understood the
materials. Then, we offered a chance for participants to ask any questions they may have about
these materials, particularly the technical terms. The goal was to make sure that they had a correct
understanding of the terms included in the introduction materials.

Then, we asked participants their perceived concerns and benefits of the mechanism, what factors
contribute to their perceptions, and how they would like to address their concerns. Additionally,
we also asked participants whether they would be willing to trade their personal information for
any perceived societal benefits.

At the end of the interview, we allowed each participant to ask us any questions related to online
CSEA, CSAM detection, and other confusions they may have.

4.3 Participant recruitment
We selected participants who had successfully completed the screening survey and provided
responses to all the questions. Then, we individually contacted each participant to ascertain their
availability for a one-hour interview. Participants need to meet the following criteria to qualify for
the follow-up interview: 1) they were at least 18 years old; 2) they lived in the US; 3) they used
both Apple devices and at least one service from the four ESPs. All survey participants were paid
$0.5 upon finishing the screening survey regardless of their qualifications.
We released our tasks on Prolific in batches of 3 throughout the days of the week. That is, we

recruited 3 crowd workers each time to fill in the screening survey. By doing this, we hope to
eliminate any sample bias caused by crowd workers’ working schedules (e.g., weekday vs. weekend,
morning vs. evening) and their locations (e.g., east coast vs. west coast).

After selecting suitable participants, we provided them with a Calendly link to choose a conve-
nient time for the interview. Additionally, we shared a physical copy of the consent form with the
participants. Subsequently, we invited all eligible participants to take part in a one-hour follow-up
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interview. We stopped our recruitment when reaching saturation. In total, we interviewed 23
participants, and each participant was paid $15.

4.4 Data collection and analysis
Upon participants’ consent, we recorded the interviews using Zoom. Participants had the option
to turn off their cameras during the interview, although it was not required. As such, we only
focused on the audio data. We used the auto-transcribing feature in Zoom to generate the initial
transcriptions. Two researchers then manually cleaned and checked all transcriptions.

We conducted thematic analysis [12] to qualitatively analyze the data using the following steps.
First, three researchers randomly selected two transcriptions as samples and conducted open coding
on all samples independently at the sentence level. Then, they discussed and reconciled their codes
to resolve any differences and developed an initial codebook. Using this codebook, they coded
another randomly selected sample independently, then compared and discussed their codes to
ensure consistency.

Next, two researchers divided the rest of the transcripts. During the process, the two researchers
regularly checked each others’ coding and discussed as needed to ensure consistency. New codes
were added to the codebook as needed based on the agreement between the two researchers. In the
meantime, the third research supervised all these activities by checking at least half of the coding for
each transcription to ensure a high-level agreement. The final codebook contains over 100 unique
codes, such as “excessive data collection”, “incorrect report”, and “unspecified consequences”.

When finished coding, all researchers discussed and grouped all the codes into high-level themes.
When we had conflicting opinions in grouping the codes, we checked our dataset to determine an
optimal group for these codes. In total, we identified 7 high-level themes.
Given the qualitative nature of the study, we refrained from reporting the exact number of

participants when presenting the frequency of participants’ responses. Instead, we adopted a
consistent terminology (similar to prior work [22, 82]) to present the relative sense of such frequency,
as illustrated in Fig. 2.

0% 15% 30% 45% 55% 70% 85% 100%

allnone a few some many about
half

majority most almost
all

Fig. 2. Terminology used to present relative frequency of themes.

4.5 Ethics
Since our study focused on children’s online safety, we prioritized research ethics by implementing
rigorous measures throughout the project. First, we provided all participants with a consent form
that explained the study’s procedures. We requested participants to carefully review the form and
return a signed copy via email and prior to the start of each interview, we additionally obtained
oral consent from participants. We further emphasized to all participants that they had the right to
withdraw from the study at any time and theywere under no obligation to answer any questions that
made them uncomfortable. In presenting our data, we have made efforts to ensure the anonymity
of the participants. The narratives and experiences we share are representative of common themes
and are not meant to depict any specific individual’s personal circumstances.

4.6 Limitations
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Our research has several limitations that should be considered. Firstly, all the participants in this
study were from the US. As privacy perceptions may vary in different cultural backgrounds, we
can not generalize these results to other countries. Second, due to Apple being the only ESP that
implemented device-side mechanisms, our participants were limited to individuals who have used
Apple products or services. This could introduce bias into our sample. To mitigate this concern, we
carefully recruited participants who actively use various server-side mechanisms such as Google and
Microsoft in their daily lives besides Apple products. Additionally, we tried to recruit participants
with diverse characteristics, including age, gender, occupation, education, and other relevant factors,
further aiding in mitigating potential bias. Finally, while some participants demonstrated a good
level of technological knowledge, the majority of our participants were general users of ESPs. This
may impact the depth of insight regarding the technical aspect of device-side mechanisms.

5 RESULTS
5.1 Participant
The ages of our 23 participants range from 18 to 71 (Mean = 37, SD = 15.72). Ten participants
were male, eleven were female, and two were non-binary. Our participants represent a wide range
of locations, occupations, and marital statuses. In terms of participants’ technology usage, all
participants have used Apple products (e.g., iPhone, iPad, Macbook). For the most frequently used
ESP, seven participants selected Google, seven selected Meta, five selected YouTube, and four
selected Microsoft. Table 1 summarizes participants’ key demographic information.
All participants in our study were aware of online child abuse. Most participants believed that

online CSEA exists on social media platforms, text messages, online chats, messaging apps, online
gaming platforms, and even emails. They also believed that online CSEA could happen across
any devices connected to the Internet, such as computers, tablets, and mobile phones. About half
of the participants were able to name four specific types of CSEA, including child pornography,
emotional abuse, cyberbullying, and online grooming. About half of the participants have personally
encountered online CSEA through Meta, TikTok, and Xbox. Their experiences were mostly about
parent monetization, online grooming, and cyberbullying. Some participants have never come
across online CSEA, thus believing that online child abuse is moderately severe.
By correctly identifying a few types of online CSEA, almost all participants demonstrated a

good level of understanding regarding online CSEA. In addition, the majority of the participants
were aware of some ways to report online CSEA. For example, some participants mentioned that
they should be able to report suspicious CSEA cases by flagging offensive videos on social media
platforms for violating community guidelines. A few participants stated that when seeing any
CSAM, they would immediately inform the local Social Service Department or similar agencies for
help. Some participants did not know where to report, but they were confident that they could find
places to report suspicious cases by searching on Google.
Most participants have not heard of CSAM detection mechanisms. Before we presented

the online CSAM detection mechanism, we asked participants whether they were aware of any
practices or mechanisms on their ESP to detect potential CSAM content online. Most participants
indicated that they have not heard of these mechanisms. Some participants have heard of the
detection mechanism from Apple and a few have heard of the one from Google, mostly through
technology news. They did not have any experience nor knew the details.

5.2 General Perceptions of CSAM Detection Mechanisms
To ensure all participants have a similar understanding of these mechanisms, we asked participants
to read the descriptions provided by their assigned ESP. We then asked participants about their
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ID Age Gender Education Have Kids? Most Used Platform Awareness

P1 71 Female Bachelor Yes,1 Google, Apple No
P2 29 Non-binary Associate No Meta, Apple Yes
P3 45 Female Bachelor Yes, 5 Microsoft, Apple No
P4 20 Female Master No Google, Apple Yes
P5 19 Female College No Meta, Apple No
P6 22 Female Bachelor No Google, Apple No
P7 22 Female Associate Yes, 2 Google, Apple No
P8 28 Non-binary Bachelor No YouTube, Apple No
P9 27 Male Master No YouTube, Apple No
P10 45 Male Bachelor No Google, Apple Yes
P11 22 Male Bachelor No Meta, Apple Yes
P12 22 Female Bachelor No YouTube, Apple No
P13 47 Male Bachelor No YouTube, Apple No
P14 60 Male High school Yes,2 Meta, Apple No
P15 24 Male Bachelor No Microsoft, Apple No
P16 18 Male Student No YouTube, Apple Yes
P17 37 Male Associate Yes, 2 Meta, Apple No
P18 28 Female Bachelor Yes, 1 Google, Apple No
P19 48 Female PhD Yes, 2 Microsoft, Apple No
P20 43 Male Bachelor Yes, 3 Meta, Apple No
P21 69 Male Bachelor yes, 3 Google, Apple No
P22 49 Female College Yes, 1 Meta, Apple No
P23 61 Male Master Yes, 2 Microsoft, Apple No

Table 1. Participants’ demographic and background information. The “Awareness?” column refers to whether
the participant was aware of any child abuse detection mechanism at the time of the study.

first impressions of these mechanisms. Most participants showed positive attitudes towards both
types of mechanisms when they initially heard about them. All participants believed that such
mechanisms have some clear advantages. In the meantime, however, they also discussed many
concerns about these mechanisms. We present the details below.

5.2.1 Benefits of CSAM detection mechanisms were clear. Our participants’ overall positive attitude
toward the detection mechanisms was rooted in their various perceived benefits. All participants
believed that these mechanisms were important steps to help mitigate online CSEA. Specifically,
these mechanisms could help stop the dissemination of CSAM content, such as images, videos, audio,
and documents. In some cases, these mechanisms could also help track down potential predators
by identifying the individuals who uploaded the content. As a result, our participants, especially
those who have kids, felt safer when they or their kids were online. Finally, some participants
also believed that by having these mechanisms, ESP, such as Google and Meta, may end up with a
positive company image and an increased level of trust from the public.

5.2.2 Most participants expressed concerns about CSAM detection mechanisms. In addition to these
perceived benefits, our participants also discussed two general concerns related to both server-side
and device-side mechanisms, namely, 1) uncertainty about the effectiveness and 2) inappropriate
flagging.
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Most participants were unsure about the effectiveness. Even though all participants had
a positive attitude toward the detection mechanisms, the majority of them were unsure about
their effectiveness in detecting CSAM. Many participants believed that these mechanisms were
moderately effective as there were no appropriate statistics to analyze the performance of these
mechanisms. Some participants also believed that, if offenders realized that their routine was
blocked, they would potentially seek other alternatives to bypass the detection mechanisms (e.g.,
offenders may switch their operating systems to bypass the security features on their current
computer systems). P16 commented on the effectiveness of Apple’s mechanism,
“I’m not sure how effective that would be because you can just switch to Samsung or a different

phone, or use your computer for it instead. So, I feel it’s just going to catch a small number of people,
maybe someone really stupid about it. Like, you can easily get around it if it’s just one company.” (P16,
male, 18)

As P16 stated, if the detection only happened through one company or a few companies, offenders
would be able to easily bypass the detection by switching to other devices, making the detection
less effective.

Some participants were concerned about inappropriate flagging. Another issue reported
by some participants was the possibility of inappropriate flagging. They were concerned that
these approaches would inaccurately identify non-abusive content, resulting in undesired legal
ramifications. For example, P9 mentioned that if a mother took a picture of her baby while bathing
her and sent it to the child’s grandmother, it could be flagged as an abusive case. She further
explained,

“I’m not sure, I think it was called photoDNA. I would think that maybe the algorithm wouldn’t be
100% accurate. So it could detect the false alarm, sort of like false positives.” (P9, male, 27)
P9’s quote highlighted his concerns over the accuracy of the detection mechanism itself. How-

ever, it should be noted that what P9 discussed suggested a clear misunderstanding of how the
detection mechanisms work, as the detection mechanisms would match the photos with the flagged
ones in the NCMEC database rather than directly checking if the image contained CSAM. Such
misunderstanding further indicated that, even after reviewing the introduction on the ESP’s website,
P9 still lacked an adequate understanding of how the mechanisms work. As P9 later confirmed, her
inadequate understanding contributed to her concerns about inappropriate flagging, which further
reduced her trust in the mechanisms.
Explanations of CSAM detection mechanisms were difficult to understand for most

participants. In fact, P9’s example above points to another concern. Most participants either did
not understand or only partially understood the explanations provided on ESP’s website due to the
technical jargon (e.g., “hashes”, “PSI”) and lack of sufficient details. The high-level explanations
without sufficient details also left some participants confused. For example, P21 explained his
confusion and suggested some alternative terms,
“ There’s a lot of technical language, I would have maybe understood better if they could put it in

layman’s terms, I do have some understanding of how hashing. I’m not a part of an expert on it so if
they can put it in when made, they’re like fully explained it but also makes it easier to understand the
be appreciative.” (P16, male, 18)
Overall, the participants voiced positive feedback after learning about detection mechanisms

and they believed these mechanisms could help in identifying CSAM content and fighting against
CSAE. They also expressed some general concerns regarding the effectiveness and accuracy of these
mechanisms, as well as some difficulties in understanding the explanations of the mechanisms.

Proc. ACM Hum.-Comput. Interact., Vol. 8, No. CSCW1, Article 147. Publication date: April 2023.



147:12 Elmira Deldari, Parth Thakkar, & Yaxing Yao

5.3 Privacy Concerns of CSAM Detection Mechanisms
Aside from the general concerns, discussions around privacy concerns have been salient throughout
the study. Participants have expressed various privacy concerns about both server-side and device-
side mechanisms.

5.3.1 Possible excessive data access of CSAM detection mechanisms is concerning. One of the most
significant concerns our participants have was the amount of data that the detection mechanisms
could access. Most participants were concerned that the mechanisms could access not only the
necessary information (e.g., photos, videos) but also other types of personal data, such as emails,
personal documents, phone numbers, and financial information. It should be noted that the majority
of the participants were more concerned about the data access in the device-side mechanism
compared to the server-side one. This is because mobile devices generally contain more personal
information, thus are more sensitive. For example, P2 spoke on this point when discussing the
device-side mechanism. In her opinion, the detection mechanism by Apple could access all data on
her phone, including personal documents, personal information, and financial information,

“I think it can access your current and past photos, anything you’ve shared, and any kind of social
media you might have in your contacts. I think it can have my personal number saved. I think it can
access your address and all your email accounts. And a lot of people use Apple’s service to log into
mobile apps for their banks. So even those are potentially at risk in all their passwords and credit cards.”
(P2, non-binary, 29)
It is worth noting that this was a misconception due to two reasons. First, Apple’s implementation

of CSAM detection only scans photos before they are uploaded to iCloud. If users opted out of
iCloud service, their photos would not be scanned. Additionally, as explained in Section 2.3, all
detection mechanisms use the hash-matching technique and match users’ photos with the flagged
ones in NCMEC’s database. Such a misunderstanding indicated the lack of communication and
transparency on the data practices of CSAM detection mechanisms, which we will present next.

5.3.2 ESP did not provide transparency on CSAM detection mechanisms and their data practices.
Many participants, including some for the device-side mechanism and a few for the server-end
mechanism, believed that ESP were not transparent regarding the use of the detection mechanisms
in two ways. On the one hand, ESP were not being transparent about the existence of these
mechanisms. In fact, many participants were very surprised when they learned about the existence
of the mechanisms, even though some of the mechanisms have been implemented and remained
active for over a decade (e.g., Google [28]). On the other hand, the data practices of these detection
mechanisms remained opaque to the users. During the study, participants reviewed the introduction
of their assigned detection mechanisms provided by ESP. However, the majority of the participants
reported that they could somewhat understand the explanations, but were not able to parse any
details regarding how their data was handled. P10 explained,
“With all sorts of privacy issues that Apple and other tech corporations have, I think they should

be more transparent about the detection and I think the government should force them to be more
transparent with what they do with our data.” (P10, male, 45)

As stated above, P10 believed that ESP needed to be transparent about the practices, particularly
given all the privacy issues associated with these ESP in the past few years. He also believed that
policy enforcement should also be in place to ensure transparency.

5.3.3 Unclear boundaries of CSAM detection mechanisms. Another key issue brought up by some
participants concerned the potential unconstrained capability of CSAM detection mechanisms due
to the lack of clear boundaries for these mechanisms. They mentioned that compared to identifying
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CSAM, using such detection mechanisms to identify other content could be a more significant
threat to their privacy. If the detection mechanisms were capable of identifying CSAM content,
they could be used to recognize any other subject in users’ data. P6 illustrated this point when
asking about the cons of the mechanisms,

“I guess it’s kind of two-fold. On one hand, if they have the ability to use this technology, why does
this problem still exist online? So, what positive effect it is having on child exploitation issues? And then
on the other side, I would wonder, if they could do this, what other kinds of images can they decode? I
guess it just makes me think, what other information does Apple know about us through our photos?”
(P6, female,22)

In her response, she not only questioned the effectiveness of these mechanisms but also raised
further concerns about the power as well as the boundary of such mechanisms. P3 also contributed
a similar opinion. When we asked P3 opinions on the differences between the server-side and
device-side mechanisms, she commented,
“I think they’re pretty much the same ones, same privacy issues and access to information. I know

that you said it doesn’t take place on the phone, it takes place on Microsoft servers, but for a lot of
people, me included, that’s an abstract notion. They are still privacy-related. To me, it’s unlocking that
door. Once you unlock that door, you throw away the key, you can’t really lock it. It’s just open. So
what’s going to come through in the future?” (P3, female, 45)

P3’s comment indicated her concerns about the potential unlimited possibility for these detection
mechanisms to be used without any boundary. Such possibilities introduced significant uncertainties
and deepened our participants’ concerns about their privacy and data security.

5.3.4 CSAM detection as an excuse for data collection and monetization. Aside from the above
privacy concerns, some participants also raised their concerns that ESP may use CSAM detection
mechanisms as an excuse to legitimately collect users’ data. A few participants mentioned that ESP
may collect additional data in the name of ensuring children’s online safety, and then use the data
for other purposes (e.g., monetization) at their will with fewer restrictions. P10 commented,

“I think it’s just a way for these companies to get more information under the guise of doing something
for the public good. They’re scanning every photo that’s being uploaded to iCloud and they’re doing it
obviously for a good cause, but that doesn’t prevent them from doing it for other issues in the same
way... like a photo of drinking or something like, they can be sharing that with an insurance company.
It’s just a breach of privacy. I think they have the unwarranted right.” (P10, male, 45)
In his view, regardless of the positive societal benefits, he believed that ESP may collect and

share other types of data during the CSAM detection process and cause negative consequences on
his life, and he considered the “unwarranted” data collection a “breach of privacy”. While it was
not clear whether this statement was true or not, we believed that participants’ concerns remained
valid, which, once again, pointed to the lack of communication and transparency regarding how
CSAM detection mechanisms were implemented and how users’ data was handled.

5.3.5 CSAM detection mechanisms would not impact ordinary people. While most participants have
indicated various types of privacy concerns, a few participants were optimistic that there would not
be privacy issues associated with these mechanisms. They believed that these mechanisms would
only impact those who had malicious purposes or have contributed to the distribution of CSAM.
For ordinary users who have nothing to hide, they should not get concerned. Such perception
echoed the notion of optimism bias [62] and has been observed in other technological contexts as
well (e.g., social media [71], smart homes [10], etc.). For example, P17 acknowledged that while
other users may have privacy concerns, he would not worry about it,
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“I think privacy is going to be a big issue for a lot of people about coding pictures that could go
wrong, and the system could malfunction. So, it’s still an invasion of privacy and I’m sure, a lot of
people’s minds. I don’t mind. Just because I know I did nothing wrong, I wouldn’t worry about it.” (P17,
male, 37)
In summary, our participants discussed various types of privacy concerns. Among them, we

highlight the concern related to surveillance, as it was one of the core controversial issues that
were raised along with Apple’s child safety features [58].

5.4 Comparison Between Server-side and Device-side Mechanisms
In the interview, we asked participants to compare the server-side and device-side mechanisms
and whether they, as users, would prefer to see one type of mechanism over the other during their
technology usage. Our results suggested that about half of the participants preferred the server-side
mechanism while a few participants preferred to see device-side mechanisms. In addition, a few
participants did not have a preference while some participants preferred to not have any CSAM
detection mechanism at all. We further identified two main factors that influenced their preferences,
i.e., perceived effectiveness and the level of perceived invasiveness. We present the details below.

5.4.1 Perceived effectiveness. When comparing the two types of mechanisms, our participants
expressed different opinions on which one was more effective. Their opinion further influenced their
preferences. About half of the participants believed that, compared to the device-side mechanism,
the server-side mechanism would be more effective, because it may be able to provide better
coverage for CSAM detection and stronger protection, as it could access all users’ data on the
server.

Additionally, some participants highlighted that having CSAM detection on users’ devices could
lead to potential discrepancies and create more issues related to sharing, downloading, and receiving
inappropriate content. They argued that focusing on the server side would be more effective in
targeting the individuals involved in sharing and accessing such content. For instance P5 said,

“ I think the server side is much better. I think that Apple’s way of being on people’s devices kind of
opens the door for a lot of discrepancies. More so, not that maybe we shouldn’t be looking into every
single person’s device. I think it would cut down much better on these issues occurring if we just go
from the server side and focus on that first whole bunch of this implementation practice.” (P5, female,
19)

This viewpoint highlighted the idea that when the detection process was centralized on the
server side, it allowed for comprehensive monitoring and analysis of all uploaded content. By
scanning content at the server level, CSAM could be identified more effectively, helping to prevent
its spread within the platform.

However, a few participants acknowledged that device-side detection mechanisms also have their
merits. By scanning content directly on users’ devices, privacy could be enhanced, and potential
risks of transmitting sensitive material to servers could be mitigated. These participants expressed
concerns that once images or documents left users’ phones and were uploaded to servers (such
as on YouTube), they became publicly accessible data that could harm children even before being
detected and reported. They believed that a device-side mechanism would guarantee that all CSAM
could be identified and reported on users’ devices without anyone else seeing it, leading to more
effective detection. P7 expressed her opinions to illustrate this point,
“What attracted me toward the Apple one was how technical it was, in my opinion. Maybe more

advanced because it’s on the device, so it’s like within the phone. On YouTube, the offender would have
already uploaded to YouTube, so the algorithm is only cycling through a smaller group of whatever
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data is being uploaded. But on your phone, it’s getting all the images videos, texts, and anything that
can be detrimental to children.” (P7, female, 22)

P7’s argument highlighted the need to tackle CSAM at its origin, specifically on users’ personal
devices. Device-side detection focused on stopping CSAM from being shared or seen by others. It
also allowed more localized and immediate action, ensuring that harmful material was identified
and dealt with promptly, which ultimately improved the effectiveness of the detection process.

It should be noted that among those participants who did not have a preference for the two types
of mechanisms, they primarily considered their overall effectiveness. In their mind, regardless of
where these mechanisms were implemented, they would accept the mechanisms as long as they
remained effective in identifying potential offenders or CSAM content and protecting the children.
For example, P14 stated,

“It sounds better to have it away from me on the server but it probably doesn’t make any difference
since they are functioning in the same way. So, I don’t have a preference, though.” (P14, male, 60)

He further explained that both server-side and device-side mechanisms should be able to perform
detection on a large number of contents to fight against offenders and stop online CSEA. Given the
same purpose of both mechanisms, he would accept both of them.

5.4.2 Level of perceived invasiveness. Participants’ preference for server-side CSAM detection
mechanisms was significantly influenced by their perception of privacy invasiveness. Our findings
revealed that approximately half of the participants believed the server-side mechanism to be
less intrusive because it solely examined content voluntarily shared on the platform. They noted
that platforms such as Meta and Google have limited access to personal information, primarily
encompassing text messages and photos. In contrast, direct device-side detection raised greater
privacy concerns as it encompasses all activities conducted on the device. P5 even suggested that
utilizing Google or Meta for CSAM detection might entail fewer privacy risks compared to device-
side mechanisms. These observations highlighted participants’ concerns about privacy and their
preference for mechanisms that limit the scope of content inspection to voluntary platform sharing,
thus reducing potential privacy violations.
One interesting aspect that P15 touched on is the notion of “privacy trade-off”. As he later

explained, even though the server-side mechanism of Meta was less invasive of his privacy, there
was still a trade-off between his privacy and the societal benefits of preventing the distribution of
CSAM. We will further unpack the results related to this point in the next section.

It is also worth noting that some participants who preferred not to have any detection mechanism
also discussed their significant privacy concerns. They believed that these mechanisms were a
direct violation of their privacy. In the following example, P16 mentioned that since he has been
doing legitimate things, the only thing that was sacrificed by having these detection mechanisms
was his privacy. In this case, P16 also considered a trade-off between his privacy and any potential
benefits,
“Personally I would prefer no detection at all. I know I’m not doing anything that I shouldn’t be

doing, so for me, it’s all just like the aspect of giving up privacy, but I don’t really get any of the
benefits.” (P16, male, 18)

In summary, the effectiveness and privacy invasiveness of the detection mechanisms were two
important factors that impacted participants’ preferences. Our results showed that more than half
of the participants preferred the server-side mechanism while only three of them preferred the
device-side one. The reason was that the server-side mechanism, in general, has fewer privacy
trade-offs for the users.
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5.5 Trade-off between Privacy and Preventing CSAM Distribution
As discussed in prior sections, while all participants understood the benefits of these mechanisms,
they also expressed their privacy concerns. Yet, some participants suggested that they would
sacrifice their privacy in exchange for a safer online space for children, indicating a potential
“trade-off” between users’ privacy and the societal benefits of preventing the distribution of online
CSAM. In this section, we present participants’ perceptions of such trade-offs.

5.5.1 Willing to sacrifice privacy for societal benefits. Majority of our participants suggested that
sacrificing some privacy in exchange for preventing CSAM distribution was reasonable, and the
need for a safe online environment for children often triumphed over their own privacy. Thus, they
were in complete agreement with the trade-off. For example, P20 explicitly highlighted that saving
one person’s life or preventing one child from being abused was far more important to him than
his privacy, thus he would be willing to make a trade-off to ensure the success of these mechanisms.
He said,
“I’m okay with my images being put through the database because I would want a program like

this to succeed. If that saves or helps any number of exploited children in the grand scheme, if it can
help people, I’m okay with my privacy being affected.” (P20, male, 43)

5.5.2 Additional information was needed to understand the CSAM detection mechanisms better.
Some participants were willing to trade off their privacy for societal benefits but only to some
extent. They required further information to gain a thorough understanding of CSAM detection
mechanisms. For instance, P2 wanted to see more empirical evidence regarding how companies
fighting against child abuse by implementing those detection mechanisms,

“I don’t know, again, yeah there’s a hard one, I’d want to hear specific information specifically how
it was used to combat child abuse, child trafficking, and exploitation I want empirical evidence. And if
she could present that, then I would be fine. But I would also want clarity as to who’s privacy to these
photos and videos.” (P2, non-binary, 29)

5.5.3 The lost privacy has positive social values. A few participants were willing to sacrifice their
privacy but had a different rationale. For example, P13 explained,
“I think it comes with the territory of using devices and services, they’re going to be, for the most

part at this point, unregulated by the government and they can sell and trade our information any
way they want to. That’s already taking place, and I’m supportive and pleased that they’re at least
doing the right thing, at least protecting children.” (P13, male, 47)
In his opinion, given that he already lost control of his personal data through using all the

devices and services provided by ESP, it would be comforting to know that he was contributing to
protection children online. The positive social value after participants believed that their privacy
has gone motivated them to accept the implementation of CSAM detection mechanisms, even
though they may still have privacy concerns.

5.5.4 Sacrificing privacy happened too often. A few participants explicitly declined to make a
trade-off because similar social benefits have been invoked frequently when their privacy was at
risk. As such, they were not willing to sacrifice their privacy for another social benefit cause. For
example, P8 specifically did not trust the accuracy and effectiveness of these detection mechanisms.
They believed that increasing the accuracy and effectiveness of these detection mechanisms would
not be ESP’s top priority as ESP was more interested in gaining financial profits using the data.
They further commented,

“No trade-off, never. I am pretty concerned about anybody having access to my data. I think that
stuff is a real problem. But, it’s obviously challenging because it’s like everyone can recognize child
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abuse is bad. That doesn’t mean I want anybody to have access to everything that I own already.” (P8,
non-binary, 28)
In the following example, P10 held a similar opinion and was not willing to make the trade-off

either. He considered privacy as a type of social good and privacy loss as something riskier than
online CSEA to individual users. Interestingly, he also believed that law enforcement agencies,
instead of private companies, should be the driving force of combating online CSEA. He commented,
“I would say overall, the loss of privacy represents a greater risk to humanity than some people

uploading pictures of nude kids. I mean the police should be able to handle that sort of stuff and that
should not be left up to a private company. It’s where we’re heading down a slippery slope here with
technology and everything that they’re collecting, and that is definitely worse for the collective good.
Privacy is the social good.” (P10, male, 45)
In summary, even though the majority of our participants were willing to make a trade-off

between their privacy needs and social gain, there were still concerns regarding the legitimacy of
prioritizing CSAM detection over individual users’ privacy, as privacy was still considered to be
paramount in their lives.

5.6 Communicating Existing Detection Mechanisms with Users
Although we did not ask questions directly related to enhancing communicating existing detection
mechanisms with users, our analysis revealed some promising opportunities. Most participants
were interested in learning more about these mechanisms, ideally with greater details compared to
what is currently available on the ESP’s websites. For example, P11 was one of the participants who
were aware of CSAM detection mechanisms before the study. He heard of them from some news
articles but did not know too many details. After obtaining more details of the mechanisms through
the interview, P11 shared a refreshed viewpoint of these mechanisms and showed a relatively
accurate interpretation, indicating the possibility of increasing users’ accurate understanding of
these mechanisms by providing adequate and detailed information. He noted,

“I think it was more secure and less invasive than I imagined it to be. My previous understanding of
this is Apple’s actually going to parse through images, and essentially predict or try to detect if there’s
something that relates to child abuse. But the presentation you just showed me, essentially it’s more of
a matching than an image analysis from scratch. So, it definitely changed my understanding a little
bit about how it works.” (P11, male, 22)

Relatedly, as brieflymentioned before, participants also identified several places that theywere not
able to fully grasp in the mechanism introduction on ESP’s websites, mostly technical terminologies
(e.g., some participants had a difficult time understanding the concept of hashing). In addition,
about half of the participants were also interested in receiving notifications from ESP when CSAM
detection existed rather than having to search for the desired information by themselves. They also
mentioned the possibility of delivering notifications through various channels, such as emails, text,
or even a short animation video.

6 DISCUSSION
The adoption of CSAM detections by various ESP has evolved over time. Early approaches used
image descriptions to find nudity. However, with the advancements in technology, modern ap-
proaches now employ sophisticated deep-learning techniques and can even scan images directly
on users’ devices. While previous studies focused on the technical side of CSAM detection, our
interview study looked at users’ perceptions of these practices. Although the topic of CSAM detec-
tion may seem complex and require technical expertise to fully grasp the terminology, we believe
it is important to understand the opinions of regular users, especially since device-side scanning
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directly affects their privacy on their own devices. In this study, we specifically focused on two
types of CSAM detection mechanisms, server-side and device-side mechanisms. Our results showed
that a majority of the participants expressed concerns regarding CSAM detection practices. Some
of the common apprehensions included issues like inappropriate flagging, lack of transparency,
and potential invasion of their data. Participants also noted similarities and disparities among
different detection mechanisms and expressed their preferences among two types of detection
mechanisms. Furthermore, we found that participants held varying degrees of willingness to sacri-
fice certain aspects of privacy in exchange for the broader societal benefits of preventing online
CSAM distribution.
In this section, we first extend our results by discussing participants’ (mis)understandings of

CSAM detection mechanisms and how those understandings impacted their privacy concerns.
We then discuss the tradeoff between privacy and societal benefits as well as the unclear privacy
implications of these detection mechanisms among users. We then draw design implications to
enhance the communication between ESP and users.

6.1 Navigating Misunderstandings and Privacy Concerns
Our study revealed that a subset of participants in our research had misunderstandings regarding

the mechanisms of CSAM detection practices. These individuals expressed concerns that both
device-side and server-side detection mechanisms could potentially invade their privacy and gain
access to their personal data. The controversy surrounding Apple’s announcement of their device-
side detection mechanism exemplifies this issue. Many people believed that Apple would have
unfettered access to all content on their personal devices, creating a significant public outcry. In
our study, a small number of participants shared similar sentiments, believing that the device-side
mechanism could access all of their photos, files, and text messages.

Although Apple provided a detailed document explaining the device-side detection mechanism,
it failed to establish complete trust among users. The document did not effectively address users’
concerns about privacy implications associated with the detection mechanism. Furthermore, it
remained unclear to users whether the underlying algorithms utilized in the detection process
served any other purposes. The technical nature of the document also posed difficulties for general
users in comprehending the intricacies of the mechanism.

Drawing upon the principles outlined by Saltzer et al. [61] for protection mechanisms in content
scanning systems, we suggest the application of the Psychological-acceptability principle by ESP.
This principle emphasizes that the policy interface of CSAM detection mechanisms should align
with users’ mental models of the system. In other words, users must be able to comprehend the
mechanics of the protection measures for them to use them correctly. Considering these principles,
ESP should design their CSAM detectionmechanisms to have restricted scopes, including limitations
on the type and format of materials that can be scanned. Additionally, the mechanisms should
define which components of memory are accessible to the scanning process and clearly outline
who sets the targets and receives alerts. By adhering to these principles, ESP can foster user trust
and ensure that users have a clear understanding of how they are protected and how their actions
may impact their level of protection.

One prevalent misunderstanding among participants pertains to concerns regarding false positive
detection, where participants worried that innocent content, such as a photo of their children in a
non-exploitative context, may be flagged as CSAM. It is important to clarify that the hash-matching
technique used in CSAM detection matches users’ photos against a database of flagged images
provided by organizations like the NCMEC. Consequently, not all photos containing nudity would
be falsely flagged as CSAM.
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To mitigate the risk of false positives, it is essential to design CSAM detection mechanisms
that exhibit a low rate of both false negatives (failing to identify traffickers) and false positives
(incorrectly flagging users). It is crucial for law enforcement agencies to meaningfully address this
concern. Moreover, ESP must ensure that the scanning technology does not exacerbate existing
disparities in law enforcement, such as those based on race, ethnicity, class, religion, or gender. It is
imperative that errors in the decision-making process do not disproportionately affect minority
communities.
Although complete elimination of false positive detection may not be feasible, ESP should

communicate with users that efforts are made to keep false positives at a reasonable level. For
instance, some ESP like Google [28] incorporate human verification processes after a photo has
been flagged, providing an additional layer of scrutiny and reducing the likelihood of false positives.

6.2 Which Is More Important, Privacy or Preventing CSAM Distribution?
In the privacy literature, it is not uncommon that users are willing to make a tradeoff between
privacy and other perceived benefits. For example, in the context of smart homes, smart home
users are willing to make the tradeoff between privacy and the convenience brought by smart
home devices [40, 76, 81]. Some users also believe that online behavior advertising can be smart
and useful at times, so they may still choose to make the privacy-utility tradeoff [69]. In our study,
it was widely acknowledged among our participants that having such detection mechanisms on
ESP’s platforms was extremely important to ensure a safe and healthy online environment for the
next generation. It helped to protect children from predators who used communication tools to
recruit and exploit them and, eventually, have clear social benefits. As a result, the majority of our
participants believed that the perceived societal benefit triumphed over their privacy, and thus
were willing to sacrifice their privacy in exchange for the large social good.

However, participants’ willingness did not suggest that they did not have privacy concerns.
Our results suggested that participants had various privacy concerns regarding these detection
mechanisms, including their suspicion that ESP may use their data for other purposes in the name
of CSAM detection. As such, even though there was a clear societal motivation that drove the
detection mechanisms, we believe that ESP should take users’ privacy concerns and needs into
account and strive to seek a balance between users’ privacy and the social good at large.
One potential direction to help achieve this balance is to clearly communicate the privacy

implications of CSAM detection mechanisms with users. Our results indicated that the privacy
implications of the current CSAM detection mechanisms were not clear to the users, which added
another layer of complexity to users’ privacy concerns. We further unpack this point below.

6.3 Unclear Privacy Implications of the detection mechanisms
Our participants discussed the pros and cons of each mechanism from two perspectives, i.e.,
their perceived effectiveness and perceived invasiveness, although the opinions differed across
individuals based on their mental models of how the practices work. In reality, both mechanisms
utilize the same national database for their match algorithms (i.e., from NCMEC). Additionally, both
mechanisms take place before users’ data is encrypted (i.e., non-E2EE data). As a result, we believe
that both mechanisms should have comparable capabilities and be equally effective in identifying
CSAM incidents.

It should also be noted that applying CSAM detection mechanisms to users’ data does not provide
ESP with greater data access than they already have. Most of our participants, however, seemed to
be concerned about the excessive data access by these practices. This phenomenon may be caused
by the fact that the process of the detection mechanisms, both the service-end and device-end
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mechanisms, remain opaque to the public. It is unclear to the users what data might be used for
CSAM detection purposes, how their data might be shared (e.g., with law enforcement agencies)
and (mis)used (e.g., for purposes other than CSAM detection, for surveillance purposes), and who
has access to their data. As a result, the privacy implication of both mechanisms remains unclear.
In fact, Apple announced the suite of child safety features for iOS 15 in August 2021. However, due
to the criticisms and controversies raised around the privacy implications of these features (CSAM
detection in particular), Apple made changes to their plans, did not release this feature in iOS 15.2,
and removed all the mentions related to CSAM detection from their website [74].

6.4 User Expectations and Policy Measures for Privacy Protection
Our study highlighted participants’ emphasis on the importance of transparency, simplifying

consumer choices, and ensuring privacy-protective measures in the development and implemen-
tation of systems. Understanding user expectations regarding privacy and the measures taken
by policymakers is crucial in safeguarding privacy. The Federal Trade Commission (FTC) has
played a pivotal role in consumer privacy protection since the 1970s, enforcing the Fair Credit
Reporting Act (FCRA) [65], one of the earliest federal privacy laws. Over the years, the FTC has
pursued consumer privacy protection through law enforcement, policy initiatives, and consumer
and business education. For instance, the FTC has employed two primary models in recent years: the
“notice-and-choice model” and the “harm-based model.” The notice-and-choice model encourages
companies to provide privacy notices that inform consumers about their information collection
and usage practices. This empowers consumers to make informed choices regarding their personal
data. The harm-based model focuses on protecting consumers from specific harms such as physical
security risks, economic losses, and unwanted intrusions into their daily lives.
However, the existing privacy model, known as the notice-and-choice model, has limitations.

Privacy policies have become lengthier, more complex, and difficult for consumers to understand.
Many policies prioritize limiting companies’ liability rather than informing consumers about how
their information will be used. Additionally, while some companies disclose their data practices, few
provide consumers with meaningful controls over those practices. Consequently, consumers face
challenges in comprehending privacy policies and exercising control over their personal data. To
address these concerns, it is important to enhance transparency and rethink the notice-and-choice
model. Privacy policies should be concise, clear, and easily understood by consumers. They should
provide individuals with meaningful choices about how their information is used. By striking
a balance between legal requirements and user-friendliness, users can be empowered to make
informed decisions about their privacy. In the following section, we will delve into these aspects in
greater detail.
6.5 Design Implications
Achieving auditability. The design of CSAM detection mechanisms by ESP should prioritize
auditability to ensure accountability and build trust. They should enable users to understand which
content is scanned, flagged as targeted, and shared with authorities. Additionally, the detection
mechanisms should be auditable, allowing for scrutiny of the specific content targeted by the
scanning technology. This requires the auditability of target images used to create hash lists and
the training data utilized to enhance neural network models, ensuring knowledgeable parties can
assess and potentially challenge the system if needed.
Increasing the transparency of the data practice in CSAM detection mechanisms. One

major concern raised by our participants is that these detection mechanisms may be used to match
dissident content, which is partially caused by the opaque data practices of these practices. Most
ESP explain the process of their CSAM detection mechanisms from a high level without zooming
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into the details. We suggest ESP increase the transparency of the CSAM detection process with a
focus on the data practices, such as what data can the practices access, which parties can access
their data, who can participate in the manual review process, and whether their data is used for
purposes other than identifying CSAM incidents. More importantly, such information should be
presented to the users in an easy-to-understand format. One concrete idea is to adopt the privacy
nutrition label [37] and prioritize information that is important to users in the context of CSAM
detection mechanisms (e.g., data access, data sharing, etc.).
Providing easy-to-understand documentation for CSAM detection mechanisms. Our

results indicated the possibility that knowing how CSAM detection mechanisms work can help
alleviate users’ privacy concerns. However, most participants reported that the current explanations
do not convey the message very clearly. We thus suggest that ESP should consider using alternative
media forms to enhance users’ understanding. For example, videos or other visual explanatory
illustrations have been used to explain difficult terms and are deemed to be effective (e.g., video
explanation of the “Right against Solely Automated Decision Making” under GDPR [35], interactive
visual explanation of differential privacy [73]), thus can potentially be used in this context. Another
concrete idea is to develop an empathy-based approach where ESP allow users to experience the
detection process through different personas (similar to [16]).
Consumer education. We believe that there is a need for increased education in this field

particularly due to users’ limited familiarity with the detection practice mechanisms. To address
this need, it would be beneficial to update existing education resources or enhance user education
and awareness regarding CSAM detection mechanisms and their privacy implications. For instance,
ESP could offer online resources to educate consumers, with a specific focus on children, parents,
and teachers, about online safety. These resources would aim to raise awareness about potential
online threats such as online predators and phishing. In addition to educating about general online
safety, ESP could provide information about CSAM detection mechanisms. This would include
details about the types of information being checked, the process involved in detecting CSAM,
and the extent of access to user data. It is important to communicate the potential consequences if
someone is flagged for engaging in malicious behaviors, as well as the measures in place to address
false positives. By doing so, we can alleviate certain concerns and misconceptions that users may
have while fostering a more informed and balanced public discussion on this subject.
Communicating the CSAM detection outcomes with users. One key factor that impacts

users’ privacy preferences and perceptions of both server-side and device-side practices is their
perceived effectiveness of these practices. While we believe that both mechanisms should be equally
effective, users generally do not have the knowledge to make the judgment. We suggest that all ESP
should include a dedicated section on their websites and present some “facts”, including how many
CSAM cases the practices have identified by the practices and how many are reported to NCMEC,
what types of contents these cases come from, how many cases were confirmed by NCMEC to be
related to CSAM, etc. This information may convey a positive confirmation of users’ dedication
and encourage them to continue to help make the Internet safer for children.

6.6 Policy Implications
Refining ESP’s privacy policies. The four ESP in our study have all implemented CSAM detection
mechanisms, yet none of them have specified the data practices in their privacy policies based on our
investigation. Privacy policies have their drawbacks [49], but they remain one of the few channels
for users to understand ESP’s data practices. We urge that ESP should update their privacy policies
and have a dedicated section to explain its company policies around CSAM detection mechanisms.
This is not only to inform users of how their data is used for CSAM detection purposes but also to
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raise users’ awareness of the existence of CSAM detection mechanisms, as our results indicate that
most participants were not aware of such practices.

Disseminating knowledge about existing policies. It should be noted that there are several
existing laws and policies that have been used to guide ESP on CSAM detection, such as the
Eliminating Abusive and Rampant Neglect of Interactive Technologies Act (EARN IT Act) and
the Kids Online Safety Act. Yet, our findings suggest that they remain unknown to the general
public. ESP are uniquely positioned to disseminate knowledge about existing laws and policies
to the general public as a way to raise their awareness of CSEA more generally and encourage
everyone to take action.

6.7 Future work
In our study, we have observed some interesting phenomena, yet we cannot draw a definite
conclusion from them due to the qualitative and exploratory nature of this study. For example, we
notice that depending on whether participants have kids or not or their gender, participants may
have different perceptions, particularly towards their willingness to make the trade-off between
privacy and social good. Future work can further examine these factors and their impact on users’
perceptions.
In addition, future work can look into the users’ perceptions and the privacy implications of

other types of detection mechanisms, as presented in Section 3.1 of look into how to support users’
needs to stay informed of these practices through design. We consider this topic to be of utmost
importance and we believe that continuing this study is crucial for a deeper understanding. It
would also be valuable to explore the perspectives of other stakeholders, such as service providers,
law enforcement agencies, or policymakers.
Finally, as our study focuses on the US population, future research should include participants

from other countries. Geierhass et al. studied similar questions in the German context [24]. Their
results showed both similarities and differences compared to ours. For example, participants from
both countries all supported such technical solutions for CSAM detection. However, German
participants were generally supportive of both server-side and client-side mechanisms, yet more
than half of our participants from the US preferred server-side mechanisms and only three of
them preferred device-side ones. Future research should examine consumers’ perceptions of CSAM
detection mechanisms in different countries as well as the differences among different societal and
cultural backgrounds.

7 CONCLUSION
In this paper, we shared the initial findings from our study with 23 participants who were regular
users of electronic services. We aim to understand their privacy perceptions of two types of
mechanisms (i.e., a server-side implementation and a device-side implementation) that are used to
detect online child sexual abuse materials. Our findings indicate users’ various privacy concerns
toward these detection mechanisms, such as excessive data access, lack of transparency, and lack
of boundary of detection. We also explore the privacy trade-off between users’ privacy needs and
the societal benefit of preventing the distribution of CSAM. Lastly, we draw design and policy
implications for future tool design to combat online child abuse with users’ privacy in mind.
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A APPENDIX
Screening Survey

Q1. Electronic services from which companies do you regularly use?
Q2. How many hours a day do you spend on services provided by the following companies?

(Answered on a eleven points Likert scale from 0 to 10)
Q3. Are you willing to participate in a 1-hour online interview about online safety tools?
Interview Protocols
Demographic Questions
Q1. What gender do you identify as? (Female, Male, Non-binary, Other, Prefer not to answer)
Q2. What is your age?
Q3. What is the highest degree or level of school you have completed?
Q4. Do you have kids?
Q5. How much time daily do you spend on the following platforms (insert companies names)?
Q6. Where do you locate?
General Questions about participants’ Perceptions of Online Child Abuse
Q7. How do you define child exploitation and abuse? Do you think child abuse exists on the

online world?
Q8. In the online world how do you think child abuse is carried out?
Q9. Do you know how to report child exploitation if you accidentally observe it on digital

platforms?
Q10. Have you come across any child abuse content online?
Q11. Are you aware of practices carried out by companies like (Apple, Google, Facebook, Mi-

crosoft) to fight against child abuse on their platforms?
Technology Usage Questions
Q12. What electronic device do you have?
Q13. Can you please briefly explain what you use them for?
Questions about current detection practices It should be noted that the question was asked sepa-

rately for two different ESPs. We pick two platforms - Apple, and the other is one platform from
our list that they use frequently.

Q14. Have you ever come across the implementation of these practices?
Q15. What is your first impression after knowing about these practices?
Q16. Do you think these companies provide you with enough information to help you understand

the implementation of this practice ?
Q17. What additional information can it provide?
Q17. Are you able to understand all the terminologies and technical terms in the statement?
Q19. Will you be comfortable with [Company] using this practice to identify child abuse content?
Q20. Do you think it is necessary to provide you with this information? Would you prefer to

receive notification regarding privacy practices?
Q21. What are the pros and cons of this practice?
Q22. How effective or ineffective do you think these practices are in identifying and restricting

child exploitation content?
Q23. What types of data or files do you think this practice can access?
Q24. Now you have learned these detection mechanisms, as a user, which one would you prefer

to have? Do you prefer to have the detection on the server side, or on your own device?
Q25. Since you mentioned privacy a couple of times, I’m wondering what you think of the

trade-off between your privacy and the social benefits you just mentioned.
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