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Abstract

Industrial Control Systems (ICS), particularly programmable
logic controllers (PLCs) responsible for managing underlying
physical infrastructures, often operate for extended periods
without interruption. Thus, it is challenging to patch security
vulnerabilities of ICS in a timely manner after disclosure
because it often necessitates waiting for a rare downtime
window. While live patching has been introduced to avoid
downtime and maintenance costs, conventional live patching
methods are not viable for closed-source PLCs. Without the
source code, it is difficult to understand the system behaviors
and determine binary patch equivalence. To address these
challenges, we present a Reliable Live Patching framework
called RLPatch for applying live patches to third-party binary
without source code. We design RLPatch to capture real-time
conditions and dynamic behaviors of PLCs, which enables
DevOps engineers to identify major non-recoverable fault
(MNRF) vulnerabilities and generate hot patches. The core of
RLPatch is an update agent that inserts breakpoints over the
original MNRF code and then directs execution to the patches.
To ensure system reliability, we use the unique constraints
of PLCs to integrate the update processes with the scan
cycle. We leverage RLPatch to patch 20 real vulnerabilities
in three widely used Rockwell PLCs. We evaluate RLPatch
in a real-world gas pipeline, demonstrating its reliability and
effectiveness in practice.
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1 Introduction

Programmable Logic Controllers (PLCs) are one of the most
frequently used automatic control components within in-
dustrial control systems (ICS). They bridge the digital and
physical worlds by tracking, controlling, and interconnect-
ing industrial processes, such as gas pipelines and water
treatment systems. In contrast to regular desktop computers
with a four-year design life-cycle, it is common that PLCs
installed even thirty years ago are still in use and play a
crucial role in the stability and continuity of the ICS [23, 36].
It is often difficult and sometimes infeasible to replace these
outdated controllers with modern ones [23]. For instance,
these outdated strivers may have been used before the com-
munications network standards. Therefore, updating con-
trol systems entails more than just reconfiguring the new
controllers; it mandates the complete reconstruction of the
communication infrastructure within the ICS. Some new
controllers, such as SIMATIC ET 200M [41] and ABB Pluto
B20 [7], use hot swapping to provide run-time device re-
placement. However, hot swapping raises the PLCs’ cost and
does not cover the outdated PLCs. PLCs were originally de-
vised to replace conventional hard-wired relays and timers
in manufacturing processes, with little or almost no secu-
rity considerations in a highly isolated environment [18, 23].
With the increase of connectivity to enterprise networks and
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the Internet, these bruised strivers have become susceptible
to cyber-attacks [33, 35, 46, 47].

PLC vendors often apply patches late or overlook them, es-
pecially when dealing with outdated controllers. Prominent
PLC vendors like Rockwell Automation [4], Schneider Elec-
tric [15], and Siemens Automatic [40] have formed security
teams to investigate severe vulnerabilities and issue security
advisories. However, official PLC patches have traditionally
focused on resolving functionality and stability issues within
the original code rather than bolstering security. Moreover,
there is a crucial requirement for operators: they must pause
the operation of target controllers before installing the new
firmware that contains the necessary patches. This tempo-
rary disruption potentially leads to service interruptions,
including loss of network connectivity or potential damage
to field devices. Thus, the tasks of fixing high-risk vulnerabil-
ities have to wait until the next maintenance period reaches.
However, the time span between two maintenance periods
for control systems is considerably longer than that for tra-
ditional IT systems and can extend over several months or
even years. This opens a larger window of opportunity for a
hacking group to exploit a not-yet-updated controller.

Live patching can upgrade a running system or software
without rebooting or restarting any process. Researchers
have spent significant efforts to keep Linux servers, Android
systems, and embedded systems updated to the highest se-
curity level [3, 9, 10, 21, 30, 34]. These solutions typically
rely on the availability of source code for the target device
and pre-existing vulnerability information. Unfortunately,
such an assumption is invalid for outdated controllers with
exceedingly rare documentation. Due to the lack of access
to the code, developers often resort to black-box testing
and reverse engineering to understand the intricate behav-
iors and internal configurations of PLC systems, which can
be time-consuming and may not always yield accurate or
comprehensive results. The absence of source code also hin-
ders direct binary modification, and thus complicating the
verification process to ensure that patched binaries behave
consistently with the original system except for the intended
alterations. Furthermore, the development of efficient test
cases and debugging procedures is impeded by the limited
error reporting and logging capabilities inherent in PLCs.

In this paper, we propose a novel Reliable Live Patching
framework called RLPatch that allows for prompt firmware
updates at the hardware level. RLPatch is the first practical
live patching framework that targets closed-source PLCs.
More specifically, we first propose a precise vulnerability
detection method to capture PLCs’ dynamic behaviors by
using the interactions between the control programs and
the logic instruction library of a controller, which can iden-
tify and locate vulnerable code from the firmware with no
meta-information about the source code. After vulnerability
detection, we develop an update agent to patch firmware
running on real PLCs by utilizing the exception-handling
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process of a processor. To ensure consistency across updated
code versions, we provide an integration mechanism that
facilitates the application of patches by inserting the update
point at the rear of its scan cycle.

To demonstrate the reliability and effectiveness of RL-
Patch, we implement a prototype and deploy it on three
widely used Rockwell PLCs. We leverage RLPatch to success-
fully repair 20 real-world vulnerabilities during the controller
run with constant and negligible overhead. We also evaluate
the system impact that RLPatch introduces on a real-world
gas pipeline by launching three attack scenarios. The eval-
uation results show that RLPatch can quickly recover and
shield the entire control system from attacks.

Note that the main technical innovations of RLPatch lie in
three aspects: (1) its precise vulnerability detection method,
(2) its non-intrusive update service, and (3) its adaptive in-
tegration mechanism. The vulnerability detection is suffi-
ciently flexible because the debug logic unit it uses to capture
PLCs’ dynamic behaviors widely exists in embedded proces-
sors. The update service is sufficiently flexible because the ex-
ception handling mechanism exists in industrial controllers.
The service is also safe because the update point sits at the
idle time of each scan cycle. The essential technical points
of the integration process, such as the exception vectors
and update validation algorithm, are thoroughly analyzed to
guarantee seamless patching services.

The rest of this paper is structured as follows. Section 2 pro-
vides a background on the programmable logic controller and
ARM exception handling and presents our threat model. Sec-
tion 3 details three principle components and how RLPatch
uses them to hot-patch controllers at the object code level.
Section 4 evaluates RLPatch on three individual Rockwell
PLCs and presents an application of RLPatch on a real-world
industrial control system. Section 5 discusses some limita-
tions and future extensions of RLPatch. Section 6 surveys
related works, and finally, Section 7 concludes this paper.

2 Background and Threat Model

In this section, we first provide basic knowledge of PLC and
ARM exception handling. Then, we present our threat model.

2.1 Programmable Logic Controller (PLC)

PLCs are hard real-time systems. The core hardware compo-
nent of PLC is the controller module that comprises several
elements, such as processor and memory. The processor in-
terprets input conditions and outputs the control actions
according to the control logic programs. ARM processors are
quite common in the PLC world to reduce costs and power
consumption [38]. The data memory stores the firmware, and
the control programs are typically stored in battery-backed
memory such as static random access memory (SRAM). Be-
sides the data and program memory types, PLC often fur-
nishes runtime memory to speed up the interaction between
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Table 1. Summary of PLCs with published JTAG ports. RA
for Rockwell Automation, SA for Siemens Automatic, and
SE for Schneider Electronic.

PLC Brand Mfr. Processor Source
ControlLogix 1756-L61 RA 5561 [6]
ControlLogix 1756-L61 RA 5555 [27]
CompactLogix 1769-L18ER  RA L1 [19]
CompactLogix 1769-L16ER ~ RA - [26]
MicroLogix 1763-L16AWA RA - [31]
SIMATIC S7-1200 SA 1211C [45]
SIMATIC S7-1200 SA 1212C [45]
SIMATIC S7-1200 SA 1214C [45]
SIMATIC S7-1200 SA 1215C [45]
SIMATIC S7-1200 SA 1217C [45]
SIMATIC S7-1200 SA  1212FC [45]
SIMATIC S7-1200 SA 1214FC [45]
SIMATIC S7-1200 SA  1215FC [45]
Modicon M221 SE - [31]

firmware and control programs. The runtime memory en-
ables us to change the firmware directly rather than rely on
dedicated Flash Patch and Breakpoint (FPB) hardware.

PLC has two types of code: the control programs and the
firmware. The control programs defined by operators directly
manage the sensors and actuators in the physical world. A
control program usually comprises a set of tasks, and each
task contains a sequence of logic instructions, such as timer
and alarm. Typically, operators adopt vendor-specific engi-
neering software to create control programs. One example is
the RSLogix 5000 developed by Rockwell Automation. Each
input or output parameter of the control program is called a
"controller tag" that points to a location in memory where
its data is stored. Thus, we can locate the vulnerable code
in the running memory through their logic instructions and
associated tags. To ensure high real-time and reliable perfor-
mance, both the control programs and the firmware adopt
static linking rather than run-time linking.

Firmware is the actual program a PLC uses to execute
control programs. The PLC firmware commonly comes with
real-time schedulers that call the runtime system to handle
the control tasks continuously to ensure that a connected
physical process does not halt. In each cycle, PLC gathers
data from input devices, runs the control programs, and up-
dates the output data to control a physical process called a
scan cycle. The time it takes for the controller to complete
one scan cycle is called the scan time. The watchdog timer
is a significant term related to the scan time. It monitors
whether the controller is executing control logic programs
within the specified scan time. If it exceeds a pre-set limit
called the watchdog time, the timer will generate a time-
out signal to stop the processor, preventing unnecessary
damage to the control system. We observe that the scan
time is much shorter than the watchdog time. The former
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Logic instruction

ALMD
ProgAck

Controller tag SystemFault_001

-(InAlarm)-
-(Acked)-

-(Suppressed)-

System_Faults_Desc {...}
System_Faults_Desc[0] ‘Red button pushed’
System_Faults_Desc[0].LEN En
System_Faults_Desc[0].LEN.0 1

System_Faults_Desc[0].LEN.1 1

rogDisable ~(Disabled)-

ProgEnable -(InstructFault)-

MinDurationPRE
MinDurationACC

Figure 1. An MNRF attack by modifying the string length
of the control program in Rockwell 1756-L61 PLC.

ranges from hundreds to thousands of microseconds, while
the latter ranges from tens to hundreds of milliseconds. For
instance, the scan time is a function of the logic program
and the actual path executed through it. The watchdog time
is a configurable component of the logic program. The over-
all statement of there being some slack probably holds for
most PLC applications. We can leverage the slack (several
milliseconds) between them to fulfill our live patching. A
successful live patch takes several milliseconds or less and
can claim to have no downtime.

2.2 Exception Handling

Most embedded processors feature three underlying func-
tions: debug interface, exception generation mechanism, and
exception handlers. The debug interface such as the Joint
Test Action Group (JTAG) and Universal Asynchronous Re-
ceiver/Transmitter (UART), enables product manufacturers
to communicate with the processor through a built-in debug
channel. We observe that the JTAG ports are popular in PLCs,
and PLC owners have no ability to lock them. Table 1 shows
that at least 14 widely used PLCs from the top three vendors
have functional JTAG ports.

Processors support multiple exception types, and users
can use different conditions to trigger them. A Prefetch
Abort exception can be triggered by configuring hardware
breakpoints through a debug logic unit, such as embed-
ded in-circuit emulation (EmbeddedICE) logic [2] and flash
patch and breakpoint unit (FPB) [1]. Users can also em-
ploy a software breakpoint (processor instruction) to trigger
an Undefined Instruction exception. Breakpoint instruc-
tions exist in most processors, such as the “bkpt #immed8”
instruction on the ARM architecture.

For each exception type, device manufacturers provide
a default exception handler for processing that exception.
ARM processors allow users to define their own exception
handlers. Since several exceptions can happen simultane-
ously, device manufacturers assign a priority to each excep-
tion so that the processor can decide which exception is
more important. Upon exiting the exception handler, the
processor uses the link register (Ir) to return the program
counter (PC) to an appropriate place in the interrupted pro-
gram. At this moment, device manufacturers must update
the PC with an offset whose value depends on the specific
exception type. For instance, the offset is four and zero when
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Figure 2. Overview of RLPatch’s working flow.

the exception types are the Prefetch Abort and Undefined
Instruction, respectively.

We find that the built-in three features mentioned above
can significantly reduce the development complexity of our
live patching strategies. Specifically, our patch insertion
method relies on the debug channel to transfer update mes-
sages. Our update triggering method uses the Prefetch
Abort and Undefined Instruction exceptions to trigger
update actions. And we use the two corresponding custom
exception handlers to redirect the control flow.

2.3 Threat Model and Assumptions

PLCs have four fault types: major non-recoverable fault
(MNRF), major recoverable fault, minor fault, and I/O fault.
The operators can directly clear the major recoverable faults
and the minor faults by creating fault handlers and reset-
ting errors separately at the control program scope level.
Based on the solutions from the maintenance manual, oper-
ators can recover the PLCs from I/O faults at the peripheral
hardware level. We focus on MNRFs that pertain to memory
corruption vulnerabilities. Typically, they suffer from miss-
ing out-of-bound checks or accessing a memory location
after the memory has been freed or deallocated. Note that
MNREFs can only be fully patched at the firmware level. We
assume that adversaries identify multiple MNRF vulnerabili-
ties of the controller’s firmware through various means, e.g.,
update notes analysis or firmware fuzzing.

The primary goal of the adversary is to manipulate the
control program (ladder logic) and rush the controller into a
crashed state. The MNRF vulnerabilities occupy about 24.15%
of the total vulnerabilities that Rockwell reports. We use the
vulnerability Lgx135333 [5] in the Rockwell 1756-L61 PLC
as an example to explain the MNRF attack. Figure 1 shows a
logic instruction Digital Alarm (ALMD) in a control program,
and this instruction has a string-type controller tag called
“System_Faults_Desc[0]”. To force the PLC to enter an MNRF
state, the adversary manipulates the tag’s length parameter
from 17 to -1 over the industrial network using engineering
software. Our real-world examples in Section 4.3 will show
that MNREF attacks have an enduring impact on the entire
gas pipeline, not limited to the target controller itself. Note
that the alarm logic instructions are not unique to Rockwell
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PLCs. Similar logic instructions exist in Siemens SIMATIC
PLCs (e.g., Program_Alarm and Get_Alarm) and Schneider
Modicon PLCs (e.g., alarm).

We make the following assumptions concerning the target
controller. First, it has not been updated for years, but it still
plays a crucial role in critical settings (e.g., gas pipeline sys-
tems and power industries). Second, we assume its processor
supports a real-time debug logic unit and exception-handling
mechanism. Third, we assume that manufacturers have is-
sued binary patches encapsulated in the firmware updates
and some extra related update notes. An update report is a
set of version-change information released together with the
updated firmware by vendors.

3 RLPatch Design
3.1 Overview

The design goal of RLPatch is to provide a general live patch-
ing framework for commodity industrial controllers. It works
on ARM architecture-based controllers by leveraging the
built-in exception handling mechanism without access to
source code. Figure 2 presents the architecture of RLPatch,
which has three parts: patch development, patch deploy-
ment, and the update agent. To minimize the overhead of
RLPatch and its impact on industrial controllers, most of
the functionalities including patch development and patch
deployment, are implemented on the host side. The device
side only executes the update agent.

The patch development takes the firmware updates and
updated notes as inputs and outputs a set of binary patches.
After that, it is worth briefly examining hardware-relevant
configurations. When the adapter (protocol convertor) is
properly configured in terms of the target processor speci-
fications at step @, the DevOps engineer connects it to the
controller board through a suitable debug access interface
at step @. Then, DevOps installs and configures the corre-
sponding driver on the patcher host before connecting the
adapter to the host at step ©. Once the patching channel is
set up, DevOps initiates basic patch deployment commands
and tests whether it works well at step @. Once the commu-
nication link is set up, the patch deployer works closely with
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Controller Faults When Alarm Instruction is Executed|(Lgx00135333)} - - - - - - - - - - »} vu]nerability D
Corrected Anomaly with Firmware Revision 20.019
Known Anomaly First Identified as of Firmware [Revision 20.011f === -========-----»] affected revisions

Catalog Numbers:
® ControlLogix® 5570 Controllers
® GuardLogi 0 Controllers

[ControlLogix 5560 Controllersf==================-------———----------) ~affected controllers

® GuardLogix 5560 Controllers

lfanl/\nalng Alarm (ALMA) or Digital Alarm (ALMD) inslruclinnl-hﬁs astring-type - - - - ~logic instruction
associated tag and the string has a|negative length}-the centroliercan experienee a- - - - - - ~trigger conditions
[major non-recoverable fault (MNRF)lwhen-the instruetionis exeeuted: - - -- - - === === ~vulnerability type

Figure 3. An MNRF vulnerability in official update specifi-
cations for Rockwell PLCs.

our update agent to repair critical MNRF vulnerabilities with
the implanted hot patches.

3.2 Patch Development

The patch development of RLPatch has four goals: identi-
fying vulnerability information, locating vulnerable code
snippets in the firmware, constructing hot patches, and veri-
fying binary patches.

3.2.1 Vulnerability Identification. In the vulnerability
identification phase, we first download the update reports
from the PLC’s vendor website manually. The RLPatch fo-
cuses on MNRFs that can trigger memory corruption for
PLCs, affecting the entire ICS. Common types of vulnerabili-
ties that can trigger memory corruptions are buffer overflow
and use-after-free. Figure 3 shows an official update note
of an MNRF vulnerability (Lgx00135333) for Rockwell 1756-
L61 PLCs. The update note reveals that this vulnerability
(1) exists in the firmware versions ranging from 20.011 to
20.018 of the ControlLogix5560 family controllers; (2) it can
be activated by specifying a negative length in the ALMA
and ALMD logic instructions.

Then, we use the name entity recognition (NER) tech-
nique [13] to extract vulnerability information from the re-
ports. Specifically, we define 13 vulnerability entities, includ-
ing vulnerability ID, vulnerability type, affected revision,
affected controller, logic instruction, and trigger condition.
The trigger condition includes multiple sub-conditions such
as constraint type and logic type, and the logic type has five
sub-types including less than, equal, greater than, equal or
greater than, and equal or less than. The output of the vulner-
ability identification is a series of vulnerability profiles. We
manually create profiles for those vulnerabilities that miss
necessary entities, such as logic instructions and trigger con-
ditions. To extract the logic instructions for the vulnerability,
we query the pertinent controller characteristics from the
programming manual supplied by the PLC manufacturer.
The trigger conditions for the vulnerability are obtained by
focusing on the Arabic numerals and related programming
logic keywords, such as 2069 and outside.

3.2.2 Vulnerability Localization. Figure 4 shows the vul-
nerability localization process of RLPatch. Before starting
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0x080b20 58 00,00 00 0A 00 00 00 IEBENSENE 52 65 64 20
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0x080b30 62 754 74 6F 6E 2070 5 [13 68 65 64 0000 00 iy
0xf77b34 [NENID 19
0 Vulnerability remap table

0xf77f6c  lengthCopy

N Logi Insertion
FRN | wuLip | Lesic ertio
instruction point

20.012 Lgx135333 ALMD 0xf77b34
20.018 Lgx169520 SsvV 0Oxe2cfc0

0xf77f6c
0xf77£70
0xf77f74

Idrh
add

10, [10, #0x4a)
12, 1p, #4
10,

cmp
Figure 4. Vulnerability localization process of RLPatch. Step
©: The ladder logic in the control program calls its library
code in the PLC firmware. Step @: The library code accesses
the associated tags of the ladder logic to get input parameters
of the logic instruction. Step ®: RLPatch outputs a vulnera-
bility remapping table.

the controller, we insert vulnerable logic instructions into a
control program with unique-value-tagged controller tags.
For instance, we create an ALMD instruction with a string-
type tag “Red button pushed", and the controller stores 0x11
as the default length of this string in the control program.
We then use the built-in debug unit of the PLC to set watch-
points (memory addresses) for the controller tags and track
which code snippet in the firmware accesses these tags. We
set up two watchpoints in the PLC memory to track the
interaction between the control program and the firmware.
One watchpoint sits in the ladder logic area, and the other is
in the associated tag area. For instance, one watchpoint mon-
itors the logic instruction ALMD at address 0x025a44, and the
other watchpoint monitors the length parameter of the ALMD
instruction at address 0x080b2c. To locate the vulnerable
library code of the ALMD in PLC firmware, we use engineer-
ing software to tamper the length parameter of the tag from
0x11 to Oxffffffff.

After the processor runs into the scan cycle of the firmware,
we observe that the control logic program frequently calls
a set of firmware’s built-in functions through a jump table.
The built-in functions are known as the controller’s logic
instruction library. The jump table has a reference to the
instruction library, enabling us to locate all vulnerable logic
instructions. As shown in Figure 4, a caller subroutine (alarm
instruction ALMD) in the control program calls a callee sub-
routine in the firmware to execute its library code starting
from 0xf77b34. During the execution of the library code, we
observe that the callee subroutine accesses an input buffer
in which the contents are copied from the associated tags.
Specifically, the library code of the ALMD instruction uses
register r2 to access the length of the associated string. At
this moment, memory corruption occurs since PLC writes
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Vulnerable code 2 Official patch Adjusted patch
bl sub_d7d570 C bl sub_d73aec bl sub_d7d570 +©
Idr 10, [r0,#0x18] Cldr  rl, [r0,#0x18] Idr 10, [r0,#0x18]
addeq rl, 10, #4 -
beq lengthCopy Ubeq lengthCopy beq lengthCopy
Idrb  rl, [r0] —» Cldrb 12, [rl] —» ldrb rl, [10]
@ (r0—rl,rl > 12,12 > 13) O (rl—>10,12 > rl, 13 > 12)
+add rl,rl,#4 add 10, 10, #4
orr 5, rl, 12,Is1#24 Corr 15,12, 13,Isl#24 orr 15, rl, r2,Isl#24
add rl,10,#4 i
lengthCopy lengthCopy lengthCopy
beq  stringCopy Ubeq stringCopy beq  stringCopy

Figure 5. Patch generation process of RLPatch. Step ©:
Compare the vulnerable code and the official patch. Step ®:
Record the state changes of a processor between the vulner-
able code and the official patch. Step ©: Replace the absolute
address in the official patch with the matching address in the
vulnerable code. @: Restore the processor state in the official
patch with the matching registers in the vulnerable code.

data beyond the boundaries of a memory allocation (at most
82 characters), overwriting adjacent memory regions.
Finally, we use a vulnerability remap table to record the
results of the vulnerability localization. The table contains a
set of vulnerable logic instructions of the PLC firmware, and
each vulnerability has four items: firmware revision num-
ber (FRN), vulnerability ID, involved logic instruction, and
insertion point (entry address of the vulnerable instruction).

3.2.3 Patch Generation. Figure 5 shows the patch gen-
eration process of RLPatch. To learn what has changed be-
tween the vulnerable code and the official patch, we use
the binary diffing tool BinDiff [50] to compare them at the
function granularity. The comparison results are grouped
into four categories by using a support vector machine clas-
sifier: added, removed, unchanged, and changed. The added
type means that an assembly instruction exists in a patch
subroutine but does not exist in its vulnerable subroutine.
The removed type is that an assembly instruction exists in a
vulnerable subroutine but does not exist in its patch subrou-
tine. If the opcode and the operands are identical between
the vulnerable and the patch subroutines, we call them un-
changed instructions. We refer to an assembly instruction
with the same opcode but a different operand as a changed
instruction. Meanwhile, we record the state changes of a
processor between the vulnerable code and the official patch,
such as the sequence (r0—rl1, ri—r2, r2—r3).

To enable the official patch to be placed in any memory
location, we adjust the patch to make it suitable for our
live patching strategy. There are two cases for the changed
instruction: the changed operand wraps absolute address(es)
and the changed operand only involves processor registers.
In the first case, we replace the address in the official patch
with the matching address in the vulnerable code, such as
the address sub_d7d570 marked red in Figure 5. In the second
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case, we restore the processor state in the official patch with
the matching registers in the vulnerable code, such as the
sequence (r1—r0, r2—rl, r3—r2). Naturally, the unchanged
instructions do not need to be checked. The instructions
that are added and removed are essentially patch functions,
which should be kept for repairs. To be safe, RLPatch aborts
the updates if it detects that the hot patches use different
compiler versions.

3.2.4 Binary Patch Verification & Validation. To en-
sure the patch application is correct, we manually scrutinize
the generated executable patches offline. Before the patch
deployment, we check whether an official patch can be con-
verted into a hot patch. First, the patch behaviors cannot
contain data structure and code logic restructuring changes
commonly involved in the function upgrading systems. Sec-
ond, the patch behaviors cannot contain the update agent and
the scan cycle procedures because setting such addresses can
cause a recursive trap [22]. RLPatch can identify three vul-
nerability types: buffer overflow, use-after-free, and function
bugs that can be directly observed. RLPatch does not support
non-MNREF, such as functional bugs whose operations can-
not be directly observed. We verify the patch by checking
each field of the binary patch while setting other fields with
their original input values. For the integer fields, we use their
minimum and maximum values and some out-of-bound ran-
dom values to check each integer. For the character string
fields, we use some random non-zero values to check each
byte. For the array fields, we use some random non-zero
values to check each element.

To determine if the patch is safe, we also perform valida-
tion in PLC’s runtime. We first write a control program and
use it to measure the timing of the full live patching process
after the patch deployment. The light control program in-
corporates 140 logic instructions that are commonly used
in real-world PLC programming. The program controls five
bulbs in a field device to flash at different frequencies, and
the field device has five inputs and five outputs. Specifically,
a blue light flashes every 1,000 milliseconds, a green light
flashes every 2,000 milliseconds, a yellow light flashes every
4,000 milliseconds, a red light flashes every 8,000 millisec-
onds, and a white light flashes every 16,000 milliseconds.
Thus, we utilize up to 32 permutation inputs to conduct a
performance evaluation. For example, an array (0,1,1,1,1) in-
dicates that all inputs are triggered except the first one. We
remove those patches from the candidate list if they cause
the controller to crash. Second, we test the buggy functions
of PLC logic instructions by observing the outputs of the
PLC under the given inputs. We remove those patches if
they cause the PLC crash or function failure. For instance,
the firmware version 20.012 of the ControlLogix 1756-L61
has a function bug Lgx136317; this bug exists in the Motion
Axis Jog (MA]) instruction and it can make the axis move
in the wrong direction. We remove this patch if the patched
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Patch table Memory
Update point | Trampoline | Return @)
. [«—> Core
vul.addr bl patch b addr update agent
EVT
patch ®
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undef X original :|
prefetch ;
SWI T benign code
dispatcher
RLEEl @ L customed vulnerable code
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Figure 6. Exception-based hot-patching process. When the
processor reaches the entry point of the vulnerable code,
it throws an exception (e.g., Prefetch Abort) and turns to
execute our customized exception-handling program. Our
program redirects the control flow from the vulnerable code
to patches corresponding to the vulnerability. After finishing
the patches, the processor returns to execute the benign code
right after the vulnerable code.

MA] instruction cannot move the axis in the right direction.
Third, we ensure that the patched systems are equivalent to
updated systems. More specifically, we perform differential
testing to compare the outputs of the patched system and
the updated system. This involves executing identical inputs
and states on both versions and analyzing their respective
outputs to identify any discrepancies.

3.3 Live Patching Strategy

The agent’s design utilizes three built-in components to
achieve live patching for PLCs with hard time restraints.
As shown in Figure 6, they are the debug port that trans-
mits the repair information from the patch deployer (@), the
exception generation mechanism that triggers update opera-
tions (®), and the exception vector table (EVT) that shares
the exceptions between the unmodified runtime system and
our update agent (®).

3.3.1 Patch Insertion. Most processors contain a debug
port providing a connection between outside the SoC and a
program on the SoC. The patch deployer uses the real-time
debug interface to transfer the patch profile to our update
agent. We lower the priority of the transmission routine
so that it cannot interrupt the normal execution of other
tasks. To reduce the interrupt latency, we use the debug
channel in a polled mode to transfer the repair information
asynchronously. Further, this channel helps minimize the
impact on execution time and memory usage.

The patch deployer polls the control register of the debug
channel. It writes the repair information of the patch profile
into the debug channel for the update agent to read. At a
safe update point, the update agent polls the control register
to read repair information through a coprocessor and write
them into a dedicated memory area. The agent manages
a patch table that records all update points, trampolines,

1198

EuroSys’24, April 22-25, 2024, Athens, Greece

and return locations. Once receiving the binary patches, the
agent writes them into the patch table. Each update point
specifies an entry point of the buggy code, each trampoline
points to a piece of patch code of the buggy code, and each
return location points to a memory address right after the
corresponding buggy code. To avoid affecting the controller
runtime during the patch insertion, we choose the idle time
between the watchdog time and the scan time as a safe update
point to insert the patch information. Specifically, based on
the baseline time of each read or write operation, the agent
receives and inserts a fixed number of words of the patch
information into the memory at the rear of each scan cycle.

3.3.2 Triggering Update Operations. We use the built-
in exception-handling mechanism of the processor to trigger
update operations. The update agent uses the entry point of
the buggy code to program breakpoint registers through the
memory-mapped advanced peripheral bus (APB) interface.
Once the basic configuration is completed, the debug unit
continuously monitors the values currently appearing on the
address bus. Once the patch insertion condition core.addr
€ {iy, iy, ..., in} s present, that is, the breakpoint address enters
the execution stage of the instruction pipeline, which causes
the processor to halt temporarily and the debug component
generates a Prefetch Abort exception.

Our update agent can also employ software breakpoints to
trigger update operations. A breakpoint instruction is archi-
tecture dependent, such as the “bkpt #immed8" instruction on
ARM, “int $n" instruction on x86, and “break n" instruction
on MIPS. On the ARM architecture, the agent writes a break-
point instruction over the first instruction of the buggy code.
In the ARM mode, it is an UND opcode (e,g. 0xfedeffe7) occu-
pying four bytes of the specified instruction. In the Thumb
mode, it is the bkpt (e.g., 0xbebe) occupying two bytes of
the target instruction. The ARM core causes an exception
whenever execution reaches the instruction on which the
agent sets breakpoints. When this exception happens, the
control is transferred to the agent, and then the agent uses
our exception handler to conduct update operations.

The specific trigger method that the agent uses depends
on the idle time of the controller’s one scan cycle. The agent
will choose the software breakpoint when it detects that
the idle time exceeds a predetermined threshold value. This
is because by default the debug logic can only have 2 to 8
comparators, which limits its ability to patch multiple vulner-
abilities within one scan cycle. Otherwise, the agent chooses
the hardware breakpoint because hardware breakpoints have
dedicated registers and thus incur less overhead than soft-
ware breakpoints. The update agent can trap most locations
of the firmware code except itself because setting such ad-
dresses can cause a recursive trap. The agent manages such
addresses as a denylist. It checks the given addresses against
the list and rejects setting them if they exist in the denylist.
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Algorithm 1: Control flow redirection

1 exception_type < get exception type;

)

update_point < get update points;
Save_Context ();

w

'

Set_Mode (exception_type);
trampoline « T_Search (update_point, patch_table);

«

=N

Replace (update_point, trampoline);

=

patch_code «— Get_Patch (trampoline);
while patch_code # 0 do
‘ execute next instruction of patch_code;

o ®

10 end

11 return_location <« R_Search (update_point, patch_table);
12 LR « return_location;

13 Recovery_Context ();

3.3.3 Update Handlers. To achieve update operations,
we design a custom update handler for the Prefetch Abort
and Undefined Instruction exceptions, separately. Algo-
rithm 1 depicts the control flow redirection of the update
handlers. Each handler first saves the current core context
and switches to the appropriate processor mode. Here we
take the Prefetch Abort handler as an illustrative example.
The handler first saves the current core context and switches
to ABT mode. Then, the handler utilizes the recorded value
of the PC, i.e., the entry point of the buggy code, to look
up the trampoline from the patch table (line 5). Finally, the
handler replaces the fetched instruction with the retrieved
trampoline by changing the PC value, which redirects the
control flow to an appropriate patch code (line 6). When the
patch code completes its execution, the handler returns to
the next instruction right after the buggy code (lines 11-12).
The main difference between the Undefined Instruction
and Prefetch Abort handlers is that the former works in
the UND mode while the latter works in the ABT mode.

To avoid exception-sharing violations on the update agent
and the runtime system, we provide an exception dispatcher
for each of the two exceptions. If the exception belongs to
the runtime application, the core will execute the exception
handler for the runtime itself; otherwise, it will execute the
agent handler. Furthermore, we give priority to the original
runtime exceptions over agent exceptions. Therefore, the
agent handler can be called only after all runtime exceptions
have been serviced.

3.4 Integrating Agent into Controller Runtime

We propose an integration method to make our update agent
co-work with the original runtime of the controller. Though
industrial controllers cover a wide range of applications
(from elevator operation to gas pipeline), their operation
flows are wrapped in three essential firmware components:
boot loader, executive loader, and function firmware.

Boot loader performs processor and peripherals initial-
ization, which covers an exception vector table and several
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hardware monitors. The EVT defines a group of consecu-
tive exceptions and each exception has the form “ldr pc,
[pc.#xxx],” the xxx means the entry point of the exception
handler relative to the current program counter. Therefore,
we use this form to search for exception handlers in the dis-
assembled boot loader. After finding the EVT, we install our
custom update handlers on it through the exception-sharing
method mentioned above. We refer to the hardware mon-
itors as the addresses in the firmware for monitoring the
hardware locations. The hardware monitors can be discov-
ered by searching for immediate values, and their specific
meanings can be inferred by analyzing the procedures after
the immediate values.

Executive loader contains a validation algorithm to con-
firm that the newly uploaded firmware is not corrupted
before loading it. We use dynamic analysis techniques to
understand the validation process in the executive loader.
Cyclic redundancy check (CRC) and modular summation
(MSUM) algorithms incorporate the XOR and accumulation
operations, respectively. Therefore, we use the keywords
eor and add/adc to search for all potential CRC and MSUM
algorithms in the assembly code. Both the CRC and the
MSUM algorithms incorporate the loop structure, so we use
the expressions cmp Rx,Ry and B(cond) label to search
them. The Rx and Ry represent two different processor reg-
isters, the cond represents a processor condition code, and
the label represents the start or end position of the loop
structure. If the firmware adopts cryptography functions,
we use the JTAG interface to implant our RLPatch into the
controller [19]. After comprehending the validation algo-
rithm, we use Schuett’s method [37] to uncover the header
structure and recalculate its checksum data of the firmware.

We examine real-time scheduler and scan cycle parts in-
side the function firmware to integrate four functions of
the update agent: stack setup, agent initialization, patch in-
sertion, and patch update. The agent requires a stack space
for two processor modes: UND and ABT. So we initialize the
stack pointer for each processor mode with a different size of
words. To fix all potential firmware-level vulnerabilities, we
install the update agent within the startup sequence of the
function firmware, followed by initializing the state machine
of the agent to start the communication link. Our update
point ensures that PLC always executes the same code ver-
sion when processing shared arguments such as I/O values.
To locate the scan cycle, we debug the processor step-by-step
until the controller enters an uninterruptible state. At this
moment, we obtain the mapping interval of the peripherals
in the memory by querying the memory mapping table from
the processor specifications, and then use the target mapping
address in memory-mapped I/O (MMIO) operations to iden-
tify the scan cycle. Based on the MMIO ports in the memory
mapping table of the processor, we use the representation
ldr Rx,=addr to locate the input and output operations,
where addr is any memory address in the MMIO ports.
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Table 2. Defensive effectiveness of hot patches for the corresponding vulnerabilities in different firmware revisions of three
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Rockwell PLCs.
Device FRN | Vul. ID Vul. type Before patch After patch
19.015 | IN25781 Buffer overflow | PLC crash Safe
20.012 | Lgx135333 | Buffer overflow | PLC crash Safe
20.012 | Lgx136317 | function bug PLC function failure | Safe
20.013 | Lgx150458 | Function bug PLC function failure | Safe
ControlLogix 20.013 | Lgx179778 | Function bug PLC function failure | Safe
1756-L61 20.014 | Lgx131221 | Function bug PLC crash Safe
20.014 | Lgx168703 | Function bug PLC crash Safe
20.018 | Lgx135333 | Do not exist Not exploited Normal
20.018 | Lgx140975 | Function bug PLC crash Safe
20.018 | Lgx169520 | Buffer overflow | PLC function failure | Safe
20.012 | Lgx136059 | Function bug PLC crash Safe
20.012 | Lgx149169 | Function bug PLC crash Safe
CompactLogix 20.019 | Lgx138238 | Function bug PLC crash Safe
1769-L1SER-BB1B 20.019 | Lgx220553 | Function bug PLC crash Safe
20.019 | Lgx223326 | Buffer overflow | PLC crash Safe
20.019 | Lgx227157 | Buffer overflow | PLC crash Safe
20.019 | Lgx227905 | Use-after-free PLC crash Safe
20.012 | Lgx200735 | Function bug PLC crash Safe
CompactLogix 20.013 | Lgx200734 | Function bug PLC crash Safe
1769-L24ER-QB1B | 20.014 | Lgx228810 | Use-after-free | PLC crash Safe
20.018 | Lgx219873 | Function bug PLC crash Safe

4 FEvaluation

We conducted extensive experiments to validate the effi-
ciency of the RLPatch and hot patches. On one hand, we
evaluated the effectiveness of RLPatch on three individual
PLCs, in terms of resource consumption and reliability. On
the other hand, we evaluated the practical application of
RLPatch in a real-world natural gas pipeline. In the pipeline,
we implemented three attack scenarios to demonstrate how
a single controller affects the gas delivery productivity and
how RLPatch mitigates these adverse effects without impact-
ing the pipeline.

4.1 Preparation

To uncover the internal processor information and the update
access port of real-world industrial controllers, we reverse-
engineered three off-the-shelf PLCs: ControlLogix 1756-L61,
CompactLogix 1769-L18ER-BB1B, and CompactLogix 1769-
L24ER-QBI1B. It took us about four months to understand the
first controller, but subsequent controllers took only one day
each. The consistent design and functionality across PLCs
significantly reduce the analysis time required. To ensure
that PLCs can work reliably in an intense electromagnetic
environment, their debug port signals must have default
HIGH and LOW states. Therefore, we analyzed the physical
laws of the JTAG circuit and used the pull-up and pull-down
resistors to identify the JTAG ports of the three PLCs.

We disassembled 13 PLC firmware images to uncover their
control flow. It took us two hours to understand the three
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components of every firmware image. Specifically, we lo-
cated the exception handlers of the boot loaders stored in
the shipped three PLCs. We also figured out the firmware
validation algorithms in the executive loaders. In addition,
we located the input and output operations of the scan cycle
in the function firmware images.

We chose these PLCs to build an online update channel for
the following experiments. Specifically, we selected a Seg-
ger J-Link adapter and used it to connect the patching host
and the three PLCs. Based on their processors’ datasheets,
we wrote three configuration scripts and used them to in-
stantiate the corresponding PLCs. Once the patch profile is
transferred to the update agent through the update channel,
RLPatch starts to automatically execute the live patching
tasks. Note that the hot patches are added to the PLC mem-
ory at runtime, while the update handler is integrated into
the PLC firmware offline. The three steps, reverse engineer-
ing of the hardware and software architectures of PLCs and
the construction of the update channel, are a one-time effort.

4.2 Individual PLC Case Study

4.2.1 Experimental Design. To exclude the influence of
adverse factors like network traffic in the complex ICS, we
utilized the light control program described in Section 3.2
to evaluate RLPatch in an individual PLC testing environ-
ment. The program has real-time requirements that automat-
ically control bulbs with different colors in the field device
to flash at different frequencies. The physical facilities incor-
porate an engineering workstation running Windows 7, a
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Table 3. Vulnerabilities and patches for three Rockwell PLCs.

Device FRN | Vul.ID Logic instr. SoP
Lgx131221 | MSG 0x180
Lgx138238 | GSV/SSV 0x44
20.018 Lgx136317 | MA]J 0x9F0
Lgx140975 | SQI/SQO/SQL | 0x1418
Lgx150458 | MA]J 0x160
Lgx169520 | GSV/SSV 0x3D0
Lgx138238 | GSV/SSV 0x44
Lgx136317 | MA]J 0x9F0
Lgx150458 | MA]J 0x160
20.014 | Lgx152701 | GSV/SSV 0x1B4
Lgx179778 | GSV/SSV 0x1B4
Lgx131221 | MSG 0x180
. Lgx168703 | MSG 0x60
C"lr;g;)_lfglglx Lgx138238 | GSV/SSV 0x44
Lgx136317 | MAJ 0x9F0
20.013 Lgx150458 | MA]J 0x160
Lgx152701 | GSV/SSV 0x1B4
Lgx179778 | GSV/SSV 0x1B4
Lgx131221 | MSG 0x180
Lgx168703 | MSG 0x60
Lgx152820 | GSV/SSV 0xC8
20.012 Lgx169520 | GSV/SSV 0x3D0
Lgx135333 | ALMD/ALMA | 0x4D4
19.015 Lgx169520 | GSV/SSV 0x3D0
IN25781 ALMD/ALMA | 0x4C8
17.004 | Lgx169520 | GSV/SSV 0x3D0
16.023 | Lgx169520 | GSV/SSV 0x3D0
Lgx138238 | GSV/SSV 0x44
Lgx220553 | GSV/SSV 0x1EC
20.019 | Lgx227905 | MOV 0x6D4
Lgx223326 | EQU/../NEQ | 0xF8
Lgx227157 | SRT 0x6BC
CompactLogix Lgx149169 | UID/UIE 0x38
1769-L18ER-BB1B Lgx227905 | MOV 0x6D4
Lgx223326 | EQU/../NEQ | OxF8
20.012 | Lgx227157 | SRT 0x6BC
Lgx136059 | IOT 0x280
Lgx131221 | MSG 0x180
Lgx135333 | ALMD/ALM 0x4D4
Lgx220553 | GSV/SSV 0x1EC
Lgx219873 | GSV/SSV 0x17C
20.018
CompactLogix | 20014 Lgx227905 | MOV 0x6D4
Lgx228810 | MOV 0x15C
1769-L24ER-QB1B | 20.013
20.012 Lgx200734 | GSV/SSV 0x108
Lgx200735 | GSV/SSV 0x178
Lgx227157 | SRT 0x6BC

Segger J-Link adapter, an I/O field device, and three Rock-
well PLCs. The industrial software used in the experiment
includes RSLogix 5000/Studio 5000, ControlFlash V15.03, and
Ozone V3.22. Specifically, the RSLogix 5000 is used to design
and configure control logic programs. The ControlFlash is
used to change the firmware revision on a controller, and the
Ozone is used to dump the runtime contents of the controller
memory. The communication module collects the most re-
cent execution time of the controller module. The input and
output modules provide 16 input points and 16 output points
for the controller module, respectively.
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We use Dunlap’s time collection tool [14] to measure the
execution time. The tool uses the Common Industrial Pro-
tocol (CIP) to poll the controller every 250ms, which can
automatically request the most recent execution time of our
control application. Since the memory of the Rockwell con-
troller is divided into several areas, we manually measured
the memory usage of the RLPatch and hot patches. Specifi-
cally, we calculated the memory size occupied by the RLPatch
and hot patches by dumping the flash memory and dynamic
RAM from the running memory.

4.2.2 Correctness Evaluation. We performed a correct-
ness evaluation of the vulnerability detection phase of RL-
Patch by using 13 firmware versions collected from the Rock-
well website. We first analyzed 13 update reports of the three
Rockwell PLCs and found 68 MNRF vulnerabilities. Then, we
employed 20 logic instructions on the MNRF vulnerabilities
to activate these vulnerabilities, leading to the successful
identification of 67 vulnerabilities. Finally, we implemented
the localization step to identify these vulnerabilities in the
operational memory, identifying 67 locations of vulnerabili-
ties. In the experiments, the discovered vulnerabilities have
no false positives and only one false negative case. Release
notes indicate that version 20.018 of the firmware has a bug
Lgx135333 (Table 2), while our testing shows that it has ac-
tually been fixed. These results demonstrate the precision
of our vulnerability detection method, encompassing both
vulnerability identification and localization.

After identifying the vulnerable library code, we employed
the patch development approach to produce 67 hot patches.
Table 3 provides a comprehensive overview of the 67 vul-
nerabilities and their corresponding hot patches. Note that a
single vulnerability may exist in multiple firmware revisions.
The last column presents the size of patch (SoP) for all logic
instructions. For instance, the first item in Table 3 reveals
that the logic instruction MSG in the firmware revision 20.018
of the ControlLogix 1756-L61 controller has a vulnerability
Lgx131221, and the patch size for this vulnerability is 0x180
(384 bytes). To assess the defensive efficacy of RLPatch and
the generated patches, we conducted 20 proof-of-concept
(POC) attacks on three fixed PLCs. The results presented
in Table 2 demonstrate that RLPatch effectively fixes all 20
distinct vulnerabilities without causing any conflicts with co-
existing applications on the PLCs. Additionally, we verified
that the applied patches can be uninstalled without affecting
the operations of the PLCs.

4.2.3 Runtime Evaluation. To evaluate the performance
of RLPatch on runtime, we measured the time that the
firmware takes to execute one iteration of the control appli-
cation on three Rockwell PLCs. Note that both the update
agent and the patch can affect the scan time of RLPatch, and
their effects cannot be measured separately. We repeated ten
executions of each firmware, and each execution started 60
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Table 4. The mean runtime overheads for three PLCs exe-
cuting different firmware versions. Columns are the baseline
before repairing vulnerabilities, hot-patching after apply-
ing the hardware breakpoint (HWB) based and the software
breakpoint (SWB) based RLPatch, and percent increase rela-
tive to the baseline scan time.

Scan time (us)
Device FRN Vul. ID Baseline Increase

HWB | SWB
Lgx169520

20.01 298.64 .56% .23%

0.018 Lgx140975 98.6 0.56 3.23%
Lgx131221

20.014 238.42 .64% 45%

0.0 Lex168703 38 0.6 3.45

ControlLogix 20.013 Lgx150458 294.09 0.54% | 2.72%
1756161 Lgx179778
Lgx135333

20.012 245.36 0.60% | 3.13%
Lgx136317

19.015 | IN25781 143.89 0.54% | 4.63%

17.004 | Lgx169520 204.74 0.41% | 3.16%

16.023 | Lgx169520 | 187.45 | 0.43% | 3.87%
Lgx227905

20.019 263.81 0.64% | 4.51%
CompactLogix Lgx227157

1769-L18ER-BB1B 20.012 Lgx131221 251,38 0.63% | 470%
Lgx135333
Lgx220553

20.01 270.82 .69% | 4.73%

0.018 Lx219873 70.8 0.69% 73%

CompactLogix 20.014 igigzgz?g 258.65 0.61% | 4.55%
1769-L24ER-QB1B L§X200734

20.013 253.25 0.59% | 4.62%
Lgx200735

20.012 | Lgx227157 225.17 0.32% | 2.73%

seconds after the controller reached a steady state of opera-
tion. Table 4 shows changes in scan time overheads before
and after applying RLPatch.

The hot-patching increase part of Table 4 shows the av-
erage runtime overhead for the controller executing differ-
ent firmware versions. We first compared the difference in
average runtime increase for repairing each vulnerability
using the HWB-based and the SWB-based protection mech-
anisms. The results are between 0.73-0.93us for HWB-based
protection and between 3.85-7.25us for SWB-based protec-
tion. In the worst case, it takes approximately 75 (0.93us -
80MHz) and 508 (7.25us - 70MHz) clock cycles for HWB-
based RLPatch and SWB-based RLPatch to fix the vulnera-
bility Lgx220553/Lgx169520, respectively. Then, we used the
HWB-based and the SWB-based protection mechanisms to
measure the average scan time increase for repairing each
of the seven firmware revisions. We compared their repair
performance of two vulnerabilities at most because there are
only two hardware breakpoints in the processor of Control-
Logix 1756-L61 PLC. The results show that the SWB-based
protection mechanism is about 5-10 times slower than the
HWB-based mechanism. Finally, we only used the SWB-
based RLPatch to measure the average scan time increase for
repairing the firmware revisions with more than two vulner-
abilities. In the worst case, it takes about 44.80us for RLPatch
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Table 5. Increase in memory usage for distinct memory of
the Rockwell 1756-L61 controller while applying RLPatch.

Device Free Memory | Size Increase
ControlLogix Flash Memory 3,782 0.05%
1756-L61 Dynamic RAM 128 7.15%

CompactLogix Flash Memory | > 10° | < 0.0002%
1769-L18ER-BB1B | Dynamic RAM | 8,192 0.07%

CompactLogix Flash Memory | > 10° | < 0.0002%
1769-L24ER-QB1B | Dynamic RAM | 8,192 0.06%

Table 6. Jitters during normal system activity (baseline) and
system update (hot-patching) for three Rockwell PLCs.

Device Criteria | Baseline | Hot-patching
ControlLogix i 0 y
1756-L61 e e s
max 3.14% 4.45%
CompactLogix min N )
avg 0.04% 0.04%
1769-LISER-BBIB | ' 4.26% 5.25%
CompactLogix min N ;
avg 0.03% 0.03%
1769-L24ER-QBIB | ° 4.50% 5.29%

to repair seven vulnerabilities in the FRN 20.018 of the Com-
pactLogix 1769-L24ER-QB1B PLC. Note that HERA cannot
patch all vulnerabilities of the three PLCs since they come
with up to only six comparators for hardware breakpoints.

If the scan time of the control application is greater than
the length of the watchdog time of the controller, the con-
troller would report a major fault and fall into the MNRF
state. In three Rockwell PLCs, their watchdog time is 10ms,
and its maximum scan time under our control application is
less than 500pus. Therefore, the watchdog time does not limit
the number of hot patches for our RLPatch.

4.2.4 Memory Usage Evaluation. The Rockwell PLC has
four types of memory: flash memory, I/O memory, static
RAM, and dynamic RAM. The flash memory stores the boot-
loader and firmware. The I/O memory includes the I/O tags
and communications with the workstation. The static RAM
stores all the logic routines of the control application. The
dynamic RAM executes the firmware and the control applica-
tion. Our RLPatch only uses the flash memory and dynamic
RAM, but the user memory (I/O memory and static RAM) is
not affected during the live patching. Of the three controllers,
the 1756-L61 PLC has the least memory resources, including
8MB flash memory, 494KB I/O memory, 2MB static RAM,
and 24MB dynamic RAM.

Although the original functionalities of the Rockwell PLCs
have occupied most parts of the memory, non-trivial parts
are never used. Table 5 shows the changes in their mem-
ory usage. The FRN 20.014 is the largest firmware in the
1756-L61 PLC, which takes up 2,746 KB of flash memory.
Therefore, the flash memory has 3,782 KB of free memory to
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Figure 7. The evaluation gas pipeline test-bed.

hold our update agent, excluding the 128KB and 1,536 KB for
storing the bootloader and base firmware, respectively. In
this experiment, our update agent only occupies about 0.05%
(2KB/3,782KB) of the free flash memory. We analyzed the
memory contents of the dynamic RAM when the 1756-L61
PLC reached a steady state. The results show a 128KB of
memory is free for our hot patches. The examination was
conducted by setting watchpoints within their addresses
during our online analysis. In the worst case, our six hot
patches only occupy about 7.15% (9,372 bytes/128KB) of the
free dynamic RAM. Obviously, the spare memory size of the
controller cannot limit the number of patches of RLPatch.

4.2.5 Reliability Evaluation. To evaluate the reliability
of RLPatch, we measured the jitter of three PLCs (deviation of
the actual scan time from the ideal scan time). The watchdog
timers of three PLCs are 10ms. The most typical causes for
jitter are peripheral interrupts and network connections. We
first measured the system jitter during the normal execution
of the light control program without updates, and then we
measured the jitter while hot-patching.

Table 6 lists all jitter results of three PLCs during their
normal system activities (baseline) and hot-patching. The re-
sults show that most jitters of these PLCs are zero in baseline
and hot-patching, their average jitters are the same, and their
maximum jitters are in the same order of magnitude. In the
worst case, RLPatch incurs a maximum jitter of around 5.29%
(529ps/10ms) in the CompactLogix 1769-L24ER-QB1B PLC.
Therefore, RLPatch is reliable because it does not introduce
any bumps to system activities.

4.3 Real-world Gas Pipeline Case Study

4.3.1 Test-bed. The test-bed, as shown in Figure 7a, in-
cludes three parts: the gas pipeline, PLCs & human-machine
interfaces (HMIs), and the supervisory control and data acqui-
sition (SCADA) server & database. The gas pipeline delivers
medium-pressure gas to the enterprise load and low-pressure
gas to the individual load. PLCs collect data (e.g., pressure
and temperature) from sensors, convert analog/digital sig-
nals, and send them to the SCADA server, and control valves
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based on the control program. HMIs enable the management
of the system state for the operators through their connection
to the PLC. The SCADA server monitors the gas pipeline, ac-
quires and stores sensor values in the database, and controls
the PLCs and HMIs. Figure 7b shows the system topology
of the test-bed. The monitor/control nodes are connected
through industrial switches, and sensor/actuator nodes are
connected to the PLCs/RTU through power transmission
lines. The S7-300 PLC and L203 RTU control the high and
medium pressure pipelines, and the 1756-L61 PLC controls
the low-pressure pipeline.

Figure 7c shows the operation flow of the gas pipeline.
The safety of gas pipelines, due to natural gas’s flamma-
bility, requires precise design and operation for efficient
transportation and effective leak detection. We employed an
air compressor to simulate gas compression for achieving
efficient gas transport. The air compressor shuts off if the
tank’s pressure reaches 800KPa, and it turns on again and
re-pressurizes when tank pressure reaches its lower limit.
In addition, three regulating valves adjust the pressure of
the high pipeline, medium pipeline, and low pipeline to the
range of 400-700KPa, 200-300KPa, and 2-10KPa, respectively.
The S7-300 PLC measures the gas pressures of the high and
medium pressure pipelines, the gas temperatures of the high
and medium pipelines, and the gas flow of the high pipeline.
Also, it is used to control the motor valves of high, medium,
and low pipelines. The L203 RTU collects two feedback sig-
nals: the inlet pressure of the low pipeline and the state of
the leakage valve. The 1756-L61 Programmable Logic Con-
troller (PLC) measures the inlet and outlet pressures of the
low pipeline while also controlling the motor valve associ-
ated with that pipeline. Note that we will use the 1756-L61
PLC to implement live patching.

4.3.2 Attack Scenarios. We created three attack scenarios
on the unpatched 1756-L61 PLC based on the first three vul-
nerabilities in Table 2. We used the first attack scenario as an
example to demonstrate its impact on the entire gas pipeline.
Figure 8 shows the pressure state at the different places of the
gas pipeline during the attack. Once the 1756-L61 PLC ran
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Figure 8. Actual pressure measurements in three attack

scenarios and the hot-patching process.

into the MNREF state at 8:40:08 AM, the SCADA server lost its
connection to the 1756-L61 controller and could not gain the
inlet and outlet pressures of the low pipeline anymore. As
a result, the server continued to insert the same value into
the database, i.e., the inlet pressure remained at 204.828 KPa,
and the outlet pressure at 2.555 KPa. In this attack scenario,
the S7-300 PLC and the L203 RTU still worked in progress,
but their measurements, such as pressures, were affected, al-
though not being directly attacked. The SCADA server issued
alerts for the operators after multiple re-connection attempts
failed. The dashed red cycle in Figure 8 shows that the inlet
pressure of the high pipeline plummeted from 526.620 KPa to
467.593 KPa because the pipeline state from 8:45:50 to 8:47:43
was missing during the shutdown of the SCADA server. The
other two attacks produced similar effects on the pipeline.

As shown in Figure 9, the gas flow state of the high pipeline
monitored by the S7-300 PLC was also affected. Once the
1756-L61 PLC entered the MNRF state, the gas flow rate
behaved as follows. About 30 seconds later, the flow rate
began to drop rapidly. After 60 seconds, the descent of the
gas flow rate became slower. The reason for this abnormal
change is that the motor valve of the low pipeline closes
automatically. As the attack cuts off part of the gas supply,
the residents face a gas shortage, which may cause social
anxiety. Intuitively, the longer the motor valve of the low
pipeline is closed, the more the gas flow rate drops. However,
we found that the gas flow rate decreased even more (below
500 ml/min) during the second attack scenario in which the
closure of the motor valve lasted the shortest amount of time
(5 minutes and 7 seconds) among the three. This is because
the second attack scenario occurred when the air compressor
was off, while the other two attack scenarios happened when
the compressor was releasing gas. This finding shows that
the timing of the attack has a far greater impact on the gas
delivery process than what the motor valve does.

In summary, it took 25 minutes for the operators to elim-
inate the negative effects of the three attacks. Within 15
minutes and 23 seconds, the productivity of gas delivery was
reduced by about 33.42% (240,907.64 ml) in total.
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Figure 9. Actual gas flow measurements in three attack
scenarios and the hot-patching process.

4.3.3 Live Patching Results. We used RLPatch to re-
pair the first three vulnerabilities mentioned in Table 2 at
9:30:00 AM. During the live patching, the 1756-L61 controller
worked well, and it did not lose connections to other con-
trollers and the SCADA server. Moreover, all data, such as the
pressure state, temperature state, and gas transmission state
provided by SCADA, did not exceed their safety margins. To
validate the defensive effectiveness of RLPatch, we launched
the same three attacks (attack @, attack @, and attack ®) on
the 1756-L61 controller, and the attacks occurred every 10
minutes interval. The results show that the primary business
goal of the gas pipeline, gas transmission volume, was not
affected by RLPatch. Comparing the productivity efficiency
of the gas pipeline before and after hot-patching, we can see
that RLPatch has the capability of fully shielding the 33.42%
gas volume loss caused by three attacks.

5 Discussions and Future Extensions

The issue of timely ICS security patching is a serious cross-
sector issue. We have provided methods for vulnerability
localization, patch development, live patching, and self-
assessment tools that can be incorporated into existing ICS
patch management processes.

Patches beyond MNRF vulnerability. We used taint anal-
ysis techniques to identify MNRF vulnerabilities but only
generated simple patches with check code insertion. In our
evaluation, we did not observe more complex patches in
terms of MNRF vulnerabilities. This is because manufactur-
ers avoid causing any new vulnerabilities when releasing
new firmware versions. Furthermore, we will explore a tech-
nique to disable those vulnerabilities without corresponding
official fixes, even though addressing this problem requires
the development of original binary patches.

Applications beyond outdated PLCs. To support outdated
PLCs, we need to reverse-engineer the debug interface and
PLC firmware, which violates manufacturers’ terms of ser-
vice, and thus invalidates warranty contracts. On the other
hand, our current RLPatch leverages hardware debug capa-
bilities to deploy patches for outdated PLCs, while exposing
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these interfaces increases the attack vectors for adversaries.
Thus, we will cooperate with PLC vendors to remove or lock
these interfaces and leverage their dedicated network inter-
faces to deploy patches. Vendors have in-depth knowledge
of their own hardware platforms and firmware architectures.
The promising usage of RLPatch is that vendors may in-
crease the number of hardware breakpoints in their PLCs
and employ our hardware-assisted live patching strategy.

6 Related Work

Live patching. The history of dynamic software upgrades
goes back to the late 1970s when telephone networks sought
to upgrade their telecommunication switching systems [17].
Early systems and techniques typically update program func-
tions at the source code level, often with explicit support
from the target machine [24, 25, 39]. This work focuses on
live patching rather than dynamic software upgrades.

Since security patches tend to introduce little semantic
differences [29], several live patching techniques [3, 20, 42]
have been developed to address the security updating issue
on the Linux kernel. Other research systems, such as Patch-
Droid [28], KARMA [10], and InstaGuard [9], provide live
patching approaches to solve the delayed security update
problem on Android devices. To safely apply a patch to a
running multi-threaded program, WFPATCH [34] applies it
gradually to each thread individually at a local quiescence,
while all other threads can proceed uninterrupted. However,
these kernel tools are unsuitable for hot-patching PLCs, due
to the potential overhead and delays associated with their
complex update approaches.

Embedded devices directly execute code on flash, and the
trampoline insertion requires erasing an entire flash block
before updating, resulting in high patching latency. There-
fore, HERA employs a dedicated FPB unit on Cortex-M3/M4
microcontroller units (MCUs) to hot-patch real-time embed-
ded systems. It assumes that the source code of the RTOS,
the OTA update service, and the FPB unit for instruction
remapping are available. Wahler et al. [43, 44] proposed a
live patching solution for component-based systems. They
assumed that the components of the target system have strict
boundaries between each other. However, there is no suffi-
cient memory to load new components for outdated PLCs.

Patch development. Formal analysis cannot capture the
dynamic behaviors of the PLCs, including runtime conditions
such as input values and system states. The discovRE [16]
and FirmUp [12] suffer from high false negative and positive
rates, such as losing runtime vulnerabilities and identifying
non-vulnerabilities. Inception [11] requires the firmware in-
tensively interacts with external peripherals. The analyst can
use our vulnerability testing method to construct taint logic
instruction sequences and then use them to model the inter-
action behaviors of the industrial controllers. VUzzer [32],
Avatar2 [26], and IoTFuzzer [8] require a set of initial test
inputs compatible with the target system. However, internal
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functions in the stripped firmware images are unknown to
the analyst, and the PLC vendors cannot provide the required
input file format.

Among approaches for binary patch generation in stripped
images, PatchScope [49], RapidPatch [21], and VULMET [48]
are closer to our work. PatchScope excavates program mem-
ory objects and correlated input fields, and then it outputs
the patch context information for security analysts. However,
it causes approximately 15% false positive rates that are un-
acceptable for safe-critical controllers. RapidPatch uses one
Extended Berkeley Packet Filter (eBPF) patch to fix the same
vulnerability on different heterogeneous devices. Neverthe-
less, it necessitates the source code to generate hot patches.
VULMET leverages the weakest preconditions obtained by
calculating the semantic equivalence of the official patch to
produce patches. However, VULMET cannot apply to the
PLCs that use static links, instead of dynamic links, with the
requirement of absolute address changes.

7 Conclusion

In this work, we proposed RLPatch as a practical solution to
automate the live patching process of closed-source PLCs by
using their inherent working mechanisms. In comparison
to existing live patching approaches, the unique features
of RLPatch include that (1) it can automatically patch the
industrial controllers below the OS level, (2) it can work well
with the PLC’s runtime without intrusiveness, (3) it can use
the time difference between the watchdog timer and the scan
cycle to conduct live patching at a safe update point, and
(4) it can efficiently construct hot patches from third-party
binary. Since hardware-assisted live patching is 5-10 times
faster than the instrumentation-based methods, we recom-
mend vendors increase the number of hardware breakpoints
in their PLCs. To validate the efficacy of RLPatch, we imple-
mented a prototype of RLPatch and used it to hot-patch three
Rockwell PLCs for fixing 20 MNRF vulnerabilities, and the
results show that RLPatch incurs negligible and predictable
overhead. A further evaluation of RLPatch on a real-world
gas pipeline shows that RLPatch can eliminate the adverse
impacts of MNRF attacks.
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