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(ABSTRACT)

The Systems Engineering Development of the Intelligence Information System allows
military and customer intelligence agencies to consolidate and eliminate the current
deficiencies. The Intelligence Information System’s development is through a
systematic approach that identifies the key components needed over the system’s life
time. This development identifies needs and requirements necessary to prevent the
problem with the development of poor, inefficient and costly systems. These needs
lead to the intelligence system’s organization formation. The needs also lead to the
intelligence information’s requirements and mission creation. The next step in the
system development is to create the mission requirements, the operational
requirements and the system maintenance concept. The intelligence system’s
operational and maintenance requirements are further broken down into smaller
requirements with functional flow diagrams.  These smaller requirements lead to the

detail design and development of the intelligence information system. Once the



development of the system begins, an integrated system and test plan ensures the
intelligence system’s fulfill the mission and customer’s needs.

To manage and control the development of the information system, a system
engineering plan is created.

The System’s Engineering design of the Intelligence System identifies all primary

components necessary to develop and maintain the system throughout its lifetime.
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1. Introduction

1.1 Background Information

The United State’s former enemy, Russia, is in disarray. Russia’s economy is not stable
and the Russian military forces are split and controlled by former communist countries.
President Ronald Reagan’s priority to dedicate a large amount of money to the US
defense was overcome by the Russian economic fall. Because of this, the US
Government downsized several defense programs proposed in the eighties. Several costly
initiatives are no longer needed. Programs such as the “Star Wars” defense system are
being scaled back. Several military bases throughout the country are being closed. In
March 1995, the fourth round of military base closings were announced to the public.’
The Pentagon sent a closure list of 146 military installations to both the Congress and the
Independent Defense Base Closure and Realignment Commission.> Hundreds of defense
contractor employees throughout California have been laid off their jobs. The round four
closings proposed by the Pentagon eliminated over 34,000 civilian jobs. The Pentagon
expects to save four billion dollars over the next six years and approximately $18.4 billion
over the next 20 years.’> The initial costs associated with the closings and realignment of
forces is approximately $3.8 billion dollars. The plan as stated by the Pentagon is to
“achieve the levels of readiness and modernization we need within the budget we have.*”
This downsizing in the US defense has created a need to manage military resources more

effectively.



While the need to prepare against an imposing force such as the Russia does not exist,
many threats to the US still exist. America’s focus is now on smaller third world
countries. An example of this focus is given by the US 82™ Airborne Division. The
82" Airborne Division, based out of Fort Bragg, North Carolina is constantly being
deployed throughout the world to keep peace and to respond to hostile threats. The
division, part of the Rapid Deployment Force, enters into various hostile countries that
have a multitude of terrain and climates. These countries range from the jungles of
Nicaragua, to the Iraqi deserts, to the mountains of Bosnia and to island climates such as
Grenada. This new focus for the 82™ Airborne causes the need to reevaluate the current

Military Intelligence resource.

1.2 Current Military Deficiencies

Admiral Stanley Arthur, the vice commander of naval operations describes the need for
tactical intelligence and the modernization of the reconnaissance efforts as a result of
Desert Storm. He states that the US military has much to learn about the effective use of
intelligence received. “In Desert Storm, you were involved with so many different people
flying airplanes in a restricted airspace. Sometimes with the rigidity of the process, you
could not turn around real time intelligence into a real time reaction.”” The various
military intelligence organizations are currently designed and created to gather intelligence
about the Soviet Union. The Naval Intelligence, Army Intelligence and Air force
Intelligence organizations are responsible for gathering information regarding the USSR’s

Navy, Army and Air force, respectively.  Since the fall of the Soviet Union, these



organizations in their current form are obsolete. Several problems have arisen from these
organizations. These problems include: redundant work, competition as opposed to
synergy, a constantly changing threat, a lack of information sharing, and a lack of

preparation time.

1.2.1 Redundant Work

Many of the current intelligence organizations perform redundant work. Different
organizations analyze threat information. In many cases, redundancy is necessary.
However, budget and workforce reductions cause “turf wars” and mutual distrust between
various intelligence agencies. There exists complete hostility between senior military
intelligence officials and their Central Intelligence Agency counterparts®  These conflicts
create a waste of man power, resources and equipment. Many outsiders believe that
considerable savings would occur if several intelligence agencies consolidate and reduce
the duplication of effort. Redundancy in many intelligence agencies occurs because of
strict activity compartmentation. The compartmentation allows information sharing on a
“need to know” basis. This compartmentation may have more security benefits;
however, a 1980 study estimated that redundant R&D costs were around four billion

dollars”

1.2.2 Competition Instead of Synergy

The decrease in the funding for the various military intelligence organizations causes
competition between the intelligence organizations. As stated before, a natural alienation

occurred between various agencies through compartmentation for security reasons.
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However, the reduction in the amount of dollars given to all agencies has caused many
antagonistic relationships. These organizations have had to justify their need for more
dollars by using their resources to gather more information than other organizations and in
some cases withholding information from the various organizations. This competition

has led to wasted time, money and effort.

1.2.3 Constantly Changing Threat

The threats to the US have become more diverse since the fall of the Soviet Union. The
intelligence collection has become even more complex given the diversity of potential US
threats. In a 1993 meeting with the Senate Governmental Affairs Committee, James
Woolsey, the Central Intelligence Agency director, described how the need for advanced
conventional weapons by Third World countries was triggered by the allied forces
dramatic victory over IRAQ in Desert Storm.* The demand for improved weapons
coupled with the poor economic states of Russia and Ukraine, causes the proliferation of
modern weapons to Third World countries hostile to the US.” The examples that the
director gave include:

1) North Korea is using Egyptian technology to upgrade Scud missiles for sale to the
Middle East.'® 2) Pakistan has an industrial enriching plant that could produce enough
high quality uranium to manufacture several nuclear weapons.'' 3) Israel has a full class
of intermediate range nuclear missiles that are capable of hitting targets hundreds of miles
away.'? 4) South Africa has nuclear explosive devices fired from cannons.”® The diverse

threats to the US will continue to pose problems unless the US intelligence modernizes.



2. Conceptual System Design

The information system’s conceptual system design includes: the information system
background and benefits, the current baseline deficiencies, the information system needs,
system operational requirements and system maintenance plan. The background and
benefits section discuss the background and benefits for creation of the information
system. The need’s section discusses the organizations, costs and other information
necessary to create the new system from the existing system. The current baseline
deficiencies discuss the problems that exist with the current system baseline. The system
operational requirements include the information system mission scenarios and
performance characteristics. The system maintenance plan includes necessary

organizations needed to maintain the information system.

2.1 Background for the Information System

The information system is part of a military effort to consolidate many independent
intetligence actions. The system provides a fast and up to date method for the research
requisition and process of world activity information, intelligence information, information
requests. The system also provides a redundant intelligence information review. The
redundant review is important, because lessons learned from the Desert Storm Operation
showed a serious flaw in the review of the technical intelligence data gathered there.
According to Newsweek, Washington did not fail to anticipate the invasion of troops into
Kuwait because of the technical data.'* In fact, Washington failed to anticipate the

invasion because they misunderstood the technical data itself "> The US knew that IRAQ



massed thousands of Iraqi troops near the Kuwait border. However, the intelligence
agencies failed to believe that the invasion was imminent, because of a lack of redundant
information review and a breakdown in communication between agencies.

The information system will provide a natural means for review and research. Many
military divisions such as the 82nd Airborne Division will benefit from the information

system.

2.2 Need

It is necessary to develop and understand the needs that would enable all stakeholders to
transition from the current baseline to the improved baseline. The needs identify the

current deficiencies with the existing system.

2.2.1 Information Flow

Twelve Sites need to share information sent at 45 Megabits per second. Each site can

send or receive information.  The information flow is given in Figure 1.
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Figure 1: Information Flow
2.2.2 Organization

The current agencies all operate under different and separate organizations. A new
organization is necessary with the information system development to facilitate a change in
the current intelligence information process. The leaders and primary stakeholders in the
development of the information system are the Joint Military Command Headquarters
based at the Pentagon and a Government Customer. The Joint Military Command
Headquarters is in charge of the military services. The Military’s partner, a government
customer, operates two sites. The System’s Integration, Development Factory and

Maintenance & Operations Contractors report to the Joint Chiefs of Staff and the



Government Customer. The Systems Integration Contractor, Lockheed Martin, is

responsible for requirements' clarification, customer satisfaction, technical analysis and

feasibility analysis for the information system. These requirements, technical and

feasibility analysis go to the information system developer, Lockheed Martin, also based in

Valley Forge, PA.  After the Preliminary Design Review, Critical Design Review and

demonstrations are complete, the system maintenance and operations responsibilities are

turned over to the Maintenance and Operations Support Contractor, Lockheed Martin,

based in Washington, DC.
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Figure 2: Information System Organization

2.2.3 Participating Sites

The next need is to determine the sites to be part of the system. This is necessary to

create a baseline for software and hardware distribution. Therefore, the information



system is be used to gather and communicate information between several sites. The site

description and location are given in Table 1.

Table 1: Information System Sites

Number Site Location

1 Norfolk Navy Base Norfolk VA

2 Pearl Harbor Pear] Harbor, HA

3 Fort Bragg Fort Bragg, NC

4 Frankfurt Frankfurt, Germany

5 NORAD NORAD, CO

6 Wright Patt AF.B. Wright Patt A F.B, OH

7 Customer Site A Unknown

8 Customer Site B Unknown

9 Joint Chiefs of Staff Pentagon, Washington, DC

10 SI Contractor — LMC Valley Forge, PA

11 LMC Factory Valley Forge, PA

12 LMC Maintenance and Reston, VA
Operations

2.2.4 Contractor Staff

The contractors need to identify their responsibilities and organizations to justify costs and
to develop a working relationship with the various customers. Therefore, the Lockheed
Martin Contractor Organizations are broken up into three segments:

the Systems Integration, Systems Development and Systems Maintenance and Operations.

2.2.4.1 Systems Integration

The Systems Integration segment of the information system is responsible for the
definition, technical analysis and technical feasibility of the Joint Military Command and

government customer requirements. The Systems Integration segment determines if the
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information system meets the government’s satisfaction over the project life time. The
segment also verifies the contractor’s requirement fulfillment and warns the government
against possible cost overruns, technical difficulties, missed deadlines and other problems

that might occur from the development to the retirement of the system.

2.2.4.2 Information System Development

The Lockheed Development Contractor is responsible for information system
development given the customer’s requirements and needs. The development contractor
consists of network, systems and software developers. The systems developers acquire
the system hardware and equipment. The network developers are responsible for the
creation of the network between the various sites. The software developers are
responsible for meeting the user requirements for handling, storage and processing of
information. Once the development of the information system is complete the

development contractor segment phases.

2.2.4.3 Information Systems Maintenance and Organization

The maintenance and operations for the information system are the responsibility of the
Lockheed Martin Corporation. This contractor is responsible for ensuring that the system
runs 24 hours a day, 365 days a year. Over the lifetime of the information system, several
different employees maintain the system and verify that it is up 99.5% of the time. This
percentage includes unscheduled outages. As stated before, the maintenance and
operations group checks to see if the software processing the information meets customer

satisfaction also. The groups responsible for this are: Configuration Management,
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Software Maintenance, Help Desk, Build, Systems Engineering, Database Administrators,
system Administration and Network Engineers.

Configuration Management Group

This group is responsible technical problem accountability, investigation and modification.
A tool used to an investigate problem is the Problem Report. The Problem Report
contains all technical problems, investigations and modifications. The Problem Report
(PR) describes a problem with the software, hardware or system. This report investigation
by either software, hardware or system engineers and programmers provides a solution or
modification. Furthermore, the problem report gets a priority, modification or closure
status with the Engineering Review Boards (ERB) approval. The Problem Report helps
to verify that the contractors and government are meeting each other’s expectations. The
software engineering group and the Engineering Review Boards track and discuss each
Problem Report. Additionally, the engineer’s group and Engineering Review Boards track
a problem from the problem’s discovery to the problem’s closure. The Configuration
Management group is responsible for ordering and presenting Problem Reports to the
software engineering groups and the Engineering Review Boards. The Configuration
Management group is also responsible for maintaining the software fixes and coordination
of the fixes with the Build Group organization.

Software Maintenance

The software maintenance organization is responsible for problem verification,
investigation and modification. The software maintenance organization’s composition
into different units based on the information system software components or computer
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software configuration items (CSCIs). Each part of the information software has a
particular function for processing the system information. The software maintenance’s
organization formation is due to those functions.

Help Desk

The help desk group is responsible for assisting and helping government and military
information system users. The help desk fields problems with the system’s execution
speed, software question and/or hardware questions. The help desk subsequently assists
the users or passes the questions on to the various groups such as: network engineering,
software maintenance, database administration, or systems engineering. If necessary, the
Help Desk writes Problem Reports against the system for the users. The help desk is
available 24 hours a day since the system is available 24 hours a day.

Build Group

The build group is responsible for the software modifications builds and distributions to
the various sites. The build group works with the configuration management group in
coordination of the software installations. It is important for the build group to
understand the impacts of the software installations. This is because the time 1t takes for
compilation and the building of software depends on the number of programs, header files
and other software functions.  Furthermore, many software installations could directly
affect the user’s ability to work on the system. Thus, it is the responsibility of the build
group to install and build software with the least amount of impacts to both the users and

customers.

12



Systems Engineering

The systems engineering group observes and investigates problems due to a decrease in
system speed or an improper system configuration. The systems engineering group is also
responsible for ensuring that the system is optimized and utilized at peak efficiency. The
system engineering group performs studies and understands the peak and minimum usage
on the information system. The group uses metrics and the configuration management
system to track problems.

Database Administrators

The database administrators (DBAs) are responsible for maintaining the information in the
databases for the system. The database administrators seek to optimize the performance
of the database by creating multiple keys and subsets of databases and tables. The
administrators copy operation information into test databases for software maintenance.
Besides the system database maintenance, thé DBAs also maintain the configuration
management (CM) database. There are many cases in which the CM database needs:
updates with the latest data, records deleted, incorrect information field modifications,
etc.

System Administration

The systems administration group is responsible for assisting users with system problems.
These problems include: server crashes, computer reboots, log on creation and printer
restarts. The systems administration group also assists in aiding users in questions
regarding the operating system, lost files and other system issues. The systems
administration group works hand in hand with performance groups such as the networks
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and systems engineering to determine the best possible performance for the information
system.

Network Engineering

The network engineering group is responsible for ensuring that the information system
network is working correctly. The network group handles items such as: downed links
between sites and system slowness. Furthermore, the network group assists in the
creation of new sites and the installation of cable and router connections. The network
group also seeks to improve the network configurations based on the increase and or

decrease in the number of users at a particular site.

2.2.5 Products Produced and Shared

The information system must provide information products that assist the user community
in the accomplishment of their missions. The products include: configuration
management, information system software, system software, training software,

presentation and business software.

2.2.5.1 Configuration Management Products

Technical Investigations

The various engineers, who work on problems ranging from software to networks and
perform technical investigations on the system, must input their findings into a
configuration management tool. The investigations are a part of the problem reports

generated against the system. Any modification authorization information is also part of
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the technical investigation. This is due to fact that engineer submitting a fix to the
software must have their software built by the modification authorization.
Modification Authorizations

The engineers that fix problems with the information system need to submit a modification
authorization to include the modified software into the system. The modification
authorization needs to include information such as: to and from directories of where the
software is, the associated problem report, the impacts to the system and a before and
after modification number. The before and after number allows the modification
authorization’s builds to the software baseline in the correct order and to ensure that no
problems occur. Once the fixes go into the baseline, verification and tests ensure the
problem no longer exists.

Requests For Change

After the system creation, the user community may request for additional features and
functions for the information system. These features and functions need to have
additional funding approval from the regular customers since the additional features are
not part of the original required software delivered into the system. The request for
change includes a thorough description of the enhancement and a time estimate of how
long it would take with the staff hours to implement the enhancement.

Problem Reports

The users create Problem Reports when part of the information system does not meet
requirements or is not functioning properly. The problem report includes a detailed
discrepancy write up, the location, functions used and if applicable the time the problem
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occurred. The Engineering Review Boards review each problem report to ensure that it
is a valid problem and not a user error. The problem report changes status as it travels
from creation to closure. The status includes: new, awaiting technical investigation,

awaiting engineering review board, awaiting build, verification and closure.

2.2.5.2 Information System Software

The different deficiencies identified as needs for the government customers, along with the
system software upgrade are discussed in greater detail in the Software deficiencies

section.

2.2.5.3 System Software

Some of the system software used in the information system are electronic mail and log in
information software. Most of these products are commercial off the shelf. It is
important to keep track of conversations and vimportant reference information. The
electronic mail aids in this feature. The log in information and security depends on the
type of platform and operating system used. Thus, commercial off the shelf software

tracks and adds a user’s log in and information.

2.2.5.4 Training Software

The information system effectiveness depends on how well the users are able to
accomplish their missions. Therefore, it is important to have training software that allows

users to be productive, informed and knowledgeable regarding the features, functions and
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capabilities of the system. Effective training software includes extensive help resource and

several macros that include demonstrations.

2.2.5.5 Presentation and Business Software

The intelligence information within the system needs to be effectively communicated to the
military and government contractors. Thus, the presentation and business software used
includes spreadsheet, time management and word processor. Commercial off the shelf
products such as Microsoft office or Word Perfect office could suffice depending on the
type of platform used for the information system. A capability to display information

simultaneously between several sites is another affective way of presenting data.

2.2.6 System Information

The system information stored on several databases within the system can create items
such as; reports, milestones, graphics, schedules, plans, test data, training procedures,

software descriptions, requirements, and configuration management information.

2.2.6.1 Databases

Almost all the data used in the information system resides in databases. These databases
provide a centralized location for the various users to process and research information on
a particular country, terrain, and other important facts. A distributed database allows for
information sharing and higher reliability. There is no single point failure because all the

information resides in different locations.
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2.2.6.2 Reports

The information system prints out intelligence information reports based on the needs of
the customer. These reports could include: profiles, query outputs, world fact
information, weather information, configuration management information such as problem

reports, modification authorizations and request for changes.

2.2.6.3 Milestones

The information system also keeps information about key dates. These include: software
installations, hardware installations, software versions and updates, test activities and

demonstrations.

2.2.6.4 Graphics

The information system will have to display graphics regarding different countries,
terrain’s and climates for the researchers gathering intelligence data on possible hostile
threats to the US. Additionally, part of the user interface may have windows that require
additional graphics to aid in the understanding and ease of use in manipulation of key

system functions.

2.2.6.5 Plans

The information system should contain information regarding planning of activities. The
plans include requirement's checks, installation, intelligence agency consolidation,

development, maintenance and operations.
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