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Integrated Optimal Dispatch, Restoration and Control for

Microgrids

Akshay Kumar Jain

(ABSTRACT)

Electric grids across the world are experiencing an ever increasing number of extreme events

ranging from extreme weather events to cyberattacks. Such extreme events have the potential

to cause widespread power outages and even a blackout. A vast majority of power outages

impacting the U.S. electric grid impact the distribution system. There are an estimated

five million miles of distribution lines in the US electric grid. A majority of these lines are

low-clearance overhead lines making them even more susceptible to damage during extreme

events. However, this vital component of the U.S. electric grid remained neglected until

recently.

In recent decades, the integration of distributed energy resources (DERs) such as solar

photovotaic systems and battery energy storage systems at the grid edge have provided a

major opportunity for enhancing the resilience of distribution systems. These DERs can be

used to restore power supply when the bulk grid becomes unavailable. However, managing

the interactions among different types of DERs has been challenging. Low inertia and

significant differences in time constants of operation between conventional generation and

inverter based resources (IBRs) are some of these challenges. Widespread deployment of

microgrid controller capabilities can be a promising solution to manage these interactions.

However, due to interoperability and integration challenges of optimization and dynamics

control systems, power conversion systems and communication systems, the adoption of

microgrids especially in underserved communities has been slow.

The research presented in this dissertation is a significant step forward in this direction by

proposing an approach which integrates optimal dispatch, sequential microgrid restoration



and control algorithms. Potential cyberattack paths are identified by creating a detailed

cyber-physical system model for microgrids. A two-tiered intrusion detection system is de-

veloped to detect and mitigate cyberattacks within the cyber layer itself. The developed

sequential microgrid restoration algorithm coordinates optimal DER dispatch with the oper-

ation of legacy devices with no remote control or communication capabilities and net-metered

loads with limited communications. By better utilizing the control capabilities of IBRs, re-

liance on low-latency centralized control algorithms has also been reduced. The developed

approach systematically ensures adequate availability of control during dispatch and restora-

tion to maintain microgrid stability. This research can thus pave the way for faster and more

cost-effective deployment of microgrids.



Integrated Optimal Dispatch, Restoration and Control for

Microgrids

Akshay Kumar Jain

(GENERAL AUDIENCE ABSTRACT)

A U.S. National Academy of Engineering report has described the power grid as the greatest

engineering achievement of the 20th century. The power grid is a complex interconnected

system consisting of the power transmission system and the distribution system. The power

transmission system consists of the power lines seen while driving on the freeways and the

large power generating stations consisting of renewable, coal or nuclear power plants. En-

suring the reliable operation of the transmission system has always been a priority.

The distribution system on the other hand consists of pole top transformers seen closer to

homes which reduce the voltage to levels safe for electrical appliances. It also consists of the

millions of miles of low-clearance overhead distribution lines deployed across the U.S. that

provide electricity to every household. This critical part of U.S. electricity infrastructure had

remained neglected which is the reason why 90% of power outages impact the distribution

system. In recent decades, the integration of renewable energy sources like solar systems

and battery storage systems has created an unprecedented opportunity for increasing the

resilience of distribution systems against extreme events. These energy sources can provide

power supply when the transmission system becomes unavailable. However, ensuring safe

and reliable integrated operation of these sources with conventional diesel generators espe-

cially while isolated from the transmission system is challenging.

This is where microgrids, which are self-sufficent miniature power grids, can help. Microgrids

provide required control, communication and cybsersecurity features necessary for reliable

integrated operation of renewable and conventional energy sources. However, the challenges



involved with interoperability of these systems has slowed down the deployment of microgrids

especially in underserved communities. This is the research gap addressed in this disserta-

tion. This research provides an approach for integrating the optimization, control, power

electronics and cybsersecurity systems. Reliance on expensive low-latency communication

systems is reduced by utilizing the emerging capabilities of power electronics devices used

for integrating the renewable energy sources with the electric power grid. Voltage control

devices already deployed in the distribution systems which do not have remote control or

communication capabilities have also been coordinated with energy sources. The research

presented in this dissertation is a significant step forward for increasing access to power

supply during outages and for reducing the time and cost of deployment of microgrids.
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Chapter 1

Introduction

Microgrids are essential building blocks for creating resilient distribution systems against

extreme events such as weather events and cyberattacks [2]. A microgrid can be deployed to

sustain electricity service when the hosting bulk power grid (to which the microgrid is con-

nected) becomes unavailable. Electric energy in a microgrid is often produced by Distributed

Energy Resources (DERs), including renewable energy and energy storage facilities as well as

traditional synchronous generators of ratings up to a few MWs. Critical microgrid functions

inclue the ability to operate in a stable manner while being isolated from the bulk grid, and

the ability to optimally dispatch and restore demand after an outage using locally available

distributed energy resources (DERs) [3]. Since communication is often required to acquire

measurements from DERs and send control commands from the centralized controller to

the DERs, cybersecurity of communication channels must also be ensured. Maintaining sta-

bility and controllability of microgrids in the presence of di�erent types of DERs including

inverter-based resources (IBRs) is essential as the level of penetration of DERs increases.

Research on microgrids however, tends to be focused on di�erent areas that may be integrated

to create a microgrid. There is a lack of integration between optimal dispatch, dynamics

1



2 Chapter 1. Introduction

control and cybersecurity algorithms. To bridge this research gap, an approach which tries

to ensure optimal and stable operation of microgrids under grid-connected as well as islanded

operating conditions is proposed in this dissertation. As shown in Fig. 1.1, in this approach

the cybersecurity of all measurement and control command data packets is ensured by passing

them through cybersecurity screens. If an outage is detected and the microgrid is not

in the islanded mode, an optimal sequential microgrid restoration plan is created. This

restoration plan is implemented using an accurate three-phase unbalanced optimal power


ow algorithm. The same algorithm is also used for optimally dispatching DERs during grid-

connected and islanded modes of operation. This approach also ensures that the stability of

the microgrid is maintained whenever a new optimal dispatch is applied by determining the

correct control mode, grid forming (GFM) or grid following (GFL), of IBRs. The proposed

research not only addresses the integration challenges, but also makes important research

contributions in each of these areas. The research presented in this dissertation aims at

reducing the time and cost of deployment of microgrids to enable their widespread adoption.

In comparison with the state-of-the-art, the novel research contributions of this research are

in the areas of cybersecure optimal dispatch, sequential microgrid restoration and stable

microgrid operation during planned transitions.

1.1 Optimal Dispatch of Microgrids While Ensuring

Cyber Security

Centralized DER management systems (DERMS) have been proposed to e�ectively mitigate

voltage violations and ensure fairness of curtailment among all inverters [4]. A centralized

DERMS controller at the distribution substation receives inputs from advanced metering

infrastructure (AMI), such as advanced inverters and smart meters, and generates optimal
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Figure 1.1: Proposed approach for integration of optimal dispatch, service restoration, dy-
namics control and cybersecurity algorithms

real and reactive power dispatch settings for each inverter based DER [5]. However, their

dependence on communication channels makes them vulnerable to cyberattacks.

Teymouri et al. propose cyberattack models on voltage sensors and inverter based DERs to

cause increased losses and power curtailment [6]. Johnson et al. report cyberattacks on AIFs

[7]. However, these attacks are low severity and localized in nature. Isozaki et al. proposed

cyberattacks on a centralized voltage control scheme using falsi�ed measurements sent to

AVR controllers from sectionalizing devices [8]. However, these types of attacks may not

be realized as most AVRs use localized line drop compensation (LDC) control [9] with no

remote-control capabilities. Furthermore, the presence of other voltage regulating equipment

such as advanced inverters and capacitor banks have not been considered.

Cyberattacks on centralized distribution automation systems and their detection have been

considered recently [10] [11]; however, research on cyberattacks targeting centralized DERMS
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is in an early stage. Denial-of-Service (DoS) and false data injection (FDI) attacks on a

DERMS controller are proposed in [12] and [13]. However, the DERMS controllers are

limited to BESS and do not include power 
ow constraints potentially leading to infeasible

results. Although these papers consider a communication layer, the cyberattack detection

and mitigation is typically performed at the physical layer, thus the cyberattack will impact

the power system before it can be mitigated.

Machine Learning to detect cyberattacks has been proposed recently [14]. Data-driven meth-

ods such as support vector machines and arti�cial neural networks are compared in terms of

their ability to detect cyberattacks [15]. Detection methods based on attack signatures to

detect man-in-the-middle (MITM), DoS and Spoo�ng cyberattacks have been proposed [16],

[17]. Along with the detection of DoS or malicious data packets, there is a need to detect

FDI attacks that may go undetected at the cyber layer and mitigate them to prevent im-

pact propagation onto the physical layer. There is also limited work which analyzes stealthy

MITM attacks such as data packet modi�cation or replay attack in cyber layer.

Thus a comprehensive cyber-physical system (CPS) model for DERMS is required, consisting

of a physical layer and a cyber layer. The proposed CPS model is used to determine the

cyberattack paths an adversary may use to impact voltage regulating equipment and damage

customer devices. Furthermore, a cyber layer-based intrusion detection system (IDS) capable

of detecting and mitigating FDI, data packet modi�cation, and replay cyberattacks in the

cyber layer itself is needed.

In chapter 2, the cyberattack models are proposed which an adversary can use to falsify con-

trol commands on a DERMS system. These attacks involve control command falsi�cation

and modi�cations to the DERMS algorithm which can damage IT equipment, trip inverters,

and trigger undesirable operations of AVRs and capacitor banks. Note that software mod-

i�cation is a key component of the cyberattacks against the Ukrainian power grid [18]. A
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detailed cyber-physical system (CPS) model for DERMS is presented in this dissertation to

evaluate the severity of attack models and determine mitigation strategies. A CPS model

is essential as a physical model alone cannot be used to determine the cyberattack paths or

assess the feasibility of defense models such as their vulnerability to replay attacks [19]. The

presented DERMS CPS model can be scaled by integrating it with co-simulation platforms

such as HELICS [20] and simulating federated DER and DERMS controllers.

In chapter 2, centralized intrusion detection techniques within the cyber layer using time

stamps and message authentication code (MAC) [21] are proposed. The proposed techniques

do not depend on physical properties of power systems. Thus, these techniques can identify

a wide array of attacks targeting system voltage, frequency, or other measurements. The

e�cacy of the proposed technique is contrasted against physical layer-based detection tech-

niques which compare received measurements with their expected values, such as those used

in [13]. Physical layer-based detection techniques are limited in scope and can only detect

cyberattacks targeting speci�c measurements. Along with centralized intrusion detection

techniques, inverter-based decentralized intrusion detection techniques using multivariate

linear regression [22] are also proposed in this chapter. A de-centralized approach is needed

to mitigate those cyberattacks where the DERMS controller's software has been modi�ed to

make malicious command data packets appear to be legitimate. Thus, the contributions of

this chapter are twofold:

ˆ A scalable cyber-physical system model is proposed to quantify the severity of falsi�ed

control command cyberattacks targeting DERMS controllers. This model includes a

detailed three-phase unbalanced optimal power 
ow formulation.

ˆ Cyber layer based centralized, and inverter based decentralized intrusion detection

techniques are also proposed. These techniques can detect and mitigate the cyberat-
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tacks before they impact the physical power systems layer.

1.2 Optimal Service Restoration of Microgrids

Current microgrid restoration and dispatch algorithms do not accurately incorporate the

impact of key microgrid components such as automatic voltage regulators (AVRs) and ca-

pacitor banks [23],[24]. Non dispatchable behind-the-meter (BTM) resources such as net

metered (NM) loads which have a load and a photovoltaic (PV) system are also not ade-

quately studied [25]. Uncontrolled operation of voltage regulation devices combined with a

demand generation imbalance due to inaccurate demand forecasts of NM loads can lead to

frequency instability in islanded microgrids [26].

Microgrids are typically integrated with radial distribution feeders [27] and can have AVRs

and capacitor banks. These devices can be automatic as they have a controller which mea-

sures local parameters such as their terminal voltage to determine the appropriate tap po-

sition or state [28]. For cost-e�ectiveness these devices are typically unmonitored as their

states can neither be communicated nor controlled through the utility control center [29].

DERs can cause signi�cant increases in state changes of AVRs [30],[31] and capacitor banks

[32] which impacts the microgrid's voltage pro�le. Voltage collapse in distribution systems

has been observed in [33] due to di�erences in time scales of operation of inverter based

resources (IBRs) and AVRs. Lack of coordination between the various voltage controllers

and IBRs in a microgrid can result in large voltage oscillations [26]. It is thus essential to

coordinate centrally dispatchable DERs with unmonitored automatic voltage controllers to

maintain voltage stability.

The discrete behavior of voltage regulation devices leads to non-linearities and these devices

are often not considered in microgrid service restoration and dispatch algorithms [24]. Even
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when these devices are included in microgrid restoration and dispatch algorithms, their taps

are either assumed to be stationary during restoration [34] or are considered as decision

variables [35]. This assumes remote control capabilities are present in these devices. This,

however, is not true and most AVRs and capacitor banks deployed in rural and semi-urban

feeders rely on automatic controllers [28],[36]. Upgrading their controllers with intelligent

electronic devices can be costly [37]. The high cost can slow the deployment of microgrids,

especially in rural and disadvantaged communities. It is thus essential to accurately incorpo-

rate the behavior of automatic voltage controllers within microgrid dispatch and restoration

optimization algorithms.

Frequency instability during sequential microgrid restoration can arise due to demand-

generation imbalance [38]. Thus, frequency stability metrics and primary frequency control

were incorporated in a multi-period microgrid dispatch model in [39]. A more complete

model considering the impact of di�erent IBR's frequency support control schemes such as

droop and virtual synchronous machine is provided in [40]. However, this nonlinear formula-

tion is di�cult to solve and, therefore, a linearized and discretized frequency response model

is proposed in [41]. However, as the considered time horizon increases, the computational

complexity of this model increases signi�cantly necessitating the use of generalized Benders

decomposition (BD) algorithm and multi-cut accelerating techniques to improve the perfor-

mance. To reduce the computational burden, data based approaches using machine learning

have been proposed [42], however availability of training data for contingencies in microgrids

is very limited.

Due to these challenges of integrating frequency response constraints within optimization

based dispatch and restoration algorithms, simulation based methods have been proposed

[38], [43]. In these two-level methods, transient simulations are used to obtain the maximum

frequency deviation due to the obtained optimal restoration solution. By iterating between
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the transient simulations and the optimal solution, the maximum allowable load step for

the next restoration interval is determined. These methods can improve frequency response

of the microgrid provided detailed microgrid dynamic models are known, including DER

parameters such as cuto� frequencies of IBR �lters. This would be especially di�cult as

existing distribution systems with already installed DERs are converted to microgrids. The

other major issue is that the load demand is assumed to be known during each restora-

tion interval. The maximum allowable load step to limit frequency deviations is based on

these load demands. It will be shown in this study that the demand of NM loads during

microgrid restoration is signi�cantly di�erent from their pre-outage demand. Thus, the two-

level simulation-assisted restoration algorithms can be further improved by integrating the

proposed NM load demand model.

The presence of more than one million NM loads in California alone [44] suggests that

high penetration of NM loads can be expected in distribution systems and microgrids. The

BTM PV system of these NM loads is not dispatchable as this would require an extensive

communication network and control capabilities [45]. For NM loads only the net demand

(actual demand - generation) may be available through advanced metering infrastructure

(AMI) [46]. However, even with AMI, the demand of NM loads during microgrid service

restoration cannot be forecasted in accordance with the IEEE 1547-2018 standard [47].

NM loads typically exhibit the Cold Load Pickup (CLPU) phenomenon during restoration.

CLPU refers to the increase in load demand observed after an outage due to the loss of

diversity of thermostatically controlled loads (TCLs) [48]. Since NM loads consist of a PV

system and a typical residential or commercial load, most NM loads can be expected to

have TCL loads which will exhibit CLPU phenomenon after an outage. CLPU of NM loads

will signi�cantly increase the load demand during microgrid restoration. For instance, if an

outage occurs during the daytime, a net injection from NM loads may be expected due to
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excess solar generation. However, due to CLPU the NM load may end up consuming power.

Demand-generation imbalance may arise if CLPU of NM loads is not considered, resulting in

frequency instability. The behavior of TCL loads is typically characterized using the delayed

exponential model (DEM) [49]. More recently it has been shown that the DEM model is not

accurate for shorter outage durations [50]. However, a generalized model incorporating both

CLPU and NM load behavior during restoration has not been reported in the literature.

In chapter 3, it is shown that modeling both CLPU and NM load behavior during restoration

requires the disaggregation of NM time series of NM loads into actual demand and genera-

tion time series. Disaggregation has been studied recently for demand response applications

but not for microgrid restoration [51]. It has been used to estimate the rating of PV systems,

which however is known to utilities through interconnection applications [52]. In [1] solar

generation and actual demand for each NM load are forecasted separately, by representing

them as linear functions of representative feature vectors. The feature vector for solar gen-

eration is the average pro�le of several randomly located NM loads deployed with separate

solar generation measurement meters. The actual demand feature vector is the average of

the demand pro�les of the loads without solar generation. However, no justi�cations are

provided for using linear functions. Accuracy is not ensured, as randomly placed solar gen-

eration measurement meters are used. Also, since load demands can vary widely amongst

NM loads, separate load forecasts are prone to forecasting errors. The contributions of this

chapter which address these issues are:

ˆ A novel optimal DER dispatch method is proposed which creates such voltages and

line 
ows at the point of common coupling (PCC) of voltage regulation devices, com-

manding their unmonitored automatic voltage controllers to move to their respective

optimal states.
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ˆ A generalized time dependent demand model is proposed for NM loads which incorpo-

rates both CLPU and their behavior during microgrid restoration. The model uses the

correlation in NM time series of NM loads to obtain the disaggregated actual demand

and generation time series.

ˆ A mixed integer linear programming (MILP) based approach is proposed to accurately

control the time dependent behavior of voltage regulation devices and NM loads during

each restoration time interval by linearizing the logic propositions. The proposed

approach can be integrated with existing MILP based microgrid restoration algorithms

[53].

1.3 Ensuring Controllability and Stability of Micro-

grids During Dispatch and Restoration

The DERs must be dispatched optimally during microgrid restoration as well as during

islanded operation after restoration. A major challenge however is that when a new optimal

dispatch is applied to the primary controllers of the DERs in the microgrid, either during

sequential restoration or during post-restoration islanded state, the microgrid experiences

transients. The integration of inverter-based resources (IBRs), such as photovoltaic (PV)

or battery energy storage systems (BESS), can further exacerbate this problem. IBRs such

as BESS can reach rated power in less than one second [54]. Thus unlike synchronous

generators (SGs) which have slower ramp rates and thus limit the maximum changes in

generation between successive dispatches, IBRs do not have such constraints. IBRs can be

made to operate slower but then they will lead to sub-optimal operation. An approach is thus

needed to ensure that the microgrid will remain stable and controllable after transitioning
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to the next optimal dispatch in the presence of IBRs and SGs.

The stability and controllability of the microgrid can be studied by modeling it as a state

space model [55]. Creating an accurate state space model while considering the power


ow equations and interactions among DERs is a challenging task. For creating a state

space model, the non-linear power system must be linearized around an operating point.

This linearized state space model can accurately describe the microgrid behavior for small

disturbances around the operating point. However, when a new optimal dispatch is applied

it moves the microgrid to a new operating point which may not be close to the operating

point of the previous dispatch. Thus, a new state space model must be designed for the new

operating point to determine stability of the new dispatch.

There exist several challenges. It is possible that the model is unstable with the new optimal

dispatch. If it is controllable then state feedback control can be designed to stabilize it. How-

ever, this would require measurement of states, observer design for unmeasurable states and

then sending the feedback compensation to the control inputs. The communication latency

involved in this process can also impact system stability. If the system is uncontrollable then

a new sub-optimal dispatch can be generated by limiting IBR generation to small changes

from their previous dispatch. This new sub-optimal dispatch may be infeasible and even if

it can maintain demand-generation balance, the state space model for this dispatch is not

guaranteed to be stable.

IBRs can typically operate in grid following (GFL) and grid forming (GFM) modes [56].

Signi�cant research has been conducted on creating primary IBR controllers capable of

seamlessly transitioning between these modes [57], [58]. Thus, another unexplored option

to maintain microgrid stability without having to change the optimal dispatch would be to

switch the control mode of one or more IBRs in the microgrid which changes the state space

model.



12 Chapter 1. Introduction

Another challenge is that the switched system can be unstable as the microgrid transitions

from the state space model from the previous dispatch to that of the new dispatch. It has

been shown that even if individual linearized models are stable, the switched system can have

divergent trajectories [59],[60]. Thus the stability of such switched systems not only depends

on the individual models but also on the switching signals. A closely related example of

switched systems is power electronics converters where a stabilizing switching signal, such

as the pulse width modulation (PWM) signal, is designed to switch between several state

space models to keep the converter stable and controllable [61].

However, switching in microgrids can take place in di�erent ways and the development of

a stabilizing switching signal that can handle various con�gurations is a di�cult problem.

This is because the microgrid switches to a new control mode only when a new dispatch

becomes available which happens after few seconds to minutes. Thus switching is much

slower than the time scale of power electronics converters where switching can happen within

microseconds. Then, the microgrid does not keep switching between the same set of state

space models because the optimal dispatch can be di�erent every time. In switched linear

systems theory such systems are said to have arbitrary switching [62]. An approach is thus

needed to analyze the stability of such switched systems under di�erent switching actions.

If these systems are found to be unstable, the controllability of these systems must also be

analyzed so that a control input can be designed to stabilize the microgrid while transitioning

to the new optimal dispatch. Chapter 4 presents a novel approach designed to address these

research challenges. The main contributions of this chapter are:

ˆ An approach to determining the correct control mode of IBRs while stability and

controllability of the microgrid is ensured.

ˆ Since the controller has to determine the stability and controllability of the switched
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microgrid system in real time, a method is created to generate accurate state space

models which capture the dynamics of interest while reducing the number of states.

ˆ An approach to determine the operating point from the optimal dispatch is created.

ˆ These state space models also ensure that the state vector does not change when IBR

mode is changed from GFM to GFL or vice versa. This allows application of switched

linear systems stability concepts.

ˆ A computationally e�cient approach is used for evaluating the controllability of the

switched microgrid system.



Chapter 2

Optimal Dispatch of Microgrids

While Ensuring Cyber Security

As described in the introduction section 1.1, optimal dispatch algorithms are essential for

reliable operation of microgrids. However, the use of communication channels makes them

susceptible to cyberattacks. It is thus essential to determine the potential attack paths and

create an intrusion detection algorithm which can mitigate these attacks in the cyber layer

itself and protect the physical microgrid from any severe impacts. The remaining of this

chapter is organized as follows: Section 2.1 describes the proposed DERMS cyber-physical

system. Falsi�ed control command cyberattack paths are described in section 2,2. Proposed

defense models to detect and mitigate these cyberattacks are presented in section 2.3. Case

studies on IEEE test feeders are presented in section 2.4.

© 2022 IEEE. Reprinted, with permission, from A. K. Jain, N. Sahani and C. -C. Liu, \Detection of
Falsi�ed Commands on a DER Management System," in IEEE Transactions on Smart Grid, vol. 13, no. 2,
pp. 1322-1334, March 2022.
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2.1 Cyber-Physical System Model for DERMS

The objective of this chapter is to show how an adversary can make modi�cations to the

control command data packets or the DERMS algorithm to cause damages. In this section,

a CPS model for DERMS is presented, which is essential to determine the cyberattack

paths and detection techniques. As shown in Fig. 2.1, the CPS model has a cyber layer

and a physical layer. The physical layer includes optimal power 
ow (OPF) based DERMS

controller for DPV and BESS which interacts with the 3-phase unbalanced power 
ow model

of a distribution feeder. Data between the feeder model and the DERMS controller is

exchanged through a cyber layer, based on a queuing model [19].

2.1.1 Cyber System Model

Figure 2.1: Cyber-physical model and attack paths

The cyber layer represents the information and communications technology (ICT) or the



16Chapter 2. Optimal Dispatch of Microgrids While Ensuring Cyber Security

Supervisory Control And Data Acquisition (SCADA) at the substations. The cyber layer

consists of the ICT path through which the physical layer and the DERMS controller commu-

nicate. Each communication capable inverter will communicate via the Object linking and

embedding for Process Control (OPC) standards conforming Feeder Remote Terminal Units

(FRTUs). FRTUs are pole-top �eld devices which send measurement packets to the cyber

layer through the OPC server. These devices are mimicked in the cyber layer as shown in

Fig. 2.1, where data packets are mapped to their corresponding FRTUs. In the cyber layer,

data packets go from each FRTU through theD=D=m=K queuing model as the fundamental

communication mechanism. Each device consists ofm servers with the capability to process

� packets per second [19]. The data packets arrival time and service time are deterministic

(D) in nature. The queue has a capacity to holdK packets and packets arrive at the queue

at a rate of � packets per second as shown in Fig. 2.1. If more thanm� packets arrive they

must wait in the queue forW seconds. If packets arrive after the queue is full, they will be

dropped. A packet is processed inG seconds and reaches the destination inW + G seconds.

The data packets received from the multiple FRTUs move to the cyber layer distribution

operating center's remote terminal unit (RTU) via a data concentrator. The RTU then sends

the packets through a �rst-in-�rst-out (FIFO) queue to the servers. The measurement data

packets are then sent to the controller through a �rewall to check for discrepancies. The

controller after deciding on the required control action sends the control command packet

back to the physical system for it to be implemented via the cyber layer queueing system.

2.1.2 Physical System Model

The physical layer consists of the feeder model and the DERMS controller. In Fig. 2.1, IEEE

123-bus feeder is presented as an example for the feeder model in the physical layer. The
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distribution feeder has been modeled using an open-source distribution system simulation

platform OpenDSS through OpenDSSDirect.py [63]. This 3-phase unbalanced non-linear

power 
ow-based model has detailed models for loads, DPV systems, BESS, AVRs with

LDCs, capacitor banks and their localized controllers, and other power delivery and conver-

sion equipment.

In this chapter, scalars are represented by lower case lettersx and vectors are represented

using boldface lower case lettersx . Sets are represented by uppercase lettersX and matrices

are represented using boldface uppercase lettersX . The parameters and variables are:

Parameters: sG: Vector of kVA ratings of all nG DPV inverters; sB : Vector of kVA ratings

of all nB BESS inverters. qGmax (qGmin ): Vector of maximum (minimum) reactive power

ratings of all nG DPV inverters. qBmax (qBmin ): Vector of maximum (minimum) reactive

power ratings of all nB BESS inverters. pt
Gmax (pt

Gmin ): Vector of maximum (minimum)

generation limits of DPV inverters at anyt = f 1; :::; tsim g, wheretsim is the total simulated

time points. pt
Gmax is based on solar irradiance at timet and pt

Gmin = 0. pchg;t
B (pdischg;t

B ):

Vector of maximum charging (discharging) rates for BESS based on state of charge and

minimum reserve constraints.qt
C : Vector of reactive power injections from capacitor banks,

if present, 0 otherwise.pt
L (qt

L ): vector of real (reactive) power demands.a t : Vector of AVR

tap positions at anyt = f 1; :::; tsim g. Each element ofa is 1� 0:00625� tap position of nearest

upstream AVR, if present, 1 otherwise. Without loss of generality, all AVR's and substation

LTC are assumed to have� 16 taps to provide� 10% voltage regulation;at
s: substation LTC

tap position at any time t and is 1� 0:00625� substation LTC tap position, if present, 1

otherwise. vs: �xed source voltage in per unit (p.u.). vh(v l ): Vector of user-de�ned upper

(lower) voltage thresholds in per unit (p.u.).

Decision Variables: pt
G = [ pt

G;1; :::; pt
G;n G

]T : Vector of real power dispatch set points for all

nG DPV inverters. qt
G = [ qt

G;1; :::; qt
G;n G

]T : Vector of reactive power dispatch set points for all
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nG DPV inverters. pt
B = [ pt

B; 1; :::; pt
B;n B

]T : Vector of charging or discharging rates for allnB

BESS inverters. Sign of the variable determines whether the BESS will charge or discharge

at any time t. qt
B = [ qt

B; 1; :::; qt
B;n B

]T : Vector of reactive power dispatch set points for allnB

BESS inverters.v t = [ vt
1;a; :::; vt

N;c ]T : Vector of all nodal voltages.

A three-phase unbalanced, linearized OPF for the DERMS controller is developed for this

study. The DERMS controller has been modeled in MATLAB using Yalmip. The power


ow used in this controller is based on theSimpli�ed DistFlow model proposed in [64]. This

model is a linearized version of the non-linearbranch 
ow equations [65]. These equations

can be expressed in matrix form using (1) for a distribution system consisting ofN +1 buses

[66]. Buses are denoted by the setB [ f 0g, B := f 1; ::::; Ng and distribution lines by the set

L := f (m; n) � (B [ f 0g)X (B [ f 0g). The 0th bus is the secondary bus of the substation

transformer with or without a OLTC.

v = Kp + Mq + vs1 (2.1)

The K and M matrices in (2.1) are created using average impedance values of the three phases

to create a simpli�ed single-phase expression. However, distribution systems are unbalanced,

hence (2.1) is extended to include all phases on each bus in this chapter. Thus, all vectors will

be of the formp = [ p1;a; p1;b; ::::; pN;c ]T ; q = [ q1;a; q1;b; ::::; qN;c ]T and v = [ v1;a; v1;b; ::::; vN;c ]T .

Each term aij in K 3N � 3N and M 3N � 3N matrices is a coe�cient which represents the change

in voltage of nodei from the source voltagevs due to a real or reactive power injection

at any node j = f 1; :::; 3N g. These coe�cients are determined using the scalable perturb

and observe method [67]. In this method, a generator is placed successively on each node.

A small real power � pi � 0:05sG;i ; i = 1; :::; nG is then injected from this generator while

keeping all other nodal injections constant. The di�erences in voltage vectorv0 before the
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� pi injection, and the voltage vectorvn after the injection, are used to create each column

of the K matrix. Each element of the K matrix will be of the form (vn
j � v0

j )=� pi ; i; j 2 B .

The process is repeated with �Q injections to generate theM matrix. This method is

performed once at peak loading conditions.

The designed DERMS controller determines the optimal realpt
G, pt

B and reactive qt
G, qt

B

power set points for all the inverters. It minimizes the curtailment of DPV systems while

keeping the BESS systems charged (2.4). Since the objective function aims to keep the BESS

charged, any excess DPV generation can be used to charge the BESS instead of curtailing

it which further minimizes DPV curtailment. The augmented three phase unbalanced lin-

earized power 
ow constraint (2.5) based on (2.1) gives a relation between the nodal voltages

v t and the net real (pt
G + pt

B � pt
L ) and reactive (qt

G + qt
B � qt

L + qt
C ) power injections. Nodal

voltagesv t are maintained within Range A of the ANSI C84.1-2016 standard [68] or any user

de�ned thresholds (vl ; vh) using (13). Any storage unitm; m = 1; ::::; nB is characterized by

its kW rating kB;m , maximum energy storage ratingemax
B;m kWh, minimum energy reserve

eres
B;m kWh and its current state of chargeet

B;m kWh. Thus, the maximum rate at which

BESS may be chargedpchg;t
B;m or dischargedpdischg;t

B;m during a � -minute dispatch interval t is

given, respectively by (2.2) and (2.3), limited bykB;m .

pchg;t
B;m =

emax
B;m � et

B;m
�
60

kW (2.2)

pdischg;t
B;m =

et
B;m � eres

B;m
�
60

kW (2.3)

Thus, the optimization problem being solved by the DERMS controller at each dispatch

interval is given by (2.4)-(2.15).
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Objective:

max(
nGX

i =1

pt
G;i +

nBX

m=1

pt
B;m ) ,

� min (�
nGX

i =1

pt
G;i �

nBX

m=1

pt
B;m ) (2.4)

Constraints:

v t = K (pt
G + pt

B � pt
L )+

M (qt
G + qt

B � qt
L + qt

C ) + at
svs1 (2.5)

pt
Gmin � pt

G � pt
Gmax (2.6)

pt
B � pchg;t

B (2.7)

pt
B � pdischg;t

B (2.8)

pchg;t
B;m =

8
>>>>>><

>>>>>>:

kB;m ; if
emax

B;m � et
B;m

�
60

� kB;m

emax
B;m � et

B;m
�
60

; if 0 �
emax

B;m � et
B;m

�
60

� kB;m

0; otherwise

(2.9)

pdischg;t
B;m =

8
>>>>>><

>>>>>>:

kB;m ; if
et

B;m � eres
B;m

�
60

� kB;m

et
B;m � eres

B;m
�
60

; if 0 �
et

B;m � eres
B;m

�
60

� kB;m

0; otherwise

(2.10)

qGmin � qt
G � qGmax (2.11)

qBmin � qt
B � qBmax (2.12)
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v l � diag(a t )v t � vh (2.13)

(pt
G;i )

2 + ( qt
G;i )

2 � s2
G;i (2.14)

(pt
B;m )2 + ( qt

B;m )2 � s2
B;m (2.15)

i = f 1; ::::; nGg; m = f 1; ::::; nB g; t = f 1; ::::; tsim g

In this formulation, functions (2.4)-(2.8), (2.11)-(2.13) and (2.16) are convex a�ne functions

while (2.14), (2.15) are convex quadratic constraints with positive de�nite Hessian. As

proved in Appendix A.1, this OPF formulation is convex which ensures that any local minima

obtained will also be the global minima. This OPF formulation works for the grid-connected

mode. It can also be used for steady state resiliency mode operation by including a power

balance constraint (2.16).

nGX

i =1

pt
G;i +

nBX

i =1

pt
B;m �

nLX

l=1

pt
L;l = 0 (2.16)

2.1.3 Co-simulation for DERMS CPS Model

The DERMS CPS model is simulated and time-synchronized through co-simulation between

cyber system and physical system. Time-synchronization between these two systems is

a key factor as DERMS controller action depends on e�ective communication with �eld

measurements within an acceptable latency range. To enable e�cient data exchange, the

co-simulation environment is modeled through open-source OPC communication [19]. It is

a client-server architecture for real-time communication where data is read/written into the

data tags at the OPC server. These tags can be accessed by the connected clients including

the Cyber layer (Simulink), feeder model (OpenDSS), and DERMS controller (MATLAB).

A randomized Gaussian noise with zero mean� = 0 and � = 5% is added to each element
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of these input vectors [69]. This error simulates the impact of metering errors, data packet

drops and di�erences in dispatch intervals and simulation resolution. Metering errors result

in AMI measurements to be di�erent from the actual values of the state variables. Similarly,

if a data packet is dropped, the corresponding variable will not be updated in the OPF

formulation and its previous value would have to be used, which would be di�erent from the

actual value. Finally, due to di�erences in dispatch intervals (every minute) and simulation

resolution (every 15-seconds) the state variables would have changed from the measurements

reaching the DERMS controller. To account for these di�erences between measured values

and actual state variable values, all measurements have been modeled as random variables

with a Gaussian noise with zero mean� = 0 and � = 5% [69]. Thus, any measurement

vector such as the real load demand vectorpt
L will be represented as a random variable

p̂t
L = N (pt

L ; � 2), whereN represents Gaussian distribution with zero mean and prespeci�ed

variance.

To avoid a loss of data packets, limited information is sent through the cyber layer for data

exchange between the feeder model and the DERMS controller. The communication capable

inverters sendpt
Gmax , pchg;t

B , pdischg;t
B and their PCC voltagesv t to DERMS and receivept

G,

pt
B , qt

G, qt
B dispatch set points from it. The load AMI meters can only send their P and

Q demands. AVRs and capacitor banks send their current tap positions and operational

states, respectively, but cannot execute or receive any control commands from the DERMS

controller as they have localized controllers.

2.2 Falsi�cation of Control Commands

The DERMS controller and components of the ICT layer may be in remote substations.

Malware can be installed, or spear phishing attacks may be used to gain access to their
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communication paths [21]. An adversary can use the DERMS controller to cause voltage

violations in an attack by falsifying the dispatch control commands. From Fig. 1, it is seen

that the attacker can modify the optimal dispatch set points in the cyber layer which is a

high probability but low severity attack. A relatively lower probability but higher severity

cyberattack would involve modi�cations to the DERMS controller's algorithm after gaining

unauthorized access. Both attack paths and attack models are presented here.

2.2.1 Attack Path 1: Cyber Layer

In the �rst attack path, Attack 1 as shown in Fig. 2.1, the attacker modi�es the optimal

dispatch set points in such a manner as to cause overvoltage violations. Being only present

in the cyber layer, the adversary does not have access to the DERMS control logic in this

attack model. The way to successfully cause overvoltage is by curtailing real powerpt
G = 0,

pt
B = 0, and maximizing reactive power injectionqt

G = qt
Gmax , qt

B = qt
Bmax , from all the

inverters. This e�ectively makes the inverters to act as distributed capacitor banks.

Voltages can be further increased if the attack is carried out at low load and high irradiance

conditions. In contrast, if the attack is carried out at high load conditions, increase in Q

injections would be absorbed locally, preventing severe overvoltage from occurring.

2.2.2 Attack Path 2: DERMS Centralized Controller

The severity of the �rst attack path may be limited. This is because at low load and high

irradiance conditions, the AVRs would have moved to low tap positions and capacitor banks

would have turned OFF to mitigate overvoltage. In this second attack path, Attack 2 as

shown in Fig. 2.1, the attacker modi�es the DERMS controller's software itself. This can be

done either through a spear phishing attack or by physically accessing it. DERMS's software
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cannot be hard coded in read only mode either, as it requires frequent updates with changes

in the feeder's DPV and BESS penetration.

To maximize damage, the attacker could move the AVRs to higher tap positions and switch

ON the capacitor banks (stage 1). Then the inverters would inject an optimal amount of

real and reactive power to maximize voltages on the feeder (stage 2). However, AVRs and

capacitor banks are not under remote control and thus inverter outputs need to be dispatched

in such a manner that it indirectly triggers the AVRs and capacitor banks to operate.

Capacitor banks are usually voltage controlled and are switched ON when the voltage falls

below a certain threshold. Thus, if the capacitor banks' point of common coupling (PCC)

voltages are reduced, they will be switched ON.

The AVRs have a line drop compensator (LDC) circuit which determines its tap position.

The LDC estimates the voltage at its load center (vLC ) based on its local voltage (vLDC )

and current (i LDC ) measurements given by (2.17) [9].

vLC = vLDC � (rLDC + jx LDC )i LDC V (2.17)

If VLC is below a certain threshold, AVR would raise taps to mitigate low voltages. This can

be achieved by reducing the AVR's PCC voltage (vLDC ) and increasing the current (i LDC ).

This reduction in PCC voltage and increase in AVR current can be achieved by making the

inverters curtail real power and absorb reactive power. The inverters will e�ectively start

acting as inductive loads and lower the feeder voltages. This will move AVRs to higher tap

positions and switch ON capacitor banks as well.

The reactive power to be injected by each inverter can be obtained by modifying the DERMS

objective function and voltage thresholds. For stage 1, the objective function would be
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modi�ed to minimize voltages given by (2.18), while the voltage thresholds would be lowered

as given by (2.19).

min (
3NX

i =1

vt
i ) (2.18)

v l1 � diag(a t )v t � vh1 (2.19)

Here, v l1 is the lower voltage threshold for stage 1. These limits must be set such that the

inverters do not trip in this �rst stage of the attack. As per IEEE1547, the undervoltage

tripping threshold can be � 0:85p:u:; while vh1 can be kept around 1 p.u. to ensure OPF

converges.

Once these devices are in a state to increase voltages, the immediate next step for stage 2

would be to cause overvoltage by increasing P and Q injections. This is done by modifying

the objective and voltage thresholds to

max(
3NX

i =1

vt
i ) , � min (�

3NX

i =1

vt
i ) (2.20)

v l2 � diag(a t )v t � vh2 (2.21)

Figure 2.2: Two-stage cyberattack using DERMS controller

Here v l2 can be around 1p:u: which ensures feasibility, whilevh2 can be any higher number
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say 1:50p:u: to cause as high voltages as possible. This two-step attack is summarized in Fig.

2.2. Thus, irrespective of how complex the DERMS logic may be, by modifying the objective

function and voltage thresholds severe cyberattacks in
uencing all feeder components may

be executed.

2.3 Two-Tiered Intrusion Detection System

The cyberattack paths identi�ed in section III involve falsi�cation of data packets or modi-

�cation of DERMS software to generate falsi�ed control commands. To detect and mitigate

these cyberattacks, a two-tiered intrusion detection system (IDS) is presented here. The �rst

centralized tier detects and mitigates cyberattacks involving falsi�ed control commands, ma-

nipulated measurement data packets and replay attacks. Inverter based decentralized tier

provides backup protection against those cyberattacks where the malicious data packets

appear legitimate. Both tiers work together to detect and mitigate di�erent types of cyber-

attacks as shown in Fig. 2.3. This two-tiered IDS detects the attacks in the cyber layer itself

and prevents the physical layer from being impacted.

Figure 2.3: Methodology of the proposed two-tiered IDS
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2.3.1 Tier 1: Centralized Detection

In the �rst attack model described in section 2.2, the optimal dispatch set points are modi�ed

in the cyber layer. Cyber layer-based ID techniques used for the attack model are presented

here. A major advantage of the proposed approach is that it is not dependent on the physics

of power systems and can thus identify malicious data packets both on the receiving and

transmitting ends irrespective of what physical quantity they represent.

Figure 2.4: Tier 1: Cyber layer based centralized intrusion detection system

In the proposed system, a combination of timestamp and message authentication code

(MAC) algorithm has been used for attack detection along with data encryption for added

security, as shown in Fig. 2.4. A symmetric key-based encryption algorithm, Advanced

Encryption Standard (AES) is used here due to its mathematical e�ciency and e�ective

cryptography [70]. The MAC system consists of a key generation algorithm which selects a

key at random and a signing algorithm which e�ciently returns a code or tag unique to the

key and the data. Furthermore, the same key is used in the MAC algorithm at the receiving
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side to verify the authenticity of the data [21]. This cyber layer-based IDS is termedTimes-

tamp based MAC-IDSthat speci�cally detects false control/data injection (FCI/FDI), and

replay cyberattacks.

In reference to Fig. 2.4, the DERMS controller generates optimal dispatch set points (control

commands), which are communicated to the system server in the control center cyber layer

through OPC communication. The control command, i.e. Data (X ) and its timestamp

along with a key (Key) are used in the MAC algorithm to generate the control command

authentication code MACactual . The data, timestamp and MACactual are encrypted as a data

packet using a 256-bit symmetric key (Key1) in AES Encryption algorithm. The encrypted

command packet is sent through the queuing system from the router of the control center

to that of the FRTUs.

In the FRTUs cyber layer, after each packet is received at their destination FRTU via the

queueing system, the encrypted packet is decrypted using the same key,Key1. The decrypted

data and timestamp received goes though MAC algorithm along with the Key to generate a

code, i.e., MACattack .

The decrypted MACactual is compared with MACattack . If the two values are di�erent, then

the command packet is 
agged to have undergone a FCI attack. If the MAC values are

equal, it indicates that there has been no data tampering. However, to check for replay

attack, the di�erence between timestamp values when data packet is sent and is received

(� t) is checked against a tolerance value. The tolerance limit is based on the maximum

designed delay of the communication layer. The occurrence of a replay attack is considered

when (� t) is above the tolerance. When (�t) is within tolerance limits, the data packet

is considered safe and forwarded to the physical layer. However, if either a replay or FCI

attack is detected, a three-step response is initiated. The operator is noti�ed through an

alarm, the malicious control command packets are dropped and consequently the inverters
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switch to localized unity power factor (PF = 1) mode.

Both FCI and replay attacks are detected using the proposedTimestamp based MAC-IDS. In

case of a FCI attack where the command is modi�ed before it is encrypted,�X 6= 0, MAC actual

and MACattack will not match, since MAC is based on data and timestamp combination.

Similarly, in a replay attack the adversary might capture a previous time point's data packet

and maliciously repeat it at another time to deceive detection schemes. In this case, the

MAC values will be the same; however, �t will be signi�cantly higher than the tolerance

value as the timestamp of the repeated data packet will correspond with a previous dispatch

interval. Timestamp based MAC-IDSscreens AMI measurement data packets in a similar

manner when they are sent from the physical layer to the DERMS controller.

2.3.2 Tier 2: De-centralized Detection

In the second cyberattack model, the DERMS controller is attacked as shown in Fig. 2.1.

Since the DERMS controller's software has been modi�ed as described in section III.B,

malicious command data packets appear legitimate and centralized defense mechanisms will

not work. As such the inverters need to be able to detect the malicious control commands

and prevent them from being implemented. The expected PCC nodal voltage at any nodei

after applying the optimal dispatch set points is determined with su�cient accuracy using

(2.5). However, this would require programming the entirei th row of K and M sensitivity

matrices in each inverter, as these matrices are dense and are not diagonally dominant.

Furthermore, each element of thep and q vectors along with as and vs will need to be

communicated centrally.

The cyberattack thus needs to be identi�ed using locally available measurements. While

algorithms such as non-linear autoregressive neural network (NARX) [13] may be applied
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at the centralized level, inverters do not have su�cient computational power to process

non-linear expressions. Thus, multivariate linear regression (MLR) [22] is used to create

linearized expressions (2.22), (2.23) to determine expected control command values based on

local load and maximum power point value (based on irradiance) for DPV inverters.

ppred;t
G;i = � 0;p

G;i + � 1;p
G;i � pt

L;i + � 2;p
G;i � qt

L;i + � 3;p
G;i � pt

Gmax;i (2.22)

qpred;t
G;i = � 0;q

G;i + � 1;q
G;i � pt

L;i + � 2;q
G;i � qt

L;i + � 3;q
G;i � pt

Gmax;i (2.23)

Similar linearized expressions (2.24), (2.25) are also created for BESS inverters to determine

expected control command values based on local load and maximum charging and discharging

rate values.

ppred;t
B;m = � 0;p

B;m + � 1;p
B;m � pt

L;m + � 2;p
B;m � qt

L;m +

� 3;p
B;m � pchg;t

B;m + � 4;p
B;m � pdischg;t

B;m (2.24)

qpred;t
B;m = � 0;q

B;m + � 1;q
B;m � pt

L;m + � 2;q
B;m � qt

L;m +

� 3;q
B;m � pchg;t

B;m + � 4;q
B;m � pdischg;t

B;m (2.25)

Here � i ; i = 0; ::; 4, terms represent the coe�cients for each localized measurement and are

the decision variables. Taking (2.22) as an example, the expression forppred
G;i at any time

t = 1; ::; T tr may be represented as,ppred;t
G;i = ( x t )

0
� � pact;t

G;i , wherex = [1; pt
L;i ; qt

L;i ; pt
Gmax;i ]

0
,

� = [ � 0;p
G;i ; � 1;p

G;i ; � 2;p
G;i ; � 3;p

G;i ]
0
. pact;t

G;i is the actual real power set point received by inverteri from

the DERMS controller at any timet from the training dataset consisting ofT tr measurements.

5% of the simulated data points were used as training data.� may be obtained using the
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least squares cost function given by,

h(� ) =
1

T tr

T trX

t=1

((x t )
0
� � pact;t

G;i )2 (2.26)

The unconstrained optimization problem to �nd � � , which minimizes the sum of squared

errors for all T tr training samples, is

minimize
�

1
T tr

T trX

t=1

((x t )
0
� � pact;t

G;i )2 (2.27)

The t th term of this cost function is,

ht (� ) = (( x t )
0
� � pact;t

G;i )2 (2.28)

Expanding,

ht (� ) = ( pact;t
G;i )2 � 2(x t )0� pact;t

G;i + ( x t )
0
� (x t )

0
� (2.29)

As (x t )
0
� = �

0
x t ,

ht (� ) = ( pact;t
G;i )2 � 2(x t )0� pact;t

G;i + �
0
x t (x t )

0
� (2.30)

Therefore for all T tr training samples, the cost functionh(� ) is given by,

=
1

T tr
(

T trX

t=1

(pact;t
G;i )2 � 2

T trX

t=1

pact;t
G;i (x

t
)

0
� +

T trX

t=1

�
0
x t (x t )0� ) (2.31)

This function is of the form of a generalized quadratic function,

�
0
Q� + k T � + c (2.32)
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where,

c = 1
T tr

P T tr

t=1 (pact;t
G;i )2,

k = � 2
T tr

P T tr

t=1 pact;t
G;i (x

t
), and

Q = 1
T tr

P T tr

t=1 x t (x t )0

Being a sum of outer product matrices, eigenvalues ofQ are non-negative and henceQ is

positive semi-de�nite [71]. Thus, the cost function is a convex quadratic function and� �

may be obtained in a single step using the Newton's method. Steepest gradient descent

method may also be used as it is globally convergent for convex quadratic functions and

avoids matrix inversion.

These MLR expressions are determined once and then programmed in the inverters. The

inverters then determine the expected control command valuesppred;t
G;i , qpred;t

G;i , ppred;t
B;m and qpred;t

B;m

at each time point using (2.22)-(2.25) and compare them against the actual optimal dispatch

control commands received. If di�erences between these values are larger than a speci�ed

tolerance, the inverters move to PF=1 mode.

2.4 Case Study

The proposed DERMS controller, cyberattack models and their mitigation strategies have

been validated by the IEEE 13-bus (32 nodes) and IEEE 123-bus (262 nodes) test feeders.

A total of 17 DPV systems with the same kVA rating as the loads are added on each node of

the 13-bus feeder. 3 BESS totaling 1MW/2MWh are added on one of the buses. The 13-bus

feeder is used to validate the proposed methodology while scalability is validated using the

larger 123-bus test feeder. 96 DPV systems and 6 BESS (total 0.5MW/1MWh) are deployed

in the 123-bus test feeder. These DPV and BESS inverters can inject or absorb reactive

power equal to their rated kVA. Each DPV system and load has unique 15-second resolution
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pro�les taken from real world measurements.

IEEE 123-bus feeder has 262 nodes. Each node hosts a DPV and BESS system at 100%

DER penetration level. Each node will thus send 5 data packets namely the maximum BESS

charging and discharging rates, irradiance value, and real and reactive power load demands.

They will in turn receive optimal real and reactive power dispatch settings from the DERMS

controller. Maximum data packets to be sent or received in each 15-second interval are 1310

for the 123-bus feeder and thus a queue size of 1500 data packets is chosen. These data

packets are processed in 5-seconds each way which leaves about 50 seconds for the various

applications such as OPF and centralized IDS. Thus, the server processing rate considering

1 server (m=1) is 265 packets/second. The OPF only takes� 5:5 seconds for the IEEE

123-bus feeder which suggests that proposed OPF formulation and CPS model can manage

a large number of DERs.

2.4.1 DERMS Centralized Controller

Figure 2.5: DERMS centralized controller maintains voltages within thresholds and mini-
mizes DPV curtailment

Figure 2.5 shows the maximum of all nodal voltages observed in the OpenDSS model in the
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top panel when PF=1 mode with no reactive power support is used (dashdot line). It also

shows the maximum voltages when the DERMS controller (solid line) is used with random

Gaussian errors (� = 0; � = 5%) in all the measurements at all time points to simulate real-

world conditions. All subsequent results have these errors. The optimal dispatch settings

are generated at 1-minute interval while the quasi-static time-series simulation progresses at

15-second resolution [72]. The middle panel shows the net reactive power support provided

by all DPV and BESS inverters based on the optimal DERMS dispatch, while the bottom

panel shows the irradiance pro�les used for the 13- bus feeder. The voltage thresholds for

the DERMS controller are kept at (0:97; 1:03) p.u. The top panel in Fig. 2.5 clearly shows

that the proposed DERMS controller can maintain voltages within the� 3% thresholds even

with signi�cant measurement errors.

When irradiance is low and inverters are not capacity constrained, su�cient reactive power

support is provided and voltages are below the� 3% threshold as shown in the dotted box

in Fig. 2.5. When the irradiance is high and inverters are capacity constrained, the net

reactive power support is reduced while the maximum voltages reach the +3% threshold as

shown in the solid line box. This shows that the proposed OPF formulation minimizes DPV

curtailment by providing as much reactive power support as is necessary to maintain voltages

within thresholds while meeting inverter capacity constraints. The DPV energy curtailment

is less than 0:1% even on a peak summer day for both IEEE 13 and 123 bus test feeders.

2.4.2 Cyber-attack Models and Mitigation Results on IEEE 13-

bus Feeder

The two cyberattack models presented in section 2.2 are executed when the DPV generation

to load ratio is high. Both are severe short duration attacks and in Fig. 2.6 to Fig. 2.8,
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the attacks start at dispatch interval 1 and continue for 3-minutes. Since these are short

duration attacks, ANSI C84.1 threshold are not applicable as they consider longer 10-minute

moving average voltages. The critical thresholds are inverter tripping thresholds based on

IEEE 1547-2018 and IT device AC voltage boundary based on Information Technology In-

dustry Council's (ITIC) curve [73],[74]. IEEE 1547-2018 suggests that inverters should trip

if voltages go beyond (� 0:85; 1:10)p:u: for about 15 seconds, while ITIC curve suggests IT

equipment can be damaged if voltages go beyond (0:9; 1:10)p:u: for more than 15-seconds.

Cyber Layer Attack (Attack 1) and Centralized Detection Results

In the �rst cyberattack model presented in section 2.2, the inverter set points are modi�ed in

the cyber layer after they are generated by the DERMS controller. All inverter based DPVs

and BESSs curtail real power and inject reactive power equal to their kVA rating for all 3

minutes of the attack. Thus, a combination of low load and high capacitive injection leads

to overvoltage (lines with triangles) beyond the applicable IEEE1547 and ITIC bounds for

43% of the nodes as can be seen in Fig. 2.6. However, violation severity and attack impact is

limited as a capacitor bank (Cap1) is OFF (state: 0; dotted lines) and the substation OLTC

(dashed line) is at low position (tap: 0) due to the high DPV to load ratio. Furthermore,

after an internal delay the substation OLTC reduces taps to -11 and the other capacitor

bank (Cap2) also turns OFF. This brings most nodal voltages within ANSI Range A limits,

even though all the inverters continue to inject capacitive power equal to their kVA rating.

Figure 2.6 also shows the impact of theTimestamp based MAC-IDS((CL): lines with Y

symbols) proposed in section 2.3. It detects the falsi�ed control commands in the cyber

layer using the di�erences in MAC codes and drops the falsi�ed data packets. This causes

the inverters to move to PF=1 mode and none of the nodes experience voltages beyond

the thresholds (Fig 2.6. (CL)). MAC codes are di�erent sinceMAC actual is generated using
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Figure 2.6: Nodal voltages and voltage regulating equipment states in cyber layer-based
falsi�ed control command cyberattack and detection

legitimate dispatch setpoints whileMAC attack is based on the falsi�ed control commands

introduced in the cyber layer.

The Timestamp based MAC-IDScan identify replay attacks as well, using the large di�erence

� t between the time stamp of the replayed data packets and the time when they reach the

substation control center. The large �t values, as shown in Fig. 2.7, for replayed data

packets arise from the 15-second di�erence between successive data measurement intervals.

The results presented in Fig. 2.7 are obtained by simulating di�erent communication layer

congestion levels, ranging from 10% -100% DER penetration. The ICT layer is designed to

have a worst-case delay (�t) of 5 seconds at 100% DER penetration [19]. Thus, the malicious

repeated data packets have (�t) between 10-20 seconds, while legitimate data packets have a

maximum delay of 5 seconds. This large di�erence in (�t) values is captured byTimestamp

based MAC-IDSto detect replay attacks.

On the other hand, physical layer-based IDS such as that proposed in [13], is not able to

detect the attack before it impacts the physical layer, as shown in Fig. 2.6 ((PL): solid lines).

Nodal voltages exceed thresholds at least once before being detected. This is because the

NARX based PL-IDS [13] predicts the expected measurement value and compares it against
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the received measurement. If the di�erence is outside a speci�ed tolerance, the measurement

is classi�ed as a FDI attack. As the control set points are modi�ed in the cyber layer, voltage

measurements will be outside tolerance only after the attack impacts the physical layer at

least once. Moreover, this approach will fail to detect the cyberattack if the adversary also

executes a replay attack using pre-attack voltage measurement data packets.

Figure 2.7: Detection of replay attacks (RA) byTimestamp based MAC-IDS

DERMS Controller Cyberattack (Attack 2) and Decentralized Detection Results

In the second attack model, the DERMS controller is attacked and its algorithm is modi�ed

to conduct a damaging two-stage attack as summarized in Fig. 2.2. The �rst stage starts

at dispatch interval 1 and continues for 2-minutes till interval 3. As can be seen in Fig.

2.8 (lines with triangles), the �rst stage causes some nodal voltages to drop below 0:9p:u:

thereby damaging IT equipment. However, none of the inverters trip as voltages do not fall

below 0:85p:u. This causes the OLTC to move from tap position 0 to +6 and capacitor

banks to switch ON to mitigate undervoltage. Then at dispatch interval 3, the DERMS

voltage thresholds are changed to (1:0; 1:5)p:u: and objective function is changed to maximize

voltages. The e�ect of low load, high tap position and capacitor banks in the ON state

combined with the capacitive injections from inverters causes all nodal voltages to exceed

1:10p:u: and reach as high as 1:20p:u:. These voltages are much higher than in attack 1,
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as the voltage regulating devices are indirectly in
uenced to move to higher tap positions

even at low load conditions. Such high voltages would damage all IT equipment and trip

the inverters.

Figure 2.8: Nodal voltages and voltage regulating equipment states with the 2-stage falsi�ed
control command cyberattack and detection

This cyberattack is detected using the decentralized MLR based detection scheme proposed

in section 2.3. Figure 2.7 (right) shows the di�erences between the estimated (22),(24) and

received optimal real power set points for all the inverters. The di�erences are expressed as

a percentage of the inverter's kVA ratings. A sensitivity analysis showed that due to the

limited local information used for estimating these set points, the false positives are as high

as 10% of all simulated time points when just 5% di�erences are allowed. These dropped to

0.04% with a larger 25% threshold. 10% di�erences are allowed between actual and estimated

optimal set point values in this study. Most inverters can detect the cyberattack in the �rst

stage itself as can be seen in Fig. 2.7. This prevents damaging voltages on all the nodes as

shown in Fig. 2.8 (lines with Y symbols).
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Figure 2.9: All load bus voltages after 2-stage cyberattack (top); and AVR taps positions
(bottom)

2.4.3 Cyber-attack Models and Mitigation Results on IEEE 123-

bus Feeder:

The scalability of the proposed methodology is evaluated using the IEEE 123-bus (262 nodes)

test feeder as shown in Fig. 2.1. This feeder has a substation LTC and 6 AVRs, the LTC

has a 3-phase controller (creg1a) and the 6 AVRs have 1-phase controllers (creg2a, creg3a,

creg3c, creg4a, creg4b, creg4c). This feeder also has 4 uncontrolled capacitor banks. Three

DER penetration levels are evaluated to assess the impact of cyberattacks and e�cacy of

proposed detection techniques. 50% DER penetration level has 3 BESS and 50 DPV systems,

100% level has 6 BESS and 96 DPV systems and the inverter capacity is increased by 50%

in the 150% DER penetration level. Each OPF takes on average 5.5 seconds which is much

smaller than the 1-minute dispatch interval and highlights the scalability of the proposed

OPF formulation.

The 2-stage cyberattack was found to be more severe in this section and was carried out on

the three DER penetration levels. The cyberattack was started at interval 4 and ended at
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Table 2.1: Impact comparison of the 2-stage cyberattack on di�erent DPV scenarios for
123-bus system

Scenarios Maximum Percent nodes
Voltage > 1.10 p.u.

Observed
50 rooftop DPV, 0 large DPV, 3 BESS 1.184 p.u. 83/262 (32%)
96 rooftop DPV, 0 large DPV, 6 BESS 1.257 p.u. 161/262 (61%)
96 rooftop DPV, 0 large DPV, 6 BESS 1.324 p.u. 254/262 (97%)

(Inverter kVA increased by 50%)
0 rooftop DPV, 2 large DPV, 6 BESS 1.256 p.u. 36/262 (14%)
94 rooftop DPV, 2 large DPV, 6 BESS 1.336 p.u. 182/262 (69%)

interval 10 in Figures 2.9 to 2.11. As can be seen in Fig. 2.9, the �rst stage reduces the

voltages, causing the AVRs to move to higher tap positions. In the second stage damaging

severe overvoltage occurs in all 3 DER penetration levels reaching as high as 1.32 p.u. as

summarized in Table 2.1. The severity of overvoltage increases with the DER penetration

level as more reactive power can be absorbed and injected. Even after the attack ends

undervoltages are observed. This happens because the capacitive injections are removed after

the attack ends but the AVRs have moved to lowest tap positions to mitigate overvoltages.

Figure 2.10: All load bus voltages after 2-stage cyberattack with 2 larger DPV and 100%
rooftop DPV (left); two larger DPV and no rooftop DPV (right)

To further assess the cyberattack impacts, two large DPV systems of 400 kVA each are

added at two randomly chosen buses (buses 85 and 103). Figure 2.10 shows all bus voltages

(waveforms for buses 85 and 103 highlighted with circles) when the 2-stage cyberattack is



2.4. Case Study 41

carried out with 94 distributed rooftop DPV along with these two large DPV systems and

with just the two large DPV systems and no rooftop DPV. This �gure shows that the buses

which are deployed with the large DPV systems experience more severe voltages whereas

in the absence of rooftop DPV fewer nodes are impacted as summarized in Table 2.1. This

suggests that the proposed OPF formulation is robust enough to dispatch di�erent numbers

and sizes of DERs and the 2-stage cyberattack can impact all these DERs.

The proposed centralized detection can detect the cyber layer attacks using di�erences in

MAC code and the replay attacks using di�erence in time stamps, as shown in Fig 2.7. The

2-stage cyberattacks shown in Fig. 2.9 are detected using the MLR based decentralized

technique in section 2.3. The bottom plots in Fig. 2.11 show the di�erences between the

reactive power dispatch setpoints received from the DERMS controller and those estimated

using expressions (2.23) and (2.25). It can be seen that the proposed decentralized technique

can detect the attack which causes the inverters to move to PF=1 mode and the cyberattack

does not impact the physical layer in all three DER penetration levels.

Figure 2.11: All load bus voltages after 2-stage cyberattack mitigation (top); and di�erences
between MLR estimated setpoints and actual set points (bottom)
.



Chapter 3

Optimal Service Restoration of

Microgrids

The ability to restore power supply after an outage is one of the most important microgrid

functions. Restoring the entire microgrid in a single time step can cause unacceptably large

transients. Thus a sequential microgrid restoration plan is required which can coordinate

with all other devices in the microgrid. This plan is then implemented using the optimal

dispatch algorithm presented in chapter 2. The remaining of this chapter is organized as

follows: Section 3.1 describes the proposed optimal DER dispatch method for controlling

unmonitored automatic voltage regulation devices. Section 3.2 presents the proposed gener-

alized NM load demand model. The proposed MILP based sequential microgrid restoration

approach incorporating automatic voltage regulation devices and NM loads is presented in

section 3.3. A case study on an unbalanced model of the IEEE 123-node test feeder in

© 2024 IEEE. Reprinted, with permission, from A.K. Jain, C-C. Liu., A.K. Bharati, K. Schneider, F.
Tu�ner and D. Ton, \Microgrid Service Restoration Incorporating Unmonitored Automatic Voltage Con-
trollers and Net Metered Loads", IEEE Transactions on Smart Grid, 2024.
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OpenDSS [75] presented in section 3.4 demonstrates the e�ectiveness of the proposed ap-

proach.

3.1 Optimal Control Incorporating Unmonitored Au-

tomatic Voltage Controllers

Voltage regulation devices such as AVRs and capacitor banks may have automatic controllers.

Based on the measured value of a local control parameter (typically voltage), the controller

determines the control action. The control action for AVRs is a change in the tap position.

The control action for capacitor banks is turning them ON or OFF based on the value of

the control parameter. These devices are automatic and hence their states are not available

to the centralized controller via AMI, nor can these be controlled remotely, as illustrated

in Fig. 3.1. AMI is a bi-directional communication system that enables measurements and

control commands to be sent between smart meters deployed in the distribution system

and the utility control center. In this �gure, the devices with communications can send

and receive information from the centralized controller. For instance, the NM loads can

send their net energy consumption in kWh periodically to the controller, which is then used

to calculate the average kW net demand (pn
i ). In section 3.2, the NM demand forecasts

during microgrid restoration will be generated using only these pre-outage NM time series.

The devices with both communications and remote-control capabilities such as large DERs

and remotely operable switches can send measurements and receive and implement control

commands from the centralized controller.

The main contribution here is the development of an integrated approach for optimal control

of these devices. Linearized constraints are developed which relate the AVR's local con-
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Figure 3.1: Typical microgrid topology with unmonitored automatic voltage controllers, NM
loads and remotely controllable DERs and switches.

troller's operation principle with the determined optimal tap positions and DER dispatches.

Constraint selection is then automated based on the sign of the optimal tap position. Opti-

mal control of capacitor banks is achieved using a similar approach. Additional constraints

required for integrating the proposed optimal control approach with MILP based sequen-

tial microgrid restoration algorithms are presented in section IV. All these constraints are

integrated and solved simultaneously.

The variables and parameters are: G(B; E): Directed graph of the 3-phase microgrid;

set of all nodesB and edgesE. � : represents the phases� 2 f a; b; cg. P �
ij (Q�

ij ): Per phase real

(reactive) power 
ow of edgeij 2 E. V �
i : Per phase nodal voltage of nodei 2 B . PL;�

i;k (QL;�
i;k ):

Per phase real (reactive) demand at nodei 2 B at time step k. PG;�
i;k (QG;�

i;k ): Per phase real

(reactive) generation at nodei 2 B at time step k. C; Cc: Set of 3-phase capacitor bank

nodes, set of controllable capacitor bank nodes.�QC;�
i : Per phase kVA rating of capacitor

bank i 2 C. Bar over symbols represents a parameter.Q�
c;i : Per phase capacitive injection at

node i 2 B . � �
c;i ; q�

c;i : State and kVA rating estimates of capacitors.V on
i ; V of

i : ON and OFF

thresholds of capacitorsi 2 Cc. ER : Set of 3-phase edges with AVRs.r �;v
kj ; x �;v

kj : Line drop

compensator (LDC) impedance settings in volts.cp
kj ; cs

kj : Primary and secondary turns ratio

of LDC's current transformer. pkj : Turns ratio of the LDC's potential transformer. V r;�
kj :

LDC's estimated load center voltage.V �;l
kj ; D �;l

kj : LDC's desired load center voltage setting
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and allowable deadband.a�
kj : AVR tap position kj 2 ER . pn

i ; pd
i ; pg

i : Net and actual demand

and solar generation of net-metered (NM) loads.D pi
l ; D 0

l : Cold load pickup (CLPU) curve

demands.P̂d;K
i ; P̂g;K

i : Forecasted restoration demand and generation.̂PSk
i : NM restoration

stage demand forecasts.�M L
l : NM demand forecast curves.K: Set of restoration time steps

K := f 1; ::; K g. �r �
ij (�x �

ij ): Per phase resistance (reactance) of edgeij 2 E. E0: Set of remotely

operable switches. S: Set of all load sections. � E
ij 2 f 0; 1g: Energization status of edge

ij 2 E. � N
i 2 f 0; 1g: Energization status of nodei 2 B . � S

s 2 f 0; 1g: Energization status of

load sections 2 S.

3.1.1 Determining Optimal States

The optimal states of AVRs and capacitor banks can be obtained in the same manner

irrespective of whether these devices have remote control capabilities. For an AVR connected

between nodesk and j; k ! j , the voltages on these nodes may be expressed asV �
j =

a�
kj V �

k , wherea�
kj is the tap position of the AVR on phase� 2 f a; b; cg. Here the loss term

(�r �
kj P �

kj + �x �
kj Q�

kj ) present in the linearizedDistFlow power 
ow model [76] is ignored.a�
kj

can only take discrete values in the range [0:9; 1:1]. These taps provide� 0:1 p.u. voltage

regulation with a 0:00625 p.u. step. These 33 tap positions can be expressed using a 6-bit

code [77], which signi�cantly reduces the number of binary variables needed from 33 to 6

for every single phase AVR. For instance, the code 100000 represents tap +16, code 000000

represents tap -16 and code 010000 represents tap 0 or the neutral position. Thus, the

linearized voltage constraint for an AVR connected between nodesk and j is given by (3.1).

V �
j = V �

k (0:9 + 0:00625
5X

n=0

� �
kj;n (2)n ); � �

kj;n 2 f 0; 1g; kj 2 ER (3.1)

The products of binary variables� �
kj;n ; n 2 f 0; ::; 5g and the continuous voltage variableV �

k
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are linearized (3.2) using McCormick linearization [78]. The required upper and lower limits

of the continuous variable are set as the voltage limits (�V l ; �V u). The same linearization

approach is used henceforth to linearize products of binary and continuous variables.

�V l � �
kj;n � x �

kj;n � �V u � �
kj;n ; wherex �

kj;n = � �
kj;n V �

k

V �
k � (1 � � �

kj;n ) �V u � x �
kj;n � V �

k � (1 � � �
kj;n ) �V l (3.2)

Maximum allowable tap positions are restricted to 33 using (3.3). For gang-operated AVRs,

taps on all three phases are constrained to be equal by adding� a
kj;n = � b

kj;n = � c
kj;n .

5X

n=0

� �
kj;n (2)n � 32; kj 2 ER (3.3)

The state of a controllable capacitor bank� �
c;i ; i 2 Cc is included in the reactive power 
ow

expression of theDistFlow model as shown in (3.4).

X

h:h! i

Q�
hi =

X

j :i ! j

Q�
ij + QL;�

i + QG;�
i + � �

c;i
�QC;�

i ; 8i 2 Cc (3.4)

Upon solving the MILP dispatch or restoration algorithm after including constraints (3.1)-

(3.4), the optimal AVR tap positions â�
kj = 0:9+0:00625

P 5
n=0 � �

kj;n (2)n ; kj 2 ER and optimal

capacitor banks stateŝ� �
c;i ; i 2 Cc are obtained. If AVRs and capacitor banks have remote

control capabilities, then these optimal states can be directly communicated to them. This,

however, is not true for most rural and semi-urban distribution feeders and microgrids. The

optimal control approach proposed in this chapter generates optimal DER dispatches which

indirectly in
uence the automatic controllers of the AVRs and capacitor banks to move to

these optimal states.
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Figure 3.2: Line drop compensation in AVRs

3.1.2 Line Drop Compensation

AVRs use a line drop compensator (LDC) circuit to estimate the voltage at their load center

[28]. The parameterscp
kj , cs

kj , pkj , r �;v
kj and ; x �;v

kj of the LDC of any AVR connected between

nodesk and j; kj 2 ER are known. Using these pre-determined settings, the LDC estimates

the voltage at its load center by measuring its terminal voltage and current using (3.5) as

shown in Fig. 3.2.

V r;�
kj = V �

j =pkj � I �
jh cs

kj � (r �;v
kj + ix �;v

kj )=cp
kj (3.5)

LDC sends commands to change taps ifV r:�
kj falls outside V �;l

kj � D �;l
kj =2. If V r;�

kj < (V �;l
kj �

D �;l
kj =2), then taps are increased by roundinga�

kj to the nearest integer (3.6).

a�
kj = ( V �;l

kj � D �;l
kj =2 � V r;�

kj )=0:00625 (3.6)

Similarly, if V r;�
kj > (V �;l

kj + D �;l
kj =2), then LDC commands the AVR taps to be decreased and

a�
kj is given by (3.7).

a�
kj = ( V r;�

kj � V �;l
kj � D �;l

kj =2)=0:00625 (3.7)

This operation principle of LDC's has been used here to in
uence them to command their

AVRs to move to the optimal tap positions.
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3.1.3 Linearizing AVR Load Center Voltage Estimation

To be able to indirectly in
uence the LDC, it is important to add (3.5) as a constraint. Upon

conversion to per unit quantities, the LDC estimates the voltage drop to the load center as

I �
jh � (r �;v

kj + ix �;v
kj ). However, current is not a variable in linearized power 
ow models such

as theDistFlow model. Including current by usingI �
jh =

(P �
jh + iQ �

jh ) �

(V �
j ) � and using the complex

impedance will introduce non-linearities. Power 
ow models which include current as a

variable [79] have also been used in restoration algorithms but lead to a non-linear and non-

convex formulation which must then be simpli�ed [80]. TheDistFlow model is commonly

used in restoration algorithms [43] as this model is su�ciently accurate for grid optimization

tasks [81] and is easy to scale [82].

A closer examination of the voltage drop expression of the linearizedDistFlow model between

any two nodesj and h shows that it approximates the voltage drop across the line using

(3.8).

� V �
jh = I �

jh � (r �
jh + ix �

jh ) � P �
jh r �

jh + Q�
jh x �

jh (3.8)

The same can be used to approximate the voltage drop till the AVR's load center after

converting to per unit quantities using (3.9).

I �
jh � (r �;v

kj + ix �;v
kj ) � P �

jh r �;l
kj + Q�

jh x �;l
kj (3.9)

Here r �;l
kj + ix �;l

kj = ( r �;v
kj + ix �;v

kj ) � pkj =cp
kj represents the LDC's estimated line impedance till

the load center. Thus, the voltage at the load center can be estimated to be (3.10).

V r;�
kj = V �

j � P �
jh r �;l

kj � Q�
jh x �;l

kj = T1 (3.10)



3.1. Optimal Control Incorporating Unmonitored Automatic Voltage
Controllers 49

Figure 3.3: [a] NM demand stages during restoration; [b] demand increase due to CLPU; [c]
proposed NM load demand model (CLPU + NM demand stages)

3.1.4 Constraints to In
uence AVRs to Move to Optimal Tap Po-

sitions

While LDC determines tap position based on estimated load center voltage, the objective

here is the opposite. The optimal tap position is available and the LDC must be made

to estimate the corresponding load center voltage. This is achieved using the constraints

developed here which generate DER dispatches that in
uence the terminal voltage and line


ow of AVRs. These terminal quantities are such that the LDC will command its AVR

to move to the optimal tap position. Thus, whenâ�
kj is evaluated to be higher than the

neutral tap position by the MILP dispatch or restoration algorithm, the voltage at the load

center should beV r;�
kj = V �;l

kj � D �;l
kj =2 � â�

kj � 0:00625 using (6), in order to make the LDC

to command the AVR to move to â�
kj . Here V r;�

kj is replaced with T1 and â�
kj � 0:00625 is

replaced with T2 = ((0 :9 + 0:00625
P 5

n=0 � �
kj;n (2)n ) � 1). Thus, the equality constraint to be

added to move an AVR to higher tap positions is given by (3.11).

T1 = V �;l
kj � D �;l

kj =2 � T 2 (3.11)

Similarly when â�
kj is evaluated to be lower than the neutral tap tap position, the voltage at
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the load center should beV r;�
kj = V �;l

kj + D �;l
kj =2 + â�

kj � 0:00625. Thus, the equality constraint

to be added to move an AVR to lower tap positions is given by (3.12).

T1 = V �;l
kj + D �;l

kj =2 � T 2 (3.12)

3.1.5 Automating Constraint Selection

Based on whether AVR taps have to be increased (3.11) or decreased (3.12), a di�erent

constraint needs to be applied. Since tap positions ^a�
kj are decision variables, an approach

is needed to automatically select the correct constraint. It is achieved here by making use

of the 6-bit binary code used for determining the optimal tap positions in (1). The code

010000 represents the neutral tap position. Thus, the �fth binary variable� �
kj; 4; kj 2 ER

must be 1 for all positive tap positions. The only exception is the +16th tap position for

which � �
kj; 4 = 0 but � �

kj; 5 = 1. Thus, to select the correct constraint automatically, (3.11) and

(3.12) are replaced with (3.13)-(3.15), whereM is a large number. Extremely largeM values

can lead to numerical instability andM = 1 was found to be su�cient for these constraints.

This is because these constraints are inp:u: and are trying to determine the tap position

which minimizes the di�erence from the estimated load center voltage given byT1. Thus,

the value of the expression should be signi�cantly less than one.

� M (1 � � �
kj; 4) � T 1 � V �;l

kj + D �;l
kj =2 + T2 � M (1 � � �

kj; 4) (3.13)

� M (1 � � �
kj; 5) � T 1 � V �;l

kj + D �;l
kj =2 + T2 � M (1 � � �

kj; 5) (3.14)

� M
5X

n=4

� �
kj;n � T 1 � V �;l

kj � D �;l
kj =2 + T2 � M

5X

n=4

� �
kj;n (3.15)
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3.1.6 Optimal Control of Automatic Capacitor Banks

Capacitor banks switch ON when their PCC voltage falls below a threshold (V �
i < V �;on

i ; i 2

Cc) and turn OFF when their PCC voltage exceeds a threshold (V �
i > V �;of

i ; i 2 Cc). Based

on the optimally evaluated state of the capacitor bank̂� �
c;i ; i 2 Cc, constraints (3.16) and

(3.17) ensure turn ON or OFF of the capacitor bank.

� M (1 � � �
c;i ) � V �

i � V �;on
i � M (1 � � �

c;i ) (3.16)

� M� �
c;i � V �

i � V �;of
i � M� �

c;i (3.17)

3.2 NM Load Model

Demand generation imbalance due to inaccurate demand forecasts can impact the stability

of a microgrid during service restoration. It is shown here that NM load demand can vary

signi�cantly during restoration from their historical pro�les. For any NM load, the net

demand (pn
i;t ) at any time t is available via AMI and is related to the actual demand (pd

i;t )

and solar generation (pg
i;t ) by (3.18).

pn
i;t = pd

i;t � pg
i;t (3.18)

It will be shown here that the disaggregation of this NM time series into actual demand

and generation time series is essential for including CLPU phenomenon and demand stages

during microgrid restoration. The main contribution is the development of a generalized time

dependent NM load demand model, which completely describes the behavior of NM loads

during microgrid restoration in accordance with the IEEE 1547 standard and incorporates



52 Chapter 3. Optimal Service Restoration of Microgrids

Figure 3.4: Flow chart summarizing the approach for creating the proposed NM demand
model.

the CLPU phenomenon.

3.2.1 CLPU Phenomenon and NM loads

In the CLPU model here [50], as shown in Fig. 3.3[b], the TCL demand isD p1
l when it

is restored at time point tp1 . The demand then increases linearly to peak demandD p2
l at

tp2 , as more TCLs turn ON. D p1
l < D p2

l as diversity is not completely lost due to the short

outage duration. The demand then decreases gradually to the pre-outage demand levelD 0
l

and stays there aftertp4 as TCL diversity is restored. The behavior between time points

tp2 and tp4 can be modeled using a polynomial functionh(y). Using the DEM model as the

basis, the complete CLPU curve is modeled using (3.19)-(3.21), for any timek 2 K with a

� t time step between restoration intervals [50].

Gl (k) = [ D p1
l +

D p2
l � D p1

l

tp2 � tp1
(k � 1)� t](1 � x(R1

l;k ))
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+ h(R1
l;k )x(R1

l;k )(1 � x(R2
l;k )) + x(R2

l;k )D 0
l (3.19)

wherex(j ); R1
l;k and R2

l;k are de�ned as,

x(j ) =

8
>><

>>:

1 ; if j > 0

0 ; if j � 0
(3.20)

R1
l;k = ( k � 1)� t � (tp2 � tp1 ); R2

l;k = ( k � 1)� t � (tp4 � tp1 ) (3.21)

Equation (3.19) shows that this CLPU model is a function of the pre-outage demandD 0
l .

The challenge however with NM loads is that only the net demand is available, whereasD 0
l

is a function of the actual demand. This requires disaggregation of NM demand time series

into actual demand and solar generation time series.

3.2.2 Microgrid Restoration Stages with NM Loads

The demand observed for an NM load during the restoration process, as shown in Fig. 3.3[a],

can be divided into four stages. Prior to the outage, in stageS1, the net demand is available.

In stage S2, the load is de-energized.S2 continues until the NM load is energized by the

restoration algorithm. In stage S3, when the NM load is restored, the actual demand is

observed instead of net demand. This is because the PV systems stay o�ine due to their

default `enter service delay'as per IEEE 1547-2018 [47]. As per IEEE 1547, by default any

type of DER after being de-energized is allowed to enter service only when microgrid voltages

and frequency are within allowable thresholds during normal or post-restoration conditions

[47]. The default delay is 5 minutes and can be up to 16 minutes. Finally, in stageS4, PV

systems come back online after their `enter service delay' and the NM demand is observed.
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StageS3 is critical, as sudden energization of loads create transients. Inaccurate dispatch of

DERs based on net demand forecasts can lead to frequency instability [26] and restoration

failure. This further necessitates disaggregation of NM time series.

NM load demand will thus vary signi�cantly during each time interval after restoration

until diversity is restored. Instead of the expected net demand, the actual demand will be

observed initially as PV systems are o�ine. This demand will be further increased due to

the CLPU phenomenon. Eventually as PV systems will come back online, the summation of

net demand and demand changes due to CLPU will be observed. The approach for obtaining

this combined demand curve is described next and has been summarized in the 
ow chart

shown in Fig. 3.4.

3.2.3 Disaggregation of NM Time Series

Loads in a microgrid cannot be restored individually as all loads are not connected via

remotely operable switches. As shown in Fig. 3.6, all the NM loads downstream of a switch,

referred to as a load section (LS), are energized together [49],[83]. Given NM time series of

all the loads in a LS, and the forecast for either their solar generation or actual demand, the

other can be obtained by taking the di�erence. The problem then is to estimate both solar

generation and actual demand of each NM load in a LS given only their NM time series.

In this chapter, a systematic approach is proposed for placing a solar generation measurement

meter based on correlation in historical NM time series data, for disaggregating the solar

generation and actual demand of each NM load. The correlation coe�cient� i;j between any

i th and j th NM loads can be found by taking the ratio of the covarianceci;j with the standard

deviationssi and sj of their historical NM time series of lengthN . ~pn
i ; ~pn

j are the arithmetic



3.2. NM Load Model 55

means of the historical NM time series of loadsi and j respectively.

� i;j =
ci;j

si sj
; whereci;j =

P N
k=1 (pn

i;k � ~pn
i )(pn

j;k � ~pn
j )

N � 1
(3.22)

Assuming perfect correlation between the NM time series of these customers, i.e.,� i;j = 1,

these two random variables can be shown to be linearly related with each otherpn
i = ai pn

j ; ai 2

R as proved in Appendix A. Then using (3.18),

pn
i = ai pn

j =) pd
i � pg

i = ai pd
j � ai p

g
j (3.23)

However, � i;j < 1, primarily due to the di�erent demand patterns of NM loads in a LS. As

described in Appendix A, the solar generation pro�les are more correlated in geographically

small load sections due to similar cloud patterns. Thus, most of the correlation observed

in NM time series would be due to the correlation in solar generation pro�les. A solar

generation meter can be placed at the NM load showing the highest average correlation in

historical NM time series data with all other loads in the LS. The solar pro�le of thisj th

NM load pg
j can serve as the representative solar pro�le for all the NM loads in the LS. A

scaling factorai is obtained for each NM load in the LS to account for di�erent kVA ratings

and seasonal factors such as soiling of PV panels.ai is obtained using the historical NM

time series of lengthN , by taking the partial derivative of the sum of squared errors with

respect toai (3.24). Since most of the correlation in NM time series is expected to be because

of solar generation, theai parameters obtained using only the NM time series data should

be accurate for estimating solar generation pro�le of each customer usingpg
j . Results to

validate the e�ectiveness of this approach in estimating solar generation pro�les are shown
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in Appendix A.2.

@
P N

k=1 (pn
i;k � ai pn

j;k )2

@ai
= 0 ) ai =

P N
k=1 pn

j;k pn
i;k

P N
k=1 (pn

j;k )2
(3.24)

Using the scaling factorai , the disaggregated solar generation of each NM load ispg
i = ai p

g
j

and the disaggregated actual demand ispd
i = pn

i + ai p
g
j . The disaggregated solar generation

and actual demand pro�les of the previous week can be used to obtain the order and pa-

rameters of the auto regressive moving average (ARMA) model [84] for generating demand

forecasts.

During an outage, the obtained ARMA model andai can be used to obtain the demand

during all four restoration stagesP̂i (k); k 2 K for any i th NM load in the LS. In the pre-

outage stageS1 as shown in Fig. 3.3[a], the NM time seriesPn;S1
i and the representative

solar generation time seriesPg;S1
j of length K S1 are available. These are used to obtain

the disaggregated solar generation pro�lePg;S1
i = ai P

g;S1
j and the actual demand pro�le

Pd;S1
i = Pn;S1

i + ai P
g;S1
j . The ARMA model can then be used to obtain solar generation̂Pg;K

i

and actual demand forecastŝPd;K
i for K future restoration time steps.

Using these forecasts, the forecasted demand in stageS2 is P̂S2
i (k) = 0 ; k 2 f 1; ::; K S2 g

whereK S2 is the time interval when the LS is energized by the restoration algorithm. The

forecasted demand in stageS3 is the actual demand forecast as PVs are o�ine (3.25).

P̂S3
i (k) = P̂d;K

i (k); k 2 f K S2 + 1; ::; K S3 g (3.25)

The duration of stageS3, K S3 � K S2 is equal to the`enter service delay'as per IEEE 1547-

2018. Finally, the forecasted demand in stageS4 will be the net demand as PV systems are
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back online (3.26).

P̂S4
i (k) = P̂d;K

i (k) � P̂g;K
i (k); k 2 f K S3 + 1; ::; K g (3.26)

The forecasted demand during theK restoration steps is given by (3.27).

P̂i (k) = f P̂S3
i (k); P̂S4

i (k)g; k 2 K (3.27)

3.2.4 Generalized Time Dependent NM Load Demand Model

Using the disaggregated pre-outage actual demand time seriesPd;S1
l , the pre-outage demand

D 0
l required for determining the CLPU curveGl (k); k 2 K for any l th NM load can be

obtained asD 0
l = Pd;S1

l (K S1 ). The generalized time dependent NM load demand model

for the l th NM load can now be obtained by summing the forecasted demand during theK

restoration stepsP̂l (k) and the CLPU curve Gl (k) scaled by TCL percentagegl , �M L
l (k) =

glGl (k) + P̂l (k) as shown in (3.28), (3.29).

�M L
l (k) = gl �

�
[D p1

l +
D p2

l � D p1
l

tp2 � tp1
(k � 1)� t](1 � x(R1

l;k ))

+ h(R1
l;k )x(R1

l;k )(1 � x(R2
l;k )) + x(R2

l;k )Pd;S1
l (K S1 )

�
+

�
P̂d;K

l (k)(1 � x(R3
l;k )) + ( P̂d;K

l (k) � P̂g;K
l (k))x(R3

l;k )
�

(3.28)
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wherex(j ), R1
l;k and R2

l;k are given by (3.20) and (3.21) andR3
l;k is given by (3.29).

R3
l;k = k� t � (tp3 � tp1 ) (3.29)

It should be noted that this model is valid irrespective of whethertp3 is larger or smaller

than tp2 . These demand curves�M L
l (k) as shown in Fig. 3.3[c], are obtained for all NM loads

before running the microgrid restoration algorithm. Constraints to automatically select the

correct demand from the curve based on when a NM load gets energized are presented in

section IV.

3.3 Sequential Microgrid Restoration Algorithm

The algorithm presented here incorporates the proposed voltage regulating device constraints

and NM load demand curves within sequential MILP based optimal microgrid restoration

algorithms [85] and [49]. By adding constraints (3.1)-(3.4) and (3.13)-(3.17) to an MILP

based dispatch or restoration algorithm, the optimal taps ^a�
kj and capacitor bank states

�̂ �
c;i ; i 2 Cc, required to optimize the objective function are determined. Simultaneously,

optimal DER dispatches are obtained which cause such voltages and power 
ows at the

PCC of each AVR, such that its LDC estimates a load center voltage which will necessitate

moving taps to â�
kj . Optimal DER dispatches will also create desired PCC voltages for

capacitor banks to make them switch to the optimal state. While this proposed approach is

su�cient for optimally controlling automatic AVRs and capacitor banks for optimal dispatch

applications, additional points need to be considered while integrating it with MILP based

optimal sequential microgrid restoration algorithms.

A. Pre-outage State Estimation of Voltage Regulation Devices:



3.3. Sequential Microgrid Restoration Algorithm 59

The time step when a voltage regulation device will be restored is determined by the algo-

rithm. At this �rst energization interval their pre-outage states need to be considered while

dispatching the DERs. This is because their taps are operated using a motor and will thus

stay locked in their pre-outage state during an outage. Moreover, due to the default time

delays of their automatic controllers, these devices cannot be optimally controlled from the

�rst energization interval itself. An MILP based approach is proposed here to utilize the

limited line 
ow and voltage measurements from residential AMI meters to estimate pre-

outage states of these devices.

Objective function: The objective function minimizes the di�erences between the limited

pre-outage measurements and their corresponding variables (3.30). The least absolute value

estimator which is accurate for state estimation has been used [83].

min
X

� 2f a;b;cg

(
X

ij 2EM

j �P �
ij � P �

ij j +
X

ij 2EM

j �Q�
ij � Q�

ij j+

X

i 2B M

j �V �
i � V �

i j); EM � E ; BM � B (3.30)

The non-linear absolute value function needs to be linearized. The voltage term in (3.30)

for instance is linearized by adding (3.31), wherevi = j �V �
i � V �

i j.

�V �
i � V �

i � vi ; and � ( �V �
i � V �

i ) � vi (3.31)

Constraints on voltage regulation devices: Capacitor banks and AVRs are included using

(3.1)-(3.4). However both the capacitor bank's state� c;i and capacityq�
c;i , in case the capac-

itor bank has steps, are included as variables in (3.4).

Power 
ow constraints: The real and reactive line 
ows for the edges and nodal voltages



60 Chapter 3. Optimal Service Restoration of Microgrids

for the nodes without voltage regulation devices are incorporated in the linearizedDistFlow

model [76]. These constraints (3.32) also help in de�ning the microgrid topology.

X

h:h! i

P �
hi =

X

j :i ! j

P �
ij + �PL;�

i + �PG;�
i ; 8i 2 B

X

h:h! i

Q�
hi =

X

j :i ! j

Q�
ij + �QL;�

i + �QG;�
i ; 8i 2 BnC

X

h:h! i

Q�
hi =

X

j :i ! j

Q�
ij + �QL;�

i + �QG;�
i + �QC;�

i ; 8i 2 CnCc

V �
i = V �

j + �r �
ij P �

ij + �x �
ij Q�

ij ; 8ij 2 EnER (3.32)

Upon solving the MILP formulation, the estimated pre-outage tap positions of each AVR

�a�
ij = 0:9 + 0:00625

P 5
n=0 � �

ij;n (2)n ; ij 2 ER , and the estimated pre-outage states and kVAR

values of each controllable capacitor bank�� �
c;i ; �q�

c;i ; i 2 Cc are obtained. This step is completed

prior to running the restoration algorithm and the bars on these estimates indicate that

these will be used as parameters in the sequential microgrid restoration algorithm. Once

the pre-outage state estimates and demand curves (3.28) are available for all NM loads,

the restoration algorithm can be solved. The proposed MILP based formulation has been

summarized in the 
ow chart shown in Fig. 3.5.

B. Objective Function for Restoration Algorithm:

The objective function (3.33) aims to maximize the total energy restored over theK restora-

tion time steps. Critical loads can be assigned a weight (�cL;�
i ) to ensure these are restored
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Figure 3.5: Flow chart summarizing the proposed MILP based sequential microgrid restora-
tion algorithm.

earlier. As described in appendix A.3, the loads within a load section are restored together.

Thus, if there are more critical loads in a load section its weighting factor will be higher and

will be restored earlier. All loads have the same priority in the case study to highlight the

impact of NM demand curves and automatic voltage controllers.

max(
KX

k=1

NX

i =1

X

� 2f a;b;cg

�cL;�
i � PL;�

i;k � � �t) (3.33)

C. AVR and Capacitor Bank Constraints:

After a voltage regulation device has been restored att = t r 2 K , while considering its

estimated pre-outage state for dispatching DERs, it must then be optimally controlled from

t = t r + 1 onwards using the approach presented in section 3.1. An approach is needed to
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ensure that estimated pre-outage states are used only in the �rst energization interval and

states are controlled at their optimal positions from the second interval onwards. Finally,

from the third interval onwards undesirable changes from the optimal tap positions and states

of capacitor banks should be prevented. These logic propositions need to be integrated within

the sequential microgrid service restoration algorithm because the restoration time interval

itself is a decision variable. This is achieved here by building upon the big-M method. The

pre-outage state for AVRs (�a�
ij ; ij 2 ER) is inlcuded using constraint (3.34) for allk 2 K .

The term (
P k

p=1 � E
ij;p � 1) is zero only at the �rst energization interval.

� M (
kX

p=1

� E
ij;p � 1) � V �

j;k � �a�
ij V �

i;k � M (
kX

p=1

� E
ij;p � 1) (3.34)

Pre-outage states of capacitor banks (�� �
c;i ; �q�

c;i ; i 2 Cc) are included using (3.35), whereT3 =

(
P k

p=1 � N
i;p � 1); 8k 2 K .

X

h:h! i

Q�
hi;k � (

X

j :i ! j

Q�
ij;k + QL;�

i;k + QG;�
i;k + �� �

c;i �q
�
c;i ) � M T3

X

h:h! i

Q�
hi;k � (

X

j :i ! j

Q�
ij;k + QL;�

i;k + QG;�
i;k + �� �

c;i �q
�
c;i ) � � M T3 (3.35)

The nodes connected to the AVRs and capacitor banks are not disconnected after being

energized. This is ensured by using (3.36) and (3.37). In fact these constraints ensure that

all edges and nodes stay energized after being restored.

� E
ij;k � � E

ij;k � 1 � 0; k > 1; 8(ij ) 2 E (3.36)

� N
i;k � � N

i;k � 1 � 0; k > 1; 8i 2 B (3.37)
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From the second interval onwards, the optimal tap positions of AVRs (8ij 2 ER ; k > 1) are

evaluated using (3.38)-(3.39). For 3-phase AVRs, taps on all three phases are constrained

to be equal by adding� a
ij;n;k = � b

ij;n;k = � c
ij;n;k . The AVR PCC voltages and line 
ows are

controlled using constraints (3.40)-(3.42) to move taps to their optimal positions. The term

T4 = (2 � E
ij;k � 1 � 1�

P k
p=1 � E

ij;p +
P k� 1

p=1 � E
ij;p ) ensures that constraints (3.38)-(3.42) are satis�ed

at equality only from the second AVR energization interval onwards. HereT5 = (1 � � �
ij; 4;k ),

T6 = (1 � � �
ij; 5;k ) and T7 = (

P 5
n=4 � �

ij;n;k ) as described in section 3.1.

� M T4 � V �
j;k � V �

i;k (0:9 + 0:00625
5X

n=0

� �
ij;n;k (2)n ) � M T4 (3.38)

� M T4 �
5X

n=0

� �
ij;n;k (2)n � 32 + M T4 (3.39)

� M (T4 + T5) � T 1 � V �;l
ij + D �;l

ij =2 + T2 � M (T4 + T5) (3.40)

� M (T4 + T6) � T 1 � V �;l
ij + D �;l

ij =2 + T2 � M (T4 + T6) (3.41)

� M (T4 + T7) � T 1 � V �;l
ij � D �;l

ij =2 + T2 � M (T4 + T7) (3.42)

Once the AVRs have been moved to their optimal tap positions, these are maintained in those

positions for the remaining restoration intervals (8ij 2 ER ; k > 2) to prevent undesirable tap

changes using constraint (3.43), whereT8 = (3 � E
ij;k � 2 � 1 �

P k
p=1 � E

ij;p +
P k� 2

p=1 � E
ij;p ).

� M T8 � � ij;n;k � � ij;n;k � 1 � M T8; 8n 2 f 0; ::; 5g (3.43)

For all capacitor banks the optimal state (ON or OFF) is determined using (3.44), where

T9 = (
P k

p=1 � N
i;p � 2). As described in section 3.1, the capacitor bank is controlled to reach
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the optimal state using (3.45), (3.46).

� M T9 �
X

h:h! i

Q�
hi;k � (

X

j :i ! j

Q�
ij;k + QL;�

i;k + QG;�
i;k

+ � c;�
i;k

�QC;�
i ) � M T9; 8i 2 Cc; k > 1 (3.44)

� M (T9 + 1 � � c;�
i;k ) � V �

i;k � V �;on
i � M (T9 + 1 � � c;�

i;k ) (3.45)

� M (T9 + � c;�
i;k ) � V �

i;k � V �;of
i � M (T9 + � c;�

i;k ) (3.46)

It should be noted that unlike AVRs where constraints (3.38)-(3.42) must be applied con-

tinuously to maintain taps in their optimal positions, for capacitor banks constraints (3.44)-

(3.46) only have to be applied at their second restoration interval. Thereafter capac-

itor banks' nodal voltages are maintained within their dead bands using (3.47), where

T10 = (3 � N
i;k � 2 � 1 �

P k
p=1 � N

i;p +
P k� 2

p=1 � N
i;p ). This is because capacitor banks tend to have

larger dead bands and maintaining their PCC voltage continuously beyond their ON or OFF

thresholds can lead to infeasibility.

� M T10 + �V �;on
i � V �

i;k � �V �;of
i + M T10; 8i 2 Cc; k > 2 (3.47)

D. NM Load Constraints:

The combined NM and CLPU curves (�M L;�
i ) are generated for eachi th NM load using (28)

as described in section 3.2, before running the microgrid restoration algorithm. These curves

thus act as parameters for the restoration algorithm. However, the point on the demand

curve to be selected at each restoration step is determined by the restoration algorithm based

on when the NM load is energized. This is achieved using (3.48) which has been adapted

from [49] to work with non-monotonically decreasing demand curves as well. Here�PL;�
i ; �QL;�

i
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are the rated real and reactive power demands of the NM load.

PL;�
i;k = �PL;�

i (� N
i;k

�M L;�
i; 1 �

kX

p=1

� M L;�
i (p)� N

i;k � p+1 )

QL;�
i;k = �QL;�

i (� N
i;k

�M L;�
i; 1 �

kX

p=1

� M L;�
i (p)� N

i;k � p+1 )

where; � M L;�
i (p) =

8
>><

>>:

0 ; if p = 1

�M L;�
i;p � 1 � �M L;�

i;p ; if p > 1
(3.48)

Linearized power 
ow constraints such as (3.32) are added for non-voltage regulation device

nodes. Additionally, demand generation balance, maximum and minimum generation lim-

its, voltage, and line loading limits are added as constraints. Connectivity and sequencing

constraints [85] to ensure the creation of a feasible radial microgrid topology while utilizing

the normally open tie-switches are also included. These constraints have been shown in

appendix A.3.

E. Algorithmic Complexity:

The proposed sequential microgrid restoration algorithm is formulated as a MILP. MILP is

a NP-hard problem and is solved using the branch-and-bound algorithm which divides the

problem into several linear programming (LP) sub problems by forming a search tree [86].

The complexity of MILP problems can be enhanced by tightening and compactness [87].

The use of connectivity and sequencing constraints where multiple loads are grouped in load

sections as shown in Appendix A.3 and the developed AVR and capacitor bank constraints
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help in tightening the problem by reducing the distance between the LP relaxations and the

feasible integer solutions. However, adding too many constraints can increase the problem

size since the size of each LP increases which increases the search space.

Reducing the problem size by reducing the number of constraints and the number of binary

variables can reduce the computational burden, speeding up the search process [88]. Multiple

contributions have been made here to reduce the problem size such as by the development

of terms T4 and T8. For instance, in the absence ofT4, (3.38) will have to be split into two

constraints (3.49) and (3.50). Here (3.49) ensures that this constraint is satis�ed at equality

only from the second energization interval onwards. (3.50) is needed to ensure that this

constraint is not applied while� E
ij;k = 0. Thus, constraints (3.38)-(3.47) are reduced by half

for each phase of each AVR at every restoration interval using the proposed approach.

� M (� E
ij;k � � E

ij;k � 1) � V �
j;k � V �

i;k (0:9 + 0:00625
5X

n=0

� �
ij;n;k 2n )

� M (� E
ij;k � � E

ij;k � 1); 8ij 2 ER ; k > 1 (3.49)

� M (
kX

p=1

� E
ij;p � 2) � V �

j;k � V �
i;k (0:9 + 0:00625

5X

n=0

� �
ij;n;k 2n )

� M (
kX

p=1

� E
ij;p � 2); 8ij 2 ER ; k > 1 (3.50)

The number of binary variables is reduced signi�cantly using the 6-bit binary code ap-

proach instead of using 33 binary variables for each phase of each AVR at every restoration

interval. Using 33 binary variables, constraints (3.38)-(3.43) will change to (3.51)-(3.55).

Heret = [0:9; 0:90625; :::; 1; :::; 1:09375; 1:1]33 represents the 33 tap position multiplers and a

corresponding vector of 33 binary variablesa = [ � �
ij; 1;k ; � �

ij; 2;k ; :::; � �
ij; 33;k ]33. The correspond-
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Figure 3.6: Extended IEEE 123-node test feeder in OpenDSS used as a microgrid

ing terms will also have to be updated as followsT 0
2 = ( aT t � 1), T 0

5 =
P 16

n=1 � �
ij;n;k and

T 0
6 = (1 �

P 16
n=1 � �

ij;n;k ). (3.52) ensures only one of the 33 taps is selected at a time. Results

on complexity enhancement using the proposed algorithm are presented in section V.

� M T4 � V �
j;k � V �

i;k aT t � M T4 (3.51)

� M T4 �
33X

n=1

� �
ij;n;k � 1 � M T4 (3.52)

� M (T4 + T 0
5 ) � T 1 � V �;l

ij + D �;l
ij =2 + T 0

2 � M (T4 + T 0
5 ) (3.53)

� M (T4 + T 0
6 ) � T 1 � V �;l

ij � D �;l
ij =2 + T 0

2 � M (T4 + T 0
6 ) (3.54)

� M T8 � � ij;n;k � � ij;n;k � 1 � M T8; 8n 2 f 1; ::; 33g (3.55)

3.4 Case Study

The proposed method has been validated using the IEEE 123-node distribution system

model as a microgrid in OpenDSS. This 3-phase unbalanced non-linear power 
ow model

has detailed models for loads, generators, AVRs with LDCs, capacitor banks and their

localized controllers, and other power delivery and conversion equipment. The �r �
ij + j �x �

ij
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Figure 3.7: Histogram of nodal voltages in IEEE 123-node system when AVR taps (a) are
considered, (b) not considered, while optimally dispatching DERs

parameters are determined once at the peak loading condition using �r �
ij = real(

V �
i � V �

j

I �
ij

) and

�x �
ij = imag(

V �
i � V �

j

I �
ij

). The linearized power 
ow algorithm requires traversing the nodes of

the directed graph in order which is done using breadth �rst search. The feeder has a 3-

phase AVR on bus 150, a 1-phase AVR on bus 9, two 1-phase AVRs on bus 25 and three

1-phase AVRs on bus 160 as shown in Fig. 3.6. The AVRs have unmonitored automatic

LDCs with no remote-control capabilities and have unique �r �;v
kj ; �x �;v

kj ; �V �;l
kj and �D �;l

kj settings. A

voltage-based controller is added to one of the four capacitor banks for testing the method.

The presence of 2 normally open tie switches and 7 normally closed switches creates 7 load

sections in the microgrid. All the 91 loads have a small rooftop PV system making them

NM loads and 5 large dispatchable DERs have been added randomly in the load sections.

3.4.1 Impact of Voltage Regulation Devices' States on Voltages

To demonstrate the importance of considering device states during microgrid restoration,

an outage is created in the 123-node OpenDSS model during high loading conditions. The

AVRs are locked in higher tap positions and the capacitor banks are ON. Two optimal

power 
ow (OPF) problems are solved. In the �rst OPF, states are estimated using the

MILP formulation proposed in section 3.1 and are used while dispatching DERs. In the

second OPF, DERs are dispatched assuming all devices are in the neutral position as is

typically done. Both OPFs converge, however, on applying their optimal DER dispatch in
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Figure 3.8: Tap estimation results with limited measurements using MILP formulation pro-
posed in section 3.3

the OpenDSS model, only the �rst OPF is able to maintain voltages within the desired ANSI

A Range as shown in Fig. 3.7(a). Much higher voltages are observed when device states are

not considered as can be seen in Fig. 3.7(b). Such high voltages can trip inverters leading

to microgrid service restoration failure.

3.4.2 Quasi Static Time Series Validations using OpenDSS

Quasi Static Time Series (QSTS) simulations [89] are performed at 1-minute resolution for

several hours in the OpenDSS model with unique load and PV irradiance pro�les. Intermit-

tency in solar generation results in bidirectional power 
ows and voltage changes causing the

AVRs to change tap positions. The controllable capacitor bank stays in the OFF position.

These QSTS simulations are used to validate the e�ectiveness of the method proposed in

section 3.1.

In the �rst QSTS simulation, limited line 
ow and voltage measurements are used to estimate

device states using the MILP formulation proposed in section 3.3. The randomly chosen lines

and buses shown in red in Fig. 3.6 do not have AMI meters. Fig. 3.8 shows a comparison of

the actual tap positions observed in OpenDSS and the estimated tap positions. The proposed



70 Chapter 3. Optimal Service Restoration of Microgrids

Figure 3.9: Taps controlled at neutral position (tap=0) throughout the QSTS simulation
using the method proposed in section 3.1

MILP formulation can accurately estimate tap positions throughout the QSTS simulation,

with a maximum deviation of only 1 tap position out of the 33 possible tap positions.

The QSTS simulations are performed again, and in this second run, DERs are dispatched

optimally while controlling the AVRs to be at the neutral position (tap=0) using the optimal

control approach proposed in section 3.1. Fig. 3.9 shows a comparison of the uncontrolled

tap positions, the controlled tap positions, and the desired tap position. The proposed

method can control the tap positions of all the unmonitored AVRs with automatic LDC's at

the desired neutral tap position. Minor deviations observed are due to the use of linearized

power 
ow versus the non-linear power 
ow used in OpenDSS. The controllable capacitor

bank also stays in the OFF position throughout the QSTS simulation. Solving each OPF to

estimate device states takes 0.7 seconds on average and it takes 0.33 seconds to solve each

OPF for controlling device states. OPF is formulated in the Python package PYOMO and

the GLPK solver is used.
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Figure 3.10: [a] Restoration sequence of load sections and their demand during each microgrid
restoration interval; [b] Switches energized to restore all load sections of the microgrid

3.4.3 Sequential Microgrid Restoration Results

Sequential microgrid restoration is completed inK = 6 time intervals using the proposed

method. AVRs are locked at their respective pre-outage tap positions of time interval 1

as shown in Fig. 3.8. All loads are NM loads with a 40% TCL percentage [50]. Pecan

Street database [90] is used to obtain solar generation and demand pro�les for the NM

loads. Using the method proposed in section 3.3, demand forecasts�M L
i (k) which include the

CLPU demand, are obtained for each NM load for the 6 restoration intervals.

The switches energized to restore all 7 load sections and the sequence in which they are

energized can be seen in Fig. 3.10. This �gure shows that the demand of each load section

follows the expected pattern shown in Fig. 3.3[c]. For instance, LS3 is energized at interval

3 and shows high demand due to the combined e�ect of PVs being o�ine and CLPU. The

demand then increases to peak demand in interval 4 as TCL diversity is lost. Then from

interval 5 onwards the PV systems are back online after their̀enter service delay'and

demand reduces. Fig. 3.10[b] shows that normally open tie switches are used to meet all the

constraints while maintaining a radial topology.

Figure 3.11 presents a comparison of the forecasted versus actual demands observed during

the 6 restoration intervals. Theactual demandis obtained by summing the demand, solar

generation and the CLPU demand. The forecasted demand using the proposed disaggre-

gation method (Proposed Disagg) in section 3.2 required only one solar generation meter
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Figure 3.11: Comparison of actual demand with demand forecasts obtained using the ap-
proach proposed in section 3.2, disaggregation approach in [1], and only NM time series
data.

Figure 3.12: AVR tap positions during microgrid restoration with and without the proposed
optimal control approach

per load section. This meter is deployed at the NM load exhibiting the highest average

correlation in historical NM time series data with all other NM loads in the load section.

The Proposed Disaggdemand is compared with the disaggregation approach (Ref. Disagg)

proposed in [1]. 3 randomly deployed solar generation meters per load section are used for

the Ref. Disaggapproach. The demand forecasts using only the historical NM time series

(NM Only), while ignoring the `enter service delay'and CLPU phenomenon are also pre-

sented. TheProposed Disaggapproach generates the most accurate NM demand forecasts

in all 6 restoration time intervals. The accuracy of forecasts obtained using theRef. Disagg

approach decreases signi�cantly as time horizon increases. Using only the NM time series-

based forecasts causes large demand generation imbalance, leading to frequency instability

and restoration failure.
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