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Virginia Tech responds to Anthem 
data breach 
The following is an open feller.from Associate Vice President 
for Human Resource Hal l111in lo the university community. 
Dear colleague, 

You may have already heard that Anthem - the 
Commonwealth's primary health insurance provider and the 
health insurance company used by the vast majority of our 
employees - experienced a m~jor data breach. Virginia Tech 
does not manage the Anthem health insurance contract. The 
contract is 1'nanaged by the Commonwealth's Depaitment of 
Human Resources Management. 

We learned about the breach in this morning's news cycle, 
and received no prior information about it from the 
Commonwealth's Department of Human Resources 
Management or Anthem. The information we do know is all 
contained on this site from Anthem: www.anthemfacts.com/. 

The FAQ section of the site above explains that it may be 
several weeks before the individuals who have been impacted 
are contacted by Anthem. We are working closely with the 
Commonwealth's Department of Human Resources 
Management to better understand Anthem's next steps. In the 
end, however, Anthem is in the driver's seal with 
communications about how to resolve this situation. They are 
responsible for what happened and responsible for 
communicating with the up to 80 million individuals who may 
have been impacted. 

We care deeply about the security of the personal information 
of our current and former employees. and only hope that 
Anthem's investigation finds that there was a limited impact on 
our community. We are committed to keeping you informed in 
the coming weeks as we become better informed about the 
scope of the issue and Anthem's response. 

Anthem has established a dedicated toll-free number and 
website that current and former Anthem customers can use if 
they have questions related to this incident. If you have any 
questions, orneed assistance, please call 1-877-263-7995 or 
visit www.anthemfacts.com. 

Thank you, 
Hal Irvin, Associate Vice President 
Department of Human Resources 

Whistle Blower Protection Act 
Program/Whistle Blower Reward 
Fund 
The following is an open leller sen/ lo all s/a/e employees on 
Feb. 3. 
Dear Fellow State Employees: 

Citizens of the Commonwealth of Virginia (Commonwealth) 
can make significant contributions in promoting the highest 
level of ethics and principles in state government. The Office 
of the State Inspector General (OSIG) wants to hear from 
Commonwealth employees and citizens who have observed 
wrongdoing, fraud, and/or abuse in state agencies and have 

something to say about it. 
Not just for state employees anymore: Originally only 

applicable to employees of state government, the Whistle 
Blower Protection Act (WBPA) of2009 was amended in 2014 
to apply to all Commonwealth citizens who make "good faith 
reports" of instances of wrongdoing, fraud, and/or abuse 
committed by state agencies or independent contractors of state 
agencies. 

What is meant by a good faith report of wrongdoing, 
fraud, and/or abuse? A good faitb report of wrongdoing, 
fraud, and/or abuse is a report made truthfully and in good 
conscience, without ill intent or malice, and wilh supportive 
evidence that the wrongdoing, fraud, and/or abuse has 
occurred. 

Wait, there's a reward, too? As well as strengthening 
Commonwealth state government, a claim with the Fraud and 
Abuse Whistle Blower Reward Fund (Fund) also rewards good 
faith rep01ters of wrongdoing, fraud, and/or abuse. Any 
Commonwealth citizen who discloses information that leads to 
a recovery of at least $5,000 may file a claim under the Fund. 
The reward may be up to IO percent of the actual sums 
recovered by the Commonwealth as a result of the disclosure of 
the wrongdoing, fraud, and/or abuse, not to exceed the balance 
of the Fund. 

What qualifies as wrongdoing, fraud, and/or abuse? A 
wrongdoing or act of fraud is a violation of federal or state law, 
or a violation of a formally adopted code of conduct or ethics 
that protects the interest of the public or employees. An abuse 
involves excessive or improper use. including the extravagant 
or excessive use of an individual's position or authority, or 
employment of something in a manner contrary to its natural or 
legal use. 

Is a whistle blower protected from retaliation? A whistle 
blower, who makes a good faith report of wrongdoing, fraud, 
and/or abuse, is protected under the WBPA. Reckless 
disclosures or disclosures the employee or citizen knew or 
should have known were false, confidential by law, or made 
with malicious intent are not deemed good faith reports and are 
not protected. 

Sf(lfe Employee Protectio11s 
--No employer may discharge, threaten, or otherwise 

discriminate or retaliate against a whistle blower, whether 
acting individually or under the direction of another individual. 
-- No employer may discharge, threaten, or otherwise 
discriminate or retaliate against a whistle blower who is 
requested or subpoenaed by an appropriate authority to 
participate in an investigation, hearing, or inquiry. 

--Nothing shall prohibit an employer from disciplining or 
discharging a whistle blower who is guilty of misconduct or 
violation of criminal law. 
-- Any whistle blower covered by the state grievance 
procedure may initiate a grievance alleging retaliation for 
reporting wrongdoing, fraud, and/or abuse through the WBPA 
program and may request relief throughout that procedure. 

Commonwealth Citizen Protections 
-- A state agency may not threaten or otherwise discriminate 
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or retaliat e against a citizen whistle blow er becau se the whistle 
blow er is requested or subpo enaed by an appropriate authority to 
parti cipate in an investi gation , hearin g, or inqui1)'. 

WBPA or State Fraud, Waste, and Abuse Hotline? Indiv idua ls 
who wish to remain anon ymou s are not eligible under the WBPA 
program , and may choose to report information to the anonymous 
State Fraud, Waste. and Abus e Hotlin e (Hotline) instead . All 
individuals who contact OSIG may be asked by the OSJG employ ee 
whether the individual wou Id I ike to repo1t under the WBP A or the 
Hotline . 

Indi vidual s should know that anonymity and confidentiality are not 
guaranteed when filing a claim under the Fund. 

How do you make 1111 allegation? Makin g a good faith report is 
easy and can be done by contactin g OSlG one of fo ur ways: 

-- Calling the State Fraud, Waste , and Abuse.Hotline at 1-800-72 3-
16 15 (toll-fr ee within Virginia) 
-- Send ing a fax to 804 - 371-0165 
-- Sending an email to covhotline @os ig .virg inia.gov 
-- Mailin g correspondence via United States Postal Service to : 

Office of the State Inspecto r General , Attention: State Fraud , Waste. 
and Abuse Hotlin e, IO I North 14th Street, 7th Floor, Richmond , VA 
23219 

Help Virginia state governm ent run effic iently , effe ctivel y, and 
ethicall y. For more information . ca ll OSJG at 804 -625-3255 or visit 
OSIG ·s website at: http s://os ig. virginia. gov/prog ram-are as/c itizen­
services/ ,vhistl e-blow er-fund/. 

Sincerely. 
June Jenning s 
State Inspector General 

English classes available for international 
spouses and partners 

A new program allows the spouses and pa1tners of Virginia Tech's 
internationa l students , faculty , employees, visiting scholar s, and 
other affiliat es to take English classes at the Language and Culture 
Inst itute. 

Eligible spouses and partners can participate in the inst itute's 
Intensive Eng lish Pro gram, which offers instrnction in a ll skill areas, 
including listenin g, spea king, read ing, writing. and pronunciation , 
from beginning throu gh advanced proficiency levels. 

Individua ls in F-2 , H-4, J-1, and J-2 statuses are eligible. The cost 
is $50 per class. Course book s must be purcha sed separate ly. 

For more information , includin g det ails on how to sig n up, go to 
www.lci.vt.edu/spouses or call 540-231-9192. 

This program is an '11clusiveVT initiative sponsored by the vice 
pres ident for outreach and international affairs. 

Be sure windows are closed when 
temperatures drop below freezing 

Please ensure that windows in yo ur work area are c losed , 
espec ially overnight , during the winter. 

Temperatures below free zing, espec ia lly for an ex tended period , 
can freeze pipes and cause them to rupture . Broken water pipes ca n 
cause significant dama ge to campu s buildin gs. A frequent sou rce for 
pipe freeze ups are open window 

If yo u need assistance in checking on potential open windows 
con tact Facilities Custome r Serv ice at 540 -23 1-4300. 
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Scholarship available to help employees' 
children invent the future 

Since 1999. the Employees' Spouse and Dependent Scholarship 
has provid ed financial suppo1t to employees' spo uses and dependent 
childr en who have enro lled at Virginia Tech. This scholarship can 
range fr om $400-$1.000 per student dependin g on availability of 
funds , which are generat ed by the Virg inia Tec h Faculty and Staff 
Campaign conducted by Univer sity D eve lopment each May. All 
donation s are payroll and tax deductible. 

To be eligible. yo u must be a parent or spouse of a current 
emplo yee, fre shman. or first yea r trans fer stude nt. To apply, fi ll ou t 
the Virginia Tech Scholarship application and the Free Application 
for Fed eral Student Aid (FAFSA). 

More inform ation is avail able at 
www .givi ngto. vt. edu/ Annua l Giving/emplo yees-spouse-dependent­
scbolars hi p-fund .html 

Interested in knowing what the future 
holds for the Corps of Cadets? 

On Feb. 17, from 12 - I p.m. faculty and staff are invited to 
participate iJ1 an "Our VT: Building Communi ty at Virginia T ech" 
brown-ba g webi nar with the com manda nt of ViJ·ginia Tech Co rps of 
Cade ts, Major General Randal fu llhart, as he prov ides an ove rview 
of the Corps , its program s, and the exc iting thin gs underway for the 
future. 

The Corps of Cade ts is more than 1.000 stude nts stro ng this year. 
The Corp has produced milita1y, public. and corpo rate leaders since 
the univer sity was founded in 1872. It is one of ju st two militar y 
corps within a large public university. 

Employees pa1ticipating in a webinar will be invited. and 
encoura ged, to ask the speaker questions during the one-hour 
discussion. Reg istrati on is requi red. Participants will rece ive an 
ema il with a link to the sess ion prior lo the web inar 

For more inform ation or help registering. co ntact U1e Depa rtm ent 
of Hum an Reso urces at 540-231-9331. 

2014 tax documents now available 
E lect ronic W-2s and/or 1042Ss for 20 14 are now available via the 

Virgin ia Tech Student , Facu lty, and E mploye e Info rmatio n 
Gateway. The printed elect ronic form is an ffi.S acce ptabl e ve rsion 
of the Form W-2 and 1042S. Employees must liave a Pill and 
passwo rd to log in. 

Re trieval of the electroni c vers ion acknowledges consent to 
elec troni c rece ipt, and a paper version will not be provided. 

D etailed directions to access the electronic forms at Elec troni c W-
2s and/or I 042 Ss for 2014 are now available via the Virg inia Tech 
Student , Facu lty, and Employee Informati on Gateway. The printed 
electronic form is an IR S acceptable version of the Form W-2 and 
1042S. Employees must have a PID and passw ord to log in. 

For more inform ation , contact the Pay roll Office at 540-231-520 I . 

Virginia Tec/J News is 1)llblished weekly during fall and spr ing 
semes ter and bimonth ly during the summer sess ions, by the 
Departm ent of Hum an Resources and the Office of University 
Re lations as a service to university employees who do not have 
comput er access on cam pus. Fo r more informati on. or to discuss 
sub miss ion of item s ca ll 540-231-7643. 

Virginia Tech does not discriminate against employees, students, or applicants on the basis of race, color, gender, sexual orientation, dlsabllity,age, veteran status, national origin, religion, or political affiliation. Anyone 
having questions concerning discrimination or accessibility regarding the programs described in this newspaper should contact the Equal Opportunity Affirmative Action Office: 540-231-7500 (V), 540-231-9460 ITTY). 


