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Jonathan Peter Graf

Abstract

Data security is becoming ever more important in embedded and portable electronic devices.
The sophistication of the analysis techniques used by attackers is amazingly advanced. Dig-
ital devices’ external interfaces to memory and communications interfaces to other digital
devices are vulnerable to malicious probing and examination. A hostile observer might be
able to glean important details of a device’s design from such an interface analysis. Defensive
measures for protecting a device must therefore be even more sophisticated and robust.

This thesis presents an architecture that acts as a secure wrapper around an embedded appli-
cation on a Field Programmable Gate Array (FPGA). The architecture includes functional
units that serve to authenticate a user over a secure serial interface, create a key with multi-
ple layers of security, and encrypt an external memory interface using that key. In this way,
the wrapper protects all of the digital interfaces of the embedded application from external
analysis. Cryptographic methods built into the system include an RSA-related secure key
exchange, the Secure Hash Algorithm, a certificate storage system, and the Data Encryption
Standard algorithm in counter mode. The principles behind the encrypted external memory
interface and the secure authentication interface can be adjusted as needed to form a secure
wrapper for a wide variety of embedded FPGA applications.
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Chapter 1

Introduction

1.1 Overview

In today’s world of advanced security cracking techniques, it is difficult to secure a digital
device against unauthorized use or tampering. Companies and governments wishing to
deploy digital hardware into situations where the device may be subject to malicious analysis
risk losing secret algorithmic and functional information to competitive or hostile entities.
There is a growing need for devices that are capable not only of authenticating a user to
the device but also of masking the device function through cryptographic techniques. For
example, a military unit may want to deploy a portable digital device running a secret
algorithm into hostile territory without revealing the nature of the algorithm in the event
the device is captured. Since the loss of a cryptographic key could compromise even the best
of these devices, key management is integral to and arguably the most important aspect of

any cryptographically secured system.

Attacks used to gain information from a digital device are commonly carried out on the
device’s external data interfaces. For example, analysis of a device’s authentication interface
could lead to unauthorized system use by revealing secret authentication information to
a malicious user. If a logic analyzer were placed on the address and data busses of an
embedded device’s external memory, the algorithmic function of the device could easily be

compromised. Similar information about the device function could be gleaned from other
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Figure 1.1: Exposed interfaces and the information they reveal

insecure data interfaces. A vulnerability of this nature exposes the digital device to the
possibility of complete reverse engineering. To avoid this risk, a device is needed that enables
a key management scheme encompassing both secure authentication and a cryptographically

secure data transfer system.

Figure 1.1 depicts a digital device with an authentication interface and an interface to an
external memory or other data device. The malicious user, represented by the demon,
can learn secret user authentication data and the authentication protocol from an exposed

authentication interface on an unsecured device. The unsecured device will also reveal secret
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program data and information about the internal device algorithm through the external
memory or data interface. In each case, the malicious user would only see encrypted data

on a device with a secured authentication and memory system.

1.2 The Amanuet Architecture

There are compelling reasons for choosing a Field Programmable Gate Array (FPGA) as
the platform for implementing an architecture to address these security concerns. Within a
single FPGA, the user authentication system, the external data transfer controller, and every
necessary cryptographic algorithm can be realized. Whereas an ASIC-based implementation
would leave vulnerable the physical details of the secure architecture, the only physical
architecture that can be analyzed on an FPGA is the standard layout of slices, RAMs, and
interconnects that remains the same for any design realized in it. FPGAs are physically
just generic arrays of logic that are programmed to a specific function by a bitstream. The
bitstream defines the functions that the logic array will form and the interconnect between
the functions. Those functions can range from simple decoders and bit-shifting operations

to complex embedded processors and encryption algorithms.

Using an FPGA also makes this secure architecture easily applicable to existing insecure
digital applications. The architecture can be envisioned as a wrapper around an embedded
FPGA-based application or CPU. This wrapper creates a secure user authentication interface
and cryptographically secures all of the embedded application’s data transfer interfaces,
effectively rendering the FPGA a black box capable of performing the task for which it was
designed without betraying its internal methods or software to a hostile entity. The wrapper
renders logic analysis of the authentication or data transfer interfaces ineffective as they

would reveal only encrypted information.

This thesis presents an FPGA-based key management architecture that implements crypto-
graphically secured interfaces for user authentication and external memory. This architec-
ture has been named Amanuet — meaning “hidden one” — after the Egyptian goddess whose

shadow was looked upon as a symbol of protection [1]. This architecture hides the true
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nature of the embedded application or CPU that is protected within its shadow (wrapper)®.

A proof-of-concept design for the Amanuet architecture has been implemented using the
Celoxica RC1000 development platform [2]. This prototype utilizes the key management
system to secure a memory port on the FPGA, protecting the contents from discovery. Ad-
ditionally, a Dallas Semiconductor Java-Powered iButton [3] is used as a secure portable
token that can authenticate a user to the system by establishing a secure channel for con-
veying user identification data from the iButton’s memory to the FPGA. On the FPGA, an
Authentication Control Unit (ACU) establishes the other side of the secure channel. The
ACU accepts the incoming user ID, checks its signature against a known list of authorized
users, and either accepts or rejects the user’s session on the device. The user ID is then used
to create a unique session key. This key is applied to the Data Encryption Standard (DES)
algorithm [4] to secure the external memory interface. Further methods are described for
uniquely applying the DES algorithm and accelerating its use in this particular encrypted
memory controller (EMC).

1.3 Application Example

An immediate application for the methods presented here would be in intelligence equipment
utilized throughout the world by the United States military. Surveillance equipment and
secret devices are currently deployed in or near foreign nations whose governments would
benefit technologically from the opportunity to analyze U.S. designs. This equipment is at

risk of accidental loss or capture.

For example, on April 1, 2001, a Chinese F-8 fighter jet sent on an intercept mission collided
with a U.S. Navy EP-3E ? surveillance plane that was performing routine operations in the
South China Sea [6]. As the F-8 slowed to match the 180 knot speed of the EP-3, it rapidly
decelerated too close to its stall speed, causing the plane to become almost unmaneuverable.

After performing two close-pass maneuvers within 3-5 feet of the autopiloting EP-3, the F-8

Tt’s quite difficult to come up with a technology name that has not been used before and that has a
meaning that encompasses the function of the device.
2Image in Figure 1.2 made public by U.S. Navy [5]
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Figure 1.2: U.S. Navy EP-3E

came in for a third pass. This time, the F-8’s right wing clipped one of the EP-3’s four
propellers, which then forced the F-8’s tailfin into the EP-3’s port aileron. The result was
to plunge the F-8 into a fatal dive and to throw the EP-3 into a near-inverted rapid-descent
snap roll towards the ocean 22,000 feet below. The EP-3’s pilot was able to arrest the descent
at 8,000 feet. The plane was 600 nautical miles from the nearest allied airbase, the destroyed
propeller was causing violent vibrations in the plane, and ditching in the ocean would have

certainly killed some of the crew.

The decision was made to land the plane at a Chinese airfield on Hainan Island. The U.S.
crew of 24 was held for 11 days [7] while the Chinese sent technology experts throughout the
plane to examine U.S. equipment and learn U.S. surveillance methods [8]. This particular

EP-3 was outfitted with the latest U.S. Navy surveillance upgrades [9]. Prior to landing,
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the crew of the EP-3 was apparently able to follow standard procedures and drop portable
electronic equipment into the ocean in weighted bags and flip the switches that are present
at each operator’s position to degauss software stored on any magnetic storage devices [9]
[10]. Even with these safeguards, all of the hardware details of the plane’s equipment were

left exposed.

Consider, now, the situation if the proposed FPGA-based secure memory architecture were
integrated into the EP-3’s electronic systems. An intelligent safeguard for any kind of FPGA
system onboard would be to enable the crew’s software destruction switches to also de-
configure any running FPGAs and destroy any bitstream storage mechanisms. This would
leave only an unprogrammed FPGA for examination. The case must be considered, though,
wherein the crew does not have time to flip switches and dispose of portable electronic
equipment. Thanks to expert piloting, the EP-3 crew had 20-minutes to perform these
procedures. However, if they had been forced to ditch the plane, such technology destruction
may have by necessity been ignored, possibly leaving intact secret digital devices available

for recovery near China. In this instance, the Amanuet architecture would shine.

Upon examination, the authentication scheme would first have to be cracked. If the iButtons
were not present upon the capture of the device, the secret user ID required to start the
device would not be available. To even start the device, a secret ID and the correct encryption
keys would have to be guessed - a solution of immense mathematical improbability. If the
iButtons could not be ditched during standard destruction procedures and were recovered
by those examining the hardware, the Amanuet architecture would prevent any information
about the embedded application from being revealed through its digital I/O interfaces. Logic
analysis of it would only reveal encrypted information flowing to and from its memory
and I/O interfaces. If this key management scheme and secured data transfer system was
used in surveillance aircraft and other secret digital military applications that are deployed
near inquisitive foreign governments, the security of digital intellectual property and device

function would be greatly improved.
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1.4 Thesis Organization

The Amanuet architecture is presented in this thesis from the perspective of its cryptographic
key management scheme. Chapter 2 provides a context for the system by discussing current
cryptographic methods for device and FPGA security. Chapter 3 presents the general ar-
chitecture of the FPGA functional units. Chapter 4 introduces the components used in the
prototype. Chapter 5 discusses the cryptographic algorithms used to securely manage the
keys as they pass from the iButton through the authentication control unit to the encrypted
memory controller. Chapter 6 details the experiments that were performed to prove the

viability of the Amanuet architecture.



Chapter 2

Background

2.1 Overview

Cryptographic techniques designed to secure digital information are numerous. While the
combination of concepts that make up the Amanuet architecture represents a unique ap-
proach to device security, the cryptographic principles and algorithms used in the architec-
ture are tried and true methods. The system is based on concepts from RSA encryption [11],
the public key interface (PKI) [12], the secure hash algorithm (SHA) [13], and keyed block
cyphers such as the DES [4]. Section 2.2 introduces these proven algorithms and discusses

their cryptographic characteristics.

The world of FPGA intellectual property core security is becoming well-established, with
the major FPGA manufacturers — Xilinx and Altera — investing a great deal of brain power
to the problems of secure configuration and bitstream encryption. Section 2.3 explains in
detail current state-of-the-industry FPGA security ideas and contrasts them to the concepts
the make up the Amanuet architecture. Section 2.4 delves into the efforts others have done
in the field of secure architectures. Finally, Section 2.5 introduces the field of secure tokens

and relates it to the iButtons used in the Amanuet architecture.
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2.2 Algorithms

As mentioned in the introduction, the algorithms used in this architecture are implemen-
tations or slight variations of proven cryptographic methods. A modified RSA algorithm is
used to establish an encrypted channel for user authentication. The SHA hash is used to
create a certificate matching and storage system. The DES algorithm is used to secure the
external memory interface. These algorithms and methods are explained along with a few

suggested alternative methods in the following sections.

2.2.1 RSA

Pondering the problem of enabling secure communications between two parties across an
insecure channel, Rivest, Shamir, and Adleman came up with an algorithmic solution they
named after the initials of their last names: RSA. Their research was an extension of existing
ideas, such as the Diffie-Hellman key exchange [14], but with a novel mathematical basis.
RSA is dependent on the principles of modular exponentiation and the fact that a modulus
that is the product of two large prime numbers is very difficult for even the most advanced

computer hardware to factor.

The classic discussion of RSA involves a secure message exchange between parties A and
B, or, as we’ll name them, Alice and Bob [15] [16]. Alice would like to send a message to
Bob across a public channel without compromising the contents of the message. Bob starts
the process by choosing two distinct large prime numbers, p and ¢ that he keeps secret. He

multiplies p and ¢ together to create the modulus n.

n = pq (2.1)

Bob then chooses a random number, e, that is relatively prime to (p —1)(¢—1). Two

numbers are relatively prime when their greatest common denominator is 1, thus

ged(e, (p—1)(g—1)) = 1. (2.2)



Chapter 2. Background 10

This number, e, will serve as the encryption key. To create a corresponding decryption key,
d, Bob calculates

d=e¢ ' mod ((p—1)(¢ — 1)) (2.3)
Thus, by equivalence,
ed=1mod (p—1)(qg—1). (2.4)

The pair (n,e) is now the public key, which is sent to Alice. The decryption key, d, is Bob’s
private key. Alice can now send Bob a message, m, by representing it as a number and
encrypting with e. Note that m must be smaller than the modulus n. If it is not, it must
be broken up into blocks that are smaller than n and transmitted in sections. With m less

than n, the process that Alice uses to create the encrypted message, c is
¢ =m® mod n. (2.5)

Alice sends ¢ to Bob. Bob can then decrypt Alice’s message, m, by calculating

m = ¢! mod n. (2.6)

To understand this modular equivalence, Euler’s theorem must be explained. Euler’s the-
orem states that for integer a, 1 < a < n, if ged(a,n) = 1, then a®™ =1 mod n. Euler’s
¢-function, ¢(n), is defined as

o) =n [0 - 2). (2.7

z|n
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where the product is over the distinct primes z that divide n. Euler’s ¢-function represents
the number of integers 1 < a < n such that ged(a,n) = 1. In our case, n = pq, and Euler’s

¢-function reduces to
1 1
o(n) = ¢(pg) = pg(1 — 5)(1 - &) =(@-D—-1). (2.8)
Therefore ed = 1 (mod ¢(n)), which, by the definition of modular arithmetic, can be written

ed = ko(n) + 1 (2.9)

for some integer k. Going back to Alice’s message, m, we can assume that ged(m,n) = 1,

since p and ¢ are very large and are the only factors of n. Thus, by Euler’s theorem

m?™ =1 mod n. (2.10)
Now we can see why the decryption process works:
= m)'=m=m =m - (m*™)* =m.1* = m mod n. (2.11)

The process of sending a message using RSA encryption is more simply stated in Table 2.1.

The strength of RSA is based on the fact that it mathematically difficult to factor large
numbers. There are only a few attacks that have been proven to work against RSA [15].
The most straight forward is to factor! n to calculate the message, m, using the publicly
available encrypted message, ¢, and the encryption key, e. Factoring a product of large prime
numbers is far from a trivial problem. The large brains behind today’s cryptanalysis field are
constantly inventing and improving upon elegant factoring algorithms, such as the multiple

variants of the quadratic sieve, the number field sieve, and elliptic curve-based factoring

"'While factoring n is not the only way to break RSA, other known means of cracking the algorithm have
been proven to be just as mathematically complex[15] [17].
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Table 2.1: RSA Encryption

12

H Step \ Action Bob Knows Alice Knows H
1 Bob creates n by choosing p and q n,p,q Nothing
2 Bob chooses e and computes d n,p,q.e,d Nothing
3 Bob sends public key pair, (n,e), to Alice n,p,q,e,d n,e
4 Alice creates message m and encrypted message ¢ | n,p,q,e,d n,e,m,c
5 Alice sends ¢ to Bob n,p,q,e,d,c n,e,m,c
6 Bob decrypts ¢ with d and n to retrieve m n,p,q,e,d,c, m | n,e;m,c

systems [16]. However, a cryptographer wishing to secure an RSA system needs only to keep
upgrading the size of the large primes used to create the moduli to keep ahead of current

factoring technology.

Getting into actual numbers, RSA Laboratories suggests that an RSA key size of 1024 bits
will be secure against attack until the year 2010 [18], at which point cryptographers will want
to start using 2048-bit keys. When making recommendations for government security levels,
the National Institute of Standards (NIST) claims that a 1024-bit RSA key will be secure
until 2015 [19]. Shamir and Tromer, two leading cryptographers, claimed in 2003 that their
TWIRL factoring device could break 1024-bit RSA keys in a year using the number field
sieve if realized in a $10 million custom VLSI implementation [20]. This may sound like a
lot of time and money to spend just to factor a number, but when it might be a government
spending the money to steal encrypted secrets from a rival government, $10 million is very
little and a year is quite short. Such a machine may actually already exist as part of a secret

government code-breaking program.

2.2.2 Secure Hash Algorithm

The Secure Hash Algorithm (SHA) was a joint development project between the National
Security Agency (NSA) and NIST [15]. It is a one-way hash, meaning that it is mathemat-
ically straightforward to calculate the output of the hash using the input, but it is nearly
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impossible to determine the input of the hash knowing only the output. Commonly, the out-
put of a one-way hash function is used as a certificate to authenticate a user. Passwords are
stored on personal computers this way. The hash of the password, not the password itself,
is saved on the hard disk. This makes it possible to authenticate a user who can produce
a correct password — the input password is run through the one-way hash, and the result is
compared with the stored hash of the authorized password — without actually storing the
password. Since no passwords are actually stored on the PC’s hard drive, it highly unlikely

that an attacker could steal user passwords just by accessing the hashed password table.

A cracking strategy known as a dictionary attack is the most common means of breaking a
PC password knowing only the hashed value of the password. Dictionary attacks are highly
effective for passwords that are based on words that can be stored in quickly traversable
databases. In the Amanuet architecture, the “password” that is hashed is a number — not
based on any language that could limit the possible password combinations — rendering
dictionary attacks on the hashed password table ineffective. For more on dictionary attacks
see [15].

SHA is a particularly strong hash, and it is currently approved for use by NIST [13]. The
input to SHA is called the message and the output is the message digest. The message
is processed 512 bits at a time. If the message is significantly shorter than 512 bits, it is
padded by appending a one, then enough zeros to make it 448 bits long, then a 64-bit value
representing the length of the original message prior to the padding process. If the original
message is longer than 512 bits, it is broken up into 512-bit blocks (short blocks padded
when necessary), and run through the hash a block at a time. As will be seen, the way SHA
works, the digest is always 160 bits.

SHA is based on a non-linear function function f;, defined as

(x Ay)V ((—z) A 2) 0<t<19
TPhYPdz 20 <t <39
(xAy)V(xAz)V(yAz) 40 <t <59
rDydz 60 <t<79

ft(fb,y,Z) = } : (212)



Chapter 2. Background 14

The constant value K; can also be defined non-linearly as

0x5A827999 0 <t <19
0x6EDIEBAL 20 < t < 39

Ko={ =r=T (2.13)
0xSF1BBCDC 40 < t < 59

0xCA62C1D6 60 <t <79

Five SHA variables, A, B, C, D, and F, are initialized to the values

A = 0x67452301,

B = 0xEFCDABS09,
C = 0x98BADCFE,
D = 0x10325476,

E = 0xC3D2E1F0.

The 512-bit input message block is broken up into 16 32-bit sections, My to Mys. These
sections are then used to produce 80 32-bit words, Wy to Wrg, defined by the formula

M <t<15
—{ ' 0st= I (2.14)

T W @ Wis @ Wil @ W) <<< 1 16 <t <79

where the operation <<< n used above represents a circular shift n bits to the left.

Finally, SHA has five operation variables, a, b, ¢, d, and e, which get initialized to a = A,
b=B,c=C,d=D, and e=FE. SHA has 80 total operations, and is said to have four
rounds, each 20-operation round represented by a different part of f;. SHA’s algorithm
follows [15]:

FOR t=0to 79
TEMP = (a <<<5)+ fi(b,c,d) + e+ W, + K,
e=d
d=rc
c=b<<< 30
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b=a
a=TEMP

Once this process completes, the final calculated values of a, b, ¢, d, and e are added to A, B,
C, D, and F, respectively. If there are more 512-bit message blocks in the message, the next
block is processed using these updated values. After the last message block is processed, the
output, or message digest, is the 160-bit concatenation of the final values of A, B, C, D,
and E:

digest = ABCDE. (2.15)

NIST considers SHA-1, the version of SHA described above, to be secure against cryptanal-
ysis until 2015 [19]. There are several newer versions of the SHA hash, including SHA-256,
SHA-384, and SHA-512. The numbering here corresponds to the size in bits of the digest

each hash produces. NIST considers these versions secure well beyond 2015.

2.2.3 Keyed Block Ciphers

A block cipher is a cipher that operates on its input one block at a time, producing a
ciphertext output block for each plaintext input block. A keyed block cipher is a block
cipher that uses a secret key to alter the block cipher in such a way that the encryption
process for the cipher becomes unique to that key. A property of keyed block ciphers is
that using the same key, it will always encrypt a given plaintext input block to the same
ciphertext output block. Since they do not contain modular arithmetic functions and can be
easily pipelined, keyed block ciphers are thousands of times faster than RSA encryption [15].
They do not account for a secure key exchange, making them unsuited for authentication
tasks. However, their speed makes them perfect candidates for high-bandwidth digital 1/O

interfaces.

While any secure keyed block cipher could be reasonably used in the architecture presented
in this thesis, there are several algorithms that NIST has standardized that are well suited

to this design. The DES algorithm serves as a proof-of-concept algorithm in the prototype
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system, whereas the more secure Advanced Encryption Standard (AES) is suggested for
commercial implementation [21]. DES is described here in detail, while AES is introduced

briefly.

Data Encryption Standard

DES is a product of IBM and NIST, although at the time of DES’s adoption in 1975 NIST
was known as the National Bureau of Standards [15]. DES uses a 56-bit? key to encrypt
data in 64-bit blocks. DES encryption consists of 16 rounds of identical substitution and
permutation operations, with a unique permutation of the key applied to each round. DES
decryption consists simply of applying those key permutations in reverse order to the 16

rounds and running the same substitution and permutation operations in each round.

For a cursory understanding of DES, it can be thought of as a three stage process, as
illustrated in Figure 2.1 [15] [16]. Starting with a 64-bit plaintext message block, m, the first
stage permutes m with initial permutation I P(m) to give my. For future stages, mg is best

thought of in first and last 32-bit halves, or Ly and Ry, respectively. Mathematically,

The next stage consists of the sixteen rounds of substitution and permutation operations.
The key is used here, but it is permuted differently for each of the i rounds. The key for
each round is written K;. There is also a function, f(R, K) that is applied in each round

and will be explained later. The second stage, mathematically, is for 1 <1 < 16,

Ri = Li—l D f(Ri—la Kz) (218)

2The key is sometimes referred to in a 64-bit form. In this form, every 8th bit is a parity bit, so the
effective key size is still 56 bits.
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Figure 2.1: The DES algorithm

The final stage requires switching the left and right halves of the 16th stage and applying

the inverse of the initial permutation to formulate the cyphertext, ¢, as follows:

c=IP ' (RisLs) (2.19)
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The decryption process follows the same three stages, except that the key permutations are

applied in the reverse order (i.e., K4 to K instead of K; to Kig).

Getting into more detail, the initial permutation, I P, consists of taking the 64-bit message
input, m and moving the bits into different positions to create mg. Table 2.2 describes the
initial permutation. This table is interpreted as saying that the first bit of mg is the 58th
bit of m, the second bit of myg is the 50th bit of m, and so on. All other tables that describe

bit permutations in this thesis follow the same convention.

Table 2.2: Initial Permutation
58 50 42 34 26 18 10 2 60 52 44 36 28 20 12

62 54 46 38 30 22 14 6 64 56 48 40 32 24 16
o7 49 41 33 25 17 9 1 59 51 43 35 27 19 11
61 53 45 37 29 21 13 5 63 55 47 39 31 23 15

- W o

As mentioned previously, each round of DES algorithm — the 16 rounds from Stage 2 in
Figure 2.1 — sees a different version of the key. Remember that the key is 64-bits in length,
but every 8th bit is a parity bit, making the effective length 56 bits. The permutations that
follow refer to the 64-bit key, with the parity bits excluded. Starting with initial key, K, it
is first run through the key permutation shown in Table 2.3.

Table 2.3: Key Permutation
57 49 41 33 25 17 9 1 58 50 42 34 26 18
10 2 59 51 43 35 27 19 11 3 60 52 44 36
63 55 47 39 31 23 15 7 62 54 46 38 30 20
14 6 61 53 45 37 29 21 13 5 28 20 12 4

The result of this permutation is the 56-bit key Ky, which is divided into left and right 28-bit
halves Xy and Y, respectively. To begin the creation of keys used in the 16 DES rounds,
K, to Ky, these halves are shifted left 1 or 2 times per round. Mathematically, we can say
that for 1 <i < 16,

X, = Si(Xi1), (2.20)
Y, = S;(Yio1), (2.21)
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Ki = CP(X:Yy), (2.22)

where S; is a left circular shift by the number of bits described by Table 2.4 and C'P is
a compression permutation that reduces the key size from 56 to 48 bits. The compression

permutation is described in Table 2.5.

Table 2.4: Number of Key Bits Left Shifted Per Round
Round 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
Shift 1 1 2 2 2 2 2 2 1 2 2 2 2 2 2 1

Table 2.5: Key Compression Permutation
14 17 11 24 1 5 3 28 15 6 21 10
23 19 12 4 26 8 16 7 27 20 13 2
41 52 31 37 47 55 30 40 51 45 33 48
44 49 39 56 34 53 46 42 50 36 29 32

With the keys established, we can now examine the details of the function f(R; 1, K;),
illustrated in Figure 2.2. Remember that the input to f is the right half of the previous
round, R; 1, and the current round’s key, K;. The first step in f is to expand R from 32

bits to 48 bits with an expansion permutation, shown in Table 2.6.

Table 2.6: Expansion Permutation
32 1 2 3 4 5 4 5 6 7 8 9
§ 9 10 11 12 13 12 13 14 15 16 17
16 17 18 19 20 21 20 21 22 23 24 25
24 25 26 27 28 29 28 29 30 31 32 1

The result, R, of this expansion is then XORed with the current key, K;, to form a 48-bit

intermediate value I. This value is divided into eight 6-bit segments, which are written

I - [1[2[3[4[5[6[7[8. (223)
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Figure 2.2: The DES function

The values I through I are the inputs into the S-Boxes S; through Sg, respectively. Each
S-Box is a 4 by 16 matrix of numbers. The input, I} for 1 < k <8, for S-Box S}, describes
the row and column from which to select the output of each S-Box. The first and sixth bits
of I determine which row, binary 00 through 11, and the middle four bits determine which
column, 0000 through 1111. For example, if I were 101010, the output of the S-Box would
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be selected from row 10 and column 0101. The S-Box matrices are described in Table 2.8.
In this table, the binary values by each row of the S-boxes represent the value of the first

and sixth bits of I, and the binary values above each column represent the middle four bits

of Ik

The output of each S-Box is a 4-bit value; all S-Box outputs together form a 32-bit number
S. The final output of the function f is the result of a P-Box permutation on S, as described
in Table 2.7

Table 2.7: P-Box Permutation
16 7 20 21 29 12 28 17 1 15 23 26 5 18 31 10

2 8 24 14 32 2r 3 9 19 13 30 6 22 11 4 25

Glancing at the structure of DES, a hardware designer can easily see how it can be pipelined.
Each instance of the function f could become a stage in the pipeline, and a straightforward
hardware implementation would only require one clock per pipeline stage. The DES im-
plementation used in the prototype architecture presented in this thesis is designed in this

way.

A differential cryptanalysis of the DES algorithm was first presented in 1993, though it was
at the time only possible to break the first few rounds [22]. As processors become faster
and memory becomes less expensive, even exhaustive searches of the DES key space have
proven highly effective threats to systems secured by DES [16]. It is for this reason that
NIST sought to phase DES out and replace it with the Advanced Encryption Standard.

Advanced Encryption Standard

The Advanced Encryption Standard is the most recent keyed block cipher to be approved
by NIST [21]. It operates on input blocks of 128 bits, and uses keys that are either 128, 192,
or 256 bits in length. AES is the result of NIST requesting in 1997 that the cryptographic
community present several candidates to replace DES. Many algorithms were presented, but

only one, an algorithm called Rijndael (pronounced “rain doll”), was selected to become
AES [16].
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Table 2.8: S-Boxes
Sy 10000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 14 4 13 1 2 15 11 8 3 10 6 12 5 9 0 7
01| 0 15 7 4 14 2 13 1 10 6 12 11 9 5 3 8
10| 4 1 14 8 13 6 2 11 15 12 9 7 3 10 5 0
11|15 12 8 2 4 9 1 7 5 11 3 14 10 0 6 13
Sy 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 15 1 § 14 6 11 3 4 9 7 2 13 12 0 5 10
o1 3 13 4 7T 15 2 8§ 14 12 0 1 10 6 9 11 5
w}| o 14 7 11 10 4 13 1 5 8 12 6 9 3 2 15
17113 8 10 1 3 15 4 2 11 6 7 12 0 5 14 9
Ss (0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 10 O 9 14 6 3 15 5 1 13 12 7 11 4 2 8
01|13 7 0 9 3 4 6 10 2 8 5 14 12 11 15 1
10 13 6 4 9 8 15 3 0o 11 1 2 12 5 10 14 7
11771 10 13 0 6 9 8 7 4 15 14 3 11 5 2 12
Sy (0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 7 13 14 3 0 6 9 10 1 2 8 5 11 12 4 15
o113 8 11 5 6 15 0 3 4 7 2 12 1 10 14 9
101 10 6 9 o 12 11 7 13 15 1 3 14 5 2 8 4
1171 3 15 0 6 10 1 13 8 9 4 5 11 12 7 2 14
Ss 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 2 12 4 1 7T 10 11 6 8 5 3 15 13 0 14 9
o114 11 2 12 4 7 13 1 5 0 15 10 3 9 8 6
10| 4 2 1 11 10 13 7 8 15 9 12 5 6 3 0 14
17118 12 7 1 14 2 13 6 15 0 9 10 4 5 3
Se 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00|12 1 10 15 9 2 6 8 0 13 3 4 14 7 5 11
0110 15 4 2 7T 12 9 5 6 1 13 14 0 11 3 8
| 9 14 15 5 2 8§ 12 3 7 0 4 10 1 13 11 6
11| 4 3 2 12 9 5 15 10 11 14 1 7 6 0 8§ 13
S7 10000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 4 11 2 14 15 0 8 13 3 12 9 7 5 10 6 1
or| 13 0 11 7 4 9 1 10 14 3 5 12 2 15 8 6
10 | 1 4 11 13 12 3 7 14 10 15 6 8 0 5 9 2
1171 6 11 13 8 1 4 10 7 9 5 0 15 14 2 3 12
Sg 0000 0001 0010 0011 0100 0101 0110 0111 1000 1001 1010 1011 1100 1101 1110 1111
00| 13 2 8 4 6 15 11 1 10 9 3 14 5 o 12 7
or| 1 15 13 8 10 3 7 4 12 5 6 11 0 14 9 2
1w 7 11 4 1 9 12 14 2 0 6 10 13 15 3 5 8
11| 2 1 14 7 4 10 8 13 1 12 9 0 3 5 6 11
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AES is based on three transformation steps and a round key addition step. The three
transformations are byte substitution, row shifting, and column mixing. These are performed
once in each of ten rounds, with each round having a unique round key derived from the
original key. While it will not be explained in detail in this thesis, AES is cryptographically
much stronger than DES, and it is also easy to create a pipelined hardware implementation
of it. It is recommended that if the Amanuet architecture were implemented in a system
other than the proof-of-concept prototype developed here, the AES cipher should be used
instead of the DES cipher. Remember that in the Amanuet architecture, any keyed block
cipher could be easily modified to replace the DES cipher, making the system updateable

when necessary to meet new security threats.

2.3 FPGA Security

Many prior efforts have been made across the industry to secure device intellectual property
on an FPGA. Rather than focusing on authorization and the prevention of bus snooping,
most of these endeavors have focused on ensuring that the FPGA bitstream is safe from
reverse engineering. The fear is that a system designed in which the bitstream is stored near
the FPGA is vulnerable to a hostile user taking the bitstream and either applying it to other
FPGASs or reverse engineering it to determine the design. Reverse engineering a bitstream
would be quite a difficult task. While it may be straightforward to take a bitstream and
extract a netlist describing the function of each FPGA slice, RAM, and interconnect element,
interpreting that netlist would be an effort on the scale of trying to determine the C++ code
behind a large Windows application starting only with the executable code. Nonetheless,

FPGA designers still want a better level of security.

To address these concerns, the large FPGA manufacturers like Xilinx and Altera have pro-
duced systems that encrypt the bitstream in the bitstream generator and decrypt it in
hardware at the time the FPGA is being programmed [23]. Such a system is available in all
Xilinx Virtex IT devices [24]. The Virtex II uses a variant of the DES algorithm called Triple
DES, or 3DES, which essentially encrypts the bitstream with the DES algorithm three times

using three keys, a vast improvement over the security of DES. Altera’s current flagship
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FPGA, the Stratix II, utilizes a 128-bit AES algorithm to secure its bitstreams [25]. With
these efforts already providing robust bitstream security, this thesis does not attempt to
improve upon them. The approach taken here is to prevent reverse engineering through the

examination of an already configured device.

2.4 Other Secure Architectures

There are several architectures either in development or on the market today that propose
to provide protection against unauthorized use and digital interface analysis. While many
platforms, such as the IBM 4758 coprocessor [26] and the Microsoft Next-Generation Secure
Computing Base® (NGSCB)[28], are referred to as secure computing platforms, the design
that most closely resembles the Amanuet architecture is the AEGIS architecture from the
Massachusetts Institute of Technology [29]. AEGIS takes a similar approach in that it trusts
its processor, but does not trust external memory or peripherals. AEGIS has thus far only
been demonstrated in high-level simulations. If it is ever built, AEGIS will require an appli-
cation specific integrated circuit (ASIC) implementation, which will prevent it from being
nearly as configurable as the Amanuet architecture. Additionally, all of the architectural de-
tails of AEGIS will be visible to physical examination. The FPGA-based approach will allow
designers to apply the architecture to any embedded FPGA design and perform in-the-field
upgrades when necessary, advantages not shared by the AEGIS system.

2.5 Secure Tokens

In the Amanuet architecture, the Java iButton is referred to as a secure token. Tokens,
much like smart cards, are usually small devices with memory and possibly some processing
capability. They are used most often as user identification devices, but they have also found

usefulness recording temperatures using on-chip sensors, storing electronic cash for use at

3During the writing of this thesis, Microsoft was apparently reconsidering their plans for NGSCB. The
project has suffered setbacks, but the company insists that there will be a version of the NGSCB included
in the upcoming Longhorn release of Windows [27].
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casinos, storing records for gaming systems, and tracking people as they move through a
secure facility [30]. The Java iButton from Dallas Semiconductor was chosen for this design
because of its cryptographic co-processor and Java programmability that allow it to securely
communicate with other devices by enabling an RSA-like secure channel. It also has proven
to have robust resistance to physical tampering through its ability to destroy its non-volatile

memory (NVRAM) if its case is ever opened.

There is a wide variety of other tokens and smart cards available that could conceivably play
the role of the iButton in the Amanuet architecture. Among the most popular options are
the smart cards and USB tokens made by RSA Security [31]. These devices can support
complex cryptographic algorithms such as DES, 3DES, RSA, RSA signatures, and SHA-1
while supporting Java Card applications on their embedded 8-bit CPUs. Another company,
ActivCard, provides larger portable secure tokens that include built-in keypads for inputting
personal identification numbers [32]. The Java iButton was chosen from among these options
for its comparable secure capabilities, its small size, its physical security, and the simplicity
of creating a serial interface between it and an FPGA. The serial interface will be discussed

in detail in the next chapter.

Previous work has been done at Virginia Tech towards creating an authentication system that
utilizes iButtons [33]. These efforts resulted in a system that used a Dallas Semiconductor
TINI processor board to facilitate the communication between the Java iButton and the
FPGA. The unfortunate security consequence of the decision to include the TINI is that the
interface between the TINI and the FPGA is in clear text, leaving it vulnerable to probing
and analysis. The system proposed for the Amanuet architecture eliminates the need for the
TINI processor by implementing a direct secured communications path between the iButton
and the FPGA. In the Amanuet architecture, no external element of the authentication

interface ever communicates in clear text.
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Architecture

3.1 Overview

The Amanuet architecture can be conceptualized as a wrapper that is placed around any
embedded FPGA application or CPU that requires the use of external I/O interfaces. The
particular I/O interface used in the proof-of-concept system is a memory interface. Amanuet
is depicted as a wrapper in Figure 3.1. The embedded application can essentially be “plugged
in” to the Amanuet architecture to add the protection of user authentication and memory

encryption.

3.2 Detalils

A more detailed block diagram of the Amanuet architecture is shown in Figure 3.2. Inside
the Xilinx Virtex XCV2000E FPGA [34] are three major functional units. The first is the
embedded application provided by the FPGA designer. The second two are components
of the Amanuet architecture: the Authentication Control Unit (ACU) and the Encrypted
Memory Controller (EMC). Devices connected to the FPGA are the external RAM and the
iButton (¢B in the figure). The external RAM is connected to the FPGA through external

26
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Embedded
Application

Figure 3.1: Amanuet as a wrapper for an embedded application

1/O pins.

The iButton interface communicates with the FGPA through a Dallas Semiconductor DS9097U
Universal COM Port Adapter [35]. The DS9097U is necessary because the iButton commu-
nicates using a protocol developed by Maxim Integrated Products called the 1-Wire protocol
[36]. The 1-Wire protocol provides both a communications channel and a power interface to
1-Wire compatible devices (such as an iButton) over a single-wire connection. The connec-
tion being only a single wire necessarily means that 1-Wire is a serial protocol. The 1-Wire
interface on the DS9097U consists of an RJ-11 jack that connects inside the DS9097U to a
DS2480B Serial 1-Wire Line Driver Chip [37]. It is the DS2480B that performs the protocol
translation between the 1-Wire protocol and a standard serial protocol. A simplified block
diagram of the DS9097U is shown in Figure 3.3. The RS-232 interface of the DS9097U uses
levels of +12V. A MAX232 level translator [38] (not shown in any figure) on a custom board
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Figure 3.2: Block diagram of the Amanuet architecture

is used to translate from these levels to the 0V/5V levels required by the auxiliary I/O pins
on the FPGA.

Inside the FPGA, a UART connected to those auxiliary I/O pins enables the ACU to com-
municate through the DS9097U to any device on the DS9097U’s 1-Wire network. The ACU
will wait until it detects an iButton the 1-Wire network to begin the authentication process.

Prior to authentication, the embedded application or CPU is held in a wait state to prevent
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Figure 3.3: Simplified block diagram of DS9097U

it from running without an authorized user. When a user wishes to be authenticated and
use the device, they will plug an authorized iButton into a receptacle connected to the 1-
Wire network. The ACU will detect the presence of the iButton and begin a communication
session with it. The link between the FPGA and the iButton is an exposed and potentially
vulnerable interface. Measures, which will be described fully in Chapter 5, must be taken to

protect the presumably exposed data transferring across this link.

As illustrated in Figure 3.4, the purpose of the session between the ACU and the iButton
is threefold. First, the iButton must check to ensure that it is communicating with a valid
FPGA host. Next, the FPGA must, in turn, determine that it is talking to a valid iButton.
Since both parties — the FPGA and the iButton — hold secrets that could compromise the
system’s security, they must not communicate with devices outside the Amanuet system.
Finally, the iButton must securely send the FPGA a user identification number (UID). The
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ACU side of the secure connection is enabled by the secret RSA keys and the x° mod n
calculator, as seen in Figure 3.2. The SHA-1 hash unit and the certificate table are used
to calculate the hash of the UID and check it against the valid certificates in the certificate
table to determine if the user is valid. If the UID is not valid, the user is not allowed to
use the system, and the embedded application remains inactive. If the UID is valid, it is
passed to the EMC to trigger it to prepare to start the application. Again, the details of
this process are listed in Chapter 5.

user identifi

Figure 3.4: Communications session between ACU and iButton as a three-step process.

Once the EMC receives the UID, it applies it to the input of the DES engine using a secret
DES key that is compiled into the FPGA bitstream. The 56 bits of the 64-bit encrypted
result of this operation become the final DES key. The secret key is intended to be unique
to each FPGA bitstream that is distributed. In this manner, when the secret key is used to
create the final key, the final key will be unique to each user/FPGA combination, making it

more difficult to break the security of the overall architecture.
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With the final key in place, all of the security mechanisms in the Amanuet architecture
have been implemented. The embedded application is triggered to begin operation. When
the embedded application makes a memory reference — whether read or write — the EMC
always takes control of it. The address of the reference is sent both to external RAM and to
an address expansion unit inside the EMC. The address expansion unit takes as input the
address and outputs a 64-bit number that is a linear function of the address. This 64-bit
output becomes the input to the DES engine. The DES result becomes an XOR key for that
particular address. On a write operation, the XOR key is XORed with the data from the
embedded application and is written to memory. On a read, the XOR key is XORed with
the incoming data from memory and is written to the application. The EMC also contains a
set of prediction registers that hold XOR keys for addresses that are predicted to be accessed
next. If the prescribed prediction function is correct, an XOR key might be available in the
prediction registers sooner than it could be calculated by the DES engine, saving valuable
time in the memory reference. This prediction register system, along with the whole key

management framework, is explained in all of its cryptographic detail in Chapter 5.
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Platform

4.1 Overview

The Celoxica RC1000 was chosen as the platform for the proof-of-concept prototype of the
Amanuet architecture. Built on a PCI card, the RC1000 was selected as a prototyping
platform because of its ability to interface easily with both Windows and Linux PCs and
because of the ease of writing C code using Celoxica-provided libraries that allow a PC-based

program to communicate with the card. Section 4.2 discusses the RC1000 platform in detail.

As mentioned in prior chapters, the Dallas Semiconductor iButton is used as a secure token
in the Amanuet architecture. The iButton interface and the process of creating an iButton
host are detailed in Section 4.3.

4.2 RC1000

A simplified block diagram of the PCI-based Celoxica RC1000 platform is shown in Fig-
ure 4.1. The main feature of the RC1000 is the Xilinx Virtex XCV2000E FPGA. It also
includes four 512kx32 SRAM banks each with their own address, data, and control inter-
faces. The RC1000 contains arbitration logic that allows the PCI bus and the FPGA to both

32
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Figure 4.1: Simplified RC1000 block diagram

access the SRAM banks. Ownership of each bank is independent and is controlled by the
program running on the PC (which is communicating with the banks through the PCI bus).
These SRAM banks allow the PC program to pass data and commands to and from the
FPGA through direct memory access (DMA) transfers. The RC1000 also has control and
status signals and registers to further facilitate communication between the FPGA and the
PC program through the PCI bus. The PC host program can control the FPGA clock and
communicate directly with the FPGA through the control and status signals. The RC1000
also includes fifty auxiliary I/O pins that allow a direct connection to the FPGA’s external
I/O pins. In the Amanuet architecture, the DS9097U COM port adapter for the iButton is
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interfaced directly to these auxiliary I/O pins.

Celoxica provides a robust C/C++ library to support the host PC programs that communi-
cate with the FPGA. The library can be used from any C/C++ compiler, such as Microsoft

Visual C++. It supplies simple functions to support the following operations:

Get, open, and close available RC1000 cards

Request, receive, and release memory banks

Setup and perform DMA transfers

Get and set status and control registers

Load bitstream files to the FPGA

Set the clock speed of the FPGA

e Control error handling specific to the RC1000 platform

An example C++4 program written using this library would start by including the library at
the beginning of the file.

#include <PP1000.h>

This example program is going to setup a connection with an RC1000 card, pass an array
of data to it, and start the FPGA working on the data. All the functions and types created
in the PP1000 library start with the “PP1000” prefix. For a detailed explanation of the
functions used in this example program, see the RC1000 Functional Reference Manual [39].
An error handling function is required for errors specific to the RC1000 platform. It could

be written as follows:

void Handler (char *FnName, PP1000_STATUS Status) {
char Buffer([1024];
PP1000StatusToString(Status,Buffer,sizeof (Buffer));
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printf("\n%s - %s\n", FnName, Buffer);
exit(1);

In the main function, the program would then mount the error handler and open the first
available RC1000 card.

PP1000InstallErrorHandler (Handler) ;

printf ("Getting number of cards.\n");

Status = PP1000GetCards (&NumCards, &Present);
printf("%d cards in the system\n", NumCards);

Card = new PP1000_HANDLE;

Status = PP10000penCard(Present [0] .CardID, &Card[0]);
Status = PP1000GetCardInfo(Card[0], &CardInfo);

printf("Card’s serial number is %d or 0x%08lx\n\n",

CardInfo.SerialNum, CardInfo.SerialNum);

Note that there can be multiple RC1000 cards installed on a single PC. The program could
then configure the FPGA from a bitstream in a bitfile, set the clock frequency of the FPGA,
and reset the FPGA. Acceptable clock frequencies are between 1 MHz and 100 MHz for the
Virtex XCV2000E.

printf ("Configuring FPGA...\n");

Status = PP1000ConfigureFromFile(Card[0], "bitstream.bit");
printf ("\nSet clock frequency\n");
PP1000SetClockRate(Card[0], PP1000_MCLK, 50000000) ;
PP1000ResetFPGA(Card [0]) ;

At this point, the program is free to either start the FPGA or load one of the four SRAM
banks with data. This example program first sets up and runs a DMA transfer to load the

first memory bank with Buffer, an array of integers.
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Status
Status

PP1000RequestMemoryBank (Card[0], 1);

PP1000SetupDMAChannel (Card[0], Buffer, O,
buffersize * 4,
PP1000_PCI2LOCAL, &Channel);

printf("Initializing transfer\n");

PP1000DoDMA (Channel) ;

The PC host then wants the FPGA to have control of the memory bank to allow the FPGA
to operate on the data transferred to it. The host accomplishes this by closing the DMA

channel and releasing the memory bank.

PP1000CloseDMAChannel (Channel) ;
PP1000ReleaseMemoryBank (Card[0], 1);

With the data transferred to the FPGA, the program then writes to the control register to
let the FPGA-based application know that it can start operation. In the Amanuet prototype
system, this is when the FPGA would begin polling for the iButton.

Status = PP1000WriteControl(Card[0], 1);

The FPGA application would then perform whatever function it was designed to perform.
Depending on how complex the host and FPGA applications are, multiple negotiations could
occur between the host and the FPGA at this point via DMA transfers and communication
through the control and status registers. A certain status value could indicate to the host
that the FPGA is finished with its function.

PP1000ReadStatus (Card[0], &fpga_status);
if (fpga_status == DONE) end_program();

When the FPGA application is finished, more DMA transfers might retrieve data the ap-
plication was working on. The Celoxica libraries are simple to use, but robust enough to

support complex hardware/software co-designed applications.
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4.3 1Button

The Dallas Semiconductor Java-Powered iButton model DS1957B serves as a secure token in
the Amanuet architecture. The DS1957B is packaged in a cylindrical stainless steel canister
5 mm high and 16 mm in diameter, and it resembles a watch battery. Internally, it consists
of a Java processor, a 1024-bit cryptographic math accelerator, a random number generator,
134-kilobytes of non-volatile RAM, and a serial communications interface for communicating
using its proprietary 1-Wire interface protocol. Communications signals on this 1-Wire
interface also serve to power the iButton whenever it is plugged into a 1-Wire compatible
receptacle. The iButton’s construction is physically tamper resistant due to a mechanism

that will destroy the contents of its memory if its case is opened.

DS1957B Java Powered Host
iB

iButton Host
Java Java Processor Java
Applet N | 1wireto Serial Java Applet
written _ ViaDSoog7u | | Interpreter | | Written
iniB- Crypto Unit iniB-

~ N

Figure 4.2: Communications model between the Java host and the Java iButton

Figure 4.2 illustrates the way the Java iButton is designed to communicate with a Java
host. In this model, the iButton’s Java processor and cryptographic acceleration unit run

a Java applet that was developed using using Dallas Semiconductor’s iButton Integrated
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Development Environment (iB-IDE) [40]. A screenshot of the iB-IDE is shown in Figure 4.3.

X 11APDU Sender

) = el o e
I |

! Z:IB-IDE'Projects'Jon_AuthliButton'SourcelJon_Auth_Applet.java

D Jon_Auth

l import javacard.framework.¥;

|
| public class Jon Auth Applet extends Applet

Z\B-DEProjectsu|
// BEGIN INSTRUCTION DECLARATIONS
‘ public static final byte JON_AUTH CLA = (byte)Ox80;
|

public static final byte JON_AUTH_INS_TRANSFER_FINGERPRINT = (byte)0:
public static final byte JON_AUTH_INS_TRANSFER_CACHE TABLE = (byte)l;
Iy END INSTRUCTION DECLARATIONS

//The parameters used to select an applet.
final static private byte SELECT_CLA = (byte)Ox00;
final static private byte SELECT_INS = (byte)Oxd4;

\
—

Figure 4.3: Screenshot of the iButton Integrated Development Environment

The DS9097U Universal COM Port Adapter provides the translation between the 1-Wire
protocol of the iButton and the serial protocol on the host. The host consists of a host
Java applet that was written using iB-IDE running on another Java interpreter. For most
iButton uses, this host is a PC. The iButton and host applets are capable of creating a

cryptographically secure communications channel across the DS9097U.

In the Amanuet architecture, the communications model between the host and the iButton
is not quite this simple, since the host is an FPGA. Creating a Java virtual machine to run
on the FPGA was not only beyond the scope of this project but also would have taken up
far too much space on the FPGA. Thus, a development flow was created to facilitate the
implementation of an FPGA host that emulates the behavior of a Java host over the 1-Wire

interface.
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Figure 4.4: Java-to-VHDL host development flow

In the Java-to-VHDL host development flow, illustrated in Figure 4.4, the first step is to
create an iButton Java applet to run on the DS1957B and a Java host to run on the PC.
Communications between the two is facilitated by the DS9097U that interfaces the iButton
to the PC’s serial port. All of the serial data passing between the iButton and the host is

then captured an analyzed to give clues as to the protocol running between the two parties.

To assist in defining this protocol, a C program was created to run on a PC and send
serial commands to the iButton through the PC’s serial port and across the DS9097U to

the iButton. The second step in the development flow is to use this C program to define
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the minimal set of serial commands necessary to fully communicate with the iButton and
run through all steps of the authorization algorithm. Once this program is perfected and
minimized, the final step is to mimic its function with a VHDL state machine that will be run
on the FPGA. As mentioned in previous chapters, this final host also utilizes the DS9097U.

The most complex step in this process is defining the minimal set of serial commands from
the captured serial data. Multiple thousands of individual serial bytes of data are captured
during a single authorization session, and these bytes have been classified “by hand” (i.e., by
human) and simplified into a several key command blocks of a few hundred bytes each. This
process is repeated every time a change is made to the PC host or the iButton applet, making
this an arduous, repetitive task. If the Java iButton commands were better documented as
a serial protocol, this job would be greatly simplified. The result of this effort is to finally
realize a truly secure communications interface between the Java iButton and the FPGA
host.



Chapter 5

Key Management

5.1 Overview

The term key management is used in the Amanuet architecture to describe the entire process
of retrieving the user identification information (UID) from the iButton through the secure
user interface, modifying the UID to form a DES key, and using that DES key as the key
source for the encrypted memory controller (EMC). The design of the key management
process is the essential element that makes the Amanuet architecture effective in its stated
goal to protect the details of the design around which it is wrapped. A poorly-designed key
management scheme could render the Amanuet architecture ineffectual under the scrutiny
of a well-trained attacker. A correctly-designed key management scheme could lengthen the

time required to analyze the device to decades, making it effectively unbreakable.

This chapter discusses in extensive mathematical and architectural detail the key manage-
ment scheme used in the Amanuet architecture. Drawing on the background material from
Chapter 2 and the architectural discussion from Chapter 3, this chapter explains the ACU
in Section 5.2 and the EMC in Section 5.3. Section 5.4 discusses the vulnerability of this
system to analysis. A major theme in the proposed key management scheme is keeping the
secret information on the iButton separated from the secret information on the FPGA to

ensure that if either the iButton’s or the FPGA’s individual security methods are broken,

41
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the entire system will not be violated. This rule is enforced throughout the following key

management units.

5.2 Authentication Control Unit

The ACU, illustrated in Figure 5.1, is responsible for establishing a secure communications
channel for the UID transfer from the iButton. At the ACU’s disposal are an x° mod n
calculator, a set of secret RSA keys, an SHA-1 hash calculator unit, and a table of authorized
user certificates. The ACU and the iButton negotiate a secure channel and establish each
others identities using an encryption, authentication, and certificate-checking system similar
to the RSA-based [11] Public Key Infrastructure (PKI) [12].

There are a few significant differences, however. First, the public encryption keys for the
iButton and the FPGA are never transmitted over an insecure channel. Since it is essential
to our system that all keys remain secret, they will not be referred to as public and private
keys. Those familiar with the RSA encryption methods described in Chapter 2 will recognize
the Amanuet architecture’s encryption key as RSA’s public key and the decryption key as
RSA’s private key.

The second difference between the Amanuet authentication method and RSA is that cer-
tificates in the Amanuet architecture are Secure Hash Algorithm (SHA) [13] hashes of valid
iButton UIDs. Recall that SHA is a one-way hash, meaning that it is mathematically diffi-
cult to calculate the input to the hash using only the result of the hash. This makes it safe
to store the hash results of the UIDs in a certificate table outside the iButton. This table
could reside directly on the FPGA, which would require modifying the FPGA bitstream
every time a new certificate was issued to an authorized user, or it could be retrieved by

some other means from a trusted certificate authority. The Amanuet architecture includes
the table within the FPGA.
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Figure 5.1: Block diagram of the authentication control unit and its connections

5.2.1 Authentication Mathematics

There are two pairs of encryption and decryption keys and two moduli used in Amanuet’s
RSA-related authentication scheme. Prior to the programming of the iButton and the cre-

ation of the FPGA bitstream, four large prime numbers are chosen by a key administrator
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to create these key pairs and moduli. These primes’, p;, ps, ¢;, and gy, are combined to form

the moduli, n; and ny, through multiplication.

n; = Pi4q;
ny = prdf

The encryption keys, e; and ey, are then chosen to be relatively prime to (p; —1)(¢; — 1)
and (py —1)(gr — 1), respectively. Using e; and ey, the decryption keys, d; and dy, can be

calculated.

d; = e; " mod ((p; — 1)(g; — 1)) (5.3)
dy = e;' mod ((py —1)(qr — 1))

In this way, a key pair and a modulus have been established for both the iButton — n;, e;,
and d; — and the FPGA — ny, ef, and dy. Remember that all of these values are considered
secret. They are calculated and stored on the FPGA and the iButton before the technology
is deployed, and they are never transmitted over a clear channel. These secret keys and
moduli are stored on the FPGA and iButton as shown in Table 5.1.

Table 5.1: Storage of Secret Keys and Moduli

H FPGA \ 1Button H
H N, Nf, €4, df ‘ i, NNfy €fs d; H

Recall that with the encryption key, e, the decryption key, d, and the modulus, n, chosen
in the same way, the general RSA encryption algorithm computes an encrypted message, c,

from a clear-text message, m, using e, through a modular exponentiation.

¢ =m°modn (5.5)

!The subscripts i and f indicate an association with either the iButton or the FPGA, respectively.
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The RSA algorithm decrypts that message using d.

m = ¢’ mod n (5.6)

The Amanuet architecture’s user authentication method uses this same relationship between
the keys to encrypt communications between the iButton and the FPGA. By using the same
thoroughly examined and proven mathematical key relationships that are used in RSA, this

user authentication method is known to be mathematically secure.

5.2.2 Authentication Process

In this system, it is not only important for the iButton to authenticate itself as an authorized
user to the FPGA, but the FPGA must also authenticate itself as an authorized host to the
iButton. This prevents a man-in-the-middle attack wherein a device would pretend to be
the the FPGA to the iButton while simultaneously pretending to be the iButton to the
FPGA in an effort to steal the iButton’s UID and falsely authenticate itself to the FPGA.
Expanding on the simplified three-step description given in Chapter 3, the complete ACU-

iButton authentication method goes through the following steps:
1. iButton is plugged in to the 1-Wire interface.
2. FPGA recognizes presence of iButton.

3. iButton generates a random number, m;, encrypts it using ey and ny, and sends the
encrypted result, ¢;, to the FPGA.

4. FPGA uses dy and ny to decrypt ¢; and retrieve m,.
5. FPGA uses e; and n; to encrypt m; and sends the encrypted result, cs1, to the iButton.

6. iButton decrypts c¢s; using d; and n; and confirms that the FPGA has correctly re-
turned m;. If so, the FPGA has authenticated itself to the iButton, and the process



10.

11.

12.

Chapter 5. Key Management 46

continues. If not, the iButton does not respond to the FPGA and waits to be discon-

nected.

FPGA generates a random numbner, my, encrypts it using e; and n;, and sends the

encrypted result, cs, to the iButton.
iButton uses d; and n; to decrypt cyo and retrieve my.

iButton encrypts the value of (UID+m; + my) using e; and n; and sends the en-
crypted result, cyrp, to the FPGA. The UID is not encrypted directly, or the UID

packet would be the same for every authorization session with that iButton.

FPGA uses dy and ny to decrypt cyrp and retrieves UID by subtracting m; and my

from the decryption result.

FPGA runs UID through the SHA hash and treats the result, hyp, as the iButton’s

certificate.

FPGA checks hyrp against the authorized certificates in its certificate table. If it
finds a match, the iButton has been authenticated to the FPGA. If not, the iButton

represents an invalid user, and the FPGA waits for the iButton to be disconnected.

When the process is complete for a valid user, the iButton has been authenticated to the

FPGA and the FPGA to the iButton. The FPGA now knows the UID of the user, and it
sends that UID to the EMC to create the final key for the DES engine.

5.3

Encrypted Memory Controller

The EMC, illustrated in Figure 5.2, sits in between the embedded application within the

FPGA and the external memory outside it. It encrypts and decrypts every transaction

between them. Upon startup, the EMC uses a secret DES key that is unique to and known
only to the FPGA. This key is used only in the creation of the final DES key — never for
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Figure 5.2: Block diagram of the encrypted memory controller and its connections

actually encrypting the external memory interface. The final DES key used for encrypting

the external memory interface is formed by passing the UID from the iButton through the
DES engine using the secret DES key. The first 56 bits of the 64-bit result of this operation
are used as the final DES key. This is an example of the adopted philosophy of keeping

the information necessary to crack the entire system separated between the iButton and the
FPGA. Secret pieces of information from both the iButton and the FPGA are required to

calculate the actual key used to encrypt the memory interface that protects the embedded
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application data.

A cryptographer may question here whether the DES result of the UID and the secret key
will always create a strong DES key as the final key. Differential cryptanalysis of the DES
algorithm could be aided significantly if the final key is in the set of known weak and semi-
weak DES keys [15]. The reality is that it is a matter of probability. There are 4 known
weak keys and 12 known semi-weak keys in the overall set of 2°¢, or 72,057,594,037,927,936,
total DES keys. If we think of the final key as a random combination from the UID and the
secret key, the probability of randomly choosing a weak key is

16 20
g =2 (5.7)

Because it’s fun to see big numbers in print, that’s one chance in 4,503,599,627,370,496.
Since this makes it highly unlikely that a weak key will ever be the DES result of the UID
and the secret key, weak keys are not checked for in the Amanuet architecture. If the key
distributor wants to address the problem of weak keys, they should ensure that no UID and
secret key combination produces a weak key. If, as is recommended, the DES algorithm is
replaced by a stronger keyed block cipher, a weak key analysis will need to be completed for

that cipher as well.

5.3.1 Encrypt and decrypt operations

Once the final DES key is calculated, the EMC is ready for encrypted read and write opera-
tions to and from the external memory, and the embedded application or CPU is signaled to
begin operation. The encryption method used by the EMC is related to DES counter-mode
encryption [41]. In DES counter-mode encryption, a counter is placed as the input data
to the DES engine, and the DES-encrypted result is used in an XOR operation with the
data to be encrypted. Decryption in counter mode is similar. To decrypt, the same counter
value is encrypted by the DES engine using the same key, and this number is used in an

XOR operation with the encrypted data to retrieve the original data. This makes use of the
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following property of the XOR function:

A®B=C=Ba&C = A. (5.8)

In the case of DES counter-mode encryption, A is the original value, B is the DES encrypted
counter value, and C' is the counter-mode encrypted result.
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Clear-Text , LI 1, Daato
Dataln %2 L%\ ]/ % Externd
2t 32t RAM
Address > Addre;es —>
Expansion| 64  [Ms 8
Final DES| , DES 64 | DES Result
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Figure 5.3: Encrypt-and-write (top) and read-and-decrypt (bottom) operations

The Amanuet encrypt-and-write and read-and-decrypt operations, illustrated in Figure 5.3,

are similar. When an address and a 32-bit data word are written to the EMC from the
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embedded application, the address is expanded using a 1-to-1 function to 64 bits and used as
the input to the DES engine, using the final DES key as the key. The result of this is a 64-bit
encrypted value. The 32-bit data word then goes through two XOR operations, one with the
most significant 32 bits of the 64-bit DES result, the other with the least significant 32 bits.
The result of these operations is an encrypted 32-bit number that is written to the original
address value in the external memory. The original address bus width is not specified since
the same method could be used for any size of address bus. The read-and-decrypt operation
is exactly the same process for the DES engine, but the 32-bit input data going through
the two XOR operations is the encrypted data from the external RAM. The output is the
clear text 32-bit data value requested by the embedded application. Extending the XOR
relationship of counter-mode encryption, the Amanuet architecture states for encryption and

decryption that

A®DB®C=D=BoCoD = A, (5.9)

where A is the original clear text value, B represents the most-significant 32-bits of the DES
result, C' represents the least-significant 32-bits of the DES result, and D is the encrypted

value that is written to the external memory.

Note that for both the encrypt-and-write and read-and-decrypt operations, only the DES
encryption function is required, since the same DES result is used both for encryption and
decryption of the values written to memory at any given address. The DES decryption
function is never used. Because decryption and encryption in the DES algorithm use the
same computational structures in the FPGA, the lack of need for the decryption portion

does not result in any space savings on the FPGA.

5.3.2 Address Expansion

The address expansion unit in the Amanuet architecture can be designed with any 1-to-1
function that expands the original address to a 64-bit value. The extra bits beyond the
original address size can be filled in with a replication of the address bits, parity bits for

part or all of the original address, or some mathematical combination of the address bits.
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To ensure the fullest possible range of DES outputs, the expansion function must be 1-to-1,
meaning that each input has a unique expanded output. If the expansion algorithm were
kept secret and included some cryptographic calculations, it could be used to increase the

security of the overall system.

In the Amanuet architecture implemented on the prototype system, the address expansion
unit was optimized for speed, meaning that no arithmetic computations were performed on
the input bits. In this way, it becomes a permutation from the 21-bit original address to the
64-bit DES input, as illustrated in Table 5.2.

Table 5.2: Address Expansion Permutation
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
17 18 19 20 21 1 2 3 4 5 6 7 8 9 10 11
1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 16
17 18 19 20 21 1 2 3 4 5 6 7 8 9 10 11

5.3.3 Prediction Registers

There is one layer of complexity in the Amanuet system that is not illustrated in Figure 5.3.
As shown in Figure 5.2, there is a set of prediction registers in the EMC that hold DES
result values for memory addresses predicted to be the next accessed. The reason for having
the prediction registers is that the DES engine has a latency of sixteen clock cycles between
the time the first value is clocked into the DES input and the time the result is present on
the DES output. However, since the DES engine is a pipeline, it can output a new result
on each clock cycle after the initial sixteen-cycle latency. Keeping in mind that a memory
controller needs to run at the highest possible speed, the pipelined nature of the DES engine
makes it expedient to continue running predicted addresses through the DES engine after the
requested address has been processed. Mathematically, the time, tpgg, in clock cycles, that

it takes to calculate a given number of pipelined address values, nappr, can be described as

tDES =16 -+ (nADDR - 1) (510)
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In the Amanuet architecture, we expect that the behavior of the embedded application will
follow the principle of locality of reference, meaning that the next address referenced will be
very near the most recent address referenced. Following this guideline, when an address is run
through the DES engine, the prediction registers are filled with DES results for the sixteen
addresses above and the sixteen addresses below the currently requested address. Upon the
next address reference, the address is checked to see if it is in the range of addresses whose
DES results already reside in the prediction registers. If it does, the pre-calculated DES
result is retrieved from the prediction register in one clock cycle, and the DES engine is not
used. The sixteen-cycle latency is avoided. If the address does not fall in the range of the
prediction registers, the DES engine is used to calculate the DES result, and the prediction

registers are filled with the DES results for the addresses above and below this new address.

The prediction registers are designed to be filled without delaying the rest of the operation of
the EMC. If a data word is read from or written to an address not in the prediction registers,
once the DES result is calculated for the requested address, the prediction registers are filled

independently while the rest of the read or write cycle takes place.

If the Amanuet architecture were to be modified for a more complex RAM system that
includes a cache, the locality of reference principle is made slightly more complex. The
prediction registers should hold the DES results for the data held in the cache lines. This
new design would have to take into account more complex cache functions such as line
flushes while strictly maintaining valid/invalid and clean/dirty information for each cache
line. Similarly, in systems where the behavior of the embedded application could be easily
predicted, the principle guiding the filling of the prediction registers should be modified

accordingly.

5.4 Vulnerability Analysis

The Amanuet architecure’s vulnerability to probing and cryptanalysis has been discussed
throughout the text of this thesis, and the threats to its security are discussed generally in
this section and more specifically in the next. An authorized user — that is, user with an

authorized iButton — can use the iButton to start the embedded application on the FPGA
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but can gather neither the value of their own authorized UID from the iButton nor the values
of the data in RAM external to the FPGA without breaking RSA and DES, respectively.
Recall that RSA’s strength is in the difficulty of factoring its modulus, n, so a security
analysis would need to be done prior to deploying the system to determine an appropriate
size for n. It has been shown that DES is becoming increasingly vulnerable to differential
cryptanalysis as computers become more adept at solving large numerical analysis problems
[22]. As mentioned, a major advantage of the Amanuet architecture is that any stronger
keyed block cipher, such as counter-mode Advanced Encryption Standard [21] or Triple DES
[42], could replace the DES engine in this prototype. FPGAs add a higher degree of security

by allowing cryptographic updates as needed to face new security threats.

If the physical security measures in the iButton, mentioned in Chapter 4, were broken and
the contents of the iButton were known, an attacker would know an authorized UID, both
RSA moduli, the iButton’s decryption key, and the FPGA’s encryption key. The attacker
could then potentially negotiate an unauthorized session on the FPGA; however, the memory
interface and the details of the embedded application data would still be secure due to the
secret DES key’s role in creating the final DES key from the UID. Only an attack that
intercepts the contents of the FPGA would unravel the entire key management scheme. If
the contents of the FPGA were known, the attacker would know the proper moduli and RSA
keys to setup an unauthorized session with the iButton to steal the UID. The secret DES key
would be known as well, allowing the attacker to construct the final DES key and analyze the
memory interface. The data for all authorized iButtons would still be safe, however, since
the certificate table only stores the SHA hash of the valid iButton UIDs. It is important to
recognize that knowing the contents of the FPGA would also completely reveal the details
of the embedded application. It is assumed in the scheme presented that it is not possible to
know the contents of the FPGA, and, as discussed in Chapter 2, much work has been done

by others in this area.
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5.5 Specific Threat Analysis

When defining the security policy for the Amanuet architecture, it simplifies the discussion
to visualize the architecture as consisting of nodes and interconnects. The FPGA and the
iButton are the nodes, which are only trusted after authentication, while the authentication
interface and the memory interface are the interconnects, which are never trusted. The
RAM itself must also be thought of as an interconnect, since it is never authenticated like a
node and its contents can be viewed. In the following discussion, the RAM and the memory

interface are considered to be part of the same interconnect.

Attacks carried out on the interconnects include bus snooping attacks to either try to math-
ematically determine the contents of the communications over the interconnect or record the
communications in order to mimic the behavior of a trusted node in the future in order to
gain unauthorized access to another node. These attacks on the interconnect are discussed in
Sections 5.5.1 and 5.5.2. Possible attacks on the nodes include malicious or poorly-designed
embedded applications that reveal details of the Amanuet architecture or multitudinous va-
rieties of physical attacks on the FPGA or iButton architectures. These are discussed in
Sections 5.5.3 and 5.5.4.

5.5.1 Mathematical Attacks

Thus far in this thesis, the mathematical strength of the Amanuet architecture has been
discussed in more detail than any other kind of protection against attack. The purpose of a
mathematical attack on the authentication interface would be to determine the encryption
and decryption keys and modulii. While the authentication scheme is protected by an
algorithm that uses modular arithmetic in ways that mimic RSA encryption, the Amanuet
algorithm differs in that it does not make public the encryption exponents or modulii of
either party. Thus, the most effective mathematical attack against RSA — factoring the
encryption modulus, which, as has been discussed, is incredibly difficult — cannot be used

against the Amanuet architecture since the modulii are kept secret.

A mathematical attack against the memory interface would be carried out for the purpose
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of learning the secret final DES key to decrypt the contents of the external RAM. As was
mentioned in Chapter 2, determining the DES key by searching the entire DES key space
is now possible in a matter of days through distributed and cluster computing approaches.
This is why it is suggested throughout this thesis that the DES algorithm is only intended
to prove the Amanuet architecture in concept while the AES algorithm is recommended for
practice. The AES algorithm is not known to be vulnerable to differential cryptanalysis
and has a much larger key space — up to 256 bits compared to DES’s 56 bits — making it

invulnerable, at least for now, to modern key space analysis algorithms [16].

5.5.2 Replay Attacks

A replay attack could be attempted on the authentication interface by recording a session
between the FPGA and the iButton. The attacker could then in the future use the data
recorded from the iButton to pretend to be an authorized iButton and attempt unauthorized
access to the FPGA. This kind of attack is foiled, however, by steps 7-9 of the authentication
algorithm described in Section 5.2.2, wherein the FPGA sends a random number challenge
to the iButton. That random number becomes part of the UID package that the iButton
sends to the FPGA. Without knowing the correct decryption key to determine the random
number from the FPGA, the correct encryption keys to re-package the random number to
be sent back, and the UID to gain access, an unauthorized user could not fake a session
on the FPGA. Thus, a replay attack mimicking the iButton would be ineffective. A similar
attack attempting to parody the FPGA to fake a session with a real iButton would also fail,
due to the random number challenge the iButton presents to the FPGA in steps 36 of the

authentication process.

Security experts such as Schneier [15] recommend that authentication algorithms include
random values from both authenticating parties for the express purpose of preventing replay
attacks. While the Amanuet authentication scheme is protected in this manner, it can be
seen that in most circumstances, in order to record a session and perform a replay attack
an authorized iButton and a fully-configured FPGA would both be required. If both of
these components were in hostile hands already, a replay attack would hardly be necessary

(device theft is discussed further in Section 5.5.4). The case of a clever replay attack must
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be considered, however, wherein the FPGA is secretly probed and remotely monitored. This
would not require the possession of an iButton. Also, the Amanuet architecture may be
extended in the future to include remote authentication, where the FPGA and the iButton
are distant physically but connected via some insecure data network. The authentication
interconnect must be distrusted in this case, so the authentication algorithm is designed for

this eventuality.

5.5.3 Malicious Application Attacks

A poorly or maliciously written embedded application may run the risk of betraying the
contents of protected sections of memory. In one example attack, if an application is known
to an attacker to write zero’s to certain memory locations, the attacker would see directly
the XOR key for that memory location, since any value XORed with zero is the original
value. Once the key was known, any other value written to that memory location would
also be known to the attacker. If enough of these memory locations were known, the secret
algorithmic information that the Amanuet architecture purports to protect would be vul-
nerable. The logic of a malicious application attack is somewhat flawed when considering
that the algorithmic information — specifically, which values are written to which memory
locations — needs to be known in the first place to carry out an attack intended to steal al-
gorithmic information. If the embedded application designer makes public their algorithmic
information prior to protecting it with the Amanuet wrapper, the Amanuet architecture will
not be effective. A prerequisite of using the Amanuet architecture to protect an embedded

application is that the embedded application details be kept secret.

5.5.4 Physical Attacks

Physical attacks are carried out on the architecture of the iButton or FPGA in order to reveal
keys or algorithmic secrets. Tampering attacks involve direct analysis of the architectures,
while power attacks are classified as “side channel” attacks — attacks that analyze attributes
of the architecture that are not typically thought of as possibly revealing data [43]. Finally,

device theft is the simplest form of physical attack: just steal the devices necessary to gain
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authorized access. Discussions on all of these attacks follow.

Device Tampering

Tampering with the iButton would simply consist of trying to open its case and analyze the
NVRAM to extract the UID and secret key values. However, as was mentioned Section 4.3,
the NVRAM within the iButton is connected to a device that will destroy the memory
contents if the iButton’s case is opened. Advances in token technology will likely make
such tamper resistance even more robust in the future. For the purposes of the Amanuet

architecture, the iButton is considered to be a tamper-proof token.

Tampering with the FPGA can be much more involved. For example, an advanced method
such as a Focused lon Beam (FIB) analysis could be used to visually inspect the architecture
and programming of the FPGA. While incredibly painstaking, it is theoretically possible
to determine the function of each programmable element in the FPGA with this method.
However, there has not yet been a documented successful reverse engineering of an FPGA

design using FIB analysis [43].

Power Attacks

Power analysis attacks — usually referred to as Simple or Differential Power Analysis (SPA
or DPA) — can also be used to characterize the values stored in the programmable elements
within an FPGA. The attacks are usually carried out on FPGA-based cryptographic algo-
rithms to determine where the key value is stored on the FPGA. The power consumption of
various locations on the FPGA are analyzed, and candidates are chosen as possible locations
of the key. This is intended as a means of more quickly sifting through possible key values
in the key space. It is possible that this could be used against both the authentication and
memory interfaces of the Amanuet architecture; however, as advances in SPA and DPA are
made, there are also advances in countermeasures. Structures have been designed for use at
the key storage locations that de-correlate the key storage location from a pattern of power
consumption that would reveal its location to SPA or DPA [44]. This field is still developing,

and it is essential for any designer who wishes to encapsulate secret information within and
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FPGA to follow the balance of power between power analysis and its countermeasures.

Device Theft

Finally, the theoretically simplest attack against the Amanuet architecture would be to
simply steal an iButton to gain unauthorized access to an FPGA. The presence of the iButton
in the authentication system makes it easy to disable access to the system. Remember the
example of the EP-3 plane from Chapter 1. The Navy personnel could have ditched the
iButtons in weighted bags prior to landing, as per Navy regulations. The problem with
this simple approach is that the simple possession of an iButton makes a user authorized.
Work has been done in related architectures to require both an iButton and a biometric
authentication method, such as a fingerprint, prior to accessing a secured FPGA application
[33] [45]. The biometric in these systems is tied to specific iButtons, meaning that an
authorized user must be biometrically authenticated to the iButton before attempting an
authentication session with the FPGA. This increases the complexity of the authorization
algorithm and the iButton distribution process, but it ensures that users must be who their
iButton claims they are before they can access the FPGA. If device theft is considered to
be a great threat to the embedded application protected by Amanuet, a similar biometric

authentication mechanism could be integrated into the Amanuet architecture.
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Experiments

6.1 Overview

To prove the viability of the concepts that make up the Amanuet architecture, a proof-of-
concept architecture was developed on the RC1000 platform, and an array of experiments
was performed on it. Section 6.2 explains this proof-of-concept architecture and discusses
the embedded application that was used in the experiments. Section 6.3 discusses the perfor-

mance of the system with and without encryption and with and without prediction registers.

6.2 Proof-of-Concept Architecture

A block diagram of the proof-of-concept architecture is shown in Figure 6.1. The system
was realized using the RC1000 platform’s Xilinx VirtexEE XCV2000E FPGA, a DS9097U
Serial to 1-Wire protocol adapter, and a DS1957B Java iButton. The architecture inside
the FPGA was developed in VHDL, and several relevant sections of the code are included in
Appendix A. The final architecture in the figure required 4,202 of the available 19,200 slices
of the XCV2000E, leaving plenty of logic on the FPGA for larger embedded applications.

The proof-of-concept architecture represents a basic implementation of every major func-
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Figure 6.1: Block diagram of the proof-of-concept architecture

tional unit in the Amanuet architecture. The processes in the architecture are triggered
by the authentication control unit. The ACU starts by negotiating the transfer of a user
identification number from the Java iButton. In this architecture version, the UID is simply
the 64-bit serial number of the Java iButton. To increase the security of the UID, it is
recommended that a value larger than 64-bits should be used as the UID in full versions of

the Amanuet architecture.
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Once the UID has been received in the authentication control unit, it is passed through
the SHA-1 hash unit. The SHA hash unit in this system was coded to accept and pad the
the message — the 64-bit serial number — and produce a correct SHA digest of the message.
The message digest is treated as the user’s certificate, and the certificate table is checked
to determine if the user has access to the embedded application. If a match is found in the
certificate table, the user is authorized, and the UID is passed to the DES engine in the
encrypted memory controller. If there is no match, the authentication fails, and the user
is not allowed to run the embedded application. To produce the final DES key, the DES
engine operates on the UID using the secret DES key. The result becomes the final DES
key, which is used to encrypt the memory. Once the final DES key is in place, the embedded

application is given permission to run.

The embedded application that was used to test the architecture is a simple memory transfer
application. At startup, the unencrypted RAM bank Mem0 is loaded with 100,000 numbers
by a DMA transfer from the PC. When the embedded application is triggered to start, it
reads one number at a time from Mem0 and directs the EMC to encrypt each number and
write it to Mem1. Once all 100,000 numbers have been written to Meml, the embedded
application instructs the EMC to read and decrypt each number from Meml one at a time.
As they are decrypted, they are written to Mem2. Once the values are written to Mem?2,

the embedded application is finished.

The RAM banks on the RC1000 can be monitored from the PC using a diagnostic program
provided by Celoxica. From the PC’s perspective, Mem0 occupies the address space from
0x000000 to Ox1FFFFF, Mem1 occupies 0x200000 to 0x3FFFFF, Mem2 occupies 0x400000
to OxHFFFF, and Mem3 occupies 0x600000 to Ox7FFFF. Using the diagnostic program, the
values in Mem0 starting at address 0x000400 — a subset of the 100,000 numbers — can be

examined as follows.

> dm 0x400
0x00000400 00000100 00000101 00000102 00000103
0x00000410 00000104 00000105 00000106 00000107
0x00000420 00000108 00000109 0000010a 0000010b
0x00000430 0000010c 0000010d 0000010e 0000010f



0x00000440
0x00000450
0x00000460
0x00000470
0x00000480
0x00000490
0x000004a0
0x000004b0
0x000004c0
0x00000440
0x000004e0
0x000004£0

The corresponding address

encrypted.

> dm 0x200400

0x00200400
0x00200410
0x00200420
0x00200430
0x00200440
0x00200450
0x00200460
0x00200470
0x00200480
0x00200490
0x002004a0
0x002004b0
0x002004c0
0x0020044d0
0x002004e0
0x002004£f0
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00000110
00000114
00000118
0000011c
00000120
00000124
00000128
0000012c
00000130
00000134
00000138
0000013c

00000111
00000115
00000119
0000011d
00000121
00000125
00000129
0000012d
00000131
00000135
00000139
00000134

00000112
00000116
0000011a
0000011e
00000122
00000126
0000012a
0000012e
00000132
00000136
0000013a
0000013e

00000113
00000117
0000011b
0000011f
00000123
00000127
0000012b
0000012f
00000133
00000137
0000013b
0000013f
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locations in Mem1 show these same values after they have been

a03cccfc
8d138693
83d8a604
194daeb7
dbfb0a05
edcdabd3
78f6dcf2
£046b966
01de88a4
257£9a81
bceb8982
9edabl1d
Ta39%4el4
9ae3aefl
09efabf9
14785a55

8c375ea?2
21d3acc6
e1d675db
58304dd8
d4cc18c4
08d0c51b
a9%942ea38
cb6a2bal
519c7£01
42294460
1e9c706e
92165ad7
2557c36¢
b1187e6f
36516a7e
e8f3cabf

901ffead
8058f16b
cf7blclb
aeac82d9
b81e8fd1
Obcd219e
d74b1f12
8bbc9c3e
9cf09630
f65bedla
5519e1df
3bfd37c1l
be4d2d54
a98db86f
6dd31506
546ec3e9

£56c2300
8b95440c
8810£985
32cbc3ce
97666ef2
a3c89692
2178369
9b29c4e9
4a4e0f23
a4cd4a85
5al0dfef
241dda2b
cbecacee
39d3a86a
cbed916e
cf32fe84

Since these values are all XORed with different DES results, note that no two are similar.

Despite the fact that the numbers in this embedded application are stored in sequential order
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and encrypted with sequential address values, the value that is actually stored at any given
address location is still obfuscated. Finally, Mem2 shows the corresponding decrypted result

of reading these values from Mem1 and writing them to Mem?2.

> dm 0x400400

0x00400400 00000100 00000101 00000102 00000103
0x00400410 00000104 00000105 00000106 00000107
0x00400420 00000108 00000109 0000010a 0000010b
0x00400430 0000010c 0000010d 0000010e 0000010f
0x00400440 00000110 00000111 00000112 00000113
0x00400450 00000114 00000115 00000116 00000117
0x00400460 00000118 00000119 0000011a 0000011b
0x00400470 0000011c 0000011d 0000011e 0000011f
0x00400480 00000120 00000121 00000122 00000123
0x00400490 00000124 00000125 00000126 00000127
0x004004a0 00000128 00000129 0000012a 0000012b
0x004004b0 0000012c 0000012d 0000012e 0000012f
0x004004c0 00000130 00000131 00000132 00000133
0x0040044d0 00000134 00000135 00000136 00000137
0x004004e0 00000138 00000139 0000013a 0000013b
0x004004£0 0000013c 0000013d 0000013e 0000013f

6.3 Performance

With the correct operation of the authentication control unit and the encrypted memory
controller established, experiments were constructed to determine the degradation in memory
performance that results from encrypting and decrypting before each write and read cycle.
To monitor the performance, a clock counter unit was installed in the encrypted memory
controller to determine the summation of all the clock cycles spent in the memory controller
when it was actively encrypting, decrypting, reading, and writing. This clock counter and
its interface to Mem3, where the final clock count is written, can be seen in Figure 6.1.
Several versions of the encrypted memory controller were created to test the its performance

using different EMC configurations. Figure 6.2 summarizes the results of these experiments.
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Figure 6.2: Time spent with controller active relative to unencrypted memory controller

When looking at the logic and considering clock speed instead of clock cycle quantity, the
delay related to the XOR operations — required to encrypt and decrypt on writes and reads,
respectively — must be considered. These XOR operations will be realized in look-up tables
(LUTSs) on the FPGA. For high-speed memory architectures, the impact of the logic delay
through the LUT on the maximum clock speed of the memory controller will need to be
considered. In the following experiments, performance is measured solely in terms of the

number of required clock cycles.

The first EMC configuration that was tested this way was a stripped down version that actu-
ally lacks both the prediction registers and the DES engine — it is effectively an unencrypted

memory controller. During the process of running the embedded application, this controller



Chapter 6. Experiments 65

was active for 1,200,018 clock cycles!. This number is proportional to the time needed by

the read and write processes during the operation of the embedded application.

The second configuration that was constructed was an EMC that includes the DES engine
but lacks the prediction registers. Every time a new address and data value is written to
this EMC configuration, the entire 16-cycle pipeline penalty of the DES engine is incurred,
making it quite slow. The entire pipeline penalty is incurred again with each read. During
the operation of embedded application, this EMC was active for 4,400,051 clocks — 3,200,033
of which can be attributed to DES encryption- and decryption-related delays. Over the
course of the 200,000 combined read and write cycles required by the embedded application,

this works out to almost exactly 16 cycles per read/write operation.

The final? configuration that was tested was the EMC that includes both the DES engine
and the prediction registers as pictured in Figure 6.1. The prediction registers in the proof-
of-concept architecture were tuned specifically to enhance the performance of this particular
embedded application. Sixteen registers were used. The first register holds the DES encryp-
tion result of the address that was requested; the remaining hold the DES encryption results
for the 15 address locations above the currently requested address. Recall from the discus-
sion in Chapter 5 that calculating the next addresses allows the EMC to incur the 16-cycle
pipeline penalty once, then receive a new DES result on each clock. Succeeding memory
references to address values whose DES results are already stored in the prediction registers
only incur the single clock cycle penalty required to access that address’s DES result from

the register.

This advantage is clearly seen in the reduction of clocks spent with the EMC active during
the operation of the embedded application. This version required only 1,587,581 clocks — only
387,563 more than the unencrypted controller — meaning it incurred an average encryption-
and decryption-related penalty of about 2 clocks per read/write cycle. The penalty is this
low due to the fact that the prediction registers perfectly predict the next addresses to be

accessed by this specific embedded application. In more of a real-world application, the per

1Since the values are read one at a time from Mem0 and written one at a time to Mem1, no burst mode
memory writes were used during this process.

2This final version is the one that produced the correct encryption results presented in the previous
section.
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read /write cycle penalty would be higher; however, to counter this, the prediction mechanism

in the prediction registers can be adjusted to match the application.



Chapter 7

Conclusion

This thesis has presented the Amanuet architecture as a key management framework for
creating a secure user authentication system and an encrypted off-chip data transfer method
on an FPGA. It has been shown that the architecture can behave like a secure wrapper
to hide the algorithmic details of the device it is protecting by preventing the analysis of
all external device interfaces. While the framework is secured using modified versions of
known cryptographic algorithms, the Amanuet architecture has introduced a secure token-
based authentication scheme and an FPGA-based encrypted memory controller that includes
the application of counter-based block cipher encryption. The strengths of the Amanuet
architecture lie in its ability to secure a wide variety of embedded FPGA applications. Any
embedded FPGA application with address and data memory buses can be dropped into the
Amanuet architecture without modifying the application. Since the Amanuet architecture
takes up very little room in the FPGA, the embedded application can be complex. Memory
performance degradation is a drawback to the architecture, but the performance has been

shown to improve with proper prediction register design.

The experiments that have been performed on the proof-of-concept system have shown the
system to be viable and ready for application to real-world embedded projects. A complete
realization of the encrypted memory controller in an FPGA proved to have a negative impact
on memory performance that was reduced due to a specifically-targeted prediction system.

When future embedded applications are paired with the Amanuet architecture, the prediction
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mechanism will be a crucial factor in application performance. This system is currently well-
suited to protect embedded applications and algorithms that will be deployed publicly under
the scrutiny of competitive or hostile entities, and it is extensible to encompass both future
advances in block cipher algorithms to keep up with new security threats and various digital

1/0 interface structures for use in more advanced FPGA architectures.

Ongoing work with this architecture includes implementing it on a Virtex-II Pro FPGA
for use with an embedded system running Linux. This will require the prediction register
system to be updated to integrate with a much more advanced memory cache system, a
topic breached in Chapter 5. Additionally, further research will be performed on possible
replacements for the DES algorithm in the encrypted memory controller to better secure
the data in external memory. The Amanuet architecture is currently in its infancy, but the
strength of its concepts and its adaptability to new encryption algorithms gives it a bright

future with many potential applications.
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VHDL Samples

Since the body of VHDL code that makes up the proof-of-concept architecture is around
1500 lines long, only two samples are included in this appendix. The first is the SHA-1 hash
code, presented in its entirety in Section A.1. The second is the process that makes up the
the encrypted memory controller, shown in Section A.2. The DES engine used is the Free

DES engine provided by The Free IP Project and David Kessner at http://www.free-ip.com.

A.1 VHDL SHA-1 Hash

-- SHA.VHD

-- A limited version of the SHA-1 algorithm

-- Only accepts 64-bit messages, but very easy to adapt for larger messages
—-— By Jonathan Graf

-- Start/Finish June 10, 2004

library IEEE;

use IEEE.std_logic_1164.all;

use IEEE.STD_LOGIC_ARITH.all;
use IEEE.STD_LOGIC_UNSIGNED.all;
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entity sha i
port(
clk
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S

in

reset : in

mess
mess

digest
digest_vld

)

end sha;

age : in
age_vld : in

std_logic;
std_logic;

std_logic_vector (63 downto 0);
std_logic;

out std_logic_vector(159 downto 0);
out std_logic

architecture limited_sha of sha is

signal
signal

signal
signal
signal
type
signal
signal
constant
constant
constant
constant
constant

constant

constant

run_hash

: std_logic;

wo,wl,w2,w3,wsd,w5,w6, w7, w8, w9, wiO,wll,
wl2,wl3,wld,wib,w : std_logic_vector (31 downto 0);
a, b, ¢, d, e, Kt, temp : std_logic_vector (31 downto 0);

count

stage
sha_state_type
sha_state

std_logic_vector (4 downto 0);
: std_logic_vector (1 downto 0);
is (setup, calc, done);
: sha_state_type;

m0, ml : std_logic_vector(31 downto 0);

m2 : std_logic_vector(31 downto 0)
:= '"10000000000000000000000000000000" ;
-- appended a 1, then zeroes

m3 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
mé4 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m5 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m6 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m7 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m8 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
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constant
constant
constant
constant
constant
constant

constant

constant
constant
constant
constant

constant

constant
constant
constant

constant

begin
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m9 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m10 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
mll : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
mi2 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m13 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
ml4 : std_logic_vector(31 downto 0)

:= "00000000000000000000000000000000" ;
m15 : std_logic_vector(31 downto 0)

:= "00000000000000000000001000000000" ;

-- 64-bit representation of the length
Ka : std_logic_vector(31 downto 0)

:= "01100111010001010010001100000001";
Kb : std_logic_vector(31 downto 0)

:= "11101111110011011010101110001001";
Kc : std_logic_vector(31 downto 0)

:= "10011000101110101101110011111110";
Kd : std_logic_vector(31 downto 0)

:= "00010000001100100101010001110110";
Ke : std_logic_vector(31 downto 0)

:= "11000011110100101110000111110000";
Kt0 : std_logic_vector(31 downto 0)

:= "01011010100000100111100110011001";
Kt20 : std_logic_vector(31 downto 0)

:= "01101110110110011110101110100001";
Kt40 : std_logic_vector(31 downto 0)

:= "10001111000110111011110011011100";
Kt60 : std_logic_vector(31 downto 0)

:= "11001010011000101100000111010110";

start_signal : process (clk, reset)

begin

of the string

--X"67452301";
--X"efcdab89";
--X"98badcfe";
--X"10325476";

--X"c3d2el1f0";

--X"5a827999";
--X"6ed9%ebal";
--X"8f1bbcdc";

--X"ca62c1d6";
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if (reset = ’1’) then
m0 <= (others => ’0’);
ml <= (others => ’0’);
run_hash <= ’0’;
elsif (clk’event and clk = ’1’) then
if (message_vld = ’1’) then
m0 <= message(63 downto 32);
ml <= message(31 downto O0);
run_hash <= ’1’;
end if;
end if;
end process;

HASH : process (clk, reset)
begin
if (reset = ’1’) then
a <= Ka; b <= Kb; ¢c <= Kc; d <= Kd; e <= Ke;
w0 <= (others => ’0’);
wl <= (others => ’0’);
w2 <= m2; w3 <= m3; w3 <= m3; w4 <= m4; wb <= mb; w6 <= mb6; w7 <= m7;
w8 <= m8; w9 <= m9; wl0 <= m10; wll <= ml1l; wl2 <= ml12; wil3 <= ml3;
wld <= ml14; wil5 <= ml5;
w <= (others => ’0’);
Kt <= KtO0;
temp <= (others => ’0’);
count <= "00000";
stage <= "00";
sha_state <= setup;
digest <= (others => ’0’);
digest_vld <= ’0’;

elsif(clk’event and clk = ’1’) then
if (run_hash = ’1’) then
case sha_state is
when setup =>
if (count < "10000" and stage = "00") then
case count is

when "00000" => w <= m0; w0 <= m0; wl <= mi;
when "00001" => w <= wil;
when "00010" => w <= w2;
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end
else

w <= w13 XOR w8 XOR

end if;

when
when
when
when
when
when
when
when
when
when
when
when
when
when
case;

case stage is

when
when
when
when
when
end case

IIOOll
”01 n
n 10"
nyqn
othe

b

"00011"
"00100"
"00101"
"00110"
"oo111"
"01000"
"01001"
"01010"
"01011"
"01100"
"01101"
"01110"
"01111"
others

rs =>

sha_state <= calc;

when calc =>
e <= d;
d <= c;

Kt
Kt
Kt
Kt
Kt

<= w3;
<= w4;
<= wb;
<= wb;
<= W7;
<= w8;
<= w9;
<= w10;
<= wlli;
<= wl2;
<= wil3;
<= wl14;
<= wl15;
<= (others => ’1’);

£ 5 5 5 5§ £ 5 5 £ 5§ 5 5§ 5 5

w2 XOR wO;

<= KtO0;
<= Kt20;
<= Kt40;
<= Kt60;
<= KtO0;

¢ <= b(1 downto 0) & b(31 downto 2);

b <= a;

case stage is

when

"oo"
a <=

=>
(
(
(

a(2
(b
e +

6 downto 0) & a(31 downto 27) )
and c) or ((not b) and d) )
(w(30 downto 0) & w(31)) + Kt )

+
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if (count = "10011") then stage <= "O1"; end if;

sha_state <= setup;

when "O1" =>
a <= ( a(26 downto 0) & a(31 downto 27)
( b xor c¢c xor d
( e+ (w(30 downto 0) & w(31)) + Kt

if (count = "10011") then stage <= "10"; end if;

sha_state <= setup;

when "10" =>
a <= ( a(26 downto 0) & a(31 downto 27)

)

( (b and c) or (b and d ) or (c and d))

( e + (w(30 downto 0) & w(31)) + Kt

if (count = "10011") then stage <= "11"; end if;

sha_state <= setup;

when "11" =>
a <= (  a(26 downto 0) & a(31 downto 27)
( b xor c xor d
( e + (w(30 downto 0) & w(31)) + Kt
if (count = "10011") then
sha_state <= done;
else
sha_state <= setup;
end if;

when others =>
a <= (others => ’17);
end case;

if (count > "01111" or stage > "00") then
wo <= wl; wl <= w2; w2 <= w3; w3 <= w4; wld <= w5;
wb <= w6; w6 <= w7; w7 <= w8; w8 <= w9; w9 <= wlO0;
wl0 <= wll; will <= wil2; wl2 <= wl3;
wl3 <= wil4; wild <= wlb;
w15 <= w(30 downto 0) & w(31);

end if;

if (count = "10011") then

)

);

+ o+

+
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count <= "00000";
else

count <= count + 1;
end if;

when done =>
digest <=a &b & c & d & e;
digest_vld <= ’17;
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end case;
end if;
end if;
end process;
end limited_sha;

A.2 VHDL Encrypted Memory Controller

In the top-level RC1000 entity:

——x*x MEMORY BANK 1: Refer to AS7C4096 Datasheet for more info

meml_req_1 : OUT std_logic;
meml_gnt_1 : IN std_logic;

-- Request memory lock (active low)

meml_ce_1 : OUT std_logic_vector(3 DOWNTO 0);-- Memory lock granted (active low)
meml_oe_1 : OUT std_logic; -- Byte chip enables (active low)
meml_we_1 : OUT std_logic; -- Output Enable (active low)
meml_addr : OUT std_logic_vector(22 DOWNTO 2);--Write Enable (active low)
meml_data : INOUT std_logic_vector(31 DOWNTO 0);-- Memory address bus

In the architecture component and signal declarations section:

-- Encryption Engine
component des_fast

port ( clk :in
reset :in
stall :in

std_logic;
std_logic;
std_logic;
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encrypt :in std_logic; -- l=encrypt, O=decrypt
key_in tin std_logic_vector (55 downto 0);

din in std_logic_vector (63 downto 0);
din_valid :in std_logic;

dout rout std_logic_vector (63 downto 0);
dout_valid :out std_logic;

key_out rout std_logic_vector (55 downto 0)

)

end component;

for all : des_fast use entity work.des_fast(arch_des_fast);

—-- address expansion unit
component address_expansion_unit

port (
address_in : in std_logic_vector (21 downto 1);
address_out :  out std_logic_vector (64 downto 1)
)

end component;

for all : address_expansion_unit

use entity
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work.address_expansion_unit(address_expansion_unit_arch);

--read_write signals
type write_state_type is (set, write, done);

signal writel_state : write_state_type;

type read_state_type is (set, read, done);

signal readl_state : read_state_type;

signal readl_active : std_logic;

signal addressli : std_logic_vector (20 downto 0);
signal datal : std_logic_vector (31 downto 0);

—-- DES_ENGINE signals
signal des_din, des_dout
signal des_key
signal des_reset, des_din_rdy,
des_dout_rdy, des_encrypt, des_state
signal des_xor_key
signal meml_decrypted_data

std_logic_vector
std_logic_vector

std_logic;
std_logic_vector
std_logic_vector

(63 downto
(55 downto

(31 downto
(31 downto

0);
0);

0);
0);
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type encrypt_state_type is (encrypt, operate);
signal encrypt_state : encrypt_state_type;

signal adjusted_addressl : std_logic_vector (21 downto 1);
type prediction_state_type is ( pO, pl, p2, p3, p4, p5, p6, p7, p3, p9,
pl0,pl11,p12,p13,p14,plh);

signal pout_state, pin_state : prediction_state_type;

signal r0O, r1, r2, r3, r4, rb5, r6, r7, r8, r9,

r10,r11,r12,r13,r14,r15 : std_logic_vector(31 downto 0);
signal prediction_address_max : std_logic_vector(21 downto 1);
signal expansion_in, temp_addressl : std_logic_vector(21 downto 1);
signal expansion_out : std_logic_vector(63 downto 0);
signal address_difference : std_logic_vector(21 downto 1);
signal prepare_key_state : std_logic;

In the architecture component port map section:

—-— DES Engine
DES_ENG: DES_FAST
port map (

reset => des_reset,
clk => clk,
stall => ’0’,
encrypt => des_encrypt,
key_in => des_key,
din => des_din,
din_valid => des_din_rdy,
dout => des_dout,
dout_valid => des_dout_rdy,
key_out => open
)

—-— Address expansion unit
ADDR_EXP: ADDRESS_EXPANSION_UNIT
port map (
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address_in => expansion_in,
address_out => expansion_out

)

Finally, the encrypted memory controller process.

-— Complete DES encrypted read/write interface

-- to memory 1 with prediction registers and

-- secret and final keys

meml_data <= (datal XOR des_xor_key) when writel_go = ’1’ else (others => ’Z’);
meml_ce_1 <= "0000";

meml_addr <= addressi;

des_encrypt <= ’17;

meml_decrypted_data <= des_xor_key XOR meml_data;

READWRITE1 : process (clk, start)
begin
if (start = ’0’) then

readl_active <= ’07;
writel_active <= ’07;
readl_state <= set;
writel_state <= set;
encrypt_state <= encrypt,
meml_oe_1 <= 17,
meml_we_1 <= 17,
des_reset <= ’17;
des_din_rdy <= ’0’;

clock_counter <= (others => ’0’);
pout_state <= p0;

pin_state <= p0;

expansion_in <= (others => ’0’);
temp_addressl <= (others => ’0’);
prediction_address_max <= (others => ’1’);
r0 <= (others => ’0’);

rl <= (others => ’0’);

r2 <= (others => ’0’);

r3 <= (others => ’0’);

r4 <= (others => ’0’);

r5 <= (others => ’0’);

r6 <= (others => ’0’);
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r7 <= (others => ’0’);

r8 <= (others => ’0’);

r9 <= (others => ’0’);

r10 <= (others => ’0’);

r1l <= (others => ’0’);

r12 <= (others => ’0’);

r13 <= (others => ’07);

r14 <= (others => ’0’);

r15 <= (others => ’0’);
prepare_key_state <= ’0’;

des_key (others => ’0’);
des_din <= (others => ’0’);

N
Il

elsif (clk’event and clk = ’1’) then
case prepare_key_state is
when ’0’ =>
des_key <= X"AAAAAAAAAAAAAA™; -- secret des key
if (certificate_match = ’1’) then
des_din <= uid_string;
des_reset <= ’0’;
des_din_rdy <= ’17;
if (des_dout_rdy = ’1’) then
des_key <= des_dout(55 downto 0); -- final des key
des_reset <= ’17;
des_din_rdy <= ’0’;
prepare_key_state <= ’17;
end if;
end if;
when ’1° =>
if (readl_go = ’1’ or writel_go = ’1’) then
des_din <= expansion_out;
clock_counter <= clock_counter + 1;
case encrypt_state is
when encrypt =>
-- if the prediction registers hold the
-- des_xor_key already
if (address_difference < "000000000000000010000") then
case address_difference(4 downto 1) is
when "1111" => des_xor_key <= 10;
when "1110" => des_xor_key <= ril;
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when "1101" => des_xor_key <= r2;
when "1100" => des_xor_key <= r3;
when "1011" => des_xor_key <= r4;
when "1010" => des_xor_key <= r5;
when "1001" => des_xor_key <= r6;
when "1000" => des_xor_key <= r7;
when "0111" => des_xor_key <= r8;
when "0110" => des_xor_key <= 19;
when "0101" => des_xor_key <= rl0;
when "0100" => des_xor_key <= rll;
when "0011" => des_xor_key <= ril2;
when "0010" => des_xor_key <= ril3;
when "0001" => des_xor_key <= ri4;
when "0000" => des_xor_key <= rlb;
when others => des_xor_key <= r0; -- this is an error case

end case;

encrypt_state <= operate;

-- 1if the prediction registers do not already
—-- hold the des_xor key
else
des_reset <= ’0’;
des_din_rdy <= ’17;
case pin_state is
when p0 => expansion_in <= adjusted_addressl;
temp_addressl <= adjusted_addressl + 1;
pin_state <= pi;
when pl => expansion_in <= temp_addressli;
temp_addressl <= temp_addressl + 1;
pin_state <= p2;
when p2 => expansion_in <= temp_addressli;
temp_addressl <= temp_addressl + 1;
pin_state <= p3;
when p3 => expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= p4;
when p4 => expansion_in <= temp_addressli;
temp_addressl <= temp_addressl + 1;
pin_state <= pb;
when p5b => expansion_in <= temp_addressli;
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when

when

when

when

when

when

when

when

when

when
end case;

p6

p7

P9

pl0

pll

pl2

pl3

plé

plb5

temp_addressl <= temp_addressl + 1;
pin_state <= p6;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= p7;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= p§;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= p9;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= pl0;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= pll;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= pl2;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= pl3;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= pl4;

=> expansion_in <= temp_addressl;
temp_addressl <= temp_addressl + 1;
pin_state <= plb;

=> expansion_in <= temp_addressl;

if (des_dout_rdy = ’1’) then
case pout_state is

when

when

pO

pl

=> des_xor_key <= des_dout(63 downto 32)
XOR des_dout (31 downto 0);
r0 <= des_dout (63 downto 32)
XOR des_dout (31 downto 0);
pout_state <= pl;
=> ri <= des_dout(63 downto 32)



Appendix A. VHDL Samples

when

when

when

when

when

when

when

when

when

when

when

when

when

p2

pb5

p6

pl0

pll

r2

r3

rd

r5

r6

r7

r8

r9

rl10

riil

ri2

ri3

rid

XOR des_dout (31 downto
pout_state <= p2;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p3;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p4;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pb;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p6;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p7;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p8;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= p9;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pl0;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pll;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pl2;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pl3;
des_dout (63 downto 32)
XOR des_dout (31 downto
pout_state <= pl4;
des_dout (63 downto 32)
XOR des_dout (31 downto
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0);

0);

0);

0);

0);

0);

0);

0);

0);

0);

0);

0);

0);

0);
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when plb5 => rib5 <=
end case;
end if;

end if;

when operate =>
des_din_rdy <= ’07;
des_reset <= 17,

if (readl_go = ’1’) then
readl_active <= ’17;
case readl_state is
when set =>
meml_oe_1 <= ’0’;
readl_state <= read;
when read =>
readl_state <= done;
when done =>
meml_oe_1 <= ’17;
readl_active <= ’0’;
readl_state <= set;
encrypt_state <= encrypt;
end case;

elsif (writel_go = ’1’) then

writel_active <= ’1°7;

case writel_state is

when set =>
meml_we_1 <= ’07;
writel_state <= write;

when write =>
writel_state <= done;

83

pout_state <= pl5;
des_dout (63 downto 32)
XO0R des_dout (31 downto 0);
pout_state <= p0;
pin_state <= p0;
prediction_address_max

<= addressl +
"000000000000000001111";
encrypt_state <= operate;
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when done =>
meml_we_1 <= ’1’;
writel_active <= ’0’;
writel_state <= set;
encrypt_state <= encrypt;

end case;
end if;
end case;
end if;
end case;
end if;

end process READWRITE1;
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