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Abstract

Network interdiction problems, arising in critical applications from
military strategy to disease control, involve a complex attacker-
defender dynamic: one player optimizes a network-based objective,
while the other strategically modifies the network to impede that
objective. The inherent bi-level optimization and combinatorial na-
ture of these problems pose a significant computational challenge,
often rendering traditional exact solvers impractical and hinder-
ing the development of effective heuristics. While Graph Neural
Networks (GNNs) have demonstrated promise in solving single-
level combinatorial optimization problems on graphs, their direct
application to bi-level interdiction problems remains limited. In
this paper, we bridge this gap by introducing a novel approach
that leverages the power of GNNs to learn Mixed-Integer Linear
Programming (MILP) formulations of network interdiction prob-
lems. By representing the problem in this structured mathematical
form, we empower a multipartite GNN with the representational
capacity to effectively capture the complex interplay between the
two players. This approach aligns the neural network with the un-
derlying mathematical structure of interdiction problems, leading
to improved performance. Through extensive experiments on two
network interdiction tasks, we demonstrate the superiority of our
proposed method over both baseline GNN models and traditional
exact solvers, showcasing its potential for real-world applications.
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Figure 1: Illustration of the Shortest Path (left) and Shortest
Path Interdiction (right) problems. The interdiction problem
involves strategically increasing edge costs within a limited
budget to maximize the shortest path length.
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1 Introduction

Graph Neural Networks (GNNs) have emerged as a powerful tool
for tackling Combinatorial Optimization (CO) problems, leveraging
the natural representation of many CO problems as graphs and
the prevalence of network data in real-world applications. GNNs
have achieved notable success in diverse CO tasks, including the
Traveling Salesman Problem (TSP) [34], graph matching [17, 29],
and graph edit distance [3]. Their inductive bias, particularly per-
mutation invariance and sensitivity to input sparsity, makes them
well-suited for encoding graph-structured data.

However, beyond the realm of CO problems where the optimiza-
tion is unilateral, real-world scenarios often involve adversarial
settings requiring two levels of optimization. Consider, for exam-
ple, a power grid: optimizing network throughput (single level) is
important, but equally crucial is identifying vulnerabilities where
targeted network modifications could inflict maximum damage
(bi-level). This exemplifies a more general class of CO problems
known as network interdiction, where a follower aims to solve a CO
problem on a fixed network, while a leader strategically modifies
the network to hinder the follower’s objective. Figure 1 contrasts a
standard combinatorial optimization (CO) problem, a shortest path
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problem, with a corresponding network interdiction problem, illus-
trating the latter’s bi-level structure where an inner CO problem is
embedded within the interdiction layer.

Solving network interdiction problems presents a significant
computational challenge. Traditional approaches fall into two cate-
gories: exact solvers and heuristic solvers [38]. Exact solvers aim to
identify optimal solutions, necessitating the resolution of complex
mathematical problems, typically NP-hard, which involves explor-
ing a combinatorial space of potential network modifications and
assessing their impact on the follower’s solution [12, 44]. As the
network size increases, the exponential growth in the number of
potential modifications results in computational complexity that
exceeds polynomial time bounds. Conversely, heuristic solvers are
algorithms designed to efficiently find good, if not optimal, solutions
more quickly than exact methods. However, due to the complexity
and variability of these problems—such as diverse assumptions, a
vast solution space, and inherent problem intricacies—it’s uncom-
mon for a pure heuristic solver to be effective. Instead, combin-
ing heuristic modules with traditional algorithms offers greater
promise [38]. GNN-based machine learning methods, which have
shown effectiveness in conventional single-level CO problems[8],
are clearly strong candidates for serving as heuristic modules in
solving network interdiction problems more efficiently.

Despite this potential, the application of GNNs to network in-
terdiction remains underexplored due to critical challenges. Firstly,
there is no effective representation method for network interdiction
instances. For a GNN to learn to solve network interdiction prob-
lems, it must be able to encode all relevant information, including
that of both the leader and the follower, in an attributed graph, and
distinguish between instances with different solutions. Secondly,
there is no theoretical guarantee that GNNs can be trained to perform
algorithmically and generalize in solving network interdiction prob-
lems. Recent studies have shown that GNNs excel in certain CO
tasks because they “align” with dynamic programming (DP) [46].
Given that DP or analogous polynomial-time heuristics can solve
numerous CO problems, GNNs offer potential for generalization
and extrapolation in these areas [16]. Unfortunately, network inter-
diction problems do not align with DP, making previous GNN for
CO unable to be trivially used for network interdiction.

This paper addresses these challenges by proposing a novel com-
putational framework for network interdiction. Specifically, we
investigate two key questions: 1) Can GNNs provide effective repre-
sentation for network interdiction problems, and if so, what theoretical
assurances exist? 2) If the alignment between DP and GNN does not
Justify the utilization of GNNs for network interdiction problems, what
alternative rationale does? To answer these questions, we leverage
research on GNN expressiveness and tailor our approach to the
specific characteristics of network interdiction and its traditional
solution methodologies. Our key contributions include:

e We establish, with supporting mathematical proofs, that
GNNs can approximate key properties of network interdic-
tion problems, providing a theoretical foundation for their
application in this domain.

e We demonstrate that network interdiction problems can be
formulated as special cases of MILPs and introduce MMILP-
GNN, a novel GNN architecture designed for the multipartite
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graph structure of these network interdiction instances, en-
abling effective learning on these representations.

e Through extensive experiments on two representative net-
work interdiction problems, we demonstrate the superior
performance of MMILP-GNN compared to SCIP, one of the
fastest non-commercial solvers for MILPs.

The remainder of this paper is organized as follows: Section 2 re-
views related work; Section 3 provides background on network
interdiction and traditional solvers; Section 4 details the proposed
framework and MMILP-GNN architecture; Section 5 presents the-
oretical analysis and proofs; Section 6 reports and analyzes ex-
perimental results; Section 7 discusses limitations; and Section 8
concludes and outlines future directions.

2 Related Work

This work resides at the intersection of two active research areas:
network interdiction and learning-based combinatorial optimiza-
tion solvers. We briefly review the most relevant literature in each
field.

Network Interdiction. Network interdiction problems, which
involve strategically disrupting a network to impede its function-
ality, have been studied extensively across various domains. Early
work focused on classical optimization approaches, formulating in-
terdiction problems as MILPs and employing techniques like branch-
and-bound and cutting planes [24, 44]. These methods, while ca-
pable of finding optimal solutions, often suffer from scalability
issues due to the inherent NP-hardness of many interdiction prob-
lems. Researchers have thus explored approximation algorithms
and heuristics to address larger instances [4]. Examples include
greedy algorithms, Lagrangian relaxation, and simulated annealing
[13, 31]. Despite the development of various approximation algo-
rithms and heuristics, formulating and solving network interdiction
problems as MILPs remains the dominant approach due to the abil-
ity of MILP solvers to guarantee optimality (for reasonably sized
instances) and the flexibility of the MILP framework. However, the
inherent NP-hardness of these problems leads to a significant com-
putational burden for large-scale instances, limiting the practical
size of solvable problems. Powerful MILP solvers like Gurobi [19]
and SCIP [6], incorporating techniques like branch-and-cut and
cutting planes, are essential tools for tackling this challenge. Our
work aims to improve the scalability of these solvers by introducing
a learning-based guidance approach.

Learning-based Combinatorial Optimization. The success
of large language models in various reasoning tasks [1, 14] has
fueled growing interest in learning-based approaches for solving
CO problems [5, 8]. Early work focused on end-to-end learning
frameworks where neural networks directly predict solutions to CO
problems [27, 41]. These methods, often leveraging GNNs [20, 28],
have shown promise in learning problem-specific representations
and generating reasonable solutions. For example, GNNs have been
applied to the Traveling Salesperson Problem [25] and the Maxi-
mum Independent Set problem [2, 33]. However, these end-to-end
approaches frequently lack theoretical guarantees regarding solu-
tion quality and optimality.
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To address these limitations, hybrid approaches have emerged,
combining traditional optimization methods with machine learn-
ing to leverage the strengths of both paradigms. Machine learning
has been used to guide branch-and-bound solvers [18], enhance
cutting-plane methods [39, 43], and improve holistic integration
with optimization pipelines [23, 42]. Additionally, GNNs have been
integrated with search strategies like beam search [26] and tree
search [30], resulting in notable improvements in solving CO prob-
lems. Complementary to these advances, researchers have investi-
gated the expressive power of GNNs for CO problems [7, 16, 46],
offering deeper insights into their representational limits and mech-
anisms for capturing combinatorial structures.

Our work focuses on network interdiction, a special class of
CO problems framed as bi-level optimization, which has not been
studied in the learning-based CO literature. Following the pattern
of recent hybrid and theory-grounded approaches, we provide the
first formal guarantee that neural networks can represent and solve
these problems. Furthermore, we introduce a novel neural network
architecture specifically tailored to network interdiction, addressing
its unique characteristics and offering a new pathway for scalable,
learning-based solutions.

3 Preliminaries

A network interdiction problem typically includes two players en-
gaging in a game of max-min or min-max on a defined graph. One
player, commonly referred to as the follower or defender, aims to
optimize a standard CO problem on the graph, such as identifying
the shortest path or maximizing the maximum flow between two
nodes. The other player, often known as the leader or attacker, ma-
nipulates the network on which the follower operates, strategically
disrupting the follower’s objective by actions like removing edges
that should be connected in the graph or adding costs to existing
edges. Formally, we define an instance of a network interdiction
problem as follows.

Definition 3.1 (Network Interdiction Problem). The general form
of a max-min network interdiction problem is defined as:

x € X, (1)

where x represents the leader/attacker’s variable. The objective
function of the interdiction ©(x) is defined as the minimization of
another function:

©(x) = min f(x,y) ()
where y represents the follower/defense variables, f(x,y) repre-
sents the follower/defender’s objective function (affected by the
leader/attacker’s action x), and Y(x) is the set of feasible actions
that the follower/defender can do for a given x.

A min-max network interdiction problem is essentially the re-
verse of the max-min network interdiction problem, where the
outer objective is now minimization, and the inner objective is
maximization.

max O(x) s.t.

s.t. yeY(x),

Example 3.2 (Shortest Path Interdiction).

Qﬁ‘{y?}i&) Z (cij+dijxij)yij;}
(i,j)eA
14| ®3)
st. x e {01} Z xij <y, Ty=b, y=>0.
(i,j)eA
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Eq. (3) illustrates the mathematical formulation of the shortest-
path network interdiction problem. In this context, x = {xij} i j)eE
is a binary decision vector indicating interdicted edges, with E being
the network’s edge set. Here, c; j denotes the length of the edge, d; ;
represents the additional length if edge (i, j) is interdicted, y(i, j)
indicates whether the edge exists in the network, and y is the budget
constraint on the number of interdictions.

Traditional exact solvers: Branch-and-Bound (BB) and Ben-
ders decomposition are two fundamental traditional exact methods
for solving network interdiction problems. Compared to Benders
decomposition, BB is more versatile and applicable to a wide range
of network interdiction problems [15]. The problems that BB can
handle are normally defined in MILPs, which can be formulated as

(O]

min ch,

stiAxobl <x<uxj€ZVjel
xeRM

For general MILPs, the worst-case complexity can be similarly
exponential, as the algorithm may need to consider an exponential
number of subproblems in the search space. Efforts have been
made to represent general LPs and MILPs using a bipartite graph
structure and then utilize GNNs to estimate solutions [9, 10, 18], but
these methods have not yet been applied to network interdiction
problems.

It is important to emphasize that while network interdiction
problems can be formulated as general MILPs, solving them is
not equivalent to solving general MILPs — particularly when ap-
proached as a machine learning task. In this context, reducing the
problem to a generic MILP structure overlooks the specific induc-
tive biases inherent to network interdiction. This results in the loss
of easily interpretable information for the model. For instance, in
Equation (4), all variables are denoted as x , even though the original
network interdiction problem may involve multiple variables with
distinct meanings, such as decision variables and dual variables.

4 Proposed Framework

This section outlines the process of transforming a network inter-
diction problem into input suitable for a neural network, along
with elucidating the neural network’s architecture. To ensure the
model’s generalization ability, in Section 4.1, we process the prob-
lem instances into the Mixed Integer Linear Programming (MILP)
form that BB can handle, following traditional methods. Given that
GNNs have shown effectiveness in learning branching strategies
[8], this approach simplifies the reasoning task for the GNN. These
MILP formulations are then translated into multipartite graphs,
capturing essential characteristics of the scenarios as outlined in
Section 4.2. Subsequently, we propose a multipartite graph neural
network, MMILP-GNN, tailored for estimating optimal interdic-
tion decisions on the induced multipartite graphs rather than the
original competitive network between the leader and follower, as
elucidated in Section 4.3. More detailed theoretical rationale is pro-
vided in Section 5.

4.1 Preprocess Network Interdiction Instances

As the initial step in solving network interdiction problems, our aim
is to process the problem instances using traditional methods up
to the point where these methods become inadequate, leaving the
challenging part to GNN. As illustrated in Example 3.2, we have
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already transformed the problem instances into a constrained opti-
mization problem. However, this format is not suitable for neural
networks due to the nested two levels of optimization. To simplify
this, we employ the “dualize-and-combine” approach. First, we de-
rive the dual formulation of the inner problem with a fixed leader
decision variable (in Example 3.2’s case, the variable x), ensuring
that both players’ problems align in the same optimization direction.
Subsequently, we release the leader decision variable as a decision
vector, converting the whole problem into a single-level MILP.

It is noteworthy that the network interdiction problems ad-
dressed in this paper, represented by Eq. (3), involve a followers’
problem that lends itself to being modeled as a convex optimiza-
tion problem. This forms the basis for applying the “dualize-and-
combine" technique for single-level reduction. Although this im-
poses a constraint on the types of problems we can tackle, the
majority of network interdiction problems commonly encountered
in real-world scenarios fall within this category [38].

Take the shortest path interdiction problem in Eq. (3) as an
example, following the above-mentioned processes, the constrained
bi-level optimization problem in Eq. (3) can be transformed into a
single-level optimization:

Example 4.1 (Single-Level Reduction for the Shortest Path Interdic-
tion Problem).

max{ min Z (cij +dijxij)yij}

x€X yeY(x) (i.)eA

st. xefo Z xij<y. Ty=b y=0,
(i.j)eA

(Reformulated as) (5)

max bl

X, 7T

st. TTw<c+Dx x¢ {0, 1}”3| :

Z Xij <Yy

(ij)eA

4.2 Graph Representations for Network
Interdiction Problems

We propose a Multipartite MILP-induced graph or MMILP-graph
representation to encode the above single-level optimization into a
form, i.e., MMILP-Graph, that is readable by GNNs while preserving
all the needed information.

Definition 4.2 (MMILP-graph). A multipartite MILP-induced graph
is defined as a tuple (G, H), where G = (Wo U W U ...W,, UV, E)
consists of vertex set Wy U Wi U ...W,, UV and a weighted edge set
E, and H represents vertex features.

e Vertices: The vertex set can be divided into three groups includ-
ing one interdiction action variable vertex group Wy, m dual-
variable vertex group, and one constraint vertex group V. Each
of the child vertex groups has no overlap with another child
vertex group. For convenience, we use V' to represent one of
the vertex groups: V'’ = (Wo, W1, ..., Wp, V).

Edges: One edge in E can connect one variable vertex in any
of the variable vertex groups with one constraint vertex. Note
that there is no edge connecting vertices in the same vertex
group, or between two different vertex groups. An edge can carry
edge features: E = EWoV y EMiVy, .. UEWrY where EWk-V
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IO O}

o Ros R0
Jo="=G§

€ nominal integer length of arc

d| added integer delay if arc is interdicted

(a) Example Shortest Path Interdic-
tion Instance

(b) MMILP-graph for Eq. (6)

Figure 2: Network Interdiction Instance and the Correspond-
ing MMILP-Graph

represents the edges connecting one variable in W), and one
constraint in V.

o Vertex features: Each vertex has its corresponding feature vec-
tor that represents characteristics in the original interdiction
problem.

Finally, an MMILP-graph is defined as (G,H) € G
Example 4.3 (MMILP-Graph for a Specific Shortest Path Interdiction
Instance). Take the shortest path interdiction instance in Fig. 2a

as an example, the induced MILP can be found in Eq. (6), and the
corresponding MMILP-graph is shown in Fig. 2b.

max (g — 79)

st vy :mo—m —x01 < 9,02 M — Mg — X044 <3,
U3y — M3 —X03 < 3,04:m — M2 —X12 < 4,
v5:m — 3 —X1,3 < 1,06 i Mg — T3 —X43 < 2,
U7 iy — 5 — X45 < 3,08 1 M3 — M2 —X32 < §, (6)
V9 : T3 — e — X3,6 < 4,010 : 13 — 715 — X35 < 6,

011 1 Ty — g — X2,6 < 5,012 1 15 — Mg — X5.6 < 4,

013 : X0,1 + X0,3 + X0,4 +X1,3 +X12 +X26 +X32 + X356
+ X35+ X43 +X45 +Xx56 < 1

Vertices: In in Fig. 2b, the vertices groups include one interdic-
tion action variable group x = {xo,1, %03, ..., 5,6 } (the vertices on
the right side ), only one dual-variable vertex group 7 = {mo, 71, ..
(the vertices on the left side), and one constraint group v = {01, vy, ...,
(the vertices in the middle). In this problem, p in Definition 4.2
equals 1 because there is only one dual variable 7 in the reduced
form of MILP.

Edges: One edge in Fig. 2b connects one constraint vertex (in
the middle column) and one variable vertex (in the left or right
column), representing the relationship between a constraint (v;, i =

., 13) and the involved variables in Eq (6). The weight of the
edge represents the coefficient of the variable in the constraint.

For example, the weight of the edge between vertex my and vy, i.e.,
E"Y
0,1
coefficient of 7 is 1.

Vertex features: The vertex features for both variable vertices
and constraint vertices align with the feature definitions in the

,is 1 because in the constraint vy, i.e., my — 71 — x0,1 < 9, the

T}

013}
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bipartite graphs in [9, 10, 18, 21, 32]. hlyl represents the feature
vector for the i-th node of vertex group V’.

Relationship with existing work. This MMILP-graph rep-
resentation is inspired by the use of bipartite graphs for solving
general MILPs, as initially introduced by Gasse et al. [18] and subse-
quently utilized in various studies ( [32], [21], [9], [10]). Although
we can demonstrate that the induced single-level MILPs of network
interdiction instances in Section 4.1 can be represented in the stan-
dard MILP format, the use of MMILP-graph can not only capture
the heterogeneity of different variables but also learn their different
degrees of importance. Firstly, variables in the induced problems
typically are different from each other. Comparing Eq. (5) with a
general MILP in Eq. (4), the dual vector & and the interdiction deci-
sion vector x represent distinct variables. Incorporating them into
the MILP-graph overlooks the difference between x and 7, resulting
in reduced information. Secondly, different variables have varying
degrees of importance. Take shortest-path interdiction as an exam-
ple, our primary interest lies in the value assignments of variable
x because once x is assigned, the problem simplifies to a regular
shortest-path problem that can be solved by Dijkstra’s algorithm
within polynomial time. This characteristic is also called decom-
posability which is essential for using Benders Decomposition on
network interdiction problems.

4.3 Graph Neural Network for MMILP-Graphs

Given the above-formulated MMILP-graph, here we propose a Mul-
tipartite Graph Neural Network that takes it as input to predict
the solution network interdiction instance. The graph neural net-
work aims to learn an G — R" mapping where n is the number of
nodes in the network interdiction problem as well as the number
of variables in vertex group Wj.

In detail, because of the heterogeneity and multipartite structure
of the input graph, our graph neural network has several passes.
In general, we design the encoding layer for each partite of the
vertices; we then propose a new message-passing strategy to learn
the mapping between different groups of vertices where they should
communicate; and finally, a read-out layer will produce estimates
for the interdiction variable vertices, each corresponding directly
to one candidate edge in the original network.

Variable and constraint vertices encoding: Raw vertex fea-
tures are encoded into the embedding space with trainable functions
Y (V= (Wo, Wi, ..., Wp, V)):

mY = f ), ™

where h?’V' represents the embedding (layer 0) for node i in vertex

group V', and fl‘: represents the function for encoding the raw
vertex features in group V’ into embedding space. In practice, we
append random features [36] to the vertex features to enhance the
separation power of our method as explained in Section 5.
Variables-constraints message passing: We stack multiple
graph neural network layers with variables-to-constraints message
passing (v — c) and constraint-to-variable message passing (¢ — v).
Since there are multiple sets/groups of variables in the MMILP-
graph, the trainable functions are different as well. v — ¢ and
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¢ — v are defined in turn in Eq (8) and Eq (9):

P
LV -1,V Wi (1 1-1V 1 1-1,W;
WY =gl (VS T R ), ()

k=0 ec EWk-V

LW, Wi 1. 1-1,W; Wi 1 1-1V 1 [-1,W;
O R Gl S A )

ecEVkV

©)

where hi’w" is vertex features for node i within variable set Wy at

layer I, and hﬁ’v is vertex features for node i in constraint set V at
layer .

Interdiction decision read-out: The read-out function is only
applied on the interdiction decision variable vertices, i.e., Wy as is
demonstrated in Eq (10).

%i = Gour (™),

With the definition of the detailed operations, we denote the
collection of GNNs with 7

F = {F : G — R"|F yields (7), (8), (9), (10)}

(10)

(11)

In practice, we use multi-linear perceptrons (MLPs) for all the
trainable functions in Eq (7) - (10).

Since we train the models using optimal solutions as labels, the
predicted values can be interpreted as the likelihood of whether an
edge should be interdicted or the budget to be allocated to that edge.
This is actually more convenient than most unilateral CO problems
that involve sequential decision-making. For instance, solutions to
the shortest path problem must consist of a sequence of connected
edges in the graph from the source to the target, whereas shortest
path network interdiction does not have this requirement.

5 Theoretical Foundations and Results

In this section, we develop the theoretical foundation of our pro-
posed approach, providing a rigorous analysis of its effectiveness
for network interdiction through formal guarantees and analytical
insights.

5.1 Representation Power Analysis

The representation power of a neural network is determined by its
ability to produce different outcomes for different inputs, which
is fundamental to its effectiveness. Our approach to measuring
the representation power of MMILP-GNN is heavily inspired by
existing research on the representation power of GNNs [46] and
the separation power of GNNs in LP [9] and MILP [10]. Following
the extension of the Weisfeiler-Lehman (WL) test for LP-Graphs
[9] and MILP-Graphs [10], we further extend it for MMILP-Graphs
as shown in Algorithm 1. We extend these results to MMILP-GNNs
for network interdiction instances and validate them in a similar
manner.

THEOREM 5.1. For two MMILP-graphs (G, H) and (G, H), they can-
not be distinguished by WLaivrp if and only if F(G, H) = F(G, H),VF €
7_"

The proof of Theorem 5.1 follows from Lemma 5.2 and 5.3. The
proof establishes the equivalence between the discriminative power
of the WLyvip test and the functions F € F for distinguishing
MMILP-graphs (G, H) and (G, H). The core argument hinges on an
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Algorithm 1 WLypvmp

Require: A graph instance (G, H) with p dual variables, iteration limit
L>o.

: end for
m

oV _ Vv
1: c6 W HASHY, (h} )W
. Wk _ 0 k :
2: Cj = HASHWk (hj ) for kin {0,1,2,...,p}.
3: forl=1,2,---,Ldo
&V =HAsH, (I, zp, 27k BV HASHY, (7).
5: fork=0,1,---,pdo
LW _ 1 I-1,Wp Wi,V I -1,V
6 c;" =masul, (" g B HAsHE | (YY),
7: end for
8
9

: return The multisets containing all colors {{Cf’v}}i and

e,

=0
P
Yo'

inductive analysis of the relationship between the WLy pvrLp color
refinement process and the hidden states of a GNN. Here is the
structured overview:

LemMa 5.2. Let (G, H), (G, H) € G. if (G,H) ~ (G, H) then for
any Fyy € TgK,N, there exists a permutation oy € S, such that
Fw(G,H) = ow (Fw (G, H)).

Lemma 5.3. Let (G, H), (G, H) € G. IfF(G,H) = F(G, H) holds
forany F € F, then (G, H) ~ (G, H).

The proofs are detailed in Appendix A. Since our results align
with those in [10] for MILPs, it is possible that the network inter-
diction instances induce foldable MILPs as introduced in their work.
To address these cases, we enhance the representation power in
our experiments by appending random features [36] to the MMILP-
graphs.

5.2 Discussions on Generalization Ability

The concept of algorithmic alignment, introduced by Xu et al. [46],
describes the reasoning capabilities of GNNs. The core idea is that a
neural network is more effective at learning to perform a reasoning
task, such as solving a CO problem, when its architecture aligns
well with the algorithm designed to solve that task. Specifically,
GNNs have been found to align with DP, a paradigm capable of
solving many CO problems. This alignment between DP and GNNs
has been further examined by Dudzik and Velickovic [16] using
methods from category theory and abstract algebra.

However, network interdiction problems fall into a category that
doesn’t align with DP and thus cannot be naturally addressed by
GNNs. DP relies on the principle of optimal substructure, where
an optimal solution to a problem can be constructed from optimal
solutions to its subproblems [11]. Network interdiction problems
typically involve nested two-layer decision-making, which does
not exhibit the overlapping subproblems characteristic. The way
our proposed method aligns better with the exact solver can also
be explained with Dudzik and Velickovic [16]’s theories in abstract
algebra: by representing the network interdiction instances as mul-
tipartite graphs, the MMILP-GNN and the target algorithm (BB) at
least share the same finite sets in the polynomial spans.
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6 Experiments

In this section, we assess the performance of the proposed frame-
work through empirical experiments, which serve to validate the
theoretical findings presented in Section 5.

6.1 Datasets

We focus on two representative network interdiction problems:
Shortest Path Interdiction (SPI) and Maximum Flow Interdiction
(MFI). For both problems, we generated synthetic datasets. Specif-
ically, we created four MFI datasets (MFI20, MFI30, MFI100, and
MFI200) and four SPI datasets (SPI20, SPI30, SPI100, and SPI200),
each containing 4,000 instances. Each datasets had 20, 30, 100, and
200 nodes, respectively.

To balance the computational cost of data generation with the
challenge posed to learning-based models, we tuned the interdiction
budget for each dataset. The budget was selected to be large enough
to create non-trivial instances, allowing our model to demonstrate
its advantages over traditional solvers, but not so large as to make
data generation computationally prohibitive. Where applicable, we
adopted hyperparameter settings from Schafer [37].

For SPI, after preprocessing, we solve the problem defined in Eq
(5). For each instance, we generate a fully connected directed graph
and assign cost and capacity to each edge. The source node is set
as the first node, and the sink node is set as the N,-th node in the
network, where Ny, is the total number of nodes. The cost on each
edge is sampled uniformly between 1.0 and 10.0, and the capacity
is sampled uniformly between 20.0 and 70.0. The budget constraint
for three synthetic datasets (SP120, SPI30, and SPI 100) are all set to
15, 15, and 30, respectively.

Similarly, for MFI, we solve the problem in Eq (12). For each
instance, we generate a fully connected directed graph and assign
cost and capacity to each edge. The source node is set as the first
node, and the sink node is set as the N,-th node in the network,
where Ny is the total number of nodes. The cost on each edge
is sampled uniformly between 1.0 and 10.0, and the capacity is
sampled uniformly between 10.0 and 60.0. The budget constraint
for all three synthetic datasets (MFI20, MFI30, and MFI 100) is all
set to be 15.

min Z ui,jﬁi,j,
@By (iea
st ai—aj+Pij+yij=0, Vi, j)€EA a—oas>1, 12
12
Z rijvij <R ai €{0,1}, Vi€N,
(i,j)eA
Bij.vij €{0,1}, V(i j) € A

6.2 Baselines
We compare MMILP-GNN against the following baselines:

e GCN [28]: A simplified ChebNet using a first-order Chebyshev
polynomial approximation.

rGCN [36]: GCN with the random feature trick.

GIN [45]: A standard graph isomorphism network.

rGIN: GIN with the random feature trick.

GAT [40]: Graph Attention Networks.
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e SCIP [6]: We formulate both MFI and SPI as MILPs and use
SCIP, a leading non-commercial optimization software package
incorporating branch-and-bound, as a strong baseline. SCIP’s
configuration details, including parameter settings and termina-
tion criteria, are provided in Appendix C.

6.3 Experimental Setup

For each dataset, we used a 50%/25%/25% train/validation/test split.
MMILP-GNN outputs marginal interdiction probabilities for each
edge. We evaluate performance using two strategies:

¢ End-to-End Prediction: For an interdiction budget k, this strat-
egy selects the top-k edges with the highest predicted marginal
probabilities.

o Predict-and-Search: This strategy uses a trust-region-based
algorithm, initialized with MMILP-GNN’s marginal probabilities,
to search for high-quality feasible solutions [21, 22]. Details are
in Appendix B.

6.4 Evaluation Rationale

We use two strategies for different purposes. End-to-end predic-
tion is not expected to outperform SCIP, as SCIP aims for optimal
solutions, and perfect generalization is unattainable for machine
learning models (see Section 6.5). We use end-to-end prediction to
compare MMILP-GNN with other learning-based baselines.

Predict-and-search leverages MMILP-GNN’s predictions to guide
the search for better solutions faster than SCIP alone. While SCIP
finds optimal solutions, it can be computationally expensive. Predict-
and-search aims to demonstrate that MMILP-GNN prunes the
search space, allowing a solver (like SCIP) to find good solutions
more efficiently within a limited time budget.

6.5 End-to-End Prediction Results

For end-to-end prediction, we evaluated performance on the smaller

SPI and MFI datasets (SPI120, SPI30, SPI100 and MFI20, MFI30, MFI100).

Tables 1 and 2 demonstrate that MMILP-GNN consistently outper-
forms all learning-based baselines across these datasets. The ap-
proximation ratio, which measures the average ratio of the solution
found to the optimal solution, is used as our primary evaluation
metric. A higher approximation ratio indicates better performance
for the max-min SPI problem, while a lower ratio is preferable for
the min-max MFI problem. Figure 3 provides a visual example of
MMILP-GNN’s predictions on an SPI instance.

It is important to clarify that these smaller instances can be
solved by both learning-based methods and SCIP almost instantly
(on GPU and CPU, respectively), with SCIP providing exact solu-
tions. These end-to-end experiments serve two crucial purposes.
First, they provide necessary empirical validation of our theoretical
findings presented in Section 5. In Section 5, we prove the existence
of an MMILP-GNN capable of representing network interdiction
problems. However, this theoretical result does not guarantee that
such a model can be effectively realized through stochastic opti-
mization. The end-to-end experiments demonstrate the real-world
performance of our proposed MMILP-GNN model, showcasing its
practical applicability and highlighting areas for potential future
improvement. Second, these experiments demonstrate the relative
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performance gains achieved by our multipartite-based MMILP-
GNN compared to traditional GNN architectures. This comparison
underscores the effectiveness of our tailored representation and

learning approach for the network interdiction problem.
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Figure 3: Example Shortest Path Interdiction Instance

Dataset Method Approx. Ratio  Optimality Gap
rGIN 1.33 £ 0.07 14.2 £ 0.92
GIN 1.35+0.08 14.5 +1.02
GCN 1.42 + 0.06 15.2 + 0.65
MEFI120 rGCN 1.40 + 0.05 13.9+0.85
GAT 1.39 + 0.06 14.5+£0.72
MMILP-GNN 1.22 +0.06 8.2 +£0.32
rGIN 1.43 £0.02 23.2+0.53
GIN 1.46 + 0.03 23.8 £0.68
GCN 1.59 + 0.07 25.8 £0.97
MEFI30 rGCN 1.50 £ 0.05 21.5+0.75
GAT 1.47 £ 0.06 22.0£0.82
MMILP-GNN 1.28 +0.02 9.6 + 0.69
rGIN 1.48 +0.19 46.2 +3.48
GIN 1.51+0.18 47.5 + 3.60
GCN 1.59+0.23 59.2 +5.89
MFI1100 rGCN 1.50 £ 0.15 49.0 +3.99
GAT 1.55+0.17 51.2 +£4.21
MMILP-GNN 1.33 £0.17 38.2 +3.83

Table 1: End-to-end prediction results for MFI datasets. Lower
approximation ratio is better.

6.6 Predict-and-Search Results

For predict-and-search, we leverage MMILP-GNN to generate mar-
ginal interdiction probabilities, which then guide a trust-region-
based algorithm in searching for near-optimal solutions. We com-
pare this combined approach (MMILP-GNN with predict-and-search)
against SCIP, a leading non-commercial MILP solver, within a lim-
ited time frame. The inference time for MMILP-GNN consists of
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Dataset Method Approx. Ratio  Optimality Gap
rGIN 0.75 £+ 0.18 19.75 £ 2.56
GIN 0.78 £ 0.19 20.25£2.70
SPI20 GCN 0.69 +£0.17 23.25 + 3.37
rGCN 0.78 £ 0.15 20.85 + 2.80
GAT 0.74 £ 0.16 21.95 +£3.01
MMILP-GNN 0.82 +0.14 18.25 + 2.73
rGIN 0.68 +0.25 20.5 £ 2.66
GIN 0.71+0.22 21.0£2.78
SPI30 GCN 0.64 £ 0.29 26.25 +5.25
rGCN 0.70 £ 0.22 22.75 £3.01
GAT 0.66 + 0.24 24.10 + 3.68
MMILP-GNN 0.81 £0.17 19.75 + 2.37
rGIN 0.72 £ 0.22 24.96 +5.24
GIN 0.74 £ 0.21 25.75+5.43
GCN 0.56 £0.26 27.75 £ 6.38
SPI100 rGCN 0.69 +£0.19 24.50 £ 5.02
GAT 0.68 £ 0.20 25.75 +5.88
MMILP-GNN 0.75 +£0.19 23.25+4.18

Table 2: End-to-end prediction results for SPI datasets. Higher
approximation ratio is better.

two components: model inference (performed on GPUs) and the
subsequent search time (using SCIP). The model inference time is
negligible compared to the search time.

Due to computational resource limitations, we conducted predict-
and-search experiments on 2,000 instances each of the 200-node MFI
problem (MFI200) and the 200-node SPI problem (SP1200). While
200 nodes might appear modest, network interdiction problems are
inherently NP-hard, making even instances of this size computa-
tionally challenging for exact solvers like SCIP.

Figures 4 and 5 present the averaged solving times from the
2,000 runs for each method on the MFI200 and SPI200 datasets,
respectively. The x-axis in both figures represents solving time.
SCIP’s execution consists of two stages: presolving and solving
(branch-and-bound). Because the presolving time is similar for
SCIP both with and without the guidance of MMILP-GNN, and
because our primary focus is on the efficiency of the search phase,
only the solving time (branch-and-bound) is plotted in the figures.

For both the MFI200 and SPI200 datasets, the predict-and-search
approach using MMILP-GNN demonstrates a significant reduc-
tion in solving time compared to SCIP alone. This improvement
is noteworthy, considering SCIP’s reputation as a highly efficient
non-commercial MILP solver.

7 Limitations

While our proposed MMILP-GNN approach offers promising results
for network interdiction, it is important to acknowledge certain
limitations. First, our framework relies on MILP formulations of
network interdiction problems. While we demonstrate effective-
ness on SPI and MFI, not all interdiction problems readily lend
themselves to MILP representations. Problems involving nonlinear
constraints, multi-stage decisions, or stochastic elements may pose
significant challenges or even preclude MILP formulations, thus
limiting the broader applicability of our current approach. Future
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Figure 4: Predict and search against SCIP on SPI200 dataset:
Averaged results visualization from 2,000 runs for each of
the two methods.
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Figure 5: Predict and search against SCIP on MFI200 dataset:
Averaged results visualization from 2,000 runs for each of
the two methods.

research could explore extending MMILP-GNN to handle such com-
plexities. Second, our theoretical analysis of representation power
is a crucial first step, but it does not yet guarantee learnability or
generalization. While we have shown that MMILP-GNN can repre-
sent relevant interdiction problems, further investigation is needed
to understand how effectively these representations can be learned
through stochastic optimization and how well the trained models
generalize to unseen instances. This requires further theoretical
and empirical analysis. Finally, our approach currently relies on su-
pervised learning with pre-labeled data. While MMILP-GNN itself
has polynomial complexity, generating labels for large-scale net-
work interdiction problems using exact solvers (which are typically
NP-hard) can be prohibitively expensive. This labeling bottleneck
could hinder the practical application of our method to very large
real-world instances. Future work might explore alternative learn-
ing paradigms, such as reinforcement learning or unsupervised
learning, to mitigate this labeling challenge.
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8 Conclusion

In this paper, we introduced a novel framework for addressing
network interdiction problems using GNNs integrated with MILP
formulations. Traditional solvers, such as SCIP, are highly opti-
mized and serve as formidable benchmarks with strong perfor-
mance guarantees. Achieving results that are competitive with—or
even surpass—these methods is a significant breakthrough, under-
scoring the potential of neural networks in solving complex bi-level
optimization problems. Beyond empirical performance, a key con-
tribution of our work lies in the theoretical analysis that establishes
the representational capacity of GNNs for network interdiction.
This theoretical guarantee is essential, offering deeper insights into
how GNNs approximate critical properties of these problems and
enhancing the reliability of our approach.

In summary, this work marks an important step toward applying
GNN:is to bi-level combinatorial optimization. By combining theoret-
ical foundations with empirical validation, we provide a pathway for
future research on neural network-based solvers, with broad appli-
cations in network security, resource allocation, and infrastructure
defense. Additionally, our findings open new research directions,
such as developing alternative learning paradigms and improving
the generalization and extrapolation capabilities of learning-based
approaches for network interdiction and other combinatorial opti-
mization problems.
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A Proofs for Section 5

Our approach to measuring the representation power of MMILP-
GNN is heavily inspired by existing research on the representation
power of GNNs [46] and the separation power of GNNs in LP [9]
and MILP [10]. We also prove Lemma 5.2 and Lemma 5.3 in the
same way corresponding lemmas and theorems are proved in [9].

ProorF oF LEMMA 5.2. Define p+1 sets (not multisets) that collect
different colors:

\%4 -1,V -1,V Al-1,V Al-1,V
Cl_1={C1 oo Gy 70, C yeosCn 7 1
and

)k = (it Lo G L El ey

We aim to prove by induction that for any I € {0,1,...,L}, the

followings hold:

(i) CI’V = CI’V implies hé’v = hi’,v, for1 <ii’ <m

(ii) CIV C 1mplies flfv = ﬁﬁ’,v, for1 <i,i’ <m;
(iii) Cfv = ClV implies hé’v = ﬁf’,v, for1 <ii’ <m
(iv) Cj.’wk = Cj,wk implies BhWe = hﬁ.’,wk, for1 < j,j < ng;
(v) éj.’wk = CA;’,W’C implies hi.’wk = }Ali.’,wk, for1 < j,j" <my;
(vi) C;’Wk = C;,Wk implies hl.’wk = fli.’,wk, for1 < j,j < ng.

The above claims (i)-(vi) are clearly true for / = 0 due to the injectiv-
ity of HASH0 and HASHO . Now we assume that (1) (vi) are true

for somel—1¢€ {0,1,...,L — 1}. Suppose that Ci = Cl.,

HASH., [ ¢V ZZEWk VHasHY, (c’.‘LWk)

J
k=0 j=1
—HAsH,, /7B ZZEWk VHasH!, (c’ IWk) ,
k=0 j=1

for some 1 < i,i’ < m. It follows from the injectivity of HASH@
that
Y=ol (13)
1

and
\% I A-1L W
HASH], (c}""%).

According to the linearly independent property of HASH! x the
above equation implies that

Wi
> Eyj= ) Ery vcec (14)
- 1wk - Cj_fl,wkzc
Note that the induction assumption guarantees that hi._l’wk
hi.,_l’wk as long as Cl LWe _ Cj.,_l’wk. So one can assign for each
Ce Cl— some h(C) € R%-1 such that hl LWe = = h(C) as long as
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-1, W
¢
that

= C for any 1 < j < ng. Therefore, it follows from (14)

ZEUf,W M= 3 3T By (o)

cec/k ¢ We=c

Zammwlm% 2, 2

ceck oM e=c

n

Wi (1. 1-1,W; Wi (1. 1-1,W;
PRI G "):ZE,-/’jfl HUAO!
= =

Eyv ;" (h(C))

Note also that (13) and the induction assumption lead to hé_l’v =

hg,_ LY Then one can conclude that

hlV g}/ hl 1,V ZZE

k=0 j=1

gV |1V ZZE

k=0 j=1

f}Wk(hl IWk)
Wi (1. 1-1,W; LV
Ve | = B

This proves the claim (i) for [. The other five claims can be proved
using similar arguments.
Therefore, we obtain from (G, H) ~ (G, H) that

RV Rl REV I = RV YRRV
and that

| I [ T

By the definition of the output layer, the above conclusion guaran-
tees that F(G, H) = o(F(G, H)) for some o € Sp,. O

Proor oF LEMMA 5.3. It suffices to prove that, if (G, H) can be
distinguished from (G, hai ) by the WL test, then there exists F € 7,
such that F(G,H) # F(G,H). The distinguish-ability of the WL
test implies that there exists L € N and hash functions, HASH, v,

HASHy,yy, HASH,y, HASH, yy, HASH, | and HASH; | for | =
., L, such that
LV ALV LV ALV ALV ALV
fervepv,arh s {{err.avantth a9

or

LW ~LW LW ALW AL W ALW
{ebW.ep¥, e = et e e s
We aim to construct some GNNs such that the followings hold

foranyl=0,1,...,L:
1) hé’v = hl’V implies CI’V = CI;V, for1 <
(ii) flfv hlV implies CIV = Cll,V, for1 <i,i’ <my
(iii) hé’v = hf,v implies C{ Vo Cl,V, for1<ii’ <m

A
IA
3

(iv) K5 = BEY% implies CPME = CEYE for 1<, " < my
) REWe = hl We implies Cl Wi — C'l.’,wk, for1<j,j <n;
p J
(vi) hﬂ’Wk = hi.,wk implies Cl Wi — j.’,wk, for1<j,j/<n
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It is clear that the above conditions (i)-(vi) hold for I = 0 as long
as we choose fu‘_f' that is injective on the following p + 1 sets
(not multisets) respectively: {hV,.. h%, th%} and {h}/v",

. h,‘;v", szvk, . ﬁnwk }. We then assume that (i)-(vi) hold for some
0 < [—-1 < L, and show that these conditions are also satisfied for [
if we choose flV, flw, glV, g}’v properly. Let us consider the set (not
multiset):

{a1,2,...,as} C RY-1

that collects all different values in hll_ 1,W, hé_ Lw

ﬁé_l’w .’%—l,w. Let d; > s and let egl =(0,...,0,1,0,...,0) be
the vector in R¥ with the p-th entry being 1 and all other entries
being 0, for 1 < p < s. Choose le : R4U-1 — R% a5 a continu-

I-1,W pl-1W
ph W LW

ous function satisfying le(ap) = ez’, p=12,...,s, and choose

g;/ : RYU-1 x RU — RY that is continuous and is injective when
restricted on the set (not multiset)

n
-1V 1w
B DB T |

J=1

n
F-1V AW pl-Lw |
USRS B Y Y |1 <
=1

IA
IA
3

A
IA
3

Noticing that

Zn:Ei,jle(hﬂ_l’W) = ZS: Z Eij|ed,

i=1 =1 I-1W _
J p h =ap

and that {ef’ eg L egl} is linearly independent, one can conclude
that k2" = k5V if and only if B2V = B2 and
I-1w l LW
Sy Eij Y (h ) =2 Er IW(h ), where the second
condition is equivalent to
Z Ei,j: Z Ei’,js Vpe{l,z,...,s}.
¢4

I-1,W _ I-1LW_
hj =ayp h'; =ap

This, as well as the condition (iv) for [ — 1, implies that

n n
DB HASH,, (CMY) = 3 By HaSH] (€M),
J=1 J=1
and hence that Cl{’v = Cll.iv by using hg_l’V = hi_l’v and condition
(i) for I — 1. Therefore, we know that (i) is satisfied for [, and one can
show (ii) and (iii) for [ using similar arguments by taking d; large
enough. In addition, fV and g can also be chosen in a similar way
such that (iv)-(vi) are satisfied for [.

Combining (15), (16), and condition (i)-(iv) for L, we obtain that

(B 5 )
or

N A R R RN A N A

Without loss of generality, we can assume that (17) holds.
Consider the set (not multiset)

{B1.Pa.... Bt} C R,
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Parameter Value
randomization/randomseedshift

randomization/lpseed

randomization/permutationseed
separating/maxrounds
presolving/maxrestarts
Heuristics

= =eNel =

AGGRESSIVE
Table 3: SCIP solver parameter settings .

that collects all different values in hf’v, hIZ“’V, e, hf,;v, ﬁlf’v, ﬁIZ“’V,

s flfnv Let k > 1be a positive integer that is greater than the max-

. T . . LV LV LV
imal multiplicity of an element in the multisets {{h"", k", ..., hyy" }}

and {{flfv flév .. flfnv}} There exists a continuous function
Q : R — R such that <p(ﬁq) = k9 forq = 1,2,...,t, and due
to (17) and the fact that the way of writing an integer as k-ary
expression is unique, it hence holds that

m m R
PNGASEDIIAS)
i=1 i=1

Set the dimension of (L + 1)-th layer as 1: dp 41 = 1,

m n m
L+1,V L+1,W LV

fout| 2 it DY = D oY)

i=1 j=1 i=1

m m n
rLV P L+1,V P L+1W
# 20k = fou | 2R DAY,

i=1 i=1 j=1

which guarantees the existence of F € FgNN that has L + 1 layers
and satisfies F(G, H) # F(G, H). O

B The Predict-and-Search Strategy

The predict-and-search strategy, as employed in the work of Han
et al. [21], involved predicting solution distributions and subse-
quently conducting a search for near-optimal solutions within a
trust region derived from the predictions. The algorithm detailing
this approach is outlined in Algorithm 2.
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Algorithm 2 Predict-and-search Algorithm (Adapted from [21])
Parameter: Size {ko, k1}, radius of the neighborhood: A
Input: Instance M, Probability prediction Fy (M)
Output: Solution x € R"

1: Sort the components in Fy (M) from smallest to largest to ob-
tain sets Iy and 1.
:ford=1:ndo
if d € Iy U I; then
create binary variable §;
if d € I, then
create constraint

R A A

create constraint
1 - Xd < (Sd

end if
end if
: end for
: create constraint

o
T S

2 0g <A
delpVl
Let M’ denote the instance M with new constraints and vari-
ables
16: Let x = SOLVE (M’)
: return x

15:

C SCIP Parameter Settings

The parameter settings for the SCIP solver are shown in Table 3.

D Other Experiment Settings

The implementation of our MMILP-GNN is modified from the
branching-imitation module in the ecole package with Pytorch
[35]. We use ADAM as the optimizer with a 0.0001 learning rate.
All experiments were conducted on a desktop with one Intel 12900K
CPU and one Nvidia Tesla V100 GPU, with 64GB RAM.
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