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Applications of PMUSimulator in PDC Testing

Philip M. Kersey

Abstract

With the development of the power grid into amoanated system, phasor measurement
units and phasor data concentrators are essantiadl time control of the system. PMUs are
time synchronized throughout the power system ake sample measurements in very small
windows of time. Phasor Data Concentrators acchfif Bata and time align the data so that a
snapshot of the power system can be viewed irtiraal It is unfeasible to possess enough real
PMUs to thoroughly test PDCs, thus a Real Time P8iitdulator is desired.

It is possible to implement a UNIX based PMU dimor that can emulate the behavior
of real PMUs, while also allowing the user to attex Synchrophasor data to test the response of
a PDC. GPS is used to synchronize a UNIX machingnt@ time to match that of a real PMU.

In this way, the PMU simulator will accurately begbaas a PMU. This PMU data can be sent to
PDCs to test the response of the device. To téstrars of the PDC, alterations were made to
the PMU software to send irregular data to a PD@e results conclude that the open source
iPDC software is capable of being used for lataesying, sending late data frames, as well as
sending corrupted data. The PMU simulator proveoketguccessful in the area of PDC testing.
The purpose of this thesis is to demonstrate h@#vRBC software can be implemented to test

PDC's.
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Chapter 1: Introduction

1.1 PMU History
In 1965, the North-Eastern power grid experiencethekout that revealed the need to

monitor the whole power system in real-time. Whh timited capabilities of the time, a method
was devised that used a sequential measuremeniviibaa non-linear state estimation scheme
to obtain a rough sketch of the power system sitdtis. method advanced the awareness of the
state of the power system, but the information @ed was not sufficient to significantly reduce
the probability of blackouts.

In most power systems, techniques foestatimation which were developed in the
1970’s involve measuring active and reactive paatex substation and sending that information
to a central location to process all of the datae B the fact that the scan time for all of the
measurements taken varied from seconds to minthiegstimates of the system state inherit
some limitations due to a large scanning window.

The state estimation setup assumes that dlleafnfeasurements are taken at the exact
same time and sent to the centralized locatiommanheously. In the 1970’s, there was no way to
determine precisely when a measurement was recsaldte central processing would have to
assume the measurements were taken at the samevemaf they were taken seconds apart.

With IEDs and faster communications, the sizhe scanning window has been reduced
and it is reflected in faster and better updateshfstate estimators but this has reduced not
eliminated the limitations due to the size of tharsiing window. The solution to this problem
is to have a way to time synchronize all substatemthat a device can take a measurement and
timestamp the data. Additionally, if the devices aime synchronized, it becomes desirable to

decrease the sampling window to what is allowethlbycommunication channels. The data can



then be sent to a central location where the tiamegs are aligned. This solution was made

possible by the availability of affordable GPS rgees.

1.2 PMU Time Synchronization
In the early 1980’s, communication technologyproved and the first GPS satellites

were launched into orbit, which made it possiblédawe accurate time synchronized devices
connected to GPS receivers. This led to the dewstop of Phasor Measurement Units (PMUS),
which were developed at Virginia Tech for wide am@anitoring through a common time
reference. When the first PMUs were developedgthaare not many GPS satellites in orbit so a
GPS receiver would lose synchronization with albeuite often. As a result, GPS receivers
needed extremely accurate crystal oscillators stesutime when a satellite was not in view,
which resulted in a very high price for GPS recesv&low that the full constellation of satellites
is installed, GPS receivers do not require expensiystals and their cost have reduced
drastically. In the case that the PMU GPS syndkation is lost, the PMU can also set a bit
signaling that the GPS clock is out of synchronaratwhich would mean that the incoming
measurements are inaccurate.

All Synchrophasor measurements are time taggédtie Coordinated Universal Time
(UTC) time, via GPS. All GPS receivers generatery accurate pulse (+-100 nanoseconds)
every second that is used by PMUs to generateprenise sampling pulses. PMUs provide a
more exact view of the system because sampleslaa tind time stamped in a microsecond
sampling window and although data from multipletsiican only be available and time aligned
in the order of milliseconds the time stamp incigéth the measurements eliminates the errors

introduced in the state estimator by the size efstanning window.



1.3 Phasors
PMUs use data samples to compute phasors afribeoidal voltage and current

measurements in real time and then time tagged widgmthe UTC time provided by the GPS
receiver. The current Synchrophasor standard lsetSnetag as the time that the computed
phasor represents, which is typically around thedbei of the sample window. Phasors are
computed and transmitted in a data frame at apeeita or frame rate in the units of frames
per second.

PMU data is sent to a central location to essed. At this central location, a device
called a Phasor Data Concentrator (PDC) acceptsimedaligns data from several PMUs. After
the PMUs data is aligned, the PDC will send an autiata stream to another PDC or computer
to be analyzed. With increasing numbers of PMUsddd the power system, the number of
PDCs also increases. It then becomes imperatitestdahe behavior of these PDC's in order to
understand how they will operate in stressed osualuiconditions.

PMUs can be used for better state estimatiorieption schemes, and control systems. In
recent years, the increasing computer technologyahawed most power system measurements,
controls, and protection to be completed by compgtuteat can take advantage of the real time

information provided by PMUs.

1.4 IEEE C37.118.2-2011 Standard
PMUs use a Synchrophasor standard called IEEE1Q8.2-2011, which was developed

to enhance the previous standard, IEEE C37.118-2068 IEEE C37.118-2005 standard was a
revision of the IEEE 1334-1995 standard that waditist effort to ensure PMUs from different
manufacturers could be used on a common applicalitie C37.118.1-2011 presents the way to
test the accuracy of existing PMUs. The C37.11&f8dard determines how the PMU

information is communicated.



Synchrophasor messages, in the C37.118.2-2@HhH&M, consist of a configuration,
header, and command frame, as well as multiplefdat@es. Transmission of these frames
occurs in the following way: A user who wants thenérophasor messages will send a
command frame to the PMU or PDC requesting the ddia configuration and header frame are
sent from the PMU to the user wanting to view thfermation. The configuration frame is
machine readable and it describes the specifieghat is going to be sent from the PMU or PDC
including calibration factors, number of phasorsglags, as well as digital channels. The header
frame is human readable and supplied by the ugtar the configuration frame is sent, the
PMU begins to create data frames by computing phasal time stamping the measurements

and then sending those data frames to the useritddrpreted.

1.5 The Need for a Real Time PMUSimulator
In a laboratory environment, due to the hightas PMU's, it is extremely inefficient to

possess as many PMUs as necessary to test thienfctionality of PDCs. A solution was
devised by implementing an open source Real Tim&8ivhulator.

This thesis presents a method to use a PMUI&ioruo take the place of physical PMUs
or enhanced the number of PMU messages for theopeirgf testing phasor data concentrators.
A true Real Time PMU simulator must provide notyowhlid PMU data frames, but these data
frames must be synchronized to UTC just as a relJ Bata. Effectively, a timetag is generated
by the Real Time PMU simulator, which matches timetag of a PMU at any instance in time

within a few microseconds.

1.6 Thesis Content
This PMU simulator can be used for latency tgstinprogrammed for sending late data

frames or generating invalid data frame checksu#mesal PMU is incapable of generating

incorrect data on demand, as it will always attetagtinction correctly. However, a PMU



simulator can be programmed to function howeverrel@ésn order to test the response of a PDC.
Chapter 1 provides a short history and introductibthe primary concepts of PMUs and PDCs
and their relation to the power system. Chaptere2gnts how an existing PMU simulator was
adapted to be used as the base for the Real Tinie HiMulator. Chapter 3 describes how the
time synchronization was achieved to allow a Realertime tag” for the PMU simulator.
Chapter 4 presents the results obtained and cospfam to the responses obtained from

commercial PMUs. Chapter 5 presents the conclusiadguture work.



Chapter 2: Simulating A PMU
A Phasor Data Concentrator (PDC) is a deviaédbllects PMU data, time aligns the

data, and sends it to a computer or another PD@rdjmerly test a PDC for latency, the
maximum number of PMU inputs must be applied todéece. For most PDC’s, the maximum
number of PMUs is large and it is usually not aafalié in a laboratory environment. The need of
a large number of PMUs can be supplied by PMU satou$ that provide data in the correct

format and with a GPS sync valid timetag.

2.1 iPDC/PMUSimulator
In 2011, an open source PMU simulator was seléa@n ipdc.codeplex.com. The

software PMUSimulator is part of a larger packagiéed iPDC, which also includes a PDC as
well as a DBServer. It was created by Kedar Khaadepy and Nitesh Pandit at the Department
of Computer Engineering and IT College of Enginagiin India. [13]

The iPDC software is compatible with the IEEE/C118-2005 Standard and uses
multithreaded programming. It also supports botinEmission Control Protocol (TCP) and
User Datagram Protocol (UDP) communication proteciblhas a Graphical User Interface to set
up the system which makes it easy to use. The acftRMUSimulator is open source which
means that anyone can see exactly how the codetiemand how it operates. If the user wants
to change particular settings, he can alter thede ¢o function however it is desired. [13]

PMUSimulator works exactly like an actual PMut vithout having to calculate the
phasor measurements from an actual power systaralsiyhile PMUSimulator is running, it
receives a command frame from a client declariag ithwants the PMU to begin transmitting
data. In response, PMUSimulator sends the configurframe informing the client of all of the
necessary information needed to interpret the fdataes such as ID Code and number of

phasor, analog, and digital channels. When usingyBivhulator as a server to iPDC, iPDC can



send a message to PMUSimulator commanding it todardata transmission. At this point,

PMUSimulator receives the command and begins sgrdiite frames to the client.

2.2. iPDC Version History

2.2.1iPDC Version 1.0
The first version of iPDC was released in Augil1 and it allowed for randomly

generated data to be sent via IEEE C37.118 messagesversion also allowed for multiple
instances of PMUSimulator at the same time whitwadd for at least twenty outputs to a PDC
from a single computer. The only limit on the numbkinstances of PMUSimulator is the
processing speed of the computer that it is runoimgOn an Intel Pentium 4 processor, running
twenty instances of PMUSimulator was possible Mathin an amount of time the computer
(Intel Pentium 4) would lock up. Even with thesaitations, it was a good starting point for a
PMUSimulator. After initial testing, it was discaeel that there were many limits to the original
software. The first version had a checksum calmratrror when more certain combinations of
phasors, analogs, and digitals were used. Having than three analog channels or adding any
digital channels resulted in a checksum error. €h@m errors also occurred when updating the
configuration frame or having a combination of agahnd phasor values together. The creators

of the program were notified of these problems.

2.2.2iPDC Version 1.0.1
The creators of the program fixed the problaryshortly after they were notified of the

errors and they upgraded PMUSimulator to versiOnll.This version had the same features of
the original PMUSimulator without the errors. Insthrersion, it was possible to send up to

twenty phasors, twenty analogs, as well as digitalals on one instance of PMUSimulator.



2.2.31PDC Version 1.2
In PMUSimulator Version 1.2, which was releasethte 2011, reading Comma-

separated values (CSV) files with necessary datadrinformation became possible. The user
could create a specific configuration frame thatldanatch the specifications of the data file to
be read. If the user created a configuration frémaedid not match the layout of the CSV file,
then an error would occur within the program. Hoareduring testing, it was noticed that when
reading from a CSV file, there were some inconaiggs between the CSV file and the final
destination, which was PMU Connection Tester is #atup. The frequency displayed on PMU
Connection Tester would read 60 Hz below what t8& @ad. For instance, if the data file had
a frequency of 60.1 Hz for a given data frame fteguency on PMU Connection Tester would
read 0.1Hz. A way to counteract this problem wasinaply edit the CSV file and add 60 to all

of the frequency values so that the end result @vbelcorrect. Another problem was that the
phase angle for the phasors all lagged by 180 deghe order to counteract this problem, the
user could edit the CSV file and add 180 degreegi @dians, to the value of the angle to obtain
the accurate end result. Since this program is sparce, the user could also change the code so
that these changes would be made automaticallyth®n@roblem arose on some computers,
particularly a 64 bit Asus computer, received agiientation Fault” when trying to install the
program. On the 32-bit systems the error did notincAgain, the creators of the software were
notified of the problems encountered and they fittelproblems and released iPDC Version

1.2.1, which at the time of this thesis the mostent version of the software.

2.2.41PDC Version 1.2.1
In PMUSimulator Version 1.2.1, the Segmentatanlt was corrected as well as the

wrong phase angles and frequencies read by thasardvhen reading CSV files. The format of

a CSV file must be as follows:



“Timestamp, Phasor 1 magnitude, Phasor 1 anglemayliPhasor 2 magnitude, Phasor 2 angle,
..., Phasor N magnitude, Phasor N angle, Frequemicf ,dAnalog 1, Analog 2, ..., Analog M”
The maximum number of phasors and analogsNdd&mulator is 20 for each channel,
as in the previous versions. In this version ofgbware, the user can create and save a
Configuration Frame whereas in previous versidms user would have to create a new
configuration frame for every new instance of PMid8lator. This saves time on the user not

having to create a configuration frame every tinohange is made.

2.2.5iPDC (PDC) Versions
There has only been one release of the actleg ihich is a Phasor Data Concentrator.

Most of the testing was done using only PMUSimul&taconjunction with either real PDC’s or
PMU Connection Tester. However, it is often dededb be able to send Synchrophasor data to
a machine running Ubuntu or any UNIX based opegasiystem due to the time accuracy
associated with the operating system. Using standardware such as switches, configuring a
UNIX based system to receive data and configurdt@mes is no easy task. PMUSimulator as
well as most PMU configurations require a commaacdg from a client before they will start
sending data. The problem is sending a commanceftara PMU without a PDC to generate it.
Fortunately, iPDC can be used to send command gamBMUs and PMUSimulator so that the
PMUs will begin sending data and configuration fesno a UNIX based computer for data
frame timing tests. This can be implemented regasdbf hardware specific to a given network.
After receiving hubs, which send out all théadhey receive; it is possible to connect a
Windows computer running PMU Connection Tester WNdX machine, through a hub, so that
all the data frames that go to the windows compuriialso go to the UNIX machine
automatically. This is a hardware solution to thelem of receiving Synchrophasor data on a

UNIX machine.



One of the current problems with iPDC is thaew it outputs a phasor data stream
consisting of more than one PMU, the data streaconsupt. Instead of sending data for all the
PMUSs, it leaves off the data of the last PMU. InlPKonnection Tester, this error can be seen
as the program expects a SYNC byte (AA XX) andikasethe checksum of the first incoming
PMU to iPDC.

The corrupted iPDC PMUSimulator software solttesl problem of generating or reading
phasor data, however, for a Real Time PMUSimulgdterunit must also synchronize the
computer system time to the actual UTC time soRMUSimulator can have a valid Real Time
“time-tag”. The PMUSimulator must behave as a Rl does by sending the data frames at
the right time and rate. The next section will didschow a UNIX machine can be synchronized

to the right time, which will allow accurate PMUSikator time stamping.



Chapter 3: UNIX Time Synchronization
In Windows operating systems, the time resotuis approximately one millisecond for

most applications. The default time resolution\dndows 7 is 15.6 milliseconds, which is
nearly the time between 2 frames sending at 60dsaper second for a PMU. One millisecond

accuracy is far too inaccurate for simulating Synphasor data in a Windows platform. [19]

However, UNIX based operating systems, which PMkl$ator was designed for, allow for
time resolutions on the order of microseconds. B&i2is a UNIX based non GUI operating
system that can obtain time accuracies below lasémond. Ubuntu is a UNIX based GUI
operating system that has a time resolution of@pprately 1-50 microseconds. Ubuntu is a
good choice because of its ease of use and highrésolution. Ubuntu does not automatically
synchronize to within a few microseconds of theiaktime. The user must use a type of time
protocol in conjunction with a GPS clock to achiéwee synchronization. The most well-known
types of time protocols are Network Time ProtoddTP) and Precision Time Protocol (PTP).
PTP tends to yield more accurate results, but MT\Riy easy to implement and the limit on the
accuracy is the operating system itself, not theeiig type of protocol. For instance, PTP could
be used on a Windows operating system but ther@s@ution would still be only 1
millisecond. The same is true for Ubuntu, the limihot NTP or PTP, the limit is the operating
system itself. For the proposed application, NTd® selected in conjunction with a GPS 18x

LVC receiver.

3.1 Network Time Protocol (NTP)
NTP synchronizes computer clocks to time refees and was created by Professor

David L. Mills from the University of Delaware [1INetwork Time Protocol uses the UTC
(Universal Time Coordinated) time as the standa@hg UTC time is estimated by various

organizations and the actual time is derived frocombination of these estimates. Since PMUs



use UTC time, PMUSimulator can have the same tianegstas real PMUs. An NTP server can
be created on a network that enables any other atargoon the network to synchronize to that
server, which allows for multiple computers runnkRgal Time PMUSimulators at the same
time.

Even if a computer had an extremely accuratekclif it is not updated regularly, the
time will drift with respect to other clocks. Thesolution, the smallest increment of time
possible on that particular clock, is limited by thctual hardware of the computer. However,
there is time needed for the system clock to imegrine data. This time, called precision, is the
smallest possible amount of time a program needsxtement its clock. When multiple
measurements of the system offset are measuredalines will vary, this is known as jitter.
Accuracy is a measurement of how close the systeck ¢s to the UTC time. Hardware clocks
always have some frequency error. Over time, NTIPtake measures to account for the
frequency error but the frequency can be slightignged by temperature and other affects.

In the area of Phasor Measurement Units, time spmchation is critical to having an accurate
system wide view of the grid. The most importaqtexs of a Synchrophasor message is precise
time stamping. A PMU inserts a time stamp on eweeated phasor so that a snapshot of the
system can be viewed. The Real Time PMUSimulatogiam obtains the time from the system
clock, which is time synchronized by NTP, and psatteat information into the data frame. The
time stamp in the Real Time PMUSimulator data waitierit the resolution, precision, jitter, and
any other characteristics of the computer time. Nl time matches PMU time, which allows
the PMU simulator to generate a nearly identicakstamp as the real PMU.

NTP is configured by the user to accept certai®$ervers to synchronize to. These

servers can be on the internet, a local networl, reference GPS. If multiple servers are used,



NTP can use a combination of all of the servemmdoe accurately determine the time. NTP
automatically adjusts the system time, but thestdjents are very small and it can take hours
for NTP to converge on the actual time. NTP recquaaetwork or internet connection in order
to connect to NTP servers. If for some reason aXUMNachine running NTP is disconnected
from the network that has the servers it is usMib? can use past measurements in order to
predict what the current and future times will be.

There are thousands of NTP servers availabte@mternet, most of which are very
inaccurate. Virginia Tech maintains four NTP sesvitiat are much more accurate than servers
found on the internet. These Virginia Tech senagesphysically closer, which reduces delay,
and they are maintained properly. For this thaéiginia Tech’'s NTP servers and a Garmin
GPS 18x LVC clock were used as the NTP servers.

A reference clock is a very accurate clock firatluces a time that NTP can use. With
the advent of GPS in recent years, GPS clocks eneap and fairly accurate type of reference
clock. With NTP, reference clocks are called Stratuservers, which indicate the most accurate
type of server. The computer synchronizing to a GE&tum 0 server will become a Stratum 1
server if another computer tries to synchronizéhéd computer. The higher the stratum number,
the less accurate the server is. NTP recordststatis\formation such as offset, frequency error,
and jitter so that the computer can determine whaférences are most accurate.

NTP can utilize Pulse Per Second (PPS) synchation, which uses an extremely
accurate external clock that sends a pulse to thXUhachine every second. The computer tries
to synchronize with these pulses and make corresgoery second. It is possible for specific
programs to use PPS signals but NTP uses PPSlylingttt the kernel of the operating system,

which is much more accurate since the kernel ctarkbe synchronized to an accurate PPS



signal. These very accurate PPS signals can beajeddy GPS receivers.

NTP determines a polling interval for each gatar server that minimizes all unwanted
noise. The steady state accuracy is determinetébgdrver being used as well as the speed and
reliability of the network. NTP determines thelsligy of the clock and uses that information to
define how often it should check the server so tiaiclock does not drift. When a server is
polled often, the clock is updated frequently huliject to more jitter. When a server is not
polled often, there are large errors at updates.

In order to have reasonable accuracy, at theest NTP servers should be used. Using
only one server may encounter the problem thap#ngcular clock is inaccurate. With three or
more servers, NTP can more accurately estimatadtigrate time. NTP will evaluate the error
of all of the servers used and estimate the acetirae. NTP will determine which are the most

accurate clocks and not use any clocks that aceumate.

3.1.1 Garmin GPS18x LVC
For this project, a Garmin GPS18x LVC receiweas used for NTP time

synchronization. The Garmin GPS18x LVC will loak @ several satellites to obtain an
accurate location, movement, and time. This GP8&ivecoutputs National Marine Electronics
Association (NMEA) 0183 data. It features a verguaate PPS output, which can be used with
NTP to tune UNIX machine clocks for more accuratertg. In order for this device to work

with a computer, the user must physically connleetdutputs of the GPS module to both a serial
port as well as a USB port in the computer, as shiowFigure 1. The serial port transfers all of
the pertinent GPS information as well as the PR@&aiand the USB cable is used to power the
device. According to the GPS specifications, tR&Rdge is accurate to +- 1 microsecond. The
PPS width can range from 20ms to 980ms in incresnain20ms. A default width of 200ms was

used.
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Figure 1 Garmin GPS to Serial Port [16]

The Garmin 18x LVC needs some slight modifmain order to function most
accurately. By the default settings, the Garmin 18&€ GPS will output much more data than
what is required for the Real Time PMUSimulator laggtion, such as exact location. In the
application of time synchronization, the only imfamt information is the PPS functionality as
well as the time data provided by the GPS. WherGRS8 is sending the Stratum 1 server many
unnecessary messages, increased latency and iaageuitl result. Garmin offers configuration
software that the user can specify which messageseeded and which are not. For the time
synchronization, only the time information was uded~reeBSD, firmware version 3.60 of the
Garmin GPS caused a 1 second offset to what the whlould be. After upgrading to firmware
version 3.70, the offset disappeared with goodltgsim Ubuntu, both firmware version 3.60

and 3.70 worked for time synchronization.

3.2 NTP Results
For this project, two NTP configurations were tdstoth configurations used the

Garmin 18x LVC GPS receiver as the Stratum 0 samdrVirginia Tech’s NTP servers as the



Stratum 2 Servers. First, Ubuntu was used asaau@trl server, with other Ubuntu based
computers acting as Stratum 2 servers. Secondy@agourate system involved using two
FreeBSD computers as the Stratum 1 servers, andtWlbomputers running as Stratum 2

servers.

3.2.1 Ubuntu Stratum Server
Figures 2 to 3 show the time offset with all opergtsystems on Ubuntu. The Stratum 1

server is running Ubuntu and the Stratum 2 senass, running Ubuntu, receive their time from

the Stratum 1 server.
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Figure 2 NTP Stratum 1 Ubuntu Server

Figure 2 shows the offset with respect to theetdf day of an Ubuntu system
synchronized via GPS using NTP. The offset is whoge to zero throughout the day and it is
obvious that Ubuntu is much more accurate thardl tiéllisecond that is possible with Windows
operating Systems.

For Figure 2, the mean was 0.112302 microsex;andariance of 68.0201 microseconds
and a Standard Deviation of 8.24743 microseconlds. Stratum 1 server is closer than 20
microseconds to the actual time for the vast m@gjafi the time.

Using NTP, it also becomes desirable to syndheoother UNIX machines to the

Stratum 1 server that was just created. Theseusira servers will not be as accurate as the



Stratum 1 server because no client can have a acoreate clock than its server. Figure 3 shows
a plot of the offset of the Stratum 2 server rugritbuntu that is synchronized to a Stratum 1

server also running Ubuntu.
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Figure 3 NTP Stratum 2 Server Ubuntu

For this particular Stratum 2 Server, the meas @.708176 microseconds, the variance
was 1048.84 microseconds, and the standard daviatis 32.3858 microseconds. The other

Stratum 2 servers yielded similar results.



3.2.2 FreeBSD Stratum Server

3.4.2.1 FreeBSD Advantages
Since Ubuntu can only have a UTC time accud@pproximately 30 microseconds, it

becomes desirable to use FreeBSD as a StratunvérSestead of Ubuntu. FreeBSD can obtain
much higher resolutions than any graphically bagegtating system can. Typically, FreeBSD
can be within one microsecond of the actual tinteer@ are multiple computers that need to
synchronize their times, so if all of the Straturse2vers were linked to a Stratum 1 server
running Ubuntu, the results would be good, butasoaccurate as possible. With synchronizing
multiple computers, configuring a Stratum 1 seteetun on FreeBSD is the optimal solution.
FreeBSD is an operating system that has no grdpisea interface, which is similar to using a
Windows PC with only command prompt. It is a diffitcoperating system to use but yields the
best time resolution. The Operating System requiresiser to manually do many tasks that
graphical user interface (GUI) based systems donaatically. For instance, the user must

configure the serial port to accept GPS NMEA messag

3.4.2.2 FreeBSD Setup
For connecting FreeBSD to a Garmin 18x LVC GitSt, the FreeBSD operating system

must be installed. During installation, the usestdesignate the partitions and setup the
network connections. After the installation is cdeted, the user must recompile the kernel to
allow the system clock to synchronize to a PPSadigrhe kernel connects the hardware to the
software at a lower level than the application tajéere is a “GENERIC” kernel that FreeBSD
offers, but also a “PPS” kernel. The user mustthddine “options PPS_SYNC” to the kernel
file and then build and install the kernel. It tak&3 hours to recompile the kernel, but it is
necessary to take advantage of the GPS PPS diggd|.the user must enable the serial port to

accept GPS signals. At this point, the user caw aed edit the NTP configuration file. The



default editor in FreeBSD is “ee”. So, to openfileethe user must type “ee /etc/ntp.conf”. This
will open the editor that shows the contents of NDRfiguration file. This file contains the NTP
information. The user must specify a directorytfoe statistics, which are useful for
determining how accurate a certain computer iss Til@ also contains a list of all of the servers
that the user wants to use. For this setup, twairgfinia Tech’'s NTP servers were used and one
server was the Stratum 0 Garmin 18x LVC GPS. Tlee nsist program the kernel to use PPS
Synchronization by asserting “flag3 1”. Once thesees are added, the user must apply the
changes by restarting NTP. As with Ubuntu, it tagevhile for the offset to converge to its final
value. Fortunately, although it takes NTP a lomggtito synchronize initially, the clock stats are
recorded so that once the system clock is synckedrio the PPS signal; NTP can determine
what clock adjustments to use to synchronize fa$tez time offset of a GPS synchronized

FreeBSD system was recorded for one day and pJateshown in Figure 4.
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For this computer running FreeBSD, the offset &l average of 1.50173 microseconds,
a variance of 51.6142 microseconds, and a stamdssidtion of 7.1843 microseconds. A second

FreeBSD operating system was synchronized to GiByialded similar results, as shown in

Figure 5.
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Figure 6 shows the offset of a Stratum 2 semwening Ubuntu using the FreeBSD

Stratum 1 server as its primary server. Table 1nsarnizes the two NTP configurations that were

tested.



Mean Standard Deviation | Variance

Server Type (us) (us) (us)

FreeBSD Stratum 1 1.50173 7.1843 51.6142
Ubuntu Stratum 2 (BSD Source) 0.921278 17.288 298.873
Ubuntu Stratum 1 0.112302 8.24743 68.0201

Ubuntu Stratum 2 (Ubuntu

Source) 0.708176 32.3858 1048.84

Table 1 NTP Server Summary

From Table 1, it is clear that FreeBSD is thesnazcurate operating system for time
synchronization. However, for the purpose of usRegl Time PMUSimulator, Ubuntu is the
necessary operating system. So, to allow multigdanu systems to synchronize at the same
time over a network, FreeBSD is used as the Stratserver while Ubuntu will be the Stratum
2 server. Since there were two Garmin GPS’s aVaild&vo FreeBSD systems were used in

conjunction with Virginia Tech’s NTP servers, agwh in Figure 7.
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Real PMUs have resolutions on the order ofaalfendred nanoseconds. However, a
PMU simulator does not need to compute a phasarfddU does. A Real Time PMU simulator
only needs to generate a data frame by readingregrgting the phasor value directly with no
need for any complicated math. A real PMU samples a window and with those samples sets
the time stamp somewhere in the middle of the winddich can lead to inaccuracies. A PMU
simulator obtains a time stamp from the operatysgiesn and immediately sends out the data
frame. Though the time resolution is far from d U, there is not as much computation
necessary so the simulator is reasonable.

This chapter has explained how NTP can be tsatlow a Real Time PMUSimulator to
be synchronized to UTC time and thereby generadiegtical timestamps as real PMUs. At this

point, the Real Time PMUSimulator software can gateeand send PMU data frames with



precise timestamps. The next chapter will discasg Real Time PMUSimulator can be used to

test PDC'’s where normal PMUs cannot.



Chapter 4: PMUSimulator Applications in PDC Testing

This chapter will discuss how the Real Time PBitdulator can be used to test PDC
processing latency, late data frames, and badfidatee checksums.

4.1 Latency
The latency of a network and PDC processing igvery important. On most computer

applications, due to the relatively slow naturéhaf human-machine interface, any latency in the
network is typically very small and rarely notic&alSo, many delays cannot be perceived by
the end user. However, in very precise timing agpions such as phasor measurement units,
small delays that would not affect most applicatisould have an impact on PMUs. Latency
testing is also important because they help detexithie limitation of protection and control
applications of PMUs. There is an unavoidable yl&tam the time a PMU produces a phasor to
the time the PDC receives the data. There is alddianal delay from the time required by the
PDC to processes the data, this additional delagldsessed in this chapter. The PDC’s main
task is to align by time stamp the data receivethfmany PMUs. Some PDC'’s can be
programmed to also do some type of data manipuléiolocal applications of the PMU data.
This processing also takes time to complete andldhze studied extensively to know what kind

of delays to expect in the case of a contingendytheir effect on the specific applications.

There are many methods of determining the ¢3ten different nodes of a network. All
of them include recording and comparing the timalbof the packets that are received on a
specific device. All information that is transfedrever a network is transferred via packets.
Whether browsing the internet or receiving Synchegor measurements on a computer, all of
the data transferred is in a packet form. Whenragpedownloads anything from the internet, the
download is separated into packets and transféyedprotocol, for example TCP or UDP.

When a packet arrives to a computer, the compwatierieshines that the packet is from a specific



protocol and can begin assembling the packets together the way it was before it was
separated into packets. A PMU sends Synchrophasssages over a network in the form of
packets over a specified protocol. There are cornialeand open source programs that can
record the exact time that a packet is received bgmputerWireshark is a free program that
can determine the arrival and departure time gbatkets on the network that the computer
encounters. Any packet that the computer encountéreshark records the information that
exists in the packet. Wireshark can run on bothXJaihd Windows operating systems and
allows for packet filtering and decoding of netw@dckets.

When using a computer program such as Wiredbardad time information, the time the
program records can only be as accurate as theutengystem that it is running on. If the
computer system clock is only accurate to one skdbe program cannot time stamp the packet
any more accurately than that since the prograeives the time from the system clock.
Therefore, it is important to run Wireshark or amnyilar program on an operating system that
has an accurate time for the system time. For thegkes, Wireshark was run on an Ubuntu-
UNIX operating system for an accurate system chxchkvell as its graphical platform for ease of
use. The output PDC data stream was also seimé tdNXlIX computer running Wireshark. In
this setup, the PMU, PDC, and UNIX computer wenenazted by an Ethernet cable into a hub.
This way, the PMU data will arrive at the compudethe exact time that it arrives at the PDC.
The PDC will process the PMU data and output a si@a&am to the UNIX computer where

Wireshark will capture the data, as shown in Figtire
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After the data is captured using Wireshark or\#>XUsystem, both the PDC output and direct
PMU data were decoded as Synchrophasors, usintf &nbireshark function, and a Matlab
program the arrival time difference between theaiPMU data and the PDC data is computed.
These tests assume that separate PMU data frotarsiPMUs through similar communication
channels and for a given timestamp should arritekeaPDC within a very small time window.
Results shown in this chapter prove that evenRP&HUs do not send the frames at exactly the
same time. However, it is useful to demonstrateagh@icability of using highly controlled Real

Time PMUSimulators for latency testing.

4.1.1 PMUSimulator verses Commercial PMUs
Whenever two commercial PMUs send data to a,RioConly are the frame rates very

specific and accurate, the time that they will attjusend the packets should also be very close

to the data timetag. Figure 9 shows the arrivagésirof two separate Commercial Schweitzer



Engineering Laboratories (SEL) PMUs to a client pater. Both PMUs were running at 60

frames per second for approximately 50 seconds.
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Figure 9 Arrival Time Delay Between 2 SEL PMUs

For a given timestamp, the data from one PMU aviive, while the data from the
second PMU will arrive a few hundred microseconelsihd. Specifically, the data from two
PMUs in Figure 9 arrived on average within 409 wseconds of each other. Essentially, the
packets containing Synchrophasor data from tworatgp&®MUs arrive at close to the same time.
The differences in those times are within the readrarror of the network delays, PMU delays
and the limits of the testing software in this ciéeeshark. The accuracy in testing PMU data
delay is essential for testing PDC’s because th€ BXpects the packets containing

Synchrophasor data to arrive within a given timadew correlated to the timestamp. Since the



processing latency of a PDC is on the order of heshslof microseconds, if the delay introduced
by the testing system packet time is any greafe€; Porrect operation could not be determined.
In PMUSimulator Version 1.2.1, the data framesssent at regular intervals, yielding a
close to exact number of frames per second, howtheframes may not be sent at the same
time as a real PMU would. A real PMU takes a sangpimeasurements triggered by a time
synchronized sampling pulse, computes the phagsbuses the completion of the computation
to trigger the time the data frame is sent. Tha dall arrive at the PDC very closely to the data
timestamp time. However, PMUSimulator does notregfee an exact time to send the data
frame so it may send the data any number of mtlieds after the real PMU data was sent as
shown in Figure 9. Since the frame rate for PMUSatuu is not precisely 60, the offset of sent

packets from the real PMU and PMUSimulator drifairandom way, as shown in Figure 10.
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Figure 10 Arrival Time Delay Between iPDC and SEL RIU
Even with two PMUSimulators running on the sazomputer, the sending times will
drift in time, as shown in Figure 11. The reasantlifids is that the computer running the program

will not distribute the processing time preciselgrly.
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To demonstrate the point that it is only polesib determine PDC processing latency
with an enhanced PMUSimulator, a test was carngdamdetermine the latency of only SEL
commercial PMUs and only PMUSimulators. SinceS$k#. PMUs send their data frames at
nearly the same time, as shown in Figure 8, thegasing delay is expected to be reasonably
consistent. For example, the PDC will receive tiEPLpackets at approximately the same time,
so the PDC will be able to align the time stampa small amount of time. With PMUSimulator,
since the exact time that the data frames areisemknown and changed in time, the packet
arrival time for a given time stamp will be vastlijferent. So, if the processing latency is
computed in the same way that the SEL PMUs islateacy will be higher and less consistent.
The following figures show the processing latentthe SEL-3378 PDC with 1, 2, 3, and 4

incoming commercial SEL PMUs.
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The figures above show that the PDC will reedlve PMU packets at fairly regular
intervals, because it can align all time stamp#giwits few milliseconds and the latency time is
consistent. In the case of PMUSimulator, the pac&étifferent PMUs are not sent at a similar
time, which results in the PDC receiving correspogdimestamps at random times. For one
PMUSimulator input to the SEL-3378 PDC, the PDQ vateive the data frame, and
immediately send an output. Thus, for one PMUSitaulaput, the latency should be consistent

with that as a real PMU as shown in Figure 16.
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Figure 16 SEL-3378 Processing Delay with 1 iPDC PWI

In the figure above, it can be inferred that tlt 8378 will send its output data frame as
soon as it receives all of the input data framesfgiven time stamp. This allows the latency test
to appear consistent, and it is. However, as n@e bne PMUSimulator is added, the

inconsistent result is shown in Figure 17.
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Figure 17 SEL-3378 Processing Delay with 2 iPDC PWis
It is evident that with different PMU sendingés the average latency will appear to be higher
than the actual processing latency of the PDC.v&s enore PMUSimulators are added to the PDC, the
random sending times of the data frames increagesh decrease the accuracy of the latency tegtr€i

18 and 19 demonstrate that as PMUSimulators aredadale latency test that was devised becomes

useless.
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Figure 19 SEL-3378 Processing Delay with 4 iPDC PWs

The figures above show that the original PMUSatar setup is not applicable for PDC
latency testing. The same number of input PMUs thérePMUSimulator or SEL PMUs, should
yield the same latency time, but it does not, megthat either a new latency test must be

devised or the source code of PMUSimulator musthaaged.

4.2 Frame Rate Problems
In order for PMUSimulator to be used for PDlaty testing, the software must

generate a steady stream of data frames as avikhdBes. However, a frame rate problem
arises in PMUSimulator. When a 60 messages penddcame rate is desired from the
PMUSimulator, a data frame must be sent every 4680nds or 16.666 milliseconds. The
original code constantly generated a data franmg,isevaited for 16.666 milliseconds, and then

repeated the process, as shown in Figure 20.



Figure 20 PMUSimulator Data Frame Simulation

However, this setup assumes that generatingdtseeframe and sending it is completed
instantly. In reality, however, generating the daé@ane and sending it can take anywhere from
200 to 800 microseconds depending on the spedtafamputer it is being used on. The device
receiving the PMU data frames receives a frameaqomiately every 17.000 milliseconds,
which results in an approximate frame rate of 58r&fhes per second. When using the original
PMUSimulator to send data from a CSV file, as tpnegresses, the frame rate starts to deviate
from the original setup. For example, If one PMWaading from a file at 58 frames per second
and another at 60 frames per second, five secomal$he simulation the first PMU will be
behind by ten frames, or approximately 160 mill@®ts from the other PMU. As a result, it
becomes difficult to accurately recreate a pagsindsd situation accurately. Another problem
with an inaccurately low frame rate is the way &DC will interpret the data. A PDC expects
exactly 60 frames in every second. If the PDC etgpaalata frame with a certain timestamp and
does not receive it, the PDC will wait a presetimnywhere from 50-200 milliseconds, on that

data frame and discard the data for that framedibés not arrive. Lost data is never desirable;



however, the larger problem arises in latencyngstif PMUSimulator is used to send data to a
PDC to emulate a load on it, it is very undesirdblbave the PMUSimulator to cause
unnecessary delays by not sending the data frapt@tsaon time. In that case, the delays will
represent erroneousness data frames from the $onalad not the actual processing time of the
PDC. Fortunately, PMUSimulator is open sourcehgouser can edit the code. Various solutions

were devised by altering the “udp_send_data” fuumctin the PMUSimulator source code.

4.2.1 Hardcoded Usleep Subtraction
The first modification was to simply hardcodeai subtraction in the wait (usleep) time to

cause the PMUSimulator software to send data frdastsr. After some trial and error, the user
can zone in on what value works best for the sfpectfimputer. The fallback of this method is
that when the load on the UNIX system is increatiegltime to generate the data frame will also
increase, resulting in an inaccurate frame ratecfipally, when more than one PMUSimulator

is running, the processing time will be slower @&raecomes nearly impossible to manually
determine the correct correction values for alhaf running PMUSimulators. Another downfall

is that all computers will have different procegsspeeds so each user would have to zone in on

the correction value, which is quite time consuming

4.2.2 Automated Hardcoding Adjustment
Another solution was made to the code in theri&ate Data Frame” section in the file

ServerFunction.c. The added code executes a comtadimestamp before and after generating
and sending 600 data frames. If it takes more thaa expected to send 600 data frames, the
code will signal the computer to start sendingdhta frames faster for the next 600 data frames
and the process repeats until the frame rate dirsgiprecisely 60 frames per second. If it takes
less time than expected to send the data framegrtdgram will start sending the data frames

slower. By displaying the amount of time that thegsgam waits between sending data frames,



the user can see the exact amount of time thaaded for the particular system to send the right
amount of data frames. Once this value is detemhitee user can initialize the program to start
sending the faster to allow the receiver to recBMJ data frames at the correct rate of 60
frames per second.

For this method, it is good to obtain an averager 600 data frames instead to obtain an
average of what the actual frame rate is. It talkgse time to execute the “gettimeofday”
function as well as making the corrections. Soniglkn average over a long window seems to
be a good alternative. On the negative side, ésakvery long time for PMUSimulator to zone
in on the right correction value. The smaller therements to the correction value, the longer it
takes to zone in on the right value, but will résimh the closest value possible once it converges.
On the other hand, when increments to the cornestadue are larger, the final convergence
varies more but converges quicker. Overall, thiatgmn will yield better results, but it takes

much time to converge to the correct frame rate.

4.2.3 Running Average Frame Rate
The second best solution that was implementealved computing a running average.

This code would take the time at the beginningemding of the send data loop and compute the
correction time for every frame. This is similarfieding the average over 600 frames, but in

this case the correction is added every frame.dises memory of the correction so that the
previous correction value is considered in all sgjoent calculations. This technique can be used
to close in on the exact 60 frames per second \@ligkly and use small increments in the
correction value to arrive at a stable result. gshis technique, in time, the program will begin
sending frames very closely to 60 frames per seddodever, the same problem arises in that it
takes a long time to converge to the correct s@ndite. The figures below compare this

autocorrecting program to the original frame raddl. of the statistics of these plots are listed in



Table 2, which is shown after the plots. In Fig2ésand 22, PMUSimulator was sending data
frames containing 3 phasors with the original amgeorrecting PMUSimulator settings
respectively. Figures 23 and 24 show the original @aitocorrecting frame rate for 10 phasors
respectively. Finally, Figures 25 and 26 show thegimal and autocorrecting frame rate for 20

phasors respectively.

Figure 21 PMUSimulator 60 FPS measured Data Arrivafor 3 Phasors



Figure 22 Autocorrecting PMUSimulator 60 FPS measwd Data Arrival for 3 Phasors



Figure 23 UDP Original Frame Rate 10 Phasors

Figure 24 Autocorrecting PMUSimulator 60 FPS measwed Data Arrival 10 Phasors



Figure 25 UDP Original Frame Rate 20 Phasors



Figure 26 Autocorrecting PMUSimulator 60 FPS measwrd Data Arrival for 20 Phasors

From the plots above, it is evident that at givgn period of time, the frame rate may be
inaccurate. As time progresses, the figures shawthie frame rate will eventually converge to
the desired value. However, this convergence tgyaithe order of minutes, which is far too

long for Simulating PMUs.

Original
Phasors | Mean(ms)| Standard Deviation(ms)| Variance(ms)
3 16.7717 82.1156 6742.97
10 16.7779 47.3354 2240.64
20 16.7935 47.2467 2232.25

Autocorrecting
Phasors | Mean(ms)| Standard Deviation(ms)| Variance(ms)

3 16.6593 56.0122 3137.37
10 16.6631 48.2174 2324.92
20 16.6691 47.5728 2263.17

Table 2 Original Vs Autocorrecting Frame Rate



The table above shows that the average frame vateadong period of time is more
accurate for the autocorrecting PMU than the oagfMUSimulator. The table also shows that
there is no noticeable difference in the standardatdion of the autocorrecting and the original
software. Thus, autocorrecting is a solution fa élverage frame rate, but a very rough solution

at best.

When the technique of computing a running ayelia used, as described in section

4.2.3, the offset in sending time becomes evenewvtran the original setup as shown below.

Figure 27 Arrival Time Delay Between AutocorrectingiPDC PMU and SEL PMU



Figure 28 Arrival Time Delay Between 2 Autocorrecthg iPDC PMUs

4.2.4 Frame Rate/Sending Time Solution
A Patrtial solution was devised by changing the amdntal way PMUSimulator sends

data frames. Instead of beginning to send datayatime, the program can wait until the next
second and begin after the next PPS. The progaangenerate the data frame, send it, and then

calculate the time via ntp gettime() function amtedmine how many microseconds until the
next interval when the packet should be sent. B, the data frame is sent, and the time until

the next sending interval is calculated, the progvall use the usleep() command to wait the



specified time and generate the next data frantfeaaparticular time, as shown in Figure 29.

Figure 29 Updated PMUSimulator Data Frame Generatia

Implementing this setup yielded a steady framewdiie respect to a SEL PMU as shown in Figure 30.



Figure 30 Updated PMUSimulator Packet Arrival Time Verses SEL PMU Arrival Time

With sending the data frames at specific pamtime rather than focusing on the
amount of frames per second, the drift betweerstile PDC and iPDC is diminished. The
median offset between the SEL PDC and Real Time Bivfulator was 1.124 milliseconds,
which is acceptable for most PDC testing applicetid’ he software can be programmed to
begin generating and sending data frames at theomexsecond mark. The program then tries to
send the ith data frame when time t = i*fsec.

By altering the sending time to send at spetifites, the processing latency test applied
should yield similar results as the SEL PMUs diguFes 31 and 32 show the SEL-3378
processing latency of one and two Real Time PMU&itous respectively. These two figures

show that the packets are received by the PDCratistent times as the SEL PMUs did.



Figure 31 SEL-3378 Processing Delay: 1 Updated PMliulator



Figure 32 SEL-3378 Processing Delay: 2 Updated PNMBimulators

Figures 33 and 34 show that as more Real Time Bihulators are added to the inputs of the
SEL-3378 PDC, the majority of the packets stilharrat the same point of time. However, at soma{soi
in time, the program will send inaccurate time gianwhich are represented by corresponding latencie

of approximately zero seconds.



Figure 33 SEL-3378 Processing Delay: 3 Updated RdBimulators



Figure 34 SEL-3378 Processing Delay: 4 Updated PMiiBulators

In order to determine the actual processirgniat of the PDC, the latencies less than ten
microseconds were removed from the correspondiray @ calculate the mean, median, and mode

accurately. Table 3 summarizes the results ofttrextdifferent latency testing systems.

Median Time Delay (s)
Real Time PMU
PMUs iPDC SEL Simulator
1 0.001734 0.001752 0.001739
2 0.002157 0.002126 0.001801
3 0.003514 0.003838 0.001900
4 0.005799 0.003149 0.001957

Table 3 Median Time Delay: iPDC, SEL, Updated

Table 3 shows that the Real Time PMU Simulayoekl lower latency times than even the SEL
PMUs. This means that the sending time of the Riwaé PMUSimulator is more consistent than real
SEL PMUs. Thus, the assumption that SEL PMUs seei tlata frames at exactly the same time is

invalid. Figure 34 shows the latency computed 6L SPDC, and updated PMUSimulator.



Figure 34 Median Latency Time Vs. Number of PMUs

4.3 Sending a Packet Late
A PDC has a specific waiting time for receivengacket. The waiting time is the

programmed time the PDC will wait to receive a PMssage before discarding the PMU data
from a particular input channel for that time starffpr example, if the waiting time for a PDC is
200 milliseconds, the PDC will wait 200 milliseca@tiom the arrival of the first data packet or
from a fixed GPS time before discarding the datthefmissing PMU. Consequently, it becomes
important to test the programmed wait time in otdedetermine if the PDC will actually collect
the information in those data frames when the PMdgsage arrives shortly before the cutoff
time.

It is possible to modify PMUSimulator to siraté such a delay. The PMUSimulator will

generate data frames at a constant rate and kaeslpaf the packet number within the second by



the variable “I". When the frame rate is 60 frarpes second, the variable “I” will range from 0-
59. Typically, PMUSimulator will generate the datame, send it, and wait 1/(Frames per
Second) and repeat the process. However, to sienal@te data frame, the user can insert a line
of code that asserts, “if i=59 then wait x milliseds”, where x is the integer value of the
number of milliseconds desired. In this way, ev&gond a late data frame will be sent to the
corresponding PDC. The figure below shows thepateket delay that was captured from

Wireshark.

Figure 35 PMUSimulator Late Data Frame

In the figure above, “0” on the Y-axis denatles expected arrival time of the data frame.
Thus, the figure shows that on regular intervgiaieket will arrive 200 milliseconds late to the
destined PDC. Within the late data frames, the miimn difference in expected packet time was

shown to be 200.2 milliseconds, while the maximuas\®00.4 milliseconds. The waiting time



for every PDC can be different so the end user siegedalibrate the exact time delay in the code
to obtain the desired results. Of course, theskgbatelay times are with respect to the
PMUSimulator itself. In order for this to work prexpy, the data frames must be sent at specific
times that the PDC expects. For instance if RealeTiPMUSimulator sends a frame later or

earlier than a real PMU would, this test will bemndifficult to calibrate.

4.4 Bad Data Frame Checksum
On some occasions, a data stream from a PMbegbme corrupted in which case the

checksum received by the PDC will be invalid. Theaksum is used by the computers to verify
that the information it is receiving is correctriesting purposes, it becomes desirable to
introduce Synchrophasor data frames with an incooieecksum in a Real Time PMU

simulator. To alter PMUSimulator to complete sudhsk, the ServerFunction.c file in
PMUSimulator has a commented section called “Cateudnd insert the checksum value in data
frame until now”. In the original program, this sea of code correctly computes the checksum.
The user can simply change the number of shiftedtbiintroduce an incorrect checksum. The
code original reads “df chk >>8 ..... ", which shifte bit registers 8 times. If the “8” is

changed to any other number, then the data framekshhm will be incorrect, which is desired

for testing. To prove that the data frame checkgemnerated is in fact incorrect, the Real Time

PMUSimulator was connected to PMU Connection Testeshown in Figure 36.



Figure 36 PMU Connection Tester Invalid Checksum

In the figure above, it is proved that theadlahme checksum of the connected
PMUSimulator is incorrect. For PDC'’s that acceptinary UDP or TCP connections, this bad

data frame test can be easily performed.

4.4.1 SEL-3378 Bad Data Frame Checksum
When a PDC receives a data frame with an iecbchecksum, the data should be

flagged as corrupt and all of the measurementafatse frame should be set to zero. The figure
below shows a PMU data frame with an incorrect kbem dissected by Wireshark. Wireshark

detects that the checksum for the frame is wrosghawn in Figure 37.



Figure 37 Wireshark Invalid Checksum

The data for the PDC data frame correspondirigg bad PMU data frame is shown in

Figure 38.



Figure 38 Wireshark Invalid Checksum (PDC data)

The PDC data frame sets the “PMU Error” bitdbthe end user know that this frame is
corrupted. The figure also shows that all of tHerimation regarding the PMU is set to 0 by the
PDC, where the original PMU data is shown in Figgife

To properly test a PDC, it is desired to haveegsipment that can send bad data at
known time intervals to evaluate the response ®RBC. Real Time PMUSimulator can be
programmed to send and incorrect checksum tohestdrrect operation of a PDC. In order to
find the bad data easily when using Wireshark &leate the response, Real Time
PMUSimulator was programmed to send a bad checksiynwhen the fraction of second was
0, otherwise the correct checksum was generatad.rétiuced the confusion of finding PDC

frames corresponding to PMU frames.



The Real Time PMUSimulator software sends ffaraes with a time base of 1000000.
This means that the FSEC values will be calculagetiO00000*(Frame Number/Frame Rate).
The first data frame at the turn of the second Ehbave an FSEC value of 0. The second data
frame should have an FSEC value of 16666. Theesixtiata frame would have an FSEC value
of 1000000, but at that point the SOC value in@edry one making the FSEC value 0 again.

When PMU data frames have bad checksums,Di@&dvitput fraction of second time is
also corrupted. It was observed that all of the ESihestamps were less than 10000, where

they should be between 0 and 1000000, as explaadier.

4.4.2 SEL-3373 Bad Data frame Checksum
When Real Time PMUSimulator sent a bad datadrahecksum to the SEL-3373 over

TCP connection, the results obtained were diffetiesuh expected. When the SEL-3373 receives
bad data, it does not send any data as an outplie ¢hecksum is not correct, the SEL-3373

will treat the packet as if it was random inforroation the network. The figure below shows that
frame number 365 has a “wrong checksum?”. In theakthe Wireshark file, the PDC output

data will appear directly after the input data. Hweer, the figure below shows that the PDC does
not send any data whatsoever as an output whenghedata is corrupted. There is no
corresponding PDC timestamp for the bad data angenvinghe capture file. This incorrect
operation of the SEL-3373 in the lab could not bsavved without the ability to generate bad

data at known intervals.



Figure 39 Invalid Checksum Wireshark SEL-3373



Chapter 5: Conclusions and Future Work
The use of an open source PMU simulator abaise for the developed Real Time

PMUSimulator tool is described in Chapter 3. Thiginal PMUSimulator software produced a
slower frame rate than the desired frame rate glhglynchronization to a precise time signal,
and did not have the ability for data integrity ck& As available, PMUSimulator could not be

used for PDC testing or synchronized with other P¥tulators.

The developed Real Time PMUSimulator is impleradrdan a UNIX system with NTP
time synchronization using a Garmin 18x LVC GPSneer. With NTP, the UNIX system
synchronized to the actual time within the rangéeot of milliseconds, which is not as accurate
as a PMU, but sufficient for simulations of corregporting rates from a PMU required to
evaluate PDC operation.

The original PMUSimulator software produced angonon time synchronized frame
rate. Several solutions were tested for this prolidefore completely correcting it by sending
data frames at specific intervals in time insteichnodom points in time. We have used an open
source software, iPDC, and enhanced it to accyraielulate a real time PMU.

The aim of this work was to develop a tool td ths correct operation and limitations of
commercial PDC and other devices associated witkipfeiPMU data collection. Three
characteristics of the PDC needed to be evalugtecifgcally: data delay with a large number of
PMUs, PMU data wait window operation, and bad diatadling.Three tests were successfully
created, implemented, and used to evaluate thateiof a PDC with the enhanced Real Time

PMUSimulator:



a) Latency testing was successfully performedgisie “Sending Time Solution”, which
yielded more accurate results than the current ogetti using commercial PMUs because the

Sending Time Solution sends the data frames at@ifggd time on the order of microseconds.

b) A method was designed to send a data frame pkatkeo a PDC to test the actual waiting
time of the PDC, which can be used to determinatieracy of the programmed waiting

window.

¢) An invalid data frame checksum test can be ggadronce a second and sent to the PDC'’s for

evaluation.

In addition to the developed tests, the deviwkits synchronization procedures will
allow for the operation of multiple Real Time PMUW&ilators to test PDCs under maximum data
load. The developed Real Time PMUSimulator anddiéweeloped procedures were successfully

applied to a SEL-3378 and a SEL-3373 PDC.

Future Work
Since PMUSimulator can generate Synchrophdatar frames by reading CSV files, it is

possible to recreate a time synchronized PMU eplayer that can use data from a simulation
program like PSS/E or PSLF to evaluate the operatfa PMU enhanced protection scheme or
to evaluate the effect of the PMU communicatiorwoek in control or protection operations.
PSS/E can be programmed to simulate certain condiin a given power system. The software
can record the magnitude, angle, and frequendyeatates produced by PMUs in a CSV file.

With minor alterations to the CSV file, several Reane PMUSimulators can play back the



simulated measurements at a fixed time and senodutipeit to a PDC, in order to determine the

response of the PDC to a simulated event.

It is also necessary to fully develop the wiaite PDC test as presented in section 4.3.
This thesis has shown that it is possible for tealRiime PMU simulator to send a late data
frame to a PDC. However, there is currently nodsédichnique for mining through the data and
determining the absolute latest wait time a PDC wvitlergo. It is possible to check each late
frame individually, but not the overall results.

Finally, additional testing is needed in amywrversions of the iPDC software package,
as more bugs in the software are likely to be foasithe developed Real Time PMUSimulator is

used for more diverse operations.
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Definitions and Acronyms

CSV —Comma Separated Value

FSEC —Fraction of a second.

GPS —Global Positioning System. A satellite based sydt@mproviding position and time.
GUI —Graphical User Interface

IEEE C37.118 —A standard used to define the particular formaas tlan be transmitted and
interpreted by all PMUs.

iPDC — Open Source Phasor Data Concentrator

Matlab — Commercial numerical environment and programmimgeage.
NMEA —National Marine Electronics Association

NTP —Network Time Protocol.

PDC —Phasor Data Concentrator. A device that collecésphdata and discrete event data from
PMUs and other PDCs and transmit data to othelcgins.

PMU — Phasor Measurement Unit. A device that sampleognalltage and current data in
synchronism with a GPS-clock.

PPS —Pulse-Per-Second. A signal consisting of a traisgofare pulses occurring at a frequency
of 1 Hz, with the rising edge synchronized with U3€tonds.

PTP —Picture Transfer Protocol

SEL -Schweitzer Engineering Laboratories

TCP — Transmission Control Protocol. Packets of datasfeaned over a network
UDP — User Datagram Protocol

UNIX — A computer operating system

UTC — Coordinated Universal Time. It respresents the4ifrday at the earth’s prime meridian.



