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ABSTRACT

System verification is a critical process in the development of engineered systems. Engineers gain
confidence in the correct functionality of the system by executing system verification.
Traditionally, system verification is implemented by conducting a verification strategy (VS)
consisting of verification activities (VA). A VS can be generated using industry standards, expert
experience, or quantitative-based methods. However, two limitations exist in these previous
studies. First, as an essential part of system verification, correction activities (CA) are used to
correct system errors or defects identified by VAs. However, CAs are usually simplified and
treated as a component associated with VAs instead of independent decisions. Even though this
simplification may accelerate the VS design, it results in inferior VSs because the optimization of
correction decisions is ignored. Second, current methods have not handled the issue of complex
engineered systems. As the number of activities increases, the magnitude of the possible VSs
becomes so large that finding the optimal VS is impossible or impractical. Therefore, these
limitations leave room for improving the VS design, especially for complex engineered systems.

This dissertation presents a joint verification-correction model (JVCM) to address these gaps. The
basic idea of this model is to provide an engineering paradigm for complex engineered systems
that simultaneously consider decisions about VAs and CAs. The accompanying research problem
is to develop a modeling and analysis framework to solve for joint verification-correction strategies
(JVCS). This dissertation aims to address them in three steps. First, verification processes (VP)
are modeled mathematically to capture the impacts of VAs and CAs. Second, a JVCM with small
strategy spaces is established with all conditions of a VP. A modified backward induction method
is proposed to solve for an optimal JVCS in small strategy spaces. Third, a UCB-based tree search
approach is designed to find near-optimal JVCSs in large strategy spaces. A case study is
conducted and analyzed in each step to show the feasibility of the proposed models and methods.
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GENERAL AUDIENCE ABSTRACT

System verification is a critical step in the life cycle of system development. It is used to check
that a system conforms to its design requirements. Traditionally, system verification is
implemented by conducting a verification strategy (VS) consisting of verification activities (VA).
AVS can be generated using industry standards, expert experience, or quantitative-based methods.
However, two limitations exist in these methods. First, as an essential part of system verification,
correction activities (CA) are used to correct system errors or defects identified by VAs. However,
CAs are usually simplified and treated as remedial measures that depend on the results of VAs
instead of independent decision choices. Even though this simplification may accelerate the VS
design, it results in inferior VSs because the optimization of correction decisions is ignored.
Second, current methods have not handled the issue of large systems. As the number of activities
increases, the total number of possible VSs becomes so large that it is impossible to find the
optimal solution. Therefore, these limitations leave room for improving the VS design, especially
for large systems.

This dissertation presents a joint verification-correction model (JVCM) to address these gaps. The
basic idea of this model is to provide a paradigm for large systems that simultaneously consider
decisions about VAs and CAs. The accompanying research problem is to develop a modeling and
analysis framework to solve for joint verification-correction strategies (JVCS). This dissertation
aims to address them in three steps. First, verification processes (VP) are modeled mathematically
to capture the impacts of VAs and CAs. Second, a JVCM with small strategy spaces is established
with all conditions of a VP. A modified backward induction method is proposed to solve for an
optimal JVCS in small strategy spaces. Third, a UCB-based tree search approach is designed to
find near-optimal JVCSs in large strategy spaces. A case study is conducted and analyzed in each
step to show the feasibility of the proposed models and methods.
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Summary of Notations

Symbol Description
t Time event,t=1, ..., T.
€i System element,i=1, ..., L.
0i System parameter,i=1, ..., L.
U Verification activity, j=1, ..., J.
Ok Correction activity, k=1, ..., K.
& Causal factors of a conditional probability table.
A Likelihood ratio of uncertain evidence.

o(+) Indicator function whose value is 1 if the statement is true and 0
otherwise.

AorA() Activity results. A(y;) is the result of a VA (e.g., A(y)=Pass or Fail).

B(6i) Revenue that depends on system parameter 0.

C(H Cost, including C(;), C(¢k), and C(A(y;j)=Fail).

Sm System state, m=1, ..., M.
Hi Threshold value for B(6;).
Q(Sm) Order function of system state Sm.
Y() Type function.
Zw Verification path, w=1, ..., W.
b Y IVCS,¥={Zw:w=1,...,W}={Smm=1, ..., M}.

u() Value function. U(Sm) is the state value of Sm. U(Zw) is the overall value
of Zw. U(W|Sm) is the overall value of ¥ for a given initial system state Sm
and U(T‘Sm) = U(Sm)

Xk,s Reward function of the sth play of the kth machine in a bandit problem,
which has a distribution F.

Nk Number of plays of the kth machine in a bandit problem.

n Total number of plays in a bandit problem.

Uk Reward supremum of the kth machine.

U= Maximum reward supremum of all machines.

D Constants, including Do, D1, D2, D3, D4, De, D7, Dg, Dg, D1o.
UCB(Sm) Upper confidence bound function of system state Sm.

Q Lookup table that stores state values and visit counts.
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CHAPTER 1: Introduction and Problem Setting
1.1 Background

Today, manufacturing industries are concerned with the development of products, services, or
solutions that integrate a large mix of technologies and involve both people and machines [1]. For
example, the semiconductor manufacturing in Taiwan Semiconductor Manufacturing Company is
supported by more than 37,000 patents, 48,000 employees, and massive equipment and tools [2].
The production of a semiconductor chip relies on these complex entities rather than any single
component. This kind of complex entities is named as an engineered system in this dissertation.

In addition, entities developing complex engineered systems also face the challenge of responding
to various market demands. To be specific, manufacturing industries are required to satisfy
consumer needs, reduce time to market, and produce qualified goods at reduced costs [1].
Therefore, controlling schedules, costs, and quality of products remains a significant challenge for
product development in today’s engineered systems [1].

In product development, system verification is defined as a set of activities that evaluate whether
a system or its components fulfill their requirements [3, 4]. As a similar concept, system validation
is referred to a set of activities used to check the compliance of a system or its components with
its purpose (satisfaction of stakeholder needs) [3]. The research work in this dissertation is strictly
restricted to system verification. System verification has a direct effect on the quality of products
because it aims to identify errors and defects [1]. Specifically, a well-designed verification can
contribute to the expected utility of a system in multiple ways, such as by shaping beliefs about a
system exhibiting specific characteristics, consuming resources, or informing the need for specific
design features [5].

A substantial part of system verification is performed in the test phase, a late and highly
constrained period in the product life cycle, whereas it is often ignored in other phases, such as
definition phase, model phase, maintenance phase, and disposal phase [1]. Due to this late
execution of system verification, the expected cost associated with system correction, such as labor
or monetary costs, exceeds 20% of engineering efforts [1]. Specifically, it is pointed out that when
a product progresses through its life cycle, the expected costs associated with design changes (e.g.,
system correction) increase rapidly, as shown in Fig. 1.1 [6]. If the changes are implemented in
later phases, the costs are more expensive. In addition, NASA reports that the success of a program
or project is strongly related to the frequency and diligence of verification, especially in the early
phases during which corrections might be made cost-effectively [7].
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Fig. 1.1 Cost of changes in relation to product development phase [6]

1.2 Overview of the Problem Domain

To reduce the costs of product development, system verification has been extended to cover the
entire product life cycle from the definition phase to the disposal phase [1]. This broad-range
verification is defined as a verification process (VP) in this dissertation. This approach to
verification has been applied in a variety of industrial applications, such as automotive [8], aviation
[9], and motorcycle industries [10]. For example, in the life cycle of “Weapon System
Development” for the Department of Defense acquisition [11], system development is structured
in seven phases, as shown in Fig. 1.2. As can be seen, verification events are planned at different
phases in this life cycle, which are outlined by red rectangles.
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Fig. 1.2 The life cycle of “Weapon System Development” [11]



In a VP, the basic unit of evaluating a requirement is an activity used to perform a specific task.
As to system verification, different activities may be performed to evaluate each specific
requirement [12]. Their purpose is to ensure that engineered systems are delivered as error-free as
possible, are functionally sound, and meet or exceed the user’s needs [1]. This dissertation restricts
its attention to two main types of activities: verification activities and correction activities. They
are defined below:

e Verification activities (VA): activities that check the correctness of system components.
They include inspection, analysis, analogy, demonstration, test, and sampling [16],
described in Table 1.1.

e Correction activities (CA): activities that can eliminate errors that are found during the
verification process. There are three common types of CAs: rework, repair, and redesign.
Different definitions appear for these types of activities in the literature. For example, in
[13], rework is defined as the repetition of an activity at the same scope and abstraction
level. In [14], rework is defined as “the design change whose implementation alters work
that was previously done upstream and downstream,” and in [15], rework is defined more
generally as a task that needs to be redone because of a change. Therefore, dedicated
definitions have been adopted for this dissertation, presented in Table 1.1. Examples of
these CAs are provided in Table 1.2.

Table 1.1. Various activities in system verification

Activity Description

“Activity that examines an element visually or dimensionally.
It typically includes the use of sight, hearing, smell, touch, and
taste, simple physical manipulation, mechanical and electrical
gauging, and measurement.” [16]

“Activity that uses mathematical or probabilistic calculation,
logical reasoning (including the theory of predicates), modeling
and/or simulation under defined conditions to show theoretical
compliance.” [16]

“Activity that is based on evidence of similar elements to the
target element or on experience feedback.” [16]

“Activity that demonstrates correct operation of the target
element against operational and observable characteristics
Demonstration | without using physical measurements (no or minimal
instrumentation or test equipment). Demonstration is also
called “field testing’.” [16]

“Activity that is performed onto the target element by which
functional, measurable characteristics, operability,
Test supportability, or performance capability is quantitatively
verified when subjected to controlled conditions that are real or
simulated.” [16]

Sampling Activity that uses samples to verify the target element. [16]

Inspection

Analysis

Analogy

Verification
Activity




Activity that substitutes a faulty element with a working one to
Rework
correct defects.
Correction Activity that directly corrects system defects by using
Activity Repair processes, materials, or tools not initially considered in the
design while the initial system elements are retained.
Redesign Activity that changes the design baseline of the system.
Table 1.2. Examples of CAs
CA Example
Rework The lens of a telescope does not offer the expected transmission performance.

The cause for this degradation is a crack on its surface. It is removed from the
telescope and a new lens, which is not damaged, is installed instead.

Repair The lens of a telescope does not offer the expected transmission performance.
The cause for this degradation is a scratch on its surface. The surface is polished
and covered with a new coating.

Redesign The lens of a telescope does not offer the expected transmission performance.
The cause for this unexpected performance is a limit on the ability of the
material that has been used. A new lens with a different shape and material is
designed and installed in the telescope.

In current system verification, the number of activities always increases when the engineered
system becomes complex. To give a sense of size, a system may well respond to over 100
requirements, and, for each requirement, over 10 types of inspections could be defined, 10 types
of analyses, and 10 sets of tests. If there are only one inspection, one analysis, and one test for each
requirement, the total possible combinations of these activities for this system is (10%)1%=103%%,
while the number of grains of sand on Earth is about 10%°. Therefore, handling size is not trivial
when engineered systems are complex.

Considering these complex systems, VAs are often organized as an overall verification strategy
(VS), which can be executed at different life cycle phases and on different system configurations,
capturing all information related to the selection of activities [17]. Within a VS, dependencies exist
between the VAs in terms of the expected utility. Specifically, the expected value yielded by a VA
depends on the results of previous VAs and on the VAs that may be executed in the future. Thus,
the interrelationship between VAs should not be ignored during the design of a VS [18, 19].

Currently, VSs are generally defined at the beginning of a system development program, following
an industry standard or expert experience [1]. This approach heavily relies on qualitative opinions
and is not supported by data or quantitative elicitation of expert opinions or beliefs. Thus, it is
hard, if not impossible, to assess the optimality of resulting VSs. Quantitative-based methods are
therefore necessary to improve the optimality of VSs, especially when the number of potential
VA:s is large. The advantages of quantitative-based methods can be summarized as maximizing
the confidence in verification coverage, minimizing the risk of undetected problems, and
minimizing invested effort [20].



It is also important to notice that CAs are a significant component of product development cycle
time that can represent as much as two-thirds of project effort [21]. They occur when a prior
decision is changed because the system was later found to be defective [22]. There are two different
threads in current research related to CAs. The first one addresses the development of methods
that help reduce or even prevent the need to execute CAs. These include, among others, the use of
set-based practices [22], collective learning approaches [23], the use of design visualization
models to facilitate early inspection [24], overlapping strategies to perform implementation tasks
concurrently [25, 26], early testing to avoid cascading effects and late correction (which is
generally more expensive) [27, 28], and the design structure matrix to isolate and mitigate rework
by capturing interdependencies [29]. The second thread considers that some CAs are inevitable
and focuses on reducing the impact (e.g., cost) of CAs. Because uncertainty seems to be the
primary cause of the need for CAs [30, 31, 32], these methods primarily leverage modeling and
optimization. For example, Browning and Eppinger [33] developed a stochastic model that uses a
discrete event simulation to understand the impacts of process architecture on process cost,
duration, and risk. Liao [34] proposed an economic production quantity model for maintenance,
production, and free-repair warranty programs to minimize total production cost. Taleizadeh et al.
[35] developed an imperfect, multi-product production system with rework to minimize the joint
total cost of the system. While these studies provide valuable insights to manage CAs, they mainly
focus on the negative impact of CAs on cost and time during system development, leaving aside
their positive effect of regaining confidence in the correct state of the system. However, correction
has become so commonplace that most development managers seem to consider it inevitable [36,
37, 38]. Multiple prototype build-and-test cycles [39] are even proposed to manage multiple layers
of correction.

1.3 Problem Statement

To visualize the problem, a typical VP example is shown in Fig. 1.3, where solid lines represent
deterministic transitions, dashed lines represent probabilistic transitions, and dotted lines are used
to separate different time events (i.e., phase). At each time event, the system configuration is
represented as a system state Sm that captures all necessary information for a decision. In this
example, as the system parameters cannot be observed directly, a system state is represented by
the time event and the confidence levels of the system parameters (i.e., the belief that the state of
a system parameter is Pass). Given a system state S; at phase t, a verification activity ; is chosen
from all possible choices {u1, w2, ..., us} to check the fulfillment of a system requirement. If its
result is Pass, the system state is updated to Sy, and there is no need for further verification at this
time event. But if its result is Fail, the system state is updated to Sz, and there comes a choice
whether a correction activity should be implemented. If a CA is implemented, some actions will
be taken, and the system state will transit from Sz to S4. If a CA is not implemented, the confidence
levels of system parameters will remain the same. But as the time event become t+1, the system
state will transit from Sz to Ss. This pattern is repeated throughout the whole verification process.



Time Event t Time Event t+1

Pass / Yes

Fail No i\

Fig. 1.3. A VP example

As it can be observed from Fig. 1.3, there are two aspects about how CAs fit the overall VP that
are worth mentioning. First, CAs are not conducted simultaneously with VAs. Second, CAs result
from dedicated choices (i.e., correction or no correction in this example) that are different from
those of VAs. In current practice, implementing which choice of CA has not been captured as
decisions that are independent of VAs. Instead, because the conduction of CAs depends on the
occurrence of defects that are hard to predict beforehand, CAs are considered properties of the
VAs, or default reactions to the results of VAs [40, 41, 42]. This limitation seeds the research
problem in this dissertation that whether correction is conducted or not can, in itself, be a choice
separately. This type of verification process that contains both VAs and CAs as decisions is named
as an extended paradigm of verification processes (EPVP) in this dissertation. The main difference
between traditional and proposed paradigms is that CAs are modeled as explicit decisions
decoupled from VA decisions in this dissertation.

Compared with the traditional paradigm, the EPVP offers more decision choices that result from
these two types of decisions (i.e., VAs and CAs). For example, CAs can be conducted in the early
phases to eliminate some errors that could be more costly to eliminate in later phases. On the other
hand, CAs can be postponed to later phases to save correction costs, which can be applied when
CAs are not urgent. For example, in highly stochastic systems, letting some errors accumulate
before correction may be cheaper than correcting errors individually as they are detected.
Therefore, considering this flexibility, this dissertation models the system verification problem as
verification processes with hybrid decisions.

Similar to the VS of a VP, a joint verification-correction strategy (JVCS) specifies which VA or
CA should be implemented at each pair of a system configuration and its time event in our
extended paradigm. The system verification problem for a given engineered system is how to
design the JVCS given a corresponding VP. Following the example in Fig. 1.1, this design work
is two-fold. First, it is required to determine whether a VA is conducted and which VA is chosen
at each phase. Second, the JVCS should contain whether a correction is worth implementing if
there are such correction opportunities. All these decisions about VAs and CAs constitute a JVCS.
The goal of the JVCS design is to maximize the expected utility of system verification during the
VP. The expected utility is determined according to the specific verification context. For example,
the goal of a JVCS can be simply how to maximize the confidence levels of system parameters.

Designing JVCS faces three challenges. First, there are mutual effects between an engineered
system and the JVCS that limit the ability to separate VA and CA decisions as decoupled problems.



The engineered system may change along the collection of results that are brought by VAs and
CAs. The design of a JVCS at each phase should consider the updated engineered system. These
mutual effects make decoupling of the activity choices difficult, if not impossible [17]. In other
words, the implementation of any activity at each phase, as well as its results, may have temporal
effects on each other during the whole VP. So these mutual effects need to be captured for
designing effective JVCSs.

Second, as system verification contributes to the system’s utility, the design of JVCS involves the
maximization of a utility function. However, there is a tradeoff between short-term utility items at
each phase and the long-term utility function of the whole VP. While the short-term utility items
are obtained immediately after making a decision at each time event, the long-term utility cannot
be determined until the end of the process. Because the JVCS is conducted along a process and the
system changes stochastically at each time event, the long-term utility function suffers more
uncertainty. Meanwhile, there is also a tradeoff between utility items that conflict with each other.
For example, investing more correction cost may increase the deployment revenue. Then it is
necessary to balance the correction cost and revenue. Therefore, these kinds of tradeoffs need to
be considered during the design of JVCS.

Third, as mentioned in Section 1.2, the design of JVCS faces a high computational burden given
the size of the strategy space, which consists of all possible strategies. The size of the strategy
space is directly influenced by three factors, namely, activity choices, activity results, and time
events. Taking the VP in Fig. 1.3 as the example, while there are two possible fixed activity results
(i.e., Pass or Fail), the total number of possible system states (i.e., nodes in the process) increases
exponentially along with the growth of either activity choices or time events. So, the corresponding
shape size of a JVCS, as well as the number of all possible JVCSs, also increases exponentially.
Therefore, given a complex engineered system, the resulting strategy space is high-dimensional,
and it is hard to explore all possible strategies.

1.4 Research Question and Objectives

The overarching goal of this research is to develop quantitative approaches that enable the design
of JVCSs that account for both VAs and CAs as decisions. To achieve this goal, this dissertation
seeks to answer the research question: what quantitative methods and mathematical models enable
identifying near-optimal JVCSs with VAs and CAs as decisions in large verification spaces? To
answer this question, this research addresses the following objectives:

Objective 1. Model a VP that includes VAs and CAs as independent decisions.

As a first step, a mathematical model is built to capture all essential elements of a VP in the context
of engineered systems. These essential elements include engineered systems, activities, mutual
effects between system and activities, and utility function. The interrelationship between these
essential elements should also be explained clearly. In particular, as a distinct feature of the VP in
this dissertation, the effects of CAs on other essential elements need more investigation because
the accurate description of these effects can contribute to the effective modeling of VPs.



Objective 2. Solve for an optimal JVCS given a VP in small strategy spaces.

Given a VP model that contains two sets of activity choices for VAs and CAs for all system states,
it is essential to design a JVCS that can determine the optimal choices at each state. This
dissertation has developed a method to generate an optimal JVCS that yields the maximum
expected utility of system verification. In particular, the size of the activity choices is controlled
as small verification spaces to ensure the optimal JVCS can be found. Once the method is
successfully developed, some comparative analysis may be made to compare the optimal JVCSs
under different conditions of a VVP.

Objective 3. Explore and find near-optimal JVCSs given a VP in large strategy spaces.

The primary goal is to generalize the findings of Objective 2 to the VP problems of large strategy
spaces. The design of a JVCS becomes complex when there is a large strategy space of a JVCS,
as discussed in Section 1.3. In those cases where it is hard to obtain an optimal JVCS, it is a choice
to obtain a near-optimal solution, that is, one that is not guaranteed to be optimal but is sufficient
for system verification in practice. This research has developed methods to explore the large
strategy space for a near-optimal JVCS.

1.5 Uniqueness of This Research

This work is unique in the sense that it views system verification problems as a decision-making
process with two types of decisions. It also provides a comprehensive framework to solve this kind
of decision-making process. Specifically, the main novelty of the proposed work is three-fold:

1) It leverages uncertain evidence to model the effects of CAs, which facilitates the understanding
of CAs in a VP. Both VAs and CAs are unified as a Bayesian inference process, which is not
investigated in previous works.

2) It integrates two kinds of decisions as a decision process, while the paradigms in previous works
only treat VASs as decisions. A novel dynamic programming method is also presented to solve for
the exact solution of the decision process, which proves that the proposed paradigm outperforms
previous ones with higher expected values.

3) It explores large strategy spaces that consist of two types of decisions, which are not studied in
previous works. Some novel tree search methods are proposed to solve complex verification
planning problems in realistic engineering scenarios.

1.6 Dissertation Organization and Structure
This dissertation is structured as follows:

Chapter 2 describes the literature review and summarizes the main findings in the existing
literature.



Chapter 3 describes the research methodology, including the tasks that will be carried out and the
methods that will be employed.

Chapter 4 presents the hybrid verification and correction framework to model the impacts of both
VAs and CAs on engineered systems.

Chapter 5 presents the proposed EPVP with correction decisions and a mathematical approach to
design JVCSs in small strategy spaces.

Chapter 6 presents the proposed UCB-based tree search approach to design JVCSs in large strategy
spaces.

Chapter 7 summarizes the dissertation’s contributions, limitations, and future work.



CHAPTER 2: Literature Review
2.1 Taxonomies

This chapter provides an overview of previous research related to the three research objectives in
Section 1.4. First, the field of system verification is summarized as a core theme. Second, as the
foundation of system verification, Bayesian network models and some related studies about
uncertain evidence are discussed to identify work that can potentially be used to model the
coordination of VA and CA decisions. Finally, some specific models and methods, including
sequential decision-making, bandit problems, and ensemble learning models, are reviewed as a
preparation to realize Objectives 2 and 3.

The taxonomies and correspondent keywords used to search and classify previous research are
listed in Table 2.1. The areas listed in Table 2.1 are presented and discussed sequentially in the
subsequent sections. All these studies are searched and collected from Google Scholar.

Table 2.1. Taxonomy elements and keywords

Taxonomy element Keywords

System verification | System verification, verification process, verification planning,
verification strategy, correction activity.

Bayesian network Epistemic uncertainty, belief dependency, Bayesian network,
probabilistic causal interaction model.

Uncertain evidence Hard evidence, soft evidence, not-fixed probabilistic evidence, virtual

evidence.
Sequential decision- | Sequential decision-making under uncertainty, Bayesian network,
making troubleshooting, AND/OR tree, AO* algorithm, dynamic
programming, backward induction, value function.
Bandit problems Multi-armed bandit problem, upper confidence bound, UCB1, regret

analysis, Monte Carlo tree search, single-player MCTS.
Ensemble learning Ensemble learning, decision tree, random forest, gradient boosting,
models concept drift, dynamic ensemble learning.

2.2 Mathematical Approaches for Verification Planning

System verification consumes a large proportion of development efforts, which can even be 40-
50% of the total development effort [43]. Verification planning has traditionally relied on
qualitative assessments performed by subject matter experts and industry standards derived from
the collective experience of multiple experts [20]. Given the likely suboptimality of such
approaches, methods underpinned by mathematical models have been proposed to support
verification planning. Until now, three categories of mathematical methods have been proposed in
the literature. The first category follows the experience of practitioners and project experts to
propose verification strategies, which employ a conceptual model of verification planning [44, 45,
46]. The second one includes those studies in economics and management science that seek to
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manage the time and cost of testing strategies [47, 48]. The third one belongs to the field of systems
engineering, where mathematics and optimization are applied to verification planning [20, 40, 49,
50]. The third category is mainly reviewed here because it is directly related to the life cycle of
system development, which is the scope of this dissertation.

In the third category, fundamental work was done by Whiteside and Reimann [51]. They proposed
a methodology for quantitatively assessing the effects of alternate verification, validation, and
testing business practices on system life cycle costs. Engel and Barad extended this model as a
decision problem where a verification strategy is defined as a policy, for a given system life cycle,
under which, a subset of activities are fully performed, another subset of activities is partially
performed, and the remaining activities are not performed at all [49]. Later, a decomposition
method was proposed to find the optimal decision strategy [40]. The basic idea of this method is
to decompose the decision process into separate decisions for each activity and use the simulation
technique to generate strategies.

However, these models present three significant weaknesses. First, the dependence between
systems and activities is not captured, even though it influences the selection of activities. A BN-
based model was proposed in response to this gap to capture the dependencies between VAs [52].
Second, there is often a lack of knowledge about a system at the beginning of its development [53].
As a result, designing a fixed or static verification strategy early in the system development is
likely suboptimal [42]. One solution to this problem is to quantify the impact of the designer’s
domain knowledge and problem framing on the information collection with a descriptive model
[54]. Chaudhari et al. [55] also compared various descriptive models to describe information
acquisition decisions when multiple information sources are present and the total budget is limited.
Another solution is to use set-based design to collect information progressively during the process
[56, 57, 58, 59, 60]. For example, a set-based design method was proposed in response to this gap
to derive dynamic verification strategies that could adapt according to the progression of system
development and verification [42, 61]. Third, previous verification planning models are built for
single-firm cases, while large system development projects involve multiple firms and their
coordination [62]. Thus, Kulkarni et al. [63] used game theory and incentive theory to model
multiple-firm scenarios and investigated the alignment of verification strategies between multiple
firms.

While system verification relies on CAs to eliminate errors, the methods discussed in the previous
paragraphs simplify CAs as properties of VAs instead of as dedicated decisions during the
verification planning. For example, the decomposition approach [40] modeled CAs as partial costs
embedded in every verification activity. Kulkarni et al. [64] assumed that CAs always happen if
the system is not in its ideal state. Xu et al. [42, 65] consider CAs to be a direct action based on
the confidence threshold of a system parameter. In response to this gap, the BN-based verification
model proposed in [52] was extended to model CAs [66]. This dissertation leverages such a model
to integrate VAs and CAs as dedicated decisions in a verification planning problem.
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2.3 Modeling Complex Systems with BNs

When developing new systems, the emergence of errors or undesirable effects that lead to
dissatisfaction with the requirements is closely related to system development’s uncertainty [67,
68, 69, 70]. Here, it is not distinguished if the source of the error is aleatory or epistemic, as both
are significant in system development [71]. However, because verification activities primarily
target epistemic uncertainty, that is, a lack of knowledge associated with whether the system meets
its requirements [72], only epistemic uncertainty is studied in the context of system verification.
Many approaches have been introduced to characterize epistemic uncertainty, including belief
theory [73], fuzzy theory [74], possibility theory [75, 76], and generalized p-boxes [77]. Because
belief theory has effectively been applied to build epistemic uncertainty models in system
development [78, 79, 80], it is suggested that belief theory is a promising modeling paradigm to
capture the subjective nature of how engineers interpret the information provided by VAs.

Furthermore, it is necessary to capture the belief dependencies between elements of an engineered
system because the engineered systems of interest in this dissertation can be conceptualized as
recursively formed by lower-level elements [81, 82]. That is, a system error or undesirable effect
may be caused by an error in one of its elements, an error in the integration of the elements, or
both. Various methods have been developed to capture this aspect, such as Bayesian networks
(BN) [83], the transferable belief model [83, 84], the Fuzzy cognitive map [86], or the belief rule-
based method [87]. Among them, BNs have been predominant in dealing with error diagnosis and
have been effectively used in a broad range of fields, such as economics, accident analysis, risk
analysis, and cognitive sciences [88]. BNs can directly capture uncertainty about the system state
as beliefs and all dependencies between system parameters and between system parameters and
VAs as a network, making them promising as a fundamental method to model VSs [52].

A BN is a probabilistic graphical model that represents a set of random variables and their
conditional dependencies via a directed acyclic graph [89]. Structurally, a BN consists of nodes
and arrows between the nodes. Nodes represent the random variables, which contain knowledge
as an elicited distribution, and arrows between nodes represent the probabilistic dependencies
between the nodes [90]. Due to its good model transparency [91], BNs have been widely adopted
for statistical representation and Bayesian inference. The basic BN has also been extended to serve
more sophisticated modeling needs, such as dynamic BN (which captures the change in beliefs as
a time series model) [92, 93], object-oriented BN (which allows large-scale systems to be
described in terms of inter-related objects) [94], and subjective BN (which generalizes BNs to the
theory of subjective logic) [95, 96]. The flexibility of BNs is leveraged in this work to incorporate
various types of CAs into the verification strategy models developed in [17, 52].

Even though BNs have been widely applied to update beliefs in complex systems, there is one
limitation in the representation of BNs. As the conditional probabilities of a BN are generated by
enumerating all possible state combinations of network parameters, it is hard to interpret sources
of uncertainty about the parameters, especially when the parameter has many parent ones. This
problem makes it hard to understand and update the prior probabilities directly. Therefore, as
shown in Section 4.1.2, probabilistic causal interaction (PCI) models are leveraged to help interpret
the sources of uncertainty in this research.
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2.4 Uncertain Evidence in BNs

In BNs and Bayesian analysis in general, the term ‘evidence’ corresponds to new information
about parameters of a distribution coming from the data [97]. This evidence plays a central role in
Bayesian inference by triggering a belief update. In previous studies about system verification,
evidence captures the information provided by the results of verification activities [52, 97, 98].

Two types of evidence may be employed: hard (certain) evidence and uncertain evidence. There
are also three subtypes of uncertain evidence: soft evidence, not-fixed probabilistic evidence, and
virtual evidence [99]. Hard evidence refers to the instantiation of a set of variables to their values
without uncertainty [99]. Soft evidence [100] (also called fixed probabilistic evidence) specifies
the probability distributions of some variables. These distributions cannot be changed by further
information. Not-fixed probabilistic evidence also specifies the distributions of variables, which is
similar to soft evidence. However, these distributions can be modified by the propagation of new
evidence. Virtual evidence [83] (also called likelihood evidence) is represented by a likelihood
ratio (LR) that represents the strength of confidence toward the observed event [101]. While the
two subtypes of probabilistic evidence directly represent uncertainty as distributions, the
uncertainty in virtual evidence comes from the unreliability or imprecision of the source of
information [101].

Hard evidence is arguably the most common type in BN applications, but applications of the other
three subtypes of uncertain evidence have also been attempted. For example, Gowadia et al. [102]
used soft evidence to develop a framework for intrusion detection. Subramanya and Bilmes [103]
used virtual evidence to reduce the amount of supervisory training data for automatic speech
recognition systems. Corradi et al. [104] used soft evidence to classify individuals for forensic
purposes. However, to our knowledge, uncertain evidence has not been used in systems
engineering research, particularly concerning the design of verification strategies. In this
dissertation, uncertain evidence will be leveraged to capture different CAs’ effects on BNs, as
shown in Section 4.2.2.

2.5 Sequential Decision-making under Uncertainty

Sequential decision-making is a procedural approach to decision-making that aims to find a policy
that maximizes the expected return for all possible initial system states, where earlier decisions
influence the later available choices [105, 106]. Sequential decision-making under uncertainty is
referred to those problems where the results of a decision follow a random distribution, such as
bandit problems, path planning under uncertainty, and system verification. For example, while the
inference of BNs depends on the collected evidence of network nodes, how to observe network
nodes and collect evidence is a decision-making problem under uncertainty [107]. Two types of
sequential decision-making problems under uncertainty are distinguished according to whether all
following states of a decision should be further planned. If only one following state should be
planned after a decision, finding the policy requires determining the set of optimal actions that are
connected as a path. In contrast, if it is necessary to plan all following states, the optimal policy
can be represented as an AND/OR tree where all actions of a decision have OR relationship and
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all results of an action have AND relationship. While the first type is widely studied in the fields
related to reinforcement learning [108], the second type has been explored in a variety of research
domains, such as system verification [17], disease diagnosis [110], adaptive testing [111], and
troubleshooting [112].

The critical difference between the methods of these two types lies in the calculation of rewards.
That is, the reward of a state depends on all following states in the second type. Until now, two
major approaches have been proposed to solve for the second type’s policy. The first approach is
heuristic search methods originating from AO* algorithms for AND/OR trees. Nilsson [113, 114,
115] first described a version of AO* for searching AND/OR trees to find a solution in the form
of a tree. Martelli and Montanari [116] generalized this algorithm for searching AND/OR graphs
to find a solution in the form of an acyclic graph. The graph-search version is more efficient than
the tree-search version when the same state can be reached along different paths because it avoids
performing duplicate searches [117]. Hansen and Zilbersterin [117] proposed a generalization of
AO*, called LAO*, to find solution graphs with loops. As the solution of verification planning can
be presented as directed acyclic graphs, only the AO* algorithm is presented for system
verification, as shown in Algorithm 2.1. All these AO* algorithms use admissible heuristic
functions to find exact solutions. For example, Vomlelova™and Vomlel [118] applied the depth-
first search algorithm with pruning and the AO* algorithm to find a troubleshooting strategy.
Warnquist et al. applied AO* to solve the troubleshooting problem of heavy vehicles [119]. Even
though these heuristic search algorithms can improve search efficiency by pruning unnecessary
states through value bounds, an admissible heuristic function should be determined first. Because
of the addition of CAs in verification planning, it is hard to find an admissible heuristic function
that can be used to prune unnecessary states. Therefore, this approach cannot be applied in this
dissertation.

Another approach is dynamic programming (DP) which solves the problem by breaking it down
into simpler sub-problems in a recursive manner. DP methods can be classified into exact DP
methods and approximate DP methods according to whether the solution policies are exact or
approximate. Exact DP methods can be classified into two classes: direct methods and successive
approximation methods [120]. Direct methods, such as backward induction, can obtain the solution
strategy directly according to the recursive relationship (i.e., Bellman equation), which has been
applied to solve various problems, such as verification planning [121, 122], petroleum exploration
[123], circuit design [124], and speech/music discrimination [125]. However, it is necessary to
interpret the recursive relationship with explicit decision graphs, such as decision trees or influence
diagrams. Successive approximation methods, such as value iteration and policy iteration, begin
with a rough approximation of the solution strategy and solve for the optimal one iteratively. They
are usually applied under the framework of Markov decision processes [126, 127]. For example,
Petousis et al. applied the QMDP algorithm to solve the sequential decision-making problem in
lung cancer screening [128]. Velimirovic et al. used the policy iteration method of dynamic
programming to locate faults in power distribution networks [129]. Even though successive
approximation methods do not need explicit decision graphs, they are less efficient than direct
methods because they require lots of iterations over all states to obtain the optimal strategy. This
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dissertation proposes an order-based method to improve the efficiency of successive
approximation methods, as shown in Section 5.1.3.

Algorithm 2.1. AO* Algorithm [117]

1. The explicit graph ¥ initially consists of the start state S;
2. While ¥ has some nonterminal tip states:
2.1  Expand some tip state Sm of ¥ and add any new successor states to ¥.

2.2 Assign each new nonterminal state Sm+i with the heuristic value h(m) and each new terminal
state Sm+j with 0.

2.2 Update state values and mark best actions:

2.2.1 Create a set G that contains the expanded state and all of its ancestors in the explicit
graph along marked action arcs.

2.2.2 Repeat the following steps until G is empty:

2.2.2.1 Remove from G a state Sy if no descendent of S, occurs in G.

2222 Set U(S,)=min,_, [C(a)+> . Ps s (@)U(S,)]and mark the best action
for Sm.

5.3  Return the optimal solution graph.

When the state space is large, exact DP methods fail in finding exact solutions due to the curse of
dimensions [130]. Instead, approximate DP methods can be used to approximate the decision-
making process. These approximate methods can be broken down into four classes according to
the types of approximate policies: myopic policies, lookahead policies, policy function
approximations, and value function approximations [130]. While myopic and lookahead policies
minimize costs for one or several finite time periods, ignoring the effect of a decision now on the
later time periods, they are limited if the long-term effects are important. Policy function
approximations are applied when the structure of a policy is fairly apparent [131]. Because
verification strategies have VAs and CAs in this dissertation, the structure of a policy suffers the
dependency relationship between VAs and CAs. So, the fourth type of value function
approximations is mainly related to verification planning. Many different approximation models
of value functions have been proposed, such as lookup tables of Q learning [132], linear regression
[133, 134], support vector regression [135], Gaussian process regression [136], and neural network
[137]. However, as far as | know, there are no value function approximation methods for the
second type of sequential decision-making under uncertainty. So, this dissertation proposes a
function approximation method based on random forest regression to design an approximate DP
method, as shown in Section 6.1.3.
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2.6 Bandit-based Methods

The multi-armed bandit problem is a sequential decision model in which an agent needs to decide
which arm of K different slot machines to maximize their reward while improving their
information simultaneously [138, 139]. This problem provides a paradigm of the tradeoff between
exploration (trying out each arm to find the best one) and exploitation (playing the arm believed
to give the best payoff). The reward of each arm is a random variable xx with an unknown
distribution, and the distributions of all arms are independent from each other. This bandit problem
aims at finding a policy that determines which bandit to play based on previous trials. The
performance of a policy is commonly measured by the agent’s regret [140, 141], which is the
expected loss due to not playing the best bandit.

In a seminal paper, Lai and Robbins [142] made a regret analysis to find an asymptotic lower
bound on the growth rate of total regret for a large class of reward distributions. The regret bound
is O(Inn), where n is the overall number of plays. Since then, various online policies have been
proposed, among which the UCB1 policy developed by Auer et al. [143] is considered the optimal

- /2In n
[144, 141]. The UCB1 policy is to play a machine k that maximizes X, + P where X, is the
k

average reward obtained from machine k, and nk is the number of times machine k has been played
so far. That is, this policy can balance the exploitation of the bandit currently believed to be optimal
with the exploration of other bandits that currently appear suboptimal but may turn out to be
superior in the long run [145]. This UCBL1 policy achieves logarithmic regret uniformly over time
(not asymptotically) without any prior knowledge regarding the reward distributions. However,
the UCBL is limited by its assumption that the optimal machine is determined by comparing the
expected average rewards of all machines. That is, the UCB1 policy would lose its rationality if
the expected average reward is not the measure of a machine’s performance.

To solve the tree search problem, Kocsis and Szepesvai [146, 147] proposed the use of UCBL1 as
a tree search policy, which is called the upper confidence bound for trees (UCT). Its formula is

_ 2Inn
X, +D, [—, (2.1)
nk

where D; is constant. While the UCT follows the assumption of expected average rewards to
determine upper confidence bounds, some variant policies have been proposed as extensions of
the UCT to adapt to their domains where the assumption is invalid. Two domains are found to be
related to system verification. First, Schadd et al. [148] extended bandit problems to single-player
games with perfect information where the expected maximum value rather than the expected
average value is used to choose moves. They proposed a single-player MCTS policy (SP-MCTS)
that added a third term to the UCT rule:

x> —n X’ +D
X, +D, 2:]nn +\/z nk 2, (2.2)
k k
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where Dz is a constant that artificially inflates the standard deviation for infrequently visited nodes.
However, as the averaged values are used as the first item to represent the performance, the
phenomenon that a good move is hidden by previous records of bad moves may still occur [149].
Second, Galichet et al. [150] studied a risk-aware bandit problem that measures a machine’s
performance with the conditional value at risk a (CVaR), which is the average of the lowest
quantiles of the reward distribution with level a. As the goal is to find the machine with maximal
CVaR, machines are selected with the best lower confidence bound on their CVaRs, which is

. In( n .
called MARAB policy CVaR, —D, M , Where Ds > 0 is a constant that controls the

[ner]
exploration vs. exploitation tradeoff. As a decreases, the risk-aware bandit problem boils down to
a standard max-min optimization problem. However, the calculation of the lowest quantiles results
in the storage issue when the bandit problem is large because all previous trials must be recorded
to determine the quantiles. To solve these problems, this dissertation proposes an upper confidence
bound rule for repeatable bandits, as shown in Section 6.1.1.

2.7 Tree-based Ensemble Learning Models

Ensemble learning is an effective technique that has increasingly been adopted to combine
multiple learning models to improve overall prediction accuracy [152]. These ensemble techniques
can alleviate the small sample size problem by incorporating multiple learning models to reduce
the potential for overfitting the training data [153, 154]. Decision trees are commonly used in
ensemble learning models because decision trees are sensitive to small changes in the training set
[152]. So, the scope of ensemble learning models is narrowed down to tree-based models. These
ensemble learning models have been applied to many fields, such as bioinformatics [154], defect
prediction [155], and remote sensing [156]. However, as far as | know, tree-based ensemble
learning models have not been used in verification planning. So, a tree search method enabled by
ensemble learning is presented in this dissertation, as shown in Section 6.1.3.

Some common types of ensemble learning include bagging, boosting, and stocking, which are
realized as some basic models, such as random forest (RF) [157], gradient boosting model [158],
XGBoost [159], LightGBM [160], and CatBoost [161]. Several studies [162, 163, 164] have been
conducted to test the performance of these models, and each of them has its own merits. For
example, Bentéjac and Csorgé [163] found that CatBoost obtained the best results in generalization
accuracy and AUC, while LightGBM had the fastest training speed in the studied datasets. Ibrahim
et al. [165] recommended CatBoost algorithm for better prediction of loan approvals and staff
promotion. In another study about highly imbalanced Big Data [164], XGBoost was better than
CatBoost because of its shorter training time. In addition, the applications of tree-based ensemble
learning models are not limited to these basic models. For example, Jhaveri et al. [166] proposed
a weighted random forest along with AdaBoost to predict the success rate of Kickstarter campaigns.
Zhang et al. [167] combined RFs with XGBoost to establish the fault detection framework of wind
turbines. Zeinulla et al. [168] proposed a fuzzy random forest model to diagnose heart disease with
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incomplete and dirty datasets. So, the selection of ensemble learning models depends on the
characteristics of the research task and datasets.

It is noticeable that ensemble learning has also been used in nonstationary environments, where
the underlying data distribution changes over time (i.e., concept drift). Elwell and Polikar [169]
proposed an ensemble of classifiers-based approach for incremental learning of concept drift. The
proposed algorithm collects consecutive batches of data, trains one new classifier for each batch
of data, and combines these classifiers using a dynamically weighted majority voting. Later, Yin
et al. [170, 171] introduced a comprehensive hierarchical approach called dynamic ensemble of
ensembles. It includes two stages. First, component classifiers and interim ensembles are
dynamically trained. Second, the final ensemble is learned by exponentially weighted averaging
with available experts. However, all these methods use the weighted averaging method to fuse the
information of all components. Thus, they cannot be directly applied in verification planning that
searches for optimal strategies. Instead, the proposed tree search method in this dissertation only
uses the latest component to solve the concept drift issue.
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CHAPTER 3: Research Methodology

This chapter presents the methodology to achieve the three objectives in Section 1.4. First, this
chapter gives an overview of the research methodology and the structure of all tasks. Then each of
them is described in the following sections.

3.1 Overview of the Research Methodology

This section presents an overview of the research methodology. A three-phase research
methodology is adopted, as shown in Fig. 3.1, where the three phases aim to achieve the three
objectives in Section 1.4, respectively. In each phase, several tasks have been presented to achieve
each objective in steps, as shown in Fig. 3.2. If all tasks are completed, the outputs or conclusions
of each phase are the solutions to the research objective. It is also noticeable that dependence
relationships exist between the three phases. The engineering context in the first phase is the
foundation of the tasks in the rest two phases. The proposed paradigm and approaches in the second
phase can be used as a benchmark to guide the strategy search for large networks in the third phase.
Thus, the three phases are connected with arrows according to these dependence relationships.

Each task is presented with its purpose to simplify the realization of objectives. In the first phase,
there are two tasks, including modeling the engineering context of system verification and
designing the data synthesization method for engineering contexts. An engineering context means
the set of elements or variables required for system verification. An engineering context serves as
a platform that provides decision sets of VAs and CAs. In addition, the data synthesization method
should be provided to facilitate the analytical study of decision-making. In the second phase, the
primary goal is to solve verification planning problems in small strategy spaces. This phase has
three tasks, including mathematical modeling of EPVPs, design of exact JVCSs, and comparative
analysis. First, an EPVP model is presented to build the process model for verification planning.
Then a task is assigned to propose a method to solve for the exact JVCS given an engineering
context. As an extension, the impacts of CAs on the exact JVCS will be explored with a
comparative analysis.

In the third phase, the goal is to solve for JVCSs in large strategy spaces. Due to the difference in
action spaces between VAs and CAs, a heuristic tree search approach has been proposed to solve
for a near-optimal JVCS. This approach is presented as a set of three tasks that have a hierarchical
structure. First, the verification planning problem is simplified as a bandit problem and a bandit-
based rule is proposed to solve the bandit problem. Second, as the number of system states is so
huge in large systems that it is impossible to examine all of them, it is necessary to reduce,
compress, and generalize the information of system states. A function approximation method is
presented to approximate the collected information. Finally, a heuristic tree search algorithm is
presented to search for the near-optimal JVCS using the proposed methods in the previous two
tasks.
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Fig. 3.2 Relationship between tasks and objectives

3.2 Task 1: Describe Engineering Contexts of System Verification

As discussed in Section 1.2, system verification aims to maximize confidence in verification
coverage, minimize the risk of undetected problems, and minimize invested effort [20]. As an
engineering context is defined to contain essential elements of system verification, three types of
basic elements have been found to represent a system verification model, including system
components’ interrelationship, correction effects, and utility model, which are the basis of
Obijective 1. Thus, this task focused on describing engineering contexts from these three aspects.

First, as discussed in Section 2.3, a BN model is used to represent the interrelationship between
system components as it can directly capture uncertainty about the system components as beliefs
and all dependencies between system components as a network [52]. There exist two types of
network nodes for two types of system components. The first one is hidden nodes representing
system parameters whose states cannot be observed directly. The second one is observable nodes
for VAs, which can be tested to obtain results. These two types of nodes are connected according
to their dependency relationships, shown as a list of conditional probability tables (CPT). From
the aspect of system verification, the implementation of VAs for an engineered system is
equivalent to testing the observable nodes of a corresponding BN to discover their results. Once
the test results of a VA are obtained, the effects of such VA can be reasoned by the Bayesian
inference.
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Second, as correction decisions are a distinct feature of this dissertation, the effects of CAs should
be incorporated into the BN model. As discussed in Section 2.2, the effects of CAs are simplified
as properties of VAs in current practice. However, this practice fails to capture the effects of CAs
from three aspects. First, CAs can make some evidence collected by VAs invalid. Because a CA
updates some system parameters, the evidence related to these parameters may not be applied
anymore or at least need some extra verification to check whether the evidence is still effective.
Second, CAs can update the beliefs of the system parameters (i.e., the joint distribution of a BN).
For example, if a repair activity is executed to repair a system component, the confidence that this
system component functions well can be improved, even though this change of confidence is
uncertain beforehand. Thus, uncertain evidence is used in this dissertation to capture the belief
changes. While CAs have three types, including rework, repair, and redesign, how to represent
belief changes of all these types is the challenge. Third, CAs can also change the network structure
of an engineered system. For example, if a system component is removed after repair, the
corresponding parameter can be removed from the BN. However, BNs are always used with a
fixed network structure because the network nodes are restricted by node dependency and the joint
distribution of all nodes. So, a general method was needed to update the network structure while
simplifying the elicitation work of BNs.

Third, while the uncertainty and dependency of system verification are captured in the first two
aspects, the expected utility is also crucial in system verification as it plays a decisive role in
determining VSs in practice [5]. So, the third task extended the previous study [42] to build the
expected utility that measures the performance of system verification on an engineered system.
The expected utility is a function of three utility terms in this task. The first term is the system
revenue generated when a verified system is deployed. The second term is the activity cost for
VAs and CAs, which is a fixed amount of financial resources necessary to conduct each activity
on the engineered system during the VVP. The third term is the failure cost, which estimates the
financial resources to compensate for the disastrous effects caused by some verification results,
such as the failure in trial flights. While the previous research only considered the first two terms,
this task added the failure cost as it also exists as part of utility changes in practice.

3.3 Task 2: Design a Data Synthesization Method for Engineering Contexts

The experiment examples of engineered systems were taken from historical research projects, and
all data of these experiment examples were generated synthetically. The purpose of this task was
two-fold. First, this task aimed to understand engineered systems’ data structures and summarize
them as a data synthesization method. Second, the designed data synthesization method was used
to provide specific datasets that describe all activities and their effects on engineered systems.
Only when this task was completed, it was possible to solve verification planning problems and
do comparative analysis mathematically. This task consisted of three steps: network elicitation,
belief generation, and utility estimation.

First, the set of system components and their interrelationship were elicited to present the structure
of engineered systems. For example, to search for a near-optimal JVCS in large strategy spaces,
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the optical satellite instrument presented in [52] can be used as a study case. The structure of the
BN is shown in Fig. 3.3. There are 50 nodes, and each node has its physical meaning, as described
in [52]. Hidden nodes are represented as circles and observable nodes squares. To facilitate a
scalability study, it was also required to scale down the whole network by pruning nodes not
directly related to the target node @s. This pruning procedure is not arbitrary, as the node set of the
pruned network should still be meaningful in practice. One possible pruned network is outlined by
the dashed line in Fig. 3.3. Then the strategy search may start with the pruned network and then
increase to the whole network. A comparative analysis can be made by comparing the strategies
of pruned and whole networks.

Ha7

Fig. 3.3 The full BN for a case study

Second, belief information was generated for all system components following their physical
meanings in an engineered system. In this dissertation, the probabilistic causal interaction model
[83,172, 173, 174] was used to analyze the inherent structure of CPTs of system components. That
is, each CPT of a node was decomposed as a set of cause factors, and each cause factor represented
a dependency relation between two nodes. For each cause factor, its distribution of each cause
factor was assumed to follow Gaussian distributions whose parameters were estimated according
to the physical meanings of each parent node [52]. Then, a belief value was sampled from the
Gaussian distribution of this cause factor. All CPTs can be generated by fusing all belief values to
simulate a real system. In addition, the correctness of the CPTs was verified by running Bayesian
inference for all network nodes to ensure their posterior probabilities are acceptable in practice
[52].

Third, all revenue and cost items were also generated synthetically as the utility data. The revenue
item was estimated according to the overall income of verification planning. All cost items were
estimated through a general elicitation process in three steps. First, all activities were divided into
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several classes according to their definitions in [52]. The specific classes were determined
according to the context of engineered systems. Then in each class, there was an activity cost for
each activity and a failure cost for each VA. To simplify the problem, it was assumed that each
CA has only one correction choice (i.e., either rework, repair, or redesign) in this task. So, there
was only one correction cost for each system parameter. These cost items of each class were
assumed to follow their independent Gaussian distributions, each of which followed its physical
meaning. Finally, specific cost values were sampled randomly from these Gaussian distributions
as activity costs and failure costs separately.

3.4 Task 3: Establish EPVPs Mathematically with All Process Constraints

The quantitative analysis of verification planning cannot be separated from the mathematical
modeling of EPVPs. So, it is necessary to list all basic conditions of an EPVP which is also the
problem formulation of Objective 2. In this dissertation, all activities were conducted discretely
within certain time events. Here each time event represented a phase of the product development.
Without loss of generality, it was assumed that at most one VA and CA can be conducted at each
time event. Then, a set of activities within T time events can form a path that is a specialization of
an EPVP. Each activity is conducted at the beginning of its corresponding time event, i.e., t =1,
..., T. Once the EPVP is completed, the system is deployed at the end of the T time event. In
addition, the path of an EPVP is subject to some process constraints from the practice. For
example, each CA must be conducted after collecting a verification result at each time event. The
reason is that CAs are triggered by the false results of VAs. So there is a sequential constraint
between each pair of them.

Even though the basic conditions and process constraints were summarized according to the
practice, it did not present all assumptions explicitly for an EPVP. The first assumption is that
there is only one decision-maker in verification planning. While verification planning can be
solved by a team or a group of managers, they can be viewed as one entity making decisions for
both VAs and CAs. This assumption is embodied in two ways. First, all information collected
during the VP is saved without any loss and can be observed for decision-making at any time.
Second, no matter how the decisions are elicited from a team, the strategy is organized as a
deterministic policy for all possible system states, each of which has only one decision choice.

The second assumption is that system states are partially observable to the decision-maker. As the
goal of system verification is to diagnose some hidden system components, the EPVP model can
be applied to only those systems whose components are partially observable or hidden. However,
with the BN method and belief theory, the belief of a system parameter is represented by a
continuous variable confidence level. Then the EPVP model can be viewed as a fully observable
model whose state is a belief vector. The belief update can be realized by Bayesian inference. It
contributes to understanding the EPVP model by clarifying all these assumptions.

24



3.5 Task 4: Design a Modified Backward Induction Method

As discussed in Section 2.5, dynamic programming can be used to solve problems that have
suboptimal structures. The EPVP model shares this characteristic of suboptimal structure because
the optimization of a state value can be recursively decomposed into suboptimal ones. So, this task
started from this characteristic to propose a modified backward induction (BI) method to search
for optimal JVCSs (i.e., Objective 2). Because optimal JVCSs can always be found with other
benchmark methods, such as the value iteration method, these benchmark methods were
considered to evaluate the proposed method.

There were three points worthy of discussion for the design of the modified Bl method. First, as
the update unit of backward induction is a system state, it was necessary to provide a state
representation method for DP methods. While all activities had been provided in engineering
contexts and the process constraints between them had been defined in the EPVP model, the state
representation method was not given yet. So, a vector of the statuses of all activities was used to
represent a system state. All beliefs of a system can be determined as long as activity results are
provided. With the combination of all statuses, all possible states can be enumerated. It is
noticeable that the prior beliefs of the system were assumed to be consistent during a VVP. If the
prior belief changed, it was insufficient to use the statuses of activities as they were only collected
evidence.

Second, the design work adopted the basic idea of the Bl that all following states are evaluated in
a backward direction, and their optimal results constitute the strategy. The optimal JVCS was
found by searching for optimal activities of all system states. It is noticeable that state transitions
caused by VAs are stochastic rather than deterministic in an EPVP. As a result, even though a high
utility can be obtained after reaching some system states in the long term, this high utility is
discounted by the transition probabilities of the VP. So these transition probabilities should be
considered during the backward induction process.

Third, because a JVCS is a set of activities at different system states, the same system state may
reappear multiple times in a JVCS. Thus, reusing the induction results of system states can be
considered to accelerate the backward induction process. The challenge was how to determine the
dependency relationship of all system states. An analysis was made in Section 5.1.3 to determine
it according to the process constraints of EPVPs. Then an order function was used to rank all
possible system states. Then wherever a system state is in a JVCS, its value only needs one
backward induction.

3.6 Task 5: Do Comparative Analyses for Optimal JVCSs

In Section 3.2, the effects of CAs were discussed as part of the engineering contexts. However,
their impact on the JVCS still needed more exploration. With the modified Bl method above, this
task continued to perform comparative analyses on optimal JVCSs. The goal of this task was to
deepen the understanding of the relationship between CAs and optimal JVCSs.
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This task focused on two aspects. First, a sensitivity analysis was performed to understand the
relationship between correction costs and optimal JVCSs. A set of various correction costs was
created to test and compare the generated JVCS. As a result, for a particular JVCS solution, some
cost range of each correction cost may be found for corresponding CAs. That is, within this cost
range, the JVCS always remains the same for all choice nodes. On the other hand, as CAs influence
the joint distributions of a system network, it was necessary to observe and calibrate such
influence. That is, with the virtual evidence in Section 3.2, a set of different likelihood ratios was
used to test the impact of the uncertain effects of CAs.

Second, a general CA framework was established for multiple types of CAs. In previous tasks,
only two correction alternatives were considered (i.e., correction or no correction), which were
insufficient to describe all CAs. So the proposed framework combined uncertain evidence and
correction costs to define multiple CAs, such as rework, repair, and redesign, each of which has
its likelihood ratio and correction cost that may be determined according to the practical context.
The set of these CAs is used as the correction choices for the actual design of JVCSs. Based on
this framework, the modified Bl method can also be applied to obtain the optimal JVCS.

3.7 Task 6: Develop a Bandit-based Rule for Verification Planning

As a JVCS is a set of optimal activities at all possible system states, the verification planning
problem can be decomposed into a set of decision-making sub-problems at different system states.
So, to simplify the verification planning problem, this task only addressed the activity planning at
one system state. As the expected reward of each activity is unknown, it can be viewed as a multi-
armed bandit problem. Then the task was to develop a decision-making rule for this simplified
bandit problem which attempts to find the optimal activity at a given system state. With this
simplification, this task was organized into three steps.

First, while verification planning was simplified as a bandit problem, it was necessary to ensure
all properties of verification planning were retained in the simplified bandit problem. So, the
properties of activities and their results should be analyzed by comparing them with multi-armed
bandit problems. For example, the expected value of an activity result is unknown if all following
system states are not explored. So, it was reasonable to assume the results of a bandit followed an
unknown distribution. However, with this assumption of randomness, there is also a constraint for
each unknown distribution that its distribution has finite upper and lower bounds. The reason is
that revenue and cost items are predefined as finite values, and the expected value is bounded by
the maximum revenue and the sum of cost items. Thus, the distribution of each bandit has its
support range.

Second, as bandit problems are solved by developing bandit-based rules, a related question is how
to measure the performance of those rules. Regret theory is used to measure the value of difference
for decision-making under uncertainty [175]. This value of difference is called regret to mimic
human emotion regret. It has been applied to measure the rules and reduce regret for multi-armed
bandit problems [176]. Thus, the regret analysis was adopted as the criteria for the simplified
bandit problem.

26



Third, this task aimed to identify a bandit rule for the simplified bandit problem. The basic idea
was to resolve the exploration and exploitation tradeoff between different bandits. That is, while
those bandits with larger values deserve more exploitation, it is also important to explore other
bandits to increase knowledge about them as it can help avoid locally optimal choices. One
example of bandit rules was UCB1 [146, 147] that balanced such tradeoff by calculating both
values and visit counts as the criteria of bandit selection. However, UCB1 and its extension rules
used the average rewards of a bandit as its expected reward, while verification planning only
concerned the maximum value of an activity when comparing different activities. Thus, the
challenge was to develop a special rule for the simplified bandit problem to find the bandit with
maximum values. In addition, the regret proof of this rule was also needed.

3.8 Task 7: Design a Function Approximation Method

In verification planning, the large strategy space is inevitable as long as the number of system
parameters, activities, or time events is very large. So the challenge of large strategy spaces is how
to compress a large number of system states. Two opportunities were found to reduce the difficulty
caused by the large size. First, a VP is restricted by its process constraints, which means some
system states are invalid during the strategy design. So, the first opportunity was to reduce the
scalability by reducing the number of basic strategy elements, such as activities or time events.
Second, as only a small proportion of system states is obtained as samples, most system states are
unvisited, and the exploration always starts from scratch if there is no prior knowledge about these
unvisited system states. So, if the knowledge of visited states can be reused to guide the search of
unvisited ones, the search efficiency is expected to be boosted. Thus, this task focused on how to
extract knowledge from sampled system states and predict state information to compress large
strategy spaces.

This task followed the idea of function approximation that selects a function model to approximate
the relationship between system states and some relevant factors of VVPs, which was organized in
three steps. First, it was necessary to analyze the properties of the collected datasets. For example,
inaJVCS, there are dependency relationships between all activities. So, the collected system states
are not independent from each other. With this finding, those function models may not be effective
if they rely on the independence of samples. In addition, if system states are collected randomly,
the target relationship may be a stochastic function, which is also a constraint for the function
approximation models.

Second, the target relationship was established as a mapping from collected datasets to state
information. There are three kinds of information sources in verification planning, including belief
values of network nodes, statuses of activities, and cost terms. To simplify the mapping
relationship, only the status of activities and posterior beliefs of target parameters may be selected
as the input variables because they represent the real-time information of a system state. In
contrast, prior beliefs and cost terms are constant along with VVPs. Each VA has three status values
{0, -1, 1} for not verified, verified with the Fail result, and verified with the Pass result,
respectively. Each CA has two status values {0, 1} for not corrected or corrected, respectively.
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The state information consists of expected values and visit counts. It is noticeable that node
information also depends on the search rule (e.g., UCBL1 rule). However, as search rules cannot be
quantified as variables, they are not considered in this function approximation model.

Third, random forest regression (RFR) was used to realize the function approximation. One reason
why RFR is selected is the variable types of the mapping function. That is, activity statuses are
categorical and posterior beliefs are continuous. Random forest is one of the few models that accept
this mixed type of input variables. Because the state information, including expected value and
visit counts, is continuous, it also belongs to regression problems. So, RFR is appropriate for
verification planning. Next, the standard training procedure of RFR was followed to approximate
the mapping function, including data preparation, model learning, and cross-validation. In
particular, the training procedure was conducted with some parameter analyses as RFR has its
hyperparameters, such as tree numbers, tree depth, and training criteria. The goal of this training
procedure was to minimize the risk function (e.g., mean squared error) of the training datasets.

3.9 Task 8: Devise a Heuristic Tree Search Algorithm

Given the bandit-based rule and function approximation models above, this task aimed to provide
a heuristic tree search algorithm that can generate a near-optimal JVCS in large strategy spaces
(i.e., Objective 3). Because the total number of possible states is huge in large-network systems,
the modified backward induction method in Section 3.5 cannot be applied to update the state value
of all system states. Instead, the idea of graph traversal algorithms [177] was followed to search
for a near-optimal strategy tree in a forward fashion. This forward search method started the search
from the nearest time events and expanded the strategy tree progressively along with the VPs. So,
it enjoyed the advantage of prioritizing the closest states and reducing unnecessary efforts on states
far from the starting states. Thus, the strategy space within the nearest horizon can be explored
more often, and the resulting activities at the nearest system states are well-tested in forwarding
search methods.

Three points were worthy of further exploration of heuristic tree search algorithms. First, A*-like
tree search algorithms rely on the design of admissible heuristic function at all states [177]. That
is, it is necessary to determine an exact upper bound value of each state. Then those states with
larger admissible values are prioritized when comparing different states of a graph. However, if
these admissible functions are not close to the true values, the search efficiency cannot be
guaranteed. In verification planning, the effects of CAs on JVCSs are hard to be captured under
all possible states because the expected value of a state may be significantly changed with trivial
costs. So, the upper bound values cannot be determined accurately. Instead, the upper confidence
bounds in bandit-based methods are a choice to approximate the exact upper bound value.
Therefore, applying the bandit-based rule for tree search needed more effort in the algorithm
design.

Second, the heuristic tree search also shows the local optimality issue. That is, the heuristic tree
search process may get stuck in local optimums of strategy spaces. Two methods may be taken to
reduce the risk of local optimum. The first one is to change the parameters of bandit-based rules
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as they directly control the convergence speed of tree search. The second one is to use function
approximation methods to provide extra information for the exploration. As the state information
of unvisited states can be predicted from knowledge of visited states, it is expected that the gaps
between true values and record values of a state can be narrowed with the compressed knowledge
of visited states.

Third, there were many design factors in the algorithm design. For example, a strategy tree can be
explored by expanding all nonterminal tip nodes or a subset of nonterminal tip nodes. In addition,
the node information of a strategy tree can either be updated whenever a new node is added to the
tree or after the whole strategy tree is built. While a strategy tree has multiple branches, the parallel
computing method can also be considered to accelerate the search efficiency, which is also a design
factor. All these design factors required more testing in the algorithm design.
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CHAPTER 4: Modeling CAs in the Context of Verification Strategies

This chapter presents a hybrid verification and correction framework that integrates CAs in
verification strategies as stand-alone activities. The content of this chapter has been published in
[66]. First, Bayesian networks (BN) and probabilistic causal interaction (PCI) models are used to
capture the mutual dependencies between system parameters and verification activities. Second,
the prior modeling framework is augmented by incorporating different types of evidence modeling.
This incorporation is used to capture the impact that different types of CAs have on the system
parameters and the confidence of their state, as well as on the information expected to be acquired
through the execution of VAs. Third, a basic interaction loop (BIL) is used to integrate all VAs
and CAs so that a generalized Bayesian inference process can be applied.

This chapter is organized as follows: Section 4.1 introduces BN and PCI models. Section 4.2
describes the proposed hybrid verification and correction framework to integrate VAs and CAs.
Section 4.3 presents a demonstrative case to illustrate the application of the framework. Section
4.4 offers the discussion of this chapter.

4.1 Preliminaries

4.1.1 Basic System Verification Model

Consider that a given system can be decomposed into a set of elements &i, i =1, ..., I, and assume
that the objective of system verification is to verify relevant requirements for these elements?. Then
a basic system verification model is conceived as a set of tuples of system parameters 6i,i=1, ...,
I, and VAs ;, j = 1, ..., J that provide information about such system parameters [17]. With the
modeling framework presented in [52], a basic system verification model is built as a directed
acyclic graph Q = (® U M, E), where @ is the set of nodes, each of which represents one system
parameter, M is the set of nodes that represent verification activities, and E is a set of directed
edges that connect the different nodes. There are three types of directed edges: ® => @, ® => M,
and M => M, which capture the information dependencies between system parameters, between
system parameters and VAs, and between VAs respectively. There are no directed edges from VAs
to system parameters because an actual system parameter is not caused by the VAs; however, the
results of the VAs causally depend on the system parameter. In the resulting BN, nodes
representing VAs are treated as observable nodes (those whose value states can be observed
directly), and nodes representing system parameters are treated as hidden nodes (those whose value
states cannot be observed directly but are inferred from the values of the observable nodes).

Because the interpretation of the information provided by VAs is subjective [5], the information
about system parameters is captured as beliefs. Without loss of generality, all nodes are assumed
to be binary (i.e., two node states, such as Pass/Fail, True/False, or Compliant/Non-compliant).
The nature of Bayesian analysis, and of BNs by extension, allows for easy removal of this
restriction and use of any number of discrete values (e.g., also adding an inconclusive state to pass

L1t is noted that verification may also be used to inform design choices and support performance optimization, as
indicated in the introduction. The models presented here can be used for any of those purposes.
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and fail) or even continuous belief distributions [178], which can be used to model VAs aimed at
informing design choices or supporting performance optimization. The specific beliefs of a
network node are presented as a conditional probability table (CPT). Each CPT summarizes the
dependency relationships between a node and all its parent nodes.

4.1.2 Probabilistic Causal Interaction Model

Probabilistic causal interaction (PCI) models, such as the noisy OR-gate model [83], were initially
proposed to alleviate the elicitation burden of CPTs [174, 179, 180]. In PCI models, a CPT is
decomposed into a set of cause factors and the interaction between these cause factors is
represented by combination rules. This mechanism aligns well with the verification strategy
models used in this dissertation, given the causal interactions in system verification. While several
PCI models exist, two types of PCI models are selected for system verification, one to derive belief
distributions for system parameters and one for the information yielded by VVAs separately, without
loss of generality.

First, the generalized noisy OR-gate model [172, 173, 174] is applied to interpret the conditional
distributions of system parameters. For a system parameter 6, the interaction of all its cause factors
is assumed to be the noisy OR-type [83]. Applying this model consists of three steps:

e For each system parameter 6;, if all its parent nodes have no faults, the belief in whether 6;
passes or not is estimated as a cause factor (i.e., a random variable) & with a distribution
. /(&o). This cause factor is called independent factor in this study. In nature, an independent
factor represents the belief that an error will occur in the absence of all parent nodes
modeled explicitly.

e For each system parameter 6, the dependency relationships of all its parent nodes are
represented by a set of cause factors {¢1, &, ... &r}, each of which has a distribution . / (&),
where 6 has R parent nodes and the index r follows the index sequence of the parent nodes.
Each . /(&) represents the belief in whether 6; passes or not if the rth parent node fails.
They are called dependent factors in this study;

e With the noisy OR-type assumption between those cause factors, the conditional
distributions of 6 are given by the formula below:

1-(1-P(&, = Fail)«( [] @-P(& = Fail))), for 6, = Fail

(065 —Eaill) — &els}
7 (Oe, = Fail}) (1-P(& = Fail))«( [ @-P(& = Fail))), for 6 =Pass 4D
&elé}

where {&,} is the set of all cause factors that are False. The sum of each conditional
distribution is 1.
Second, for a VA g, its results are completely determined by its parent nodes. For simplicity, it is
assumed that the causal interaction of cause factors is of noisy AND-type. So the noisy AND-gate

model [83] is used for the conditional distributions of VAs in this study. Its application consists of
four steps:
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e When all parent nodes pass, the belief in whether u; passes or not is estimated as a cause
factor & with a distribution . /(&). This cause factor is called negative factor in this study.

e When all parent nodes fail, the belief in whether y; fails or not is estimated as a cause factor
&+ with a distribution . /{&+). This cause factor is called positive factor in this study. The
dependency of both negative and positive factors is only on the parent nodes because the
results of a VA are determined by its parent nodes.

e Otherwise, the belief in whether yj passes or not is assumed to follow a uniform distribution
unif{Fail, Pass} for simplicity. That is, the belief of each possible state is 0.5. In reality,
the specific distribution may be so complex that it is a hybrid function of all parental states,
which is left for future work.

e The conditional distribution of y; is given by the formula below:

/(&) if N, =Pass, VN, € N,;
(1IN ) =37 (&), if N, =Fail, VN, e N; (4.2)
unif {Fail, Pass}, otherwise,

where Nk is the set of all parent nodes of x4 and N is a parent node that may be either a
system parameter or a VA.

4.2 Hybrid Verification and Correction Framework

4.2.1 Modeling of VAs

With the basic system verification model presented in Section 4.1.1, the planning and execution
of VAs are modeled as follows: (1) A BN is built based on an elicited network structure and
estimated prior distributions; (2) A set of hard evidence is collected after executing some VAs (i.e.,
observable nodes); and (3) The posterior distributions of the network nodes are updated by the
Bayesian rule.

To illustrate this process, a basic system verification model about the speed of a computer product
is provided as an example. The basic system verification model consists of four nodes, as shown
in Fig. 4.1. The speed of the computer’s processor and the overall speed of the computer are
denoted by 81 and 6-. If the speed values reach a certain threshold for each of these two parameters,
these nodes are assigned with the value compliant. Otherwise, they would be assigned the value
non-compliant. While these two parameters cannot be observed directly, the processor’s speed and
the overall computer speed may be inferred from the results of VAs (denoted by u1 and w2,
respectively). Similar to the system parameters, the VAs are also assumed to be binary with their
thresholds. If the processor speed test indicates that it is larger than such a threshold, x4 is assigned
the value of Pass; it is assigned the value of Fail otherwise. The same reasoning applies to uo.
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Fig. 4.1 An example BN

Once the results of a VA become available (that is, an observable node is observed), the Bayesian
inference method can be applied to update the belief of the system parameters (that is, in the state
of the hidden nodes). For example, if the benchmark processor speed test turns out 8.=Pass, the
posterior marginal probability of - can be obtained with the Bayes rule:

P(‘gz)P(/uz = Pass | 92) .

P(@ = Pass) =
G 14, ) P(u, = Pass)

(4.3)

In practice, when the results of multiple nodes are collected simultaneously, the posterior
probabilities of the nodes can be obtained with off-the-shelf methods such as the variable
elimination method and the junction tree algorithm. The specific inference process can be referred
to in [107].

4.2.2 Modeling of CAs

4.2.2.1 Basic Types of CAs

The purpose of CAs is to correct the defects and errors that are found by VAs. This section focuses
on three basic types of CAs that are commonly used in system development: rework, repair, and
redesign. Once a CA is implemented according to its correction procedure, some corresponding
system elements may be changed to meet system requirements or improve system performance.
As a result, the prior beliefs of these elements are influenced after these correction procedures.

In general, VAs only are assumed to observe or measure attributes of the system. That is, they
shape the confidence of the state of the system, but the system remains unchanged after a VA has
been executed?. However, the execution of CA not only shapes the confidence of the state of the
system but also, by definition, affects the state of the system. These effects of CAs challenge the
estimation of posterior beliefs because a BN represents a joint distribution and some marginal
distributions need to be reserved after a CA. Thus, the basic verification strategy model presented
in the previous section needs to be extended to capture these effects. These extensions are
presented in the following three subsections.

These modeling constructs are applicable to both systems being newly developed (where iterative
design changes and corrections informed by early prototypes often occur due to the availability of
little or ill-defined data) and systems that are recurrently produced (where knowledge and data

2 In practice, some VAs can actually affect the state of a system, such as subjecting the system to vibration testing.
However, these effects are generally expected and infrequent, so the assumption can be considered valid for the
purpose of this discussion.
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exist but the performance of a specific unit is poor). Only two procedural differences are noted.
First, while determining priors for models of recurring systems likely rely on historical data,
models of newly developed systems need to resort to subject matter experts [181] or fusion
techniques [96]. Second, while all kinds of CAs may be necessary for a newly developed system,
redesign activities are typically unnecessary for recurring systems.

4.2.2.2 Impact of Rework

According to the definition of rework in Table 1.1, when a rework activity is executed, an existing
system element is directly replaced with a replica. Three assumptions are made with respect to the
impact of rework. First, the two elements share the same cause factors as well as their distributions.
This assumption is sensible because both elements are built using the same design, materials, and
processes. Second, the new element is assumed to be in a correct state where all other elements
have no errors. This is sensible because rework only applies in cases in which a unit is faulty, that
is, there are no inherent design, process, or material problems with the unit. Third, while it is
assumed that the new element does not present the problem identified in the faulty unit, it may still
have other problems (both related to design and production) that have not been identified yet.
Therefore, the impact of rework can be interpreted as including additional sources of information
to the original BN.

To illustrate this, the previous computer BN is used as a rework example. Assume that x4 fails and
it is determined that the processor is faulty. A new processor replaces the faulty one. The speed of
the new processor shares the same parameter ¢1 with the faulty one. This is because the new
processor is a replica of the faulty one (except for the fault). Thus, the distribution of 81 remains
the same as the faulty one. The impact of rework can be interpreted from two aspects. First, as the
faulty element is removed after the rework, the evidence about the faulty element becomes
uninformative. (Here, while the faulty processor can be considered as new information that should
update the belief distributions for future processors, it is assumed that such an effect is negligible,
being a single event.) Second, the new element is known to be working after rework. This piece
of new evidence is interpreted as a belief update on the independent factor of 6:. That is, rework
does not influence other parameters and their dependency relationships.

Assume that the rework information is an LR Jrewok = L(&(61)=Pass|Rework):
L(¢o(01)=Fail|Rework) = 99:1, and virtual evidence can be used to capture this repair information
in three steps. First, the LR is represented as a virtual node ¢1 attached to the independent factor
&o(6h), as shown in Fig. 4.2 (a). In particular, virtual nodes are usually set as child nodes of the
target node to ensure that the prior distribution of all existing nodes is not affected. Second, since
rework information is presented as an LR Arework ON the distribution of & (61), the CPT of ¢1 should
be restricted by Arework. In the example, there is a constraint on the CPT of ¢o:

_ L(&(6)) = Pass | Rework) _ P(¢, = Pass|&,(6) = Pass) _ 99

ework . - - ' (44)
L(&, (6) = Fail |Rework)  P(¢, =Pass|&,(6)=Fail) 1

In particular, as the virtual evidence only specifies an LR, there is no requirement on the specific
values of the CPT of ¢1. Third, because the new processor is known to be working, the virtual node
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needs to be instantiated with @1 =Pass to capture this evidence. When the virtual evidence is added,
the posterior distribution of &#1) can be updated with the Bayes rule, as shown in Eq. 4.5:

P(éo (91) | Rework) = P(ézo (01)) P((Do = Pass | 50 (91)) _ P(ﬁo (01))L(§0 (91) | P = PaSS)

P (¢, = Pass) Z P(&())L(S,(6) | ¢, = Pass) .
50 (91)

(4.5)
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Fig. 4.2 llustration of CAs

4.2.2.3 Impact of Repair

According to the definition of repair in Table 1.1, when a repair activity is executed, an existing
system element is modified with parts, processes, or materials that were initially unplanned for
that element. Four assumptions are made with respect to the impact of repair. First, all initial
system elements are retained after repair. This implies that all prior beliefs of the initial elements
remain useful for system verification and the network structure remains the same. Second, similar
to rework actions, a repair action also provides information that cannot be deduced from the prior
beliefs. Third, when repairing a system element, all its cause factors may be changed
simultaneously to correct the fault. Fourth, a repair activity may inadvertently degrade the system.
With these characteristics, the impact of repair is treated as a belief update of the repaired elements
with extra repair information.

Even though all cause factors of an element may be influenced by repair, it is impractical to build
a direct relationship between a repair activity and all cause factors. Instead, for simplicity, the
belief update is assumed to be applied to the entire conditional distribution of the repaired element.
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The repair information can be captured in two ways, depending on whether the likelihood of repair
success derives from historical records of a repair activity or direct elicitation about the repaired
elements. If information about the success of the repair activity is available, the repair information
can be captured as virtual evidence. Continuing with the computer BN as an example, consider
that o is executed and its results indicate that the computer has not achieved the desired speed.
Further inspection indicates that the computer does not achieve the desired speed because part of
the shielding is damaged. A repair activity is conducted directly on the computer by fixing the
shield with metallic tape, leading to the computer exhibiting the desired speed. This repair activity
has been conducted in the past, providing a track record of 80% success.

This piece of information is captured by defining an LR Arepair = L(G.=Pass|Repair):
L(6>=Fail|Repair) = 80:20 and conducting a belief update in the same three steps as that of rework.
First, the virtual evidence is modeled as a virtual node that is attached to the BN. So if repair is
applied to 6, a virtual node g2 can be inserted into the BN, as shown in Fig. 4.2 (b). Second, the
CPT of the virtual node is restricted by Jrepair. That is, there is nothing but an LR constraint on the
CPT of ¢2:

_ P(p, =Pass |, =Pass) 80

o _ 4.6
P P(g, = Pass| 6, = Fail) 20 o

Third, the virtual node needs to be instantiated with ¢, =Pass to ensure that only the LR, rather
than the specific conditional probabilities of ¢, are leveraged to update beliefs. When the virtual
evidence is added, the confidence of other parameters can be updated with Pearl’s method [83].
For example, the updated marginal confidence of 6> can be calculated as:

P(6)P(6,16)L(G, |, = Pass)
z P(Hl)P(ez |91) L(ez |(P2 = Pass) .

&

P (6, | Repair) = 4.7)

This procedure can be extended to the case in which multiple system elements are repaired
simultaneously. It is realized by extending the current use of virtual evidence to cover multiple
parameters in a similar way. First, a virtual node is added as a mutual child node of all repaired
nodes. For example, if the repair is conducted for 61 and 6, a virtual node ¢3 can be added to the
BN, as shown in Fig. 4.2 (c). Second, the repair information is estimated as an LR for the virtual
node: L(01 =Pass, 682 =Pass | Repair) : L(61=Pass, 0>=Fuail | Repair) : L(01=Fail, 6, =Pass |
Repair) : L(6w =Fail, 6, =Fail | Repair) = 45 : 15: 21: 17. Third, the virtual node is instantiated
with g3 =Pass. After adding this virtual node, Pearl’s method [83] can be applied again to update
the BN beliefs.

If direct elicitation of the repaired element is employed, the repair information can be captured as
not-fixed probabilistic evidence. In this case, a belief is characterized as a probability of the system
parameter to be correct after repair, which captures the success in repairing the defect and the
possibility of inadvertently deteriorating the system. Then, this not-fixed probabilistic evidence is
converted to virtual evidence, after which the same procedure as described for the case in which
historical data is leveraged can be applied. Continuing with the computer example, assume that
the experts’ belief on whether 6, passes after the repair activity is characterized as 0.8, that is, the
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marginal probability of the overall speed P(@.=Pass|Repair) is 0.8 after repair. This not-fixed
probabilistic evidence can then be converted to virtual evidence with the formula [182]:
_ P(6, = Pass|Repair) . P(6, = Fail | Repair)
Repalr P@,=Pass) ~  P(6,=Fail)

(4.8)

where P(6,=Pass) and P(0.=Fail) are the prior marginal probabilities before repair. Then the
belief update can be realized in the same way as was presented for virtual evidence.

4.2.2.4 Impact of Redesign

According to the definition of redesign in Table 1.1, when a redesign activity is executed, a new
system is produced according to a new design. Two assumptions are made with respect to the
impact of redesign. First, since the system itself changes, all redesigned elements may present
errors or defects. Second, because redesign may only affect parts of the system, certain original
system elements may be retained. However, the number of possible redesigns is likely vast, and,
as a result, the possible impacts are also enormous. For example, some redesign activities could
simply affect a minor element in the system, which removes one system parameter node in the BN.
In contrast, other redesign activities may change the complete system, effectively substituting the
BN with a completely different one. Therefore, a general procedure is presented here, which may
need to be tailored to the specific redesign case. The general procedure consists of four steps:

e All system parameters that remain after the redesign activity are connected as a new
network according to their dependency relationships.

e A set of cause factors {&}new that contains all factors that are changed after the redesign
activity is built. As belief elicitation is necessary to characterize the new cause factors, a
set of soft evidence is estimated for each cause factor in {&}new.

e Another set of cause factors {&}oid is derived and reused from the old network. This set
includes all cause factors from the old network that are not affected by the redesign activity.
The priors for these cause factors are directly reused from the old network.®

e The CPTs of all network nodes are generated using Eq. 4.1-4.2 and with these two sets.

Two aspects of this general procedure are worth mentioning. First, selecting which cause factors
are reused from the old network (i.e., design) and which ones need to be newly modeled depends
on both the redesign activity itself and the engineer’s experience. Specifically, suppose an engineer
assesses that their prior belief on a cause factor has changed because of the redesign activity. In
that case, this cause factor will be chosen as a new cause factor. Second, even when the old
distribution is replaced with soft evidence, past information is not ignored. Rather, eliciting the
updated CPTs inherently includes past information in the expert’s experience.

Two examples are provided to describe this procedure. Consider the computer case presented
earlier and assume that w1 fails. An investigation shows that the processor is inherently unable to
achieve the required speed. A redesign activity is conducted, resulting in a new processor. The

3 It is noted that this task is not trivial and may be significant. It includes assessing that such parameters have indeed
not been influenced by the redesign activity.
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speed of the new computer (since it now uses a different processor) is denoted by > and the speeds
of the new processors by 6°1. New VAs are defined for each of the attributes of the new system,
as shown in Fig. 4.2 (d). A key aspect is that, because past information is used, it is necessary to
model a dependency between 6 and 6’1, since the knowledge obtained on the original processor
with pz shapes the confidence of the performance of the new processor.

Now consider the computer case presented earlier. In the new case, however, instead of only
designing a new processor, the overall processing concept is redesigned. Specifically, instead of
using a single processor, the computer uses two processors that are coordinated by a central unit.
The speed of this new computer is denoted by 62, the speeds of each of the new processors by 611
and 6’12, respectively, and the ability of the coordination unit to coordinate the two processors by
6’3. New VAs are defined for each of the attributes of the new system, as shown in Fig. 4.2 (e). A
key aspect is that, because past information is used, it can be modeled as a dependency between
61 and 6’11 and 6’12, since the knowledge obtained on the original processor with ui shapes the
confidence of the performance of the new processors.

4.2.3 Integrating VAs and CAs under a Hybrid Framework

4.2.3.1 Two Decisions

Our framework captures VAs and CAs as dedicated decisions, informed by each other but
independent from each other as well. In one type of decision (which is referred to as verification
decisions, VDs), whether a VA is executed or not is chosen; in the other type of decision (which
is referred to as correction decisions, CDs), whether a CA is executed or not is chosen.* The
confidence achieved as per the evidence provided by a VA or after the results of a CA inform both
types of decisions.

As shown in the basic system verification model, the decision set of a VD contains all VAs that
could be executed at a given time (that is, all observable nodes in the BN). Thus, a VD specifies a
set of VAs first. If there are no observable nodes selected, the result of the VD is ‘NA’ (i.e., no
activity). The decision set of a CD is based on two components. First, a set of system parameters
is selected as the target of the CD. Second, for each system parameter, there are three possible
types of CAs, as explained earlier (i.e., rework, repair, and redesign). If no CA is chosen, the result
of the CD is ‘NA’.

In this chapter, VDs and CDs are based on confidence and past activities. First, for each system
element, if the posterior belief of its parameter is sufficiently high, there is no need to conduct VAs
or CAs for it. That is, it is considered that, if P(@i|Evidence) is larger than some threshold Hi, the
system element &; has low uncertainty of errors and no additional VAs or CAs are necessary. The
values of current posterior beliefs can be deduced from the BN. Second, past activities may also
influence the decision. For simplicity, this study only considers one case that past CAs may
influence VDs. That is, once a CA is executed, some previously collected results about the

4 The selection of which VAs and CAs to evaluate or assess derives or is informed by the evidence that VAs can
provide, the corrective power of CAs, and the resources necessary to implement them. A decision-making framework
for such decision tuple is outside of the scope of this dissertation.
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corrected elements may become meaningless because their corresponding system parameters
change. So, if necessary, some VAs previously conducted may have to be repeated to ensure all
system parameters meet their desired targets.

4.2.3.2 Basic Interaction Loop

The hybrid verification and correction framework is constructed by composing several basic
interaction loops (BIL). The BIL captures the VD and CD to be made within a given time event in
the system development process. For simplicity and without loss of generality, two primary
assumptions are made in this respect. First, only activities within a given time event are considered
to inform VDs and CDs. This implies, for example, that VAs and CAs within a given time event
can be treated independently of activities in other time events. Second, because CAs aim to
eliminate system errors that are identified by VAs, there are sequential constraints between each
pair of them. In other words, all repair, rework, and redesign activities are only considered when
some errors are identified by the results of VAs, or, in general, when a desired result or
performance is not achieved. Under these conditions, the BIL has been designed as a workflow:

1. At the beginning of each time event, a designed system is provided with its BN.

List all VAs, including ‘NA’, and choose a set of VAs.

Conduct the selected VAs, collect their results, and update the BN.

List all alternative CAs, including ‘NA’, and choose a CA from them.

Execute the selected CA, evaluate its impact, and update the BN.

If the uncertainty of error P(6) is larger than Hi, go to 7. Otherwise, go to 2.

If there is a next time event, go to 1 and repeat these decisions and activities above.
Otherwise, the whole development process is completed.

No ook own

The basic relation between the different elements of the BIL is shown in Fig. 4.3. In contrast to
existing methods, as described in Section 2.2, VAs and CAs are chosen based on active decisions,
which are implemented interactively with real-time results and informed by posterior beliefs of
system elements updated by the effects of previous decisions.

Yes
—4A VD VA |- CD | CA

|
|
|
: No
|
|

Fig. 4.3 Basic interaction loop
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4.3 Case Demonstration

To show how CAs can be modeled and integrated as part of a hybrid verification and correction
framework, this case demonstrates a partial system and corresponding verification strategy.

4.3.1 Case Description

The hybrid verification and correction framework is illustrated in a notional satellite
communication payload. Consider that the payload is formed by a Signal Generator, an Amplifier,
and an Antenna, as shown in Fig. 4.4 (a). The scope of this case is restricted to the following
performance parameters. The primary target is the Effective Isotropic Radiated Power (EIRP) of
the payload (denoted by #sg), which is characterized as a function of the Signal Generator output
power (denoted by 6s), the Amplifier gain (denoted by 6s), and the Antenna gain (denoted by ).
Furthermore, the output power of the integrated assembly formed by the Signal Generator and the
Amplifier is considered as an intermediate system parameter of potential interest for the
verification campaign, which is denoted by #-. In addition, the system includes prototypes for the
Signal Generator, for the Amplifier, and for the Antenna as potentially interesting parameters for
the verification campaign, whose output power and gain are denoted by 61, 62, and 65, respectively.
Eight VAs are considered for evaluation of VDs, denoted by w1, ..., us, where y; provides
information about ¢ for i=1, ..., 8. The resulting verification model represented as a BN is shown
in Fig. 4.4 (b).

Signal
Generator

Data in

A 4

Amplifier Antenna » Data out

A

Communication Payload

() The element structure
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EIRP Antenna

(b) The Bayes network
Fig. 4.4 A satellite communication payload example

For clarity, it should be noted that the state of the performance of the integrated assembly (67)
depends on the performance of the Signal Generator (64), the performance of the Amplifier (6s),
and the cabling connecting them (embedded in 7). Similarly, the performance of the overall
communication payload (0s) depends on the performance of the integrated assembly (67), the
performance of the Antenna (), and the cabling between them (embedded in 6s).

Table 4.1 Distributions of all cause factors of the pay load

Eo(01) | &o(02) [ &o(@3) | Eo(Ba) | Ei(Da) | Eo(0s) £1(0s) | Eo(0e)
Pass 0.95 0.95 0.95 0.92 0.15 0.92 0.15 0.92
Fail 0.05 0.05 0.05 0.08 0.85 0.08 0.85 0.08
&1(06) Eo(67) €1(67) E(67) Eo(0s) £1(0s) 2(0g)
Pass 0.15 0.92 0.25 0.25 0.92 0.25 0.25
Fail 0.85 0.08 0.75 0.75 0.08 0.75 0.75
E-(u) Er(ur) | E(m2) E+(u2) | E(us) E+(ua) | E(a) E+(pa)
Pass 0.80 0.05 0.80 0.05 0.80 0.05 0.75 0.10
Fail 0.20 0.95 0.20 0.95 0.20 0.95 0.25 0.90
E-(us) E+(s) | E(ue) E+(ue) | E(wr) E+(ur) | E(ue) E+(ue)
Pass 0.75 0.10 0.75 0.10 0.70 0.10 0.70 0.10
Fail 0.25 0.90 0.25 0.90 0.30 0.90 0.30 0.90

A simulation is performed to evaluate VDs and CDs for the verification of the communication
payload. Considering a starting point in which verification activities have not been conducted, a
set of cause factors is used to construct the CPTs of all nodes. Their distributions are listed in Table
4.1. The threshold H is notionally set as 0.90. All values in this section have been synthetically
generated, albeit not arbitrarily. The values reflect the physical meanings of the relationships
between the different elements, as well as the relative prediction power of different verification
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activities. The use of synthetic data is considered adequate because actual predictions are not
relevant to showcase the application of the modeling framework. This is an accepted practice in
this type of research [49, 63, 122]. This BN captures the prior beliefs of all elements. The prior
marginal probabilities of the eight parameters are shown in the third row of Table 4.2. While the
probabilities of all independent factors {&(6:)}, i=1,...,8 reach the threshold H=0.90, the marginal
probabilities of {04, s, O, 67, G} are lower than H=0.90 because of the dependency relationships
among parameters. In particular, P(@s =Pass) represents the confidence in the payload-level
performance required to deploy the communication payload. The BIL model is applied to capture
the effect of verification and correction in updating such prior beliefs. Three BILs are used to
demonstrate the hybrid verification and correction framework proposed in Section 4.2.

4.3.2 BIL 1: VA and Redesign Activity

The first BIL starts with a VD. As there is no evidence about the state of the payload yet, the
verification action starts with the VAs of all prototypes in the BN (i.e., 1, u2, #3). Assume that pug
fails while the other two pass. Given these three verification results, the posterior marginal beliefs
of system parameters (i.e., P(6i=Pass)) can be updated using Bayesian inference, as shown in the
fifth row of Table 4.2. It can be found that s has a confidence value lower than H=0.90. Assume
that the failure in x1 implies that it is hard to achieve the desired confidence on 6s even if other
VAs are executed in the future. So no more VAs are executed for the moment.

An investigation is performed to find the causes of the possible errors, and it is determined that the
Signal Generator is unable to provide the desired output voltage due to its operating voltage, which
is insufficient. Consider that a CA is worth doing (given rework costs, expected confidence
increase, etc.), and it is decided to redesign the prototype of the Signal Generator to operate with
a higher voltage. This correction leads to a change in the structure of the original BN, following
the modeling paradigm described in Section 4.2.2.4. This change is explained in three steps, which
are depicted in Fig. 4.5. First, a new Signal Generator is obtained with a new prototype. So, they
are characterized as two new nodes 6’sand 01, respectively. As a result, all higher-level assemblies
(in this case, the Integrated Assembly and the whole Communication Payload) also become new
versions of the system; note that the original Communication Payload used a Signal Generator that
will no longer be used, thus, effectively, a different Communication Payload is being developed
after the correction. The resulting Integrated Assembly and Communication Payload are
characterized as new nodes 6’7 and 0’s, respectively. These changes are shown in Fig. 4.5 (a).
Second, system elements that are not affected by this change remain unchanged with respect to the
original BN. They are used as causal factors of the new nodes defined earlier. In this example,
notably, neither the Antenna nor the Amplifier is affected by the change in the Signal Generator.
Yet, the performance of the new Integrated Assembly still depends on the performance of the
Amplifier and the performance of the Communication Payload still depends on the performance
of the Antenna. Therefore, s and 6s in the original BN are connected to 8’7 and 0, respectively.
Furthermore, since the learning that occurs in past activities is used in future activities, the
confidence in the state of the new Signal Generator is a function of the results obtained from the
prototype of the original Signal Generator. This use of past information is captured by the
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connection from 6 to ¢’1. These changes are shown in Fig. 4.5 (b). Third, because the original
system is no longer used as a solution (note that the development target is 6 s instead of ds), nodes
representing such solutions can be removed from the BN to simplify the model with no impact on
its fidelity. Specifically, 6s, 6+, 63 and their corresponding VAS (u4, u7, us) are removed from the
network leading to the one shown in Fig. 4.5 (c).

In this section, only two cause factors of 0’1 are re-estimated after the redesign (i.e., the
independent factor &(®@’1) and the dependent factor &1(6°1) between 61 and 6°1). Other affected
elements reuse the original cause factors. Two corresponding pieces of soft evidence are estimated
for the two cause factors. That is, P(&(@’1)=Fail) = 0.05 and P(&1(@'1)=Fail) = 0.40. With this
soft evidence, the posterior marginal probabilities can be calculated using the Bayesian inference,
as shown in the seventh row of Table 4.2. In particular, P(6’1=Pass| Redesign) is 0.991, which
suggests that the confidence of the prototype of the Signal Generator is larger than the original one
(i.e., P(61=Pass) = 0.800).
()

()

©

(a) (b) (c)

Figure 4.5 Construction of the new BN for the redesign activity

<
©

To observe how the impact of redesign stands up under uncertainties in the evidence, the
relationship is explored between the soft evidence {&o(6'1), £1(0'1)} and the posterior confidences
of two target nodes {#’1, 0’s}. The legend of the surface shows the trend of the posterior
confidences given different values of the two causal factors. First, the surface between
P(&o(0’1)=Fail), P(&1(0'1)=Fail), and P(@’1=Pass| Redesign) is shown in Fig. 4.6 (a). It is found
that the maximum of P(@’1=Pass| Redesign) is 0.990 when all values of &y(6’1)=Fail and
¢1(0°1)=Fail are set at 0.01, and the minimum is 0.010 when all these values are set at 0.99. Second,
the surface between P(&(0'1)=Fail), P(&1(@'1)=Fail), and P(@’s=Pass| Redesign) is shown in Fig.
4.6 (b). It is found that the two surfaces reach the maximum/minimum with the same values of
P(&(0'1)) and P(&1(6'1)). However, the range of P(@’s=Pass| Redesign) is much smaller than that
of P(8’1=Pass| Redesign). This is attributed to the distance between the redesigned node and the
target nodes.
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Fig. 4.6 Sensitivity analysis of redesign

4.3.3 BIL 2: VA and Rework Activity

Since P(0’s=Pass| Redesign)=0.716 is still smaller than H = 0.90 after the first BIL, three
additional VAs (i.e., u ', us, us) are executed at higher integration levels. Assume that x5 fails while
the other two pass. Given the verification results, the posterior marginal beliefs of the system
parameters can be updated with the Bayesian inference, and their belief values are shown in the
ninth row of Table 4.2. It is assumed that the failure evidence of ps implies that it is difficult to
achieve the desired confidence on 6’s even if all remaining VAs are executed. Thus, no more VAs
are executed for the moment.

An investigation is performed, and it is determined that s is unable to provide the desired gain
due to a workmanship problem. It is assumed that a CA is worth doing, under similar conditions
to the previous case, and it is decided to rework the faulty part of the Amplifier. Another Amplifier
is built to conform to the design (i.e., until the test results of the reworked Amplifier are Pass).
Since no design difference exists between the new Amplifier and the original one, the structure of
the BN does not change. Instead, a notional LR Arework = L(&o(85)=Pass| Rework): L(&o(@s)=Fail|
Rework) = 99:1 is estimated for the rework activity and it is used to update the independent factor
&o(0s) for the reworked Amplifier. The evidence us=Fail becomes uninformative because the
rework activity has removed the faulty part of the Amplifier; only the evidence u’s=Pass and
us=Pass are applicable in this case. With this LR, the updated independent factor Xo(6s) becomes
P(&o(05)=Fail)=0.08*1/(0.92*99+0.08*1)=0.0009. With this updated independent factor, the
posterior marginal probability P(@’s|Rework) increases to 0.842 using the Bayesian inference, as
shown in the tenth row of Table 4.2.

For the reworked payload, the relationship between Arework and P(8’s=Pass| Rework) is plotted in
Fig. 4.8 (a). The list of LRs is {2'}, i =-10, -9, ..., 10. Three aspects are worth mentioning. First,
P(0’s =Pass| Rework) is a monotone function of Arework and it is monotone-increasing in this case.
Especially, when Zrewor« is larger than 1, the marginal probability is larger than 0.806, which is the
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marginal probability when the rework has no impact (i.e., only the evidence us=Fail becomes
uninformative after rework). Second, the upper bound is 0.843, approximating the case ds=Pass,
and the lower bound is 0.380 for the case #s=Fail. Third, P(6’s=Pass| Rework) increases sharply
within the interval [2%, 2] and becomes stable when Arework is outside of it.

4.3.4 BIL 3: VA and Repair Activity

Since P(0’s=Pass| Rework)=0.842 is still lower than the desired confidence of H = 0.90, it is
assumed that it is decided to conduct 7 and it fails. The posterior marginal beliefs of system
parameters can be obtained by the Bayesian inference, which are shown at the twelfth row of Table
4.2. Assume that it will be challenging to achieve the desired confidence on 0’ after all remaining
VAs are executed in the future. So no additional VAs are conducted for the moment.

After an investigation, it is determined that 67 is unable to provide the desired output power
because of a cable defect between the Signal Generator, the Amplifier, and the cabling between
them. So, under similar assumptions as for the previous cases, it is decided to conduct a CA and,
instead of producing a new cable, cut and connect the defective wires in the cable. It is assumed
that the repair activity is successful and that the repaired Integrated Assembly is reported to operate
correctly. It is also assumed that historical records indicate that 95% of this type of repair yields
error-free Integrated Assemblies. In this case, the BN evolves as shown in Fig. 4.7. Using virtual
evidence, an LR Arepair =L(0'7=Pass| Repair): L(0'7= Fail | Repair) = 19:1 is added to the
parameter #'7, shown as a virtual node @7 in the BN. It is also noticeable that the evidence x 7=Fail
becomes uninformative in this case because the repair activity has changed the Integrated
Assembly and the virtual evidence embeds such past information. Therefore, the posterior
marginal probability P(@’s=Pass| Repair) becomes 0.908, which shows the positive impact of the
repair activity on the BN. Because P(6’s=Pass| Repair) is larger than H=0.90 now, it is
unnecessary to conduct more VAs or CAs. The development is considered completed.

For completeness, in the case where the direct estimation of the repaired element would have been
used, instead of historical records to evaluate the performance of the repair activity, the impact of
the repair would have been estimated as the posterior marginal distribution P’(@7=Pass|Repair).
For example, assuming an estimation of 99.4% confidence on the repaired Integrated Assembly
correctly operating, the posterior marginal distribution P’(9"7=Pass|Repair) would be 0.994. This
evidence could be converted to virtual evidence:

_ P'(8';, = Pass|Repair) P'(0'; = Fail |Repair) 0.994 0.006 _

ﬂ’Repair - . " . ~19 :1,
P(0", = Pass) P(0", = Fail) 0.898 0.102

where P’(6'7=Pass)=0.898 and P’(8'7= Fail)=0.102 are the marginal probabilities of P(0'7) before
the repair activity. Then the Bayesian inference could be used in the same way as the virtual
evidence method, as described in the previous paragraph.
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Fig. 4.7 Adding a virtual node o7 to the BN

To investigate the sensitivity of the impact of repair on P(6’s=Pass| Repair), Arepair iS assigned
with 21 values of LRs {2}, i=-10, -9, ..., 10 to update the BN. The 21 results are plotted as a blue
line in Fig. 4.8 (b). The curve has the same three characteristics as that of the rework in BIL 2.
First, P(0’s=Pass| Repair) is a monotone function of Arepair. When Jrepair is larger than 1, the
marginal probability is larger than 0.842, which is the marginal probability when the repair has no
impact. Second, the upper bound is 0.912, which approximates the case #7=Pass, and the lower
bound is 0.230 for the case #7=Fail. Third, P(6’s=Pass| Repair) increases sharply within the
interval [28, 2] and becomes stable when Arepair is outside of it.
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Fig. 4.8 Sensitivity analysis of repair and rework
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Table 4.2 Evidence and confidence results of 3 BILs

Evidence

Confidence

Prior

01

02

03

04

0.950

0.950

0.950

0.881

0.881

0.881

0.763

0.689

BIL 1

01

02

03

04

05

06

07

08

VA

w=Fail, p,=Pass, ps=Pass.

0.800

0.997

0.997

0.764

0.917

0.917

0.710

0.675

01

0’1

02

03

0’4

05

06

0’7

0’s

CA

wi=Fail, p,=Pass, us=Pass,
P(&(0°1)=Fail) = 0.05,
P(&1(0°1)=Fail) = 0.40

0.865

0.991

0.997

0.950

0.913

0.917

0.881

0.807

0.716

BIL 2

01

0’1

02

03

0’4

05

06

0’7

0’s

VA

wi=Fail, p,=Pass, us=Pass,
P(&(0°1)=Fail) = 0.05,
P(&(0°1)=Fail) = 0.40,

wa= Pass, ps= Fail, ue=Pass.

0.868

0.998

0.991

0.986

0.988

0.755

0.982

0.744

0.734

CA

wi=Fail, p=Pass, ps=Pass,
P(&o(0°1)=Fail) = 0.05,
P(&1(0°1)=Fail) = 0.40,
W= Pass, ps=Pass,
L(§0(85)=Pass|Rework) _ 99

L(£9(B5)=Fail|Rework) _ 1

0.849

0.962

0.997

0.999

0.972

0.996

0.988

0.898

0.842

BIL 3

01

0’1

02

03

0’4

05

06

0’7

0’s

VA

w=Fail, u>=Pass, ps=Pass,
P(&(0°1)=Fail) = 0.05,
P(&(0°1)=Fail) = 0.40,
u'4= Pass, us=Pass,
L(¢0(85)=Pass|Rework) _ 99
L(§0(85)=FaillRework) 1
W= Fail.

0.839

0.944

0.994

0.999

0.941

0.992

0.988

0.746

0.738

CA

wi=Fail, p,=Pass, us=Pass,
P(&(6°1)=Fail) = 0.05,
P(&1(0°1)=Fail) = 0.40,
W’4= Pass, pus=Pass,
L(§o(85)=Pass|Rework) 99
L(£0(05)=Fail|Rework) 1’
L(87=Pass|Repair) __ 19

L(8,=Fail|Repair) 1

0.855

0.974

0.999

0.999

0.992

0.999

0.988

0.994

0.908
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4.4 Discussion

This chapter has presented modeling constructs to capture the effects of correction activities when
modeling verification strategies using BN. These constructs allow for capturing correction
activities resulting from dedicated decisions instead of properties that are inherent to verification
activities. In this way, Bayesian inference can be used as a general process to assess the joint effect
of verification and correction activities quantitatively.

A vital tenet of the presented modeling constructs is recognizing that the system being verified
changes when a correction activity occurs. Consequently, the belief structure that stems from a
given verification strategy on a system design must necessarily change to reflect the new system.
Specific modeling constructs have been presented for redesign, rework, and repair. For redesign,
new nodes are incorporated into the BN: those representing the redesigned elements and those at
higher levels of integration that embed such redesigned elements. The elements in the original BN
that had to be redesigned then act as causal factors to the redesigned elements, since past
information is used to inform the confidence of the redesigned elements. Higher-level assemblies
in the original network are omitted, since they represent planned development paths that have been
discarded. Elements in the original network that are not causally related to the redesigned system
remain. For rework and repair, it suffices to add statistical features to the BN in the form of
uncertain evidence or LR to capture the effects of the corrections, effectively leading to a new BN.

In all cases, beliefs must usually be re-elicited for all system elements. However, the presented
constructs can be effective in limiting this effort. First, the application of uncertain evidence
narrows the elicitation scope from joint distribution to likelihood information. This allows the
reuse of several of the original beliefs. Second, using the PCI model makes it possible to
decompose the CPTs into cause factors, allowing the reuse of all old cause factors that are affected
by CAs in the new network. While the size of a CPT exponentially increases with the number of
parent nodes, the number of cause factors is linearly proportional to that of the parent nodes. Third,
the independence of the cause factors in the PCl models makes the change of the BN structure
more easily than usual, given the joint distributions in the BN.

Overall, it is suggested that these constructs should improve the fidelity of the models used to
design verification strategies, resulting in more valuable verification strategies. By adopting the
presented modeling constructs, it is anticipated that a systems engineer will be able to (1) select a
more valuable set of verification activities and verification paths, (2) anticipate valuable points of
potential correction, and (3) reduce the amount of reactive work during verification. These
potential improvements are enabled by the mathematical nature of modeling constructs, to which
systems engineers do not have access from existing methods.
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CHAPTER 5: Designing JVCSs in Small Strategy Spaces

This chapter presents an extended paradigm of verification processes (EPVP) that incorporates
CAs as dedicated decisions and an order-based backward induction method to design JVCSs in
small strategy spaces. This chapter has been reproduced from my paper [183]. As a basis of the
EPVP, the belief models of VAs and CAs are skipped in this chapter, which can be found in Section
4.2. The EPVP is described to specify all constraints about verification processes and activity
spaces. A value-based model is used to characterize the goodness of the verification process and
is used to measure the performance of verification strategies. An order-based backward induction
method is proposed based on the process constraints in EPVP to solve for exact JVCSs.

This chapter is organized as follows: Section 5.1 describes the proposed JVCM, including the
EPVP and the value-based model. An order-based backward induction approach is also presented
to solve for exact JVCSs. Finally, the use of the JVCM is illustrated in a case study in Section 5.2,
followed by a discussion of this chapter in Section 5.3.

5.1 Proposed Joint Verification-Correction Model (JVCM)

5.1.1 Extended Paradigm of Verification Processes

This chapter extends the paradigm of verification processes by considering both VAs and CAs as
independent decisions. While VAs and CAs are two kinds of activities, they are tightly connected
to each other because errors and defects are identified by VAs and corrected by CAs. Thus, a VP
can be viewed as the process of identifying and eliminating errors. As part of the system
development, two key process constraints are considered in a VVP. First, VPs can be decomposed
into a set of time events. This is because system verification and correction are planned and carried
out throughout a life cycle that consists of relatively independent phases with different
requirements [129]. A time event is used to represent the life cycle phase. Second, there is a
sequential constraint between VAs and CAs to make system verification valid and sound. That is,
CAs must be conducted after collecting certain VA results. This is caused by their inherent logical
relationship in handling errors and defects. That is, without the explicit evidence provided by VAs,
which indicates the presence of errors, it is unreasonable to execute CAs to eliminate these errors.
For example, if the temperature of a machining tool is tested and found to be expected, there is no
apparent need to change the tool parameters.

With two process constraints, the VP is modeled as a sequential process with time events
t=1,..., T . For simplicity, two assumptions are made about the sequential process. First, the

number of time events is not predetermined and the process terminates only when there is no need
for more activities. That is, the number of phases is not restricted externally in this study. Notably,
this sequential process does not have an infinite horizon because the number of activities in a BN
is finite. Second, only one VA and one CA are conducted at each time event and the VA is followed
by the CA. That is, each time event has two time points and only one activity is conducted at each
time point. This assumption can be relaxed when conducting more than one activity in parallel,
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which is reserved for future work. Thus, the EPVP is defined as a sequential process of repeating
VAs and CAs at T time events, as shown in Fig. 5.1.

Time Event t Time Event t+1

[
|
[
[
—h— VA q CA ’I‘ > VA > CA >
[
|

|
|
l .
Fig. 5.1 Hlustration of two time events of an EPVP

At each time event, verification planning consists of assigning a VA and a CA from their own
activity spaces, each of which is a set of all eligible activity actions, including the action ‘NA’. It
is notable that there are two constraints about the activity spaces of VAs and CAs. First,
implementing a CA can make the current results of a VA invalid if the result of the VA depends
on the corrected parameter. This is because once a CA changes a system parameter, all existing
verification results that depend on such a parameter lose their credibility in deducing accurate
posterior beliefs of the system. Second, it is unnecessary to repeat any activity if the previous result
of such an activity remains valid. That is, if an activity has been executed and its result can still be
used to update beliefs, such an activity is not included in the activity space. According to these
two constraints, it can be inferred that each VA may be executed multiple times if some CAs
influence the relevant parameters of such a VA. Therefore, the activity spaces of VAs and CAs
depend on the system state when the decision is made, and the specific set of activity actions
constantly changes along the entire verification process.

With the extended paradigm, the solution of verification planning is the assignment of VAs and
CAs along a verification process, which is referred to as the joint verification-correction strategy
(JVCS). Because each VA has multiple possible results (e.g., Pass/Fail), all possible activities of
a VP can be presented as an activity tree. One example of an activity tree is shown in Fig. 5.2.
Each path from the root node to a terminal node is called a verification path in this study. In the
example in Fig. 5.2, there are 5 verification paths, and all verification paths share the same initial
activity S;. System states are generated along with the collection of activity results at each
verification path. Each verification path terminates with a particular system state, which is called
the terminal state (denoted by ‘Stop’, as shown in Fig. 5.2).

cA M| va P

P F cCA | vA
- TG
F P @
CA M VA

Fig. 5.2 One JVCS example (P: pass; F: fail)
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5.1.2 Performance Measurement of JVCSs

While the paradigm of verification processes is extended with CAs, this extended paradigm shares
the same purpose as previous paradigms: maximizing confidence in verification coverage,
minimizing the risk of undetected problems, and minimizing invested effort [20]. These three
aspects can be assessed in terms of their inherent value with respect to satisfying the objective of
the project. Thus, a value-based model can be used to blend the three objectives as a unified value
function [184]. This value function is used to measure and compare the performance of JVCSs.

In this dissertation, three value factors are considered to calculate the value function of a JVCS.
The first value factor is activity costs, a fixed amount of financial resources necessary to conduct
either a VA or a CA. Itis denoted as C( ;) foraVA u; and C(g,) foraCA ¢, . For example,

if a rework activity is executed to replace a faulty element, corresponding activity costs could
include the purchasing cost of new elements and labor fees to replace the elements. The second

value factor is failure costs, C (A(yj) = Fail) , Which are incurred when the result of a VA is found
to be Fail. The third value factor is system revenue, B(6,), which is obtained once the system is

deployed and operates correctly. B(6,) depends on the evolution in confidence that the system is

operating correctly as VAs are performed. The system is considered to be deployed only when the
confidence level P (8, = Pass) of the target parameter 6, at a system state Sm reaches or surpasses

the certain threshold, H,.

During a verification process, these value factors arise at different points in time. Activity costs
are incurred when the activity is executed. Failure costs are incurred if the Fail results of VAs are
collected. The system revenue is obtained only when a verification process terminates (i.e., reaches
a terminal state) and the system is deployed. For simplicity, all of these value factors are
summarized at each terminal state. Each verification path could be stopped in two situations. First,
the confidence levels of all target parameters reach their thresholds H,. Second, the action ‘NA’

is selected when assigning a VA.

Consider a JVCS ¥ that starts from a system state S; and has W verification paths Z,,...,Z,, and

each verification path has a set of system states {S_}, . For each verification path Z,, the overall
value is calculated as:

U(z,)=2.B(6)P(4=PassZ,)5(P(4=Pass|zZ, ) > Hi)‘ZC(/J,-)
_ZC<A(/JJ-)=Fai|)5(A(yj)=Fail)—zk:(;((pk)' (5.1)

where &(-) is an indicator function whose value is 1 if the statement is true and 0 otherwise. Since

a JVCS consists of a set of verification paths, the overall values of all verification paths should be
considered to inform verification planning. Therefore, the performance of this JVCS U (W¥|S,)
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can be calculated as the expected value of a verification process E[U (Z,,)], which is the weighted
sum of the overall values of all verification paths:

U(¥|S,)=E[U(Z,)]=D.P(Z,)U(Z,). (5.2)

where P(ZW) is the probability of a verification path Z, that is calculated by multiplying state
transition probabilities (i.e., the probability of an activity result) along the verification path:

P(Z,)=]]P(AS,) (5.3)

The verification planning problem is to solve for the optimal JVCS for a given initial system state
Si:

oy =argmaxU (¥]5,). (5.4)

5.1.3 Order-based Backward Induction Method

As shown in Eq. 5.4, the verification planning problem can be conceptualized as a search for an
optimal JVCS. A method that efficiently copes with this sequential decision-making problem in
terms of computational resources is lacking. While the specific search method is independent of
the JVCM presented in this chapter, one such method is suggested to respond to this need. Because
the belief distributions of all activity results can be obtained from the BN model and collected
evidence, this planning problem satisfies the assumption about the perfect model of dynamic
programming (DP) methods [185]. Thus, the procedure of DP methods is followed to analyze this
verification planning problem using the properties of verification processes. Our analysis is
organized into three steps.

First, the state concept in DP methods (called system state in this dissertation) is used to guide the
search for optimal JVCSs. However, as activity spaces changed along the verification process, it
was insufficient to represent each system state only by their time events. Instead, the history of all
previous activities and the activity type of the current activity, needed to be used to determine the
current system state before implementing the activity. In this study, a vector is used to represent
each system state s in the wth verification path at the tth time point, and defined it as

Sm=(Y(5:).Y (@)Y (@,),....Y (@), (1), Y (1), Y (145) ), with w=0,..,.W and m=1,...M ,
where:

e Y(S,) denoted the type of the current activity (i.e., 0 for VA and 1 for CA).
e Y (¢,) denoted the type of the result of a CA on its system parameter 6, (e.g., its values

are {0,1} for not corrected or corrected, respectively).
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o Y(u;) denoted the type of the result of a VA x; (e.g., its values are {0,~11} for not
verified, verified with a Fail result, and verified with a Pass result, respectively).

According to the extended paradigm in Section 3.1, there are four constraints for this
representation. (a) if Y(S,,) =0, the activity space is the set of VAs whose result type is 0 (i.e.,

Y (#;)=0) and an action ‘NA’ for no activity. (b) if Y(S) =1 and the result of the previous VA

is Pass, the activity space of CAs has only one action, ‘NA’. (¢) if Y(S,) is 1 and the result of the

previous VA is Fail, the activity space of CAs is the action ‘NA’ and the set of CAs whose result
type is 0 (i.e., Y(¢,) =0). (d) whenever the value of Y (¢,) for 6, is changed from 0 to 1, the

values of all Y (x;) must be setto O if 4, is the child node of 6, in the BN.

Second, because this representation has included all necessary information of a system state, S ,
the strategy that starts from S, only depends on this system state S, . In this dissertation, the
expected value of S is represented by the expected value of the strategy that starts from S,
which is denoted as U (S,,) . Therefore, the Bellman equation in dynamic programming [185] can
be used to deduce the expected value U (S,,) according to the recursive relationship between the

expected value of system states. That is, if the expected values of all following system states are
found, the expected value of the current system state can be found by comparing all following ones
and using the optimal following system states to calculate the current expected value. Furthermore,
if the optimal expected values of all system states are found, the optimal activity for each system
state can be generated by identifying the following system state with the optimal expected value.
The set of all optimal activities along a verification process constitutes the optimal JVCS.

Third, it should be noted that, since VAs cannot be repeated when successful, all system states are

irreversible. That is, whenever a system state S, occurs at a time point, this system state will never

occur again in all its verification paths. Even though a CA may reset the results of VAs, this reset
action is also recorded in the vector representation. According to this property, there exists a
decision graph between all system states even though this decision graph is not explicit. Therefore,
an order-based backward induction method is proposed to search for the optimal JVCS.

The proposed method is implemented in two steps to solve the verification planning problem. The
first stage aims to determine the decision graph among all system states, called the order iteration
stage. All system states of a verification process are listed and initialized with an order function

Q(S,,) =0. For each process state S, , the order functions of its next process state {Q(Sm.)} are
examined by following their sequential relationship. If the value of each order function Q(Sm.) is
not larger than that of Q(S,,), then the value of the order function Q(S,,) will be assigned with

the new value Q(S,,)+1. This assignment ensures that all order functions of a JVCS are always

increasing. All system states are iteratively examined until there is no more change in their order
functions. The second stage follows the traditional backward induction method [186] to evaluate
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the state values of all system states, which is called the backward induction stage. All process
states are arranged in decreasing order according to their order functions. Then the value of each
system state is updated by comparing all following states and selecting the best ones from them,
which is summarized as the equations:

B(Q)P(Hi|sm), if P(.9i|Sm)> H.;
0, else if ‘NA’ is selected as a VA;

m?x(—c(ﬂj)—P(A(yj):FaiI)C(A(ﬂj):Fail)+Za:P(A(yj):a|Sm)U(Sm, |a)], else if Y(S,) =0;

mkax(—c(gok)+ UGS, @), elseif Y(S,) =1.

UGs,)= 64

Algorithm 5.1. Order-based Backward Induction Algorithm

Input: {S,,} — all system states;

{Q(S,, )} — order functions of all system states;

1. Initialize order functions {Q(S,,)} with 0.
2. While all order functions of system states do not change:

2.1 For each system state S,, in {S,}:
2.1.1 List all next system states {S,,.} .
2.1.21f Q(S,)<Q(S,):
213 Q(S,)=0Q(S,)+1.
3. Rank all system states into a list {Sm}Ordered in descending order according to Q(Sm).

4. For each system state S, in {S,} . -
4.1 Update the state value according to Eq. 5.4.
5. Generate the set of all system states {S,}  along the VP from S, .

6. Identify the optimal activities from {S,} _ as the optimal JVCS ¥y, .

7. Return the optimal JVCS W, as the exact solution.

opt
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When the values of all system states are determined, the optimal JVCS is generated by identifying
the optimal activities for all possible system states along the verification process. The
corresponding algorithm is shown in Algorithm 5.1.

5.2 Case Study

5.2.1 Problem Description

This section leverages a notional satellite communication instrument in a satellite as a
demonstrative case to validate our framework. The notional instrument has been used to support
prior research in verification [66]. Consider that the instrument is formed by a Signal Generator,
an Amplifier, and an Antenna, as depicted in Fig. 5.3. The scope is restricted to the following
performance parameters: The Effective Isotropic Radiated Power (EIRP) of the communication

instrument (denoted by 6;) is used as the primary target, which is characterized as a function of
the Signal Generator output power (denoted by 6,), the Amplifier gain (denoted by 6,), and the
Antenna gain (denoted by 6, ). Furthermore, the output power of the integrated assembly formed
by the Signal Generator and the Amplifier is considered an intermediate system parameter of
potential interest for the verification campaign, which is denoted by 6,. In addition, a prototype
for this communication instrument is included as a potentially interesting parameter for the
verification campaign, whose EIRP is denoted by &, . Each parameter is subjected to a dedicated
VA, denoted by f4,..., 45 , Where w; provides information about ¢, for i=1,...,6 . While this

instrument is verified through a set of VAs, each parameter has CAs to correct potential errors and
defects. Without loss of generality, this case study takes repair activities as an example of CAs.
Therefore, the term ‘CA’ always refers to repair activities in this case study.

Signal
"| Generator

A 4
A 4

Antenna » Data out

Data in

Amplifier

Communication Instrument

Fig. 5.3 The instrument structure

To illustrate the advantage of the proposed JVCM, | compare the resulting verification strategy
against those obtained using benchmark rules from the literature. Specifically, the rule-based
corrections in current planning methods are employed as identified in Section 2.1, which is the
only method to solve verification planning problems, as far as | know. These benchmark methods

are based on two primary principles. First, if a VA A(,uj) fails, a CA is triggered automatically

as long as the confidence P(6;) drops below a predefined threshold, H,__.. . Second, it is assumed

repair
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that a CA raises confidence in the correct operation of the system to the level that would have been
attained if the last VA before the CA had been successful.

5.2.2 Models and Data
The system parameters of this optical instrument and their possible VAs are modeled as the BN
shown in Fig. 5.4. System parameters are denoted by 6; and candidate VAs are denoted by ;. For

clarity, it should be noted that the state of the performance of the integrated assembly (6, ) depends
on the performance of the Signal Generator (,), the performance of the Amplifier (6, ), and the
performance of the cabling connecting them (embedded in 8,). Similarly, the performance of the
overall communication payload (6,) depends on the performance of the prototype (6, ), the
performance of the integrated assembly (6, ), the performance of the Antenna (6,), and the

performance of the cabling between them (embedded in 6,). The CPTs of all nodes are synthetic

and have been generated using probabilistic causal interaction models (i.e., generalized noisy-OR
and noisy-AND models) [83, 172, 173, 174], which take into account the physical meaning of the
different nodes when estimating their mutual effects for reasonability of the data. This approach
has been used in prior verification research [66, 96].

Integrated Antenna
Assembly

Fig. 5.4 BN for the case study

In this experiment, it is assumed that system revenue is driven by system parameter &,. Hence, 6,
is set as the single target parameter. Its marginal prior confidence is P(6,)=0.676 . The threshold

for the system deployment rule is set as H, =0.90. All value factors have also been synthetically

generated in thousand-dollar units, $1,000. The activity costs, as well as the failure costs of VAs,
are provided in Table 5.1. The likelihood ratios of all repair activities are also provided in the
fourth row of Table 5.1. The revenue B(6,) has been set to 20,000, which is not larger than the

summation of all costs. The purpose is to embody the selection tradeoff between different activities
in practice. That is, the expected value of a suboptimal strategy can be negative. Two metrics are
used to evaluate the performance of the proposed methods. First, the expected value of a JVCS is
shown in Eq. 5.2. Second, the running time of the program means wall-clock time, which is used
to compare computational efficiency.
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Table 5.1. Costs and likelihood ratios of activities

Activity | ¢1(01) | 92(02) | @3(03) | a(04) | ¢5(0s) | @e(0e) | Mo M3 Ha | ps M6

A‘gé‘;'tty 1000 | 1000 | 1000 | 2000 | 500 | 8000 | 200 | 200 | 200 | 400 | 100 | 500
Failure Cost | - : ; : : ~ [71000 | 1000 | 1000 | 3000 | 0 | 15000
Likelihood
Ratios of
Repair
Activities
Benchmark
Cost

18:1 | 181 | 181 81 | 351 8:1

- - - - - - 1000 | 1000 | 1000 | 2000 | 500 | 8000

5.2.3 Results and Analysis

JVCM. With this experimental case, the order-based backward induction algorithm has been
conducted to solve for an optimal JVCS. The proposed JVCM and algorithm are realized with
Python 3.6 and Bayes Net Toolbox for Matlab [187]. With 6 system parameters and 6 VAs in this
BN, there are 2x2° x3° =93312 total system states. After the order iteration, the order functions
of all of these system states are updated with 20 iterations for 1,059 sec. The resulting order
functions of all system states range from 1 to 38. When the backward induction concludes, the
optimal activities at all states are identified to constitute the optimal JVCS. With 20 verification
paths (i.e., the number of terminal ‘Stop’ states), the optimal JVCS has 193 tree nodes (excluding
terminal ‘Stop’ states). The depth of this JVCS is 14 nodes (i.e., 7 time events). Due to limited
space, only the first 5 time events are plotted in Fig. 5.5. Each node of the JVCS suggests optimal
activity at the corresponding state. For example, at the initial state, it is suggested to verify s

first. If its result is Fail, P (&) drops to 0.609 and a CA on ¢; is suggested. However, if its result

is Pass, P(6;) increases to 0.710 and no CA is necessary. Then the verification process goes to

the next time event. The expected value of this optimal JVCS is 11,523, according to Eg. 5.2 and
5.3. The total running time is 20,472 sec.

Benchmark. Some verification strategies are also solved with current correction rules, as
introduced in Section 4.1. In this experiment, three different thresholds, H are evaluated,

repair !

specifically 0.2, 0.5, and 0.9. The largest value of H is set to 0.9 because the system is

repair
deployed once P(HG) reaches Hy =0.90. The CA cost followed by a VA y; is set the same as that

repair cost on &,, which is the nearest parent node of ;. They are shown in the fifth row of Table

5.1. Because there are no decisions for CAs in these rules, the system state only depends on 6 VAs
each, which has four states including ‘Not Verified’, ‘Verified with the Fail Result’, ‘Verified with
the Pass Result’, and ‘Corrected’. Thus, there are 4° =4096 system states. The order-based
backward induction method described in Section 5.1.3 was employed and implemented using the
same tools (Python 3.6 and Bayes Net Toolbox for Matlab) [187]. The optimal strategies are shown
in Fig. 5.6. The expected values of the strategy are {4584, 8819, 9816} for Hrepair = 0.2, 0.5, and
0.9, respectively. The total running times are {3926, 3689, 3552} sec for Hyepair = 0.2, 0.5, 0.9,
respectively.
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Findings. As shown in Table 5.2, using the proposed JVCM improves the performance of system
verification by at least (11523-9816)/9816= 17.4%, which shows the advantage of our model in
absolute terms. This is attributed to the explicit decisions of CAs. As more CA choices are provided
at each system state in the JVCM, CAs can be selected in a larger activity space and choose the
one with the best expected value. That is, for each parent system state, the child system state with
better performance can be found under the JVCM. If this deduction is repeated for all system states,
the performance of the initial system state (i.e., the performance of the JVCS) is higher than those
of the benchmark rules. However, the computational time required to use the proposed JVCM is
much larger than when using the benchmark rules, specifically by a factor between 20472/3926 =
5.21 and 20472/3552 = 5.76. This is also explained by the gap in the number of activities. With
more CAs provided, the total number of system states increases from 4,096 to 93,312. As all
system states have to be examined, the JVCM has a higher overhead. This time difference does
not account for the time required to construct the model, which grows significantly when including
CAs as decision nodes.

Table 5.2. Comparison between JVCM and benchmark rules

Expected Value Running Time (sec)
JVCM 11,523 20,472
Benchmark Rule Hrepair = 0.2 4,584 3,926
Benchmark Rule Hrepair = 0.5 8,819 3,689
Benchmark Rule Hrepair = 0.9 9,816 3,552

These results provide interesting insights into the selection of paradigms. If the total number of
system states is small and the computational resources are sufficient, the proposed JVCM may be
worth using in verification planning. Otherwise, the benchmark rules may also be considered as
alternative methods to obtain approximate strategies with less running time. In particular, these
benchmark rules can be analyzed from two perspectives. First, CAs in the benchmark rules are
tied with the parameter that has been verified, which leads to smaller activity spaces. More efforts
can be spent on how to expand the activity sets of benchmark rules effectively in future work.
Second, the predefined thresholds (i.e., Hrepair) play the same role as the correction decisions of
the JVCM that decide which CA is selected. It is found from this case study that among these three
benchmark rules, Hrepair = 0.2, 0.5, 0.9, the benchmark rules with higher thresholds always have
better performance for verification planning. Especially if CAs are executed whenever a Fail result
is collected (i.e., Hrepair = 0.9), the generated strategy has the best performance. While there are
other possible lower threshold values and each time event can be assigned with a different
threshold, investigating the optimality of different threshold rules is reserved for future work. A
systems engineer could use these findings to decide if using the JVCM is worth the additional
modeling effort concerning the benchmark rules.

The time analysis for calculating the optimal JVCS also shows why our proposed method can
outperform successive approximation methods. While the 20 iterations of all order functions cost
1,059 sec during the order iteration stage, it costs 20472-1059 = 19413 sec to update all state values
during the backward induction stage. So, updating the order functions is 19413/(1059/20) = 367
times more efficient than updating the state values. After updating order functions between system
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states, the state value of each system state only needs to be updated once. In contrast, successive
approximation methods solve for the optimal strategy by iterating all system states two or more
times. If all states were evaluated twice in the best scenario, the total running time was
approximately 19413*2 = 38826, much larger than that of our proposed method. Thus, the order-
based backward induction method is the best choice to solve for exact optimal verification
strategies.

5.3 Discussion

This chapter has presented a joint verification-correction model that jointly incorporates VAs and
CAs as dedicated decisions. The JVCM uses an extended paradigm to establish the dependency
relationship between VAs and CAs with all necessary constraints along with a VP. A value-based
model is also incorporated with three value factors to measure the performance of the verification
strategies. It is noticeable that only these necessary constraints and value factors are considered in
the proposed JVCM to simplify the VP model. This simplification is assumed to be sufficient for
research analysis in this dissertation. However, VPs in practice may have other constraints and
value factors. For example, multiple activities may be executed simultaneously while only one
activity is allowed in the proposed JVCM. So, in those cases, some modeling modifications are
needed before applying the JVCM to real applications.

According to the dynamic nature of the verification planning, an order-based backward induction
method is provided to seek the exact optimal strategies that specify the optimal activities for all
possible system states. This order-based backward induction method is robust to the modeling of
VPs, because it has only one requirement that sequential dependency between system states can
be determined. That is, if other types of process constraints and value factors are adopted in the
EPVP, this method still works. However, if the strategy space is large, this method becomes
infeasible as it relies on the value update of all system states. Thus, this method can solve for
JVCSs in small strategy spaces.

The use of the JVCM was illustrated with a case study. A notional satellite communication
instrument was used to evaluate the performance of the proposed JVCM against three benchmark
rules that represent current correction rules in the literature. The instrument system and all
activities were modeled according to their physical meaning in verification planning, and all data
were generated synthetically. The results of the case study show that the proposed JVCM
outperforms benchmark rules with a larger expected value, but it costs more computational time.
This difference is attributed to the explicit decisions of CAs provided by the extended paradigm.
The advantage of the proposed search algorithm was also shown by time analysis that the proposed
search algorithm saves computational time by leveraging the order functions of system states.
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CHAPTER 6: Designing JVCSs in Large Strategy Spaces

This chapter presents a UCB-based tree search approach for large-scale engineered systems. The
proposed approach can generate near-optimal JVCSs that fit the engineering requirements within
finite computational resources. The content of this chapter has been submitted in [188]. First,
verification planning is simplified as repeatable bandit problems, and an upper confidence bound
rule for repeatable bandits (UCBRB) is presented with the optimal regret bound. Next, a tree search
algorithm is proposed to search for near-optimal JVCSs. A tree-based ensemble learning model is
also used to extend the tree search algorithm to handle local optimality issues.

The rest of this chapter is organized as follows. Section 6.1 presents the proposed UCB-based tree
search approach, including the UCBRB rule, UCBRB1 tree search method, and function
approximation models. Section 6.2 uses a demonstrative case to illustrate the performance of the
approach. A discussion of this chapter is made in Section 6.3.

6.1 Proposed UCB-based Tree Search Approach

6.1.1 Upper Confidence Bound for Repeatable Bandits (UCBRB)

As each verification path has a set of its system states, all system states of a JVCS can be
represented as an AND/OR tree. In any system state whose following system states are not fully
explored, verification planning shares the uncertain characteristic with bandit problems. That is,
when an activity is selected, the expected reward of this activity follows an unknown distribution.
However, verification planning differs from a sequential play of bandit problems. As long as the
prior knowledge about the target system is determined, implementing a given JVCS always
generates the same expected reward by enumerating all possible verification paths, which means
a JVCS is repeatable. So, a repeatable bandit problem (RBP) is investigated in this section first as
a simplification of verification planning.

Consider a K-armed bandit problem where K machines are played sequentially, and only one
machine is played each time. The reward of a level pull of each machine is represented by a random
variable Xgsfor 1 <k <K, where k is the index of a machine. Successive plays of machine k yield
rewards Xk1, Xk2, ..., which are independent and identically distributed (i.i.d.) according to an
unknown distribution Fx. The support of Fx is [ak, bk]. The distributions of all machines are
independent from each other; i.e., Xks and Xis' are independent (and usually not identically
distributed) for each 1 <k <k’<Kand eachs, s’ > 1. Assume that whenever a reward is collected
from machine k, the player can remember the tricks about reproducing such a reward by controlling
the pulling factors, such as reaction time point, pull speed, and pull length. So, when the player
has collected some pull results of all machines, they can select the machine of the optimal reward
and repeat some previous level pull to obtain the same reward. This bandit problem is defined as
RBP in this dissertation. The objective of an RBP is to maximize the sum of rewards earned
through a sequence of pulls.

The main difference between traditional bandit problems and the RBP is the expected reward of
each machine. In traditional bandit problems, the reward of a level pull is a random observation of
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machine k. So, the expected reward of machine k is the expectation of Fx. However, in RBPs, only
the maximum reward of machine k will be considered for further repetition. So, the expected
reward of machine k can be represented by the observation result with the maximum reward after
nk plays of machine k, where ny + n2 +... + nk = n and n is the total plays of all machines. Other
results with lower rewards are not considered for future repetition anymore. As each machine of
an RBP has its distribution with a supremum uk < bk, the maximum among the supremum rewards

of all bandits is defined as the overall supremum U. =mEIX(uk). The previous study [142] is

followed to define the regret of an RBP as below:
K
wen-u, > E(M,), (6.1)
k=1

That is, the regret of an RBP is the expected loss due to the fact that the player does not always
repeat the optimal play.

For bandit problems, a policy is a strategy that chooses the next machine to play based on the
sequence of past plays and obtained rewards [143]. Previous policies, such as the UCB1 [143],
provide upper confidence bound for each machine to optimize the accumulated regret. However,
as these policies use the expectation of a machine as the target, they are not appropriate choices
for RBPs. Thus, a modified policy called upper confidence bound for repeatable bandits is
proposed in this chapter:

Initialization: play each machine once;

max , 4In(n)

Loop: play machine k that maximizes X, + D.on
0

is the maximum reward obtained from machine k, ng is the number of times machine k has
been played so far, Do is a constant that is determined by the distributions of all machines,
and n is the overall number of plays.

, where X = max(X, ;, X -1 X p )

L

It is noticeable that Do is the minimum of {Dox} and each Dok is the bound constant of the

distribution of each machine. As the distribution of each machine is unknown, the constant Dok

can be estimated according to presumptive distributions and collected samples. For example,

assume the distribution of any machine Fx is a uniform distribution [ax, bx]. The range bk-ax can be
n+1 min

. n-1
estimated as ——= (x™ —x™"). So, the estimate of Dois MIN —
n—l( K K ) 0lS K (n_l_l)(xiinax_xiimn)

The regret bound of this policy is summarized as the theorem below. The proof of this theorem is
provided in Appendix A.

Theorem 1: For all K > 1, if the UCBRB rule is run on K machines having arbitrary reward
distributions with support in [0, 1], then its expected regret after any number n of plays is at most
O(In(n)).

64



6.1.2 UCBRB1 Tree Search Method
As verification planning can be viewed as a sequential play of RBPs, the proposed UCBRB rule
is used to calculate the UCB of the expected reward of a nonterminal system state Sm:
In(n
UCB(S,,)=x" + D, ﬁ , (6.2)
nk
where x™ is the maximum expected reward of n  JVCSs that starts from a state S_ (i.e.,
mgx(UT(Sm))), Nk is the visit count of S_, n is the overall visit count of its preceding system state

S, . and De is a constant that depends on the unknown distributions of the state value, which may

be obtained through sensitivity analysis in practice. If the range of x™ is larger than 1, the first

item may be replaced by x™ / D, , and D~ is a discount constant to normalize the range. With this

UCBRSB rule, system states are evaluated with the balance between exploration and exploitation.
In addition, if the confidence of target parameters reaches the threshold H, or a ‘NA’ is selected

as a VA, the corresponding system state is a terminal state, and the reward of this state is
deterministic no matter how many more times it is visited. So, the UCBs of these terminal states
are simply their maximum reward value, and the second item in Eq. 6.2 is 0.

As a verification process consists of multiple time events, the UCBRB rule is insufficient because
it only solves the comparison between the activities at a given system state. Therefore, a UCBRB1
tree search method is proposed to make sequential decisions along a verification process. The
method consists of a set of loops, with each loop having two stages. First, an AND/OR tree is
generated in a forward way where each nonterminal state is expanded as a tip node and an activity
is selected to generate its following states. Then, the set of nonterminal states is updated by
removing the expanded state and adding the following nonterminal states. This expansion step is
repeated until the set of nonterminal states is empty. In particular, all feasible activities are
determined first according to the activity constraints in Section 5.1.1. Then each activity is
evaluated with the UCB values of all its following states. The activity with the largest value is
chosen, as shown in Eq. 6.3:

= arg max (- C(u;) -C(A(u; )=Fail P(A(y; )=Fail)+ )" P(A(x;)=2) UCB(S,, | @), or
.= atg max (- () +UCB(S, 1), (63)

23

where Sm+1 means the next system state after conducting the activity, and a represents Pass or Fail.
Second, the node information of all tree nodes, including expected reward and visit counts, are
updated backwardly from terminal nodes to the root node. That is, the expected value of each node
is updated according to the expected values of their child nodes in this tree:

U(S,,)= - C(u;) -C(A(w;)=Fail )P(A(x;)=Fail) + 3 P(A(t;)=) U(S,.., | i), o

U(Sm): - C((”k) + U(Sm+l | q)*)

(6.4)
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Then the expected rewards are compared with the previous record of this state and saved in the
lookup table. If its value is larger than that in the lookup table, the record is updated with the larger
one. The visit counts of all tree nodes are added by 1 in the lookup table.

The UCBRBL1 tree search method is designed by extending the previous work [118] from three
aspects to improve tree search efficiency. First, as all following states of an AND branch must be
considered in an AND/OR tree, all nonterminal states of an AND branch are expanded
simultaneously in the method. Second, the information of all nodes is updated only when the whole
AND/OR tree is expanded completely rather than whenever a node is expanded. Third, the UCBs
function as admissible functions to represent the heuristic value of a system state.

In addition, two adjustments are made to Eq. 6.1 in practice. First, while Eq. 6.1 is meaningless if
either n or nk is 0, the visit counts of all system states are 0 at the beginning. So, it is assumed that
all system states have been visited once before the tree search, and, for simplicity, the expected
value is set as None. Then, Eqg. 6.1 is equivalent to:

In(n+1)
n +1

UCB(S, )=x"™ + D, , (6.5)

Second, because all following system states are expanded, the number of tree nodes increases
exponentially along with the tree depth, making the strategy space very complex. To simplify the
strategy space, a penalty item is added in Eq. 6.5 to prevent the over-expansion of trees:

'”(r”ll) _f(m|¥). (6.6)

UCB(S,,)=x;" + D

k

For simplicity, the penalty item f(m|Y¥) is assumed to be a function of the system state index
when the tree is expanded. For example, f(m|¥)=D,¢ m/D; |, D, =1 and D, =50. That is, the

UCB of a nonterminal state is reduced by 1 every 50 tree nodes. Finally, the UCBRBL tree search
method is summarized in Algorithm 6.1.
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Algorithm 6.1. UCBRB1 Tree Search Method

Initialization: Q = {J}—— a lookup table stores the state values and visit counts of all visited
system States;

¥ = {J}—— an explicit graph consists of selected activities

1. Initialize ¥ with the initial system state S;

2. While ¥ has some tip nodes:

2.1 Expand all tip nodes of ¥ according to the UCBs of the following states calculated
by Eq. 6.6.

2.2 Add expanded states to ¥.

2.3 Denote all nonterminal expanded states as tip nodes.

3. Update state values and visit counts of all nodes in ¥ according to Eq. 6.4.

4. Update Q with the updated state values and visit counts.

5. If the expected value U(%|S1) converges:

51 Output Yot as the solution.

5.2 Otherwise:
53 Goto 1.

6.1.3 Function Approximation of State Values

Even though the proposed UCBRBL tree search method can solve for a near-optimal JVCS, the
tree search process has local optimality issues. That is, the activities of a strategy become fixed at
a system state after certain rounds of tree search, and it is impossible to explore other possible
activities. A function approximation model is used to approximate state values by generalizing the
values of collected system states to handle this issue. First, when a new nonterminal state is
expanded, the selection of activities suffers from a lack of state information because all following
states have not been visited before. However, if a prior state value is added to the calculation of
UCBs, some promising action will be selected, and the tree search efficiency will be improved.
Second, because the tree search process continuously collects state information incrementally,

concept drifts occur in terms of the distribution of Uq,(Sm). This concept drift can result in the

immovability of activity selection, as shown in the experiment section. So, the function
approximation model is expected to provide some heuristic information to narrow the gap of
distributions between different system states. Thus, the tree search process can jump out of local
optimum spaces.
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To approximate state values, it is necessary to identify all factors contributing to the state value
distribution. During a verification process, there are four types of independent information,
including prior confidence of system parameters and activities, collected evidence of activities,
value factors of a verification process, and policy rules (e.g., the UCBRB rule). Three kinds of
variables are used as the input of the function approximation model to predict state values, as
shown in Fig. 6.1. First, the posterior confidence values of all system parameters are used because
they directly determine whether one system can be deployed. Second, the statuses of all activities,
including {Not Corrected, Corrected} for CAs and {Not Verified, Verified with a Fail Result, and
Verified with a Pass Result} for VAs, are denoted as a list of categorical variables. Third, the
counts of all executed VAs and CAs are calculated as two count variables to distinguish node
information. These count variables are redundant because they are the sum of all status values.

Elicited Prior h \

Confidence
4 N\
Posterior Confidence \
of System Parameters
4 _ N \_ >)
Collected Evidence —p
o J 4 )
Status Vector of > Expected Values of
-~ ~N Activities System States
Value Factors of - /
Verification Strategy
N ) _/ s _ ~
Count Variable of
s ~N Activities
Tree Search - J /
Policy Rule
Y y

Fig. 6.1 Dependency between verification information and state values

With the analysis above, random forest regression (RFR) is leveraged to approximate the
dependency relationship. The rationales for using RFR as a function approximation are as follows.
First, the input variables are a mixture of continuous, categorical, and count ones. RFR models can
accept such mixed variables as inputs. Second, all input variables are correlated because they
depend on collected evidence. RFR models are robust to such redundant inputs. This is important
because if an improper activity is selected, all following activities may be vain attempts.

RFR is added to extend the UCBRBL1 tree search method in two places. First, while sample trees
are generated continuously along the tree search process, RFR models are trained periodically
along the tree search process. That is, tree search processes are divided into sampling periods and
collect tree nodes of sample trees as training datasets at each sampling period. Because of the
randomness of a tree search process, the dependency relationship of collected sample trees is
random and always changes during the tree search process. That is, all training samples are not
i.i.d. samples. So, RFR models are used to interpolate the datasets, and each decision tree is built
with a zero mean squared error. That is, the information of all visited system states is saved
accurately in the RFR models. Second, because of the concept drift of state value distributions,
only the latest RFR model is used to predict state values as prior values. In particular, the k-th
percentile of the outputs of all decision trees is used as the prior state value %, . Each prior state
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value is compared with the state value record in the lookup table. Thus, the UCB formula in Eq.
6.6 is extended as:

In(n+1)

UCB(S,,)=max(x; ", %) + D, L f(m|Y), (6.7)

k
where the first item is the maximum between the prior value and the maximum record value.

Two adjustments are also made to the data processing to improve the dataset quality of training
datasets. First, when each sample tree is generated, all terminal nodes of a sample tree are not
included as training samples. If “NA”’ is selected as a VA, this type of terminal node suffers larger
variance of state values than nonterminal nodes because their following states have not been visited.
If parameter confidence reaches the threshold, it is unnecessary to predict state values. Second,
besides the tree nodes in the latest sampling period, another set of system states is uniformly
sampled from the lookup table with replacement and added to the training datasets. This
adjustment is made to reduce the bias caused by the dependency between sample trees. For
simplicity, the number of sampled system states is the same as that of sample tree nodes. The
extended algorithm is called the UCBRB2 tree search method in this dissertation. Finally, the
UCBRB2 method is shown in Algorithm 6.2.

6.2 Experimental Design

6.2.1 Problem Description

This section implements the proposed framework to design a JVCS for an optical instrument in a
satellite [52]. The notional instrument has been used to support prior research in verification [52].
This optical instrument's system parameters and possible VAs are modeled as the BN shown in
Fig. 6.2. System parameters are represented as circle nodes and candidate VAs square nodes. The
definitions of the nodes are given in [52], hence not presented here. Each node is characterized by
its CPT. Their specific values are synthetic and have been generated using the generalized Noisy-
OR and Noisy-AND model [83], which considers the physical meaning of the different modes
when estimating their mutual effects for the reasonability of the data. While this instrument is
verified through a set of these VAs, each parameter 6; has CAs to correct potential errors and
defects. Without loss of generality, this experiment takes only repair activities as an example of
CAs. Each repair activity on parameter 6 is denoted as ok(@), k =i =1, ..., 10.
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Algorithm 6.2. UCBRB2 Tree Search Method

Initialization: Q = {J}—— a lookup table stores the maximum expected values and visit counts of
all visited states;

¥ = {d}—— an explicit graph consists of selected activities

® = {d}—— a set of state samples for RFR models

1. While the number of state samples in @ is less than some threshold:

1.1 Initialize ¥ with the initial system state S;.

1.2 While ¥ has some tip nodes:

1.2.1 Expand all tip nodes of ¥ according to UCBs calculated by Eqg. 6.7.
1.2.2 Add all expanded states to .

1.2.3 Denote all nonterminal expanded states as tip nodes.

1.3. Update state values and visit counts of all nodes in ¥ according to Eq. 6.4.
1.4 Updated @ with all tree node samples in .

2. Updated @ with a set of system states sampled from Q.

3. Train an RFR model with @.

4. Update Q with @ and then set @ as an empty set.
5. If the expected value U(¥|S1) converges:

5.1. Output Yot as the solution

5.2  Otherwise:

53 Goto 1.

70



32

Fig. 6.2 BN of the Optical Instrument

In this experiment, it is assumed that system revenue is driven by system parameter 61. Hence, 61
is set as the single target parameter. The threshold for the system deployment rule, Ha, is set as
0.90. Cost data have also been synthetically generated in thousand-dollar units ($1,000). The
revenue B(#1) has been set to 20,000 to provide a balance when making a selection tradeoff
between different VAs. In the BN, there is a dependency between 01 and all other network nodes.
That is, once an activity is executed on any node of these 32 nodes and an activity result is collected,
the confidence P(91=Pass) will change. The activity costs of the different activities and the failure
costs of VAs are provided in Table 6.1. Specific values have been generated according to the types
of activities defined in [52].
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Table 6.1. Cost Table (Activities in Scenario 1 are marked in bold.)

Activity

91(01)

92(02)

03(03)

@4(04)

@s5(05)

96(06)

97(67)

©s(0s)

Activity
Cost

8500

5200

2000

2300

1000

8500

4200

6000

Failure
Cost

Likelihood
Ratio

3:1

3.5:1

3.5:1

3.5:1

7.5:1

3.5:1

8.5:1

3:1

Activity

99(09)

¢10(010)

pi1

pi2

p13

n14

Qs

116

Activity
Cost

2300

2000

3300

500

3300

3400

300

300

Failure
Cost

15000

8000

Likelihood
Ratio

10:1

8:1

Activity

piz

Jus

ni9

20

M21

22

23

24

Activity
Cost

300

500

100

3300

3400

3400

300

2400

Failure
Cost

12000

8000

2000

10000

Likelihood
Ratio

Activity

25

1126

W7

128

1129

1130

H31

32

Activity
Cost

3500

2300

2400

3300

2300

400

300

400

Failure
Cost

12000

5000

Likelihood
Ratio

6.2.2 Experimental Method
With the provided problem and generated data, the whole experiment is realized with Python 3.6
and Bayes Net Toolbox for Matlab [187]. Two scenarios are conducted to study the performance
of the proposed approach. In Scenario 1, the target network is outlined by the dashed line in Fig.

6.2. With 5 system parameters and 9 VAs in this BN, there are 2x2°x3° =1,259,712 total system

states. The cost items of all activities are shown in bold in Table 6.1. To get some intuition about
this scenario, the order-based backward induction method [183] is applied first to solve for the
exact JVCS. When the backward induction is conducted to calculate the expected values of all
states, the optimal activities of all system states are identified to constitute the exact JVCS, as
shown in Fig. 6.3. With 24 verification paths (i.e., the number of terminal states ‘Stop’), the exact
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JVCS has 93 tree nodes (excluding terminal states ‘Stop’). The depth of this JVCS is 13 nodes
(i.e., 7 time events). The expected value of this JVCS is 7,788, while the total running time is

97,925 sec.
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po e
. D
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F/0.789 0.897 P/0.900 i

P3
F/0.885

P4 .

F/0.790

Fig. 6.3 The exact JVCS solution

In Scenario 2, the target network is the whole network in Fig. 6.2. With 10 system parameters and

22 VAs in this BN, there are 2x2'° x3% =6.43x10"™ total system states. As the number of total
system states is too large, the order-based backward induction method is infeasible for this whole
network, and the exact solution is unknown. However, because the small network is a subset of
the whole one, the exact JVCS in Scenario 1 can be used as a reference. So, it needs more
exploration about whether a better JVCS can be found in the large network, as shown in the
discussion section.

In each scenario, the proposed approach is compared with two types of benchmark methods. First,
the effects of different UCB rules, including UCBRB, UCT, and SP-MCTS (defined in Eq. 6.1,
Eqg. 2.1, and Eq. 2.2), are compared concerning the expected values of JVCS. As verification
planning is such a particular problem that I cannot find a proper admissible heuristic function of

73



all states, the AO* algorithm cannot be applied to solve for AND/OR trees. Algorithm 6.1 in
Section 6.1.2 is the only feasible method to find a JVCS as far as | know. So, Algorithm 6.1 is
combined with all these UCB rules to compare their effects. For each rule, their constant values
are selected through their own sensitivity analyses. The constants are set as D;=20000, Dg=1, and
D7=50. The two modifications in Section 6.1.2 are applied to all UCB rules. The tree search
process is conducted by generating 5000 sample trees. The optimal state value for every 50 sample
trees is recorded at the initial state to compare the performance of different UCB rules.

Second, the proposed methods are also compared with a Monte Carlo method. The UCBRB2 tree
search method is also tested as an extension of the UCBRB1 one. An RFR model is trained every
3000 tree nodes, and another 3000 system states are sampled from the lookup table. Each RFR
model consists of 100 decision trees, and the 5" percentile of the 100 outputs is used as predicted
state values. The hyperparameter ‘Bootstrap’ is set as False, and the hyperparameter ‘minimum
number of samples required to be at a leaf node’ is set as 1 to interpolate state samples. Other
hyperparameters are set as their default values. Finally, a Monte Carlo method is designed to search
fora JVCS randomly. As the number of tree nodes can be large if all activities are chosen randomly.
This Monte Carlo method adds a constraint about the total number of tree nodes. That is, the total
node number is less than D1o = 50.

Only two metrics are used to compare different UCB rules and benchmark methods in this
experiment. First, the expected value of a JVCS is shown in Eqg. 5.2. Second, the running time
means wall-clock time, which is used to compare computational efficiency.

6.2.3 Experimental Results

6.2.3.1 Scenario 1

In the UCBRB rule (given by Eq. 6.1), the constant Ds depends on the unknown distributions of
the specific problem. So, it is necessary to determine the constant De first for the proposed
approach. For simplicity, a set of six possible De constants [0.1, 0.25, 0.5, 1, 1.5, 2] is used to find
the optimal one. For each constant value, the tree search algorithm in Algorithm 6.1 is conducted
to test the performance, and their trends are shown in Fig. 6.4. It is found that when Ds is 0.5, the
expected value reaches the maximum 7780.78 among the 5000 sample trees. The expected values
and runtimes of all possible constants are listed in Table 6.2.
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Fig. 6.4. Constant selection for the UCBRB rule

Table 6.2 Expected value and runtime of all possible Ds constants

Ds=0.1 Ds=0.25 Ds=0.5 Ds=1 Ds=1.5 Dg=2
Expected Value 7608.14 7777.40 7780.78 7767.16 7670.18 7088.53
Runtime 979.50 4510.50 7452.68 15095.41 | 19899.54 | 22555.04

From Fig. 6.4 and Table 6.2, it can be observed that when De decreases, the expected value
converges faster. This is because more weights are allocated to exploiting existing strategies (i.e.,
the first item in Eq. 6.1) when Dg decreases. The runtime also decreases become similar trees are
exploited. However, if Dg is too small, the tree search process may get stuck in local optimal spaces.
For example, when Dg = 0.1, the expected value becomes stable after the 1950 sample tree. Thus,
Ds should be large enough given fixed computation resources. In this case, as the tree number limit
is 5000, De is set as 0.50 for the UCBRB rule in this experiment. The corresponding JVCS is
shown in Fig. 6.6 (a).
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3
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Tree Number

2000 3000 4000 5000 o 1000
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o 1000

(a) Optimal expected value (b) Cumulated optimal expected value

Fig. 6.5. Performance of all UCB rules in Scenario 1

Next, three kinds of UCB rules are compared to solve this small network problem. With a similar
approach for the Ds value of the UCBRB, the optimal constants of UCT and SP-MCTS rules are
found to be D; = 0.50, D> = 0.50, and D3 = 10000. The performance of all UCB rules is shown in
Fig. 6.5. It is found that even though both UCT and SP-MCTS rules can find their near-optimal
strategies, the UCBRB rule outperforms them slightly after the 4000™ sample tree. This is
explained by the usage of maximum value as the first item in Eq. 6.1, which make the UCBRB
more sensitive to the optimal activities. It is also found that SP-MCTS converges faster than UCT.
It is attributed to the third item in Eq. 2.2 as it adds more weight to those nodes visited less
frequently. Because there is no significant difference between the optimal expected values of all
UCB rules, all UCB rules can be considered for the activity selection in this scenario.
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Fig. 6.6. Near-optimal JVCSs in Scenario 1

Finally, the Monte Carlo method and the UCBRB2 tree search method are also conducted to search
this small strategy space. The Monte Carlo method is conducted to generate 5000 sample trees.
Then the UCBRB2 tree search method shares the same Ds value as the UCBRBL tree search
method. Its JVCS is shown in Fig. 6.6 (b). Their performances are shown in Fig. 6.7 and
summarized in Table 6.4. It is found that the Monte Carlo method cannot compete with the
proposed two methods in terms of the expected values of JVCS, even though it costs the least
runtime among all methods. The UCBRBL tree search method can find the optimal strategy with
the highest expected value, and its runtime is close to that of the Monte Carlo method.

Even though the UCBRB2 tree search method costs more runtime and its expected value is not the
highest, it can solve the local optimality issue in the UCBRBL tree search method. For simplicity,
the distribution of all activities at the initial state S is used to study the local optimality issue, as
shown in Fig. 6.8. If the UCBRBL1 tree search method is used, the first activity is always fixed as
the one puo after the 500™ sample tree, as shown in Fig. 6.8 (b) (i.e., activity immovability). This
activity immovability problem is attributed to the concept drift that enlarges the value gap of the
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first item in Eq. 6.1. So, the UCB of other activities cannot surpass that of 9, as shown in Fig.
6.9 (a). The UCBRB2 tree search method solved this local optimality issue by narrowing the value
gap with the prior information, as shown in Fig. 6.9 (b). So, more sample trees are allocated to
other activities, and it is possible to jump out of the local optimum strategy space (i.e., Fig. 6.8

(€)).
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Fig. 6.7. Performance of all benchmark methods in Scenario 1
Table 6.3. Performance comparison of all UCB rules
Scenario 1 Scenario 2
Runtime Runtime
Expected Value (second) Expected Value (second)

UCBRB rule 7780.78 7452.68 8478.43 102109.83

UCT rule 7746.82 8915.13 7011.08 281919.13

SP-MCTS rule 7526.81 10183.85 6114.59 227776.50

Table 6.4. Performance comparison of all benchmark methods (including Monte Carlo and
order-based backward induction)

Scenario 1 Scenario 2
Expected Value (ngggrzg(; Expected Value Zgggr%?
UCBRB1 7780.78 7452.68 8478.43 102109.83
UCBRB2 7780.52 12120.16 8487.27 186804.14
Monte Carlo 801.45 6797.46 0 73234.74
Exact Solution 7788 97925 - -
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Fig. 6.8 Distributions of all activities at the initial state S;
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6.2.3.2 Scenario 2

In Scenario 2, there are 10 CAs and 22 VAs. As only some extra network nodes are added to the
BN, all methods in Scenario 1 can be applied directly. For simplicity, all constants are assigned
the same values as those in Scenario 1. All UCB rules are compared first in this scenario and show
their results in Fig. 6.10 and Table 6.3. It is found that the JVCS generated by the UCBRB rule
has the maximum expected value 8478.43, while the UCT and SP-MCTS only found their
strategies with 7011.08 and 6114.59. In particular, the expected values of the UCT rule do not
surpass 6000 until the 3350" sample tree. Our analysis is that this large network has more large-
cost activities than the small network. So, the mean value is a biased estimate of a state value that
makes the estimated UCB less accurate. However, the mean value still has some effect in the long
term as it can be found that the expected value gradually reaches 7000. The SP-MCTS rule can
find a JVCS with the value 6114.59 at the 300" sample tree. However, once this rule finds the
JVCS with the 6114.59, it fails to provide a better JVCS as the value gradually decreases after the
300" sample tree. This is explained by the third item in Eq. 2.2 as it is not sensitive to the maximum
value when the number of samples is large. Therefore, the UCBRB rule can find a better strategy
than those in Scenario 2 because it uses the maximum function as a more accurate estimate of a
state value.
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Fig. 6.10. Performance of all UCB rules in Scenario 2
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Fig. 6.11. Performance of all benchmark methods in Scenario 2

The performances of all three benchmark methods are shown in Fig. 6.11 and also summarized in
Table 6.4. The JVCSs of UCBRB1 and UCBRB2 methods are shown in Fig. 6.12. It is found that
the proposed two methods have found near-optimal JVCSs while the Monte Carlo method fails to
provide a JVCS with a positive expected value. The reason is attributed to the large network that
has more high-cost activities. So, it is harder to search for a strategy with positive expected values
randomly. Instead, estimating the expected value with UCBs can avoid repeating the over-
exploration of high-cost activities and yield better strategies with limited tree samples. However,
these two proposed methods also cost much more time than the Monte Carlo method. It is
attributed to the UCB calculation and the network size. The UCBRB2 tree search method
converges faster than the UCBRB1 one in the first 2000 sample trees, even though there is no
significant difference between their optimal expected values.

The activity immovability problem still occurs when the UCBRBL1 tree search method is used. The
optimal activity at the initial state is fixed as 19, as shown in Fig. 6.13 (a). It is caused by the same
reason as in Scenario 1 that the value gap of the first item in Eq. 6.1 is too large. So, the UCBs of
other activities can hardly surpass that of i, as shown in Fig. 6.14 (a). However, the UCBRB2
tree search method can improve the UCBs significantly so that other activities are allocated with
more exploration times, as shown in Fig. 6.13 (b). Thus, the tree search process can jump out of
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local optimum spaces and find a better JVCS. This explains why the JVCS of the UCBRB2 method

has the largest expected value 8487.27.
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Fig. 6.12. Near-optimal JVCSs in Scenario 2
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6.3 Discussion

The two scenarios in this chapter are designed by expanding the activity set of the same system
network. With the proposed approach, a better JVCS is found in Scenario 2, which is attributed to
those extra 5 CAs and 13 VAs (i.e., s t0 @10, and uzo to u3z) in Scenario 2. However, this
phenomenon does not always occur. | have verified the expected value of the exact JVCS (ref. Fig.
6.3) in the context of the large network and found its expected value is 76 because the confidence
of the target node drops below 0.9 at most terminal states of verification paths in the large network,
as shown in Fig. 6.15. Thus, if the costs of all extra activities are considerable, it is highly likely
that the expected values of near-optimal JVCSs in Scenario 2 are lower than 7,788. Due to some
low-cost activities, such as ¢10 and w23, there are still some opportunities to improve the strategy
performance in Scenario 2. Therefore, while finding JVCSs is the task of this research, the effects
of all activity costs on JVCSs are not fully explored, which is left as future work.
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Fig. 6.15. Performance of the exact JVCS in Scenario 2

During the tree search process, it is also found that activity immovability always happens in this
verification planning problem, no matter which UCB rule is used, as shown in Fig. 6.16 (a)(b).
This problem cannot be solved by adjusting the constant Ds, as shown in Fig. 6.16 (c)(d). It is
attributed to the concept drift of value distributions. In addition, it is assumed there are two causes
of concept drift. The first one is the lacking of completeness in tree search processes. If it requires
a large number of Pass activity results to reach the deployment threshold of the target parameter,
the tree of a near-optimal JVCS has a large depth, and it cannot be found easily. Instead, only some
partial information is collected, which results in concept drift. The second cause is the second item
of UCB rules. When the parent visit count is 1 (i.e., n=0 in Eq. 6.1), the first item is None and the
second item is 0. Then, the optimal activity is ‘NA’ because its activity cost is the minimum (i.e.,
0). So, the optimal activity of an unvisited state is always ‘NA’, which makes the expected values
of its parent tree nodes inaccurate. However, it is noticeable that activity immovability also has a
positive effect on the search of JVCSs. After the tree search processes find a simple JVCS with a
positive expected value, the activities of this JVCS are fixed as a core set, and its value can be
improved by exploitation. Thus, it is unnecessary to eliminate this effect. Instead, it is suggested
to improve the UCBs of other promising activities.
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While the ensemble learning model is applied to extend the UCBRB1 tree search method, the
optimal expected value is not improved significantly. It is mainly attributed to CAs in my view.
Because CAs can eliminate errors and defects and reset the statuses of VAs, they can
fundamentally improve the confidence of system parameters and reduce the impact of negative
activity results. So, if a JVCS can eliminate system errors, the selection of activities at early time
events does not matter too much on expected values in this experiment. From the aspect of practice,
the UCBRBL tree search method should be considered first, as it can provide a near-optimal JVCS
with less runtime and storage space. However, if it is essential to explore other candidate activities,
the UCBRB2 method is a better choice because it can handle local optimality issues and solve the
exploration-exploitation dilemma much better than the UCBRBL1 one.
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CHAPTER 7: Conclusions
7.1 Contributions

This dissertation contributes to the field of system verification with respect to modeling of
correction activities:

1)

2)

3)

It has facilitated BN-based system diagnosis with PCI models. In the diagnosis applications
via Bayes networks, the prior beliefs or the joint distribution of a BN are used as consistent
distributions, which makes the knowledge elicitation and network reconstruction difficult.
However, with the PCI model, a BN can be decomposed into independent cause factors.
So, all belief changes can be realized by changing cause factors directly, which is also the
foundation of the effects of CAs.

It has deepened the understanding of CAs in system verification. While CAs are commonly
used to correct errors and defects in engineered systems, their impacts on beliefs of system
components have never been explored before. It is the first time that uncertain evidence is
used to calibrate the effects of activities on belief updates in system verification. Three
kinds of CAs, including rework, repair, and redesign, have been instantiated with uncertain
evidence as typical examples.

It has generalized VPs as a sequential process of Bayesian inference. While system
verification involves VAs and CAs, they are treated as separate research targets, which
poses an obstacle to the optimization of VSs. This obstacle is removed through the
proposed framework as both VAs and CAs can be viewed as a process of collecting
evidence. So, VP is a sequential process that updates prior beliefs with collected evidence.

This dissertation results in two contributions with respect to modeling joint verification-correction
strategies:

1)

2)

It has formalized the extended paradigm of verification processes. All necessary process
constraints and value factors have been presented in the EPVP. It is the first time that an
EPVP is built mathematically as a flow of sets of activities with constraints. The process
constraints specify the changes in activity sets. In addition, three necessary value factors
are also presented to show the economic effects of system verification. Thus, this EPVP
model defines all conditions of verification planning problems and these conditions are
about the constraints, and costs of evidence collection.

It has proposed an order-based backward induction method to solve for exact JVCS in
small strategy spaces. This method leverages the concepts state and state value in dynamic
programming and solves the verification planning problem by updating the values of all
system states. This method can significantly reduce the runtime of value update as it
clarifies the relationship of all system states as an explicit diagram with an order function.
Thus, as long as the total number of system states is small, the proposed method can be
applied to solve for exact solutions.
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This dissertation also makes three contributions with respect to applying this work at scale.

1) It has presented a search rule based on the upper confidence bound for repeatable bandits
(UCBRB). To simplify the verification planning problem, a repeatable bandit model is
presented as an extension of the traditional multi-armed bandit problem. Then the UCBRB
rule is proposed with the regret theory. The UCBRB rule can be used to find near-optimal

strategies of those decision-making problems whose strategies are repeatable.

2) It has designed a UCBRBL1 tree search method to apply the UCBRB rule to verification
planning. This method originates from traditional AO* algorithms that require accurate
admissible heuristic functions, which is hard to define in verification planning. So, the
heuristic functions are approximated with the proposed UCBRB rule. The characteristics
of system verification, including confidence information, two types of activities, and a
value-based model, are also considered to design this method for the search of JVCSs.

3) It has leveraged a tree-based ensemble learning model to handle the local optimality issue
of the UCBRBL tree search method. As verification planning is a sequential decision-
making problem with dependency, the distributions of state values are not stationary during
tree search processes (i.e., concept drift). These concept drifts usually result in the local
optimality of JVCSs. RFR models are trained with collected samples of system states
during the tree search process, and the lower confidence bound of RFR outputs is used to
predict state values as prior information. These prediction values are used to narrow the
gap of concept drifts between different system states and help jump out of the local

optimum spaces.

Therefore, it can be concluded that the research works in this dissertation have fulfilled the three

objectives in Chapter 1.

7.2 Limitations

Some limitations still exist in the research of this dissertation. These limitations result from the

simplification of research assumptions that are acceptable for this dissertation:

1) The cause factors in the PCI models are assumed to be independent from each other, while

their interactions may exist in reality.

2) Each type of CA is assumed to result in one type of uncertain evidence. Other possible

combinations between CAs and uncertain evidence are not explored yet.
3) Inthe EPVP model, the prior beliefs are assumed to be consistent along with the VP.
4) Only one VA and one CA is allowed at each time event of a VVP.

5) The constants of all UCB rules are selected from several possible values in the experiment.
The selected value is used as a deterministic value at all system states in the two scenarios.
6) Some other parameters of the UCBRBL1 tree search method are not optimized, including

discount constant, penalty item, and total sample tree number.

7) When training RFR models, some ad hoc adjustments are made, such as removing terminal
states as samples and adding the same number of system states from lookup tables, which

are not fully optimized to improve the tree search performance.
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7.3 Future Work

Although this dissertation has addressed the three objectives in Chapter 1, the research works have
opened more questions for research and applications. That is, this dissertation should be
understood as a building step toward a fully implementable tool for product lifecycle management.
Therefore, future research is suggested in this direction from three aspects.

1)

2)

3)

In terms of modeling CAs, there are three future opportunities. First, the CPTs of a BN are
decomposed in this chapter with basic PCI models (i.e., generalized noisy OR and noisy
AND). Other models may need to be explored to cope with cause factors of complex
interactions in practice. Second, the proposed constructs need to be tested in decision
and/or optimization methods that consider past information, current beliefs, and future
alternative actions, as well as other development related attributes, such as costs. Third, it
is recognized that the proposed constructs and modeling approach will likely require higher
financial and temporal efforts than existing methods, particularly as the BN becomes larger
and the frequency of correction increases. These aspects need to be studied to assess the
conditions for adopting the presented constructs in practice.

As to the modeling of JVCS, there are three future opportunities. First, the JVCM embeds
some major assumptions that were necessary for simplicity. These include a restriction to
an unrestricted number of time events. It is suggested future work to explore the effects of
refining the temporal aspects of our model. Second, the case study has been limited to one
type of CA. Future work that illustrates other types of CAs is suggested to contribute to the
generalization of the model. Third, the threshold values in the benchmark method seem to
have a substantial effect on the potential value of the proposed JVCM. It is suggested to
investigate the existence of optimal thresholds in the context of verification planning.

In terms of the large-scale strategy design, it is suggested that this dissertation opens three
main future research directions. First, the horizon of verification processes is not fully
explored as a penalty item is simply added to restrict the horizon. More mechanisms may
be developed to explore the effect of the horizon on JVCSs. Second, this dissertation
focuses on the tree search given a fixed system network. The selection of possible sub-
networks could be explored to simplify tree search processes. The sub-networks may be
generated by evaluating the impacts of activities on JVCSs. Third, only RFR models are
studied in this dissertation. They are also trained with some intuitive features to
approximate system values. Other machine learning methods need to be explored as
benchmarks in the future.
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APPENDICES
Appendix A: Proof of the Regret Bound of the UCBRB Rule

Lemma [150]: Let v be a bounded distribution with support in [0, 1], with u its supremum, and let
us assume that v is lower bounded in the neighborhood of a:

D >0,Ve>0,P(X>a—¢)>Deg, with Xr.v.~v

Let X1, ... x¢ be t samples independently drawn from X. The maximum value over Xx;, i =1,..., t,
goes exponentially fast to u:

P(rﬂa>t<x <u—g)>exp(-tDeg).

Proof:
As the samples x; are i.i.d., it comes:

P(maxx <u-—e&)=P(Vie{l...,t},X, <u-¢)

I<i<t

= ﬁ P(x, <u-g)<(1-Dg) <exp(-tD¢)

i=1
]

Theorem 1: For all K > 1, if the UCBRB rule is run on K machines having arbitrary reward
distributions with support in [0, 1], then its expected regret after any number n of plays is at most

O(In(n)).

Proof [143]:

For each machine k, the upper bound of nk is determined first as Tk(n). Let h be some positive
integer, l=K is an indicator function, and X.™ be the maximum value over Xk, i =1,..., t. The
supremum of X,™ is Uk.

Tm=1+ Y {l, =k}

t=K+1

sn+i{h:hn@nzm

t=K+1

<h+ Z {Xlﬂax +MS Xlinax +M,Tk(t-l)2 h}
2K+ DeT.(t-1) DT, (t-1)

<h Y gmin xoo HEED gy e, AINED),
toRay Oss<t Des hs <t S D-s,

N Mm W“MTH

K,sy
t=1 s=1 s =h
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4IN() _ o, 4I(0)

The inequation X +
q * " Dess ks Des,

must hold:
X <y, - 41In(t) ’
’ Des
ka:X - k + 4In(t) y
‘ Des,
u.<u, +2 41n(t .
Des,

Because X, is always less than u,, the second inequation cannot be true.

8In(t
When S, 2 4 the third inequation is false because
De(u.-u,)
41In(t)
U, —2 >u,-u, —(u,-u, ) =0,
k D'Sk k ( k)

With the lemma above, we have

4In(t)

—2) <exp(-sD Dos ) =exp(—4In(t)) =t*.

P(X max < 4 In(t)
" bus

So, we have
ETm)<| 20 1SS S pxm <, 4'”(:))

De(U.-u) | =5 5= 8In(t)/D+(u. -y ) |

8In(t) | &
Do) 2220

IN

2
< _8in®) In(®) 1+
De(u.-u,) 6
Thus,

8In(t)

U.en— ukZE(nk) Z(U Uk)E(nk)<Z((U' ﬁ
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