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ABSTRACT

Legacy cyber-physical systems (CPSs) were designed without considering cybersecurity as a pri-

mary design tenet especially when considering their evolving operating environment. There are

many examples of legacy systems including automotive control, navigation, transportation, and

industrial control systems (ICSs), to name a few. To make matters worse, the cost of designing and

deploying defenses in existing legacy infrastructure can be overwhelming as millions or even bil-

lions of legacy CPS systems are already in use. This economic angle, prevents the use of defenses

that are not backward compatible. Moreover, any protection has to operate e�ciently in resource

constraint environments that are dynamic nature. Hence, the existing approaches that require ex-

pensive additional hardware, propose a new protocol from scratch, or rely on complex numerical

operations such as strong cryptographic solutions, are less likely to be deployed in practice. In

this dissertation, we explore a variety of lightweight solutions for securing di�erent existing CPSs

without requiring any modifications to the original system design at hardware or protocol level. In

particular, we use fingerprinting, crowdsourcing and deterministic models as alternative backwards-

compatible defenses for securing vehicles, global positioning system (GPS) receivers, and a class

of ICSs called supervisory control and data acquisition (SCADA) systems, respectively.

We use fingerprinting to address the deficiencies in automobile cyber-security from the angle of

controller area network (CAN) security. CAN protocol is the de-facto bus standard commonly used

in the automotive industry for connecting electronic control units (ECUs) within a vehicle. The

broadcast nature of this protocol, along with the lack of authentication or integrity guarantees, cre-

ate a foothold for adversaries to perform arbitrary data injection or modification and impersonation



attacks on the ECUs. We propose SIMPLE, a single-frame based physical layer identification for

intrusion detection and prevention on such networks. Physical layer identification or fingerprinting

is a method that takes advantage of the manufacturing inconsistencies in the hardware components

that generate the analog signal for the CPS of our interest. It translates the manifestation of these

inconsistencies, which appear in the analog signals, into unique features called fingerprints which

can be used later on for authentication purposes. Our solution is resilient to ambient temperature,

supply voltage value variations, or aging.

Next, we use fingerprinting and crowdsourcing at two separate protection approaches leveraging

two di�erent perspectives for securing GPS receivers against spoofing attacks. GPS, is the most

predominant non-authenticated navigation system. The security issues inherent into civilian GPS

are exacerbated by the fact that its design and implementation are public knowledge. To address

this problem, first we introduce Spotr, a GPS spoofing detection via device fingerprinting, that is

able to determine the authenticity of signals based on their physical-layer similarity to the signals

that are known to have originated from GPS satellites. More specifically, we are able to detect

spoofing activities and track genuine signals over di�erent times and locations and propagation

e�ects related to environmental conditions.

In a di�erent approach at a higher level, we put forth Crowdsourcing GPS, a total solution for GPS

spoofing detection, recovery and attacker localization. Crowdsourcing is a method where multiple

entities share their observations of the environment and get together as a whole to make a more

accurate or reliable decision on the status of the system. Crowdsourcing has the advantage of

deployment with the less complexity and distributed cost, however its functionality is dependant

on the adoption rate by the users. Here, we have two methods for implementing Crowdsourcing

GPS. In the first method, the users in the crowd are aware of their approximate distance from

other users using Bluetooth. They cross validate this approximate distance with the GPS-derived

distance and in case of any discrepancy they report ongoing spoofing activities. This method is a



strong candidate when the users in the crowd have a sparse distribution. It is also very e�ective

when tackling multiple coordinated adversaries. For method II, we exploit the angular dispersion

of the users with respect to the direction that the adversarial signal is being transmitted from. As

a result, the users that are not facing the attacker will be safe. The reason for this is that human

body mostly comprises of water and absorbs the weak adversarial GPS signal. The safe users will

help the spoofed users find out that there is an ongoing attack and recover from it. Additionally,

the angular information is used for localizing the adversary. This method is slightly more complex,

and shows the best performance in dense areas. It is also designed based on the assumption that

the spoofing attack is only terrestrial.

Finally, we propose a tandem IDS to secure SCADA systems. SCADA systems play a critical

role in most safety-critical infrastructures of ICSs. The evolution of communications technology

has rendered modern SCADA systems and their connecting actuators and sensors vulnerable to

malicious attacks on both physical and application layers. The conventional IDS that are built for

securing SCADA systems are focused on a single layer of the system. With the tandem IDS we

break this habit and propose a strong multi-layer solution which is able to expose a wide range of

attack. To be more specific, the tandem IDS comprises of two parts, a traditional network IDS and

a shadow replica. We design the shadow replica as a deterministic IDS. It performs a workflow

analysis and makes sure the logical flow of the events in the SCADA controller and its connected

devices maintain their expected states. Any deviation would be a malicious activity or a reliability

issue. To model the application level events, we leverage finite state machines (FSMs) to compute

the anticipated states of all of the devices. This is feasible because in many of the existing ICSs

the flow of tra�c and the resulting states and actions in the connected devices have a deterministic

nature. Consequently, it leads to a reliable and free of uncertainty solution. Aside from detecting

traditional network attacks, our approach bypasses the attacker in case it succeeds in taking over

the devices and also maintains continuous service if the SCADA controller gets compromised.
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GENERAL AUDIENCE ABSTRACT

Our lives are entangled with cyber-physical systems (CPSs) on a daily basis. Examples of these

systems are vehicles, navigation systems, transportation systems, industrial control systems, etc.

CPSs are mostly legacy systems and were built with a focus on performance, overlooking security.

Security was not considered in the design of these old systems and now they are dominantly used

in our everyday life. After numerous demonstration of cyber hacks, the necessity of protecting

the CPSs from adversarial activities is no longer ambiguous. Many of the advanced cryptographic

techniques are far too complex to be implemented in the existing CPSs such as cars, satellites,

etc. We attempt to secure such resource constraint systems using simple backward compatible

techniques in this dissertation. We design cheap lightweight solutions, with no modifications to

the original system.

In part of our research, we use fingerprinting as a technique to secure passenger cars from being

hacked, and GPS receivers from being spoofed. For a brief description of fingerprinting, we use

the example of two identical T-shirts with the same size and design. They will always have subtle

di�erences between them no matter how hard the tailor tried to make them identical. This means

that there are no two T-shirts that are exactly identical. This idea, when applied to analog signalling

on electric devices, is called fingerprinting. Here, we fingerprint the mini computers inside a car,

which enables us to identify these computers and prevent hacking. We also use the signal levels

to design fingerprints for GPS signals. We use the fingerprints to distinguish counterfeit GPS

signals from the ones that have originated from genuine satellites. This summarizes two major

contributions in the dissertation.



Our earlier contribution to GPS security was e�ective, but it was heavily dependent on the underly-

ing hardware, requiring extensive training for each radio receiver that it was protecting. To remove

this dependence of training for the specific underlying hardware, we design and implement the next

framework using defenses that require application-layer access. Thus, we proposed two methods

that leverage crowdsourcing approaches to defend against GPS spoofing attacks and, at the same

time, improve the accuracy of localization for commodity mobile devices. Crowdsourcing is a

method were several devices agree to share their information with each other. In this work, GPS

users share their location and direction information, and in case of any discrepancy they figure that

they are under attack and cooperate to recover from it.

Last, we shift the gear to the industrial control systems (ICSs) and propose a novel IDS to protect

them against various cyber attacks. Unlike the conventional IDSs that are focused on one of the

layers of the system, our IDS comprises of two main components. A conventional component that

exposes traditional attacks and a second component called a shadow replica. The replica mimics

the behavior of the system and compares it with that of the actual system in a real-time manner. In

case of any deviation between the two, it detects attacks that target the logical flow of the events

in the system. Note that such attacks are more sophisticated and di�cult to detect because they do

not leave any obvious footprints behind. Upon detection of attacks on the original controller, our

replica takes over the responsibilities of the original ICS controller and provides service continuity.
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Chapter 1

Introduction

The use of Cyber-physical systems (CPSs) is an integral part of our everyday lives. Their presence

is so ubiquitous and seamless that we do not even realize the extent to which we depend on them.

Indeed, from home automation and personal assistance (see Alexa [1] with the help of Google

assistant [7]) to sensors and actuators at water distribution plants and other critical infrastructure,

CPSs have a wide-range of applications. CPSs perform sensing, computation, control, and net-

working functions that are embedded into physical objects and infrastructure, linking those objects

to the internet and to one another [23].

Such large-scale connectivity signi�cantly increases the access points of CPSs and renders them

vulnerable to a wide range of cyber attacks such as impersonation attacks and data injection attacks

[252]. In-vehicle networks have been known to be susceptible to impersonation attacks since 2015

when researchers where able to take control of Jeep Cherokee, using a wireless impersonation at-

tack on the controller area networks (CAN bus) [101]. In the early days of industrial networks, Su-

pervisory Control and Data Acquisition (SCADA) systems were designed so that their operations

and communications could be isolated from external networks [158]. Therefore, little attention

was paid, in the deployment of such systems, to the attack models such as data injection attacks

that could subvert SCADA operations. Unfortunately, security through obscurity is no longer a

viable approach for industrial control systems as shown by the attack vectors presented in [21].

Additionally, most of the CPSs use o� -the-shelf communication software protocols. This clears

the way for adversaries to launch various attacks such as packet modi�cation attacks, spoo�ng

1



2 Chapter 1. Introduction

attacks, and jamming. [252]. Global positioning system (GPS) is a well known CPS with open

design and implementation [103], which is susceptible to spoo�ng attacks. It may be noted that

these issues arise because most CPSs were built without taking security into account right from the

inception of such e� orts. The reasons for this vary. The high demand for cutting-edge technologies

which necessitated faster production, for instance, or the need to keep vehicles a� ordable were the

reasons why rigorous security measures and policies were not prioritized in the past.

Overlooking the security of a CPS could have catastrophic consequences for us, their users. An

example from the recent past is that of the attack on Ukraine's power grid in 2015, which left

millions of people without power for as long as six hours [14]. In other cases, where the impact

may be said to be minor, not ensuring the security of a CPS could cause loss of control, degraded

equipment performance, or denial of service [134]. The conventional approach to enhancing the

security of a system is to address the challenges involved in digital domain, using complex so-

lutions such as cryptography [240]. Implementation of such digital domain solutions, especially

given the existing resource constraints, is very challenging. Backward compatibility issues and

additional costs are other issues that come with using cryptography [50]. For instance, applying

cryptography on GPS-equipped systems would necessitate modi�cations to the space segment. It

is very expensive to make such modi�cations. Compatibility or the lack of it, in this context, is

another concern. Concerning the SCADA systems, for instance, none of the existing communica-

tion protocols such as Modbus [11], Distributed Network Protocol 3 (DNP3) [3], Pro�Bus [12],

and HART [9] are compatible with cryptography. The new protocol International Electrotechnical

Commission (IEC) 62351 [10] lacks backward compatibility. This key issue that remains unad-

dressed has been the motivation for proposing and working on this dissertation. Our endeavor has

been to build non-cryptographic lightweight solutions to design security defenses for several of the

existing CPSs.

CPSs are cascaded systems. The data that gets generated by the physical plane, gets collected by
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the edge and processed on a platform before it is plugged into the enterprise system. Some ex-

amples of data generating objects are drones, physical infrastructure like a building, location and

timing services such as GPS, etc. Even humans can be data generating components for CPSs. To

collect this data on the edge, gateways and endpoints, digital twins, sensors and actuators, or com-

munication protocols could be used. Data ingestion and analytics platforms perform the required

processing before the data in pushed into its �nal application that could be a business application,

for instance. For an adversary to get their hands on the data that belongs to an enterprise system, it

may su� ce to any one of the said layers as the foothold. This should clarify the expanded risk lens

created by CPSs and the rationale for any CPS to be secured in its entirety. In other words, secur-

ing CPSs' individual components would not guarantee their security. In this thesis, we propose the

defenses that can be designed to secure existing CPSs by taking into consideration not only their

individual components but also their inter-dependencies and overarching architecture.

The following section presents how this dissertation has been structured, summarizing the four

chapters that follow. Chapters 2, 3, 4, and 5 will each cover one application of CPS, its related

aspects, and other details that are relevant not only to the particular application but also to the topic

and objective of this dissertation.

1.1 Structure

Chapters 2, 3, 4 and 5 hold a self-contained section each pinpointing a security issue in an existing

CPS, which was not addressed at the system's design stage. Most of the existing work that address

these security problems lies in digital domain. Such solutions, like cryptography, require resources

that are not available given the existing resource constraints for designing CPSs. For instance, the

vehicles on the road at present cannot a� ord the high computational complexity that is required

for implementing message authentication codes or digital signatures [135]. GPS cannot bear any



4 Chapter 1. Introduction

modi�cations to the space segment [103], and industrial control systems (ICSs) are too expensive

to onboard new protocols. It is important to note that the ICS community is not very open to

futuristic solutions such as using the 5G technology for security. After elaborating on the security

issues in each of the CPSs that we studied, we have discussed a backward compatible security

solution for that speci�c CPS.

Chapter 2 addresses the problem of securing the in-vehicle communication networks operating

within the existing vehicles on the road. Controller area network (CAN) is the most common

example of in-vehicle protocols; it is the defacto standard in passenger cars for connecting the

mini-computers (called electronic control units [ECUs]) within the car. More details on CAN

are in Sec.2.2. The present work discusses how hackers use the telematics port or Bluetooth

for gaining a foothold to remotely take control of the target vehicle. The broadcast nature of in-

vehicle networks as well as lack of source identi�cations clear the way for adversaries to carry out

arbitrary data injection or modi�cation, and impersonation attacks on the ECUs. We have proposed

an intrusion detection and prevention system for such networks. We call it SIMPLE. SIMPLE is

a physical layer identi�cation (PLI)-based technique (see AppendixA), which is potentially free

from common drawbacks of the existing solutions, such as high computational complexity, while

it avoids changes to the CAN protocol. The algorithm is in Sec.2.4. Additionally, SIMPLE

relies on using a single frame for identi�cation of cyber threats while the state-of-the-art solutions

that address the security of in-vehicle networks use multiple frames for making a decision on

the legitimacy of the CAN frames. Multiple advantages follow from this scheme of things. First,

SIMPLE is able to perform intrusion prevention on a single frame basis. Second, it is robust against

hill-climbing attacks. Third, SIMPLE is designed to be robust against environmental variations

such as those in ambient temperature or the drifts in supply voltage values or aging. Modeling the

origin of �ngerprint variations and compensating for them is thoroughly covered in Sec.2.5.

Chapters 3 and 4 focus on addressing the security issues in GPS. GPS is the most predominant
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non-authenticated navigation system used in transportation networks for geolocation and timing

[103]. Design and implementation of GPS are public knowledge. This openness causes security

breaches that enable malicious users to launch spoo�ng attacks on GPS systems, using o� -the-shelf

equipment; they do not need high levels of expertise either. These attacks are described in Sec.3.2

and Sec.4.4. Modulation-based or cryptographic solutions require modi�cations to the space-

segment side of the satellite system; hence these measures are not backward compatible, and their

implementation is expensive. We have found a way to work around these drawbacks by designing a

PLI-based approach, which has been presented in Chapter 3, and we have a crowdsourcing-based

solution, detailed in Chapter 4. In Sec.3.3 of chapter 3, we introduce Spotr, a GPS spoo�ng

detector via satellite �ngerprinting that can determine the authenticity of signals based on their

physical-layer similarities with the signals that are known to have originated from GPS satellites.

Spotr is also able to detect a variety of spoo�ng activities and track genuine signals over di� erent

times, locations, and propagation e� ects related to environmental conditions.

In Chapter 4, we introduce Crowdsourcing GPS. Crowdsourcing GPS is unique because not only

does it perform GPS spoo�ng detection, recovery, and attacker localization, but it also delivers a

more accurate GPS location value. We propose two approaches for detection and recovery against

coordinated GPS spoo�ng attacks, which involve leveraging information from more than one GPS

receivers. In almost all of the scenarios we tested, we outperformed the existing defenses in terms

of detection rates, reduced delays in recoveries, and accuracy of location recovery (see Table4.1).

Unlike existing literature, the mobility of both the adversary and the users play in our favor. The

idea behind our approach relies on having users in close proximity to assist each other in detecting

and mitigating GPS attacks. We show that even a small group of users can expose the location

of the adversaries by exchanging location and orientation values. More details about this are in

Sec.4.5. This is as simple as sending a command to a user and having them face away from the

attacker once the attacker is localized in a group e� ort. The main tactic for making this solution
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feasible is to incentivize the users to adopt this solution. To do so, Crowdsourcing GPS improves

the GPS localization to the submeter level of precision if su� cient number of users participate in

the crowd. Crowdsourcing GPS comes the with advantage of a unique anonymous location sharing

mechanism.

Chapter 5 presents a solution to thwart the security threats to the existing ICSs. Nowadays, the

ICSs happen to have a wide attack surface because of the integration of internet technology into

their components such as smart switches or actuators with wireless connections. In this regard,

we focus on SCADA systems and propose tandem SCADA intrusion detection & mitigation using

shadow replicas. This IDS comprises of a traditional network intrusion detection system (IDS)

in tandem with a shadow replica. To build a replica, we exploit a deterministic work�ow analysis

wherein we use an omnipresent digital twin of the SCADA controller to sni� the tra� c in proximity

of the original SCADA system. This replica estimates the states of the smart devices within the

system using the sni� ed network tra� c. Next, it compares these estimations with the actual states

of the devices that are stored in the application layer. In case of any disparities between the two, the

shadow sets o� an alarm of an attack. See Sec.5.6 for details. Using the tandem framework, we

could expose a wide variety of attacks in Sec.5.5, which would not have been possible with a single-

layer solution. We also �xed the errors that stemmed from model drifts and asynchronization.

What makes this solution favorable is that in case the original SCADA system gets compromised,

the digital twin can take over and provide continuous service.

In Chapter 6, we summarize the lessons learned during this dissertation. We also draw some

conclusions based on what we determine to be the most e� cient ways to secure CPS and the other

related aspects that should be considered before a �nal decision is made in choosing a method for

this critical task.

Finally, in the AppendicesA-C, we include an overview of the tools that we use for designing

security defenses without limiting them to a speci�c application. Next, we discuss the scope of
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potential applications that these tools can be applied to. Speci�cally, the concepts and algorithms

behind �ngerprinting as a PLI-based solution are given in AppendixA. Crowdsourcing as a tool to

distribute the cost and e� ort among multiple entities is described in AppendixB. Using this tool,

the simple solutions that were once deemed to be not feasible, can be pushed to deployment level.

Finite state machines (FSMs) as mathematical models are explained in AppendixC. One of the

major applications of FSMs is in deterministic work�ow analysis. We use FSMs to make sure that

the devices and controls within an industrial system are maintaining their expected work�ow and

being secure from the network layer and application layer o� ensives.



Chapter 2

SIMPLE: Single-Frame based Physical

Layer Identi�cation for Intrusion Detection

and Prevention on In-Vehicle Networks

The Controller Area Network (CAN) is a bus standard commonly used in the automotive industry

for connecting Electronic Control Units (ECUs) within a vehicle. The broadcast nature of this

protocol, along with the lack of authentication or strong integrity guarantees for frames, allows for

arbitrary data injection/modi�cation and impersonation of the ECUs. While mitigation strategies

have been proposed to counter these attacks, high implementation costs or violation of backward

compatibility hinder their deployment.1 2

In this chapter we propose SIMPLE, a real-time intrusion detection and identi�cation system that

exploits physical layer features of ECUs, which would not only allow an attack to be detected

using a single frame but also be e� ectively nulli�ed. SIMPLE has low computational and data

acquisition costs, and its e� cacy is demonstrated by both in-lab experiments with automotive-

grade CAN transceivers as well as in-vehicle experiments, where average equal error rates of close

1This chapter is based on material published in the 2019 Annual Computer Security Applications Conference
(ACSAC '19) in a collaboration between Virginia Tech and University of Arizona, where Yanmao Man and Ming Li
examine the shortcomings of state-of-the-art CAN intrusion detection and identi�cation systems that rely on multiple
frames to detect misbehavior and attribute it to a particular ECU, and show that they are vulnerable to a Hill-Climbing-
style attack. Their contribution can be found in the manuscript and is not brought in this chapter.

2We are grateful to the reviewers of this work who provided suggestions and helped us improve the work.
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to 0 % and 0:8985 % are achieved, respectively.

2.1 Problem Formulation

The Controller Area Network (CAN) bus is the de facto industry standard for in-vehicle networks

used in modern vehicles for connecting Electronic Control Units (ECUs). ECUs are embedded

systems with speci�c automotive-related duty, such as engine control, braking, etc. ECUs are in-

volved with safety-critical tasks, such as braking and engine control, which require information that

is communicated via the CAN bus, consequently the safety of the passengers is directly dependent

upon the security of the bus [90, 249]. It has been demonstrated should an attacker gain access to

the CAN bus, forged messages can be sent that a� ect the safe operation of the vehicle (e.g., causing

the vehicle to accelerate [60], stopping the engine, disabling the brakes, selectively braking [142],

or disabling the transmission [101]). The connection can be through direct connection [142] or via

a remotely compromised ECU [49].

Based on existing studies, the con�dentiality of CAN messages is not strictly necessary to pro-

vide safe operation, whereas authentication and integrity are essential. A CAN frame can only

accommodate eight bytes of both data and cryptographic information (Sec.2.2.1), hence, provid-

ing authentication and integrity via message authentication codes (MACs) or digital signatures is

not a straightforward proposition. In [239] an out-of-band channel (CAN+ [262]) is leveraged

to transmit authentication information; in [178] a delayed authentication scheme is proposed that

uses multiple frames to generate a compound MAC; and variable-length MACs are used in [226] to

o� er protection commensurate with a message's criticality. In short, existing techniques are either

insecure or computationally intensive which makes them incapable of a reliable authentication on

a frame-by-frame basis.

As strong authentication guarantees cannot be provided for legacy CAN, intrusion/anomaly detec-
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tion systems (I/ADS) have been proposed that would at least allow for appropriate countermeasures

to be taken in the event of an attack (e.g., ignoring suspect messages or putting the car into a safe

state) [104, 111, 156, 174, 175, 228]. Of particular relevance to the current work is the subset

of IDS that leverage, broadly speaking, device �ngerprinting techniques based on di� erentiating

devices according to either timing [54, 170] or the physical-layer characteristics of frames, such

as voltage [55, 56, 173]. However, most approaches rely on multiple frames sent by an ECU to

evaluate and update the �ngerprints.

It is demonstrated at [88] that state-of-the-art device �ngerprinting-based intrusion detection and

identi�cation systems (e.g., [173], [54], and [55] etc.) are fundamentally vulnerable toHill-

climbing-styleattacks, because they either entirely or partially depend on multiple frames to iden-

tify the sender of a frame. Due to the multi-frame dependence, a Hill-climbing-style attacker is

able to exploit a compromised ECU to impersonate another ECU without being detectedor iden-

ti�ed. The attack is achieved by carefully injecting an increasing amount of malicious messages

among legitimate messages, so as to gradually shift the pro�le of the target ECU toward the at-

tacker's. Since during consecutive time periods the pro�le only shifts slightly, the attack remains

undetected or unidenti�ed. Ultimately, the attacker ECU will be able to inject a majority, or replace

all, of the frames sent by the target ECU with its own.

Motived by this attack, we propose SIMPLE, a SIngle-fraMe based Physical-LayEr identi�cation

solution to detect intrusion and identify the source of each single CAN frame that is transmitted

on a bus by a speci�c ECU regardless of its message ID. We extract unique voltage-based features

(�ngerprints) in the time-domain from each individual CAN frame transmitted and contribute to an

ECU. We demonstrate how high the signal to noise ratio (SNR) can be derived from a single CAN

frame. Unlike existing multi-frame IDS systems, SIMPLE performs secure updates of training

data by modelling and compensating for the changes in environment and operating conditions

(e.g., temperature and supply voltage).
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Since �ngerprinting in SIMPLE is done on aper-framebasis and is very computationally lightweight,

the detection can �nish even before a frame's transmission ends, thus enabling real-time preven-

tion of intrusion attacks by invalidating the spurious frame before it takes e� ect on the vehicle.

SIMPLE is a single-frame based intrusion detection and identi�cation system that (to the best of

our knowledge) for the �rst time achieves attack prevention with secure updates.

Our main contributions are summarized as follows:

ˆ We propose SIMPLE, asingle-framebased physical-layer identi�cation solution. SIMPLE

is a dual intrusion detection and identi�cation system, which is computationally lightweight

and can make detection and identi�cation decisions before a frame ends.

ˆ SIMPLE performs secure updates of the �ngerprints to compensate for environmental changes,

such as temperature and supply voltage. SIMPLE can also prevent intrusion attacks by in-

validating spurious frames before they take e� ect.

ˆ We evaluate SIMPLE using both an in-lab testbed with ten automotive-grade ECUs, as well

as in-vehicle experiments. For the in-lab experiments we show that SIMPLE can distinguish

perfectly between the frames transmitted from compromised ECU and benign frames, even

when the �ngerprint changes due to environmental e� ects. For the in-vehicle experiments

we show that SIMPLE achieves a low equal error rate (EER) around 0.8985%.

The chapter is organized as follows. Section2.2provides a brief background on the preliminary of

the CAN protocol, the applications of PLI, and a survey of existing works. Sec.2.3 presents our

attack model. Sec.2.4 describes SIMPLE, which is then analyzed and evaluated in Sec.2.5 and

Sec.2.6, respectively.
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2.2 Background and Related Work

In this section, a brief overview of CAN protocols, followed by basics of physical layer identi�ca-

tion are given at �rst. Later we survey the related works and discuss the basic assumptions of our

system.

2.2.1 CAN protocol

CAN is a protocol created in 1986 by Robert Bosch GmbH [39], for communication among ECUs

within in-vehicle networks. It is a two-wire, half-duplex bus generating CAN High (CANH) and

CAN Low (CANL) signals as output which are shown in Fig.2.1b. The details of the CAN protocol

is given in [67]. All the ECUs are connected to the same bus, thus they can receive all the frames

broadcasted on the bus.

More speci�cally, a typical CAN frame in these standards appears as Fig.2.3a, which includes 11

or 29 bit identi�er used for arbitration, data �eld carrying the regular data (Data) that can contain

instructions for the ECUs for instance, 15 bit cyclic redundancy check code (CRC) providing minor

integrity, and 1 bit acknowledgement (ACK) that is �lled by any node that receives the frame, as

the main parts and several delimiters and slots which come together to form a complete frame.

The default state of the bus is 2.5 Volts, named the dominant mode which changes to the alternative

logic mode, named recessive mode, by either increasing or decreasing the line voltage depending

which one of the CANH or CANL signals are being transmitted as explained on Fig.2.1b. The

dominant mode, is the idle bus mode which corresponds to logic level 0, contrarily, the recessive

mode corresponds to the transmission mode and represents logic level 1. According to [123] in

the dominant mode the low of CANL can vary between 0.5 Volts and 2.25 Volts, and the high of

CANH can be as low as 2.75 Volts and as high as 4.5 Volts.
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There are a few features of the CAN protocol that are related to this work. First, each ECU can be

assigned one or multiple messageidenti�ers (IDs) that it can send out, which usually represents the

data type. Two or more ECUs that want to transmit at the same time have to participate in so-called

priority-based arbitrationin order to occupy the CAN bus. The lower the numerical value of the

ID is, the higher the priority the message has. Second, any ECU that observes an error in a frame

will transmit an Error Frame that will cause other ECUs to discard the previous/current frame (an

ACK slot at the end of each CAN frame allows the ECU that transmitted the frame to determine

if a single ECU successfully received the frame) [39]. In addition, message reception is not based

on destination address but on message ID (for example, an engine ECU is programmed to receive

only certain subset of “interesting” message IDs related to engine status/control).

From the security aspect, weak integrity check is performed by calculating the CRC in each frame.

Considering that an ECU can forge the ID, the protocol lacks strong authenticity, which can be

ful�lled by using physical layer identi�cation.

Table 2.1: CAN standards

Type Message Identi�er Max Throughput

Basic CAN (2.0a) 11 bits 250 Kbit/s
Full CAN (2.0b) 29 bits 1 Mbit/s

CAN FD 11 bits 3.7 Mbit/s

2.2.2 Physical Layer Identi�cation (PLI)

To enhance authenticity, most of the solutions o� ered so far impose modi�cations to the protocol.

Cryptographic solutions such as message authentication codes (MACs) [226] are not ideal due to

limited length of CAN frames and the computational constraints of ECUs. The PLI technique is

potentially free of these drawbacks, while it avoids changing the CAN protocol.
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(a) (b)

Figure 2.1: (a) Components of a physical layer identi�cation (PLI) system. (b) A CAN frame
captured from a Nissan Sentra.

PLI takes into account the hardware and manufacturing inconsistencies that cause minute and

unique variations in the signalling behaviour of devices, and translates them into features that can

provide reliable identi�cation [244]. A typical PLI system includes three major steps, namely, data

acquisition, feature extraction and decision [95]. The data acquisition converts an analogue voltage

to a digital signal using an analogue to digital converter (ADC) for further processing; the feature

extraction module performs the task of acquiring�ngerprints for the devices by leveraging the

statistical or physical layer characteristics of the signals collected in the previous step and using

them to �nd features; and lastly, the decision module compares the extracted �ngerprints from

the training data with the ones from the test data using a speci�c distance metric and de�nes a

threshold for �nal identi�cation decision making based on how close the features are. Fig.2.1a

illustrates an overview of a PLI system. Interested readers are encouraged to read about PLI and

its applications in [66, 97].

Our proposed scheme SIMPLE also leverages PLI. Among the diverse techniques that are avail-

able, we use the Fisher Discriminant Analysis (FDA) transform, which is a dimension reduction

technique, followed by a distance calculator named Mahalanobis distance [33], so as to extract and



2.2. Background andRelated Work 15

process relevant features from the analog signals and use them as the discriminators in our system.

2.2.3 Related Work

Existing PLI systems can be categorized intotiming-basedmethods andvoltage-basedmethods.

Timing-based. CAN messages are typically sent in a periodic manner. The analysis on the in-

terval/frequency of the messages might be able to show the �rst evidence of intrusion. Müter

et al. [174] use entropy to analyze the randomness of intervals. Moore et al. [170] proposed a

data-driven inter-signal arrival times model to detect injection attacks. Abnormality detection sen-

sors [175] evaluate the payload length, frequency or correlation, etc. Taylor et al. [228] proposed

to detect anomalies of the sequence data transmitted from an ECU by applying neural networks. A

similar work [156] automatically classi�es the �elds in CAN messages and measures valid ranges

based on previous data, which is computationally expensive. Ying et al. proposed [255] TACAN

based on shared crytographic keys and inter-arrival times, which introduced computational over-

head. Cho and Shin [54] proposed clock skew based �ngerprints for their PLI-based IDS, CIDS.

However, the timing-based approaches can be easily defeated by an adversary imitating the target

ECU's timing behavior [56, 206]. Avate�pour et al. [26] train a neural network to capture the fea-

tures in both frequency and time domain, which is impractical for a CAN bus because of an ECU's

weak computational ability. Besides, timing-based approaches naturally require multiple frames

to make detection/identi�cation decisions, which also makes them vulnerable to the Hill-climbing

attack.

Voltage-based. The voltage output nature di� ers among the transmitters of ECUs, enabling

voltage-based approaches to detect the intrusion and identify its source. Murvay et al. [173] took

the �rst step towards voltage identi�cation, which is later extended by several contributions such
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as Viden [55], VoltageIDS [56], and Scission [139] 3. These methods construct and update voltage

pro�les for the ECUs and use them for identi�cation of malicious messages. However, the e� ect of

the variations of voltage power source and ambient temperature on these features is non-negligible

and has not been taken into consideration. That is, the life-span of the valid features would be

limited to a short interval as the source voltage would be easily a� ected by any change in ambient

temperature. This is the reason the features need to be updated every time the vehicle is restarted,

which motivates applying adaptive pro�le updates [55]. In fact, because the features smoothly

evolve through time, Viden has to keep track of these changes by updating their pro�les through

time, which makes Viden vulnerable due to the lack of secure training data that updates with time.

Most existing works (e.g., [55], [54], etc.) in both timing and voltage-based categories rely on

multiple messages to make detection and identi�cation decisions. We found that, such reliance

on multiple messages makes them vulnerable to a variance of Hill-climbing-style attack [220], in

which the adversary is able to inject carefully chosen fraction of malicious messages without being

either detected or identi�ed. Furthermore, the adversary is able to iteratively increase the injection

rate so that the detection and identi�cation decision threshold can be shifted demonstrated in [88].

Even though VoltageIDS and Scission do not rely on multiple messages, they are not motivated by

the vulnerability of multi-frame-based IDS techniques. Besides, they exploit features in both time

and frequency domain, which leads to high complexity.

Our proposed voltage based PLI scheme, SIMPLE, chooses features only from the time domain

and avoids the complexity of frequency domain transformations. It performs a single-frame based

detection that is not vulnerable to changes in ambient conditions. Hence, we avoid the unnecessary

feature retraining every time the vehicle gets restarted. Both are accomplished by using a higher

3Scission used a slightly di� erent setup for the prototype in which each ECU has a di� erent stub length (2.45 - 13
meters) necessitating stub terminations. This imperfection in CAN bus topology can e� ect the voltage pro�le of the
ECUs and bias the results knowing that the strongest features in Scission are extracted from the overshoot at the rising
edge. In the setup used by SIMPLE however, the length of stubs are all identical and short enough (less than 5 cm) to
be negligible.
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Table 2.2: Comparison among voltage-based approaches in sampling rate (S.R.), false negative
(F.N.), true possitive (T.P.), time complexity (T.C.), signal type (S.T.), environmental compensation
(E.C.), secure feature update (S.F.U.), unknow ECU (U.E.).

Viden [55] VoltageIDS [56] Scission4 [139]
SIMPLE
in lab

SIMPLE
in vehicle

S.R. 50 KS/s 2.5 GS/s 20 MS/s 500 KS/s 1 MS/s
F.N. 0.2% 3.52% 0.15% 0% 0.899%
T.P. 99.8% 96.48% 99.85% 100% 99.1%
S.T. CANH&L Di� . Di� . CANH&L Di � .
T.C. O(n2) 
 (n logn) 
 (n logn) O(n) O(n)
E.C. No No No Yes Yes

S.F.U. No No Yes Yes Yes
U.E. No No No Yes Yes

resolution and higher sampling rate sampler; i.e., a cost-vs-security tradeo� is made to detect an

attack using a single frame. Speci�cally, while Viden [55] only needs to acquire a few samples

per frame over multiple frames, and thus needs only a low-rate sampler, SIMPLE needs multiple

samples for a single frame and thus requires a high-rate sampler. Nevertheless, SIMPLE is still

practical since a su� ciently high resolution and high sample-rate sampler can be acquired for less

than $10 per CAN bus [229]. Additionally, unlike Viden, we do not require a separate intrusion

detection system (IDS) next to our identi�cation system. Unlike CIDS [54], we can handle both

periodic and aperiodic messages. Finally, our approach incurs lower overhead and cost than Volt-

ageIDS [56], as we require fewer samples and a lower sampling rate.

All the voltage-based identi�ers given in Table2.2 illustrate a non-zero value for the error rates.

As small as these values are, not even a frame can go wrong for safety critical applications such as

air bags. Further e� orts like augmented solutions need to be taken to provide the required security

for such applications. SIMPLE has the lowest time complexity (Table2.2), while Viden takes

O(n2) time for each update due to the use of the Recursive Least Squares algorithm. VoltageIDS

and Scission need
 (n logn) because they perform Fourier Transforms in every update to obtain

frequency domain features.
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2.3 Threat Model

We consider an adversary capable of compromising one or more5 ECUs either remotely via wire-

less interfaces (e.g., the telematic port [101, 161]) or physically (e.g., via OBD-II [142]). Once

compromised, the ECU is under full control of the adversary and becomes anattacker ECU. With

the full control, the adversary can either suspend the ECU or even re-program it to inject arbitrary

messages, e.g., use arbitrary message IDs to impersonate another ECU and/or transmit messages

containing forged/spurious data6. These messages are calledattack messages. For example, the

attacker could compromise an ECU belonging to the entertainment system, and send out “accel-

erate” or “shut down engine” commands under a di� erent message ID (which is normally sent by

the engine control ECU), so as to spoof the engine to carry out wrong actions. We assume that

the adversary is aware of the IDS that is installed on the CAN bus and the adversary is able to im-

plement the same algorithms as the IDS. The adversary can also obtain necessary information that

can be measured on the CAN bus (e.g., timing and voltage information of other ECUs) using the

compromised ECU. Note that this is also assumed by CIDS [54] and Viden [55]. We additionally

assume that the ECUs are equipped with temperature sensors with secure measurements.

We assume that the attacker can either directly inject its own frame onto the CAN (when no other

ECUs are transmitting) or preventing another ECU from transmitting. The latter can be done by

synchronizing to the regular messages on the CAN bus and play attack messages right before

the one that a legitimate ECU is about to send [162], or by contending with the latter during the

arbitration phase [39, 53].

Note that, the attacker ECU could also inject false data under its own ID, however this is not

as e� ective as impersonation, because CAN messages are addressed by its message IDs which

typically represent the data type (e.g., an engine ECU would ignore a message with one of the IDs

5While SIMPLE can defend against multiple compromised ECUs.
6Similar attack goals have been considered in previous works [54, 55].
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(a)

CANL
CANH

ECU-1 SIMPLE� � �� � � ECU-n

(b)

Figure 2.2: (a) Masquerade attack model on a CAN bus. ECU-2 is compromised by an adversary
and reprogrammed to forge the message ID of ECU-1 and send spurious frames instead it. (b)
SIMPLE runs on a device which is placed on the CAN bus just as other normal ECUs.

belonging to an entertainment ECU). Hence, false data injection attack detection is out of scope of

this work.

2.4 Secure PLI for CAN

It is shown in [88] that existing �ngerprinting schemes are vulnerable to the Hill-climbing-style

attack due to their dependence on multiple frames to make one detection or identi�cation decision.

In this section, we will describe our �ngerprinting scheme, SIMPLE. Since it only requires a single

CAN frame to perform the identi�cation, it is immune to the Hill-climbing-style attack.

The overview of SIMPLE can be found in Fig.2.3a, where the samples collected from the entire

frame (identi�er as well as the data frame) are used for generating features, dimension reduction

and eventually are fed into a Mahalanobis distance calculator. Before the frame is received by the

target ECU, the decision process of the IDS is over and based on its output the ACK slot of the

CAN frame is forced to remain on a 1 if the frame is identi�ed to be malicious and consequently

dropped. Otherwise, the slot will be �lled with a 0 and it will be delivered to the target ECU.

On the CAN bus, the location of SIMPLE is shown in Fig.2.2bwhere it listens to all the tra� c.
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Beyond securing against Hill-climbing-style attacks, another bene�t of SIMPLE is the ability to

preventmalicious frames from having their intended e� ect by intentionally introducing errors that

will cause ECUs to ignore the frames.

(a) (b)

Figure 2.3: (a) Defense mechanism in a chronological perspective. (b) diagram for building auto-
motive grade ECUs using a CAN transceiver and a TM4C123GXL (TI) controller (the necessary
side circuitry for proper functionality of the ICs is omitted).

(a) (b)

Figure 2.4: (a) Inter-frame average of features vs. intra-frame average of features. (b) Generating
features from a CAN frame.

2.4.1 Feature Extraction

As an essential step of �ngerprinting, feature extraction should not be time consuming and should

reduce or eliminate the domain transformations as much as possible. We �rst, select proper fea-
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tures, and then apply a dimension reduction transformation which eventually saves computational

power. For the �rst step, we intend to use the sample points after high-to-low or low-to-high

transitions in a CAN frame. After detecting such a transition in the line voltage, we use Alg.2

to separate the high/low sample points, named hereafter as bins. Next, we apply an intra-frame

average on the bins to increase the signal to noise ratio (SNR) given at Alg.1.

In the state-of-the-art IDSs, usually inter-frame average of CAN frames is used to achieve suf-

�ciently high SNR features, which requires multiple frames for �nalizing the detection process;

otherwise, the identi�cation performance will be degraded. Fig.2.4aillustrates the di� erence of

inter-frame average of features with intra-frame average of features. To be more speci�c about the

intra-frame averaging (our method for achieving a high SNR), sample points from a CAN frame

are shown in Fig.2.4b, where theS1
1 andS2

1 and any other�rst sample point after a high-to-low

transition throughout the frame will be averaged together and create the �rst feature, denoted as

F1 here. The same process will be repeated for generating the second feature,F2, by averaging

all the second sample points after all of the high-to-low transitions within a single CAN frame.

We extract eight features from the low bins and eight from the high bins; and the reason behind

not proceeding further is that increasing the number of features does not enhance the accuracy of

our work based on the experiments. Choosing fewer than eight features however increases false

positive/negative rates.

We collect signals from high/low bins of CANH/CANL at the same time which aggregates to 32

features overall. The feature selection process is based on simple operations all in the time domain,

which eliminates the need for intricate operations. This enables us to e� ciently identify the source

of a frame on a single-frame basis analysis.

Next, we perform Fisher-Discriminant Analysis (FDA) [33] in order to derive a transformationW

to reduce the dimension of the data. In fact, FDA captures the most discriminant information in the

features. It has been used with identi�cation/classi�cation purposes for instance to discriminate
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human biometrics [260]. An optimal transformation matrix,W, is the main output of the FDA

algorithm which focuses on maximizing the separability of known categories in a classi�cation

problem.W is used for projecting the features,F, to a new set of features,F ,

F = W � F: (2.1)

2.4.2 Mahalanobis Distance Calculation

Mahalanobis distance is a measure of calculating the distance of a point from a distribution. If we

associate a distribution to a set of data during the training phase with mean and covariance of� and

� , we can next calculate the distance of a new set of observations,F during the test phase, from

that distribution by the following de�nition of Mahalanobis distance [33]:

d =
p

(F � � )T � � 1 (F � � ): (2.2)

In this context, Mahalanobis distance can be used as a measure of similarity between the features

and used as a score to match and compare the features generated from an uncertain origin to the

templates belonging to the legitimate devices.

2.4.3 Training and Testing

There are two main steps for designing SIMPLE, �rst, training and testing phase, which results in

thresholds for identi�cation of each device, and next, real-time identi�cation using these thresh-

olds.

Training Here we generate an o� ine database of legitimate features for each device. These tem-

plates are calculated as explained in Sec.2.4.1using 200 frames from each device. Data alignment
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(traditionally used to eliminate the e� ects of the lags in data) is not necessary because the selected

features in Sec.2.4.1 inherently take care of it by selecting the sample points after transitions

which leads to their alignment.

Testing For every single record, the Mahalanobis distance (Sec.2.4.2) of its feature is calculated

from template features of the device that this frame normally should be emitted from. If the dis-

tance is not close enough, it will be identi�ed as a malicious frame transmitted by a spoofed ECU.

A binary search algorithm [248] is used to �nd the threshold for these distances by looking for

EERs. EER is a common measure of performance of biometrics systems which indicates a condi-

tion of the system where the number of false positives is equal to the number of false negatives [35].

The EER point, corresponds to the thresholds that we need as a distance metric. An ideal system

would have an EER of 0 %.

Real-time Identi�cation During the identi�cation, every single frame needs to be tested to estab-

lish the frames' provenance. To do so, the same feature extraction process is applied to the data

frames and the output is compared to the feature templates that are already generated and logged in

the training phase. If the features of the frames under test, match as close as needed to the template

of the device that they are claiming to be transmitted from, they can be marked as legitimate and

mounted on the bus. This is measured using the threshold values that are generated in the testing

phase. After the identi�cation is over, the valid frames are used to securely update the template of

the device that they belong to, over time.

Here is a summary of SIMPLE, with its details given at Alg.3.

1. Feature extraction and FDA transformation, Alg.2 and1.

2. Training feature templates for each ECU, Alg.3.

3. Associating a threshold to each ECU by comparing the feature templates using Mahalanobis

distance metric, Alg.3.
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4. Identifying the origin of a single frame based on the proximity of its distance from the

template of the device, to the device's prede�ned threshold.

5. Updating the feature templates of the devices after con�rming validity of the origin of a

message.

2.4.4 Time Complexity Analysis

Referring to the algorithms in Sec.2.4.3, the time complexity of SIMPLE is limited to: generating

the features which depends on the number of sample points within each frame that grows with

timen asO(n), followed by calculating the Mahalanobis distance of this feature from the template

of the ECU that it claims to be emitted from,O(1), and �nally a comparison with the threshold

of that ECU (generated o� ine in the training phase),O(1). Hence, the overall complexity of the

real-time IDS SIMPLE isO(n).

2.4.5 Intrusion Prevention

Since SIMPLE is able to determine that a frame is malicious before its transmission ends, it can

e� ectively prevent the attack frame from being received (acted upon) by other ECUs. There are

two possible ways to achieve this. First, upon detecting a malicious frame SIMPLE can transmit an

Error Frame (signi�ed by an error �ag of six dominant “0” bits and then an error delimiter) which

will cause non-compromised ECUs to ignore the frame. Second, SIMPLE could introduce errors

in the frame that would cause the intended recipient devices to ignore the frame. For example, it

can force the bus into the dominant state for consecutive and/or random bit periods (equivalent

to sending0s) when the body of the frame (including CRC) is being transmitted; this can fail

the CRC check (all ECUs are obligated to perform), which results in the transmission of an Error

Frame that will cause all ECUs to ignore the frame. For CAN frames with extended identi�ers, in
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the best case scenario with only one byte of data, it will take 1:575� s to prevent the attack, while

in the worst case of eight bytes, it will take 2:975� s to prevent the attack in a device with 80 MHz

of processing power.

2.5 Origin of Fingerprint Variations

In the above section, we introduced the basics of our PLI system when the �ngerprints are stable

over time; existing work in the area indicates that �ngerprints are stochastic. In this section, we

undertake experiments to identify the factors that cause �ngerprint variations and propose a method

to compensate for their e� ects.

2.5.1 Voltage and Temperature E� ects

Changes in temperature and supply voltage are the main potential factors that could cause drift in

the features that we extract for �ngerprinting in our IDS [55]. In practice, a vehicle experiences

di� erent environmental conditions; e.g., it is hot when running and colder when turned on after a

cold night. Here we try to evaluate the impact of these factors and compensate for them.

Impact of Supply Voltage

We look for a relationship between features and voltage supply so that we could scale the features

taken at a voltage di� erent than the voltage level used in the training data, and compensate for

variations of Vcc in a realistic scenario. That is, we want to discover the relationship between the

features generated from the new voltage levels, Vcc= Vsr, and the features generated on Vcc=

Vtg, which are to be called thesource domainandtarget domain, respectively. We use a linear

regression model for all 32 features coming from high/low sample points of CANH/CANL during
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training phase and estimate the scaling parameters so as to transform the features from eachsource

domainup to thetarget domain. These linear scaling parameters allow us to remove the e� ect of

change in the voltage level by transferring all the features to the target domain. Later in the testing

phase, after the features get generated for each frame, they get scaled up to thetarget domainusing

the scaling parameters that were estimated in training phase. Last, the conventional FDA-followed-

by-Mahalanobis-distance-calculation is performed. Eq.2.3shows this linear regression.

Ftg = af
0 � Fsr + af

1; (2.3)

whereFtg is the vector of features on thetarget domain, Fsr is the vector of features on thesource

domain, andaf
0 andaf

1 are the scaling parameters for feature setf which can be one of the four

di� erent combinations of features (high/low bins of CANH/CANL).

Now we need to leverage this knowledge to upgrade our IDS in a way that it accounts for variations

in the supply voltage level. To do so, we extracted features on supply voltage levels that already

had training data available and scaled them to a speci�c target voltage domain (to avoid the drift in

the �ngerprints caused by variations of the voltage level). Next, we need to be capable of repeating

the same process on supply voltage levels for which the training data isnot available. This is leads

to a generalized solution in the following.

Compensating for supply voltage changes In the previous discussions, we de�ned di� erent

voltage domains for generating features and exploited regression as a simple tool for mapping the

features from one domain to another. Now we apply the idea to our scenario and estimate matrices

A andB, asn� 1 matrices, where the rows correspond to the voltage level varying in the interval of

[3:00;3:25] V with steps of 50 mV to cover the operating range of our ECUs. The column inA and

B hold the values ofaf
0 andaf

1 explained in Eq.2.3. Depending on the type of featuref (low/high
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of CANH/CANL), the A and B values would be:

A =
h
af

0(v1); a
f
0(v2); � � � ; af

0(vn)
i |

;

B =
h
af

1(v1); a
f
1(v2); � � � ; af

1(vn)
i |

;
(2.4)

assuming there aren voltage levels.

After generating theA andB matrices we �t another linear regression to elements of each matrix,

trying to estimate the corresponding ˆaf
0 andâf

1 for another voltage level insource domain, �̂ , for

which we do not have access to training data. In fact, we are able to estimate the scaling parameters

for mapping the features from any random voltage level within the operating range of our device

up to thetarget domain, later validated in Sec.2.5.3.

2.5.2 Impact of Temperature

At all rounds of data collection, the temperature values are collected and stored on a per frame basis

for further analysis. We investigate the possibility of a linear relationship between the features and

temperature in a controlled setup, which emulates the rise of temperature once the engine gets

started. Such a linear relationship can be modelled using Eq.2.5,

F = cf
0 � T + cf

1 (2.5)

whereF is the vector of features,T is the internal temperature, andcf
0 andcf

1 are the estimation pa-

rameters for feature setf which can be one of the four di� erent combinations of features (high/low

bins of CANH/CANL), later validated in Sec.2.5.3.
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2.5.3 Evaluation

An experimental setup is used for emulating the ECUs that are connected via a CAN bus and

send messages that are crafted based on CAN protocol. The setup includes TM4C123GXL micro-

controllers [231] integrated on a TivaC launchpad which are programmed to send extended CAN

(2.0b) messages with 29 bit identi�ers, where the identi�er and data section for each frame in

each round of data collection are con�gured to be random. These devices have exactly the same

con�guration, have been built by the same manufacturer, and purchased at the same time. The

ECUs send a CAN message every 1 s with data rate of 110 Kbps, and a USB2523-MCC DAQ

[160] with 12 bits of resolution is used to perform sampling at rate of 500 Ksps on each channel

associated with CANH and CANL. Fig.2.7a illustrates the basic setup that was used for data

collection.

Results for Constant Voltage with Natural Variations in Temperature

We emulate 10 ECUs in this setup, and collect 10,000 CAN frames from each. Next we select

2 % of the data at random to extract feature templates for each ECU and generate thresholds. The

remaining data is used for the testing phase. The ECUs take turns to be the legitimate device in

each round of analysis which is indicated as Case i where thei th ECU is the legitimate one. The

EERs and the thresholds associated with them are reported in Table2.4a.

Table2.4ashows that the features generated based on SIMPLE are able to distinguish perfectly

between the devices when Vcc is constant and give EER values close to 0% (the ideal EER value).
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Results for Changing Voltage with Natural Variations in Temperature

We collect new rounds of data from devices when the Vcc is reduced by steps of 50 mV, within the

operating voltage range of the transceivers covering Vcc2 f3:00;3:05;3:10;3:15;3:20;3:25g. The

primary analyses demonstrate as low EER results as 0% which are not presented here due to space

limitations.

Next, we validate the proposed solution provided in Sec.2.5.1, which accounts for the variations in

the voltage levels with no data available for exact scaling parameter training. We collect new data at

di� erent voltages than the ones mentioned above, but within the operating range of our transceiver

(3:3 V with drop value of within 0:3 V [231]). Now results of two sample voltage levels, Vsr=

3:275 V and Vsr= 3:225 V are given here as representatives of several rounds of data collection

and testing. Tables2.4band2.4cgive the EER values and their corresponding thresholds for after

using the estimated scaling parameters for mapping features from source domains (no training

data) to the target domain (Vtg= 3:30 V here).

The Mahalanobis distances of features calculated during test phase of Case 2 (where all ECUs take

turns to send malicious frames on behalf of ECU02, whereas ECU02 is sending legitimate frames)

are plotted on top on each other as a sample result in Fig.2.5b, which shows the capability of

SIMPLE to compensate for Vcc variation.

Results for Constant Voltage with Natural Variations in Temperature

In all rounds of data collection, the temperature values are collected with an ADC and tempera-

ture sensor integrated in the same TivaC LaunchPad [121], and stored for each frame for further

analysis. We train our templates for each device on di� erent days with di� erent conditions such as

no air conditioning. Fig.2.5ais a sample result when other ECUs take turns doing a masquerade

attack on ECU01. After accounting for the variations in the Vcc level, and are able to identify the
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malicious frames with EER of zero, regardless of the temperature di� erences during the training

and testing phase. Repeating the same analysis on more than 70 rounds of data collection on dif-

ferent days, and EER of zero for all, allows us conclude that features used by SIMPLE are robust

enough that they are not a� ected by natural temperature changes up to� 6� C.

(a) (b)

Figure 2.5: (a) The e� ect of temperature on �ngerprinting process of ECU1. The training is done
at Vsr= 3:00 V on an ambient temperature di� erent from the testing phase with voltage level of
Vtg = 3:30 V. Natural variations of temperature values are plotted in the lower graph with respect
to CAN frame indices. (b) The Mahalanonbis distance of CAN frames transmitted from all ECUs
from the template feature of ECU02. The source voltage is set to Vsr= 3:225 V and Vtg= 3:30 V.

2.6 Experimental Validation

The above in-lab experiments, carried out using commonly available parts, allowed us to determine

the factors that a� ect ECU �ngerprints. In this section we extend this analysis by examining

emulated ECUs that are architected to re�ect actual automotive ECUs and built using automotive

grade parts.
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(a) (b)

Figure 2.6: (a) The Mahalanonbis distance of CAN frames transmitted from all ECUs from the
template feature of ECU:HA02. The source voltage is set to Vsr= 8:00 V and Vtg= 12:00 V.
Natural variations of temperature values are plotted in the lower graph with respect to CAN frame
indices. The ambient temperature is di� erent at training and testing process, however, it does not
a� ect the functionality of the identi�cation process. (b) The Mahalanonbis distance of CAN frames
transmitted from all ECUs from the template feature of ECU:F collected from Subaru Outback.

2.6.1 In-lab Experiments

Automotive grade transceivers, reported in Table2.3, were used for building ECUs on a CAN bus

shown in Fig.2.7b. TM4C123GXL microcontrollers were used as the CAN protocol controller,

and TI voltage regulators for proper powering of the devices (Fig.2.3b).

Table 2.3: Automotive grade transceivers on the CAN bus prototype.

CAN transceiver Manufacturer Quantity Voltage Regulator
TJA1050 [212] NXP 3 TLV1117-50 [118]
NCV7340[120] ON Semiconductor 1 TLV1117-50 [118]
HA13721[59] Renesas 2 TLV1117-50 [118]

TCAN332 [119] Texas Instruments 2 TLV1117-33 [118]
MAX3051 [122] Maxim Integrated 2 TLV1117-33 [118]
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