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Autonomous Cyber Defense for Resilient Cyber-Physical Systems

Qisheng Zhang

(ABSTRACT)

In this dissertation research, we design and analyze resilient cyber-physical systems (CPSs)
under high network dynamics, adversarial attacks, and various uncertainties. We focus on
three key system attributes to build resilient CPSs by developing a suite of the autonomous
cyber defense mechanisms. First, we consider OUILO00 O0OODOO0NOD to achieve the resilience
of a CPS. Network adaptability represents the network ability to maintain its security and
connectivity level when faced with incoming attacks. We address this by network topology
adaptation. 00I0000 10000000 ODOODOOOIOO can contribute to quickly identifying and updat-
ing the network topology to confuse attacks by changing attack paths. We leverage U0JU
1000000000000 (0000100 (DRL) to develop CPSs using network topology adaptation. Second,
we consider the [O0IIUOO0000 of a CPS as another attribute to ensure system resilience.
We aim to build a resilient CPS under severe resource constraints, adversarial attacks, and
various uncertainties. We chose a solar sensor-based smart farm as one example of the
CPS applications and develop a resource-aware monitoring system for the smart farms. We
leverage DRL and uncertainty quantification using a belief theory, called Subjective Logic,
to optimize critical tradeoffs between system performance and security under the contested
CPS environments. Lastly, we study system resilience in terms of system DJO0DOOOOIINO. The
system recoverability refers to the system’s ability to recover from performance degradation
or failure. In this task, we mainly focus on developing an automated intrusion response
system (IRS) for CPSs. We aim to design the IRS with effective and efficient responses by

reducing a false alarm rate and defense cost, respectively. Specifically, We build a lightweight



IRS for an in-vehicle controller area network (CAN) bus system operating with DRL-based

autonomous driving.
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1?7Qb2 *Sa 2MpB QMKZRPp BM+HmM/2 (

CJ DQ BivQ7*Sa2MpB QMK2Mib Q7i2M i F2 7Q Kb Q7 /Bbi 'B#m
7BHi2 BM;fT Q+2bbBM;- M/ H ;2 KQmMiQ7/ i /Bbb2KBM iBC
U2X;X- i2ti- pQB+2-? TiB+- BK ;2- M/ pB/2QV 7Q H ;2@b+ H2
2MiBiB2b U2X;X- /2pB+2b Q" ?mK MbVX 1Mbm BM; b+ H #BHBiv
BM *Sa 2MpB QMK2Mib Bb MQi i'BpB HT Q#H2K iQ bQHp2X

C g2 Q7i2M 2M+QmMi2  b2p2°2 "2bQm +2 +QMbi> BMib BM # ii2 v-
iBQM U2X;X- # M/rB/i?V- M/ biQ ;2X 1Mbm 'BM; b2 KH2bb b2"
+QMbi> BM2/ *Sa 2MpB QMK2Mib- bm+? b bQH ~b2MbQ @# b2/
i?Bb "2b2 +?2- Bb ?B;?Hv +? HH2M;BM:X

C b M2irQ F #2+QK2b KQ 2 +QKTH2t- ?2i2°Q;2M2Qmb- M/ #2+C
U2X;X- M2irQ F Q7 M2irQ FbV- KQ 2 +QKTH2t M/ BMi2HHB;2M
2K2 :2/X h?Bb + M2 bBHVBMi'Q/m+2 +QKT QKBb2/-/2+2TiBp2
/2> + BiB+ H/2+BbBQM K FBM; T°Q+2bb2b Q7 QT2  iBQMbiQ 2N
M/ T2 7Q K M+2X

C *Sab Q7i2M BM+Hm/2 ?B;?Hv /vM KB+ bvbi2Kb- bm+? bi +iB+ F
Bi 'vQ b2 +? M/ 2b+m2 QT2 iBQMb iQ ? M/H2 2K2 ;2M+v b
i?72°2 "2?B;?/vM KB+b Q7 BMi2® +iBQMb #2ir22M 2MiBiB2b- /i
2bQm +2b p BH #H2 BM r?B+? 2 +? +QKTQM2Mi /vM KB+ HHvV -
h?2b2 + M ;2M2" i2 p "BQmb ivI2b Q7 mM+2 i BMiB2b M/ “2[mB



SYIY T 12 «N ;fza j
B/2MiB7vBM; + ' BiB+ Hi  /2Q77b iQ K22i KmHIiBTH2 +QM7HB+iB

"v+QMbB/2 BM; HH i?2b2 +? HH2M;2b #Qp2-i?Bb "2b2 "+? ? b M
IBb+mbb2/ BM i?2 M2ti b2+iBQMX

R Xk 2b2 "+? :Q H

AM i?Bb /Bbb2'i iBQM "2b2 “+?-r2 BK iQ #mBH/ "2bBHB2Mi i2+?MC
[2T2M/ #BHBiv M/ b2+m Biv Q7 +v#2 @T?vbB+ Hbvbi2Kb #v H2p2"
7B+B H BMi2HHB;2M+2- K +?BM2 H2 "MBM;- M/ /22T H2 "MBM; TT
i72 +QM+2Ti Q7 bvbi2K "2bBHBRM?22 BMVBIQ@RI 2HBKB2M+2 Bb /27B
QM i?°22 (i B#nTi2BBH@iym//2M 2MpB QMK2Mi H +? M;2b- /272+ib-
ii +FB-mHi@iQBIN i M+ 2b2M+2 Q7 7 mHib BM+HmM/BM; ii +Fb Q" /2"
BM:V- "BWQp2 #BBBiT2 7Q K M+2 /2;" / iBQM Q" 7 BHmM 2X hQ i?Bl
i72 7TQHHQIBM; i?°22 "2b2 "+? i bFb b 7QHHQrbX

(/ Ti #BHBivh bF), S°'Q +iBp2 L2irQ FhQTQHQ;v / Ti iBQMb7Q " _2
S?vbB+ H avbi2KDb

AM i?Bbi bF-r2 rBHH B/2MiB7v M QTiBK HM2irQ ' FiQTQHQ:vi? i+
#BHBiB2b + mb2/ #v bQ7ir "2 pmHM2 #BHBiIB2b r?BH2 K BMi BMB N
+QMM2+iBpBivX hQ i?Bb 2M/- r2 rBHH i F2 M2irQ ' F iQTQHQ;v@ #
TT ' Q +? #v //BM; 2/;2b iQ BM+"2 b2 M2irQ'F +QMM2+iBpBiv Q" "2
b2+m Biv pmHM2 #BHBiB2b 7' QK 2TB/2KB+ ii +Fb bm+? b K Hr "
2/;2 [/ Ti iBQMbbi® i2;vrBHH BKiQ/2i2 i? 2 ib M/ T 2p2Mii?2B" 2
b2p2 Biv M/ H2p2HX q2rBHH T QTQb2 MQp2H 2bQm +2@ r 2 /22T
iQ /2bB;M miQMQKQmb 2/;2 / Ti iBQMbX h?Bb i bF ? b #22M ++QK
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T T2'RERDI M/ i?2°22 +QM72 2 Ra-RT-HE Q00 (

(6 MHi@hQH2 M+2 h bF), 6 mHi@hQH2  Mia2 pB+2 .2HBp2 v BM _2
*VH2 @S?vbB+ H avbi2Kb

AM i?Bbi bF-r2rBHH BKiQ/2p2HQT bmBi2 Q77 mHIi@iQH2  Mi*S
T QpB/2/BM i?2 T 2b2M+2 Q7 /p2'b "B H ii +FbX AMi?Bb i bF-r2rl
#2 7 MHi@iQH2  Mi ; BMbi ii +Fb M/ "2bQm +2 +QMbi> BMib #v /-
b M2t KTH2 7 mMHi@iQH2  Mi b2 pB+2 /2HBp2'v TTHB+ iBQM mM
2 +?2Qb2 bK i 7 "K2MpB QMK2Mi i? i mb2b bQH ~ b2MbQ b iQ KQI
i?72KX h?2 T'Q#H2K r2 BK iQ bQHp2 Bb ?Qr iQ 2Mbm 2 ?B;? KQMB
i72 bK i 7 K BM i?2 T°2b2M+2 Q7 b2p2°2 "2bQm +2 +QMbi> BMib
+QMiBMMQmb b2 pB+2 T°"QpBbBQM b r2HH b /p2'b "B H ii +Fb Bl
Q H2 F7 'KBM7Q K iBQM iQ +QKT2iBiQ bX g2 rBHH HbQ H2p2"
KQMBiQ BM; b2iiBM;bi? i + MK tBKBx2 b2 KH2bb b2 pB+2 /2HBp2"
"2bQm +2 +QMbi> BMib M/ /p2'b "B H ii +FbX AM //BiBQM- r2 rBH
mMM+2"i BMiB2b BM b2Mb2// i "2+2Bp2/ #v bQH ~ b2MbQ b i? i + M
mT/ i2 /2+BbBQMb rBi? i?2 BK Q7 K tBKBXBM; "2bQm +2 miBHBX |
b r2HH b i?2 KQMBiQ BM; [m HBiv Q7 i?2 bK i 7 "KX h?Bb rQ F
+QM72 2M+Rdj ™ (DQm M RO 2" (

(_2+Qp2° #BHBiv h bF), 2bQm +2@ r "2 AMi'mbBQM _2bTQMb2 av
*VH2 @S?vbB+ H avbi2Kb

AM i?Bb H bii bF-r2 rBHH /2p2HQT M miQK i2/ BMi'mbBQM “2bT(
KBMBKBxXx2 7 Hb2 H Kb r?BH2 T'QpB/BM; ;BH2 +iBQMbiQr /b +Q
QM i?2B" "BbF M/ m ;2M+v B/2MiB7B2/X Pm"> 7Q+mb Bb QM ? M/HB
+Qbib r?BH2 miQMQKQmbHV "2 bQMBM;- M/ K FBM; /2+BbBQMb iC



SYKY +ié 02 Oiné 8

iQr /b /2i2+i2/ ii +Fbf7 BHm 2b i? i "2[mB 2 BKK2/B i2 +iBQMbX
# b2/ MiQMQKQmb /'BpBM; M/i?2 T ' QTQb2/A_a+ MH2p2 ;2i?22.
K F2 mMiQMQKQmb /2+BbBQMb iQ b2H2+ii?2 'B;?i "2bTQMb2b rBi? |
2772+iBp2M2bbX h?BbrQ F Bb ++QKTHBb?2/ rBiRdd&m#KBii2/ +QM

RX) *QMi B#miBQM
g2 ? p2 K /2 i?2 7TQHHQIBM; +QMi"B#miBQMb,

ChQ //°2bb i?Ri #BHBiv h bF/2p2HQT bQ7ir "2 /Bp2 bBivK2i B+ 7
BM; M2irQ FiQTQHQ;vBMi2 Kb Q7 KBMBKBXxBM; b2+m Bivpmk
ii +Fb U2X;X- K Hr "2fpB mb bT 2 /BM;V r?BH2 K BMi BMBM; b
+QMM2+iBpBiviQ T'QpB/2 b2 KH2bb b2 pB+2 p BH #BHBivX

C hQ //°2bb ¥?2i #BHBiv h bE/2p2HQT /22T "2BM7Q +2K2Mi H2 °
7° K2rQ FiQ B/2MiB7v M2irQ FiQTQHQ;v Q#mbi ; BMbi2TB/2
"2KQPBM; 2/;2b #2ir22M MQ/2b iQ KBMBKBx2 b2+m Biv pmHM2"
T QKBb2/ MQ/2b r?BH2 K tBKBXBM; M2irQ ' F +QMM2+iBpBiv 2p:
rBi?BM i?2 HBKBib Q7 #m/;2i iQ /Dmbi 2/;2bX

ChQ //"2bb8MHI@hQH2" MH2 A BFTQb2 M mM+2"i BMiv@ r "2 .
2M2;v@ / TiBp2 KQMBiQ BM; bvbi2K 7Q" i?2 bK i 7 "KX h?2 T
+?B2p2 ?B:;? KQMBIQ 'BM; [m HBiv BM i?2 bK i 7 "K mM/2" 7
+V#2 ii +Fb /Bb " mTiBM; i?2 QT2 iBQMb Q7 +QHH2+iBM; b2Mb?2

ChQ //'2bb i22Qp2° #BHBivrA 4mBH/ M A_a BMi2; i2/ BMiQ ._G
MiQMQKQmb /" BpBM; bvbi2KbX Pm T QTQb2/A _aT QpB/2b HI
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70° MBM@p2?B+H2 +QMi"QHH2 "2 M2irQ " FU* LV #mb bvbi2}
ii +FbX

CPp2 HH-r2? p2 /I'RPbBBHBIivh@MHIi@hQH2  M+Mh2Hp @
2" #BHBiv hBOEirQ M2irQ'F / Ti iBQM 7" K2rQ Fb- QM2 bK i 7
bvbi2K- M/ QM2 BMi'mbBQM "2bTQMb2 bvbi2K 7Q° miQMQKQm

RX9 ai'm+im 2 Q7 i?2 .Bbb2"i iBQM

h?Bb /Q+mK2MiBb T 2T "2/ bi?2 "2b2 "+?/272Mb2 7Q Kv S?./Bbb:
i?72 7TQHHQrBM; bi m+im 2,

C*? Ti2kT ' QpB/2b i?2 "2H i2/ HBi2  im 2 "2pB2r BM i2 Kb Q7 i?2
"2bBHB2M+2- b?m77HBM;@# b2/ M2irQ FiQTQHQ;v / Ti iBQMb
# b2/ TT Q +?2b- BMi'mbBQM /2i2+iBQM bvbi2Kb- M/ BMi mb
"2bBHB2Mi *SabX

ChQ //°2bb i?2i #BHBiv h BE Ti27/2b+ B#2b Qm T ' QTQb2/ pmHM?2
r "2-bQ7ir "2 /Bp2 bBiv@# b2/ M2irQ'F / Ti iBQMbi® i2;B2b 7Q
rQ Fb Ua.LbV # b2/ QM Qm  Tm#HBbRIMOPH M HT T2 b BM (

ChQ //°2bb iR”Zi #BHBiv h BE Ti®D/Bb+mbb2b . G@# b2/ pmHM2"
r "2M2irQ ' F / Ti iBQMb7Q a.Lb# b2/ QM Qm irQ TnRidyBb?2/ +(
Rdk M/ QM2 ++2Ti2/ +QM7RUBM+2 T T2 (

ChQ //°2bb6?2BHIi@hQH2" M+2?2hTHh® // 2bb2b Qm > T°QTQb2/ 2M?2
/ TiBp2 KQMBiIQ BM:; bvbi2K 7Q" "2bBHB2MibK “i7 "Kb# b2/ QM
T T2R@E)] M/ bm#KBii2/ DOQmRM)SE T T2 (
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ChQ //°2bb i22Qp2° #BHBi*R BFX T 2b2Mib Qm" T°QTQb2/ BMi"
"2bTQMDb2 bvbi2K BMi2:  i2/ BMiQ. G@# b2/ miQMQKQmb /" Bpl
bm#KBii2/ +QM72 RM)@2 T T2 (

C*? Ti2d;Bp2bi?2bmKK "vQ7i?2rQ Fb+QKTH2i2/ M/i?2 7mim 2"

C //IBiBQM H2tT2 BK2Mib M/i?2B  "2bmHib+QM/m+i2/7Q i?2 2|
i2] "2 HbQ BM+HmM/2/ BM i?2 TT2M/BtX

h?2 7TQHHQIBMEBBEX M Qp2 pB2r Q7 Kv S?. /Bbb2 i iBQM “2b2 “+?X

6B;m 2 RXR, M Qp2 pB2r Q7 i?2 /Bbb2'i iBQM "2b2 "+7?



*? Ti2 K

GBi2 im 2 2pB2r

KXR L2irQ"F 2bBHB2M+2

h?2 +QM+M2iQ@F F "2bB HBRMHM rB/2Hv /Bb+mbb2/ BM p "BQmb /QK
Bi ? b MQi #22M 7mHHv ; 22/ #v "2b2 "+? +QKKmMMBiB2b #2+ mb2
Bib "2b2 “+? BM /B772°2Mi bT2+ibX Hi?Qm;? KmHiBTH2 /Bb+BTt
5 2bBHB2M+26- BM i?Bb /Bbb2 i iBQM 2b2 “+?- r2 rBHH +QMbB/2
bvbi2K H2p2H b /BilRPMBQ2HBMEM; i?2 +QM+2Ti Q7 "2pBHB2M+2 #v
/27BM2 bvbi2K "2bBHB2M+2 BM 2" KUGTQ#B BEi&mii/BW ® MHB QMK2Mi
+? M;2b- /272+ib- Q  /p2 B hBHH@ iQBIRDI-MAT 2b2M+2 Q7 7 mHib BN
ii +Fb Q  /272+ib UQ K H7mRI+QBPQMBBBIBIVMIQ K M+2 /2:° / iBQM
7 BHm 2X

J BMHvV M2irQ'F 2bBHB2M+2 "'2b2 "+? ? b #22M +QM/m+i2/ BM i?2 |
+QKTmi2 b+B2M+2 /QK BM #mi rBi? bHB;?iHv /B772 2Mi 7H pQ bX c
bim/B2/ M2irQ ' F 2bBHB2M+2 # b2/ QM i?2 /2; 22 Q7 7 mHI@iQH2 |
Tmi2° b+B2MiBbib ? p2 bim/B2/ # b2/ QM HH i?°22 bT2+ib Hi?Qm
KQ'2 +QMbB/2°2/i? M / Ti #BHBiv M/ 2+Qp2° #BHBivr?2M +QMbB
M2irQ ' FX AM i?2 7TQHHQIrBM; bm#b2+iBQMb-r2 /Bb+mbb i?2 +QM+2
M2irQ ' Fb+B2M+2 M/ +QKTmi2 b+B2M+2X

3
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kKXRXR L2irQ'F _2bBHB2M+2 BM L2irQ ' F a+B2M+2

S2°+QH iBQM i?2Q v ? b #22M bm#bi MiB HHv mb2/iQ BMp2biB; i2
M2bbV BM M2irQ am b2+ B2 M OMK/HQM T2 +QH2 iB@HWKQMHV mb2/ iQ b2H
MQ/2Q  M2/;2iQ 2KQp2Q  //-iQKQ/2H i?2 +?QB+2 Q7 MQ/2biQ
Q7 2TB/2KB+b QM M2irQ Fb-bm+? b /Bb2 b2 i  MbKBbbBQM- +QKT
Q #2? pBQ T QT ; iBQM U2X;X9RR®IM+i /QTiBQMYV (

h?2 Q'B;BMb Q7 T2 +QH iBQM i?2Q v +QK2 7°QK i?2 K i?2K iB+ H
T?vbB+b "2b2 "+? QM i?2 7THQr Q7 HBPW)B/ 32 @@ H? i BRRMBEMKQ(V ? b :
bm#bi MiB HHv TTHB2/iQ M2irQ Fb iQ bim/RRRRASM2H BB {RB}B \Q(# m b
M/ 2TB/2IRBRIRK h?2 T2 +QH iBQM T Q+2bbr b bim/B2/ BM +QKTmi
MQIiBQM Q7 6M2irQ jfi-RRBRIQ)B BWH2F 2M/2Mi Q7 Bib /2p2HQTK2Mi BN
+ HT?vbB+b HBi2' im 2X JQ 2 '2+2Mi /2p2HQTK2Mib BM i?2 T?vbB
BM7HM2M+2/ bim/B2b BM +QKTmi2 b+B2M+2X h?2b2 +QMi B#miBC
iBQM i? i M2irQ Fb "2 MQi /2 Bp2/7°QK  M/QK bi'm+im 2- M/ 7 B
7°QK ii +Fb Q' /m2iQ /2T2M/2Mi + b+ /2b- " 2eMXQ3% 2\NHRZ QB NI\B 7 B/ ¢
BMi2 2bi ? b /2p2HQT2/ BM "2KQp H T Q+2bb2bi? i KQ/2H i *;2i2/ |
BM; +2Mi  HBiv K2i'B+X AM i?2 M2irQ ' F b+B2M+2 /QK BM- i?2 /2;
+QKKQMHYV K2 bm 2/ # b2/ QM i?2 bBx2 Q7 i?2 ;B Mi +QKTQM2Mi U
+QKTQM2Mi BM ;Bp2M M2irQ FV- r?B+? ;Bp2b +H2 b2Mb2 Q7 2C
rBi? TQ iBQM Q7 2tBbiBM; MQ/2b 2p2M 7i2° +2°i BM MmK#2 Q7 !
S2°+QH iBQM i?2Q v ? b #22M mb2/iQ KQ/2H p "BQmb T Q+2bb2b C
M2irQ F 7 BHM 2b Q" ii +Fb- 2X:X- +QMM2+iBpBiv-jj RREM:- M/ 21
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kKXRXk L2irQ°'F _2bBHB2M+2 BM *QKTmi2 a+B2M+2

_2+2MiHv- T2 +QH iBQM i?2Q vr b H2p2 ;2/iQ /2p2HQT bQ7ir "2/
mH "Hv iQ bQHp2 bQ7ir "2 bbMekRERIM2 T MBFH2RI(MQ/2b "2 +QMM:
Kii2’b BM T QT ; iBM; K Hr "2 BM72+iBQM r?BH2 +?QQbBM; MQ/2b
2t +iHV 7TQHHQIrBM; i?2 +QM+2Ti Q7 bBi2 Q" #QM/ TRR®QH iBQM BM

6m i?2 KQ 2-K Mv TT Q +?22b ? p2 #22M 2tTHQ 2/ iQ p HB/ i2i?2 n
M2irQ F/Bp2'bBiviQ 2Mbm 2 M2irQ ' F '2kh@ BBIPRIIBX 1221 2MVh12 7 i H
Q7 bQ7ir "2 /Bp2 bBiviQ 2M? M+2 b@Rdy BN p2h MQZirHR (bbB;MK:
T 'Q#H2K #v BbQH iBM; MQ/2b rBi? i?2 b K2 bQ7ir "2iQ KBMBKBx2 i
ii +FbX h?Bb rQ'F +QMbB/2 2/ MQi QMHV i?2 +QMbi® BMib Q7 ?Qb
p BH #BHBiv-#mi HbQ i?2/2;°22 M/ 2772+i Q7 pmHM2 " #BHBiv iQ K
QM i?2# H M+2 #2ir22M i?2b2 irQ BOVT7 GTQHA M MXT({Q +? iQ BMi G
+QKTBH2 @;2M2" i2/ bQ7ir "2 /Bp2'bBiv7Q  H “;2b+ H2 M2irQ F-
ii +F2°'b M/ 2HBKBM i2 Mv /p Mi ;2Q7 FMQrBM; i?2pmHM2"  #BHBI
0 TT aiQ 26 rBi? /Bp2 bB7B+ iBQM 2M;BM2 miQK iB+ HHv ;2M2" i:
T°Q;" K-r?B+? Bb 7mM+iBQM HHv B/2MiB+ Hr?2M2p2° /QrMHQ / E
e¢e T°2b2Mi2/ H ";2@b+ H2 miQK i2/bQ7ir "2/Bp2 bB7B+ iBQM iQ
2tTQb2/ #v bQ7ir "2 KQMQ+mHim '2X h?Bb rQ F ;Bp2b i?2/2b+ BTiB
i?72 /2p2HQT2/ miQK i2/ bQ7ir "2 /Bp2 bBiviQQH M/ T QTQb2/ ;2N
i?722772+iBp2M2bb Q7 bQ7ir "2 /Bp2 bBiv b TQi2MiB H+m 2iQ "2K
2i HXefRe)dT QTQb2/ bQ7ir "2 /Bp2'bBivi2+?MB[m2iQ +QK# i b2Mb
bQ7ir "2 bbB;MK2Mi T ' Q#H2K- ;Bp2M HBKBi2/ MmMK#2 Q7 bQ7ir "2
i?72 F2v T?BHQbQT?v Q7 bQ7ir "2 /Bp2 bBiviQ T'QHQM; bvbi2K bm"
T2 +QH iIBQMi?2Q ' ViQ KQ/2H i?2 /2bB;M 72 im 2b Q7 bQ7ir "2 /Bp2
rQ"KbX mi?Q'b HbQ 2ti2M/2/ i?Bb rQ F iQ BMp2bhiB; i2 i?2 2772+i
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bQ7ir "2 p2 ' bBQMb- " i?2 i? M bBM:;H2 p2'bBQM BM i2 Kb Q7 M2ir
rQ°K ii +REe)X a H FQ M/ aRJB/BMBHQT2/ T Q# #BHBiv KQ/2Hb iQ +¢
+QKKQM HBiB2b BM /2p2HQTBM; KmHiIBTH2 p2'bBQMb Q7 bQ7ir "2
+QMbB/2  bQ7ir "2 /Bp2 bBivBMi?2 T 2b2M+2 Q7 /2T2M/2M+B2b #?2
bQ7ir “2X

w? M; 2i RRINWQ@pP2HQT2/ "2bBHB2Mi- ?22i2°Q;2M2Qmb M2irQ FBM; @ #
'H2 bQHMIBQMr b +QKKQM iQ BM+'2 b2 BIRi2QQH 2B (BB HBQIXQ b2+ 2 M|
b b2+m BivK2i'B+iQ K2 bm 2 M2irQ F "2bBHBRAMR h? BMbQ XR " Q €
[2bB;M2/ M/ 2p Hm i2/ bmBi2 Q7 M2irQ F /Bp2 bBiv K2i'B+b bm+?
K2i'B+ # b2/ QM i?2 MmK#2 Q7 /B772 2Mi "2bQm +2b-r?B+?2? b TQ
BM; b2+m BivX AMbTB 2/ #v i?2 M2iRQNG B IR RI KiZi2 B AbpR HQ T 2/
i72 M2irQ F KQ/2H M/ /Bp2 bBivK2i' B+ # b2/ QM pmHM2" #BHBiv b¥
bi> BMib M/ KmHiB@H #2H ?QbibX AM Q /2" iQ T 2p2Mi K Hr "2 T°Q
bQ7ir 2 bbB;MK2Mi T'Q#H2K M/ +?B2p2i?2 QTiBK H bQ7ir "2 /B
X;QKBY K i?2K iB+ HHv M Hvx2/i?2 K Hr "2 T°QT ; iBQM mM/2"
/B772 2Mi ivT2b Q7 MQ/2b BM M 2TB/2KB+ KQ/2HX h?2v +QM/m+i
i72 MMK#2> Q7 bQ7ir "2 +QM7B;m" iBQMb #v ~ M/QKHvV /Bbi B#miB N\
i72 M2irQ FX h?2v T°Qp2/ TQbBiBp2 +Q "2H iBQM #2ir22M M2irQ"
Q7 M2irQ F /Bp2 bBivXRENB2QT Qb HXM QTiBK H bQ7ir "2 bbB;MK2N
rBi? KmHIBTH2 bQ7ir "2 T +F ;2biQ 2M? M+2 M2irQ F "2bBHB2M+2 r
i72Q 2iB+ KQ/2Hb M/ 2H i2/ "2bmHib BM 2tT2 'BK2Mib QM 2B;?i "2
i72B° rQ F /2KQMbi' i2b ?B:? BKT +i Q7 bQ7ir "2 /Bp2 'bBiv QM 2 HI

h?2b2 2tBbiBM: "2H i2/ rQ Fb?Qrbi?2 TTHB+ #BHBivQ7 T +iB+ H
bQ7ir 2 /Bp2 ' bBivBM 2 Hb+2M "BQbiQ T°2b2'p2 bvbi2K b2+m Biv

Hi?Qm:;? i?2 #Qp2 rQ Fb /Bb+mbb2/ i?2 +QM+2Ti Q7 bQ7ir 2 /Bp
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b2+m Biv- i?2B° BK Bb iQ bQHp2 bQ7ir "2 bbB;MK2Mi T Q#H2K #V
bQ7ir 2T +F ;2b KQM; MQ/2b rBi?Qmi +? M;BM;i?2 M2irQ " FiQTQH
bbB;MK2Mi TT ' Q +?-r2 BKiQ;2M2" i2 MQTiBK HM2irQ ' FiQTQHOQ
2TB/2KB+ ii +Fb r?BH2 K tBKBxBM; M2irQ F +QMM2+iBpBivX h?2
K2i*B+ Bb /2bB;M2/ 7Q 2 +? MQ/2 iQ K F2 /2+BbBQM QM r?2i?2" i
# b2/ QM i?2 pmHM2® #BHBiB2b QM i?2 ii +F TkédBjX2 +? #H2 iQ i?2

kXk a?m77HBM:@# b2/ L2irQ F hQTQHQ:v / T
_2bBHB2Mi L2irQ Fb

L2irQ FiQTQHQ;v b?m77HBM; 2 b #22M bim/B2/ mM/2  i?2 T ° /B;K
UJh.VX h?Bb i2+?MB[m2 BKbiQ B/2MiB7v M QTiBK H bbB;MK2Mi Q
BKBx2i?2/2;°22 Q7 bQ7ir "2 p "B Mib HQM: ii +F T i?bX h?2 K BM I
+Qbi Q" +QKTH2tBiv7Q M ii +F2  #v BM+ 2 bBM; ?m /H2b BM "2 +
Jh. M2irQ F b?m77HBM; TT Q +?22b "2/B 2+i +2°i BM MmK#2 Q7 2.
iQTQHQ:vKQ 2 Q#mbi ; BMe3XQS@Mij 26BbbIQHpP2/ M2irQ F b?m77+F
T Q#H2K 7Q  bQ7ir "2 bbB;MK2Mi b M QMHBM2 KQpBM; i ;2i /21
h?2B  T°QTQb2/ H;Q Bi?Kr b /2bB;M2/iQ "2/B 2+i +2'i BM MmK#:
"2+4QM7B:m 2/ M2irQ F iQTQHQ:;v + M #2 KQ 2 "Q#mbi : BMbi rQ K
iQ ii BMi?2 K tBKmK p2° ;2 MmK#2 > Q7 bQ7ir "2 p "B Mib BM ii +]
MmK#2 Q7 2/;2b M/ 7Bt2/ bbB;MK2Mi T QiQ+Q R &M2pM RiQQ2FX w

K2+? MBbK 7Q" M2irQ Fb rBi? mM/2 ' HVBM; KmHiBK2/B b2 pB+2b
T2 'BQ/B+ HHv #v .22T Z@H2 "MBM; K2i?Q/- BKBM; iQ i?r i .2MB
i “;2i2/ ii +FbiQ "Qmi2bX 6Q 2 +? bi2T-._G ;2Mib + M/2i2 ' KBM2 i
2 +?2 MQ/2 M/ 7HQr 7°QK i?2bQm +2 iQ i?2 ¢ 2RiGM* PBE) MIDRMBKBH °
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T°QTQb2/ 6 /22T "2BM7Q +2K2Mi H2 "MBM;@# b2/ KQpBM; i *;2i /2
+ HHZ@JPh r?2°2i?2 Jh. Bb /QTi2/iQ b?m77H2i?2 +QMM2+iBQMb
b2 'p2'b BM ;Bp2M *SaX h?2 .Z@JPh : T°'QpB/2b i?2 #BHBiv iQ BN
/m> iBQM Q7 i'B;;2°BM; i?2 Jh. QT2 iBQM # b2/ QM "2BM7Q +2K2\
/[2KQMbi® i2/i?2 QmiT2 7Q K M+2 Q7 .Z@JPh : BM i2 Kb Q7 i?2 bvk
T2°7Q K M+2X AM //BiBQM- Jh. M2irQ F b?m77HBM; ?2 b ? M/H2/ "
+? M;BM; pB ' im HM2irQKXiQTQHQ;B2b (

>Qr2p2'-/2i2°KBMBM; M QTiBK HMmMK#2  Q72/:2 / Ti iBQMbiQ Q#
+QMbB/2'BM; #Qi? b2+m 'Biv pmHM2" #BHBiv M/ M2irQ'F +QMM2+i
Qm  rQ F-r2 H2p2 ;2/ . G iQ B/2MiB7v M QTiBK H MmK#2" Q7 2/;
2/;2 1/IBiBQMb M/ "2KQp Hb-BM i2 Kb Q7 KBMBKBxBM; b2+m Biv p
M2irQ'F +QMM2+iBpBivX

kXj .22T 2BM7Q +2K2Mi G2 "MBM;:@# b2/ TT

_2bBHB2Mi *v#2 @S?vbB+ H avbi2Kb

kKXjXR . G@# b2/ L2irQ F / Ti iBQMb

_2+2MiHv ;> T? 2K#2//BM;@# b2/ iQTQHQ;v / Ti iBQM H;Q Bi?Kb r
H2 "MBM; U. GV ? p2 #22M T ' QTQb2/iQ /2p2HQT /p2°b "B H ii +Fk
U:LLVX . B 2j8)HXb@/ bi m+im 2kp2+ UakoV iQ Q#i BM MQ/2 2K#2/
mb2/ #v i?2 ._G ;2Mi iQ H2 "M irQ BM/2T2M/2Mi Z@7mM+iBQMb BM
>Qr2p2 - i?2B  rQ'F QMHv +QMbB/2 2/ "2KQpBM; bBM:H2 2/;2iQ T
QM :LL KQ/2HbX aBKBH “Hv-je)p/ Bid/2i M2XrQ F iQTQHQ;v #v //B
2/:2b 7°QK M 2KTiv M2irQ F # b2/ QM M ako p ‘B Mi iQ Q#i BM M
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mb2/ +mbiQKBx2/ K2i'B+iQ 2p Hm i2 M2irQ RNQ¥@bQM2bbX_G2@B 2
# b2/ M2irQ FiQTQHQ;vb?m77HBM; Jh.7 K2rQ FiQ /2 HrBi? .Bbil
U..QaV ii +Fb #v b?m77HBM: +QMM2+iBQMb #2ir22M mb2'b M/ b2"
2i HRABT QTQb2/ K2+? MBbK iQ T2'BQ/B+ HHv “2/B 2+i "Qmi2b
[2i2°KBM2 Kmi i2/ Qmi2iQ i?r i .Qa M/i “;2i2/ ii +FbiQ "Qmi2bX
IMHBF2 i?2b2 rQ Fb- Qm" TT'Q +? +QMbB/2'b #Qi? i?2 //BiBQMb
"2rB°BM; T'Q+2bb2b M/ H2p2  ;2/ . G iQ B/2MiB7v M QTiBK H Mm
r?B+? rBHH bmTTQ i KBiB; iBQM Q7 ii +Fbr?BH2i?2 ii +F2  2tT2M/
iQ MQ bm++2bbX

1p2Mi?2Qm;?i?2 #Qp2rQ Fb H2p2 :2/.ZLiQ B/2MiB7v M QTiBK H N
. BMbi /p2'b "B H ii +Fb-/m2iQi?2BM?2 2MiM im 2Q7i?2 T Q#H
bQHMIBQM bT +2- Bi Bb ?B;?Hv +? HH2M;BM; 7Q° .. G ;2MiiQ +7?I
7BM/ i?2 QTiBK H bQHMIiBQMX g2 T'QTQb2 MQp2H- #'2 F@i? Qm;
bT +2X AM //BiBQM-Qm  M2irQ'F / Ti iBQM H;Q Bi?K HHQrb i?2
+QMp2 ;2iQ MQTiBK HUQ +HQb2@iQ@QTiBK HVbQHMIBQM rBi?
+QMp2 ;2M+2BMi?2  2r /- r?B+?2? b #22M +QKKQM M/ +? HH2M;E

kXjXk . G@# b2/ avbi2K PTIiBKBx iBQM 7Q  gB 2H2bb
rQ Fb

H:Q 'Bi?Kb iQ +?B2p2 2M2°;v@ r "2 rB 2H2bb b2MbQ  M2irQ Fb Uc
BM p 'BQmb gaL TTHB+ iBQMbX +Hmbi2 # b2/ "QmiBM: T QiQ+
Z@H2 "MBM; TT @G@ *HHEEL h?2 ZG@*Hmbi2 r b /2bB;M2/ iQ F
i?2 #2bi "Qmi2b #2ir22M BM/BpB/m H MQ/2b M/ "2KQi2 ?2 Hi?+ "2
M/ 277B+B2MiHv KQMBiQ T iB2MRjh P2QR@X2/ZBI27 HRpR2 2M2°
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KM ;2K2Mibi® i2;v7Q bQH @TQr2 2/gaLrBi??2v# B/ biQ ;2-+Ql
+ T +BiQ'b M/ # ii2 ' B2b-# b2/ QM pQB/BM; ?B;? +m "2Mi +? ~;BM;!
M/ K FBM; 7mHH mb2 Q7 i?2 bmT2 '+ T +BiQ bX

*22M 2i KOXT(QTQb2/ bH22T b+?2/mMHBM; H:Q Bi?K 7Q "2+? ;2 #
.G H;Q Bi?KX h?2 mi?Q b /2p2HQT2/ T 2+2/2M+2 QT2 iQ @#

'Q Bi?K iQ 2Mbm 2 i?2 /2bB 2/ "2 +Qp2  :2 M/ Z@H2 MBM:@# b
H:Q Bi?K iQ K tBKBx2 i?2 M2irQ ' F HB72iBK2 r?BH2 +?B2pBM; M

2i HR&Kj) H2p2  ;2/. G rBi? Z@H2 "MBM; iQ +QMi"QH TQr2  7Q" +QK
i72 BM@#Q/v b2MbQ > M/ gB 2H2bb "Q/v "2 L2irQ Fb Ug" LbV +QQ
KBM; ii +F@ 2bBbi Mi- 22 Hi?+ "2 TTHB+ iBQMbX h?2B" “2b2 “+?
+QQ /BM iQ i? i +?QQb2b i?2 b2MbQ  iQ i° MbKBii?2/ i BM i?2 M
i72 i° MbKBiiBM; TQr2 Q7 i?2b2 b2MbQ b- r?B+? Bb i?2M b2Mi iQ
+QQ'/BM iQ  mb2b Z@H2 "MBM; iQ +?B2p2 M QTiBK HTQr2 +QMi’

h?2 T'QTQb2/Z@H2 "MBM; H;Q ' Bi?Kmb2bi> Mb72 " H2 "MBM; iQ H?2
7"QK bBKBH " 2tT2'B2M+2b bQ i? i Bi pQB/b " M/QK 2tTHQ iBQMb
T Q+2bbX 6m’i?2 ' KQ '2- ?Qi#QQiBM; i2+?MB[m2 Bb 2KTHQvV2/ iQ
reB+? mb2b TQr2" +QMi QH 2tT2 ' B2M+2b BM bBKBH ~ bBim iBQMb
#2:BMMBM; Q7 H2 "MBM;X hQ 2p Hm i2i?2TQr2" +QMi"QH b+?2K2-
iQ KQ/2H i?2b2[m2MiB HBMi2® +iBQM #2ir22Mi?2BM@#Q/v b2MbQ
M/ +QMb2[m2MiHv ai +F2H#2 ; 1[mBHB# BmK UalV Bb /2 'Bp2/-r?B
7Q07i?2T2°7Q°K M+2 Q7 BM@#Q/vb2MbQ b BM /B772 2Migq" L +QM/|
#2°;;, K2b?Qr2/i? ii?2 H;Q Bi?KT QTQb2/+QMp2 ;2biQi?2al 7i
re+? ;2 iHv "2/m+2b i?2 2M2 ;v +QMbmKTIiBQM M/ ?22M+2 "2/m+2
TQbbB#BHBivX h?mb "2BM7Q +2K2Mi H2 "MBM;@# b2/ TQr2 +QM
D KKBM; ii +Fb rBi?Qmi FMQrBM; i?2 q" L i° MbKBbbBQM T * K2i2
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KQ/2HbX " b2/ QM Z@H2 "MBM; M/ i?2 TTHB+ iBQM Q7 i° Mb72"
H2 "MBM; T ° K2i2'bUiQ pQB/  M/QK 2tTHQ  iBQM ii?2bi "iQ7i?:
2i HRQ( +?B2p2/ M QTIiBK HTQr2 +QMi"QH bi> i2;vi? i+ M?22HT i?;
+?2QQDb2i?2b2MbQ  7Q i° MbKBIiiBM;i?2/i HQM; rBi?i?2i° MbKB
bQ bX aBKBH "Hv-iQ // "' 2bbi?2 Bbbm2b Q7i° MbKBbbBQM "2HB #B
Q7 a2 pB+2UzZQaV BM q" Lbp) T?DMQb2HX 2MbQ" ++2bb +QMi QH b-
QM. G 7Q i?2g" L +QQ/BM iQ  iQ +?QQb2 i?2 ++2bb iBK2 M/ i’
b2MbQ ™ # b2/ QM i?2 bi i2 Q7i?2b2MbQ -BM+HmM/BM; bB;M H@iQ@
i MbKBbbBQM T BQ Biv- # ii2'v H2p2H M/ i° MbKBbbBQM /2H vX €
H2 MBM; T Q+2bb M/ //"2bb i?2 ?B;? IBK2MbBQM HBiv T Q#H2K /1
Q7 b2MbQ b- +QMpQHMI2/ M2m™ H M2irQ F U*LLV Bb mb2/iQ 2biBK
M TT QtBK i2 Z@7mM+iBQMX h?2 /22T "2BM7Q +2K2Mi H2 MBM;
i?72 "2BM7Q +2K2Mi H2 MBM; # b2/ KQ/2H M/ i?2 [@H2 MBM; # b2
1°°Q° _i2 U"1 _V-i MbKBbbBQM /2H v- 2M2 ;v +QMbmKTiBQM- M
P2 :2biQ i?2i?2Q 2iB+ Hp HmM2 2tT2+i2/X aBKBHI?2@BM2B TiIRRQR
#2ir22M b2MbQ' b rBi? i?2 +QQ /BM iQ  r?BH2 +QKT2iBM; 7Q" i° Ml
2HH2/ b /vM KB+ +QQT2 iBp2; K2 M/i> Mb72 H2 "MBM; Bb TTH|
7°QK bBKBH " 2tT2°'B2M+2iQ pQB/  M/QK 2tTHQ" iBQM ii?2bi i
H2 MBM;- #2BM; M mMbmT2 pBb2/ H2 "MBM; K2i?Q/- Bb mb2/ bBWN
2biBK i2i?2 +? MM2H +QM/BiBQMb Q" i?2 ; K2 KQ/2HbX h?2 T QTQt
#v bBKmH iBM; QM M2irQ FrBi? QM2 +QQ /BM iQ" M/ 7Qm  b2MbQ
Q;v M/rb7QmM/iQ +?B2p2 ?B;?2  T2'7Q K M+2 iQ #2M+2?K “F bi
H2 "MBM; Q7i2M " Bb2b T Bp +tv+QM+2 MbBM bK HH 7R3m 2 bT +
T QTQb2 MQp2H 72/2" i2/._G 762K26(Q BEMBHHRQ/2Hb Q7 ?B;? [m H
;2Mib r?BH2 HbQ T 2b2 pBM; i?2B T Bp +vX h?2 62/_G 7 K2rQ'F
Z@OM2irQ'F TQHB+v 7Q 2 +? ;2Mi #v b? "BM; HBKBi2/ BM7Q K iBQ
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Z@M2irQ F- KQM;bii?2 ;2MibX h?2 BM7Q K iBQM b2Mi Bb 2M+Q/
+2Bp2/ Bb /2+Q/2/ #Vv mbBM; : mbbB M /B772 2MiB HbX h?2 7 K2rQ"
/QK BMb @ ;"B/ rQ H/ M/ i2tik +iBQM ; BMbi 7Qm  /B772 2Mi # b2H
6*L@ HT? M/ 6*L@7mHH M/Bir b7QmM/iQ QmiT2 ' 7Q K .ZL@ HT"
bBKBH “T2'7Q K M+2r b +?B2p2/ BM +QKT 'BbQM iQ .ZL@ 7mHHX

b/Bb+mbb2/ #Qp2-. G ? b#22M TTHB2/ BM gaL 2MpB " QMK2Mib iC
gaLb r?2°2 T'Bp +v +QM+2 Mb 2 +QMbB/2°2/ BM TTHvVBM; /22T N
>Qr2p2'-MQT'BQ rQ'F? bT'QTQb2/ M2M2';v@ / TiBp2 KQMBiQ |
rBi? bQH ~ b2MbQ b r?2°2 ._ G M/ #2HB27 i?72Q v "2 mb2/iQ K tBk
KQMBIiQ BM; [m HBivmM/2 HBKBi2/ M/ 7Hm+im iBM; 2M2 ;v Q7 b2]|
MmMM+2'i BMiv@ r 2. _G H;Q Bi?Kb iQ K tBKBx2 mM+2 i BMiv@ r "2
b2MbQ'b ? pBM; HBKBi2/ M/ 7Hm+im iBM; 2M2 ;v ? "p2biBM;X

kX9 AMiIi mbBQM .2i2+iBQM avbi2Kb M/ AMi ml

avbi2Kb

kKX9XR AMimbBQM .2i2+iBQM avbi2Kb

M BMi mbBQM /2i2+iBQM bvbi2K UA.aV ? b #22M +H bbB7B2/ BM i2
iIQ /2i2+i ii +FbX h?2 /2THQVK2Mi@# b2/ A.a+H bbB7B+ iBQM /BpB
2Qbi@# b2UAAABDY MRITrQ F@# b2/LA.abVX h?2 /2i2+iBQM K2i?Q/(
A.a +H bbB7B2b A.a THBOM+PR 2 BMVHDDA AN MOK Hv /2i2+iBQM@# b
A.aU A.aVX h?Bb b2+iBQM K BMHv /IBb+mbb2b A.a TT Q +?2bi? i #.
rep+? "2r2HH@ HB;M2/ rBi? i?2 A.amb2/ BMQm rQ FX
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A.a- XFX#2? pBQ @#-bRb A.B2/ QM i?2 B/2 Q7 +H2 "Hv /27BMBM
MQ'K H +iBpBiB2bX Mv /2pB iBQM 7°QK i?Bb MQ 'K HT ' Q7BH2 rB}
Q' #MQ 'K H #2RyfBRX (h?2 K DQ  /p Mi ;2b Q7 A.a 2 Bib #BHBI
MMEMQrM M/ M2rRBKM/Mbi®2 +mbiQKBXx2/ M im 2 Q7 i?22 MQ K H +iB|
/B772 2Mi M2irQ Fb M/eJX BB+2QMIRP2 K BM /" r# +FBbi?2?B;? 7
" i2U6 _V- bBiBb/B77B+mHiiQ 7BM/i?2 #QmM/ v #2ir22M i?2 MQ
7Q0° BMi'mbBQMYXi2+iBQM (

JMHIBTH2 K2i?Q/b ? p2 #22M BMp2biB; i2/iQ "2/m+27 Hb2 H Kb N
TT'Q +?2b BM+HmM/2 H2'i +HmMbi2"BM;- H2 i +H bbB7B+ iBQM- M,
BM;- XFX X H 'K :;°2; iBQM M/ H 'K 7mbBQM- mb2b b2i Q7 mM
b2i Q7 +HmMbi2 b Q7HBRBKSRKSX2G(i2 - i?2b2 +HmMbi2 b "2 +QMbB/
Q i'm2 H 'KbX H2'i+H bbB7B+ iBQM bbmK2b b2i Q7 H #2H2/ F
+H bbB7B+ iBQMjRYGR BIRKeX kRO M 2tT2 i mbm HHv BMBiB HHv
H Kb bi'm2 TQbBiBp2 UhSV Q7 Hb2 TQbBiBp2 U6SV- r?B+? Bb
PM+2 i?2 +H bbB7B2  Bb i° BM2/- Bi + M #2 mb2/ iQ +H bbB7v 7mir
M Hvx2b H ;2 pQHMK2 Q7 A.a H Kb TQbbB#Hv ;2M2" i2/ #v /B77
M/ /B772 2MiA.a2M:BM2b M/ 2+QMbi N8 RER BjR&% h2bB Qb (
rQ'Fb T°QpB/2 M QmiTmi #v K2 ;BM; bQK2 “2H i2/ H Kb M/ ;2M2"
Q7 i?2 ii +F b+2M "BQ 7Q  i?2 /KBMBbi  iQ X

> K/ 2i RRT QTQb2/*.1* b M MQK Hv@# b2/ A.a7Q BM@p2?B+I
mb2b p2?B+H2/ i KQ/2H iQ 2biBK i2 i?2 2tT2+i2/ b2MbQ @# b2/ +
Bi rBi? i?2 +im H+QMi'QH /i 7Q BMi mbBQM /2i2+iBQMX aBM+2
i BM "2;°2bbBQM KQ/2H 7Q° MQK Hv /2i2+iBQM-i?2 T2 7Q K M+
KQ/2H6b “2T 2b2Mi iBQM H + T +Biv M/ /i +Q "2H iBQM BM i?2 K2

aBKBH éjjQ@m " rQ F H2p2  :2b p2?B+H2 +QMi"QH /i iQi° BM M M(



lY:Y Bé Ofié /] T« Ofié b- Y& z2é2Bé Ofié " yié Tb- R&

MMH8F2i?2 mMmM/2 HvBM; KQ/2H mb2/BMQm" TT Q +? Bb #B+v+H2"
2T 2b2Mi iBQM H+ T +Biv7Q p2?B+H2/vM KB+b M/ 72r T = K2i2"°
KQ/2H + Tim 2bi2KTQ' H+Q "2H iBQMBMM im 2-i?Bb HHQrbQm"
M Hvb2b Q7 i?2/ i +Q "2H iBQMX 6m i?2 KQH2-"Q+H b®BBHB +H HHQB/
r2 /QTi +QM7B/2M+2 b+Q ' 2@# b2/ QMHBM2 +H bbB7B+ iBQM KQ/
‘Bp2M #v M A.aX

kX9Xk AMimbBQM 2bTQMb2 avbi2Kb

h?2bi i2@Q7@i?2@ 'iA_a 2b2 "+? BbQ7i2M +H bbB7B2/ BMiQ i? 2
Q H2p2H Q7 mMiQK iBQM, MQiB7B+ iBQM- K Mm H- M/ thdRK i2/ 2
Pm T ' QTQb2/ A _a#2HQM;biQi?2 _ab- M/r2 K BMHv "2pB2ri?2K 7

ErQM 2i X Zp2HQT2/ KBiB; iBQM K2+? MBbK ; BMbi BM@p2?B+}t
"2+4QM7B:m BM: 2H2+i"QMB+ +QMi 'QH mMBib U1*IbV M/ /Bb #HBM
eB BMp2biB; i2/ i?2 ;2M2  H A_a 7  K2rQ'F 7Q  BM@p2?B+H2 M2il
/IVM KB+ HHv +iBp i2/ # b2/ QM ii +F b2p2 Biv- bvbi2K T°QT2 iB2b
>Qr2p2 - i?2v /B/ MQi b2H2+i "2bTQMb2b # b2/ QM i?2 H2 ib ;2M2"

*22M; 2i KOXmb2/ x2 ' Q@bmK biQ+? biB+ : K2 iQ KQ/2H i?2 M2irQ
"v2bB M ii +F ;7 T?X h?2v BMi Q/m+2/WBZQ N IMi B W2 bb- B7# 2

i?72 ii +F2° M/ /272M/2 6b +iBQMbX h?2v bbmK2/ i? i ii +F2 b +¢
bvbi2Kéb pmHM2® #BHBivX 6m i?2 KQ 2-/272M/2 b +QmH/ i?r “ii?:
+QKT QKBb2/ MQ/2b Q' b?B2H/BM; i?2 pmHM2  #H2 MQ/2b BM i?2
MQi +QMbB/2  i?2 T "iB HHv Q#b2 p #H2 2MpB QMK2Mi /m2 iQ 7 HI
A.aX IHH ? RKZp2HQT2/ M A_a 7Q i ;2i2/ ii +Fb r?2°2 i?2 bvbi
# H M+2 i?2 b2+m Biv M/ QT2  iBQM H 277B+B2M+v #v +QMbB/2 B



Ky +Nzy 1§ IYHO 12 ¢ 7&07"

TmM+iBQM H/2T2M/2M+v BM Bib Q#D2+iBp2 7mM+iBQMX h?2B" 2tT.
A _abB;MB7B+ MiHv /2i2 "2/ ii +tFb#v T QHQM;BM;i?2B" ii +F T i?l
A_a BK2/iQ /272" ii +Fb i?27i? M/272M/i?2KX h?mb-Bib TTHB+
bi2T ii +tFb2[m2M+2bX RRHOI QHEBKIKH@EL b2/ 2bTQMb2 bvbi2Kr?2 .
bvbi2K bb2ib+QmH/ #22[mBTT2/rBi? /B772 ' 2Mi+QmMi2°K2 bm 2b;
7BM/i?2 QTiBK H+QK#BM iBQMb Q7 MiB#Q/B2biQ '2/m+2 b2+m Bi\
mb2/ :2M2iB+ H;Q Bi?K iQ QTiBKBx2 i?2 b2H2+iBQM Q7 i?2 bQHmM
i?2B° T°QTQb2/ TT'Q +? /B/ MQi BKiQH2 "M KQ/2H7Q  7mim 2T
+ MBMi"Q/m+2 ?2m;2 +QKTmi iBQM H Qp2'?2 /b7Q" '2T2iBiBp2i bF

. G? b#22M mb2/iQ /2p2HQTKQ/2H@7 22 BMi'mbBQM) @bRPQOMb2 b
22T Z@H2 MBM;iQ /2p2HQTi?2 miQK iB+ "2bTQMb2 bvbi2KX h?2v
IB772 2Mi bvbi2K 7mM+iBQMbX h?2v HbQ /27BM2/i?2 "2r "/ # b2/ (
+QKT QKBb2/- M/ T +F2i2°"Q X h?2 T°QTQb2/._G@# b2/ A_a b?Q
mbBM; 7TBM2@imM2/ ?2vT2 @T ~ K2d3 bxb Q /MMIHRIB22i KX/2H@ 7" 2
# b2/ QM U.22TV Z@G2 MBM;X h?2v /2bB;M2/ i?2 bi i2b b MQ/2
+iBpBiv M/ MQ/2 pmHM2" #BHBivX h?2v +?Qb2 "2r '/ 7TmM+iBQM i
M/ 2t2+miBQM iBK2 Q7 ;Bp2M "2bTQMb2X >Qr2p2 - i?2 +m "2Mi .
? p2H ;2 +iBQM bT +2b-r?B+? K v+ mb2 bHQr +QMp2 ;2M+2 M/
i* BMBM;/ i X h?BbBbMQibmBi #H2 7Q° miQMQKQmb /'BpBM; i bF
i~ 77B+ 2MpB " QMK2Mib ? p2 2tT2MbBp2 +QbibX

IMHBF2 i?2 2tBhiBM: A_a "2b2 “+? #Qp2 mbBM: Q77HBM2 H2 "MBM
7TmMM+iBQM BM . G@# b2/ miQMQKQmb /"BpBM; H;Q Bi?K M/ #mk
i?72 #2bi "2bTQMDb2 # b2/ QM i?2 miBHBiB2b Q7 +QMi QH +QKK M/b "
Q7i?2. G@# b2/ MIQMQKQmb /'BpBM; H;Q Bi?KX



*2 Ti2" ]

oOomHM2 #BHBiv@ r 2- aQ7ir 2
.Bp2 bBiv@# b2/ L2irQ F [/ Ti iB
7Q _2bBHB2Mi aQ7ir 2@.27BM
L2irQ Fb

h?Bb +? Ti2  // ' 2BbRbABHBiv XbhFP?Bb +? Ti2 " Bb# b2/ QMi?2T T2 6
r 2 2bBHB2Mi L2irQ Fb, aQ7ir "2 .Bp2 bBiv@# b2/ L2irQ ' F [ Ti
Al1l1 h” Mb +iBQMb QM L2irQ ' F a2 pB+2b R M ;2K2Mi- kyky (

i XR JQiBp iBQM _2b2 “+? :Q H

AMDbTB 2/ #vi?2 +HQb2 2H iBQMb?BT #2ir22Mi?2/Bp2 bBivQ7bT2
i2KbR@®)e BM7Q K iBQM M/ bQ7ir "2 bbm > M+2 2b2 “+? 2 b 2pQHp2/
QDBQ7ir "2 /IBpRQObRIM? M+2/ EDe@NBNjRKX .m2 iQ i?2 /QKBM Mi i 2M
Q7 bQ7ir "2 KOQMQ+mHIim 2 /2THQVK2Mi 7Q" 277B+B2M+v M/ 2772+
i +F2°'b? p2#22M ;" Mi2/ bB;MB7B+ Mi /p Mi ;2bBMi? i +[mB " BM; |
+QKT QKBb2 bBM;H2 bQ7ir "2 pmHM2"  #BHBiv 2M #H2b i?72 + T #E
BM; Qi?2  ?2QKQ;2M2Qmb bvbi2K +QKTQM2Mib- bm+? b QT2  iBM;

kR
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M/IfQ™ ? "/r "2 T +Re&bh@Q /2Mv i?Bb /p Mi ;2-i?2 +QM+2Ti Q7 /Bp2°
TTHB2/ BM i?2 +v#2 b2+m@3Kiv HBiIQKBm iBQM Q7 bQ7ir "2 72 im 2t
mb2/iQ i?r i +v#2° ii +Fb #v BM+ 2 bBM; mM+2 i BMiviQr /b i ;¢
+ HBM7Q 'K iBOQM T b FMQrMiQ M ii +F2° T 2pBQmbHVX h?2 +QM+]
UJh.Ve@Ry)d? b #22M T ' QTQb2/iQ +? M;2 i?2 ii +tF bm'7 +2 BM Q" /
+2°i BMiv M/ +QM7mbBQM 7Q" ii +F2'b M/ bQ7ir "2 /Bp2 bBiv@# b
HbQ #22M mb2/ b T 'iQ7Jh.i2+?MB[m2bX

~2b2 "+??2 bb?QrMi? ibQ7ir "2 /Bp2 bBivBb +HQb2HvV "2H i2/iQ 2N\
Q7 +QKTmi2® bvbi2K i? i 2 Hib KmHIBTH2 Qmi#°2 Fb Q7 K Hr "2 B
Q++m "BM; rBi? 22i2°Q;2M2Qmb M/ bT REXbI2RM+BMi?R ii2BRAM (H2 i
bQ7ir "2 /Bp2 ' bBiv 2/m+2b K Hr "2 bT 2 /BM; Bb [mBi2 r2HH FMQrl
7Q° Bib 2772+iBp2M2bb eé@e@@KB?2BD2MM(2 HVBM; T?BHQbQT?v 2M
bBKTH2 T BM}rBTH2,TQHV+mHImM 2 2MeQXI +202bi2+n?Biv+2bbB#BHB
i?72 AMi2 M2i-r?B+? 2M #H2b i?2 /Bbi B#miBQM Q7 BM/BpB/m HBx?2
rBi? i72 +QKTmi iBQM HTQr2 iQ T2 ' 7Q K/Bp2 ' bB7B+ iBQM- K bbB
#2+QKBM: 2 HBbiB+ M/ T +iB+ H TT QN&X i@MMMR+HbDORIBI
IBp2 ' bBiv@# b2/ TT ' Q +?2b ? p2 H 2 /v #22M TTHB2/BMp "BQmb
bvbi2I RGY- 7B 2rREHBMi mbBQM /2i2+RBFMMAINKIiPHKDb 2 /2i24HDQ b (

AMT “iB+mH - +QKKQM 2t KTH2 Q7 bQ7ir "2/Bp2'bBivBbi?2mb2
bvbi2Kb UPabV b Jh.bi  i2;v-bm+? b GBMmMt@# b2/ Pab-JB+ QbQ
6°'22"a.@# b2/ Pab- TTH2 BPab- M/ QB/ Pab- Q° TTH2 KR +Pab BN\
)X Hi?Qm;? i?2 #2M27Bi Q7 bQ7ir "2 /Bp2 bBiv b22Kb Q#pBQmb-
BKTH2K2Mi iBQM Q7 miQK iB+ bQ7ir 2 /Bp2NgKivABIb 2/B;i BHQWI+ ?MHDI
T BQ rQ'F? b+QMbB/2 2/ bQ7ir "2/Bp2 bBivK2i'B+b bi?2# bBb it
iIQ# H M+2 M2irQ F+QMM2+iBpBiv M/ bvbi2Kb2+m Bivr?222 +? M
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Bb BM+Q 'TQ" i2/ BMiQ 2biBK iBM; 2 +? MQ/26b bQ7ir "2 /Bp2 bBivX

AM i?Bb rQ F-r2 "2 BMi2 2bi2/ BM /2p2HQTBM; bQ7ir "2 /Bp2 bBiv
bQ7ir "2 /IBp2 bBiv # b2/ QM bQ7ir "2 pmHM2" #BHBiB2b Q7 BMi2 K
"2 +2 #H2iQ i?2 MQ/2X

i Xk S Q#H2K ai i2K2Mi

AM i?Bb rQ F-r2 /2p2HQT bQ7ir "2 /Bp2 bBiv K2i'B+ 7Q" K2 bm'B
i2°’Kb Q7 KBMBKBxBM; b2+m ' Biv pmHM2" #BHBiIiB2b ; BMbi 2TB/2K
bT 2 /BM;Vr?BH2 K BMi BMBM; bm77B+B2Mi H2p2H Q7 M2irQ F +
b2 pB+2 p BH #BHBivX h?2 T QTQb2/ bQ7ir 2 /Bp2 bBiv K2i B+ +
"2H i2/iQ r?B+? irQ MQ/2b b?QmH/ #2 /IBb+QMM2+i2/ Q° +QMM2+i2
BKT ' Qp2/ M2irQ FiQTQHQ;v K22iBM; i?2b2 irQ ;Q Hb- KBMBKBXxBM
K tBKBXBM; M2irQ'F +QMM2+iBpBivX >Qr2p2'- B/2MiB7vBM; i?2 Q
[MB 2b M2tTQM2MiB HbQR®®BAM W BHTIP2EBiN2(T QTQb2 ?22m Bbi
+ HH2/ bQ7ir "2 /Bp2 bBiv@# b2/ / Ti iBQMUa. ViQ ;2M2 i2 #2ii2
Bb "2bBHB2Mi ; BMbi 2TB/2KB+ ii +FbrBi? bm77B+B2MiHv ?B;? N
I2THQVK2Mi +Qbi Bb ++2Ti #H2X g2 H2pRR2 rPB+NHM i BIQRM M Q2 &
iQ /2b+ B#2i?22 T Q+2bb Q" T i?b Q7 bQK2 HB[mB/ T bbBM; i?°Qm;?
#QM/ T2 +QH iBOM 7' QK i?Bb i?2Q viQ KQ/2H M/ M Hvx2 ii +FT"
+Qp2'vT QaBbdIRX+QHB KRQYM 2KQpBRRBM @VRY/ (Q KQ/2H M ii +F2
#2? pBQ  BM +QKT QKBbBM; MQi?2  MQ/2-r?2'2BM i?2 MQ/2 #2B N\
i?72 MQ/2 #2BM; +QKT QKBb2/ UBM72+i2/V #vi?2 ii +F2 X h?Bb H2 /
2/:2b "QmM/i?2 MQ/2iQ "27H2+i Bib 7 BHmM 2 Q' Bib BbQH iBQM #v
UA.a\QM/ T2 +QBbiB@RI/ iQ KQ/2H i?2 / Ti iBQM Q7 2/;2b #2ir22M M
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+QMM2+i2/ MQ/2b rBi? ?B;? b2+m BivpmHM2 #BHBiv U2X;X-irQ +
bQ7ir "2 T +F ;2 BMbi HH2/ Q° M2B;?#Q"  MQ/2 ? b ?B;? bQ7ir "2 p
M2+i2/ r?BH2 /I Bb+QMM2+i2/ MQ/2b rBi? HQrQ MQ b2+m BivpmHM?2
MQ/2b mbBM; /B772 2MibQ7ir "2rBi? HQr bQ7ir 2 pmHM2  #BHBi\
M2irQ FX

iXj E2v *QMi'B#miBQMb
g2 K /2 i?2 7TQHRAZwBRMi B#nBiB QM rQ " F,

Ch?BbrQ FBbi?27B bii? ii F2b KmHiB/Bb+BTHBM v TT Q +7
+QKTmi2 b+B2M+206b bQ7ir "2 /Bp2 bBiviQ 2M? M+2 +v#2 b2+
"2iB+ M2irQ F "2bBHB2M+2 i2+?MB[m2b iQ bim/v i?2 2772+i Q7 |
+QMM2+iBpBiv mM/2 2TB/2KB+ ii +FbX hQ #2 bT2+B7B+- r2 /2
bi®> i2;B2b i? i /2i2 ' KBM2 r?2i?2 iQ /I Q "2KQp2 2/;2b #2ir22N\
;Bp2M M2irQ F- BKBM; iQ KBMBKBx2 M2irQ'"F pmHM2" #BHBIB
r’BH2 K BMi BMBM; K tBKmK M2irQ'F +QMM2+iBpBivX :Bp2M i?
rBi? b2iQ7bQ7ir "2Ur2+ HHBi 6bQ7ir 2T +F ;26V-r2BMp2b
M/ pmHM2' #BHBiv /2T2M/BM; QM ?Qr M2irQ ' FiQTQHQ;v Bb +
ii +F2°b r?Q + M 2tTHQBIi i?2 pmHM2" #BHBiB2b # b2/ QM i?2E
pmHM2 #BHBiB2bX

C Qg2 /2p2HQT MQp2H bQ7ir "2 /Bp2 bBivK2i'B+i? i K2 bm 2b M
H2p2H- 2T 2b2MiBM; #Qi? i?2 pmHM2" #BHBiB2b Q7 ii +F T i?
i?72 M2irQ'F +QMM2+iBpBivX hQ KBMBKBxXx2 +QKTmi iBQM H +Q
MQ/26b bQ7ir 2 /Bp2 bBiv # b2/ QM ii +F T i? pmHM2" #BHBiv:



KYKY Fq-+ié 02 Oné k8

F@?QT HQ+ H M2B;?#Q°?QQ/ Q7 i?2 MQ/2X h?Bb TT ' Q +? T Q
iQ +QKTmi2 2 +? MQ/26b bQ7ir "2 /Bp2 bBivX hQ T Qp2i?2 2772
/Bp2 bBiv K2i'B+-r2 mb2 Bi bi?2 + Bi2’BQM iQ /2i2 " KBM2 r?2i-
2/:2 #2ir22M irQ MQ/2bX

C Hi?Qm;? KQbi bQ7ir "2 /Bp2 ' bBiv@# b2/ M2irQ " FiQTQHQ;v [/ T
b?m77HBM; i?2 ivT2b Q7 b@%2ieRed MmF rQbH i F2b QM2 bi2T 7m
#v +? M;BM; M2irQ FiQTQHQ;v-r?B+? Bb T Qp2M Km+? KQ 2 27
b?m77HBM; +QmMi2 T i U2X;X- ;" T? +QHQ BM;V BM "2/m+BM;
i +Fbr?BH2 K tBKBxBM; i?2 M2irQ'F +QMM2+iBpBivX 6m i?2 -r
bQ7ir "2 /Bp2 bBiv #v #Qi? K BMi BMBM; i?2 mb2 Q7 /B772 2Mi &
M/ KBMBKBxBM; b2+m Biv pmHM2  #BHBiv BM 2 +? MQ/26b 2;C
rBi?B@?QTV-r?B+? ? b MQi #22M +QMbB/2 2/ BM i?2 bi i2@ Q7
T QTQb2/bQ7ir "2/Bp2 bBiv@# b2/ M2irQ'F / Ti iBQMb "2 HB;-
#H2 QT2 iBQM H +Qbir?BH2 +?B2pBM; KBMBKmK b2+m Biv [
M2irQ"F +QMM2+iBpBiv-r?B+? QT2Mb /QQ 7Q i?2 TTHB+ #Bt
+QMi2bi2/ M2irQ'F 2MpB QMK2MibX

Cg2p HB/ i2i?22QmiT2 7Q K M+2Q7i?2T ' QTQb2/a. bi  i2;v#v +
?22MbBp2 +QKT " iBp2 T2'7Q K M+2 M HvbBb rBi? i?2 7TQHHQrB
i XeXkMQM@ / Ti iBQM-" M/QK / Ti iBQM-; T?@+QHQ BM;- N
T 'QTQDb2/a. bi  i2;B2bX g2 M Hvx2i?22772+i Q7 F2v /2bB;M T
rQ F /2MbBiv- ii +F /2MbBiv- M/ i?2 MmK#2 Q7 bQ7ir "2 T +F ;
T2 7Q°K M+2 K2i'B+bjMBXRBR2XBQM bBx2 Q7 i?2 ;B Mi +QKTQM
iBQM Q7 mM/2i2+i2/ +QKT QKBb2/ MQ/2b- bQ7ir "2 /Bp2 bBiv H2
b?m77HBM; THmb M2irQ F iQTQHQ:;v / Ti iBQM +QbibVX g2 p |
Q7 Qm > a. b+?2K2 BM i?°22 "2 H M2irQ FiQTQHQ:;B2b +Qp2 BI
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ke " 60a0Té b
/2Mb2- M/ bT b2 UHQNYXMEMrQ?Eb-(Q T Q7QmM/HV mM/2 bi M/ i
p "BQmb M2irQ'F +? ~ +i2 ' BbiB+b-r2 +QM/m+i b2MbBiBpBiv M
mbBM; i?2 1°/°b@_OGMvB U1l _V M2irQ 'F KQ/2H M/ M Hvx2 i?2"°
+QMbi> BMib-r2 TH +2i?2b2 "2bmHib 7Q" i?22] X KXW M) F2BM a2
TT2M/BtX

g2 rBHH /Bb+mbb i?2 Mbr2 b iQ i?2 “2b2 “$RdNMA2bBIKMbBR M @ &1+iB
7BM/BM:b BNIX&2+iBQM

jX9 avbi2K JQ/2H

h?Bb b2+iBQM /Bb+mbb2b Qm" > bvbi2K KQ/2HBM i2 Kb Q7 i?2 M2irQ"
ii +F KQ/2H- M/ i?2/272Mb2 KQ/2HX

jX9XR L2irQ F JQ/2H

AM i?Bb rQ F-r2 bbmK2i? iQm T'QTQb2/ M2irQ'F / Ti iBQM bi i
M2irQ Fb rBi? KmHIBTH2 +QMi"QHH2'bi? i+ M;Qp2 M T “iBiBQM C
B+ H2t KTH2b BM+Hm/2 bQ7ir "2@/27BM2/ M2irQ F Ua.LV r?2°2 2
#v i?72 QM2 Q  KQ 2 a.L +QMi QHH23®-BiMBR/;RbBOMZIMiGBN; AMi2 M2
h?BM;b UAQhV bvbi2K rBi? bQK2 2/:2 /2pB+2b Q" MQ/2b p BH #H2 i
i bFIRY)R rB 2H2bb b2MbQ  M2irQ F rBi? KmBIJB TMR +ABabi2+ 78+ /]
KQ#BH2 / ?2Q+ M2irQ F rBi? /2+2Mi’ HBx2/ +QMi 'QHH2 b BM +? ;2
MQ/XKNK AM “2+QM7B;m j&HRakieRfREY)- 2:BQM H+QMi"QHH2 b
a.L +QMi'QHH2 UbV- Q" Mv Qi?2  M2irQ ' F +QMi'QHH2 UbV BM ;2M
BMi?2 T°Q; KK #H2 brBi+?2biQ '2+QM7B;m 2 HQ;B+ H M2irQ F i



KY:Y b- fe Kiz2fa kd

S2'BQ/B+ BM7Q K iBQM 2t+? M;2 #2ir22M MQ/2b M/ i?2 “2;BQM H
2Mbm 2 b2 KH2bb QT2 iBQMb Q7 i?2 bvbi2KX >Qr2p2 - bBM+2 2
p Hm2- r?B+? Bb mb2/iQ K F2 /2+BbBQM QM 2/;2 / Ti iBQM UBX2
Bb +QKTmi2/ HQ+ HHv #v 2 +?2 MQ/2- "2:BQM H +QQ /BM iQ  QMH
/Bp2 bBivp Hm2b Q7 M2B;?#Q  MQ/2b "QmM/ i “;2i MQ/2- M/ BM7C
2/:2biQ //Q  "2KQp2# b2/ QMi?22biBK i2/° MFbX JQ 2Qp2 -i?2"
M2B:?#Q  MQ/2b "QmM/ i “:2iMQ/2Bb QMHV T2 BQ/B+ HHvT2'7Q"
M/ Bi /Q2b MQi "2[mB 2 ?B;? +QKKmMB+ iBQM Qp2°22 / 7Q 2 +2 N
i72 °2:BQM H +QQ /BM iQ X

i2KTQ  HM2irQ ' FBb M mM/B 2+i2/ M2irQ F 7Q  r?B+? i?2 iQTQHC
Q++m'b /m2 iQ MQ/2 7 BHM 2b Q° MQ/2b #2BM; +QKT QKBb2/ #v
M2irQ " F K v +? M;2 Bib iQTQHQ;v r?2M / Ti iBQM bi® i2;:B2b "2 T2
#2ir22M irQ MQ/2b Q° /IBb+QMM2+iBM; HH i?2 2/;2b bbQ+B i2/ rB
KBiB; i2i?2bT 2/ Q7 BM72+iBQM Qp2 i?2 M2irQ ' FX g2 mb2 M BNM
MQI¥Y¥ M/ +? ° +i2 Bx2 Bib ii B#mi2b b [XOXIB#2/ BM a2+iBQM

M2/:2 #2ir22M MQ/2b + M#2 QM M/ Q77 /2T2M/BM; QM i?2 /vM KB+t
MQ/2 "2+Qp2'v- Q  2/;2 / Ti iBQMb UBX2X- M 2/;2 + M #2 [/2/ Q"
M /D +2M+v KBMQ /2 iQ F22T i  +F Q7 /B 2+i Q BM/B 2+i +QMM?2
#2ir22M MQ/2m;r22 BM/B+ i2b i?2°2 2tBbib M 2/;2 #Rjre2BHIQ/2b

a; =0 BM/B+ i2b i? i MQ 2/;2 2tBbibX

AMQ'/2°7Q 2 +? MQ/2iQ 277B+B2MiHv 2biBK i2 Bib bQ7ir "2 /Bp2"
#BHBiB2b Q7 ii +F T i?b 2 +? #H2 iQ i?2 MQ/2- Bi QMHvV +QMbB/?2
k@?QT /Bbi M+2 7" QK @ PQAHQ h?HIM2irQ " F Bb mb2/ 7Q° 2 +? MQ/2
bQ7ir "2 /IBp2 bBivp Hm2 #v +QMbB/2 " BM; i?2 pmHM2  #BHBiB2b C
M2irQ FX
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Hi7Qm;? r2 miBHBx2 bm77B+B2MiX,XbIR QH pVHMBR2/Q2b MQi mM/2'
i?72 pmHM2" #BHBIiIB2b Q7 TQbbB#H2 ii +FKTKR?MEBE2? mbR mbiEA2; bK
Bb M2 “#v rBi?BM i?2 HQ+ H M2irQ ' FX 6Q" 2t KTH2- B7 M ii +F2°
T 'iB+mH i ;2iMQ/2-Bi K vi VKmMHIBTH2 ii +F T i?br?2°22 +? |
BMi2 K2/B i2 MQ/2bX q?2M i?2 ii +F T i? Bb HQM;- Bi K2 Mbi?2 pm
MQ/2Bb HQr bi?2 ii +F2°M22/biQ +QKT QKBb2 HHi?2BMi2 K2/B
+QKT ' QKBb2i?2i “;2i MQ/2X >Qr2p2 -r?2Mi?2 T i? H2M;i? Bb bK H
[2+°2 b2 i?2 ii +F T i? pmHM2" #BHBiv #2+ mb2 i?2 ii +F2 Bb +HQ

g2 bbmK2i? i bQ7ir "2 T +F ;2b BMbi HH2/ BM 2 +? MQ/2 M/ i?2 bt
BM7Q K iBQM "2 ;Bp2M iQ i?2 "2;BQM H +QQ /BM iQ  BM i?2 BMBIE
AM //BiBQM-r2 bbmK2i? i2 +? MQ/2 Bb HbQ r2HH BM7Q K2/ #Qm
BM7Q K iBQM bbQ+B i2/ rBi? i?2 bQ7ir "2 T +F ;2b BMbi HH2/ BM i
k@?QT HQ+ HM2irQ FX g2 bbmK2i? ii?2 +? M;2b Q7 M2irQ FiQTQ
MQ/2 7 BHmM 2b Q" M2irQ F / Ti iBQMb BM i?Bb rQ FX

[IBM; Q° "2KQpBM; M 2/;2 #2ir22M irQ MQ/2b "2[mB 2b b2+m 2 +Q
i?2KX 1p2M B7 i?2v "2 rBi?BM rB 2H2bb * M;2 Q7 2 +? Qi?2" #mi |/
7Q b2+m 2 +QKKmMB+ iBQMb- i?2v "2 MQi HQ;B+ HHv +QMM2+i2
QTiBK HM2irQ'FiQTQHQ;vr?B+? Bb '2bBHB2Mi ; BMbi 2TB/2KB+ i
+QMM2+iBpBivBb# b2/ QM HQ;B+ HM2irQ FiQTQHQ;vX

iX9Xk LQ/2 JQ/2H

1 +?2 MQBb +? ° +i2 Bx2/ #v Bib ii'B#mi2b b 7QHHQrb,

CLQ/R6b bi imb QM r?2i?2"  Bi Bb +iBp2 Q  MQi UBX2X-? b bm77¢
bBp2M2bb “2; "/H2bb Q7 #2BM; +QKT QKBHBMQB MEBEM: (2RiQ 2/



KY:Y b- fe Kiz2fa k N

Bi Bb HBP2QU M@QiW "2bT2+iBp2Hvc

CLQ/RSb bi imb QM r?2i?2° i?2 MQ/2 BbWAKTMQ@PKBYI2KB+ ii +F Q°
MQF@V- /2MQiRd &v

CLQ/R6b bQ7ir "2 T +F ;2 BMbi HH2/- 2T 2b2MiBM; i?2 /IBp2 bB7
bBQM Q7 i?2 b K2 bQ7ir "2 T°QpB/BM; i?2 b K2 7TmM+iBQM HBI\
i?2 r2HH@FMQrM bQ7ir "2 /Bp2 bB7M® pR Qu\B QTM TQ QB2NKKEH\2/
h?Bb +QM+2Ti K2 Mbi? i bQ7ir "'2? bKmHIBTH2 BM/2T2M/2Mi |
i?2b2 /IB772 2Mi BKTH2K2Mi iBQMb Q7 i?2 bQ7ir "2 + M biBHH
HBiB2b- bBM+2 i?2 BKTH2K2Mi iBQMb "2 /B772 2Mi i?2v M im
pmHM2" #BHBiB2bX 6QHHQrBM; i?Bb +QM+2Ti-r2 KQ/2Hi?2 MQ
/2MQi2/s#vrBi? HBKBi2/ MmMK#2' Q7 bQ7ir "2NL-+FQ; 2% ip BH #H
Bb M BMi2;2 - TIM;X BIM2 MQ/26b bQ7ir "2 T +F ;2 ivT2 bi vb i
/Im"BM; i?2 / Ti iBQM T Q+2bb M/ Qm a. H;Q Bi?K BKbiQ M
2/;2b #2ir22M irQ MQ/2b iQ KBMBKBx2 b2+m BivpmHM2 #BHBiv
+QMM2+iBpBivX >Qr2p2 - 2;BQM H +QQ /BM iQ b?QmH/ ? p2
T +F ;2 BM7Q 'K iBQM Q7 i?2 MQ/2b mM/2  Bib '2;BQM /m BM; i?

CLQ/Rbb /2;°22 Q7 bQ7ir "84/Bp2QbBiT2vbB+ H K2 MBM; Bb 2Qr /
MQiBab bQ7ir "2 T +F :2Bb 7 QK Bib M2B:?2#Q bX3t?BGQK T TMi iB
/Bp2 bBiv "2 /2b+ B&BICBM/L[X U

CLQ/R6b bQ7ir "2 pmHBRV BBHBAWUK2 b i?2 bQ7ir "2 pmHM2" #B|
bQ7ir "2 T +F :2 U+QKT BbBM; KmHIBTH2 bQ7ir "RXTh@2n+ibV I
bQ7ir "2 pmHM2" #BHBiv QE-b/QMOI2/MWwBbL 2biBK i2/ #v,

Y
vulg =1 Q  w); UjXRV

k2S



+Nzy 1 kY p aéy z20a0 -A'Z §. bAA
"

O -A27 2 MY 'A & 2
Oa 'z

TA/TAQéT2 MY i

O N«

iy Té
r?2°2 °272°biQ b2iQ7bQ7ir 2T Q/m+ibsEKMDQR7kr iRiM2F ;2
bQ7ir "2 T°QRr+MBMBb pmHM2" #BKBib@7iri?2 T °Q/m+i 2biBK i2
# b2/ QM *0aa b+Q 2b/BpB/2/ #vi?2 K tBKmKvil &bp+ HH+HBiRZ X -
b #Qp2 #2+ mb2 bQ7is BbTpmHM2  #H2 r?2M Mv bBM;H2 bQ7ir
+QMi BM2/ rBi?BM Bb pmHM2'i Bt2BXMbimm AHQb2BMB b BiX "2 T +F
h?2M- MQbB2bQ7ir "2 pmHBWY BBHRBiw K iQ i?72 bQ7ir "2 pmHM2°
bQ7ir "2 T sFWu VX

''b2/ QM i?2 #Qp2 7Bp2 ii'BEmR2b-+MDBX2/ #v,
M Q (i3 = [na;; nci; Si; SG;; svi]: UjXkVv

A7 ii HFR2:2ib pmHM2 #UBXRQX/-2 MQ/2i? i 2 b MQi #22M +QKT QKIE
r?B+? Bb QM2 Q7 Bib /B '2+i M2B;?#Q b-ji BMT7T 2-#u#¥@BAQiR?7 #WMQ/2
i-Bb2biBK i2/# b2/ QM i?2 T Q# #BMRINT HPQIBM QY72 pmHM2" #BHBIiv
i6bbQ7ir "2 Ts»M q22biBK i2i?Bb T Q# #BHBOD#H o B/MI2M MEHBiv iQ M
j-2biBK i2Ef9y ( 8
E1 B7%(s)>0c
= o UjXjVv

Y Qi?2 rBb2-

r?2°2 Bb p2+iQ° Q7 bQ7ir "2 T 4F?;pbH2i M2 #Qmi i?2B" b2+m Bi
M2 #BHBiB2bX 6Q  2tjKAMIQrbii?2FR2MHM?2"° #BHBiB2b Q7 bQ7ir "2 T
j KQM; 8 T +F ;2b p BH #H2X Ai=Hb 0,2, Q)2 /AW i?Bb + b2- i?2 bmK
i BM/B+ i2b i?2 iQi HMmK#2" Q7 bQ7ir "2 T 4FFMQrbQ? 22B2+m 1B ivF
PMHM2  #BHBiB2b M/ bQ + M 2tTHQBIiX LQi2i? i Bi Bbj #QM @B+ p +
T QKBb2b MBQ/2+QMM Bbb M+2 2p2MB7i?2B BMbi HH2/ bQ7ir "2 T
Si6 s X >28% 272 b iQ i?2 pmHM2" #BHBiv Q7rB@F + 2MT#2F2b2BK 2/



KY:Y b- fe Kiz2fa IR

# b2/ QM i?2 /2:°22 Q7 *QKKQM omHM2  #BHBiB2b M/ 1tTQbm 2b
omHM2 #BHBiv a+Q BM; avbi2K URBgAKV b2p2 Biv b+Q 2 (

iX9Xj ii +F JQ/2H

h?Bb rQ F /2 Hb rBi? irQ bi :2b Q7 ii +F #2? pBQ b, M QmibB/2 ii +
+QKT QKBb2/ M/ M BMbB/2 ii +F2° 7i2  i?2 MQ/2 Bb +QKT QKBb2

URV LQ/2 *QKT QKBDb2 #v 1TB/2KB2+IQMEB/2  i?2X6TB+2KB2/ii +F

i? i /2b+ B#2b M ii +F2°6b BM72+iBQM #2? pBQ  # b2/ QM M 2TB/
Uamb+2TiB#H2@AM72+i2RBRXKQEBYW-KQ/QkmibB/2 ii +F2° + M +QK
i72 MQ/2b /B 2+iHv +QMM2+i2/ iQ Bib2H7- Bib /B 2+i M2B;?#Q b- |
b2iiBM;b Q  7BH2bX hvTB+ H 2t KTH2b+2M 'BQbBM+HmM/2i?2bT 2
+ MbT 2 /K Hr "2b Q" pB mb2b pB KQ#BH2 /2pB+2bX KQ#BH2 /2
K Hr "2-bm+? b h'QD M?Q b2-i?mb +iBM; b #Qi+HB2MiiQ 2+2I
7°QK "2KQIi2 BRY®n( i?2 -rQ K@HBF2 ii +Fb "2TQTmH “BMrB 2t
r?72°2i22b2MbQ rQ K ii +F2 b2M/b K2bb ;2iQ 2tTHQBii?2bQ7ir °
iQ + mb2 +  b? Q i F2 +QMi QHR ORHXMbIQ+ AMBOM B QKT QKBb2 Bib
/B 2+i M2B 22 MQH2b2b bQ7ir "2 T +F ;2 iP + M 2AHQBI #2+ mb2
i?72 ii +F2° FMQrb i?2 pmHM2 > #BHBiv Q7 i?2 bQ7ir "2 TstBh2X h?B
i?72 b K25 Q" ii +FH2 "M2b pmHM2" #BHBiv BM($72 UVX dBXMX -

ii +F2Bb BMbi HH2/rBi? T "iB+mHS bR7ibb@R24HP j2ii FAFQTb

i?2 pmHM2" #BHBiv Q7 Bib Qr¥ % QirH2+T MAH22 M i?2 pmHM2 #BH
Q7 Qi?2 bQ7ir "2 T +F ;2b Hi?Qm;? Bi M22/b iQ +QKKBi KQ 2 iBK2
i72 BM7Q K iBQM Q7 i?2B " b2+m BidpmphM B2 ¥ BB BIilBi R BiXb i@ /42F 2°
QM i?2b2 irQ + b2b Bb "27KRXiaPBM MBRU2 QKT QKBLBb MQudh



+Nzy 1 kY p aéy z20a0 -A'Z §. bAA
"

O -A27 2 MY 'A & 2
Oa 'z

TA/TAQéT2 MY i

O N«

K 1é
Bb +? M;2/ 7°QK 8bmb+2TiB#H20 iQ 6BMT7 B+hi MO BN/ Bi+ +B ;X % ? 2\O
MQi2 M BM72+i Qi?2° MQ/2b M/ H2 "M i?2B  bQ7ir "2 pmHM2" #BHE

BiX h?2 ii +F T°Q+2/m 2b "2 /2b+ MBBM P HTQ M BtK

UKV J HB+BQmb "2? pBQ Q7 *QKT QKBb2/ LQ/2b IM/2AiR2WMB#V i?2
M BMi'mbBQM /2i2+iBQM bvbi2K UA.aV Bb bbmK2/iQ #2 TH +2/ BN\
MQi #2 /2i2+i2/ #vi?2 A.a M/i?2 BMbB/2 ii +F2  + M T2 7Q K K HB-
T +F2i/"QTTBM; ii +Fb U2X;X-:  vQ #H +F ?QH2 ii +FbV-/ i 2t7B
Q7@b2 pB+2 U.QaV ii +FbiQ +QKT QKBb2i?2 b2+m Biv:Q Hb BM i
BMi2; Biv- M/ p BtR#XHBIv (

jX8 S ' QTQb2/ TT Q +?, aQ7ir "2 .Bp2 bBivO#

i iIBOQM Ua. V H:Q Bi?K .2bB:M

AM i?Bb b2+iBQM-r2 /2b+ B#2 Qm  T'QTQb2/ bQ7ir 2 /Bp2 bBiv #
"Bi?K /2bB;M BM /2i BHX a. mb2b bQ7ir "2 /Bp2 bBiv b F2v /2i2"
iQ T2 +QH i2 UBX2X- // Q  "2KQp2V 7Q" KBiB; iBM; i?2 bT 2 /BM;
ii +F2°b M/ HbQ iQ K tBKBxXx2 i?2 M2irQ ' F +QMM2+iBpBiv7Q  M2ir(

JX8XR aQ7ir "2 .Bp2 bBiv J2i B+

MQ/26b pmHM2  #BHBiv Bb +QKKQMHV +QKTmi2/ # b2/ @M i?2 bQ"
e§X >Qr2p2 -B7i?2MQ/2 Bb +QMM2+i2/ rBi? K Mv Qi?2  MQ/2b i? i
+QMM2+i2/- Bib TQi2MiB H pmHM2" #BHBiv Bb MQi bBKTHv “2bi B
bQ7ir "2 T +F ;2X g2 mb2 # Q /2  +QM+2Ti Q7 MQ/2 pmHM2" #BH
PMHM2 #BHBiB2b Q7 ii +F T i?b "2 +? #H2 iQ 2 +? MQ/2X hQ #2ii



kYoYy b/ ain O Ne/q Oié i

#2ir22M MQ/2 pmHM2" #BHBiv M/ M2irQ FIiQTQH® ;vMr2imiBHBx2 ©M
+ Mi F2iQ bm++2bb7mHHV +QKT QKBb2 i “;2i MQ/2X h? i Bb- BN
i ;20 MQ/2-i?2 ii +F2° M22/b iQ +QKT QKBb2 HH BMi2 K2/B i2 MC
>2M+2-r2 2biBK i2 2 +? MQ/26b bQ7ir "2 /Bp2 bBivp Hm2 b i?2 T
"Q#mbi ; BMbi pmHM2® #BHBIB\Ph720K? #HFiDQ i?R MQ/2X

hQ i?Bb 2M/- r2 +QMbB/2" i?2 b?Q i2biKI@i?Q TUBLI XM K2 tB Kb/ #2ir?2
#QmM/ v MQ/2b UBX2X-MQ/2bBMi?2#QmM/ "vQ7 i ;2iMQ/26bH
b ii +F T i?bX AM //BiBQM-iQ “2/m+2 i?2 +QKTH2tBiv Q7 K2 bm"
/IBp2 ' bBiv- r2 mb2 HBKBi2/ MmK#2 Q7 ili-«R2ZIr 2720+ P2M Qi 2/ Btvi
KQiKi@?QT /Bbi M+2X hob, DiIOMQ/22 /IBp2 bBivi#+iF2T QMW rR@BMT

/IBbi M+2 7"QK /N Q@ Qi29d#k;1)- Bb /27BM2/ #v,

sdi(k;1) := Y (1 apv); UjXxov
iz T
r22°2T Bb b2i Q7 ii +F T i?b p BH #WR2IQ#MQI2QM i?2B" ?B:?22bi |
M2  #BHEBapd Bb i22 pmHM2® #BHBiv QF iQM@/@ER TKABKmMK 2QT
/Bbi MX2AM Q /2" iQ +QMbB/2  i?2 K tBKmK MmK#2° Q7 MQ/2b bbQ
T i?b-r2 +QMbB/2  /BbDQBMi2/ iji6ohFBIMIN?D QRX2X#@raM/ "v MQ/2b
MQiX

iX8Xk aQ7ir "2 .Bp2 ' bBiv@# b2/ "QM/S2 +QH iBQM 7Q"
i iBQM

h?2 /2bB;M Q#D2+iBp2 Q7 a. BbiQ /2+B/2r?B+?2/;2biQ // Q" "2KQ
i?72 bBx2 Q7 i?2 ;B Mi +QKTQM2Mi UBX2X-i?2H “:2bi M2irQ F +Hmb



+Nzy 1 kY p aéy z20a0 -A 'Z .

b 1/0&
j9 q 5 b

T
A

H:Q Bi?KaR7ir 2 .Bp2 bBiv@# b2/ / Ti iBQM Ua. V

RN h?2iQi HMmK#2 Q7 MQ/2b BM M2irQ F
k,.L P2+iQ  +QMi BMBM; i?2 MmK#2 Q7 "2KQp2/2/;2b T2 MQ/2
M /D +2M+v K i'Bt 7Q" ;Bp2M M2ir@) FQBEL2ZH2K2M]

i,

9,a P2+iQ Q7 bQ7ir "2 T +F ;2b BMbi HH2/ QR27 QEQ/2b;KBi? 2H2K2 M|

8,a0 P2+iQ Q7 i?2 pmHM2  #BHBiB2b bbQ+B i2/ rBi? bQ7ir "2 T +F ;2

e k 2QT /Bbi M+2 ;Bp2M BM MQ/26b HQ+ H M2irQ F

d| K tBKmK MmK#2° Q7 ii +F T i?b +QMbB/2°2/7Q" 2biBK iBM: MQ/2

3, i2°2b?QH/ 272 °BM; iQi?27 +iBQM Q7 2/20 iQAHA/2IKQR™MW r?2M
>0

N, © M /D +2M+v K i"Bt 7i2°2/;2b "2 [/ Ti2/ BM ai2T R

Ry, M /D +2M+v K i'Bt 7i2°2/;2b ~2 [/ Ti2/ BM ai2T k

RR,

Rk, %= a. (.L; ;aaok;l )

Rj,

R9ai2T R%=a." (.L; :d). _2KQp2 2/;2b #2ir22M irQ MQ/2b rBi? i?2 b K2 b
T +F ;2 # b2/ QM H;BMi?K TT2M/BtVX

RS,

Reai2T k,// Q> "2KQp2 2/;2b HQ+ HHv # b2/ QM i?2 > MFb Q7 i?2 bQ7ir 2/
2biBK i2/ BMjXBoMUXd U H;Q BiNKWBM i?2 TT2M/BtV

Rda. Pp2+iQ° Q7 bQ7ir "2 /Bp2 bBiv r?3d02k2) +?2I22K201 QU Q 7ir "2
/IBp2 ' bBivp HMm2 r?2MmiK&QbIQ7 ii +F T i?b "2 +QMbB/2°2/r?2 22 +?
2 b i KEK@?QT H2M;i?X

R3So Pp2+iQ° Q7 2biBK i2/ K tBK H ii +F T i? pmHM2" #BHBiB2b bbQ+B
H:Q Bi®PBM i?2 TT2M/BtX

RN+ M/B/ i2 Db2iQ7 2/;2+ MI/B/ i2b . H;Q Bi2KM/dBM i?2 TT2M/BtX

ky,hlocal-Tglobal = 251 . L: ¢ ) _ a2i2/;2 / Ti iBQM #m/;2i # b2/ BBMH;Q Bi?|
i?72 TT2M/BtX

kRB7> 0i?2M

kk, + M/B/ £:1 * ( ®a.;ao0 g So; hloca v

Kij, . H;Q Bi®BM i?2 TT2M/Bt 7TBH2X
k9,2Hb?2

k8, + M/B/ i2:1_*( %a.;ao0 g So; hloca v

ke, . H;Q Bi®BM i?2 TT2M/Bt 7BH2X
kd,2M/ B7

k3, %= / TiLh( %+ M/B/ ;iflocaTgloba.

kN, . H;Q BiBEM i?2 TT2M/Bt 7BH2X
jy, 2im> MO

BM; M2irQ F +QMM2+iBpBiv M/ iQ KBMBKBx2 i?2 7° +iBQM Q7 MQ/
2TB/2KB+ ii +Fb rBi? KBMBKmMK /272Mb2jX@XiR/I27BM2/ BM a2+iBQN

g2 ? p2irQ i bFb iQ /2i2 ' KBM2 r?B+? 2/;2biQ 2KQp2 Q" // b 7QHHC



kYoY b/ ain O Ne/q Ol1é i8

RXbiBK i2i?2; BMQ HQbb b "2bmHi Q7 "2KQpBM; Q" //BM; M 2
7 QK i?2/B772 2M+2 #2ir22M MQ/26b +m " 2Mi bQ7ir "2 /Bp2 bl
bQ7ir "2 /Bp2 bBivp Hm2 B7 i?2 2/;2 / Ti iBQM BIf X hQ#2ir22\
[2i2°KBM2 B7 //BM; M 2/;2 #2Nr2 Bl #2XM2BB+B H- r2 +QKTmi2 i-
r "2 /Bp2 bBivUa.V/B772 2M+2 #v +QKT "BM; i?2 a. #27Q°2 M/
#2ir22M MQWRlb,

SDgfisi ) =(sd  sd)+(sd  sd); Ujxsv

[22°2-7Q  +QMdBIEMDbMSd = sd(kl)- r?B+? "2 /27BMP{BM 1[X U
s Mk “2i?2 2tT2+i2/ bQ7ir "2 /Bp2 bBiv MHN722 QM @Q22b
Bb //2/X h?2 KQbi T'QKBbBM: + M/B/ i22/:2iQ #2 //2/ b?QmH/
HQr3Bfg(ij) X h?2 2tT2+i2/ bQ7ir "2 /Bp2 bBivi@g HMBIBQRM@?2 M
2/;2 rBi? M@ bBKTHV Q#i BM2/ #v

sd’=sd(1l sv pv); UjXeV

r?2°® Bbi?2bQ7ir "2 pmHM2 > #BHBiv Q7 i?2bQ7iri BBX®K:2 BN
ssV. M# Bbi?2 2biBK i2/ ii +F T i? ppgm @M 2M #B HEiT i? 7°QK MQ/2
j iQ #QmM/ ‘v MQ/J BMMHWOQG/2 M2irQ RBXpvh Bb BD2 2biBK iBQM
Q7 ii +F T i? pmHRp2 QABWBIM +F T i? 7 QKOM@R@mM/ ‘v MQ/2
BM M@/ HQ+ H M2irQ F i7>Qd ;BobM@B/KRBH "Hv Q#i BM2/X hQ /2i
B7 "2KQpBM; i?2 2/;2 #2irMMBM @2027B+B H- r2 +QKTmi2 i?2 |
/IBp2 bBiv/B772 2M+2 #v,

SD7gfyi) = (sd’ sd)+(sd sd); UjXdv



	Titlepage
	Abstract
	Acknowledgements
	List of Figures
	List of Tables
	Introduction
	Motivation
	Research Goal
	Contribution
	Structure of the Dissertation

	Literature Review
	Network Resilience
	Network Resilience in Network Science
	Network Resilience in Computer Science

	Shuffling-based Network Topology Adaptations for Resilient Networks
	Deep Reinforcement Learning-based Approaches for Resilient Cyber-Physical Systems
	DRL-based Network Adaptations
	DRL-based System Optimization for Wireless Sensor Networks

	Intrusion Detection Systems and Intrusion Response Systems
	Intrusion Detection Systems
	Intrusion Response Systems


	Vulnerability-Aware, Software Diversity-based Network Adaptation for Resilient Software-Defined Networks
	Motivation & Research Goal
	Problem Statement
	Key Contributions
	System Model
	Network Model
	Node Model
	Attack Model

	SDA Algorithm Design
	Software Diversity Metric
	Software Diversity-based Bond Percolation for Network Adaptation
	Practical Operations of the SDA Algorithm

	Experimental Setup
	Performance Metrics
	Counterpart Baseline Schemes for Performance Comparison
	Environment Setup

	Numerical Results & Analysis
	Comparative Performance Analysis under a Dense Network
	Comparative Performance Analysis Under a Medium Network
	Comparative Performance Analysis Under a Sparse Network

	Key Findings

	Deep Reinforcement Learning-based Vulnerability-Aware Network Adaptations for Resilient Software-Defined Networks
	Motivation & Research Goal
	Problem Statement
	Key Contributions
	System Model
	Network Model
	Node Model
	Attack Model

	Proposed Approach: Deep Reinforcement Learning-based Network Adaptations
	Vulnerability Ranking of Edges and Nodes (VREN)
	Fractal-based Solution Search (FSS)
	DRL-based Budget Adaptation
	Greedy MTD Using Density Optimization (DO)
	Hybrid MTD with EVADE and DO
	Practical Applicability of EVADE and DO

	Experimental Setup
	Network Datasets
	Parameterization
	Metrics
	Comparing Schemes

	Numerical Results & Analysis
	Validation of the DREVAN
	Validation of the DeepNETAR
	Validation of the EVADE

	Key Findings

	Energy-Adaptive Monitoring for Resilient Smart Farms
	Research Goal & Motivation
	Problem Statement
	Key Contributions
	System Model
	Network Model
	Node Model
	Attack Model

	Proposed Approach: DRL-based Animal Monitoring
	Uncertainty-Aware Animal Monitoring
	Data Aggregation at LoRa Gateways
	DRL-based Monitoring Update
	Mathematical Proof of Effectiveness Using Uncertainty Maximization

	Experimental Setup
	Datasets
	Parameterization
	Metrics
	Comparing Schemes

	Numerical Results & Analysis
	Algorithmic Complexity Analysis
	Comparative Analyses
	Sensitivity Analyses

	Key Findings

	Intrusion Response System for Autonomous Driving
	Research Goal & Motivation
	Problem Statement
	Key Contributions
	System Model
	Network Model
	Node Model
	Attack Model

	Proposed Approach: CCV-based IRS
	Intrusion Detection System for In-Vehicle Networks
	Control Command Value (CCV)-based IRS

	Experimental Setup
	Numerical Results & Analysis
	Key Findings

	Conclusion
	Completed Work
	Future Work

	Bibliography
	Appendices
	Appendix Appendix for Chapter 3
	Algorithms
	Real Network Topologies Used
	Experiments Under a Random Network
	Visualization of an ER Network
	Identification of an Optimal Fraction of Edges to be Adapted ()
	Comparative Performance Analysis

	Identification of Optimal k under a Random Network
	Identification of Optimal l under a Random Network


