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ABSTRACT

Google and Apple jointly introduced a digital contact tracing tech-
nology and an API called “exposure notification,” to help health
organizations and governments with contact tracing. The technol-
ogy and its interplay with security and privacy constraints require
investigation. In this study, we examine and analyze the security,
privacy, and reliability of the technology with actual and typical
scenarios (and expected typical adversary in mind), and quite real-
istic use cases. We do it in the context of Virginia’s COVIDWISE
app. This experimental analysis validates the properties of the sys-
tem under the above conditions, a result that seems crucial for the
peace of mind of the exposure notification technology adopting
authorities, and may also help with the system’s transparency and
overall user trust.

CCS CONCEPTS

« Security and privacy — Pseudonymity, anonymity and un-
traceability; Privacy-preserving protocols.
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1 INTRODUCTION

COVID-19 has become the most deadly viral outbreak across the
globe since the “The Spanish influenza”. Today, containment and
mitigation have been the best strategies, at the start, in the absence
of vaccination, and then after initial vaccines have been found, as
the strategy when new waves of variants and mutations of the
virus appear. Contact tracing can greatly help early containment by
tracing from people exposed to newly infected patients and isolating
them early [7]. The latest advancement in computer technology
aids the contact tracing process by tracking individuals’ mobile
devices and their proximity using Global Positioning Systems [15],
or Bluetooth Low Energy (BLE) beacons [5, 19, 20].

To combat COVID-19 and aid governments and health organiza-
tions with contact tracing, technology companies (Google and Ap-
ple, in particular) jointly introduced a Bluetooth Low Energy (BLE)
technology called Google/Apple Exposure Notification (GAEN) sys-
tem in April 2020 [9]. The GAEN system uses interoperable BLE
signals to broadcast Bluetooth beacons from one device to another
when Android/iOS users come nearby. The Bluetooth beacons help
track the distance between the users and the duration of users being
in close proximity. When one person is diagnosed as COVID-19
positive at the time of the contact or within a valid time frame of
the contact (and only then) the system can notify the other users
about potential exposure to a COVID-19 positive person.

Researchers have scrutinized the contact tracing technology
and warned that adoption of the technology can have privacy and
security issues [3, 4, 8, 11, 12, 16, 22], thus perhaps advocating
against its wide adoption. However, researchers scrutinized using
attacks based on abstract protocol design and abstract adversaries
with extreme settings and economically unjustified (i.e., expensive)
scenarios, rather than a typical adversary. Most did not verify the
systems based on actual device investigation, and none of them try
to find out in which scenarios the system is robust enough against
a typical attack.

While scrutiny is always important, none of the earlier works as-
sessed the feasibility of the attacks in realistic situations in terms of
operation or cost feasibility vs. gain. This work, like other works [13,
14, 17, 18] that evaluate trust, security, privacy, usefulness, traceabil-
ity, transparency, and reliability, means to fill the gap and investigate

SA preliminary version of the work appeared in IEEE Computer [1].
S$The opinions and statements in this work (performed as a project within an academic
setting) are personal, and do not necessarily represent the employer of this author.


https://doi.org/10.1145/3488932.3527279
https://doi.org/10.1145/3488932.3527279

Poster Session

the systems in a balanced way, by inspecting the actual system, and
by assessing also strengths and not only weaknesses. Specifically,
we perform an analysis of GAEN with two focus points: i) ensuring
that the GAEN library code and contact tracing app code protect
user privacy, and ii) investigating the privacy shortcomings/flaws
in the design and implementation of GAEN, if any. We investigate
the above in the context of Virginia’s COVIDWISE [21] app due
to its high adaptability rate during this study [2]. This investiga-
tion can be useful to understanding the mitigation capability of the
system against typical attacks as an explanation toward the system
adoption- currently, in future waves of the COVID-19 pandemic,
or future pandemic outbreaks.

2 DESIGN OVERVIEW OF GAEN

GAEN uses BLE technology due to its wide availability on a smart-
phone. Figure 1 illustrates the interactions between a user, the
exposure notification system, and the app. The heart of GAEN is a
16-byte random key called Temporary Exposure Key (TEK) gener-
ated every 24 hours to make it hard for attackers to track infected
users. The Bluetooth beacon’s payload includes an identifier called
Rolling Proximity Identifier (RPI) derived from a TEK as an AES
encryption key. When a user is infected, its TEKs for the past 14
days are uploaded to the server, and users pull TEKs of infected
people from the server, produce a day’s RPIs, and match against
their device stored RPI of that day and time, done locally on a device
to detect exposure. TEK being a daily key, makes it impossible to
link RPIs between days.
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Figure 1: Interactions of user and contact tracing app with
the exposure notification system.

2.1 Overview of GAEN’s privacy design

Out of the 17 GAEN API calls that allow the interactions between
the GAEN system and the app, two APIs — getTemporaryExpo-
sureKeyHistory() and provideDiagnosisKeys() — deal with potentially
sensitive information. The first API call fetches the TEKSs of the last
14 days from the on-device data store and provides them to the app
for uploading to the key server. The second API call inserts one or
more batches of TEKs into the on-device data store.
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2.2 Threat models and privacy guarantees

We consider four threat levels to discuss GAEN’s privacy guaran-
tees: i) walking trail model, ii) your neighbor model, iii) stalker
model, and iv) organized crime model. We define and categorize
the threat levels based on attackers’ privilege levels on accessing
RPI beacons in real-world scenarios, which are compatible with
the assumptions in the existing literature [3, 4, 8, 11, 12, 16, 22]. In
the walking trail and your neighbor models, an adversary sniffs
a limited amount of beacons for obtaining RPIs, whereas an advi-
sory in a stalking model sniffs a small number of BLE beacons to
obtain RPIs. Finally, in an organized crime model, we assume that
an adversary can compromise a smartphone, set up a large-scale
infrastructure to sniff BLE beacons, and hack health care systems
to obtain PINs to share positive information. We discuss the threat
levels of these attack scenarios in Table 1.

The privacy guarantees of GAEN and the contact tracing app lie
in five key aspects: i) preventing tracking, ii) generating TEKs with-
out using any personally identifiable information (PII), iii) sharing
COVID-19 positive diagnostic information without revealing any
user information, iv) preventing attackers from obtaining any PII,
even if attackers get access to the TEKs, and v) users’ ability to turn
ON/OFF GAEN based on their discretion. Furthermore, based on
the principle of least privilege, TEKs never leave a user’s device
unless the user tests positive.

3 GAEN’S PRIVACY W.R.T. THREAT MODELS

As with all security solutions, the privacy guarantees of GAEN are
relative. There certainly exist extreme scenarios (e.g., [3, 6, 10, 16,
20, 22]) where attackers may learn additional information. If an
adversary has access to RPIs, TEKs, and RPI date-time information
read by (say) thousands of users, then the adversary can profile a
user’s movement [3, 16, 20].

Table 1 summarizes the attack difficulty and the leak severity
in GAEN under multiple (increasing) threat categories. The first
three models capture the most typical threat scenarios (represent-
ing small-scale individuals or group effort), in which, it turns out,
GAEN leaks no sensitive information. The Stalker I model only
reveals the approximate number of nearby GAEN users, still not
posing any privacy threat. A reported attack [22] relied on the
asynchronous change of Bluetooth addresses and RPIs, which is
represented in the Stalker Il model (ID 4) in Table 1. However, this
attack no longer works, since GAEN requires the Bluetooth address
and RPI to change synchronously, which we experimentally con-
firmed by extracting around 11k random Bluetooth addresses and
RPI pairs from the advertising packets over three days.

Some attack scenarios in Table 1 have rather strong assumptions
regarding the complexity of the attack setup and demand huge
resources. For example, attackers in the Organized Crime Imodel (ID
5) require TEKs, aggregated metadata (such as date, time, interaction
graph, social graph, address, location, etc.), jailbroken/rooted device,
and fake contact tracing app to de-anonymize infected users [3,
16, 20]. While obtaining TEKSs through a jailbroken/rooted device
might be feasible, imitating a contact tracing app is rather difficult.
To imitate a contact tracing app, an attacker needs to somehow fool
or bypass the authorization system. In addition, a malicious entity
cannot fool the contact tracing app to accept forged TEK export files.
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Table 1: Privacy leak and severity of leak in GAEN against realistic and complex threat models and their assumptions

Threat Attack . Severity
’ ‘ Level ‘ Difficulty ‘ Attack Requirement Attack Goal Info Leaked ‘ if Leak ‘ Refs ‘
1 X";lill(mg Low Access to one RPI (common scenario) Any information about a user None None —
2 lexr Low Access to 0-? RPIs from 3-5 victims con§1dermg neighbors come Any information about a user None None _
Neighbor nearby 0-5 times a day (common scenario)
3 Stalker I L Access to at least on RPIs in a 10 to 20-minute time window To estimate the number of GAEN Approximate number N 10
atker oW from 5-10 victims users around an attacker of nearby GAEN users one (10]
1. Access to RPIs from at least one victim. Tracking a victim .
4 Stalker I Medium for an hour requires all RPIs in that hour To continuously None (Not trackable . None [22]
- . L track a user based on our observation)
2. Continuity of RPI reception from a victim
1. Access to unlimited RPIs with location data from 10+ victims
2. Access to published TEKs through jailbreaking or rooting . -
. s RN . . Imprecise de-anonymization [20],
Organized . attacker’s phone or imitating a contact tracing app To profile movements of infected . . .
5 S High N . N | X (precision decreases with Medium [3],
Crime I 3. Aggregated data for each 10-20-minute time window: date, users and de-anonymize them . .
o0 . . 5 increasing number of profiles [16]
time, interaction graph, social graph, addresses, location type
(residential, workplace, library, etc.), surveillance cameras
6 Orgamzed High 1. Access to a victim’s smartphone through hacking To obtain the victim’s infection status ;nfor‘matlon whether the victim Medium 6]
Crime II 2. Storage protection bypass is infected or not

For maintaining the back-end key server, an authorized contact
tracing entity (e.g., Virginia Department of Health) must create a
signing key to sign the TEK export files and share the corresponding
public key with Google/Apple - ensuring information authenticity.
The attack represented by the Organized Crime Il model in Table 1
(ID 6) is difficult to launch in practice, as it requires the hacker to
gain access to the victim’s smartphone [6].

4 CONCLUSIONS

Our findings confirmed that GAEN preserves privacy in a compre-
hensive collection of typical threat scenarios. Compromising user
privacy by exploiting GAEN requires an unlikely, complex, or costly
attack setup, e.g., compromising a victim’s smartphone, mounting
many Bluetooth devices, correlating with additional victim informa-
tion, or rogue access to the healthcare systems. Besides, the built-in
authorization, permission, and policy-enforcement mechanisms in
GAEN add an extra layer of difficulty against the proposed attacks
in the literature. To summarize, and in light of our findings, our
article aims at helping people understand and appreciate GAEN’s
privacy protection and encourage them to adopt GAEN-based con-
tact tracing. This knowledge can be extremely powerful as it will
enable us to effectively manage the rest of the current (2020-2022)
and future pandemics and, in turn, help reduce unnecessary casual-
ties due to enhanced automatic contact tracing and its advantages,
especially given the initial estimates of effectiveness [7, 23].
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