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Strip-Miner: Automatic Bug Detection in Large Software Codebases
with a Low False Positive Rate

Fahad Ibrar

(ABSTRACT)

There are a number of techniques for automatic bug detection, most of them have a high false

positive rate when used in practice. This work proposes an approach, named Strip-Miner,

that combines simple dependency analysis of code with a data mining technique “frequent

itemset mining” to reduce the false positive rate. We adopt a two phase approach 1) finding

the potential bugs and 2) filtering the false positive ones. In the first phase we extract code

elements and dependencies among them using static analysis and frequent itemset mining to

find programming patterns where a deviation from these patterns is considered as a potential

bug. In the second phase, we use the extracted dependencies to build dependency chains

between program elements in a programming pattern and a lack of such a chain potentially

makes a bug false positive.

Our evaluation on a set of 7 benchmarks consisting of large software code including OpenSSL,

PostgreSQL, Git, FFMPEG, SQLite, Binutils and Putty shows that combining simple de-

pendency analysis with pattern mining can significantly decrease the number of generated

bugs. Using our approach we are able to reduce the number of generated bugs by up to

99.9% with a false positive rate of 65.19% and true positive rate of 34.18% on average as

compared to an earlier frequent itemset mining based approach “PR-Miner”.
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(GENERAL AUDIENCE ABSTRACT)

Every software code has bugs in it that can change its expected behavior. There have been

a lot of efforts to automate the process of bug detection but most of the techniques proposed

have a high rate of false alarms. Some of these techniques leverage the information available

in software code to extract programming patterns that can be used to find potential bugs.

Although such an approach has proved to be fruitful for finding bugs but large number of

false alarms makes it almost useless in software development.

The elements present in a software code have relationships among them formally known

as dependencies and the process of finding them is known as dependency analysis. There

is a technique known as market basket analysis used by large retailers to find association

between items. It works by looking for combinations of items that occur together frequently

in transactions. Similarly, in a software code combinations of elements that occur together,

can be used to find association between them. This technique is formally known as frequent

itemset mining in the data mining domain. This work proposes an approach, named Strip-

Miner, that combines dependency analysis with frequent itemset mining to reduce the rate

of false alarms. We adopt a two phase approach 1)finding the potential bugs in code and

2)filtering the false alarms. In the first phase we extract code elements and dependencies

among them and use frequent itemset mining to find programming patterns where a deviation

from these patterns is considered as a potential bug. In the second phase, we use the



extracted dependencies to build dependency chains between program elements present in a

programming pattern and lack of such a chain is an indication of false alarm.

Our evaluation on a set of 7 benchmarks consisting of large software code including ver-

sion control systems, database management systems, software security libraries and utility

software like media players shows that combining simple dependency analysis with frequent

itemset mining can significantly decrease the rate of false alarms. Using our approach we

are able to reduce the number of generated bugs by up to 99.9% with a false alarms rate of

65.19% and real bugs rate of 34.18% on average as compared to an earlier frequent itemset

mining based approach “PR-Miner”.
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Chapter 1

Introduction

Software code is prone to bugs that can change its expected behavior. Despite a large

investment in software development and testing there are still a number of bugs present in

wild that go undetected by traditional software testing techniques. These bugs can cost

billions of dollars and can highly affect the software users[1]. In the recent years, there have

been a lot of efforts both in industry and academia on devising robust techniques for rigorous

software testing. But despite the fact that more human and financial resources have been

allocated for it there are still no guarantees available to make a software bug free. A large

body of research these days is on devising such bug detection approaches that minimize the

need of a human in the process. This can not only reduce the cost of software testing but

can help to minimize the uncertainties introduced by human factors.

There are many bug detection techniques presented to find bugs in software code. Some

of these techniques are fully automatic i.e. they don’t need any human expert in loop to

find bugs. Though these techniques have been able to remove human expert from loop but

they suffer a problem of high false positive rate. On the other hand there are techniques

that work by using the bug patterns encoded by experts to find bugs. Such techniques have

been proved to find bugs with greater accuracy with a very small to zero false positive rate.

But they have limitations in terms that they need a human expert to encode bug patterns

which in some cases is specific to a certain codebase. As a result these techniques only find

bugs with known patterns and cannot find any other bugs, which limit their scalability and

1



2 Chapter 1. Introduction

generality.

For pattern encoding based techniques researchers have used two types of approaches. In

first type a software developer or any person working on a software can write a static checker

that check certain property in the code[2]. If code does not follow the property then it will

be reported as a bug. In the other type, there is some kind of bug specification language

in which a developer can specify a bug which is essentially a behavior that code should not

show in execution[3][4][5][6][7][8][9][10][11]. These techniques take the bug specification and

find such behavior in code.

Recently, researchers have been focusing more on developing techniques that are fully au-

tomatic to fulfill the bigger dream of automated software engineering and to eliminate cost

of using human expert in loop[12][13][14][15][16][17][18]. But at the same time they have

a bigger challenge of reducing false positive rate. Although, some of these techniques have

been able to find real bugs but they still suffer from an intrinsic problem of high false pos-

itive rate. Especially in the case of static analysis techniques the false positive rate is so

high that it makes these techniques nearly useless in real software development and testing.

Software developers working on a software project has limited amount of time because of

strict deadlines. In such a scenario, developers are hesitant to use any of such tools because

the cost of using a tool is much higher as compared to the benefits or in other words number

of true positive bugs detected.

There have been a lot of research to leverage the knowledge available in code bases. People

have been trying to use machine learning, deep learning and data mining based approaches

to find patterns in the code with an assumption that violation of these patterns can produce

bugs in the code. Machine learning and deep learning based techniques suffer from a problem

of absence of enough data therefore they are not been able to produce any useful results.

Whereas, data mining based techniques are more promising in this scenario and they can be
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scaled with increase in the amount of data.

In this paper, we present a hybrid approach that combines both data mining based bug

detection and manual pattern encoding. In current literature all of the techniques focus on

encoding the bug patterns itself to detect bugs. But none of the techniques focused

on identifying and encoding false positive patterns. Our hypothesis is, if we can

identify these patterns, they we can be used to remove false positives. Such a

technique can be more useful because reducing false positive rate can make these tools more

appealing to be used by software developers. Furthermore, it can cut the cost of developer’s

time for going through all the reported bugs and eliminating the one that are false positives.

There is an approach named PR-Miner[16], presented by Li et al. PR-Miner is based on a

data mining based approach named frequent itemset mining. It mines programming pattern

in a code and use them to generate programming rules. These rules are used to find potential

bugs that are essentially the violations of the rules in the code. PR-Miner has been able to

find bugs but suffers from the problem of high false positive rate which can go as high as

98% for some benchmarks. By doing a detailed study of the false positives, we observe that

they follow some patterns. Furthermore, the patterns can be generalized into three different

categories and encoded to identify false positive bugs.

Most of the false positives are produced because of the absence of dependency check between

items in a rule e.g. if there is a rule X =⇒ Y then there should be a dependency between X

and Y . But in most of the rules generated by PR-Miner, no dependency exists, hence bugs

identified by them are mostly false positives. In code these dependencies can be very complex.

The challenge is how we can encode them to identify the false positive bugs. Instead of

using a heavy weight dependency detection approach that take large computation resources,

we introduce a light weight approach which has a negligible effect on the performance as

compared to PR-Miner but in return its able to decrease the number of generated potential
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bugs by 95.9% with a false positive rate of 65.19% and true positive rate of 34.81% on

average.

Our approach for dependency extraction is based on simple heuristics that if combined can

describe complex dependencies. We formulate these heuristics by manually inspecting the

false positives and true positive bugs. The heuristics capture such dependencies that hold

true in most of the cases hence can identify a potential true positive among a set of both

true positives and false positives. As in all of pattern mining based approaches, false positive

rate is usually very high so in that case if we can identify true positives then we can mark

the remaining as false positives.

Following are our contributions in this work.

(1) It’s the first ever detailed study of false positives generated by PR-Miner. In current

literature, researchers have been focusing on finding novel and more efficient techniques but

little attention has been given to study the false positives themselves.

(2) We provide an updated implementation of PR-Miner approach using LLVM which is

a more powerful and emerging industry standard compiler framework. All of the previous

approaches have been using GCC for static analysis. But due to C/C++ language restriction

of GCC such approaches are not applicable for other languages. On the other hand using

LLVM intermediate representation make our technique independent of any programming

language.

(3) We introduce a simple technique to capture dependencies among code elements which

can extract dependencies while parsing source code.

(4) We provide a detailed comparison analysis of our technique with PR-Miner.



Chapter 2

Review of Literature

2.1 Dynamic Analysis Based Approaches

Ernst et al present a tool named Daikon that can dynamically detect likely invariant in

a program[19]. It runs a program and observe the values that it computes. Using the

computed values it can report the properties that are true over the executions. Csallner

et al present a variant inference tool that can infer consistent invariant for interfaces and

overridden methods. Their tool try to solve the internal consistencies that can arise in

function overriding while using Daikon[20]. Gabel et al present a technique named Javert

that can learn temporal properties from execution traces of a program[12]. The key idea

behind Javert is to learn less complex and generic properties that can make up for more

complex one. Pradel et al present a dynamic analysis based technique to infer the program

specifications[15]. It works by analyzing the method traces of multiple related objects. They

also present an automatic protocol conformance checker that combines dynamic analysis to

infer multi-object protocols and a static checker of API usage constraint[14]. Newsome et

al propose dynamic taint analysis for automatic detection of overwrite attacks[21]. This

approach does not need source code or special compilation for the monitored program, and

works on commodity software.

5



6 Chapter 2. Review of Literature

2.2 Bug Detection Using Specifications

Legunsen et al present a study on the effectiveness of finding bugs using available java API

specifications[22]. They suggest that these API specifications can find bugs in programs but

their false positive rate is very high. Hallem et al design a flexible, extension language for

specifying analyses and an algorithm for executing the extensions[3]. The language, allows

the users to specify a broad class of analyses in terms that resemble the intuitive description

of the rules. Their system, executes these analyses using a context-sensitive, interprocedu-

ral analysis. Sivakorn et al present a black-box testing framework for analyzing SSL/TLS

hostname verification implementations, which is based on automata learning algorithms[7].

It utilizes a number of certificate templates, in order to test different rules from the corre-

sponding specification. Livshits et al propose a static analysis approach based on a scalable

and precise points-to analysis[4]. It translate user-provided specifications of vulnerabilities

into static analyzers. Chen et al encode security properties as pushdown automaton and

uses model checking to verify if any of the properties are being violated in a program[10].

Srivastava et al propose an approach that takes multiple implementation of an API, defini-

tions of security checks and security-sensitive events, and compute security policies enforced

by a check before and after an API call[23]. It reports the missing checks by comparing

the policies across different implementations. Gu et al presents a tool named IMChecker to

detect API misuse in C code[9]. It uses a domain specific language to specify API usage

constraint along with constraint-directed static analysis to detect the misuses. Jana et al

presents a tool named EPEX, it uses under-constrained symbolic execution with a fallible

function and all of its callers functions and error specifications as an input and report bugs

introduced by incorrect error handling[8].
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2.3 Data Mining Based Programming Rules Extraction

Li et al presents an approach named PR-Miner to infer programming rules from a pro-

gram[16]. It uses FPClose a frequent itemset mining algorithm to mine frequent patterns

in a program and use them to infer programming rules. Bian et al presents an approach

similar to PR-Miner named NAR-Miner[18]. It also uses FPClose to mine frequent pattern

in a program but infer negative association rules only.

2.4 Static Analysis Based Approaches

Cova et al present an approach to find vulnerabilities in executable binaries using static

analysis with symbolic execution[24]. Murali et al present a Bayesian framework that can

learn probabilistic specifications from large, unstructured code corpora, and then use these

specifications to statically detect anomalous, hence likely buggy, program behavior[25]. Saha

et al propose an approach to find resource release omission faults in systems software[26].

It focuses on the error-handling code of each function. Yamaguchi et al propose a method

to expose missing checks in source code[27]. It proceeds by statically tainting source code

and identifying anomalous or missing conditions linked to security-critical objects. Viega et

al describe a tool for statically scanning security-critical C source code for vulnerabilities[2].

Cheng et al develop a tool to automatically identify evidentiary data in the permanent storage

of an Android device[28]. It first pre-computes an App Evidence Database (AED) via static

analysis of a number of apps and then, matches the files on a smartphone’s permanent storage

against the AED to identify the files that could store evidentiary data. Tillmann et al uses

symbolic execution to infer human understandable specifications of methods in software[29].

Kang et al presents a tool named APEx that uses under-constrained symbolic execution to



8 Chapter 2. Review of Literature

automatically infer error specification of API functions[30]. It leverages API usage pattern

to infer specifications in C code. Jovanovic presents a tool named Pixy which can detect

cross-site scripting vulnerabilities in PHP scripts[31]. It use flow sensitive, inter-procedural

and context sensitive data flow analysis to discover vulnerable points in a program.



Chapter 3

Background

Our technique partially based on the approach proposed by PR-Miner which uses frequent

itemset mining to infer programming rules. In this section we describe how frequent itemset

mining works and how PR-Miner uses that technique to generate programming rules that

can be used to find bugs in code.

3.1 Frequent Itemset Mining

Frequent itemset mining is a well known approach in data mining which has application in

various domain including shopping where this approach is being used to analyse customer’s

purchase items and recommend items based on that, biotechnology where it is being used

to find DNA sequences. In general, this technique work on large databases where it can

find patterns of occurrence or co-occurrence of items. A database consists of itemsets that

contain different items. Frequent itemset mining can find frequently occurring patterns in a

database, formally called frequent sub-itemsets. Frequency of occurrence of a an sub-itemset

is called support count and every sub-itemset should occur at least a minimum number of

times i.e. support threshold to be considered as frequent. All the itemsets supporting a

particular sub-itemset are called supporting itemsets. For example if we have a database D

of itemsets as follows

D = {{a, b, c, e}, {b, c, d, e}, {b, c, f, e}, {c, d, f, g}}

9
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If minimum support threshold is 3 then there are following frequent sub-itemsets with their

respective supports

{b : 3}, {c : 4}, {e : 3}, {b, c : 3}, {b, e : 3}, {c, e : 3} {b, c, e : 3}

If we take example of sub-itemset {b, c, e}, it has a support count of 3 with supporting

itemsets {a, b, c, e}, {b, c, d, e} and {b, c, f, e}

There are different algorithms available including Apriori, FP-Growth, FP-Close etc. for

frequent itemsets mining. First two of these generate all possible frequent sub-itemsets

and their number can be exponential. But on the other hand FP-Close only generates

closed frequent sub-itemsets. A sub-itemset is closed if none of its super sub-itemsets have

same support. For instance if we consider above itemsets database D, the sub-itemsets

{b}, {e}, {b, c}, {b, e} are not closed because there exists a super sub-itemset {b, c, e} with

same support i.e. 3. Whereas, sub-itemset {c} is closed because none of its super sub-itemset

has same support. Therefore, the total number of sub-itemsets generated is 2 which includes

{c} and {b, c, e}. FP-Close can greatly increase the performance of sub-itemsets mining by

decreasing the space requirement and processing time.

Frequent sub-itemsets generated by FP-Close are used to generate association rule. An

association rule is an implication of the form X =⇒ Y , which means if an item X is

present in an itemset then an item Y should also be present in the itemset. There are a

lot of rules that can be generated from frequent sub-itemsets but most of them are not

very useful in other words they only show a week relationship because the items in such a

rule only co-occur together a small number of time. Therefore, there is a threshold name

confidence that is used to only generate rules that contain items occurring together more

than a particular threshold. Confidence for a rule X =⇒ Y is a measure of how often

items in Y appear in an itemset I that also contains items in X. It can be calculated by
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the formula support(I)/support(X), where support(I) and support(X) are total number of

itemsets supporting I and X respectively. Rules that generated using closed frequent itemsets

are closed rules which means they can subsume other rules. For example if we consider the

itemsets database D, there is a closed frequent sub-itemset {b, c, e} with support 3 generated

by FP-Close. From this sub-itemset following six closed rules can be generated, shown with

their respective confidence

{b} =⇒ {c, e}, confidence = 3/3 = 1

{c} =⇒ {b, e}, confidence = 3/3 = 1

{e} =⇒ {b, c}, confidence = 3/3 = 1

{b, c} =⇒ {e}, confidence = 3/3 = 1

{b, e} =⇒ {c}, confidence = 3/4 = 0.75

{c, e} =⇒ {b}, confidence = 3/3 = 1

All the remaining rules are subsumed by the above rules. For instance rule {c} =⇒ {e}, is

subsumed by the above rule {c} =⇒ {b, e}. The generated closed rule with high confidence

are then used to find relationship between items.

3.2 PR-Miner

The idea of PR-Miner is, software code follow certain implicit rules like if there is a call to

function malloc then there should also be a call to function free. There can be large number of

such rules which makes it hard to write these rules manually. Therefore, PR-Miner proposes

to use frequent itemset mining to extract these rules automatically. It works by parsing

the source code and generating itemsets out of it. An itemset consists of all the elements
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in a function scope. All of these extracted itemsets collectively make an itemset database.

PR-Miner uses frequent itemset mining algorithm FP-Close to mine all the closed frequent

sub-itemsets from the database, mined frequent sub-itemsets are then used to generate rules.

Rules can be generated from a frequent sub-itemset I by dividing the items in the set into

two parts such that for a rule X =⇒ Y , X is a subset of of I and Y is I − X. Then for

each generated rule calculate the confidence and discard the rules with confidence less than

confidence threshold. For a given closed frequent sub-itemset total number of possible rules

can be up to 2n − 2 where n is the number of items in the rule[16]. Examining, all of these

rules to see if they have a confidence value greater than or equal to confidence threshold

is not very efficient in terms of space and time complexity. Because, in some cases total

number of items in a sub-itemsets can be more than 20[16]. To solve this issue PR-Miner

proposes to examine only closed rules because all other rules can be subsumed by closed

rules (as described in section 2.1). Furthermore, PR-Miner introduces a condensed format

to represent all the rules generated from a closed frequent sub-itemset I. The format is as

follows

I : s|{C1 : s1|s1 > s}...{Cm : sm|sm > s}

Where C1...Cm are subsets of I with supports s1...sm respectively. The support of all of

these subsets is different from the support s of I. The confidence of each rule represented

by this format can be calculated as, for a rule X =⇒ Y extracted from the format, if X is

a subset Ci of I then confidence is s/si whereas in all other cases confidence is 1. PR-Miner

proposes that the problem of rule generation can be reduced to finding all of the subsets Ci

that has a support greater than I. To solve this problem it proposes an algorithm, which

first sort all of the frequent sub-itemset by descending order of their support. Then it finds

all the common subsets in each pair of closed frequent sub-itemsets. It achieve this task by
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applying FP-Close on closed frequent sub-itemsets with minimum support of 2. A subset Ci

can belong to multiple sub-itemsets, therefore the support si of Ci is equal to the support

of its super sub-itemset that have maximum support. For each subset Ci it iterates on all

of its supporting sub-itemsets and assign Ci to those sub-itemsets I (in condensed format)

that have a support s less than si.
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Approach

4.1 Overview

Detected Violations
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Figure 4.1: Overview of our Approach: Strip-Miner.

Our approach consists of two phases. In the first phase, we make use of PR-Miner idea to

extract programming rules and using those rules we find bugs in source code. In the second

14
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phase we use pattern encoding idea to encode dependencies present in code and using those

dependencies we filter false positive bugs. An overview of our approach is shown in figure

4.1.

4.2 Bug Detection

In this phase, we use frequent itemsets mining to extract programming patterns from source

code and using those patterns we can find potential bugs. For using frequent itemsets mining

we need to prepare data in more structured format i.e. an itemsets database, that can be

fed to the mining algorithm. For converting source code elements into itemsets we need to

parse the code. Once frequent sub-itemsets are generated from parsed code, they are used to

generate programming rules. The rules are ranked according to their confidence values and

violation to these rules are considered as candidate set of potential bugs. Details of these

steps are provided as follows.

4.2.1 Source Code Parsing

There are couple of different ways that can be used to parse source code. Most of the earlier

approaches[16][18] use GCC for parsing the source code. These approaches parse the source

code without compiling it which results in the introduction of those code elements that are

part of dead code. In other words, when we compile source code the binaries generated

include only live code which actually run on a machine. Therefore, the analysis of code

present in compiled binaries is closer to dynamic analysis hence making the analysis more

precise and accurate. But the challenge here is, a compiled binary does not include any

source code information i.e. actual variable names and data types. To perform our analysis
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we need to have this information of source code. To overcome this challenge we use LLVM

intermediate representation(IR) which has source code information embedded in it. LLVM

IR provides a hierarchical structure, in the hierarchy the top level entity is called a module

which contains global variables and functions. A module can be parsed using LLVM API

to extract the instructions present in functions. These instructions contain source code

information including variable names, data types etc. and all the elements present in a

function scope makes an itemset.

While parsing the source code, there is a challenge that we need to determine what source

code element should be added to an itemset. One approach can be to add all the elements

in a function scope. But adding all the elements can generates a lot of noise that results into

uninteresting code patterns. For instance, almost all the functions has some kind of primitive

type variables like int or char adding these variables do not give any unique information but

they can increase the required computation. Therefore, we only include all the variables of

non-primitive data types (structs in the case of C), all the fields of an object that are being

set, all the function calls and data type of their parameters and return value. Furthermore,

instead of using variables name we use data type name with a reason that in different

functions, variables belonging to different data types can have same name, it can lead to

misleading patterns. Another issue that can arise is different code elements can have same

name like there can be a function named next to get next token in a string parser and there

can also be a field named next in a linked list. To avoid such ambiguities we use prefixes to

append with each of element types like for a function we added a prefix “F-” in front of the

function name, for a data type we add a prefix “T-” in front of data type name and for a

field of a data type we add a prefix “T-struct.<struct-name>.” in front of it. In last step

parsed elements are hashed to numbers before adding them to their respective itemsets.
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4.2.2 Programming Patterns Generation

A programming pattern can be defined as a group of code elements that occur together.

Every function in code has a specific set of elements that are encoded in the form of an

itemset. We can call this itemset a pattern of that function. There can be as many patterns

as the number of functions in a software but these patterns are not generalized enough, in

other words these patterns are specific to their corresponding functions. Although, these

patterns do provide some information but they are not interesting because they cannot

be generalized across the whole software. Therefore, we need some approach to extract

generalized patterns.

We use frequent itemset mining to extract programming patterns from code. Itemset

database created by parsing source code along with minimum support is given as an in-

put to the frequent itemset mining algorithm FP-Close to generate close frequent itemsets.

For generating programming rules we use ClosedRules algorithm proposed by PR-Miner[16].

As a last step the rules are ranked based on their confidence score and violation of these

rules are candidate potential bugs in the code.

4.3 False Positive Bugs Filtration

git-1.5.3.5/builtin-config.c:

69   static int get_value(const char* key_, const char* regex_)
70   {
       ......
81   local = repo_config = xstrdup(git_path("config"));
       ......
124 free(key);

Figure 4.2: A rule generated by PR-Miner in Git code. According to the rule if there is a
call to git_path then there should also be a call to free.
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Rules generated by itemset mining algorithms are solely based on the co-occurrence of items

present in itemset database. Such a technique that only consider co-occurrence can work

perfectly in problems like market basket analysis where only factor considered is, what items

a customer purchases together. But in the case of more complex data like software code

there can be factors other than just co-occurrence of code elements and ignoring them can

result in false positive bugs. For example, there is a rule in git code shown in figure 4.2,

according to this rule if there is a function call to git_path then there should also be a call

to free. But on examining the code we found that there is no relation between the two and

they can be used independently. This rule has multiple violations which are essentially false

positives. There are large number of such rules generated by frequent itemset mining.

git-1.5.3.5/builtin-init-db.c:

90  DIR *subdir = opendir(template); 
       ......
102 closedir(subdir);

Figure 4.3: A rule generated by PR-Miner in Git code. According to the rule if there is a
call to opendir then there should also be a call to closedir.

To eliminate such type of false positives we can use dependency information present among

code elements. For instance if we take example of code in figure 4.3, it shows a rule present

in Git code. According to this rule if there is a function call to function opendir to open a

directory structure then there should also be a call to function closedir to close the corre-

sponding directory. A failure to closing the directory can cause a bug in software. These

function calls occur together, if we look at these calls we can see that they have a data

dependency i.e. opendir return a struct of type DIR with variable name subdir and this vari-

able is later used in the code to call the function closedir. We can leverage such dependency

information to eliminate the false positive bugs. But the challenge here is how to encode

dependencies such that they do not make the approach specific to a certain code base or
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a certain set of bugs. After careful analysis of generated rules we observe that encoding a

small set of basic dependencies, that if combined can represent complex dependencies, can

be used to filter out false positives. Details of these dependencies along with their extraction

and encoding are discussed in section 4.4. In addition to false positives generated by lack of

git-1.5.3.5/http-push.c:

389  static void start_fetch_packed(struct
transfer_request *request)
390  {
       ......
433  packfile = fopen(request->tmpfile, "a");
       ......
446 request->local_stream = packfile;
       ......
474 release_request(request);

git-1.5.3.5/http-push.c:

651  static void release_request(struct
transfer_request *request)
652  {
       ......
666 if (request->local_stream)
667 fclose(request->local_stream);

Figure 4.4: A call to fopen is present in start_fetch_packed function whereas a corresponding
call to fclose present in a callee “release_request” of start_fetch_packed.

dependency information we observe that there are some violations for rules because those

rules span over multiple functions. As PR-Miner reports violation based on intra-procedural

analysis therefore all those rules that spans over multiple functions are reported as viola-

tions. For example there is a rule fopen =⇒ fclose in Git code which says that if there

is a call to a function fopen to open a file then there should also be a call to a function

fclose to close that file. There is a violation reported for the rule that says fclose is missing

in a function having a call to fopen. The violation function start_fetch_packed is shown

in figure 4.4. In the code, on line 433 fopen function is called that assign a file descriptor

to variable packfile. Later in the code on line 446, the same file descriptor is assigned to a

field local_stream belonging to a struct variable named request. On line 474, the variable
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request is passed to another function release_request as parameter. There is no function

call to function fclose in the scope of start_fetch_packed. But if we look at the code of

function release_request (also shown in figure 4.4), on line 667 there is a function call to

fclose that take field local_stream of request variable as a parameter. This function call

closes the file being opened in start_fetch_packed. We can eliminate such false positives by

doing inter-procedural checking discussed in section 4.5.

4.4 Dependency Extraction & Encoding

In this work, we are considering three types of dependencies, 1)function parameters depen-

dency, 2)function return type dependency and 3)object state and usage dependency, that

are extracted along with code parsing.

4.4.1 Function Parameters Dependency

This is a very simple dependency, according to it if there is a function call in a function

scope then all of its parameters should be present in the same scope. It means if a rule is

X =⇒ Y , where X is a function and Y is its parameter then this is valid rule by the virtue

of the dependency. But on the other hand if X is a parameter and Y is the function then the

rule X =⇒ Y not necessarily be always true because a variable of same type as parameter

can exist independent of the function. For instance there is a rule generated in the first phase

of approach i.e. DIR =⇒ closedir. One of the functions violate this rule. On inspecting

the function we see that the function has DIR passed as parameter to read the directory

structure. Although, it required to close the directory opened for reading but, the function

closedir not necessarily needs to be present in that function, its possible that the caller is
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closing the directory. So encoding function parameters dependency can eliminate such false

positives. For encoding this dependency, we extract all the function calls along with their

parameters and store them in a dependency map for the respective function.

4.4.2 Function Return Type Dependency

Struct DIR

opendir closedir

Figure 4.5: Multi level dependency present in Git Code

This dependency says that if there is a function call in a function scope then a variable of type

as its return type is assumed to be present in the scope. More formally if there is a rule X =⇒

Y , where X is a function call and Y is a variable of type same as the function’s return type

then such a rule is always considered to be true. On contrary, a rule in which X is the variable

of type same as return type and Y is function call itself then it does not need to be true. An

example of such a rule is present in Git i.e. opendir =⇒ DIR, where opendir is a function

that returns a variable of type DIR. If there is a function call to opendir then a variable of

type DIR should be present in the function scope. On the other hand a variable of type DIR

can occur independent of opendir. By combining this dependency with function parameters

dependency we can encode more complex dependencies. For instance, if there is a rule

opendir =⇒ closedir, then it can be described by combining the dependencies opendir =⇒

DIR and closedir =⇒ DIR as shown in figure 4.5. For encoding function return type

dependency, we extract the return type of each function and store it in a dependency map

for the function.
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4.4.3 Object State and Usage Dependency

git-1.5.3.5/builtin-unpack-objects.c:

63  z_stream stream;
      ......
70  stream.next_in = fill(1);
71  stream.avail_in = len;
72  inflateInit(&stream);

Figure 4.6: A rule present in Git code. According to the rule the fields next_in and avail_in
of variable stream should be set before passing it to function inflateInit as a parameter.

State of an object is defined by the values of its fields at any point in the program. If there

is an object passed to a function as parameter and some of its fields are being set before

calling the function then it is possible that the execution of function depends on the value

of those fields. We can encode this dependency to capture the relation between the function

call and object’s fields. For instance, in figure 4.6 there is a code snippet present in git code.

In this snippet, a function inflateInit is called, which takes a parameter of type z_stream.

Here we can see that the fields next_in and avail_in of z_stream are set before calling the

function. The function inflateInit is member function of a well known compression library

named zlib[32]. According to the documentation of function inflateInit, it is required to

set the fields next_in and avail_in before calling it. There are many other examples which

involves such a dependency and by encoding them we can filter true positive bugs from false

positives. For encoding this dependency, we extract all the code statements, present before

the function call in the function scope, that set a field of an object passed as a parameter to

function and store them in a dependency map for the function.

Our approach extract these dependencies for each code element and store them in a hashmap.

For function parameter dependency, we extract the function name and all of its parameter

from function call instructions in LLVM IR and store them in the map where key is the

function name. Same is the case with function return type dependency. However, for object
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state and usage dependency we extract all the instructions that set fields of a struct object

and if that object is being used as a parameter in a function call then all fields that are being

set before function call are added in function dependency list.

4.5 Inter-procedural Checking

We perform inter-procedural checking by storing all the callers and callees of a function. It

can be divided into backward checking and forward checking. In backward checking, our

approach check all the caller paths of the violation function. If it finds the missing elements

in all of the caller paths then the violation is false positive. On the other hand forward

checking is performed by checking the callee paths of a violation function. If any of the path

has the missing elements then the violation is false positive.

4.6 Dependency Based False Positives Filtration

 Algorithm: DependencyCheck( , , )
 Input: = set of items in LHS of a rule,
           = set of items in RHS of a rule
           = Dependency graph
 Output: True if dependency exists False otherwise
 1:  ← { } 
 2: if   is not 
 3:    return True
 4: else
 5:     ← { } 
 6:     if  is not 
 7:        return True
 8:     else
 9:        return False
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Figure 4.7: Data dependency based algorithm to remove false positive violations.

For removing false positive bugs using data dependency, we use the algorithm shown in

figure 4.7. The function DependencyCheck is given left hand side i.e. X of a rule, right hand
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side i.e. Y of a rule and a dependency graph DepGraph containing all the dependencies

extracted from code. In graph, the vertices indicate the items in code and the edges indicate

the dependencies between them. The algorithm first extract all the items present in the

dependency graph of the items in X, in line 1. In line 2, it checks if there is an item of Y

present in the dependency graph of X. If an item exists then function returns true indicating

that there is a dependency between left and right sides of the rule. Otherwise it extract

all the elements in the dependency graph of Y and check if there is any common item in

dependency graph of X and Y. If there exists a common item then the function returns true

otherwise false, line 4-9.

4.7 Inter-procedural Checking Based False Positives Fil-

tration

 Algorithm: ForwardCheck( , )
 Input:  = Item need to find
              = Callees of function
 Output: True if found  in a callee False otherwise
 1: for callee in 
 2:    if callee has 
 3:      return True
 4:    else
 5:      ForwardCheck( , callee. )
 6: return False
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Figure 4.8: Forward inter-procedural checking algorithm.

As described in section 4.5, inter-procedural checking can be of two types. First one is

forward or callee checking, the algorithm in figure 4.8 show the implementation algorithm

for it. For each violation function f, the function ForwardCheck is called on the right hand

side items of violated rule. It recursively check all the callees of f. If it finds the item

in any of the callee then it returns true otherwise it returns false. Second is backward or

caller checking, figure 4.9 shows the algorithm for it. Backward checking similar to forward
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 Algorithm: BackwardCheck( , )
 Input:  = Item need to find
              = Callers of function
 Output: True if found  in all callers False otherwise
 1: if   is empty
 2:    return False
 3: for caller in 
 4:    if caller has 
 5:      return True
 6:    else
 7:      if (ForwardCheck( , caller. )  
          BackwardCheck( , caller. )) is False
 8:        return False
 9: return True
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Figure 4.9: Backward inter-procedural checking algorithm.

checking with a difference that in addition to check all the callers of a function f recursively,

it also perform forward checking of functions in caller path (line 5). The reason for forward

check is, it is possible that the item I is present in a one of the callees of a caller.
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Evaluation

5.1 Experimental Setup

We implemented our approach as prototype system to detect bugs in real world software.

For evaluation of our approach we gather a list of 7 benchmark software shown in Table

5.1. These benchmarks are selected because they are widely used in evaluation of earlier

approaches for bug detection [18][33][16]. In addition to this, these benchmark belongs to

several different domains therefore it can help to generalize our results. We use an imple-

mentation of PR-Miner(implemented as part of our approach) as baseline for comparison.

There are several reason for choosing PR-Miner as baseline, firstly our approach is an exten-

sion of existing PR-Miner approach therefore we can evaluate the performance gain of our

approach. Furthermore, PR-Miner is the only approach that uses frequent itemset mining

to extract programming rule and detect bugs.

Software Version
Git 1.5.3.5
Postgres 8.0.1
Openssl 1.0.2
FFMPEG 4.2
SQLite 3.26.0
Binutils 2.33.1
Putty 0.73

Table 5.1: Details of Benchmarks Used.

26
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Our approach takes three input parameters namely min_sup, conf_threshold and dup_thresh-

old where dup_threshold is an optional parameter and it is used in case when we have multiple

binaries that can have same function to remove those rules which have repeated function

in their supporting itemsets. For our experimentation we set the value as 15, 90 and 5 for

min_sup, conf_threshold and dup_threshold respectively. Furthermore, in compilation step

of our approach we set the compiler optimization to ”O0” because all other higher optimiza-

tion can result in the loss of source code elements information in LLVM IR. For comparison

of our approach with PR-Miner we only consider top 60 violations (same as [16]). We com-

pare our approach with PR-Miner on the basis of total violations reported, false positive

violations and true positive violations.

Benchmark PR-Miner Strip-Miner % Decrease
Git 5682 24 99.5
PostgreSQL 2394 362 84.9
OpenSSL 1944 208 89.3
FFMPEG 8441 42 99.5
SQLite 845 6 99.2
Binutils 9806 15 99.9
Putty 1163 13 98.9

Table 5.2: Decrease in generated number of bugs: On running the PR-Miner and
Strip-Miner with support threshold of 15 and confidence threshold of 90% we observed that
Strip-Miner is able to decrease the number of generated bugs greatly.

5.2 Research Questions

We answer the following research questions through our experimentation.

1. Can including the dependency information and inter-procedural checking decrease the

number of generated bugs?
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2. Can including the dependency information and inter-procedural checking decrease the

number false positives?

3. Can including the dependency information and inter-procedural checking increase the

number true positive?

4. Can including the dependency information and inter-procedural checking find new

bugs?
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100.00% 100.00% 100.00% 100.00%
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Figure 5.1: Comparison of False Positives: On comparison of top 60 generated bugs (for
benchmarks which have less than 60 bugs generated all of them are used) ranked according
to confidence, we observed that the percentage of false positives generated are less in the
case of Strip-Miner.

5.2.1 RQ1: Decrease in the Number of Generated Bugs

Our approach is able to decrease the number of generated bugs as compared to PR-Miner

for all the benchmarks. As shown in table 5.2, Strip-Miner is able to decrease the bugs by

up to 99.9% maximum for Binutils with an average decrease of 95.9%. What does it show is
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employing the dependency information and inter-procedural checking can greatly decrease

the number of generated bugs that need to checked by a developer to mark as true positives

or false positives. Therefore, making use of our approach can greatly increase the efficiency

of a developer and provides greater usability as compared to original PR-Miner approach.
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0.97% 0.30% 0.33% 0.20%
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Figure 5.2: Comparison of True Positives: On comparison of top 60 generated bugs (for
benchmarks which have less than 60 bugs generated all of them are used) ranked according
to confidence, we observed that the percentage of true positives generated are greater in the
case of Strip-Miner.

5.2.2 RQ2: Decrease in the Number of False Positives Bugs

To answer this research question, we selected the top 60 bugs ranked according to the

confidence score and in cases where the total number bugs are less than 60 we use all of the

generated bugs. If we look at figure 5.1, Strip-Miner is generating 65.19% false positive bugs

on average as compared to PR-Miner which have 95.50% false positives. In the case of Git,

our approach has shown the lowest number of false positives with only 25% of the bugs as

false positives.
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5.2.3 RQ3: Increase in the Number of True Positives

To answer this question, we use the same setup as RQ2. In figure 5.2, we can see that Strip-

Miner generates 34.81% of true positive bugs on average whereas PR-Miner only generates

4.76% true positives. Our approach generates a maximum of 75% and PR-Miner generates

a maximum of 11.67% true positives both in the case of Git. PR-Miner gets as bad as

generating only 0.20% true positive bugs in the case of Putty where Strip-Miner generate

7.69% true positives.

5.2.4 RQ4: Finding New Bugs
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Figure 5.3: Comparison of Unique True Positives: On comparison of top 60 generated
bugs (for benchmarks which have less than 60 bugs generated all of them are used) ranked
according to confidence, we observed that the percentage of unique true positives generated
are greater in the case of Strip-Miner.

On analyzing the top 60 generated bugs we observe that the percentage of bugs generated by

Strip-Miner that are unique is much greater than PR-Miner. In figure 5.3, we can see that

Strip-Miner generates on average 15.91% unique true positives as compared to PR-Miner
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that only generates 2.11%. The maximum percentage of unique true positives generated by

Strip-Miner is 29.17% whereas the maximum percentage of those generated by PR-Miner

is 3.33% both in the case of Git. It is evident that Strip-Miner outperforms PR-Miner for

generating previously unseen bugs.

5.2.5 Results Discussion

The results of our experimentation shows that our approach outperforms PR-Miner for both

decreasing the false positive rate and increasing the true positive rate. However, we observed

one false negative produced by our approach in OpenSSL. The reason for this false negative

is our dependency set is not complete. The dependency present between the elements of

the false negative is not covered by any of the dependencies. Therefore, there is a need to

enhance our dependency set to capture all the dependencies which is our immediate future

work.



Chapter 6

Discussion

6.1 Threats to Validity

6.1.1 Internal

The dependencies extracted by our approach do not cover all the relationships among code

elements. As a result it is possible that there are some other dependencies present in code,

if considered can further decrease the false positive rate. Whereas, in the filtration step it is

possible that there are some false negatives because there is no dependency present among

the elements present in corresponding rule with respect to the dependency graph. As our

approach is fully extensible therefore any dependencies discovered in future can easily be

added to dependency set. It is possible that at some point all the possible dependencies are

added to the set resulting into removal of all the false positives and false negatives.

6.1.2 External

A possible external threat is the generalization of our results produced in our evaluation. To

minimize such threat we have collected the test benchmarks from several different domains

spanning across version control systems, DBMS, security libraries and simple utility software

like media players. There is a significant improvement in performance of bug detection across

32
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all of these domains which showcase the fact that our approach is generalized enough to work

on any software independent of its domain.

6.2 Future Work

Following are several future research directions for our work.

6.2.1 Devising New Dependencies

In our work, we have extracted only three different types of dependencies among code ele-

ments and it does not cover all the dependencies that might be present among the elements.

Therefore, a future research direction can be to extract other types of dependencies and

potentially reducing the false positive rate of bug detection to zero.

6.2.2 Using Dynamic Analysis Traces

In this work, we have extracted program elements and dependencies among them using

static analysis. Although, our approach works on software code compiled into LLVM IR but

its execution might have different dependencies among elements that can only be extracted

from execution traces. Therefore, an immediate future work is to replace static analysis with

dynamic analysis to extract programming patterns and dependencies among code elements.

6.2.3 Exploring Other Approaches

Another, interesting future direction can be to explore and do experimentation on other

bug detection approaches in an effort to improve their accuracy. We believe that there is
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large space for improvement in existing techniques that if filled can enable the production

of industrial scale bug detection tools.

6.2.4 Automatic Patch Generation

In order to enhance the usability of our approach an important future work is to automat-

ically generate the patches using detected bugs and their corresponding rules. We believe

that the data generated by our approach have enough information available that can be

used to localize a bug (from reported bugs) and generate a patch(using the rule that is being

violated).



Chapter 7

Conclusions

We present a new approach named Strip-Miner for automatic detection of bugs in code with

significant reduction in the number of generated rules and corresponding false positive rate

and increase in true positive rate. Our approach leverages simple source code dependencies

along with frequent itemsets mining to detect bugs with greater accuracy. We evaluate it

using a diverse set of benchmarks collected from different domains. Strip-Miner have high

usability in real world software development as compared to older approaches. Experiments

show that it is able to reduce the number of generated bugs by up to 99.9%, with a false

negative rate of 65.19% and true positive rate of 34.81% on average. In general these exper-

iments show that combining data mining based bug detection approaches with dependency

encoding can be useful to improve the usability enormously.
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