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ABSTRACT The increasing number of inverter-based resources (IBR) in the grid introduces new challenges
due to the fast transient response and low inertia of IBRs. Set point automatic adjustment with correction
enabled (SPAACE)–based techniques smoothen the transient response of an IBR already installed in a grid
by modifying its set point without accessing its internal parameters in a model-free approach. Coordinated
SPAACE (CSPAACE) further enhances SPAACE performance by incorporating communication links to
exchange tracking error values between IBRs; however, this creates openings for cyberattacks. This work
adds a detection and mitigation algorithm for both denial of service (DoS) and false data injection (FDI)
attacks on the communication channels. Long short-term memory (LSTM) detects anomalies in the inputs
received from other inverters, and bidirectional LSTM (BiLSTM) mitigates the adverse effect of attacks on
the voltage and frequency stability of a microgrid. A hybrid co-simulation platform is developed using a
computer running PSCAD/EMTDC software, a network switch, and two Raspberry Pi computers, where
the cyberattacks are conducted on the network switch using one of the Pis. The testbed is used to study the
effectiveness of the proposed detection and mitigation method under DoS and FDI attacks and various grid
transients.

INDEX TERMS Cyberattack, deep learning, detection, denial of service (DoS), false data injection (FDI),
inverter-based resources (IBR), LSTM, BiLSTM, machine learning, model-free, microgrid, mitigation.

I. INTRODUCTION
As more photovoltaic (PV) plants and wind turbines are
installed in the grid, the number of inverter-based resources
(IBR) is increasing. IBR integration introduces new chal-
lenges in the control of the power system due to the low inertia
and fast transient response of IBR-heavy grids compared
to grids with only synchronous machine generators [1].
Research has developed new IBR control techniques to
overcome these challenges [2]. Many PV andwind IBRs have
been added to the grid in the past few years, increasing the
need for methods to enhance the control of installed IBRs
without accessing their internal control parameters.
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approving it for publication was Hao Wang .

Set point automatic adjustment with correction enabled
(SPAACE)–based techniques, a category of model-free
control methods [3], [4], can make an IBR’s transient
response smoother by modifying the input set point of
the inverter without requiring access to its internal con-
trol parameters [5], [6]. Reference [7] proposes a load
frequency controller for an interconnected power system
and uses SPAACE to improve the controller performance.
SPAACE can incorporate communication to further improve
performance. Reference [8] proposes coordinated SPAACE
(CSPAACE), a two-level SPAACE algorithm for a microgrid
that uses error signals communicated between inverters
to improve net dynamic response. CSPAACE relies on
communication links between devices [8], exposing the
microgrid to cyberattacks.
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Cyberattacks on the power system are a real issue,
and attackers can compromise communications in a power
system to launch cyberattacks intended to cause voltage
and frequency instability [9]. The 2015 cyberattack on
the Ukrainian power system affected 225,000 Ukrainian
customers, and attackers also used firmware patching attacks,
which overwrite the firmware of substation devices, to disable
remote operation [10]. The U.S. Department of Energy
(DOE) reported 117 disturbances due to vandalism and cyber
events in 2023, six of which were caused by cyberattacks.
A cyberattack in March 2023 disrupted monitoring at the
control center in King County, Washington for about half
an hour [11]. In 2020, attackers integrated their malicious
software with SolarWinds’ Orion software using a supply
chain attack. The attackers accessed the local network of
customers who used the updated software, showing that
attackers can even infiltrate a local area network disconnected
from the Internet [12].

Machine learning (ML) and deep learning (DL) algorithms
are used for detecting false data injection (FDI) and denial
of service (DoS) cyberattacks and mitigating their adverse
effects. These algorithms use data extracted from the system
without the need for detailed system models. A convolutional
neural network (CNN)–based algorithm is developed to
detect FDI in the sensor and communication link data of a
battery storage system in [13], with the detection time ranging
from 20 to 50 seconds. Reference [14] uses CNN to detect
DoS cyberattacks in a cyber-physical system on a timescale
of several minutes or more. However, these methods may
not be suitable for situations requiring shorter detection
times to mitigate transients caused by cyberattacks. A hybrid
graph convolutional LSTM model and CNN techniques
are used to detect stealthy attacks on network-connected
devices in a smart grid in [15], but the method requires
that all the devices share the same communication network,
which is not always the case. Reference [16] combines
LSTM and model predictive control to detect, classify, and
mitigate cyberattacks in power electronics–dominated grids,
but this approach requires a partial system model, limiting
its application scope. Other methods monitor the system
from a central location, risking a single point of failure.
In [17], long short-term memory (LSTM) and a rule-based
approach are combined to detect cyberattacks in a microgrid
using a central manager communicating with distributed
devices. A remedial action–based method mitigates the
adverse effects of FDI on smart grids using LSTM, a deep
recurrent neural network (DRNN), and a central operator
monitoring the grid in [9]. Some methods do not address how
to prevent false positive detection of transient events, such
as load changes, as cyberattacks. Reference [18] develops
an RNN-based approach to FDI detection and mitigation in
a microgrid, and [19] develops a method based on CNN
and LSTM that uses micro-PMU data to detect cyberattacks,
but the impact of grid transients on these algorithms is not
discussed.

Communication is now an inseparable part of the power
system, sending electrical measurements for grid monitoring
and commands for remote control of the power system to
enable rapid grid restoration. As a result, the power system
and its communication system need to be co-simulated to
study the cybersecurity of the power system. Software-
based co-simulation is easy to use and does not require
hardware; however, it cannot easily model all the details
necessary for accurate simulation [20]. On the other hand,
co-simulating a real-time simulator, such as OPAL-RT
or RTDS, with communication hardware gives accurate
results; however, it is expensive mainly due to the cost
of the real-time simulators [21]. Using a hybrid testbed,
where power simulation tools are co-simulated with the
hardware communication devices, increases the accuracy of
the simulation and reduces the implementation cost [22]. This
work develops and uses a hybrid co-simulation platform for
cybersecurity study.

Using communicated error signals, CSPAACE improves
the dynamic response of a power system by adjusting the
real and reactive set points of inverters on a timescale of
milliseconds. However, this makes CSPAACE susceptible
to cyberattacks as attackers can manipulate these set points
to cause voltage and frequency instability [23]. Therefore,
this work proposes a cyber-resilient CSPAACE technique by
adding a detection and mitigation algorithm. The effective-
ness of the proposed method is tested in a 100% inverter-
based microgrid with 8 inverter-based resources (IBR). The
contributions of this paper are as follows:

• The adverse effects of both a successful FDI and
DoS attack on the CSPAACE algorithm employed
in grid-following (GFL) inverters are studied, where
GFL inverters are further separated into two isolated
local area networks to enhance resiliency against
cyberattacks.

• Using local measurements and a model-free approach,
an LSTM-based method detects DoS and various
FDI attacks, such as step, ramp, and random attacks,
and a bidirectional LSTM (BiLSTM)-based method
mitigates and prevents voltage and frequency violation
in real-time in a fully inverter-based microgrid.

• The LSTM-based method does not falsely detect grid
transients, such as short circuit faults, set point changes,
and load changes, as cyberattacks.

• A hybrid co-simulation platform is developed using a
computer running PSCAD/EMTDC software, a network
switch, and two Raspberry Pi computers, where cyber-
attacks are conducted on the network switch using man-
in-the-middle attacks.

Section II discusses the foundations of inverter control and
CSPAACE. Section III discusses the details of the detection
algorithm, Section IV discusses the mitigation algorithm,
and Section V discusses the test system implementation.
Section VI is the performance evaluation and Section VII
concludes the paper.
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TABLE 1. Abbreviations and their meanings.

FIGURE 1. GFL inverter control diagram: (a) without CSPAACE and
(b) with CSPAACE.

II. INVERTER CONTROL BASICS
This section discusses details of GFL control without
CSPAACE, GFL control with CSPAACE, and grid-forming
(GFM) control for an inverter.

A. GRID-FOLLOWING (GFL) CONTROL MODE
This section discusses conventional and CSPAACE-based
GFL control.

1) CONVENTIONAL GFL CONTROL
In the GFLmode of operation, the inverter’s control inputs are
its real and reactive power set points, and the inverter tries to

match its output real and reactive power to the set point values
using PI controllers. Fig. 1(a) shows the control diagram of a
GFL inverter connected to the grid through an RL filter [24].
The filter inductance is L, ω is the angular frequency, I is the
inverter output current, V is the terminal voltage, P and Q
are the inverter output real and reactive power, and Psp and
Qsp are the reference real and reactive power. The voltage
and current measurements are converted from the abc-frame
to the dq-frame to calculate the output voltage. Finally, the
calculated voltage is converted back from the dq-frame to the
abc-frame. A phase-locked loop (PLL) is used to estimate
the voltage angle of the grid and is used in abc-frame to
dq-frame conversion.

FIGURE 2. CSPAACE pseudocode for the P and Q channel of a GFL
inverter controller.

2) COORDINATED SPAACE (CSPAACE) BASICS
CSPAACE is a method to make the dynamic response of a
controlled system smoother [8] by incorporating communi-
cation into SPAACE. SPAACE calculates the modified set
points to make the response smoother using the tracking error
err(tk ):

err(tk ) = xsp − x(tk ), (1)

where xsp is the set point, x(tk ) is the system response
variable, and tk is the current time step. SPAACE uses the
predicted error for the following time step, errpred(tk +Tpred),
which is linearly extrapolated using the error value at the
current and previous time steps:

errpred(tk + Tpred) = 2 err(tk ) − err(tk − Tpred), (2)

where Tpred is the error prediction horizon. Moreover,
SPAACE modifies the set point to x ′

sp(tk + Tpred) based on
the predicted error:

x ′
sp(tk + Tpred) = xsp + m errpred(tk + Tpred), (3)

where the scaling factor m is a constant. CSPAACE uses
error signals received from other units to enhance SPAACE
performance. In this work, CSPAACE uses only the error
signals from the two neighboring units of an IBR to calculate
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FIGURE 3. Droop control for GFM mode: (a) Q−V , (b) P−f [24].

its modified set point x ′′
sp(tk + Tpred):

x ′′
sp(tk + Tpred) = x ′

sp(tk + Tpred) + m (err1,rec(tk + Tpred)

+ err2,rec(tk + Tpred)), (4)

where err1,rec(tk + Tpred) and err2,rec(tk + Tpred) are the
predicted errors received from the first and the second
neighboring units.

3) CSPAACE-BASED GFL CONTROL
Fig. 1(b) shows the block diagram of GFL control with
CSPAACE, receiving input errors err from two neighboring
units for both the real and reactive power set points.
Moreover, Fig. 2 shows the pseudocode implementation of
CSPAACE for the real power set point Psp and reactive power

set pointQsp. Themodified real power set pointP′′
sp(tk+Tpred)

and reactive power set point Q′′
sp(tk + Tpred) calculated by

CSPAACE are sent to the GFL control loop.

B. GRID-FORMING (GFM) CONTROL MODE
In the GFM control mode, the inverter control inputs are
the reference values of the voltage and frequency, and the
real and reactive output power of the inverter are adjusted to
maintain the grid voltage and frequency using droop control.
Droop control modifies the real and reactive power output
when the voltage magnitude or frequency deviates from its
nominal values, as shown in Fig. 3. InQ−V droop control, the
reactive power of the inverter is adjusted based on the voltage
deviation, as shown in Fig. 3(a). In P−f droop control, the
real power of the inverter is adjusted based on the frequency
deviation, as shown in Fig. 3(b). It is essential to operate a
certain number of inverters in the GFM mode to maintain
the voltage and frequency of an isolated fully inverter-based
microgrid since there is no voltage and frequency support
from the bulk grid.

III. DETECTION METHOD
This section discusses the basics of LSTM and BiLSTM and
the details of the proposed detection method, training dataset
creation, and hyperparameter tuning.

A. LONG SHORT-TERM MEMORY (LSTM)
LSTM is a type of recurrent neural network (RNN) designed
to learn patterns in sequential data [25]. LSTMs are better
at learning long-term patterns than traditional RNNs, and
they avoid the vanishing gradient problem [19]. An LSTM
network predicts time series values of an output variable
using the given input time series. The network uses a hidden
layer of cells to process the input vectors. Fig. 4(a) shows an
LSTM cell structure that modifies the cell state in a controlled
manner. Ct−1 is the previous cell state; ht−1 is the previous
output, or hidden state; and xt is the current input, passing
through gate units. Each gate unit has weight values,Wf ,Wi,
Wc, and Wo, and bias values, bf , bi, bc, and bo. The outputs
of the gates produce a new cell state Ct and hidden state ht
in each time step. Through this recurrent process, the LSTM
remembers long-term information.

Each gate uses an activation function to transform its input.
Equation (5) shows a sigmoid activation function converting
the gate inputs to weights between 0 and 1. A gate uses these
weights to determine how much of a value is allowed to pass
through the gate.

σ (x) =
1

1 + e−x
. (5)

The forget gate in (6) selects how much of the previous
state Ct−1 is kept based on Ct−1, ht−1, and xt values.

ft = σ (Wf [Ct−1, ht−1, xt ] + bf ). (6)

Additionally, activation functions calculate the cell and
hidden states. In (7), a hyperbolic tangent activation function
transforms ht−1 and xt to calculate C̃t , the set of potential new
cell state values.

C̃t = tanh (WC [ht−1, xt ] + bC ), (7)

The input gate it in (8) weights the new values based on
Ct−1, ht−1, and xt .

it = σ (Wi [Ct−1, ht−1, xt ] + bi), (8)

The updated cell state in (9) is a combination of Ct−1,
multiplied by ft , and new candidate values C̃t , multiplied by
it .

Ct = ft Ct−1 + it C̃t . (9)

In (10), the output gate calculates weights for Ct based on
Ct , ht−1, and xt .

ot = σ (Wo [Ct , ht−1, xt ] + bo). (10)

Lastly, the cell output ht is determined in (11) using ot and
Ct .

ht = ot tanh (Ct ). (11)

The outputs of all time steps in one layer are input to the
next layer. This is repeated until the last layer, which produces
the final output vector prediction.
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FIGURE 4. (a) The inside of an LSTM unit, and (b) the data exchange in
the time domain in a BiLSTM unit.

B. BIDIRECTIONAL LSTM (BILSTM)
BiLSTM is a variant of LSTM that adds a second hidden layer
in the opposite direction of the first. This allows the BiLSTM
to be trained in both the forward and backward directions at
once. The first layer processes the input sequence normally.
The second layer, which does not interact with the first layer,
processes the same sequence in reverse as shown in Fig. 4(b).
The outputs of the two layers are then merged to produce a
final output [26]. BiLSTMoutperforms LSTM formany tasks
involving complex sequence prediction as its architecture
allows it to account for future characteristics of time series
data [26].

C. PROPOSED DETECTION METHOD
In the proposed method, each IBR has its own cyberattack
detection algorithm since the IBRs have varied characteris-
tics. Each detection algorithm uses an LSTMmodel trained to
detect when the error inputs of the IBR are falsified in an FDI
attack, and it also detects a DoS attack when timeout occurs
due to an idle connection. The detection models are trained
using Python 3.8 andKeras 2.12.0 on a Core i7 computer with
16 GB RAM. For a given IBR, the IBR’s real power output,
reactive power output, grid RMS voltage, output current,
and the two neighboring units’ real and reactive power error
values are the eight inputs of its detection algorithm. These
features are sampled at 1 ms per time step and passed to the
algorithm in windows of 3 time steps. At each time step,
the LSTM algorithm uses the given inputs to predict either
no attack 0 or an attack 1 on the error signals. The LSTM
algorithm cannot be trained on all possible grid transients and
operation points. Moreover, its accuracy cannot reach beyond
a certain level without the model overfitting and performing
worse on unseen data. For these reasons, even a well-trained
model predicts a few false positives during grid transients.
To handle this issue, the detection algorithm is not activated
unless the LSTM output is 1 for 6 consecutive time steps,
indicating that the IBR is under attack. The detection model
for each IBR consists of two LSTM hidden layers followed

by a dense output layer. The hidden layers have 8 neurons
each, use the tanh activation function to compute their cell
and hidden states, and use the sigmoid activation function to
compute the outputs of their input, forget, and output gates.
A sigmoid function on the output layer produces the final
prediction of 0 or 1. The training process uses the Adam
optimizer, a learning rate of 1 × 10−3, a batch size of 16,
and the binary cross entropy (BCE) loss function.

FIGURE 5. CIGRE 14-bus North American distribution grid [27].

D. TRAINING DATASET FOR DETECTION
Fig. 5 shows the modified CIGRE 14-bus North Amer-
ican distribution system with eight IBRs, where six use
CSPAACE-based GFL control and the other two are in the
GFM control mode. IBRs 1, 2, and 4 exchange data through
area 1, and IBRs 12, 13, and 14 exchange data through area 2,
as shown in Fig. 5. The detection training dataset consists of
simulation scenarios from the PSCAD/EMTDCmodel of this
system. These scenarios include load changes, IBR set point
changes, faults, and FDI attacks on IBR error inputs. In a load
change scenario, load is connected to or disconnected from
bus 1 or bus 12. Across various cases, the change in load
apparent power ranges from 0.25 MVA to 2.0 MVA, with the
power factor of the change ranging from 0.4 to 1.0 in steps
of 0.2. In a set point change scenario, the real and reactive
power references of two IBRs, one in area 1 and one in area 2,
are increased or decreased simultaneously. The value of this
change ranges from −0.7 MW to 2 MW for real power and
−0.5MVAr to 1MVAr for reactive power. In a fault scenario,
a short circuit fault occurs at either bus 5 or 7. The fault is
either single phase to ground or three phase to ground, with a
resistance of 0.01, 0.1, 1, 10, or 100 � and a duration of 50,
100, 200, or 300 ms.

In addition, ramp and step FDI attacks are simulated, and
scenarios include attacks on a single IBR and on multiple
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IBRs. Moreover, FDI attacks can be launched on the error
output of an IBR, causing all other IBRs in its network to
receive its falsified signal, or on the error input of an IBR,
causing that IBR alone to receive a falsified signal.

In a step attack, err in is set to vstep after the attack is
launched at tattack, as shown in the following:

err in =

{
errnon-attack t < tattack
vstep t ≥ tattack.

(12)

In a ramp attack, err in increases linearly to vramp over td,
as shown in the following:

err in =


errnon-attack t < tattack

vramp
t − tattack

td
tattack ≤ t ≤ tattack + td

vramp t > tattack + td.
(13)

For FDI attack scenarios in the dataset, vstep and vramp
range from 0.05 to 0.3 and from −0.05 to −0.3 in steps of
0.05. The ramp duration td is set to 200, 500, 750, or 1000ms.

These scenarios can train the model to detect other FDI
attacks not included in the dataset, such as a random attack,
in which errin is set to a stochastic signal. The attack signal
follows a Bernoulli distribution, as in [28], and on each time
step after tattack, errin becomes either zero or a predefined
value vrandom:

errin =

{
vrandom with probability p
0 with probability 1 − p.

(14)

Attackers can also launch DoS attacks to prevent commu-
nication among IBRs, causing them to continue using the last
set of error values received. If these values are severe, the
results of the attack are similar to those of a step or ramp FDI
attack. Thus, the FDI attack cases can train themodel to detect
certain types of DoS attacks before the connection timeout
even though the dataset contains no DoS scenarios. In this
work, each IBR also has a timeout mechanism to indicate a
DoS attack if a communication link has been idle for 200 ms,
the default minimum retransmission timeout for TCP in
most operating systems [29]. Unlike the retransmission timer,
which times out if a transmission is not acknowledged [30],
the DoS attack timer times out if no data is received; however,
the two use the same timeout value because they are similarly
affected by the network’s communication rate and packet
loss.

80% of the scenarios in the dataset are grid transients,
including load changes, set point changes, and faults, and
20% of the scenarios are FDI attacks. The dataset is divided
into training and validation data in a 70/30 split, with 169,000
samples of training data and 73,000 samples of validation
data. Across different IBRs, the attack cases within the
training set are varied to fit the IBR for which the model is
being trained. For example, a step attack on IBR 1 in IBR 1’s
version of the dataset is an identical step attack on IBR 12 in
IBR 12’s version of the dataset.

E. HYPERPARAMETER TUNING
To determine the optimal hyperparameters for the detection
algorithm, the hyperparameter values of the model are varied
and the model performance compared across multiple tests.
Table 2 shows the results of these tests for IBR 1, with
the model’s accuracy on the training data, accuracy on
the validation data, and total training time given for each.
To ensure accurate comparison among hyperparameters, only
one hyperparameter is varied at a time, and the others are
fixed at set values: 2 LSTM hidden layers, the tanh and
sigmoid activation functions, a 3-step window size, 8 neurons
per hidden layer, a training batch size of 32, and the Adam
optimizer with a 1 × 10−3 learning rate. All the models are
trained for 400 epochs and evaluated at the end of the training
period. The same hyperparameters are used for the rest of the
IBRs since they use the same controller parameters.

The hyperparameter tuning results are selected based
on validation accuracy and training time. From the cases
comparing the performance of the detection model as an
LSTM and BiLSTM for varying numbers of hidden layers,
a two-layer LSTM is selected as its model has the highest
accuracy on the validation data. In the window size tests,
an input window size of 10 provides the highest validation
accuracy, but a window size of 3 is selected instead to reduce
memory requirements and training time. From the tests for
the number of neurons per layer, a size of 8 neurons per
layer is selected as its model achieves the highest validation
accuracy. In the batch size tests, a smaller batch size tends to
increase validation accuracy but also increases training time,
so an intermediate batch size of 16 is selected. The Adam
optimizer and a learning rate of 1 × 10−3 are selected as
they provide a high validation accuracy. Table 3 shows the
activation function tests, which examine the performance of
the model as the pair of activation functions used in both
of its hidden layers is varied. The combination of tanh for
the hidden and cell states and sigmoid for the input, output,
and forget gates is selected as its model has the highest
validation accuracy across the tests. Table 4 compares the
model performance across different combinations of input
features. Because the full combination of P,Q, V , I , and four
err signals provides the highest validation accuracy, all eight
features are used as input in the final model.

After the final model configuration and hyperparameter
values are determined, detection models are trained for all
six inverters. A copy of the detection model being trained
is saved at each epoch and evaluated on the training and
validation data. Additionally, the validation data are separated
into grid transient cases and attack cases, and the model is
evaluated on both sets of cases at each epoch. Figure 6 shows
the performance of the IBR 1 detection model across all
four metrics. The validation accuracy for attack cases does
not reach above 98% before epoch number 180; thus, the
number of epochs for the final model is selected to be greater
than 180 to ensure that detection works properly. Moreover,
a model at a training epoch with high validation accuracy
for both grid transients and attacks is selected to minimize
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TABLE 2. Detection model hyperparameter tuning.

TABLE 3. Detection model activation function tuning.

the number of false predictions. To avoid overfitting, the
number of epochs for the final IBR 1 model is set to an
intermediate value of 296 since the accuracy changes little
afterward. Table 5 shows the training epoch selected for the
final model of each IBR and the performance of that model
on its dataset.

IV. MITIGATION METHOD
This section discusses the proposed mitigation method for
both DoS and FDI attacks, the creation of the training dataset,
and model hyperparameter tuning.

FIGURE 6. Detection model performance at each training epoch for IBR 1.

TABLE 4. Detection model input feature selection.

TABLE 5. Final LSTM detection model selection.

A. PROPOSED MITIGATION METHOD
Similar to the detection, each IBR has its own cyberattack
mitigation algorithm. The mitigation algorithm is a single
BiLSTM hidden layer and an output layer, and it uses
the same input features as the detection algorithm. Data is
sampled at 1 ms per time step, and the BiLSTM algorithm
processes input data in windows of 3 time steps. At each
time step, the BiLSTM algorithm predicts four error channel
values, for the real and reactive power of the two neighboring
IBRs, and corrects the falsified error channel values by
replacing themwith the predicted values after attack detection
is activated. For a DoS attack, where no error input is
available from the other IBRs, the predicted error values
are used instead. The BiLSTM hidden layer consists of
16 neurons and uses the sigmoid activation function on its
cell and hidden states and the softplus activation function on
its input, output, and forget gates. The outputs of the forward
and backward LSTMs of the hidden layer are merged through
summation. The mitigation model training process uses the
Adam optimizer with a learning rate of 1×10−4, a batch size
of 2, and the mean squared error (MSE) loss function.
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B. TRAINING DATASET FOR MITIGATION
The mitigation training dataset consists of simulated grid
transient scenarios from the CIGRE 14-bus grid. These
scenarios include load change, set point change, and fault
cases with the same range of values as those used in the
detection training dataset, discussed in Section III-D. Since
FDI cases cause voltage and frequency instability, they are
excluded from the mitigation training dataset so that the
mitigation algorithm only predicts error inputs that keep
the voltage and frequency stable. The mitigation model for
each IBR is trained by comparing the model’s error input
predictions to the actual received error values in the various
cases. To validate the models on unseen data, the dataset is
split into 82,000 samples of training data and 39,000 samples
of validation data in a 70/30 ratio.

C. HYPERPARAMETER TUNING
The performance of the mitigation model for IBR 1 is
compared across multiple tests with varying hyperparameter
values, as shown in Table 6. Across all tests, only one
hyperparameter is tuned at a time and the others are kept
fixed. The fixed values are a single BiLSTM hidden layer,
8 neurons in the hidden layer, the tanh activation functions
on the cell and hidden states of the BiLSTM, the softplus
activation function on the the forget, input, and output gates,
the summergemode for combining the outputs of the forward
and reverse layers of the BiLSTM, a window size of 3,
a training batch size of 2, the Adam optimizer with a 1×10−4

learning rate, and the MSE loss function. The models are all
trained for 150 epochs and evaluated at the final epoch. As in
the detection training, the same mitigation hyperparameters
are used for all IBRs.

Model performance across hyperparameter values is
judged by validation MSE and training time. A single
BiLSTM is selected for the hidden layer because it achieves
the lowest validation MSE. For the same reason, 16 neurons
per hidden layer and a window size of 3 are selected for
the final model. A training batch size of 2 is also selected
for providing the lowest validation MSE; a training batch
size of 1 provides lower training MSE but causes severe
overfitting and worse validation performance. The MSE
loss function and the Adam optimizer with a learning rate
of 1 × 10−4 are selected for the training process as they
allow the model to achieve lower validation MSE. Various
modes of combining the forward and reverse BiLSTM
outputs, including concatenation, summation, averaging, and
multiplication, are tested and the summerge mode is selected
for having the lowest validation MSE. Table 7 shows the
combinations of activation functions tested for the mitigation
model. The combination of a sigmoid function on the cell and
hidden states and the softplus function on the input, output,
and forget gates is selected because it provides the lowest
MSE for both the training and validation data.

Fig. 7 shows the performance of the final IBR 1 mitigation
model at each training epoch. Although the model has its
lowest validation MSE below epoch 30, it has not fully

learned the training data at this point, so epoch 46 is selected
for the final model instead. This epoch number gives a low
MSE for both training and validation, and the model is not
overtrained at this point. Similar reasoning is used to select
the final models for the other five IBRs, shown in Table 8.

TABLE 6. Mitigation model hyperparameter tuning.

TABLE 7. Mitigation model activation function tuning.
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V. TEST SYSTEM
This section discusses the implementation of the employed
test system and details of the data exchange between the
power system and the communication layer.

FIGURE 7. Mitigation model performance at each training epoch for IBR 1.

TABLE 8. Final mitigation model selection.

A. CIGRE 14-BUS NORTH AMERICAN SYSTEM
The CIGRE 14-bus North American distribution system is
selected for the power system, and it is modified by adding
eight IBRs, where six of them are in GFL mode with
CSPAACE and the others are in GFM mode, as shown in
Fig. 5. The IBR number represents which bus the IBR is
connected to; for instance, IBR 4 is connected to bus 4. IBR 1,
2, and 4 exchange their real and reactive power error values
every 1 ms using an isolated local area network, area 1.
IBR 12, 13, and 14 exchange their real and reactive power
error values at the same rate using the isolated local area 2.
PSCAD/EMTDC is used for the power system modeling.
The base values of the power and voltage are, respectively,
10 MW and 12.47 kV. Each IBR has an output voltage of
480 V and is connected to a medium voltage bus via a three-
phase 480 V to 12.47 kV transformer. Table. 9 shows the
controller parameters: proportional and the integrator gains of
the PI controller for the d- and q-axes voltage and current, the
maximum and minimum d- and q-axes current, the minimum
and maximum real and reactive power, the droop gain for the
Q − V and P − f droop control, and the GFM voltage and
frequency reference. The real and reactive power set points
are selected to minimize the grid loss. The real power set
points of IBRs 1, 2, 4, 12, 13, and 14 are 3, 2, 2, 3, 1, and
1.5 MW, respectively. The reactive power set points of IBRs
1, 2, 4, 12, 13, and 14 are 1, 1, 1, 1, 0.5, and 1 MVAr,
respectively.

B. COMPARISON OF SPAACE WITH CSPAACE
SPAACE makes the transient response of an IBR smoother.
CSPAACE, which augments SPAACE with communication
links, further improves the transient response by reducing rise
time [8]. This is illustrated in the following examples.

TABLE 9. IBR controller parameters.

FIGURE 8. Simulation results for IBRs 1, 2, and 4 output powers during a
set point change in IBR 2: (a) real power with SPAACE, (b) reactive power
with SPAACE, (c) real power with CSPAACE, (d) reactive power with
CSPAACE, (e) aggregate real power, and (f) aggregate reactive power.

1) REAL AND REACTIVE POWER SET POINT CHANGE
Fig. 8 shows the simulation results for IBRs 1, 2, and 4 for a
1 MW and 1MVAr set point increase in IBR 2 at t = 100 ms.
Figs. 8(a) and (b) show the real and reactive power outputs
of IBRs 1, 2, and 4 with SPAACE. Figs. 8(c) and (d) show
the real and reactive power outputs of IBRs 1, 2, and 4 with
CSPAACE. From Fig. 8(e), the aggregate real and reactive
power outputs of the three IBRs with SPAACE achieve 90%
of their total increase in 141 ms and 152 ms rise times,
respectively. The aggregated real and reactive power with
CSPAACE rise in 80 ms and 81 ms, respectively. Thus,
CSPAACE decreases the real power rise time by 43% and
the reactive power rise time by 47% in this scenario.

2) THREE-PHASE BOLTED FAULT
Fig. 9 shows the output voltage of IBR 1 with SPAACE
and CSPAACE during a bolted three phase-to-ground fault
at bus 5 that starts at t = 100 ms and clears at t = 200 ms.
With SPAACE, the voltage drops from 0.978 pu to 0.424 pu
during the fault; with CSPAACE, it drops to 0.474 pu, a 12%
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improvement. After the fault clears, the voltage recovers to
0.90 pu in 38ms with SPAACE and in 18ms with CSPAACE,
a 1.9 times faster rise time. CSPAACE outperforms SPAACE
by reducing the voltage drop during the short circuit fault and
the voltage recovery time after the fault clearance.

FIGURE 9. Simulation results for IBR 1 output voltage during a bolted
three-phase fault at bus 5.

FIGURE 10. Hybrid co-simulation cyber testbed setup: (a) the schematic
and data exchange and (b) the picture of the setup.

C. HYBRID CO-SIMULATION IMPLEMENTATION
Fig. 10 shows the hybrid co-simulation platform imple-
mented in this work, including a computer running
PSCAD/EMTDC software, a network switch, and two
Raspberry Pi computers. PSCAD/EMTDC simulates the
power system layer, data is exchanged through the network
switch, and cyberattacks are launched on the network switch
using the malicious Raspberry Pi.

Fig. 11 shows how data is exchanged in the cyber layer and
how the detection and mitigation methods are implemented
within the communication system. Remote terminal units
(RTU) are used to exchange data, send electrical measure-
ments, and receive commands and data from other units.
Fig. 11 shows that each IBR has its own RTU to communicate
with other units. Electrical measurements, including bus
measurements P, V , I , and Q and the CSPAACE real and
reactive power error values, are sent fromPSCAD/EMTDC to
the co-simulation Python code using the inbuilt co-simulation
block in PSCAD/EMTDC. The co-simulation Python code
is integrated within the TCP/IP client code to enable data

FIGURE 11. Data exchange between the IBRs for area 1.

TABLE 10. Computational complexity of detection and mitigation models.

exchange through the network switch, with the Raspberry Pi
running TCP/IP server code. The co-simulation code sends
the calculated real and reactive power error values to the
other Raspberry Pi using TCP/IP communication through the
network switch. The Raspberry Pi running the server code
represents both area 1 and area 2, enabling data exchange
between IBRs in the same area. The malicious Raspberry Pi
runs Ettercap software to conduct man-in-the-middle attacks,
which are used for packet sniffing, packet modification, and
DoS attacks.

VI. PERFORMANCE EVALUATION
This work studies cyberattacks on the GFL units with
CSPAACE. IBRs are targets of DoS attacks and step and ramp
FDI attacks to test the effectiveness of the proposed detection
and mitigation algorithm. In some scenarios, multiple IBRs
are under the same type of attack or different types of attacks,
leading to more severe voltage and frequency disturbances.
The detection algorithm is further tested under various grid
transients, such as short circuit faults, set point changes, and
load changes, to ensure it does not mistakenly detect grid
transients as cyberattacks.

Table 10 summarizes the computational complexity of the
detection and mitigation models in terms of three metrics: the
number of parameters in the model, the number of floating
point operations (FLOP) per prediction, and the average
inference time required for the model to make a prediction
on a Core i7 computer. When measuring the inference time,
the trained models are first optimized using TensorFlow
Lite 2.12.0, which quantizes some of the model weights
to 8-bit integers, reducing memory usage and execution
time [31]. With this optimization, both the detection and
mitigation models make their predictions in less than 300 µs.
This is within the 1 ms sampling period, enabling real-time
operation.
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FIGURE 12. IBR 4 simulation results for a DoS attack during set point
changes in IBRs 1, 2, and 4: (a) attack detection signal, (b) received errP1
(c) received errQ1, (d) received errP2, (e) received errQ2, (f) voltage
output, and (e) frequency.

A. DENIAL OF SERVICE (DOS) ATTACK
Fig. 12 shows the simulation results for IBR 4 in the case
of a DoS attack. In this case, attackers continuously monitor
packets sent in the area 1 local network. When they detect
a sudden change in the error values due to a grid transient,
they launch a DoS attack to disrupt all communication in
area 1, preventing the IBRs from receiving new error values.
In this case, the DoS attack is launched right after a −1 MW
and −0.5 MVAr set point change in IBRs 1, 2, and 4 at
t = 0.1 s. IBR 4 detects this attack 6 ms after its start,
as shown in Fig. 12(a). Figs. 12(b)–(e) show the IBR 1 and
IBR 2 real and reactive power errors for a set point change
with no attack, with a DoS attack, and with the proposed
detection and mitigation. In an unmitigated attack, IBRs 1,
2, and 4 continue to use the last set of error values received
before the attack. With the proposed method, the mitigation
algorithm predicts new error inputs for IBRs 1, 2, and 4 after
the attack detection, restoring them to their pre-attack values.
Fig. 12(f) shows the voltage output of IBR 4, which decreases
from 0.996 pu to 0.940 pu in an unmitigated attack. With the
proposed mitigation method, it decreases to a steady state
value 0.973 pu, the same as the set point change with no
attack. The grid frequency, in Fig. 12(g), varies from 59.91 to
60.01 Hz for an non-attacked set point change, 59.62 to
60.27 Hz for a successful attack, and 59.63 to 60.27 Hz with
detection and mitigation. In this case, the proposed method
detects and mitigates the DoS attack earlier than the timeout
mechanism, which flags the idle communication channels
200 ms after the attack start.

B. FALSE DATA INJECTION (FDI) ATTACKS
Step, ramp, and random FDI attacks are studied on single and
multiple IBRs.

FIGURE 13. IBR 1 simulation results for an FDI step attack on the reactive
power error inputs of IBR 1: (a) attack detection signal, (b) received errP2
(c) received errQ2, (d) received errP4, (e) received errQ4, (f) voltage
output, and (e) frequency.

1) STEP ATTACK ON ERROR INPUT OF IBR 1
Fig. 13 shows the simulation results for a −0.3 pu step attack
on both reactive power error input channels of IBR 1 at
t = 0.1 s. The detection model detects the attack 12 ms
after the start of the attack, as shown in Fig. 13(a). Figs. 13(b)
and (c) show the real and reactive power error received from
IBR 2 and Figs. 13(d) and (e) show the real and reactive
power error received from IBR 4 for non-attacked cases,
attacked cases without detection and mitigation, and using
the proposed method. After IBR 1 detects the attack, the
mitigation method restores the reactive power error signals
to their pre-attack values. Fig. 13(f) shows the IBR 1 output
voltage drops from 0.978 pu to 0.922 pu in a successful
attack. With detection and mitigation, however, the voltage
drops to 0.961 pu and returns to its pre-attack value within
60 ms of the attack detection. Fig. 13(g) shows the frequency
of the grid, varying from 59.93 to 60.08 Hz in an unmitigated
attack and 59.82 to 60.12 Hz in a mitigated attack.

2) STEP ATTACKS ON ERROR OUTPUTS OF IBRS 1, 2, AND 4
Fig. 14 shows the simulation results for IBR 4 for a −0.15 pu
step attack on the real and reactive power error output
channels of IBRs 1, 2, and 4 at t = 100 ms. As Fig. 14(a)
shows, IBR 4 detects the attack and turns on mitigation 6 ms
after the attack start. The mitigation algorithm then restores
the real and reactive power error signals from IBR 2 and the
real and reactive power error signals from IBR 3 to their pre-
attack values, as shown in Figs. 14(b)–(e). The voltage output
of IBR 4, shown in Fig. 14(f), drops from 0.996 pu to 0.958 pu
in a successful attack. With detection and mitigation, it drops
to 0.986 and returns to the pre-attack value 11 ms after the
attack detection. As shown in Fig. 14(g), the grid frequency
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FIGURE 14. IBR 4 simulation results for FDI step attacks on the real and
reactive power error outputs of IBRs 1, 2, and 4: (a) attack detection
signal, (b) received errP1 (c) received errQ1, (d) received errP2,
(e) received errQ2, (f) voltage output, and (e) frequency.

varies from 59.75 to 60.24 Hz in an unmitigated attack and
59.67 to 60.24 Hz using the proposed mitigation method.

3) RAMP ATTACKS ON ERROR OUTPUTS OF IBRS 12, 13,
AND 14
Fig. 15 shows the simulation results for IBR 14 for a 0.1 pu
ramp attack on both the real and reactive power outputs
of IBRs 12, 13, and 14 from t = 0.1 s to t = 0.3 s.
Fig. 15(a) shows IBR 14’s attack detection signal, which
turns on 8 ms after the attack start. Figs. 15(b)–(e) show the
error input signals, returning to their pre-attack values using
the proposed mitigation method. Fig. 15(f) shows that the
IBR 14 output voltage ramps up from 0.993 pu to 1.035 pu
in an unmitigated attack. In the case with mitigation, the
voltage does not change significantly. Fig. 15(g) shows the
grid frequency, which changes slightly.

4) STEP AND RAMP ATTACKS ON ERROR OUTPUTS OF IBRS
12 AND 14
Fig. 16 shows the simulation results for IBR 13 for a hybrid
attack: a 0.2 pu ramp attack on the real power error outputs of
IBRs 12 and 14 from t = 100 ms to t = 600 ms and a 0.2 pu
step attack on the reactive power error outputs of IBRs 12 and
14 at t = 100 ms. As shown in Fig. 16(a), IBR 13 detects
the attack 16 ms after its start and turns on mitigation. This
restores the real and reactive power errors from IBR 12 and
the real and reactive power errors from IBR 14 to their pre-
attack values, as shown in Figs. 16(b)–(e). Fig. 16(f) shows
the IBR 13 output voltage, which rises from 0.977 pu to
1.040 pu with no mitigation; with mitigation, it increases
to 0.990 pu and returns to its pre-attack value 116 ms after
the attack detection. Fig. 16(g) shows that the grid frequency

FIGURE 15. IBR 14 simulation results for FDI ramp attacks on the real
and reactive power error outputs of IBRs 12, 13, and 14: (a) attack
detection signal, (b) received errP12 (c) received errQ12, (d) received
errP13, (e) received errQ13, (f) voltage output, and (e) frequency.

FIGURE 16. IBR 13 simulation results for FDI ramp attacks on the real
power and FDI step attacks on the reactive power error outputs of IBRs
12 and 14: (a) attack detection signal, (b) received errP12 (c) received
errQ12, (d) received errP14, (e) received errQ14, (f) voltage output, and
(e) frequency.

varies from 59.88 to 60.10 Hz in an unmitigated attack and
from 59.89 to 60.17 Hz using the proposed method.

5) STEP AND RAMP ATTACKS ON ERROR OUTPUTS OF IBRS
1, 4, 12, AND 14
Fig. 17 shows the simulation results for IBR 2 for a hybrid
attack on IBRs 1, 4, 12, and 14, consisting of a −0.1 pu step
attack on the real power error outputs of these inverters at t =

0.1 s and a −0.1 pu ramp attack on the reactive power error
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FIGURE 17. IBR 2 simulation results for FDI step attacks on the real
power and FDI ramp attacks on the reactive power error outputs of IBRs
1, 4, 12, and 14: (a) attack detection signal, (b) received errP1 (c) received
errQ1, (d) received errP4, (e) received errQ4, (f) voltage output, and
(e) frequency.

outputs from t = 0.1 s to t = 0.3 s. IBR 2 detects the attack
6 ms after its start, as shown in Fig. 17(a). Figs. 17(b)–(e)
show the four error signals from IBRs 1 and 4, all of which
return to their pre-attack values at the start of mitigation.
In a successful attack, the voltage output decreases from
1.002 pu to 0.963 pu; in a mitigated attack, however, it drops
to 0.995 pu and fully returns to its pre-attack value 105 ms
after the detection, as shown in Fig. 17(f). The grid frequency,
shown in Fig. 17(f), varies from 59.93 Hz to 59.99 Hz at the
start of a successful attack. Using the proposed mitigation
method, it varies from 59.94 to 60.00 Hz after the attack
start.

6) RANDOM ATTACKS ON ERROR OUTPUTS OF IBRS 1, 2,
AND 4
Fig. 18 shows the simulation results for IBR 1 for a random
attack on the real and reactive power error outputs of IBRs 1,
2, and 4 at t = 100 ms. At each time step, the error signals
have a probability p = 0.5 of being 0.3 pu. IBR 1 detects
the attack and activates mitigation 120 ms after the attack
start, as Fig. 18(a) shows. This restores the error signals
from IBRs 2 and 4, shown in Figs. 18(b)–(e), to their pre-
attack values. The output voltage, shown in Fig. 18(f), reaches
1.12 pu in a successful attack, but with mitigation, it reaches
1.09 pu and returns to its pre-attack value 183 ms after the
detection. Fig. 18(e) shows the grid frequency, which varies
from 58.88 to 61.47 Hz in an unmitigated attack and from
59.55 to 61.15 Hz in a mitigated attack. In this case, the
proposed method detects and mitigates a random attack even
though the detection models are not trained on this attack
type.

FIGURE 18. IBR 1 simulation results for FDI random attacks on the real
and reactive power error outputs of IBRs 1, 2, and 4: (a) attack detection
signal, (b) received errP2 (c) received errQ2, (d) received errP4,
(e) received errQ4, (f) voltage output, and (e) frequency.

FIGURE 19. IBR 1 simulation results for a three-phase short circuit fault
at bus 5: (a) attack detection signal, (b) voltage output, and (c) frequency.

C. DETECTION ALGORITHM PERFORMANCE UNDER GRID
TRANSIENTS
This section evaluates the performance of the detection
algorithm under three-phase short circuit faults, set point
changes, and load changes.

1) THREE-PHASE SHORT CIRCUIT FAULT
Fig. 19 shows the simulation results for IBR 1 in the case
of a 1 � three phase-to-ground fault at bus 5 starting at
t = 0.1 s and clearing at t = 0.2 s. As shown in Fig 19(a),
the IBR 1 detection algorithm does not activate through the
duration of the fault. Therefore, both with and without the
proposedmethod, IBR 1’s output voltage drops from 0.978 pu
to 0.539 pu during the fault and returns to its pre-fault value
80 ms after the fault clearance, as shown in Fig 19(b). The
grid frequency Fig 19(c) varies from 57.35 to 61.97 Hz after
the fault clearance and is also identical for the two cases.

2) SET POINT CHANGE
Fig. 20 shows the simulation results for IBR 13 for a 1.5 MW
and 1.5 MVAr set point increase in IBRs 2 and 13. The
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FIGURE 20. IBR 13 simulation results for a set point change in IBRs
12 and 13: (a) attack detection signal, (b) voltage output, and
(c) frequency.

FIGURE 21. IBR 2 simulation results for a load change at bus 1: (a) attack
detection signal, (b) voltage output, and (c) frequency.

IBR 13 detection algorithm does not detect this transient as
an attack, as Fig 20(a) shows. Thus, the IBR response is
identical both with and without the proposed method. The
IBR 13 voltage output rises from 0.977 pu to 1.044 pu in both
cases, as shown in Fig 20(b). The grid frequency, shown in
Fig 20(c), varies from 59.97 to 60.08 Hz during the set point
change in both cases.

3) LOAD CHANGE
Fig. 21 shows the simulation results for IBR 2 for an 8 MW
and 6 MVAr load increase at bus 1. When using the proposed
method, attack detection does not activate, as shown in
Fig. 21(a). The IBR response is unaffected by the proposed
method. This is shown by the output voltage of IBR 2 in
Fig. 21(b), which decreases from 1.002 pu to 0.979 pu
when the proposed method is used as well as when it is not
used. Fig. 21(c) shows the grid frequency, which varies from
59.91 to 60.06 Hz during the load change in both cases.

VII. CONCLUSION
This work proposes a cyber-resilient CSPAACE algorithm,
a model-free control method, by integrating the detection
and mitigation of DoS and different FDI attacks, such as
ramp, step, and random attacks, on the augmented CIGRE
14-bus North American 100% inverter-based microgrid with
eight IBRs. A hybrid co-simulation testbed is created using
a computer running PSCAD/EMTDC, a network switch,
and two Raspberry Pi computers, where communication is
implemented using TCP/IP and cyberattacks are conducted
on network hardware using one of the Raspberry Pis.

The effectiveness of the detection and mitigation is tested
for multiple scenarios, and the detection method does not
mistakenly detect other grid transients, such as short circuit
faults, load changes, and set point changes, as cyberattacks.
Future work includes using physics-informed ML algorithms
for cyberattack detection and mitigation.
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