
A Robust Dynamic State and Parameter Estimation Framework for
Smart Grid Monitoring and Control

Junbo Zhao

Dissertation submitted to the Faculty of the
Virginia Polytechnic Institute and State University

in partial fulfillment of the requirements for the degree of

Doctor of Philosophy
in

Electrical Engineering

Lamine Mili, Chair
Saifur Rahman
Adrian Sandu
Yue Wang

Vasileious Kekatos

May 2, 2018
Arlington, Virginia

Keywords: Kalman filter, Robust statistics, Dynamic state estimation, Unscented
transformation, Robust control theory, Estimation theory, Power system dynamics and

control, Outliers, Cyber attacks, Phasor measurement units

Copyright 2018, Junbo Zhao



A Robust Dynamic State and Parameter Estimation Framework for Smart
Grid Monitoring and Control

Junbo Zhao

(ABSTRACT)

The enhancement of the reliability, security, and resiliency of electric power systems depends
on the availability of fast, accurate, and robust dynamic state estimators. These estimators
should be robust to gross errors on the measurements and the model parameter values
while providing good state estimates even in the presence of large dynamical system model
uncertainties and non-Gaussian thick-tailed process and observation noises. It turns out that
the current Kalman filter-based dynamic state estimators given in the literature suffer from
several important shortcomings, precluding them from being adopted by power utilities for
practical applications. To be specific, they cannot handle (i) dynamic model uncertainty and
parameter errors; (ii) non-Gaussian process and observation noise of the system nonlinear
dynamic models; (iii) three types of outliers; and (iv) all types of cyber attacks. The three
types of outliers, including observation, innovation, and structural outliers are caused by
either an unreliable dynamical model or real-time synchrophasor measurements with data
quality issues, which are commonly seen in the power system.

To address these challenges, we have pioneered a general theoretical framework that advances
both robust statistics and robust control theory for robust dynamic state and parameter
estimation of a cyber-physical system. Specifically, the generalized maximum-likelihood-type
(GM)-estimator, the unscented Kalman filter (UKF), and the H-infinity filter are integrated
into a unified framework to yield various centralized and decentralized robust dynamic state
estimators. These new estimators include the GM-iterated extended Kalman filter (GM-
IEKF), the GM-UKF, the H-infinity UKF and the robust H-infinity UKF. The GM-IEKF
is able to handle observation and innovation outliers but its statistical efficiency is low
in the presence of non-Gaussian system process and measurement noise. The GM-UKF
addresses this issue and achieves a high statistical efficiency under a broad range of non-
Gaussian process and observation noise while maintaining the robustness to observation
and innovation outliers. A reformulation of the GM-UKF with multiple hypothesis testing
further enables it to handle structural outliers. However, the GM-UKF may yield biased
state estimates in presence of large system uncertainties. To this end, the H-infinity UKF
that relies on robust control theory is proposed. It is shown that H-infinity is able to bound
the system uncertainties but lacks of robustness to outliers and non-Gaussian noise. Finally,
the robust H-infinity filter framework is proposed that leverages the H-infinity criterion to
bound system uncertainties while relying on the robustness of GM-estimator to filter out
non-Gaussian noise and suppress outliers. Furthermore, these new robust estimators are
applied for system bus frequency monitoring and control and synchronous generator model
parameter calibration. Case studies of several different IEEE standard systems show the
efficiency and robustness of the proposed estimators.



A Robust Dynamic State and Parameter Estimation Framework for Smart
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(GENERAL AUDIENCE ABSTRACT)

The enhancement of the reliability, security, and resiliency of electric power systems depends
on the availability of fast, accurate, and robust dynamic state estimators. These estimators
should be robust to gross errors on the measurements and the model parameter values
while providing good state estimates even in the presence of large dynamical system model
uncertainties and non-Gaussian thick-tailed process and observation noises. There are three
types of gross errors or outliers, namely, observation, innovation, and structural outliers.
They can be caused by either an unreliable dynamical model or real-time synchrophasor
measurements with data quality issues, which are commonly seen in the power system. The
system uncertainties can be induced in several ways, including i) unknowable system inputs,
such as noise, parameter variations and actuator failures, to name a few; ii) unavailable
inputs, such as unmeasured mechanical power, field voltage of the exciter, unknown fault
location; and iii) inaccuracies of the model parameter values of the synchronous generators,
the loads, the lines, and the transformers, to name a few. It turns out that the current
Kalman filter-based dynamic state estimators suffer from several important shortcomings,
precluding them from being adopted by power utilities for practical applications.

To address these challenges, this dissertation has proposed a general theoretical framework
that advances both robust statistics and robust control theory for robust dynamic state and
parameter estimation. Specifically, the robust generalized maximum-likelihood-type (GM)-
estimator, the nonlinear filter, i.e., unscented Kalman filter (UKF), and the H-infinity filter
are integrated into a unified framework to produce various robust dynamic state estimators.
These new estimators include the robust GM-IEKF, the robust GM-UKF, the H-infinity
UKF and the robust H-infinity UKF. Specifically, the GM-IEKF deals with the observation
and innovation outliers but achieving relatively low statistical efficiency in the presence of
non-Gaussian system process and measurement noise. To address that, the robust GM-UKF
is proposed that is able to achieve a high statistical efficiency under a broad range of non-
Gaussian noise while maintaining the robustness to observation and innovation outliers. A
reformulation of the GM-UKF with multiple hypothesis testing further enables it to handle
three types of outliers. However, the GM-UKF may yield biased state estimates in presence
of large system uncertainties. To this end, the H-infinity UKF that depends on robust con-
trol theory is proposed. It is able to bound the system uncertainties but lacks of robustness
to outliers and non-Gaussian noise. Finally, the robust H-infinity filter framework is pro-
posed that relies on the H-infinity criterion to bound system uncertainties while leveraging
the robustness of GM-UKF to filter out non-Gaussian noise and suppress outliers. These
new robust estimators are applied for system bus frequency monitoring and control and
synchronous generator model parameter calibration. Case studies of several different IEEE
standard systems show the efficiency and robustness of the proposed estimators.
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Chapter 1

Introduction

The widespread deployment of synchrophasor measurement units (PMUs) on power trans-
mission grids has made possible the real-time monitoring and control of power system dy-
namics. However, these functions may not be reliably achieved without the development of
fast and robust dynamic state estimator (DSE). Indeed, the benefits of using a DSE include:

• Improved system oscillation monitoring [1–6]: a reliable estimation of power system
state variables will allow us to track the fast dynamics taking place in a power grid
and to carry out, for example, Koopman mode analysis [1–3] or Prony analysis [4–6].
The identified modes can then be utilized as control inputs to tune power system
stabilizers (PSS) to achieve better damping of inter-area modes of oscillation, resulting
in improved system stability.

• Enhanced local and global system control [7–11]: for instance, the estimated rotor
speeds and other estimated state variables can be used as input control signals of
FACTS devices to ensure global asymptotic stability of a power system by satisfying
the Lyapunov sufficient conditions for stability.

• Improved reliability of protection systems [12–16]: for instance, by testing in real-time
the consistency between the PMU measurements and the dynamical model of the pro-
tection zone identified by the DSE, both internal and external faults can be effectively
detected without any a priori protection settings, yielding more reliable protection sys-
tems compared with the traditional coordinated settings-based schemes [12, 13]; the
estimated real-time dynamic state variables can be used to initiate effective genera-
tor out-of-step protections based on the equal-area criterion or the energy function
approach [15, 16].

• Enhanced reliability of dynamic security assessment (DSA) [18,19,135]: as highlighted
by a PSERC team [19], DSA requires the availability of accurate models for generators
and associated controls, loads, special protection schemes, etc. By utilizing a DSE,
the dynamic system model and its associated parameters can be validated on-line [20],
yielding more reliable DSA.
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Figure 1.1: Error distributions of the phasor voltage angle and magnitude, the phasor current
angle and magnitude, the real and reactive power using field PMU data provided by Pacific
Northwest National Laboratory.

To date, a variety of dynamic state estimators have been proposed in the literature; they
are based on the extended Kalman filter (EKF) [21–23], the iterated EKF (IEKF) [24],
the unscented Kalman filter (UKF) [25–27], and the particle filter (PF) [28–30], to cite a
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few. However, all these methods suffer from several important shortcomings, precluding
them from being adopted by power utilities for power system real-time applications. To be
specific, they cannot handle i) dynamical model uncertainty and parameter errors;
ii) non-Gaussian process and observation noise of the system nonlinear dynamic
models; iii) any type of outliers, including innovation, observation and structural
outliers; iv) all types of cyber attacks.

There are several reasons for these shortcomings. Firstly, besides the uncertainties induced by
the inherent approximations of the mathematical models on which these methods rely, there
are several other uncertainties due to the following: i) unknowable system inputs, including
noise, parameter variations and actuator failures [136], to name a few; ii) unavailable inputs,
such as unmeasured mechanical power, field voltage of the exciter, unknown fault location;
and iii) inaccuracies of the model parameter values of the synchronous generators, the loads,
the lines, and the transformers, to name a few. To cope with these uncertainties, we will
develop new DSEs based on robust generalized maximum-likelihood (GM) UKF combined
with H-infinity filtering techniques. The GM-UKF is able to filter out non-Gaussian noise and
suppress gross errors in the measurements, in the predictions and in the model parameters
and system topologies, which will be called observation, innovation and structural outliers.
But this filter produces strongly biased estimation results in presence of a large number of
inaccurate model parameters. On the other hand, H-infinity filter cannot handle any type
of outliers but it provides good results in presence of system uncertainties [32–34].

Secondly, the current DSE methods assume that both the process and the observation noise
of the system nonlinear dynamic models are Gaussian. However, two recent investigations
conducted by PNNL [35, 36] revealed that the PMU measurement errors of the voltage and
current magnitudes follow non-Gaussian probability distributions. This is demonstrated in
Fig.1.1 using real PMU data provided to us by PNNL. This figure displays histograms and
parametric probability density estimates of PMU errors on nodal voltage magnitudes and
angles, line current magnitudes and angles, and line real and reactive power. As observed
in Fig.1.1, except for the measurement errors on nodal voltage and line current angles,
which roughly follow a Gaussian distribution, the measurement errors on both nodal voltage
and line current magnitudes follow a bimodal Gaussian mixture distribution. As for the
measurement errors of real and reactive power calculated by voltage and current phasors,
they follow a thick tailed distribution that may be approximated by either the Laplace or the
Cauchy distribution. Recall that in contrast to the Gaussian distribution, which is a short-
tailed distribution, a thick-tailed distribution is the one that allows the associated random
variable to take large values with a non-negligible probability. Evidently, the presence of
non-Gaussian noise calls for new research and development in robust power system dynamic
state estimation based on robust statistics.

Thirdly, three types of outliers associated with a given dynamical system model have been
defined by Gandhi and Mili [37], namely observation outliers, which affect the metered val-
ues, innovation outliers, which corrupt the predicted state estimates, and structural outliers,
which affect the system dynamic states and the observation functions. Observation outliers
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may result from large biases in PMU measurements due to infrequent calibration, or instru-
ment failures, or impulsive communication noise [39–41]. As for innovation outliers, they
may occur in several different ways. For example, some of the generator models may not be
well calibrated, resulting in highly inaccurate model outputs that are inconsistent with the
measurements. This was precisely the case in the 1996 blackout, where the model being used
predicted system stability while in reality the system was undergoing numerous cascading
failures, which resulted in a rapid system collapse that occurred within minutes [42,43]. In-
novation outliers may also be induced by the approximations in the state prediction model
or by a system process impulsive noise. By contrast, structural outliers are gross errors in
circuit breaker statuses or in the parameters of the transmission lines, or the synchronous
machines, or the automatic voltage regulators. In [44], it is reported that wrong estimates
of the parameters of the synchronous machine models may result from the use of erroneous
metered values. It turns out that the conventional filters, namely the EKF, the UKF and
the PF are not robust to any type of outliers. For instance, it is demonstrated in [45] that
their performances are significantly degraded in presence of observation outliers. In this re-
search project, we will develop new robust DSE methods based on the generalized maximum
likelihood-type estimator that are able to handle the three types of outliers listed above.

Last but not least, with the strong reliance of smart grid functions on communications
networks, cyber attacks have become a major concern. Typically, they are classified as bias
injection attack, denial of service attack, and replay attack [46]. Bias injection attack occurs
when an adversary attempts to corrupt the content of either the measurement or the control
signals; for example, the man-in-the-middle intercepts the PMU measurement signals and
corrupts them with large biases. Denial of service attack occurs when the actuator and sensor
data are prevented from reaching their respective destinations, resulting in the absence of
data for the DSE; for instance, this would be the case if the PMU metered values do not reach
the phasor data concentrator (PDC). Replay attack occurs when a hacker first performs a
disclosure attack from a certain time period, gathering sequences of data, and then begins
replaying the data during a certain period; for instance, the current PMU measurements
processed by a dynamic state estimator are replaced by past values. Those attacks will
induce outliers, or loss of measurements, or uncertainties in the model. Obviously, mitigating
the impacts of cyber attacks is an important task that calls for the development of a robust
DSE.

1.1 Research Objectives and Achievements

The enhancement of the reliability, security, and resiliency of electric power systems depends
on the availability of fast, accurate, and robust dynamic state estimators. These estimators
should be robust to gross errors on the measurements and the model parameter values
while providing good state estimates even in the presence of large dynamical system model
uncertainties and non-Gaussian thick-tailed process and observation noises. The research
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Figure 1.2: The research scheme of this dissertation for power system monitoring and control.

scheme is summarized in Fig. 1.2. To this end, we have pioneered a general theoretical
framework that advances both robust statistical theory and robust control theory for robust
dynamic state and parameter estimation of a cyber-physical system. Specifically, the main
contribution of this dissertation is outlined in below:

1. The robust statistics and the robust control theory are integrated into a unified frame-
work to yield various centralized and decentralized robust dynamic state estimators.
These new estimators are able to handle large system uncertainties as well as suppress
three types of outliers while achieving good statistical efficiency under a broad range
of non-Gaussian process and observation noise.

2. A centralized robust iterated extended Kalman filter (EKF) based on the generalized
maximum likelihood approach (termed GM-IEKF) is proposed for estimating power
system state dynamics when subjected to disturbances. The proposed GM-IEKF dy-
namic state estimator is able to track system transients in a faster and more reliable
way than the conventional EKF and the unscented Kalman filter (UKF) thanks to its
batch-mode regression form and its robustness to innovation and observation outliers,
even in position of leverage. Good robustness and high statistical efficiency under
Gaussian noise are achieved.

3. The theory of a new robust Generalized Maximum-likelihood-type Unscented Kalman
Filter (GM-UKF) is developed that is able to suppress observation and innovation
outliers while filtering out non-Gaussian process and measurement noise. Because the
errors of the real and reactive power measurements calculated using Phasor Measure-
ment Units (PMUs) follow long-tailed probability distributions, the conventional UKF
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provides strongly biased state estimates since it relies on the weighted least squares
estimator. By contrast, the state estimates and residuals of our GM-UKF are proved
to be roughly Gaussian, allowing the sigma points to reliably approximate the mean
and the covariance matrices of the predicted and corrected state vectors. The asymp-
totic error covariance matrix of the GM-UKF state estimates is derived from the total
influence function. The robustness our GM-UKF to outliers and cyber attacks is in-
vestigated; it is shown that it can handle at least 25% of incorrect PMU measurements
and predicted state variables.

4. A fast and robust unscented Kalman filter-based decentralized dynamic state estimator
(DSE) using multiple hypothesis testing is proposed to detect, identify and suppress
three types of outliers, namely the observation, innovation and structural outliers.
Specifically, three hypotheses corresponding to the occurrence of three types of outliers
are assumed by constructing three innovation matrices; these matrices are made up by
time-correlated innovation vectors and/or predicted states and/or measurements; then
projection statistics are applied to each of the innovation matrix and its calculated
projection values are checked by a statistical test to validate the assumed hypothesis.
The identified outliers are further suppressed by a generalized maximum-likelihood
type (GM)-estimator.

5. Accurate local bus frequency is essential for power system frequency regulation pro-
vided by distributed energy sources, flexible loads and among others. This dissertation
proposes a robust frequency divider (RFD) for online bus frequency estimation and
control. Our RFD is independent of the load models, and the knowledge of swing
equation parameters, transmission line parameters and local PMU measurements at
each generator terminal bus is sufficient. In addition, it is able to handle several types
of data quality issues, such as measurement noise, gross measurement errors, cyber
attacks and measurement losses.

6. The existing Kalman filter-type power system dynamic state estimator (DSE) achieves
a good performance if the dynamical model is accurate and the system process and
measurement noises are known. However, these assumptions may not be satisfied in
practice as the dynamical model and noises are usually subject to uncertainties. To
address these problems, this dissertation proposes a decentralized H-infinity unscented
Kalman filter that leverages the strength of the H-infinity criteria developed in robust
control for handling system uncertainties with the advantage of the UKF for addressing
strong model nonlinearities. The statistical linerization approach is used to derive a
linear batch-mode regression model similar to the linear Kalman filter, which allows
us to derive the H-infinity UKF.

7. A novel theoretical framework for robust dynamic state estimation is proposed that
integrates both robust statistics and robust control theory. The GM-estimator, the
unscented Kalman filter (UKF), and the H-infinity filter are integrated into a unified
framework to yield the general robust H-infinity UKF. The latter is able to handle
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large system uncertainties as well as suppress outliers while achieving good statistical
efficiency under a broad range of non-Gaussian process and observation noise. Specif-
ically, it leverages the H-infinity criterion to bound system uncertainties while relying
on the robustness of GM-estimator to filter out non-Gaussian noise and suppress out-
liers. We also show that the H-infinity UKF is based on the Krein space least squares
estimator and thus lacks robustness to outliers and non-Gaussian noise.

1.2 Dissertation Organization

The remainder of this dissertation is organized as follows. A centralized robust GM-IEKF is
proposed in Chapter 2 to demonstrate the value of robust statistics in handling innovation
and structural outliers. The GM-IEKF is able to track the power system dynamics reliably
if the system nonlinearity is not very strong. In addition, its statistical efficiency for non-
Gaussian system process and observation noise is not very high. To address this issue, we
develop the GM-UKF in Chapter 3. Its theory is first built by resorting to the robust statis-
tics and the statistical linearization strategy. Then, its break down point and value of power
system DSE application is investigated. Although GM-UKF is able to address innovation
and structural outliers while achieving a high statistical efficiency under a broad range of
non-Gaussian process and observation noise, it fails to suppress the structural outliers that
are typically caused by model parameters of generator, excitor, governor or power system
stabilizer, etc. To this end, a decentralized robust DSE using multiple hypothesis testing is
proposed in Chapter 4. Its extension to power system bus frequency monitoring is shown in
Chapter 5. It is worth pointing out that thanks to its statistical robustness, the GM-UKF is
able to handle outliers and non-Gaussian noise. However, it may produce large estimation
biases in presence of model uncertainties or inaccurate model parameters. To address these
problems, Chapter 6 presents a decentralized H-infinity unscented Kalman filter that lever-
ages the strength of the H-infinity criteria developed in robust control for handling system
uncertainties with the advantage of the UKF for addressing strong model nonlinearities.
Although H-infinity unscented Kalman filter can handle model and observation uncertain-
ties, it lacks robustness to any type of outliers. To this end, Chapter 7 proposes a novel
theoretical framework that integrates both robust statistics and robust control theory. The
GM-estimator, the unscented Kalman filter (UKF), and the H-infinity filter are integrated
into a unified framework to yield the robust H-infinity UKF. It leverages the H-infinity crite-
rion to bound system uncertainties while relying on the robustness of GM-estimator to filter
out non-Gaussian noise and suppress outliers. Finally, several interesting future research
topics unveiled during this research efforts are discussed in Chapter 8.



Chapter 2

A Centralized Robust Iterated
Extended Kalman Filter for Power
System Dynamic State Estimation

2.1 Introduction

With the widespread deployment of wide-area synchrophasor measurements, new techniques
have been proposed to effectively track power system dynamics [21, 55, 56] via a dynamic
state estimator (DSE). By using the estimated system dynamic states, improved real-time
control schemes can be implemented, for example through actions on FACTS devices and
wide-area power system stabilizers, to cite a few, thus enhancing power system stability.

For tracking power system dynamics subject to large disturbances, the extended Kalman
filter (EKF) and the unscented Kalman filter (UKF) have been recently proposed. For
instance, Huang et al. [21] and Fang and Wehbe [24] investigated the benefits of adopting
PMU data for real-time state and parameter estimation using Kalman filter techniques.
Following their work, Ghahremani and Kamwa [22] proposed a modified EKF-based DSE
to cope with cases where the field voltage is not accessible to metering due to brushless
excitation systems. This work was later extended with the development of a decentralized
DSE while relaxing the assumption of a known mechanical torque [23].

To circumvent first-order approximation errors of the EKF, which may be large under strong
nonlinearities of the model, the iterated EKF (IEKF) [24] and the UKF have been proposed
as alternative methods. Specifically, the IEKF linearizes the system nonlinear equations
iteratively to compensate for the higher-order terms, whereas the UKF leverages the un-
scented transformation by deterministically providing sigma points to approximate the mean
and covariance matrix of a random state vector, thus achieving better accuracy than the
EKF [57, 58]. An UKF-based DSE using a fourth-order generator model is proposed in [59]

8
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to estimate the states of a single-machine infinite-bus power system. Along the same lines,
a centralized UKF is developed in [25] for a multi-machine system, while a decentralized
strategy that does not require transmission of local signals is advocated in [26], significantly
increasing the computational efficiency. However, it has been demonstrated in [45] that the
performance of either EKF or UKF is greatly degraded in the presence of observation outliers
due to their lack of robustness. To mitigate this issue, a normalized innovation vector-based
test is advocated in [26] to detect observation outliers despite the vulnerability of this test
to innovation outliers. In [27], Rouhani and Abur developed a distributed two-stage robust
UKF-based DSE using the least-absolute-value (LAV) estimator that can handle observation
outliers in PMU measurements. However, the authors do not address the vulnerability of
the dynamic state estimator to innovation outliers that are induced by approximations in
the state prediction model or by impulsive system process noise.

Gandhi and Mili [37] proposed a robust Kalman filter for linear dynamical model. In this
chapter [38], we have extended that work to general nonlinear dynamic state estimation
problems with several new features. The latter includes the derivations of a new batch-
mode regression form to enhance data redundancy, a new outlier detection method based on
projection statistics and applied to two time-sequence of the prediction and the innovation
vectors, and the robust state covariance matrix of the proposed robust generalized maximum
likelihood iterated EKF (GM-IEKF) method. These features allow our GM-IEKF to track
power system dynamics more reliably and more rapidly than the conventional EKF, even in
presence of observation and innovation outliers or non-Gaussian PMU noise.

The rest of the paper is organized as follows. Section 2.2 deals with the problem formulation.
Section 2.3 presents the proposed GM-IEKF, while Section 2.4 shows numerical results on
the IEEE 39-bus test system. Section 2.5 concludes the paper.

2.2 Problem formulation

2.2.1 Problem statement

Our objective is to estimate the system state variables using the discrete-time state space
model with additive white noise that is expressed as

xk = f (xk−1) +wk, (2.1)

zk = h (xk) + vk, (2.2)

where xk ∈ R
n is the state vector; zk ∈ R

m is the measurement vector composed by termi-
nal active and reactive power, and voltage magnitude and angle obtained or calculated from
PMUs; h(·) is the vector-valued measurement function; wk and vk are process and mea-
surement noise, respectively, and are assumed to be white and independent of each other,
i.e., E [wk] = 0, E

[
wkw

T
k

]
= Wk, E [vk] = 0, E

[
vkv

T
k

]
= Rk, E

[
vjv

T
k

]
= E
[
wkw

T
j

]
=
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0 (j �= k) and E
[
wkv

T
j

]
= 0; f (·) is the vector-valued function that relates xk to xk−1.

In this chapter, the classical generator model and the more detailed two-axis model with
IEEE-DC1A exciter and TGOV1 turbine-governor are implemented and tested. When the
classical generator model is considered, f (·) is expressed as follows:

Differential equations:
dδ

dt
= ω − ωs, (2.3)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs), (2.4)

Algebraic equation:

Pe =
|E|
X ′
d

(|Vj|sin δ cos(θj)− |Vj| cos δ sin(θj)), (2.5)

where the subscript j denotes the j-th generator bus; δ denotes the rotor angle in radians; ω
and ωs are respectively actual and synchronous rotor speed in radians/s; TM , H andD denote
the mechanical power input, the inertia constant and the damping factor, respectively; Pe is
the real power output; |E|∠δ represents the voltage behind the transient reactance X ′

d, and
|Vj|∠θj is the bus voltage.

When the detailed model is considered, f (·) is expressed as follows:

Differential equations:

T ′
do

dE ′
q

dt
= −E ′

q − (Xd −X ′
d) Id + Efd, (2.6)

T ′
qo

dE ′
d

dt
= −E ′

d −
(
Xq −X ′

q

)
Iq, (2.7)

dδ

dt
= ω − ωs, (2.8)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs) , (2.9)

TE
dEfd
dt

= − (KE + SE (Efd))Efd + VR, (2.10)

TF
dVF
dt

= −VF +
KF

TE
VR − KF

TE
(KE + SE (Efd))Efd, (2.11)

TA
dVR
dt

= −VR +KA (Vref − VF − V ) , (2.12)

TCH
dTM
dt

= −TM + PSV , (2.13)

TSV
dPSV
dt

= −PSV + PC − 1

RD

(
ω

ωs
− 1

)
, (2.14)
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Algebraic equations:
Vd = V sin (δ − θ) , Vq = V cos (δ − θ) , (2.15)

Id =
E ′
q − Vq

X ′
d

, Iq =
Vd −E ′

d

X ′
q

, (2.16)

Pe = VdId + VqIq, Qe = −VdIq + VqId, (2.17)

where T ′
do, T

′
qo, TE, TF , TA, TCH and TSV are time constants, in seconds; KE , KF and KA

are controller gains; Vref and PC are known control inputs [60]; E ′
q, E

′
d, Efd, VF , VR, TM and

PSV are the q-axis and d-axis transient voltages, field voltage, scaled output of the stabilizing
transformer and scaled output of the amplifier, synchronous machine mechanical torque and
steam valve position, respectively; Xd, X

′
d, Xq and X

′
q are generator parameters; V and θ are

the terminal bus voltage magnitude and phase angle, respectively; Pe and Qe are the active
and reactive electrical power outputs; Id and Iq are the d and q axis currents, respectively.

The above estimation problem can be solved using the well-known EKF, which is a two-step
prediction-correction process; it can be summarized as follows:

State Prediction

Calculate the one-step prediction of the system state along with the associated covariance
matrix of the prediction state estimation error. Formally, we have

x̂k|k−1 = f (x̂k−1|k−1), (2.18)

Σk|k−1 = Fk−1Σk−1|k−1F
T
k−1 +Wk, (2.19)

where Fk−1 = ∂f/∂x
∣∣
x=x̂k−1|k−1

is the Jacobian matrix; Σk|k−1 = E

[(
xk − x̂k|k−1

) (
xk − x̂k|k−1

)T]
is the state prediction error covariance matrix and can be derived using a first-order Taylor
series expansion of f (xk−1) about x̂k|k−1 .

State Correction

Calculate the Kalman filter gain and update the state estimate and the estimation error
covariance matrix using

Kk = Σk|k−1H
T
k (HkΣk|k−1H

T
k +Rk)

−1, (2.20)

x̂k|k = x̂k|k−1 +Kk[zk − h(x̂k|k−1)], (2.21)

Σk|k = (I −KkHk)Σk|k−1, (2.22)

where Hk = ∂h/∂x
∣∣
x=x̂k|k−1

.
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2.2.2 Motivation for the Use of a Robust Dynamic State Estima-
tor

As pointed out by Gandhi and Mili [37], outliers can be classified into three types, namely
observation, innovation and structural outliers as shown in Table I. In power system dynamic
state estimation, observation outliers may originate from either communication impulsive
noise, or the loss of the PMU’s communications links, or an imperfect phasor synchronization
in PMU measurements [61,62], or large biases caused by the saturation of metering current
transformers or by metering coupling capacitor voltage transformers (CCVTs), to name a
few. As for the innovation outliers, they may be induced in several different ways. For
instance, some of the generators are not well calibrated and their simulated outputs are not
consistent with the measurements, like the 1996 blackout, where the model predicted a stable
system state, while in reality it was highly unstable, resulting in the collapse of the system
within minutes [42, 43]. Innovation outliers may also be induced by the approximations in
the state prediction model or impulsive system process noise [63,64]. By contrast, structural
outliers may be caused by system parameter or topological errors. In this chapter, we propose
a robust GM-IEKF that can handle observation and innovation outliers but not structural
outliers, which require a different formulation that is not addressed here.

Table 2.1: Definition of the three types of outliers

Outlier type Types of noise Affected components

Observation outlier Observation noise, vk zk
Innovation outlier System process noise, wk x̂k|k−1

Structural outlier Structural errors in zk, x̂k|k−1,
f(xk−1), h(xk) Σk|k−1, Σk|k

2.3 Proposed GM-IEKF

The proposed GM-IEKF method is developed in four main steps as follows. Firstly, the
classical recursive approach is converted into a batch-mode regression form such that the ob-
servations and the predictions are processed simultaneously, resulting in an enhanced data
redundancy. This redundancy allows our estimator to suppress both innovation and obser-
vation outliers while exhibiting good tracking capabilities of the state dynamics. Secondly, a
robust prewhitening of the data is achieved by means of Projection Statistics (PS) [37,65,66]
to uncorrelate the prediction and the observation errors even in presence of outliers. Thirdly,
a generalized maximum likelihood criterion based on the Huber convex ρ-function is min-
imized via the iteratively reweighted least squares (IRLS) algorithm. Fourthly, the error
covariance matrices of the predictions and the state estimates are updated using expressions
derived from the total influence function of the GM-estimator.
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Figure 2.1: Scatter plot of the matrix Z without outliers

2.3.1 Derivation of the Batch-Mode Regression Form

Given the filtered state vector x̂k−1|k−1 at time step k− 1, with covariance matrix Σk−1|k−1 ,
the state at the next time step k is predicted through (2.18) and (2.19). Define x̂k|k−1 =
xk − ηk, where xk is the true state vector and ηk is the state estimate error with zero mean
and covariance matrix E

[
ηkη

T
k

]
= Σk|k−1 . By putting it with (2.2) in matrix form, we

obtain [
x̂k|k−1

zk

]
=

[
xk

h (xk)

]
+

[ −ηk
vk

]
, (2.23)

which can be rewritten in the following compact form:

z̃k = h̃(xk) + ẽk, (2.24)

with the error covariance matrix given by

E
[
ẽkẽ

T
k

]
=

[
Σk|k−1 0

0 Rk

]
= SkS

T
k . (2.25)

Here Sk is calculated by the Cholesky decomposition technique.

2.3.2 Robust Prewhitening

If we directly apply the matrix Sk in the prewhitening step, the outliers will corrupt the
results [37]. Instead, we first detect and downweight the outliers in the derived batch-mode
regression form by means of a statistical test applied to the PS. The PS values are some



14

−0.2 0 0.2 0.4 0.6 0.8 1 1.2
−1

0

1

2

3

4

5

6

7

8

9

Outliers

Figure 2.2: Scatter plot of the matrix Z with two outliers

kinds of robust distances of a collection of data points, �i, defined as realizations of a random
vector. Outliers are data points that are distant from the bulk of the point cloud. To detect
outliers, we propose to apply the PS to a 2-dimensional matrix Z that contains serially
correlated samples of the innovations and of the predicted state vector. Formally, we have

Z =

[
x̂k−1|k−2 x̂k|k−1

zk−1 − h(x̂k−1|k−2) zk − h(x̂k|k−1)

]
, (2.26)

where zk−1 − h(x̂k−1|k−2) and zk − h(x̂k|k−1) are the innovation vectors while x̂k−1|k−2 and
x̂k|k−1 are the predicted state vectors at time instants k-1 and k, respectively. We may also
apply the PS to higher dimensional samples, but we found that 2 dimensions are enough
to identify outliers. The PS values of the predictions and of the innovations are separately
calculated because, as shown in Fig. 2.1, the values taken by the former are centered around
one while those taken by the latter are centered around zero. Before calculating the PS, the
real powers produced by the generators are normalized using their own rated MVA values.

The PS of the ith row vector, �i, of the predictions (respectively the innovations) in Z is
defined as the maximum of the standardized projections of all the �i’s on every direction l that
originates from the coordinatewise medians of the predictions (respectively the innovations)
and that passes through every data point, and where the standardized projections are based
on the sample median and the median-absolute-deviation [65]. Formally we have

PSi = max
‖l‖=1

∣∣�Ti l −medj
(
�Tj l
)∣∣

1.4826 medk
∣∣�Tk l −medj

(
�Tj l
)∣∣ . (2.27)

Once the PS values are calculated, they are compared to a threshold to identify the outliers.
Fig. 2.2 provides a typical example where the outliers stand far away from the bulk of
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innovations. The threshold is determined from the probability distribution of the PS under
the assumption that the data points follow a bivariate Gaussian probability distribution.

To this end, we conduct extensive Monte Carlo simulations and QQ-plots. Consider two
random variables v1 and v2 that are independent and identically distributed according to
N (0, I). Then generate 1000 realizations of these two random variables, apply the PS to
[v1 v2] and repeat the procedure 100 times. The sample medians and the interquantile
ranges of the empirical PS quantiles are finally plotted versus the corresponding quantiles of
the chi-square distribution with 2 degrees of freedom. The QQ plots displayed in Fig. 2.3
provide evidence that PS follows that distribution. We pick the threshold ζ of the statistical
test equal to χ2

ν,β = χ2
2,0.975 at a significance level of 97.5%. The detected outliers, whose

values satisfy PSi > ζ , are downweighted via

	i = min
(
1, d2
/
PS2

i

)
. (2.28)

Choosing d=1.5 yields good statistical efficiency at the Gaussian distribution without in-
creasing too much the bias induced by outliers [37]. Finally, the prewhitening of ẽk in (7.32)
is performed by pre-multiplying that nonlinear regression model by S−1

k , resulting in

S−1
k z̃k = S−1

k h̃(xk) + S−1
k ẽk, (2.29)

which can be written in a compact form as

yk = ϕ(xk) + ξk. (2.30)
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2.3.3 Robust Filtering and Solution

To bound the influence of outliers on the state estimates, a GM-estimator is used. It mini-
mizes an objective function given by

J (x) =
m+n∑
i=1

	2
i ρ (rSi

) , (2.31)

where 	i is calculated as in (5.20); rSi
= ri/s	i is the standardized residual; ri = yi−ϕi(x̂)

is the residual; s = 1.4826 · bm·mediani |ri| is the robust scale estimate; bm is a correction
factor for unbiasedness at the Gaussian distribution [65]; ρ(·) is the convex Huber ρ-function
made up of a quadratic and a tangent function defined as

ρ (rSi
) =

{ 1
2
r2
Si
, for |rSi

| < τ

τ |rSi
| − τ 2/2, elsewhere

, (2.32)

where τ = 1.5 leads to high statistical efficiency under Gaussian noise [37]. To minimize
(5.21), one takes its partial derivative and sets it equal to zero, yielding

∂J (x)

∂x
=

m+n∑
i=1

−	ici
s

ψ (rSi
) = 0, (2.33)

where ψ (rSi
) = ∂ρ (rSi

)/∂rSi
and ci is the i-th column vector of the matrix CT , where

C = ∂ϕ/∂x |x=x̂ . Then, by dividing and multiplying by rSi
on both sides of (5.23), we get

CTQ (y − ϕ (x)) = 0, (2.34)

where Q =diag(q (rSi
)) and q (rSi

) = ψ (rSi
)/rSi

.

Taking a first-order Taylor series expansion of ϕ(x) about x̂k|k and using the IRLS algorithm
[67], the state vector correction at the j-th iteration is calculated by

Δx̂
(j+1)
k|k =

(
CTQ(j)C

)−1
CTQ(j)

(
y − ϕ

(
x̂jk|k
))

, (2.35)

where Δx̂
(j+1)
k|k = x̂

(j+1)
k|k − x̂

(j)
k|k and C is evaluated at x̂

(j)
k|k . The algorithm converges when∥∥∥Δx̂

(j+1)
k|k

∥∥∥
∞

≤ 10−2.

2.3.4 Robust IEKF versus Robust EKF

In this section, we further justify why the robust IEKF is preferred to the robust EKF. When
a non-iterative EKF is considered, the measurement function given by (2.2) is linearized using
a first-order Taylor series expansion about the predicted state vector x̂k|k−1 , yielding

zk = h
(
x̂k|k−1

)
+Hk

(
xk − x̂k|k−1

)
+ vk, (2.36)
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where Hk = ∂h/∂x
∣∣
x=x̂k|k−1

. Then the regression model in (7.31) changes to[
x̂k|k−1

zk − h
(
x̂k|k−1

)
+Hkx̂k|k−1

]
=

[
I
Hk

]
xk +

[ −ηk
vk

]
. (2.37)

The PS of the row vectors of the revised matrix Z are then calculated and a statistical test
is applied to identify observation outliers. However, because innovation outliers occur in the
predicted state x̂k|k−1 , their effects will spread out on the observation vector on the left side
of (2.37) via the matrix Hk, making the PS to break down. By contrast, only the innovation
x̂k|k−1 corresponding to the outliers will be affected in (7.31). Thus, the PS will not break
down and both observation and innovation outliers are suppressed.

2.3.5 Estimation Error Covariance Matrix Updating

After the convergence of the iterative process, the estimation error covariance matrix Σk|k
needs to be updated, thus allowing us to predict the state at the next time step. The
updating of Σk|k in the GM-IEKF is derived as the covariance matrix of the total influence
function, IF [37, 66, 67], yielding

Σk|k = E
[
IF · IF T

]
=

EΦ[ψ2(rSi)]
{EΦ[ψ′(rSi)]}2

(
CT
k Ck

)−1(
CT
k Q�Ck

)(
CT
k Ck

)−1
.

(2.38)

This expression is derived as follows:

It has been shown by Hample [67] that the IF can be utilized to measure the sensitivity
of an estimator to an infinitesimal contamination and to derive the error covariance matrix
of an estimator under the assumed probability distribution, e.g., the Gaussian distribution.
This approach is applied here for the GM-IEKF. Consider the ε-contamination model G =
(1− ε)Φ + εΔr, where Φ is the target distribution and Δr is the probability mass at r, and
let the cumulative probability distribution of the residual vector r = y − ϕ(x) calculated
from (5.18) be Φ(r). The GM-estimator provides an estimate of the state by processing the
redundant observation vector y and solving the following implicit equation:

m+n∑
i=1

λi (r,x) =
m+n∑
i=1

	i
∂ϕ (x)

∂x
ψ (rSi

) = 0, (2.39)

which, by virtue of the Glivenko-Cantelli theorem [72], asymptotically tends to∫
λ (r, T ) dG = 0. (2.40)
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Here, the GM-estimator x̂k|k at G has been put in a functional form, T (G). The asymptotic
total influence function of T (G) is given by

IF (r,Φ) =
∂T (G)

∂ε

∣∣∣∣ε=0 = lim
Δε→0

T ((1− ε)Φ + εΔr)− T (Φ)

ε
. (2.41)

Substituting G into (2.40) yields∫
λ(r,T (G))dΦ+ ε

∫
λ(r,T (G))d (Δr − Φ) = 0. (2.42)

Taking the differentiation with respect to ε and evaluating it at ε = 0, assuming regularity
conditions and Fisher consistency at Φ, given by

∫
λ(r,T (Φ))dΦ = 0, yields

∂

∂ε

∫
λ(r,T (G))dΦ

∣∣
ε=0

+

∫
λ(r,T (G))d(Δr)|ε=0

= 0. (2.43)

After applying the sifting property of the Dirac impulse to the second term, we obtain

∂

∂ε

∫
λ(r,T (G))dΦ

∣∣
ε=0

+ λ(r,T (Φ)) = 0. (2.44)

Assuming λ(·) is continuous and measurable and λ′(·) is measurable, we can apply the inter-
changeability of differentiation and integration theorem to the first term in (2.44), yielding∫

∂λ(r,T (G))

∂ε
|
T (Φ)

.
∂T (G)

∂ε
|
ε=0
dΦ + λ(r,T (Φ)) = 0. (2.45)

Thus, IF (r,Φ) is expressed as

IF (r,Φ) = ∂T (G)
∂ε

|
ε=0

= −[
∫ ∂λ(r,T (G))

∂ε
|
T (Φ)

dΦ]−1λ(r,T (Φ)).
(2.46)

Taking the derivative of λ(·) with respect to x and assuming that 	 and s are independent
of x, we obtain

∂λ(r)

∂x
= 	ψ(rSi

)[
∂2ϕ(x)

∂xi∂xj
] +	[

∂ψ(rSi
)

∂x
][
∂ϕ(x)

∂x
]T . (2.47)

By neglecting the second-order term on the right-hand side of (2.47), we get

∂λ(r)

∂x
= 	[

∂ψ(rSi
)

∂x
][
∂ϕ(x)

∂x
]T . (2.48)

Applying the chain rule to the derivative of ψ(rSi
) yields

∂λ(r)

∂x
= −1

s
ψ′ (rSi

)

[
∂ϕ(x)

∂x

] [
∂ϕ(x)

∂x

]T
(2.49)
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By substituting (5.18), (2.39) and (2.49) into (2.46), we get

IF (r,Φ) =

[∫
1

s
ψ′ (rSi

)CCT
∣∣∣
T (Φ)

dΦ

]−1

	Cψ (rSi
) . (2.50)

Thus, the state estimation error covariance matrix for the GM-IEKF at time step k is given
by

Σk|k = E
[
IF · IF T

]
=

EΦ[ψ2(rSi)]
{EΦ[ψ′(rSi)]}2

(
CT
k Ck

)−1(
CT
k Q�Ck

)(
CT
k Ck

)−1
,

(2.51)

where Q� = diag (	2
i ) and Ck = ∂ϕ/∂x

∣∣∣x=x̂k|k .

Comment 1 : In most related literature, the state estimation error covariance matrix of an
M-estimator is updated using the same equations as for the standard least-squares-based
EKF, e.g., [68, 69]. Obviously, this will lead to a degraded performance of the estimator,
including poor tracking capabilities and lower statistical efficiency. The correct asymptotic
covariance matrix of that estimator should be utilized, which may be derived from (2.38).

Comment 2 : In the proposed GM-IEKF, the matrix Q and the weights � are used to bound
the influence of residual and of position, guaranteeing a robust state estimation, while the
matrix Q� contributes to a robust estimation of the state estimation error covariance matrix
and to a robust prewhitening in the next time step.

2.4 Numerical Results

The performance of the proposed estimator is tested on the IEEE 39-bus test system, whose
data can be found in [60]. The standard EKF and UKF are implemented for comparisons.
In the simulations, the real and reactive power injections and the bus voltage phasors are
assumed to be metered using PMUs; a random Gaussian noise with zero mean and standard
deviation 10−2 is assumed for either system or measurement noise; the diagonal elements of
the initial error covariance matrix of the UKF are set to 10−4; the initial values of the state
vector are arbitrarily chosen for all three estimators. The damping ratio D is set equal to
0.005 for all generators and the PMU measurements are assumed to be received at a rate of
48 samples per second. At t=0.5s Line 15-16 is switched off, which causes a large disturbance
to the system. The time domain simulation results are assumed to be the true state values;
the parameters for GM-IEKF are set to τ=d=1.5, and the maximal number of iterations
equals to 20.

2.4.1 Case 1: Small Process and Measurement Noise

We initialize each process noise with a very small variance of magnitude 10−4. The error
variance of the PMU measurements is set to 1%. Fig. 2.4 shows the tracking results of the
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Figure 2.4: Estimated ω5 and δ5−1 by the
three methods in Case 1: small process and
measurement noise.
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Figure 2.5: Estimated ω5 and δ5−1 by the
three methods in Case 2, where the vari-
ance of the process noise is increased from
10−4 to 10−2.
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three dynamic state estimators. We randomly pick Generator 5 as an example and omit the
remaining plots since they do not bring any additional qualitative information. It can be
seen from the figure that all the three methods accurately track the system dynamic states.
The GM-IEKF outperforms the standard EKF in estimating both the rotor angle and the
rotor speed. The UKF is the fastest method for tracking these state variables because it
uses the sigma points to propagate the mean and the covariance matrix without relying on
direct linearization, which improves the computational efficiency.

2.4.2 Case 2: Small Measurement Noise and Large Process Noise

In order to investigate the impacts of system process noise on the tracking performance, the
variance of the process noise is increased from 10−4 to 10−2 while the measurement variance
is kept the same as that in Case 1. Fig. 2.5 presents the tracking results. It can be seen
from this figure that UKF is greatly affected by system process noise regarding the rotor
speed estimation, while GM-IEKF and EKF are slightly affected. In this case, GM-IEKF is
able to bound the influence of the process noise, resulting in the best tracking performance
among the three methods.
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Figure 2.6: Estimated ω5 and δ5−1

by the three methods in Case 3,
where the communication link with
the PMU placed at the Generator 5
is lost from t=4s to t=5s.
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Figure 2.7: Estimated ω5 and δ5−1 by
the three methods in Case 4, where
the real power measurement P5 on
Bus 34 is contaminated with gross er-
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2.4.3 Case 3: Momentary Loss of Communication Link

Some PMU devices may temporarily lose their communication links to the PDC due to
device failures, cyber attacks, communication interruptions, to cite a few. In that case,
the communication link with the PMU placed at Bus 34, where Generator 5 is connected,
is assumed to be lost from t=4s to t=5s. Therefore, the measurement set {P5, Q5, V5, θ5}
becomes unavailable during this time interval and their values are set equal to zero for
simulation purpose. It is observed that UKF and EKF are not capable of tracking the
trajectories of ω5 and δ5−1. By contrast, GM-IEKF exhibits good tracking capabilities by
relying on the predicted state estimates.
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Figure 2.8: Estimated ω5 and δ5−1 by
the three methods in Case 5, where the
predicted value of ω5 is changed from
0.2072 to 2 pu from t=4s to t=6s.
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Figure 2.9: Estimated ω10 and δ10
by the three methods under non-
Gaussian measurement noise.

2.4.4 Case 4: Occurrence of Observation Outliers

To investigate the effects of observation outliers on the tracking performances of the EKF,
UKF, and GM-IEKF, P5 on Bus 34 is contaminated with gross errors from t=4s to t=5s by
changing its value to 8 pu, simulating a faulty synchronization or an impulsive communication
noise. Note that by applying the PS to the Jacobian matrix C, this outlier is flagged as
bad leverage point. The test results are shown in Fig. 2.7. We note that when observation
outliers occur, both EKF and UKF deviate far away from the true system states due to their
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vulnerabilities to outliers. However, GM-IEKF significantly reduces its influence, which is
reflected by a very small weight 	i ≈ 10−4, keeping a good tracking performance.

2.4.5 Case 5: Occurrence of Innovation Outliers

As discussed before, the predictions may be unreliable due to the imperfect dynamical model
or impulsive system process noise. To investigate the performances of the estimators under
this condition, the predicted value of ω5 is changed to 2 pu between t=4s and t=6s. Fig.
2.8 shows the simulation results. We observe that the UKF is greatly affected by innova-
tion outliers, which makes its tracking trajectories unreliable. The EKF is less sensitive to
the rotor angle estimation compared with the UKF, but its estimation for rotor speed is
not acceptable. By contrast, the GM-IEKF effectively suppresses these innovation outliers,
resulting in good states tracking performance.

2.4.6 Breakdown Point of the Proposed GM-IEKF

We demonstrate in the previous examples that the GM-IEKF can cope with observation
and innovation outliers. The remaining question is how many outliers it can handle without
giving unreliable estimation results, that is, what is its breakdown point? This concept
provides a measure of the global robustness of an estimator and is formally given by

ε∗= max

{
ε =

Nf

Nm

; bmax finite

}
, (2.52)

where Nf is the number of outliers; Nm is the total number of data points, which is the
dimension of yk; bmax is the maximum possible bias induced by a given fraction of outliers.
A definition of the finite-sample breakdown point of a robust estimator in nonlinear regression
is given by Stromberg and Ruppert [48]. The expression of the maximum breakdown that any
regression equivariant estimator may have in linear structured regression (e.g., in linearized
power system state estimation model, which involves sparse Jacobian matrices) is derived
by Mili and Coakley [47].

We carry out extensive simulations to determine the breakdown point of our GM-IEKF when
applied to the IEEE 39-bus test system. By replacing an increasing number of data points
by outliers in the vector yk of dimension mt = m + n, it is observed that the GM-IEKF
can handle at least 25% of outliers among the data set, be they innovation or observation
outliers, the worst case being clustered ones. Note that the exact value of the breakdown
point of the GM-IEKF in power systems still needs to be determined; it will be investigated
in a future work.
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Figure 2.10: State tracking performance of the three methods in the presence of two obser-
vation outliers induced as follows: two pairs of measurements, P5 and Q5, on Bus 34 are
contaminated with gross errors from t=4s to t=5s.

2.4.7 Robustness to Non-Gaussian Noise

To demonstrate the robustness of the proposed method under thick-tailed distributions, non-
Gaussian PMU noise is simulated using the models proposed in a recent PNNL report [35,36].
Specifically, the bimodal Gaussian mixture model with zero mean, a variance of 10−4 and
weights of 0.9 and 0.1 is assumed for the voltage magnitude measurement noise, whereas the
Laplacian distribution with zero mean and a scale of 1 is assumed for the real and reactive
power measurement noise. As an illustrative example, results for Generator 10 are displayed
in Fig. 6.6. We observe that both EKF and UKF state estimates exhibit large oscillations
while our robust GM-IEKF is closely following the true states.

2.4.8 Results Using the Detailed Model

Now, let us describe and analyze the test results obtained for all the three methods in
presence of observation or innovation outliers using the two-axis machine model. In this test,
the measurement settings and fault condition are the same as those given in the previous
simulations. The time step for time domain simulation is 0.008s. The estimated states of
Generator 5 are provided as examples. All the parameter values of the generators are taken
from [70]. Figs. 2.10 and 2.11 present the results of the three methods with two observation
outliers, i.e., P5 and Q5 changed to 0 pu, and one innovation outlier, i.e., δ5 changed to 5 pu.
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Figure 2.11: State tracking performance of the three methods in the presence of an innovation
outlier induced as follows: the predicted rotor angle of Generator 5 is contaminated with
gross errors from t=4s to t=5s.

From these two figures, we observe that even with high-order generator model, our GM-IEKF
is able to effectively suppress both observation and innovation outliers. By contrast, EKF
and UKF exhibit no robustness against any types of outliers, yielding unreliable estimation
results.

2.4.9 GM-IEKF Computational Efficiency

To check whether the proposed GM-IEKF can keep up with PMUs at their scanned rate of 30
or 60 samples per second, its computational efficiency is analyzed and compared to that of the
EKF and UKF under three different scenarios defined as follows: in Scenario 1, no outliers

Table 2.2: Average Computing Times of the Three Estimation Methods in Three Scenarios
For Each Time Sample

Cases EKF UKF GM-IEKF

Scenario 1 3.94ms 3.48ms 5.96ms

Scenario 2 3.95ms 3.49ms 5.99ms

Scenario 3 3.93ms 3.51ms or diverged 6.30ms
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occur; in Scenario 2, observation outliers occur; in Scenario 3, innovation outliers occur.
All the three scenarios are tested with the two-axis model of the synchronous generators.
The testing environment consists of a PC configured with Intel Xeon(R), CPU E5-1650,
3.5GHz and 32GB RAM. The average computing times of all the three methods in the three
scenarios for every time sample are displayed in Table 2.2. From this table, we observe that
EKF and UKF have similar computing times that are much lower than the PMU sampling
periods of 33.3ms and 16.7ms for 30 sample/s and 60 samples/s, respectively. As for GM-
IEKF, although its execution time is larger than that of EKF, it is also lower than the PMU
sampling period, enabling it to track system state dynamics in real-time. Furthermore, we
notice that unlike EKF and GM-IEKF, UKF may exhibit numerical instability in presence
of innovation outliers.

2.4.10 Centralized vs. Decentralized GM-IEKF

The proposed GM-IEKF is a centralized DSE, but it can be extended to a decentralized
framework, typically employed for the real-time monitoring and control of very large-scale
power systems. For instance, we may adopt the same approach as the one proposed in [26]
by treating the generator terminal voltage and current phasors as system input and output
variables, which will be both assumed to be metered by PMUs. By doing so, the dynamic
equations for one generation unit can be decoupled from those of the other units. Therefore,
GM-IEKF can be applied to estimate the system dynamic state by processing only local PMU
measurements. However, with the decentralized GM-IEKF, the measurements processed by
a DSE are only taken on machine terminal buses, yielding a very low local measurement
redundancy. If the terminal measurements are lost due to cyber attacks or communication
failures, or include either observation or innovation outliers, the decentralized GM-IEKF
may lose its tracking ability. On the other hand, with a centralized GM-IEKF, all available
measurements are transferred to the control center with some communication bandwidth
utilization, resulting in an enhanced measurement redundancy. In this case, outliers and
the loss of measurements can be effectively handled by the centralized GM-IEKF, thereby
providing the control center with a complete set of state estimates, which enables it to take
regional and global control actions.

Let us now compare the centralized and decentralized scheme from the viewpoint of the
communication bandwidth requirement. Obviously, with a decentralized GM-IEKF, only
local controls are implemented. If coordinated control is deployed between different local
DSEs, additional communication bandwidth is required, making the comparison with the
communication cost of the centralized GM-IEKF difficult to assess. In summary, choosing
between the two schemes depends on the applications and the communication infrastructures
being used.
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2.5 Conclusion and Future Work

In this chapter, a robust GM-IEKF method is proposed for tracking the dynamic states of
a power system. The estimation problem is formulated as a nonlinear regression problem
by processing both state predictions and observations in a batch mode. Furthermore, pro-
jection statistics and a GM-estimator are applied to PMU metered values for bounding the
influence of observation and innovation outliers, including the loss of measurement commu-
nication links. Simulations carried out on the IEEE 39-bus test system provide results that
demonstrate the robustness and the statistical efficiency of GM-IEKF.

Despite evident advantages of our GM-IEKF, which include fast computations and good
robustness to observation and innovation outliers, it suffers from several weaknesses that
call for further research and developments. One weakness is its vulnerability to system
parameter and topology errors, which require a very high level of local measurement redun-
dancy [71]. The second weakness is that the iterative EKF may produce unreliable state
estimates under strong nonlinearities of the power system model. Dynamic estimators that
circumvent this difficulty include the unscented transformation based filters, the ensemble
Kalman filter (EnKF), and the particle filter (PF), among others. These estimators make use
of sigma/ensemble points or particles to approximate the true distribution of random state
variables, resulting in good state predictions and filtering when the assumptions are satisfied.
As a future work, we plan to develop robust versions of these filters for handling outliers
under strong system nonlinearities. Finally, the proposed GM-IEKF will be extended to a
decentralized framework for the real-time monitoring and control of a very large-scale power
system.



Chapter 3

A Robust Generalized-Maximum
Likelihood Unscented Kalman Filter:
Theory and Its Application for Power
System Dynamic State Estimation

3.1 Introduction

3.1.1 Motivation

The widespread deployment of Phasor Measurement Units (PMUs) on power transmission
grids has made possible the real-time monitoring and control of power system dynamics.
However, these functions are difficult to be achieved without the development of a fast
and robust Dynamic State Estimator (DSE). Indeed, the dynamic state estimates of the
synchronous machines can be utilized by various devices to enhance small signal stability
and to initiate generation outages and load shedding during transient instabilities, such as
power system stabilizers, automatic voltage regulators, and under-frequency relays [9, 73].

To date, a variety of dynamic state estimators have been proposed in the literature; they
are based on the Extended Kalman Filter (EKF) [21,22], the Iterated EKF (IEKF) [24,38],
the unscented Kalman filter (UKF) [25–27], to cite a few. However, all these methods
suffer from several important shortcomings, precluding them from being adopted by power
utilities for power system real-time applications. To be specific, they cannot handle i)
non-Gaussian process and observation noise of the system nonlinear dynamic models, ii)
innovation, observation and structural outliers and iii) cyber attacks.

There are several reasons for these shortcomings. Firstly, the current DSE approaches assume
that both the process and the observation noise of the system nonlinear dynamic models are

28
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Gaussian. However, two recent investigations conducted by PNNL [35,36] revealed that the
PMU measurement errors of the voltage and current magnitudes obey non-Gaussian proba-
bility distributions. Evidently, the presence of non-Gaussian noise calls for new research and
development in robust power system DSE based on robust statistics. Secondly, three types
of outliers associated with a given dynamical system model have been defined by Gandhi
and Mili [37], namely observation outliers, which affect the metered values; innovation out-
liers, which corrupt the predicted state estimates; and structural outliers, which affect the
system dynamic states and the observation functions. Observation outliers may result from
large biases in PMU measurements due to infrequent calibration, or instrument failures, or
impulsive communication noise [39, 40]. As for innovation outliers, they may occur in sev-
eral different ways. For example, some of the generator models may not be well calibrated,
resulting in highly inaccurate model outputs that are inconsistent with the measurements.
This was precisely the case in the 1996 blackout, where the model being used predicted
system stability while in reality the system was undergoing numerous cascading failures,
which resulted in a rapid system collapse that occurred within minutes [42, 43]. Innovation
outliers may also be induced by the approximations in the state prediction model or by a
system process impulsive noise. By contrast, structural outliers are induced by wrong circuit
breaker statuses or gross errors in the model parameters of the transmission lines, or of the
automatic voltage regulators, or of the synchronous machines. In [44], it is reported that
wrong estimates of the parameters of the synchronous machine models may result from the
use of erroneous metered values. It turns out that the conventional filters, namely the EKF,
the EnKF, the UKF, and the Particle Filter (PF) are not robust to any type of outliers. For
instance, it is demonstrated in [45] that the performances of the EnKF, EKF, UKF and PF
are significantly degraded in the presence of observation outliers. In addition, since the EKF,
UKF and EnKF are derived based on Gaussian assumption [74], they may yield significantly
biased estimates when non-Gaussian noise occurs. To address observation outliers, Rouhani
and Abur [27] developed a robust UKF-based DSE using the Least-Absolute-Value (LAV)
estimator. However, the authors do not address the vulnerability of the DSE to innovation
outliers. In [38], a robust IEKF was proposed to handle observation and innovation outliers,
but it may suffer from divergence problems if the nonlinearity of the system model is strong.
In addition, both [27,38] do not address the non-Gaussianity of the measurement and system
process noise. In signal processing and communication areas, Huber estimator-based robust
UKF methods have been advocated to suppress observation outliers and bound the influence
of non-Gaussian observation noise [75–78]. However, these methods are unable to handle in-
novations outliers, which can occur quite often in power systems due to controller parameter
errors and model deficiency. Furthermore, they achieve very low statistical efficiency or may
diverge when both process and observation noises are non-Gaussian.

3.1.2 Contributions and Paper Organization

To address the aforementioned challenges, this chapter resorts to robust statistics and de-
velops a robust Generalized Maximum-Likelihood-type UKF (GM-UKF) for power system
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dynamic state estimation [79]. Note that in [80], we have shown some preliminary results of
our robust UKF, for instance that it is able to handle unknown Gaussian and non-Gaussian
noise, and observation outliers. However, no theoretical proofs are provided to quantify
its statistical efficiency and its breakdown point. This paper bridges these gaps by provid-
ing the corresponding theoretical justifications. Specifically, it includes the following new
contributions:

• The statistical linearization approach is shown to yield the same solution as the sigma-
points-based unscented transformation; this allows us to derive a redundancy linear
batch-mode regression form by processing the predictions and observations simulta-
neously. Note that this overdetermined system of equations results in the data re-
dundancy needed for the detection and suppression of the innovation and observation
outliers.

• The application of the weighted least squares (WLS) estimator to the linear batch-
mode regression form is proved to yield the same solution as the traditional UKF,
making this filter vulnerable to non-Gaussian process and measurement noise and any
type of outliers.

• A theorem is provided, which shows that the state estimates provided by our GM-
UKF are asymptotically Gaussian even when the system process and measurement
noise obey thick-tailed distributions; this is precisely the case when using PMU mea-
surements. As a result, the means and the covariance matrices of the state estimates
can be represented well by sigma points. Furthermore, this theorem guarantees a good
performance of our GM-UKF for any distributions.

• Our GM-UKF is shown to be able to handle very strong system nonlinearity while
other alternatives fail to converge or yield large biased state estimates.

• The robustness our GM-UKF to outliers and cyber attacks is investigated; it is shown
that it can handle at least 25% of incorrect PMU measurements and predicted state
variables.

• It is demonstrated both theoretically and numerically that our GM-UKF is able to
achieve high statistical efficiency for a wide-range of system process and observation
noise probability distributions.

The rest of the paper is organized as follows. Section 3.2 presents the problem formulation.
Section 3.3 develops the theory of the proposed GM-UKF and Section 3.4 presents the
application of GM-UKF to power system. Section 3.5 shows and analyzes the simulation
results. Finally Section 3.6 concludes the paper.
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3.2 Problem Formulation

3.2.1 Nonlinear Discrete-Time Dynamical System Model

A discrete-time state space representation of a general nonlinear dynamical system is ex-
pressed as

xk = f (xk−1,uk) +wk, (3.1)

zk = h (xk,uk) + vk, (3.2)

where xk ∈ R
n×1 and zk ∈ R

m×1 are the state vector and the measurement/observation
vector at time sample k, respectively; f and h are vector-valued nonlinear functions; wk

and vk are the system process and observation noise, respectively; they are assumed to be
independent and identically distributed with zero mean and covariance matrices Qk and Rk,
respectively; uk is the system input vector.

3.2.2 Dynamic State Estimation using UKF

The main idea underlying the UKF is the application of a deterministic sampling technique
known as the unscented transformation, which allows us, under the Gaussian noise assump-
tion, to choose a set of sample points, termed sigma points, that have the same mean and
covariance matrix as those of the a priori state vector [52]. These sigma points are then prop-
agated through the non-linear functions f and h, yielding an estimation of the a posteriori
state statistics by using the Kalman filter approach, i.e., the sample mean and the sample
covariance matrix. Consequently, no calculation of Jacobian matrices is required, which can
be by itself a difficult task to achieve in some cases or computationally costly.

To be specific, given a state estimate at time step k-1, x̂k−1|k−1 ∈ R
n×1, having a covariance

matrix given by P xx
k−1|k−1, its statistics are captured by 2n weighted sigma points defined as

χi
k−1|k−1

= x̂k−1|k−1 ±
(√

nP xx
k−1|k−1

)
i
, (3.3)

with weights wi = 1
2n
, i = 1, ..., 2n. Then, each sigma point is propagated through the

nonlinear system process model (7.1), yielding a set of transformed samples expressed as

χi
k|k−1

= f
(
χi

k−1|k−1

)
. (3.4)

Next, the predicted sample mean and sample covariance matrix of the state vector are
calculated by

x̂k|k−1 =
2n∑
i=1

wiχ
i
k|k−1

, (3.5)
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P xx
k|k−1 =

2n∑
i=1

wi(χ
i
k|k−1

− x̂k|k−1)(χ
i
k|k−1

− x̂k|k−1)
T +Qk. (3.6)

Finally, the measurement updating is performed and the filtered state x̂k|k with the covari-
ance matrix P xx

k|k are calculated by

Kk = P xz
k|k−1

(
P zz

k|k−1

)−1

, (3.7)

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (3.8)

P xx
k|k = P xx

k|k−1 −KkP
zz
k|k−1

KT
k , (3.9)

where ẑk|k−1 =
2n∑
i=1

wiz
i
k|k−1

is the predicted measurement vector and zi
k|k−1

= h(χi
k|k−1

); the

self and cross-covariance matrices, P zz
k|k−1

and P xz
k|k−1

, are respectively calculated by

P zz
k|k−1

=
2n∑
i=1

wi(z
i
k|k−1

− ẑk|k−1)(z
i
k|k−1

− ẑk|k−1)
T +Rk, (3.10)

P xz
k|k−1

=

2n∑
i=1

wi(χ
i
k|k−1

− x̂k|k−1)(z
i
k|k−1

− ẑk|k−1)
T . (3.11)

3.2.3 Problem Statement

If the system process and measurement noise obey a Gaussian probability distribution, the
filtered state, x̂k−1|k−1, will follow a Gaussian distribution as well. In that case, the sample
mean and the sample covariance matrix of x̂k−1|k−1 will be captured by the sigma points
and the UKF will produce reliable state estimates. However, the Gaussianity assumption
may not hold true in practice. This is precisely the case in power systems; for instances,
impulsive process noise may occur due to system model inaccuracy at a certain time window
and the PMU measurement noise may not follow a Gaussian distribution as shown in Fig.1.1.
This figure displays histograms and parametric probability density estimates of PMU errors
on nodal voltage magnitudes and angles, line current magnitudes and angles, and line real
and reactive powers. It is observed that except for the measurement errors on nodal voltage
and line current angles, which are roughly Gaussian, the measurement errors on both nodal
voltage and line current magnitudes obey a bimodal Gaussian mixture distribution. As
for the measurement errors of line real and reactive powers calculated from voltage and
current phasors, they follow a thick tailed distribution that may be approximated by either
the Laplace or the Cauchy distribution. For more details about how to derive these error
statistics, please refer to [81]. As a result, the sigma points may not capture the complete
statistics of the state vector, resulting in poor or even diverging state estimates. Furthermore,
since the UKF lacks statistical robustness, it is sensitive to any type of outliers, including
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observation, innovation and structural outliers. When dealing with a general nonlinear
dynamical system, three types of outliers, namely observation, innovation and structural
outliers, are defined in [38]. In power system DSE, observation outliers refer to the phase
biases and gross errors in PMU measurements [40]; innovation outliers may be induced by
incorrect generator parameter values, failure of brushless exciter rotating diodes, or impulsive
system process noise; and structural outliers may be caused by transmission parameter errors
or topology errors. In the following section, we will propose a robust GM-UKF that is able
to suppress observation and innovation outliers and to filter out various types of thick-tailed
observation noises. Note that the problem of the identification and suppression of structural
outliers is outside the scope of this paper since it requires a different formulation; it will be
addressed in a future work.

3.3 Theory of the Proposed GM-UKF

The proposed GM-UKF is based on the following assumptions, which are satisfied by many
engineering systems, including power systems:

• Assumption 1: The measurement redundancy is sufficient to make the state of the
dynamical system observable. Recall that this condition is a prerequisite for state
estimation.

• Assumption 2: The majority of the metered values are reliable. In other words, the
percentage of bad data among the measurements does not exceed 25 percent, which is
a sizable percentage that is rarely exceeded in practice.

• Assumption 3: The dynamical system model is sufficiently accurate. This assumption is
acceptable since typically such a model is derived from physical laws and its parameters
are known with reasonable precision.

Our filter consists of four major steps, namely a batch-mode regression form step, a robust
pre-whitening step, a robust regression state estimation step, and a robust error covariance
matrix updating step. They are described next.

3.3.1 Derivation of the Batch-Mode Regression Form

In this subsection, we first show the equivalence of statistical linearization and the unscented
transformation using sigma points. We then derive the proposed batch-mode regression form.
The former claim is presented in the following theorem:

Theorem 1. Given the state estimate vector x̂k−1|k−1 and its associated covariance matrix
P xx
k−1|k−1 , statistical linear regression [54] applied to an arbitrary nonlinear function g(x)

yields results that are equivalent to those of the unscented transformation using the sigma
points generated according to (7.15).
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Figure 3.1: Application of the projection statistics to the matrix Zk for detecting outliers
in a two-dimensional dataset that consists of the innovation vectors and the predicted state
vectors.

Proof. Consider a nonlinear function y = g(x) evaluated in 2n points, i.e., (χi,γi), where
γi = g (χi) for i= 1,..., 2n. Assuming that the nonlinear function is statistically linearized

as y = Ax+b+ζ, the objective is to find Â and b̂ so that the point-wise linearization error
ζi is minimized, i.e., {

Â, b̂
}
= argmin

2n∑
i=1

wiζi
Tζi, (3.12)

where ζi = γi − (Aχi + b). By taking the derivative of the objective function with respect
to A and b and let them equal to zero, respectively, we obtain

b = y − Âx, (3.13)

Â = P T
xyP

−1
xx , (3.14)

where x =
2n∑
i=1

wiχi; y =
2n∑
i=1

wig (χi) =
2n∑
i=1

wiγi; Pxx =
2n∑
i=1

wi (χi − x)(χi − x)T ; Pxy =

2n∑
i=1

wi (χi − x)(γi − y)T . Then, the estimation error covariance matrix is calculated as

Pζζ =
2n∑
i=1

wiζ̂iζ̂
T
i

=
2n∑
i=1

wi

(
γi − y − Â (χi − x)

)(
γi − y − Â (χi − x)

)T
= Pyy − ÂPxxÂ

T = Pyy − P T
xyP

−1
xx Pxy,

(3.15)

where Pyy =
2n∑
i=1

wi (γi − y)(γi − y)T . Now, by taking the expectation and the outer product

of the statistical linearized model, respectively, we obtain the posterior statistics given by

ŷ = Âx+

2n∑
i=1

wiχi − Âx =

2n∑
i=1

wiχi, (3.16)
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Pyy = ÂPxxÂ
T + Pζζ

= P T
xyP

−1
xx Pxy +

2n∑
i=1

wi (γi − y)(γi − y)T − P T
xyP

−1
xx Pxy

=
2n∑
i=1

wi (γi − y)(γi − y)T ,

(3.17)

which are the same expressions as those obtained by applying the unscented transformation
to the nonlinear function y = g(x), which completes the proof.

By applying a statistical linearization to the nonlinear system process model, we obtain the
predicted state vector x̂k|k−1 along with its covariance matrix P xx

k|k−1 . We define x̂k|k−1 =

xk−δk, where xk is the true state vector; δk is the prediction error; and E
[
δkδ

T
k

]
= P xx

k|k−1 .
Then, statistical linearization can be applied to the nonlinear observation equation, yielding

zk = Hk

(
xk − x̂k|k−1

)
+ ẑk|k−1 + νk + vk, (3.18)

where Hk = (P xz
k|k−1

)T (P xx
k|k−1

)−1, which is no longer a Jacobian matrix. Here, the covariance

of the statistical linearization error term is R̃k = E
[
νkν

T
k

]
= P zz

k|k−1
−(P xz

k|k−1
)T (P xx

k|k−1 )
−1P xz

k|k−1
,

where P zz
k|k−1

and P xz
k|k−1

are two covariance matrices that are calculated by following the same

steps as those of the UKF. By processing the predictions and the observations simultaneously,
we get the following batch-mode regression form:[

zk +Hkx̂k|k−1 − ẑk|k−1

x̂k|k−1

]
=

[
Hk

I

]
xk +

[
νk + vk
−δk

]
(3.19)

which can be rewritten in a compact form as

z̃k = H̃kxk + ẽk. (3.20)

The error covariance matrix is given by

Wk = E
[
ẽkẽ

T
k

]
=

[
Σk|k−1 0

0 P xx
k|k−1

]
= SkS

T
k , (3.21)

where Σk|k−1 = E[(νk + vk)(νk + vk)
T ] = Rk + R̃k; I is an identity matrix; Sk is calculated

by the Cholesky decomposition technique.

Theorem 2. The weighted least squares estimator of the batch-mode regression form (7.32)
yields an estimated state vector x̂k|k and its associated covariance matrix P xx

k|k that are equiv-

alent to those of the UKF.

Proof. It is well-known that the state vector estimate based on the regression model given
by (7.32) using the weighted least squares estimator is expressed as

x̂k|k =
(
H̃T

k
W−1

k H̃k

)−1

H̃T
k
W−1

k z̃k, (3.22)
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with the covariance matrix P xx
k|k =

(
H̃T

k
W−1

k H̃k

)−1

. By applying an algebraic substitution

and using the matrix inversion lemma, we get

P xx
k|k =

(
HT

k R
−1
k Hk +

(
P xx

k|k−1

)−1
)−1

= P xx
k|k−1

− P xx
k|k−1

HT
k

(
HkP

xx
k|k−1

HT
k +Rk

)−1

HkP
xx
k|k−1

= (I −KkHk)P
xx
k|k−1

= P xx
k|k−1

−KkP
zz
k|k−1

KT
k
,

(3.23)

where the gain matrix is expressed as

Kk = P xx
k|k−1

HT
k (HkP

xx
k|k−1

HT
k +Rk)

−1 = P xz
k|k−1

(P zz
k|k−1

)−1 (3.24)

Thus, we can conclude that the estimation error covariance is identical to that of the UKF
in (7.29). By applying similar substitutions and using the matrix inversion lemma, we can
also show that the estimated state vector is given by

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (3.25)

which completes the proof.

Remark. In the literature, a few Huber estimator-based robust UKF methods have been
proposed and applied to various applications in signal processing, target tracking, to name a
few [75–78]. However, in their developed regression models, νk that compensates higher order
Taylor-series expansion error terms is neglected. As a consequence, the estimation results
are biased. In addition, although these estimators are able to suppress observation outliers,
they fail to handle innovation outliers, which can happen quite frequently in power system
due to controller parameter errors and model deficiency. Last but not the least, they cannot
handle the cases when both process and observation noise are non-Gaussian.

3.3.2 Robust Prewhitening

Before carrying out a robust regression, we uncorrelate the state prediction errors of the
batch-mode regression form. This is achieved by pre-multiplying S−1

k on both sides of (7.32),
yielding

S−1
k z̃k = S−1

k H̃kxk + S−1
k ẽk, (3.26)

which can be put into the compact form given by

yk = Ckxk + ξk, (3.27)

where E[ξkξk
T ] = I. However, if outliers occur, the application of S−1

k will corrupt the
prewhitening [37]. To overcome this problem, we first detect the outliers and calculate the
weights using the projection statistics (PS) [37, 65]. Those weights will be incorporated in



37

0 2 4 6 8 10 12
0

2

4

6

8

10

12

Theoretical quantile−χ
2
2 distribution

S
am

pl
e 

qu
an

til
e

0 5 10 15 20 25
0

5

10

15

20

25

Theoretical quantile−χ
4
2 distribution

S
am

pl
e 

qu
an

til
e

Figure 3.2: Q-Q plots of the sample quantiles of the PS vs. the corresponding quantiles of
the χ2

2 and χ
2
4 distributions, where (a) and (b) represent Q-Q plots of PS with Gaussian and

Laplace noise, respectively.

the objective function that is defined in the proposed GM-estimator shown in Section III-C.
Now, we describe the procedures used to calculate the weights. We apply the PS to a 2-
dimensional matrix Zk that contains serially correlated samples of the innovations and of the
predicted state variables. Note that the innovation vector is defined as the difference between
the observations and their associated predicted values at the previous step. Formally, we
have

Zk =

[
zk−1 − h(x̂k−1|k−2) zk − h(x̂k|k−1)

x̂k−1|k−2 x̂k|k−1

]
, (3.28)

where zk−1 − h(x̂k−1|k−2) and zk − h(x̂k|k−1) are the innovation vectors while x̂k−1|k−2 and
x̂k|k−1 are the predicted state vectors at time instants k-1 and k, respectively. We may also
apply the PS to higher dimensional samples, but we found that 2 dimensions are enough
to identify outliers. Note that the PS values of the predictions and of the innovations are
separately calculated because the values taken by the former and the latter are centered
around different points.

The PS of the jth row vector, lTj , of the predictions (respectively the innovations) in Zk is
defined as the maximum of the standardized projections of all the lTj ’s on every direction �
that originates from the coordinatewise medians of the predictions (respectively the innova-
tions) and that passes through every data point, and where the standardized projections are
based on the sample median and the median-absolute-deviation [65]. The implementation
of the PS to detect outliers in matrix Zk is displayed in Fig. 3.1, while its mathematical
expression is defined as [65]:

PSj = max
‖�‖=1

∣∣lTj �−medi
(
lTi �
)∣∣

1.4826 medκ |lTκ �−medi (lTi �)|
, (3.29)

for i, j, κ = 1, 2, ..., m+ n.

Once the PS values are calculated, they are compared to a statistical threshold to identify
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outliers. Extensive Monte Carlo simulations and Q-Q plots reveal that the probability dis-
tributions of the PS applied to Zk, whose data points obey bivariate Gaussian and Laplace
probability distributions, follow chi-square distributions with degree of freedom 2 and 4,
respectively (See Fig. 3.2). This investigation allows us to apply statistical tests to the PS
and to flag all the data points that satisfy PSi > d as outliers. The latter are downweighted
via

	i = min
(
1, d2
/
PS2

i

)
, (3.30)

where the parameter d is set equal to 1.5 to yield good statistical efficiency at different
distributions without increasing too much the bias induced by outliers. As an example,
when the noise is assumed to be Laplacian, the PS obeys a chi-square distribution with 4
degrees of freedom. In that case, we can choose the statistical detection threshold as χ2

4,0.975

at a significance level of 97.5%.

3.3.3 Robust Filtering and Solution

To suppress the outliers and filter out thick-tailed non-Gaussian measurement noise, we
develop a robust GM-estimator that minimizes the following objective function:

J (xk) =

m+n∑
i=1

	2
i ρ (rSi

) , (3.31)

where 	i is calculated by (5.20); rSi
= ri/s	i is the standardized residual; ri = yi − cTi x̂ is

the residual, where cTi is the ith row vector of the matrix Ck; s = 1.4826 · bm·mediani |ri| is
the robust scale estimate; bm is a correction factor to achieve unbiasedness for a finite sample
of size m+ n at a given probability distribution [65]; ρ(·) is the nonlinear function of rSi

. In
this chapter, the convex Huber-ρ function [82] is adopted, that is

ρ (rSi
) =

{ 1
2
r2
Si
, for |rSi

| < λ

λ |rSi
| − λ2/2, elsewhere

, (3.32)

where the parameter λ between the quadratic and the linear segment of ρ(·) is typically
chosen between 1.5 to 3 in the literature.

To minimize (5.21), one takes its partial derivative with respect to xk and sets it equal to
zero, yielding

∂J (xk)

∂xk
=

m+n∑
i=1

−	ici
s

ψ (rSi
) = 0, (3.33)

where ψ (rSi
) = ∂ρ (rSi

)/∂rSi
is the so-called ψ-function. By dividing and multiplying the

standardized residual rSi
to both sides of (5.23) and putting it in a matrix form, we get

CT
k Q̂ (yk −Ckxk) = 0, (3.34)
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where Q̂ =diag(q (rSi
)) and q (rSi

) = ψ (rSi
)/rSi

.

By using the IRLS algorithm [37,66], the state vector correction at the j iteration is calculated
through

Δx̂
(j+1)
k|k =

(
CT
k Q̂

(j)Ck

)−1

CT
k Q̂

(j)yk, (3.35)

where Δx̂
(j+1)
k|k = x̂

(j+1)
k|k − x̂

(j)
k|k . The algorithm converges when

∥∥∥Δx̂
(j+1)
k|k

∥∥∥
∞

≤ 10−2.

3.3.4 Asymptotic Error Covariance Matrix of the GM-UKF State

Estimates

Upon convergence of the iterative algorithm, the error covariance matrix P xx
k|k is updated

so that the state prediction for the next step can be performed. To this end, consider the
ε-contamination model G = (1− ε) Φ + εΔr, where G and Φ are the contaminated and
the true cumulative probability distribution function of the residual, respectively; Δr is the
point mass to model outliers. Inspired by Fernholtz [83] and Hampel et al. [67], the error
covariance matrix is updated based on the following theorem:

Theorem 3. Let T (·) be the functional form of the GM-estimator with a bounded ψ(·)
function and Φα be the empirical cumulative probability distribution function, then

√
α(T (Φα)− T (Φ))

d→N (0,P xx
k|k), (3.36)

where α = m + n;
d→ means convergence in probability distribution; the estimation error

covariance matrix is P xx
k|k = E[IF (x; Φ,T ) · IF (x; Φ,T )T ] with the total influence function

IF (x; Φ,T ) evaluated at Φ.

Proof. By taking a von Mises expansion of the functional form of the estimator T with
respect to Φ, we get

T (Φα) = T (Φ) + T ′(Φα − Φ) + Rem(Φα − Φ), (3.37)

which can be reorganized into the following form by multiplying
√
α on both sides of the

equality:

√
α (T (Φα)− T (Φ)) =

√
αT ′ (Φα − Φ) +

√
αRem (Φα − Φ) (3.38)

=
√
α

∫
IF (x; Φ,T )d(Φα − Φ) +

√
αRem(Φα − Φ) (3.39)

=
√
α

∫
IF (x; Φ,T )dΦα +

√
αRem(Φα − Φ) (3.40)

=
1√
α

α∑
i=1

IF (xi; Φ,T ) +
√
αRem (Φα − Φ) , (3.41)
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where the definition of the influence function is applied to yield (3.38) to (3.39). By virtues
of Fisher consistency at the distribution Φ, that is,

∫
IF (x; Φ,T )dΦ = 0, (39) reduces to

(40). Finally, by using the property of the empirical cumulative probability distribution
function, we have ∫

IF (x; Φ,T )dΦα =
1

α

α∑
i=1

IF (xi; Φ,T ), (3.42)

yielding (3.40) to (3.41).

Following the work of Fernholz [83], we can show that

√
αRem (Φα − Φ)

p→ 0, (3.43)

where
p→ means probability convergence. Therefore, by applying the central limit theorem

and Slutsky’s lemma to (3.41), it follows that

√
α(T (Φα)− T (Φ))

d→N (0,P xx
k|k), (3.44)

where P xx
k|k = E[IF (x; Φ,T ) · IF (x; Φ,T )T ].

Discussion: The UKF is able to provide good results only when the process and observation
noises obey a Gaussian distribution [52]. Indeed, in that case the filtered state vector x̂k|k
is Gaussian and the mean and covariance matrix of x̂k|k can be accurately estimated by the
sample mean and the sample covariance matrix of the sigma points. However, this property
no longer holds true if the Gaussianity assumption of the noises is violated. In that case, the
state estimate vector x̂k|k obtained from the UKF is significantly biased due to the lack of
statistical robustness of the filter to thick-tailed non-Gaussian noise. By contrast, our GM-
UKF guarantees the asymptotic Gaussianity of x̂k|k for thick-tailed non-Gaussian noises and
yields reliable state estimates with good statistical efficiency. It is worth pointing out that
the robustness of the Huber M-estimator-based UKF to outliers and to non-Gaussian noises
reported in [75–77] has not been confirmed by the simulations carried out on the IEE New-
England 39-bus 10-machine system. In fact, it is found that this estimator provides strongly
biased state estimates for that system as shown in Section V.

Let us now derive the total influence function, IF (x; Φ,T ), of our GM-UKF at the cumu-
lative probability distribution Φ.

Corollary 3.1. The total influence function of the GM-UKF defined by (5.23) using the
regression model (5.18) is expressed as

IF (x; Φ,T ) =

[∫
1

s
ψ

′
(rSi

)CCT
∣∣∣
T (Φ)

dΦ

]−1

	Cψ (rSi
) . (3.45)
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Proof. In our previous work [38], the total influence function of a GM-estimator based on a
nonlinear regression model given by y = ϕ(x) + ξ is expressed as

IF (x; Φ,T )

=

(∫ {ψ
′
(rSi)
s

∂ϕ(x)
∂x

∂ϕ(x)
∂x

T −	ψ (rSi
)D

} ∣∣
T (Φ)dΦ

)−1

·	 ∂ϕ(x)
∂x

ψ (rSi
) ,

(3.46)

where D = ∂2ϕ(x)
∂xi∂xj

is the Hessian matrix of ϕ(x). Since we have ϕ(x) = Cx for the

GM-UKF, (3.46) reduces to

IF (x; Φ,T ) =

[∫
1

s
ψ

′
(rSi

)CCT
∣∣∣
T (Φ)

dΦ

]−1

	Cψ (rSi
) . (3.47)

Now, we are in a position to derive the covariance matrix P xx
k|k from (3.44). First, let us

prove the following theorem:

Theorem 4. The sample variance of the robust scale estimator s of the GM-standardized
residuals tends to one as the number of observation tends to infinity.

Proof. By virtue of the law of large numbers, the distribution of the residuals tends to the
Gaussian distribution, i.e., Φ ∼ N (μ, σ2). Since the median absolute deviation (MAD= s

1.4826·bm )
is a consistent estimator for the standard deviation σ of a Gaussian distribution, we get

1
2
=P
(
|X − μ| ≤ s

1.4826·bm

)
= P
(

|X−μ|
σ

≤ s
1.4826·bm·σ

)
= 2Φ

(
s

1.4826·bm·σ

)
− 1.

(3.48)

Therefore, we obtain s/σ = 1.4826 · bm · Φ−1
(
3
4

)
= bm → 1 as m tends to infinity, where Φ

is the cumulative probability function of the standard Gaussian distribution. On the other
hand, from (5.18) and E[ξkξk

T ] = I, the residuals can be shown to follow the standard
Gaussian distribution. Therefore, EF [s

2] = s2 → 1.

Finally, by virtue of Theorems 3 and 4, the asymptotic error covariance matrix of our GM-
UKF at time sample k is updated by

P xx
k|k = E[IF (x; Φ,T ) · IF (x; Φ,T )T ]

=
EΦ[ψ2(rSi)]

{EΦ[ψ′(rSi)]}2

(
CT
k Ck

)−1(
CT
k Q�Ck

)(
CT
k Ck

)−1 (3.49)

where Q� = diag (	2
i ).
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It should be noted that thanks to the Gaussian normality of our GM-UKF state estimates and
residuals, the bulk of the data, including forecasted state variables and received observations,
obey Gaussian distribution. As a result, our GM-UKF always achieves a high statistical
efficiency for a broad range of noise probability distributions. This will be demonstrated on
the IEEE 10-machine system in Section V-G.

Remark: To achieve robustness to outliers or model deviations, an estimator has to sac-
rifice some estimation efficiency. Under ideal conditions, including perfect linear system
model, known Gaussian system process and measurement noise and reliable data without
any outliers, the Kalman filter is the maximum likelihood estimator, yielding 100% esti-
mation efficiency. Under these assumptions, our proposed GM-UKF achieves at least 95%
statistical efficiency as demonstrated in Section V-G. However, if any of these assumptions is
violated, the UKF achieves quite poor estimation efficiency and may provide strongly biased
state estimates. By contrast, our GM-UKF is able to withstand these deviations and yield
a slightly decreased estimation efficiency. Since the aforementioned assumptions are usually
violated in practice, our GM-UKF is guaranteed to provide reliable state estimates and to
yield better efficiency than the UKF under the foregoing conditions.

3.4 Application to Power System

The developed robust GM-UKF is a generic technique for online monitoring of many dynam-
ical cyber-physical systems, including smart grids, autonomous vehicles, aircraft tracking,
GPS tracking and navigation, radar systems, to name a few. In this chapter, we take power
system dynamic state estimation as an illustrative example to demonstrate the capabilities
of our GM-UKF for suppressing observation and innovation outliers while being able to filter
out non-Gaussian noise.

For an electric power system, its discrete-time state space representation can be expressed
as in (5.8) and (5.9) as follows:

xk = f (xk−1,uk) +wk, (3.50)

zk = h (xk,uk) + vk, (3.51)

where the state vector xk contains the rotor angle, rotor speed, the d- and q- axis state
variables of the synchronous generator, the exciter, the voltage regulator, and the governor.
zk is the measurement vector that contains a collection of voltage phasors, current phasors,
real and reactive power flows and power injections. The noise wk and vk, which are not
necessary to be Gaussian noise, are assumed to be white and independent of each other.
uk represents the input vector; h(·) is the vector-valued measurement function while f (·) is
the vector-valued function that relates xk to xk−1. In this chapter, the detailed 9th order
two-axis model with IEEE-DC1A exciter and TGOV1 turbine-governor are implemented and
tested. It can be represented by the following differential and algebraic equations [84]:
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Differential equations:

T ′
do

dE ′
q

dt
= −E ′

q − (Xd −X ′
d) Id + Efd, (3.52)

T ′
qo

dE ′
d

dt
= −E ′

d −
(
Xq −X ′

q

)
Iq, (3.53)

dδ

dt
= ω − ωs, (3.54)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs) , (3.55)

TE
dEfd
dt

= − (KE + SE (Efd))Efd + VR, (3.56)

TF
dVF
dt

= −VF +
KF

TE
VR − KF

TE
(KE + SE (Efd))Efd, (3.57)

TA
dVR
dt

= −VR +KA (Vref − VF − V ) , (3.58)

TCH
dTM
dt

= −TM + PSV , (3.59)

TSV
dPSV
dt

= −PSV + PC − 1

RD

(
ω

ωs
− 1

)
, (3.60)

Algebraic equations:
Vd = V sin (δ − θ) , Vq = V cos (δ − θ) , (3.61)

Id =
E ′
q − Vq

X ′
d

, Iq =
Vd −E ′

d

X ′
q

, (3.62)

Pe = VdId + VqIq, Qe = −VdIq + VqId, (3.63)

where T ′
do, T

′
qo, TE, TF , TA, TCH and TSV are time constants, in seconds; KE , KF and KA

are controller gains; Vref and PC are known control inputs; E ′
q, E

′
d, Efd, VF , VR, TM and PSV

are the q-axis and d-axis transient voltages, field voltage, scaled output of the stabilizing
transformer and scaled output of the amplifier, synchronous machine mechanical torque and
steam valve position, respectively; Xd, X

′
d, Xq and X

′
q are generator parameters; V and θ are

the terminal bus voltage magnitude and phase angle, respectively; Pe and Qe are the active
and reactive electrical power outputs; Id and Iq are the d and q axis currents, respectively.

By applying time discretization to (7.3)-(7.14) using the 4th-order Ruger-Kutta method, we
get (5.8)-(5.9), yielding the state vector given by xk = [δ ω E ′

d E
′
q Efd VF VR TM PSV ].

The relationships given by (7.3)-(7.11) and (7.12)-(7.14) are represented in compact forms
by the vector-valued function f (·), which relates xk to xk−1, and by h(·), respectively. The
system input vector is denoted by uk = [Vref PC ]

T . The measurement vector zk contains
a collection of voltage phasor measurements V ∠θ and real and reactive power injections Pe
and Qe. They are measured by the PMUs.
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Remark: There exist two ways of implementing a DSE to estimate power system dynamic
state variables: centralized estimation vs. decentralized estimation. The centralized DSE
approach requires accurate knowledge of each system component and all real-time wide-
area PMU measurements. Although the estimation results are helpful for global control
applications, it requires large computing times that may not be compatible with real-time
applications in large-scale interconnected power systems. By contrast, the decentralized
DSE approach is implemented at each local synchronous generator, and therefore, is fast to
execute. The proposed GM-UKF can be implemented in both ways but only the decentralized
GM-UKF is used for demonstration in this chapter.

3.5 Numerical Results

The performances of our GM-UKF to handle thick-tailed non-Gaussian noise along with
innovation and observation outliers are assessed on the IEEE 39-bus system. The UKF,
the robust Huber-UKF [75–77] and the GM-IEKF [38] are included for comparisons. The
time-domain simulation results are used to generate a collection of samples of the nodal
voltage magnitudes and phase angles as well as of the real and reactive power injections at
the terminal buses of all the generators. A sampling rate of 50 samples/second is assumed. A
synthetic noise is added to the true values following the probability distributions displayed in
Fig. 1. Specifically, a zero mean Gaussian noise is assumed for the voltage angles, a bimodal
Gaussian mixture distribution is assumed for the noise of the voltage magnitudes, and either
a Laplace or a Cauchy distribution is assumed for the noise of the real and reactive power
measurements. The two-axis generator model is assumed and tested, whose parameters are
taken from [70]. A disturbance is applied at t=0.5s by opening the transmission line between
Buses 15 and 16. The maximal number of iterations allowed for the IRLS algorithm is 20.
The parameters λ and d are set to 1.5. The convergence tolerance threshold of the IRLS
algorithm is 0.01. For the state initialization, the steady-state values with 10% errors are
used. Due to space limitation, not all the 9 state variables of each generator are shown;
instead estimated values of the rotor angle and speed, the field voltage and the mechanical
power of Generator 5 are utilized for illustration purposes. The mean absolute error (MAE)
is utilized to evaluate the overall performance of each method.

3.5.1 Case 1: Thick-tailed Non-Gaussian Measurement Noise with-

out Outliers

In this section, we first evaluate the performance of the GM-IEKF, the UKF, the Huber-UKF
and the GM-UKF under normal conditions. Specifically, a zero mean Gaussian noise with
covariance matrices of 10−4I with the appropriate dimensions are assumed for the process
noise and the noise of voltage and current angles; the noise of the voltage magnitudes follows
a bimodal Gaussian mixture with zero mean, variances of 10−4 and 10−3 and weights of 0.9
and 0.1, respectively; a Laplace noise with zero mean and scale 0.02 is added to the real
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Figure 3.3: Case 1: Tracking performance of the GM-IEKF, UKF, the Huber-UKF and GM-
UKF without outliers; (a) the estimated rotor angle and speed, field voltage and mechanical
power of Generator 5 are used for illustration purposes; (b) mean absolute error of each of
the four filters.
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Figure 3.4: Tracking performance of the GM-IEKF, UKF, the Huber-UKF and GM-UKF
when the variances of the process and measurement noise change over time; (a) the esti-
mated rotor angle and speed, field voltage and mechanical power of Generator 5 are used for
illustration purposes; (b) the mean absolute error of each of the four filters.
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Figure 3.5: Tracking performance of the GM-IEKF, UKF, the Huber-UKF and GM-UKF
when all state variables are initialized with zeros.

and reactive power injections measurements. The test results are displayed in Fig. 3.3. It
is observed that the UKF is not able to cope with a Laplacian noise even in the absence
of outliers. By contrast, the GM-IEKF and the Huber-UKF can filter out such noise to a
certain degree. However, their statistical efficiencies are much lower than our GM-UKF. In
particular, the GM-IEKF poorly estimates the field voltage and the rotor speed while the
Huber-UKF tracks the rotor angle and the field voltage poorly. By observing Fig. 3.3, it
is interesting to note that the turbine mechanical power is changing during the transient
process. According to the CIGRE report [85], it can significantly vary when control features
such as fast valving or special protection schemes are used to limit the output of the steam
driven generator during transients. Consequently, it is of vital importance to not assume it
to be fixed at a constant steady-state value as commonly done in most of the literature, but
to obtain accurate dynamic state variables of the governor for controls and stability analysis.

In practical power systems, the process and measurement noise may change over time, yield-
ing unknown noise statistics. To further validate the performance of the proposed GM-UKF
under these conditions, we consider the following scenario: the variance of the system pro-
cess noise is time varying and follows a Gaussian distribution with mean 10−2 and standard
deviation 2 × 10−3; the variances of the Gaussian mixture model are assumed to be time
varying as well; in particular, their variances are assumed to follow Gaussian distributions
with means 10−4 and 10−3, and standard deviations 4× 10−5 and 3× 10−4, respectively; the
scales of the Laplace distributions are assumed to follow Gaussian distributions with means
0.25 and 0.3, and standard deviations 2× 10−3 and 3 × 10−3, respectively. The test results
are shown in Fig. 3.4. It is observed from the figure that due to the time-varying pro-
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Figure 3.6: Case 2: Tracking performance of the GM-IEKF, the UKF, the Huber-UKF
and the GM-UKF in the presence of observation outliers from t=4s to t=6s, where the real
and reactive power measurements of Generator 5 are corrupted with 20% errors; (a) the
estimated rotor angle and speed, field voltage and mechanical power of Generator 5 are used
for illustration purposes; (b) mean absolute error of each of the four filters.

cess and observation noise, the estimates of UKF and Huber-UKF show a lot of oscillations
and impulses. In addition, UKF, Huber-UKF and GM-IEKF obtain increased estimation
errors. By contrast, our proposed GM-UKF is able to filter out time varying process and
measurement noise, yielding much better results than the other alternatives.

We also test the case when all the state variables are initialized to zeros to show the conver-
gence speed of the proposed GM-UKF. It is worth pointing out that this is an extreme case
because for practical power systems, we can always infer a reasonable initialization for the
state variables from the power flow solutions. The test results are displayed in Fig. 3.5. Note
that due to the incorrect initialization and the non-Gaussian noise, both the GM-IEKF and
the Huber-UKF diverge and their results are not shown. In fact, the UKF diverges as well
since it does not estimate the rotor angle correctly. By contrast, our proposed GM-UKF is
able to track the true state variables although it needs some time to converge due to incorrect
state initialization.
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Figure 3.7: Case 3: Tracking performance of the GM-IEKF, the UKF, the Huber-UKF and
the GM-UKF in the presence of innovation outliers from t=4s to t=6s, where the predicted
rotor angle of Generator 5 is corrupted with 20% errors; (a) the estimated rotor angle and
speed, field voltage and mechanical power of Generator 5 are used for illustration purposes;
(b) mean absolute error of each of the four filters.

3.5.2 Case 2: Thick-tailed Non-Gaussian Measurement Noise with
Observation Outliers

The settings are the same as those of Case 1 except for the presence of observation outliers
from t=4s to t=6s. The latter are simulated by adding 20% errors to the real and the
reactive power measurements of Generator 5. The results are presented in Fig. 3.6. From
this figure, we observe that the UKF is not robust to observation outliers since it yields
significantly biased results. Although the GM-IEKF and Huber-UKF can handle them, it
produces increased biases on the estimates at the time when observation outliers occur.
By contrast, the GM-UKF suppresses the outliers and produces much less bias than the
GM-IEKF and Huber-UKF. Note that the Gaussianity of the GM-estimator used in the
estimation step of the GM-UKF allows that method to filter out thick-tailed noise while its
statistical robustness enables it to suppress the outliers, hence achieving very good estimates.
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Figure 3.8: Case 4: Tracking performance of the GM-IEKF, the UKF, the Huber-UKF and
the GM-UKF in the presence of Cauchy power measurement noise. The estimated rotor
angle and speed, field voltage and mechanical power of Generator 5 are used for illustration
purposes; (b) mean absolute error of each of the four filters. Since the UKF and Huber-UKF
diverge, their results are not shown in the figure.

3.5.3 Case 3: Thick-tailed Non-Gaussian Measurement Noise with
Innovation Outliers

The settings are the same as those of Case 1 except for the presence of innovation outliers
from t=4s to t=6s. They are simulated by adding 20% errors to the predicted rotor angle of
Generator 5. This innovation outlier is induced by a gross parameter value in the model. The
comparison results are shown in Fig. 3.7. As expected, due to the non-robustness of the UKF,
it is unable to handle innovation outliers. Furthermore, Huber-UKF fails to suppress that
as well since it cannot distinguish outliers from observations and predicted state variables.
On the other hand, the GM-IEKF can handle them, but it produces larger biases compared
with Case 2. This can be explained by the fact that the model errors will not only affect
the predicted state vector but also will produce a smearing effect throughout the Jacobian
matrix. As a result, it downweights several good measurements. By contrast, our GM-
UKF is capable of handling both observation and innovation outliers, yielding comparable
performances. Because only the sigma points associated with the model errors will be affected
and downweighted, this filter obtains better estimates than the GM-IEKF in presence of
model errors.
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Figure 3.9: Case 5: Tracking performance of the GM-IEKF, the UKF, the Huber-UKF
and the GM-UKF in the presence of strong system nonlinearity. (a) The estimated rotor
angle and speed, field voltage and mechanical power of Generator 5 are used for illustration
purposes; (b) mean absolute error of each of the four filters.

3.5.4 Case 4: Long Tail Cauchy Measurement Noise

As discussed before, the real and the reactive power measurement noises may obey a Cauchy
distribution as well, which is a very thick tailed distribution with no moments being defined.
To test the capability of our GM-UKF to handle that case, we assume that the simulation
settings are the same as those of Case 1 except that the Cauchy noises with zero median and
a scale of 0.005 is added to the real and the reactive power injection measurements. The
obtained test results are displayed in Fig. 3.8. Note that in presence of Cauchy measurement
noise, the UKF and Huber-UKF have a non-positive definite covariance matrix, resulting in
their divergences. By contrast, thanks to the Gaussian normality and robustness of our GM-
UKF, the total influence function-based covariance matrix updating approach can always
guarantee its positive-definiteness. On the other hand, compared with the results obtained
when using Laplacian power measurement noises, the GM-IEKF produces larger biases of
the state estimates and takes much longer time to approach the true system states. This
is not the case for our GM-UKF since it achieves a comparable performance and tracks the
system state at the very beginning of the transient process.
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3.5.5 Case 5: Robustness to Strong System Nonlinearity

Practical systems may be heavily loaded, resulting in strong nonlinear dynamics. To illus-
trate the capability of our GM-UKF to handle that case, we assume that the load at Bus 7 is
increased from 233.8 MW to 1500 MW to stress the system before switching Line 15-16 while
the other simulation settings are the same as those of Case 1. Note that the steady-state
maximum loadability at Bus 7 is around 2000 MW. After the line switching, the system
operates under even greater stressed conditions. The test results are displayed in Fig. 3.9.
It is observed from these two figures that the GM-IEKF and UKF fail to converge at the
very beginning of the transient process while the Huber-UKF diverges latter on. By contrast,
our GM-UKF is able to handle this scenario while achieving excellent tracking performance.
The underlying reasons are as follows:

• Under stressed system operating conditions, the first-order Taylor series expansion used
in the EKF and the GM-IEKF is too approximate and is unable to account for strong
system nonlinearities. As a result, these two filters produce very large approximation
errors and eventually diverge;

• Thanks to the sigma-points-based unscented transformation and its approximation ac-
curacy up to at least third-order Taylor series expansion, the UKF, Huber-UKF and
the GM-UKF are able to handle strong system nonlinearities. However, due to the
accumulative estimation error induced by the non-Gaussian measurement error, the
estimation error covariance matrices of the UKF and Huber-UKF are close to non-
positive definitiveness. Therefore, they produce large estimation errors and finally
diverge. By contrast, our GM-UKF leverages the strength of the unscented transfor-
mation to handle system nonlinearities while the robustness of the GM-estimator allows
it to filter out thick-tailed non-Gaussian measurement noise, yielding good estimation
results.

3.5.6 Breakdown Point of the GM-UKF to Cyber Attacks

To investigate the breakdown point of the GM-UKF to cyber attacks, which is defined as the
maximum number of outliers that the filter can handle without yielding unreliable estimates,
we carry out extensive simulations on the IEEE 39-bus test system using the concept of finite
sample breakdown in nonlinear regression introduced by Stromberg and Ruppert [48]. By
replacing a varying percentage of observations by outliers in the vector yk, it is observed
that the GM-UKF can handle at least 25% of corrupted observations. It is worth noting
that the breakdown point of the GM-estimator in nonlinear regression is still unknown.
This problem will be investigated as a future work. Another interesting problem is the
determination of the maximum breakdown point that any regression estimator may have in
structured nonlinear regression such as power system state estimation problems; this will be
an interesting extension of the results proved in Mili and Coakley [47] in the linear case.
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Table 3.1: Average Computing Times of the Four DSE Methods For Every PMU Sample,
where NA represents not applicable.

Cases UKF GM-IEKF Huber-UKF GM-UKF

Case 1 6.28ms 9.64ms 8.56ms 9.52ms

Case 2 6.31ms 9.68ms 8.62ms 9.55ms

Case 3 6.38ms 9.72ms 8.74ms 9.63ms

Case 4 NA 9.70ms NA 9.59ms

Case 5 6.42ms 9.80ms 8.78ms 9.70ms

3.5.7 Discussions about the Statistical Efficiency of the GM-UKF

Let us now show that our proposed GM-UKF with λ=1.5 has a high efficiency under various
probability distributions of the measurement noise as depicted in Fig. 1.1. This can be done
by analyzing the derived asymptotic variance matrix shown in (5.26). Under Gaussian noise
assumed for all the measurements in the system, our filter exhibits a high statistical efficiency
of 96.4%. Under the Laplace distribution for the real and reactive power measurement noises
while the measurement noises of the voltage magnitudes and phase angles respectively obey
a Gaussian mixture and the Gaussian distribution as indicated in Fig. 1.1, our filter exhibits
an average efficiency of 96.4% for 500 samples (10 s). These high efficiencies do not come as
a surprise since for λ tending to infinity or to zero, the GM-estimator becomes a maximum
likelihood estimator at the Gaussian or at the Laplace distribution, respectively. Finally,
under the Cauchy distribution of the real and reactive power measurement noises, our GM-
UKF has an average efficiency of 83.3% for 500 samples. A lower efficiency is expected here
because the Cauchy distribution has much thicker tails than the two others. Recall that
the Cauchy tails are so thick that no moment exists. Note that when the estimation error
covariance matrix is updated, all the outliers with respect to the Gaussian distribution,
which include the measurements associated with the tails of the Laplace or the Cauchy
distribution or other thick-tailed distributions, will be heavily downweighted through the
matrix Q�, yielding bounded biases and variances in the state estimates.

3.5.8 Computational Efficiency

To validate the applicability of the proposed GM-UKF to online estimation with a PMU
sampling rate of 30 or 60 samples per second, its computational efficiency is analyzed and
compared to that of the UKF, the Huber-UKF and the GM-IEKF in Cases 1-5. The test
is performed on a PC with Intel Core i5, 2.50 GHz, 8GB of RAM. The average computing
time of each method for every PMU sample is displayed in Table 3.1. We observe from this
table that the UKF has the best computational efficiency, exhibiting computing times much
lower than the PMU sampling period, which are 33.3ms and 16.7ms for 30 sample/s and
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60 samples/s, respectively. Although the execution times of the GM-UKF are a little bit
longer, they are still smaller than the PMU sampling period, demonstrating its ability to
track system real-time dynamic states.

3.6 Conclusion

In this chapter, the robust GM-UKF is proposed to handle non-Gaussian noise and out-
liers. We show first that the UKF estimates the state vector via a weighted least squares
estimator under the Gaussianity assumption of the system process or measurement noises;
consequently, it yields strongly biased state estimates when the noises follow non-Gaussian
probability distributions, which is precisely the case when processing PMU measurements.
By contrast, the state estimates and residuals of our GM-UKF are proved to be asymp-
totically Gaussian, allowing the sigma points to reliably approximate the mean and the
covariance matrices of the predicted and corrected state vectors. Furthermore, by relying on
the projection statistics and the GM-estimator, the proposed GM-UKF is able to suppress
observation and innovation outliers while exhibiting high statistical efficiency of the state
estimates. In addition, we derive the expression of the asymptotic error covariance matrix of
the GM-UKF state estimates from the total influence function of the GM-estimator. Numer-
ical results carried out on the IEEE 39-bus 10-machine system demonstrate the effectiveness
and robustness of the proposed method.



Chapter 4

Power System Robust Decentralized
Dynamic State Estimation Against
Outliers Based on Multiple
Hypothesis Testing

4.1 Introduction

The wide-area deployment of phasor measurement units (PMUs) on power transmission grids
has made possible the real-time monitoring and control of power system dynamics. However,
these functions may not be reliably achieved without the development of a fast and robust
dynamic state estimator (DSE). Indeed, the benefits of using a DSE are an improved dynamic
security assessment scheme and an enhanced local and global system control, to cite a few.

To enable the implementation of a power system DSE, several types of Kalman filters are
advocated, including the extended Kalman filter (EKF), the unscented Kalman filter (UKF),
the ensemble Kalman filter (EnKF) [21, 23, 24, 26, 38, 45, 86, 87]. In [21, 38, 45], centralized
DSEs using EKF, UKF and EnKF have been proposed. They all require accurate knowledge
of the status of each system component as well as the real-time wide-area PMU measure-
ments. Although a global dynamic state estimation may be implemented to achieve global
control applications, they may require large computing times that are incompatible for ap-
plications in large-scale interconnected power systems. This motivates the development of
decentralized DSE that is implemented at each local synchronous generator, and therefore,
is fast to execute [23,24,26,86,87]. In [23,24,86], EKF-based DSEs are proposed to estimate
the state variables of classical and fourth-order synchronous generators. Since the power
system can have strong nonlinearities when operating under stressed conditions or subject
to severe disturbances, the first-order Taylor series expansion-based EKF may induce large
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estimation errors. To circumvent this difficulty, UKF-based DSEs are advocated [26, 87].
Note that the model decoupling approach of [23, 24, 26, 86, 87] to enable the decentralized
implementation of a DSE is achieved by treating metered generator terminal voltage pha-
sors as inputs and real and reactive power injections or current phasors as outputs. On the
other hand, although decentralized DSE is faster to execute compared with the centralized
approaches, its global measurement redundancy decreases significantly, and as a result, they
are more vulnerable to outliers. For a general cyber-physical system that involves dynamic
model and measurements, three types of outliers, namely the observation, innovation and
structural outliers, are defined in [37]. In power system DSE problem, they are defined
specifically as follows: observation outliers refer to the received PMU measurements provid-
ing unreliable metered values due to gross errors, cyber attacks, and measurement losses;
innovation outliers are typically caused by impulsive system process noise due to unknown
disturbances and sudden changes of the model inputs while structural outliers are induced
by incorrect parameters of the generators or its associated controllers, such as exciters, speed
governors. In the literature [23, 24, 26, 86, 87], only observation outliers are considered [26],
where the normalized innovation vector-based statistical test is advocated to detect them.
However, the detection threshold of this approach is system-dependent and sensitive to the
change of process and measurement noises, which limits its practical value. In addition, this
approach may fail to work in presence of innovation or structural outliers.

In this chapter, a fast and robust unscented Kalman filter-based decentralized DSE is pro-
posed. Our robust DSE is able to detect, identify, and suppress observation, innovation and
structural outliers [88]. To enable the fast and decentralized estimation of generator states
of large-scale power systems, two model decoupling approaches are presented and compared.
The first one is achieved by treating the metered generator terminal voltage phasors as in-
puts and the current phasors and frequency as outputs. By contrast, the second one takes
measured current phasors as inputs while treating voltage phasors and frequency as out-
puts. It is shown that the latter one has higher statistical efficiency than the former one
in the presence of both small and large measurement noise. To detect and distinguish the
three types of outliers, projection statistics-based multiple hypothesis testing approach is
proposed. Specifically, three hypotheses corresponding to the occurrence of three types of
outliers are tested using three different innovation matrices; these matrices are made up of
time-correlated innovation vectors and/or predicted states and/or measurements; then pro-
jection statistics are applied to each of the innovation matrix and its calculated projection
values are checked via a statistical test to validate the assumed hypothesis. Then, a gener-
alized maximum-likelihood type (GM)-estimator that uses the convex Huber score function
is advocated to suppress the identified outliers, yielding robust state estimates. Finally, the
estimation error covariance matrix is updated through the total influence function-based
approach.

The remainder of the paper is organized as follows. Section 4.2 presents the problem formu-
lation. Section 4.3 describes the proposed robust DSE and Section 4.4 shows and analyzes
the simulation results. Finally, Section 4.5 concludes the paper.
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4.2 Problem Formulation

Decentralized DSE is implemented at each synchronous generator using local PMU mea-
surements. Consequently, synchronous generator model and measurement functions are
derived first. In this chapter, the two-axis model with IEEE-DC1A exciter and TGOV1
turbine-governor is considered. It is represented by the following differential and algebraic
equations [84],

Differential equations of generator :

T ′
do

dE ′
q

dt
= −E ′

q − (Xd −X ′
d) Id + Efd, (4.1)

T ′
qo

dE ′
d

dt
= −E ′

d −
(
Xq −X ′

q

)
Iq, (4.2)

dδ

dt
= ω − ωs, (4.3)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs) , (4.4)

Differential equations of IEEE-DC1A exciter :

TE
dEfd
dt

= − (KE + SE (Efd))Efd + VR, (4.5)

TF
dVF
dt

= −VF +
KF

TE
VR − KF

TE
(KE + SE (Efd))Efd, (4.6)

TA
dVR
dt

= −VR +KA (Vref − VF − V ) , (4.7)

Differential equations of TGOV1 turbine-governor :

TCH
dTM
dt

= −TM + PSV , (4.8)

TSV
dPSV
dt

= −PSV + PC − 1

RD

(
ω

ωs
− 1

)
, (4.9)

Algebraic equations:
Vd = V sin (δ − θ) , Vq = V cos (δ − θ) , (4.10)

Id =
E ′
q − Vq

X ′
d

, Iq =
Vd −E ′

d

X ′
q

, (4.11)

Pe = VdId + VqIq, Qe = −VdIq + VqId, (4.12)

where T ′
do, T

′
qo, TE, TF , TA, TCH and TSV are time constants, in seconds; KE , KF and KA

are controller gains; Vref and PC are known control inputs; E ′
q, E

′
d, Efd, VF , VR, TM and PSV
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are the q-axis and d-axis transient voltages, field voltage, scaled output of the stabilizing
transformer and scaled output of the amplifier, synchronous machine mechanical torque and
steam valve position, respectively; Xd, X

′
d, Xq and X

′
q are generator parameters; V and θ are

the terminal bus voltage magnitude and phase angle, respectively; Pe and Qe are the active
and reactive electrical power outputs; Id and Iq are the d and q axis currents, respectively.

The above differential and algebraic equations can be put into the following discrete-time
state space form:

xk = f (xk−1,uk) +wk, (4.13)

zk = h (xk) + vk, (4.14)

where (6.12) and (6.13) correspond to equations (7.3)-(7.11) and (7.12)-(7.14), respectively;
xk is the state vector that includes state variables of the synchronous generator, the exciter
and the governor; zk is the measurement vector that contains a collection of generator
terminal voltage phasors, current phasors and frequency; the noises wk and vk are assumed
to be white and with covariance matrices Qk and Rk, respectively; uk represents the input
vector; f (·) and h(·) are the vector-valued functions. It is worth pointing out that Vref and
PC are the voltage and power references of the exciter and speed governor, respectively, whose
values are adjusted by the local generator operator. Hence, it is reasonable to consider them
as the known generator parameters. Therefore, only local PMU measurements and generator
parameters are needed to perform decentralized DSE.

Problem statement : the decentralized DSEs proposed in [23, 24, 26, 86, 87] are vulnerable to
outliers and do not achieve high statistical efficiency in presence of thick tailed-probability
distribution of the measurement noise. This paper will develop a robust DSE to address
these problems while satisfying the following constraints: given a limited number of PMUs
installed at the terminal bus of each generator, i) decouple the generator from each other
to enable the decentralized state estimation and thus make the algorithm suitable for large-
scale power system applications; ii) detect, distinguish and suppress three types of outliers;
iii) if generator parameter errors occur, locate them in order to perform appropriate model
calibration and validation.

4.3 The Proposed Robust Decentralized DSE

We first present two generator decoupling approaches to enable the decentralized implemen-
tation of a DSE. Then, we derive the proposed robust decentralized DSE using multiple
hypothesis testing to detect, identify, and suppress the three types of outliers.

4.3.1 Generator Model Decoupling Approaches

Once a disturbance takes place at one point of the power system, synchronous generators
will response to it. These responses reveal themselves in their terminal voltage or current
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Power
Network

Figure 4.1: Interconnected system with m synchronous generators

phasors [26]. In other words, a generator is coupled with the power system at the point of
connection, and its interactions with the rest of the system are through the terminal voltage
and current phasors. If the generator terminal voltage or current phasors are measured
by PMUs, its responses to the disturbance are captured completely and no other system
information is required. By doing so, a generator model can be decoupled from the rest of
the system from a DSE prospective and its dynamic states can be estimated using only local
measurements [26]. Based on the way of treating these measurement pairs, two decoupling
approaches can be achieved: A1) taking the metered terminal voltage phasors as inputs
and the current phasors and frequency as outputs; A2) taking the metered terminal current
phasors as inputs and the voltage phasors and frequency as outputs. It should be noted
that at the model decoupling stage the generator terminal real and reactive powers are not
taken as model outputs as advocated by several references [23,24,86]. This is due to the fact
that gross error on single voltage or current phasor will propagate to both real and reactive
powers, causing a smearing effect. On the other hand, as shown by [89], the terminal real
and reactive powers, when measured, enable a better observability of the generator states
than either the voltage phasors or the current phasors. Therefore, in this chapter if both the
voltage phasors and current phasors are not detected as outliers by the proposed multiple
hypothesis testing shown in the next section, the terminal real and reactive power will be
taken as outputs. Otherwise, if any voltage phasors and current phasors are flagged as
outliers, the outputs in the two model decoupling approaches will be preferred. We illustrate
the two decoupling approaches A1) and A2) on an interconnected power system with m
synchronous generators shown in Fig. 4.1, and the ith generator is taken as an example.

A1 : Taking the current phasor Ii∠φi as known inputs and the voltage phasor Vi∠θi and fre-
quency fi as outputs, we have ui = [Ii φi]

T , Idi = real[Iie
j(φi−δi+π

2
)], Iqi = Imag[Iie

j(φi−δi+π
2
)],

Vdi = E ′
di + IqiX

′
qi and Vqi = E ′

qi − IdiX
′
di. Define zi = [z1 z2 z3]

T , the measurement function
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can be expressed as
z1 = Vi =

√
V 2
di + V 2

qi + vV i, (4.15)

z2 = θi = δi − arctan(
Vdi
Vqi

) + vθi, (4.16)

z3 = fi = f0(Δωi + 1) + vfi, (4.17)

where vi = [vV i vθi vfi]
T is the measurement noise vector.

A2 : Taking the voltage phasor Vi∠θi as known inputs and the current phasor Ii∠φi and
frequency fi as outputs, we have ui = [Vi θi]

T , Vdi = Visin(δi − θi), Vqi = Vicos(δi − θi),
Idi = (E ′

qi − Vqi)/X
′
di and Iqi = (−E ′

di + Vdi)/X
′
qi. Define zi = [z1 z2 z3]

T , the measurement
function can be expressed as

z1 = Ii =
√
I2di + I2qi + vIi, (4.18)

z2 = φi = arg(Iqi − jIdi) + δi + vφi, (4.19)

z3 = fi = f0(Δωi + 1) + vfi, (4.20)

where vi = [vIi vφi vfi]
T is the measurement noise vector.

Note that if our proposed multiple hypothesis testing method does not flag any voltage
phasors and current phasors as outliers, we advocate the use of the terminal real and reactive
power as outputs. As a result, z1 and z2 of the two decoupling approaches A1) and A2) are
rewritten as

Pei = VdiIdi + VqiIqi + vPi, (4.21)

Qei = −VdiIqi + VqiIdi + vQi, (4.22)

where vi = [vPi vQi vfi]
T is the measurement noise vector. Therefore, the dynamical system

model of the ith generator at the time sample k can be expressed as

xik = fi
(
xik−1,u

i
k

)
+wi

k, (4.23)

zik = hi
(
xik
)
+ vik, (4.24)

where wi
k is the system process noise that includes the noise associated with the input vector

ui and the model approximation error.

Remark : In a multi-machine power system, a common reference is required to define the
voltage and rotor angles. Usually, the angle of the synchronous machine that has the largest
installed capacity is used as the reference [84]. Interestingly, North American Electric Relia-
bility Corporation (NERC) has a regulation rule of installing PMUs to monitor and calibrate
the machine with the largest generation capacity [90]. Therefore, it is not difficult to obtain
the reference angle. On the other hand, although [87, 91] presented an approach to avoid
the definition of the reference angle for decentralized DSE by redefining the i-th rotor angle
with αi = δi − θi, it may suffer from the following two drawbacks:
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• After the dynamic state estimation, the estimated αi of the ith local generator can be
used to estimate its internal rotor angle through δi = αi + θi. However, θi is always
subject to noise or even gross errors. As a result, the estimate of δi is biased, which
may subsequently deteriorate the performance of the control actions;

• To damp out inter-area oscillations, the knowledge of just a few local generator dy-
namic state variables may not be sufficient. Coordinated controls are usually required
and in this case, the reference angle can be easily defined at the coordination level.
Interestingly, this has been implicitly shown in [26]. Note that inappropriate local
controls of inter-area oscillations can produce adverse effects.

Based on the above discussions, we conclude that the choice of a reference angle depends on
specific applications.

4.3.2 The Proposed Robust DSE

The model decoupling approach enables a generator to be decoupled from the rest of the
system model, which in turn allows us to rely only on local measurements to estimate the
state variables of a generator through (6.20) and (6.21). To this end, this paper presents a
robust decentralized UKF-based DSE, termed the RDUKFI. Our choice of the UKF as the
basic filter is motivated by the fact that it achieves a more balanced performance between
computational efficiency and ability to cope with strong system nonlinearities than other
filters [113]. The RDUKFI consists of four major steps, namely a batch-mode regression
form step, an outlier detection and processing step using multiple hypothesis testing, a
robust state estimation step, and a robust error covariance matrix updating step. In the
following subsections, we will discuss them in detail. Note that the index i associated with
the generator is neglected for simplicity but without loss of generality.

Batch-Mode Regression Form

The main idea of the UKF is to use a set of chosen deterministic sigma points for statistical
information propagation. For instance, if a state estimate with mean x̂k−1|k−1 ∈ R

n×1 and
covariance matrix Σxx

k−1|k−1 is given at time step k-1, its statistics can be captured by 2n

weighted sigma points defined as [113]

χj
k−1|k−1

= x̂k−1|k−1 ±
(√

nΣxx
k−1|k−1

)
j
, (4.25)

with weights wj = 1/2n, j = 1, ..., 2n. Then, each sigma point is propagated through the
nonlinear system process model (6.20), yielding the following transformed samples

χj
k|k−1

= f
(
χj

k−1|k−1

)
. (4.26)
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Then, the predicted state x̂k|k−1 and its covariance matrix Σxx
k|k−1 are calculated by the

weighted sample mean and sample covariance matrix of the transformed sigma points. For-
mally, we have

x̂k|k−1 =

2n∑
j=1

wjχ
j
k|k−1

,

Σxx
k|k−1 =

2n∑
j=1

wj(χ
j
k|k−1

− x̂k|k−1)(χ
j
k|k−1

− x̂k|k−1)
T +Qk.

To derive the regression model, we will apply statistical linerization [54,92] to the nonlinear
measurement function around x̂k|k−1 . The main idea of statistical linerization is to approx-
imate the nonlinear function η = g(x) around x̂ statistically with η = Gx + b + ζ, where
G = (P xη)T (P xx)−1; P xη and P xx are the cross-covariance matrix between x and η, and
self-covariance matrix of x, respectively; b = η̂ − Gx̂ and η̂ = g(x̂); ζ is the statistical
linerization error. Following these procedures, the statistical linerization of the nonlinear
measurement function h(·) around x̂k|k−1 yields

zk = Hk

(
xk − x̂k|k−1

)
+ ẑk|k−1 + vk + εk, (4.27)

where Hk = (Σxz
k|k−1

)T (Σxx
k|k−1

)−1; εk is the statistical linearization error term with zero mean

and covariance matrix Lk = Σzz
k|k−1

− (Σxz
k|k−1

)T (Σxx
k|k−1 )

−1Σxz
k|k−1

, where

Σxx
k|k−1 =

2n∑
j=1

wj(χ
j
k|k−1

− x̂k|k−1)(χ
j
k|k−1

− x̂k|k−1)
T +Qk. (4.28)

Σzz
k|k−1

=

2n∑
j=1

wj(z
j
k|k−1

− ẑk|k−1)(z
j
k|k−1

− ẑk|k−1)
T +Rk, (4.29)

Σxz
k|k−1

=

2n∑
i=1

wj(χ
j
k|k−1

− x̂k|k−1)(z
j
k|k−1

− ẑk|k−1)
T , (4.30)

and ẑk|k−1 =
2n∑
j=1

wjz
j
k|k−1

is the predicted measurement vector; zj
k|k−1

= h(χj
k|k−1

).

Define x̂k|k−1 = xk + Δk, where xk is the true state vector; Δk is the prediction error
and E

[
ΔkΔ

T
k

]
= Σxx

k|k−1 . Then, the equations associated with the state predictions and
measurement functions can be reorganized into the following batch-mode regression form:[

zk +Hkx̂k|k−1 − ẑk|k−1

x̂k|k−1

]
=

[
Hk

I

]
xk +

[
vk + εk
Δk

]
(4.31)

where I is an identity matrix. It can be further rewritten in a compact form as

z̃k = H̃kxk + ẽk, (4.32)
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and the error covariance matrix of ẽk is given by

Wk =

[
Lk +Rk 0

0 Σxx
k|k−1

]
= SkS

T
k , (4.33)

where Sk is calculated by the Cholesky decomposition technique.

Note that the state prediction errors of the batch-mode regression form should be uncorre-
lated before the state estimation. This can be done by pre-multiplying S−1

k on both sides of
(7.32), yielding

S−1
k z̃k = S−1

k H̃kxk + S−1
k ẽk, (4.34)

which is further organized to the compact form given by

yk = Akxk + ξk, (4.35)

where E[ξkξk
T ] = I.

Outlier Detection and Processing using Multiple Hypothesis Testing

As mentioned before, there are three types of outliers, i.e., observation, innovation and struc-
tural outliers. Specifically, observation outliers affect the measurements in zk; innovation
outliers are usually caused by unknown system disturbances reflected in the process noise
wk or the incorrect inputs uk; structural outliers are induced by parameter errors of the
generator, exciter, governor, etc. It should be noted that structural outliers will affect all
the predicted states in this decentralized scheme-based state estimation due to the strong
dependence among each predicted state. On the other hand, if the voltage phasor is taken as
input vector and has gross errors, it will trigger the following cascading chain: V ∠θ → VR →
VF → Efd → E ′

q → E ′
d, which makes all the the predicted states incorrect, yielding innova-

tion outliers. If the current phasor is taken as input vector and has gross errors, the cascading
chain is as follows: I∠φ → Id → Iq → E ′

q → E ′
d → Efd → VF → VR → Pe → ω → TM ,

which makes all the other predicted states incorrect, yielding innovation outliers. Based on
the above analysis, it is clear that there are three hypotheses corresponding to each out-
lier scenario plus one additional hypothesis to determine whether there are outliers or not.
Therefore, we need to validate each hypothesis and determine which type of outliers occurs.

First of all, we need to check the following hypothesis:

Hypothesis 1 :

{ H0 : no outliers
H1 : occurrence of outliers

. (4.36)

To this end, we propose to apply the projection statistics (PS) at each measurement sample
to a 2-dimensional matrix Z1 that contains time-correlated samples of the innovations and
of the predicted state variables. Specifically, we have

Z1 =

[
zk−1 − h(x̂k−1|k−2) zk − h(x̂k|k−1)

x̂k−1|k−2 x̂k|k−1

]
, (4.37)
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where zk−1 − h(x̂k−1|k−2) and zk − h(x̂k|k−1) are the innovation vectors while x̂k−1|k−2 and
x̂k|k−1 are the predicted state vectors at time instants k-1 and k, respectively. The choice
of Z1 is motivated by the fact that the innovation vector and the predicted state vector
are time series samples of power system responses and have strong temporal correlations. If
outliers occur, this relationship is violated. Thus, by checking this statistical property of the
matrix Z1, we are able to detect outliers. The PS is defined as [37, 92]:

PSj = max
‖�‖=1

∣∣lTj �−medi
(
lTi �
)∣∣

1.4826 medκ |lTκ �−medi (lTi �)|
, (4.38)

for i, j, κ = 1, 2, ..., m+n, where n andm are the number of state variables and measurements
taken as outputs, respectively; lTj , l

T
i and lTκ are the jth, ith and κth row vector of Z1, respec-

tively. The PS values of the predictions and of the innovations are separately calculated. Ex-
tensive Monte Carlo simulations revealed that the PS values follow a chi-square distribution
with degree of freedom 2. Thus, if we define the set Π1 = {PSi > τ = χ2

2,0.975, i = 1, ..., m+n},
then Hypothesis 1 can be rewritten as

Hypothesis 1 :

{ H0 : |Π1| = 0
H1 : 1 ≤ |Π1| ≤ m+ n

, (4.39)

where |Π1| represents the cardinality of the set Π1; H1 and H0 correspond to occurrence
of outliers and no outliers, respectively; PSi denotes the ith PS value; τ is determined
according to the chi-square distribution at a significance level 97.5%. If H0 is accepted, the
robust regression shown in the next subsection is performed; otherwise, the outlier detection
rule is applied and additional procedures are executed to distinguish between them. It is
worth pointing out that we can apply the PS to higher dimensional samples, but we found
that applying them to 2-dimensional time series data is sufficient to check if the statistical
correlations of the innovation vector and the predicted state vector are broken up by outliers.
Note that an unnecessary higher dimensional samples will induce more computing burden
of the PS algorithm.

For any generator with n state variables and m outputs, it is noticed that if the number of
bad measurements flagged by the PS is less than m, only observation outliers occur. This
is because both innovation and structural outliers will affect all n predicted states, and as
a result, all m measurements will be flagged as outliers by the PS. The latter is due to the
fact that the predicted states dominate the data of the matrix Z1 ∈ R

(m+n)×2 and if they
are wrong, the PS method breaks down, that is, it identifies all the good measurements that
are associated with the innovation vectors as outliers. However in the case where all the
m measurements are outliers, then all bad measurements will be flagged as outliers as well.
Therefore, extra test should be performed to differentiate observation outliers that are in
extreme scenario with innovation and structural outliers. To this end, we propose to apply
the PS to the matrix Z2 ∈ R

m×3 that includes 3 dimensional consecutive samples, that is,

Z2 =
[
zk−2 zk−1 zk

]
, (4.40)
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where the received measurements zk−2 and zk−1 must be replaced by their corresponding
estimated values if they have outliers. Our choice of matrix Z2 is motivated by two facts: i)
when allmmeasurements are outliers at time instant k, two-dimensional consecutive samples
are not sufficient to detect outliers due to the lack of redundancy; to address this issue, we
propose to include one more dimensional sample, which increases the global redundancy,
and thus, the detectability of the outliers; ii) time-correlated measurements are independent
from the predicted states and consequently innovation/structural outliers do not affect the
detection of observation outliers. Extensive Monte Carlo simulations showed that the PS
values calculated from Z2 follow a chi-square distribution with degree of freedom 3. Let us
now define the set Π2 = {PSi > χ2

3,0.975, i = 1, ..., m}. The hypothesis 2 used to distinguish
observation outliers with innovation and structural outliers is thus expressed as

Hypothesis 2 :

{ H0 : |Π1| − |Π2| ≥ 0
H1 : |Π2| = m

, (4.41)

where hypothesis H1 corresponds to the scenario that all m measurements are outliers while
H0 corresponds to the occurrence of innovation and/or structural outliers. If the hypothesis
H1 is confirmed, we propose to replace all m measurements with their previous estimated
values at time instant k − 1. Then, Hypothesis 1 in (4.39) is tested again and if all newly
replaced m measurements are flagged as outliers, the occurrence of innovation and/or struc-
tural outliers is double confirmed (note that this indicates the possibility of the occurrence
of three types of outliers simultaneously); otherwise, only the extreme outlier scenario as-
sociated with the observations presents. To further distinguish innovation and structural
outliers, we propose to replace the system inputs u by its estimated values at the previous
time instant and obtain new predicted state vector x̂newk|k−1, yielding a new matrix Z3 for
outlier detection given by

Z3 =

[
zk−1 − h(x̂k−1|k−2) zk − h(x̂newk|k−1)

x̂k−1|k−2 x̂newk|k−1

]
, (4.42)

where zk−1 and zk must be replaced by their estimated values if they were detected as outliers
in the former steps. Next, define set Π3 = {PSi > χ2

2,0.975, i = 1, ..., m+ n}, the hypothesis
3 used to differentiate innovation and structural outliers is expressed as

Hypothesis 3 :

{ H0 : |Π3| = 0
H1 : |Π3| = m

. (4.43)

If the hypothesis H1 is validated, structural outliers exist; otherwise innovation outliers has
occurred.

After the detection and differentiation of outliers, we propose to process them using the
following rules:

• Rule 1 : if only observation outliers occur, they are downweighted via the weights given
by

	i = min
(
1, d2
/
PS2

i

)
, (4.44)
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where the parameter d is set as 1.5 to yield good statistical efficiency at Gaussian
distribution and other thick-tailed non-Gaussian distributions [38, 92];

• Rule 2 : if only innovation outliers occur, the inputs are replaced by their estimated
values at the last time instant and new predicted states are obtained;

• Rule 3 : if only structural outliers occur, predicted states are replaced by filtered state
variables at the last time instant;

• Rule 4 : if both observation and innovation outliers occur, the inputs are replaced by
their estimated values at the last time instant and new predicted states are obtained,
while observations are processed according to rule 1; if both observation and structural
outliers occur, rules 1 and 3 are applied;

• Rule 5 : If three types of outliers occur simultaneously, predicted states are replaced
by filtered state variables at the last time instant; bad observations are replaced by
their estimated values at the last time instant.

Remark 1 : By using our multiple hypothesis testing approach, we are able to distinguish
between three types of outliers. If structural outliers occur, additional actions are needed to
locate incorrect parameters of the generator, requiring that a model calibration need to be
executed. This will be proposed as our future work.

Remark 2 : The more types of outliers are present, the more time is required for executing
the multiple hypothesis testing rules. However, the computing time is not prohibitively large
for our robust DSE as the decentralized scheme enables the outlier detection and processing
to be quickly executed at each local generator. This will be shown in the simulation results
section.

Robust Regression

After the outlier detection and processing, corresponding weights 	i, i = 1, ..., m + n are
assigned to the measurements and the predicted states via (5.20); then the robust regression
is performed by using a robust GM-estimator that minimizes the following objective function:

J (xk) =
m+n∑
i=1

	2
i ρ (rSi

) , (4.45)

where rSi
= ri/s	i is the standardized residual; ri = yi − aTi x̂ is the residual, where aTi is

the ith row vector of the matrix Ak; s = 1.4826 · bm ·mediani |ri| is the robust scale estimate;
bm is a correction factor; ρ(·) is the convex Huber-ρ function [38].
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To minimize (5.21), the following necessary condition must be satisfied

∂J (xk)

∂xk
=

l∑
i=1

−	iai
s

ψ (rSi
) = 0, (4.46)

where ψ (rSi
) = ∂ρ (rSi

)/∂rSi
. By dividing and multiplying the standardized residual rSi

to
both sides of (5.23) and putting it in a matrix form, we get

AT
kΛ (yk −Akxk) = 0, (4.47)

where Λ =diag(q (rSi
)) and q (rSi

) = ψ (rSi
)/rSi

. By using the IRLS algorithm [37], the state
estimates at the j iteration can be calculated

Δx̂
(j+1)
k|k =

(
AT
kΛ

(j)Ak

)−1
AT
kΛ

(j)yk, (4.48)

where Δx̂
(j+1)
k|k = x̂

(j+1)
k|k − x̂

(j)
k|k . The algorithm converges when

∥∥∥Δx̂
(j+1)
k|k

∥∥∥
∞

≤ 10−2.

Update the Error Covariance Matrix

Following our previous work, the estimation error covariance matrix Σxx
k|k is updated using

the total influence function-based approach [38, 79]. Formally, we have

Σxx
k|k =

EF [ψ2(rSi)]
{EF [ψ′(rSi)]}2

(
AT
kAk

)−1(
AT
kQ�Ak

)(
AT
kAk

)−1
(4.49)

where Q� = diag (	2
i ).

4.4 Numerical Results

Extensive simulation results of several scenarios are carried out on the IEEE 39-bus system to
test the effectiveness and robustness of the proposed robust DSE. In the case studies, Line 15-
16 is tripped at t = 0.5s to simulate system disturbance. The time-domain simulation results
are taken as the true values. The collections of simulated voltage phasor, current phasor and
frequency at each generator’s terminal bus are treated as PMU measurements. A random
Gaussian variable with zero mean and covariance matrix equal to 10−6I is assumed for system
process noise. The generator model assumed for transient simulation is the detailed two-axis
generator model, whose parameter values are taken from [70]. The maximum iteration of
the IRLS algorithm is 20. The break point of the Huber cost function is set to 2. The root-
mean-squared error (RMSE) of all estimated generator state variables is used as the overall
performance index while the estimated rotor angle, rotor speed, d- and q-axis voltages of
Generator 5 are taken for illustration due to the limitation of space. When the metered
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generator terminal voltage phasor is used as model input while the current phasor and
frequency are treated as outputs/measurements, the decentralized DSE approach will be
called the DUKFV. By contrast, when the metered generator terminal current phasor is used
as model input while the voltage phasor and frequency are treated as outputs/measurements,
the decentralized DSE approach will be called the DUKFI. Its robust version, which is our
proposed robust DSE, will be termed the RDUKFI. The choice of developing a robust version
of the DUKFI instead of the DUKFV is motivated by the fact that the former achieves much
higher statistical efficiency than the latter in the absence of outliers regardless of the level
of measurement noise. This is confirmed by the results shown in Figs. 6.1-6.2. In other
words, if the DUKFI is made robust against outliers, it will outperform the robust DUKFV
in presence of both measurement noise and outliers.
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Figure 4.2: Root-mean-squared error of the DUKFV, the DUKFI and the RDUKFI in the
presence of normal measurement noise.

4.4.1 Case 1: Sensitivity to Measurement Noise

Measurement noise with different variances is implemented to test the sensitivity of each
method. Specifically, normal and large noises are considered; they are assumed to be dis-
tributed with zero means and covariance matrices 10−6I and 10−4I, respectively. The test
results are displayed in Figs. 6.1-6.2. It can be concluded from these two figures that our
RDUKFI outperforms the DUKFV and the DUKFI in presence of both normal and large
measurement noises; the DUKFI that uses our model decoupling approach achieves much
higher statistical efficiency than the DUKFV. In addition, it is observed that with the in-
creased noise level, all three methods have increased estimation error, which is expected. This
is because given certain level of measurement redundancy, any estimator will have increased
estimation error with the increase of measurement noise; the higher measurement redun-
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Figure 4.3: Root-mean-squared error of the DUKFV, the DUKFI and the RDUKFI in the
presence of large measurement noise.

dancy, the better capability of an estimator to filter out noise. Nevertheless, our RDUKFI
is least sensitive to the increase of noise level among three methods.
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Figure 4.4: Estimated rotor angle, rotor speed, d- and q-axis voltages of Generator 5 by the
DUKFV, the DUKFI and the RDUKFI in the presence of observation outlier, where the
measured voltage magnitude and angle of Generator 5 is contaminated with 20% error from
t=4s to t=6s.
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Figure 4.5: Zooming in the Fig. 4.4 for better illustration of the proposed RDUKFI from
t=0 to t=10 s.

4.4.2 Case 2: Robustness to Observation Outliers

Due to imperfect phasor synchronization, the saturation of metering current transformers or
by metering coupling capacitor voltage transformers (CCVTs), to name a few, gross errors
can occur in the PMU measurements [27, 38]. To test the robustness of three methods to
observation outliers, the measured voltage magnitude and angle of Generator 5 is contami-
nated with 20% error from t=4s to t=6s. The results are shown in Fig. 4.4 and its zoomed
in version is displayed in Fig. 4.5.

We can find that the estimated generator state variables provided by the DUKFV and the
DUKFI are significantly biased in the presence of observation outliers due to their lack of ro-
bustness. However, our RDUKFI that uses multiple hypothesis testing is able to detect these
two observation outliers and bound their influence, yielding excellent tracking performance.
Note that during the multiple hypothesis testing process, the test results on hypothesis
1 indicate that 2 observations are flagged as outliers, and consequently the occurrence of
only observations outliers is declared. Then, the observation outliers are downweighted and
suppressed by the GM-estimator.

4.4.3 Case 3: Robustness to Innovation Outliers

The system inputs u can be incorrect due to unknown disturbances or erroneous metered
values by PMUs, yielding innovation outliers. To test the robustness of the proposed method
to this type of outliers, the system inputs are contaminated with 20% error from t=2s to
t=4s. Comparison results of the DUKFV, the DUKFI and the RDUKFI are displayed in
Fig. 4.6. This figure is further zoomed in and is shown in Fig. 4.7 for better illustration.
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Figure 4.6: Estimated rotor angle, rotor speed, d- and q-axis voltages of Generator 5 by
the DUKFV, the DUKFI and the RDUKFI in the presence of innovation outlier, where the

model inputs are contaminated with 20% error from t=2s to t=4s.
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Figure 4.7: Zooming in the Fig. 4.6 for better illustration of the proposed RDUKFI from
t=0 to t=10 s.

It can be concluded that the DUKFV and the DUKFI are not robust to innovation outliers
as they have very large estimation errors. By contrast, in the multiple hypothesis testing
process, Hypothesis 1 indicates that all outputs/measurements are flagged by PS as outliers;
then Hypothesis 2 is tested and its result indicates the occurrence of innovation and/or
structural outliers. After replacing the model inputs by its estimated value at the previous
time instant, new predicted state variables are obtained and Hypothesis 3 is then tested.
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The result confirms the occurrence of innovation outliers. As a result, the newly predicted
state variables associated with the measurements are used for robust estimation by the GM-
estimator, yielding negligible biased state estimates.
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Figure 4.8: Estimated rotor angle, rotor speed, d- and q-axis voltages of Generator 5 by the
DUKFV, the DUKFI and the RDUKFI in the presence of structural outlier, where the d-
and q-axis transient reactance of Generator 5 are contaminated with 20% Gaussian random
errors due to the effect of saturation on generator inductances from t = 0.6s to t = 2.6s.
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Figure 4.9: Zooming in the Fig. 4.8 for better illustration of the proposed RDUKFI from
t=0 to t=10 s.
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4.4.4 Case 4: Robustness to Structural Outliers

Due to aging processes, variations of the machine temperature during its operation, the effect
of saturation on generator inductances, etc., the parameters of synchronous generator can
change significantly while remaining unknown to the operator of the power plant. In this
chapter, we consider the case where following a system disturbance, there exist saturations
on the inductances of Generator 5 from t= 0.6s to t = 2.6s, yielding structural outliers. Note
that the saturation level of a synchronous machine does not change instantaneously; in fact, it
has an oscillatory behavior for post-disturbances. Thus, to simulate the oscillatory behavior
during the saturation period, 20% random errors simulated by Gaussian distribution are
added to the d- and q-axis transient reactance. Estimated rotor angle, rotor speed, d- and
q-axis voltages of Generator 5 by the DUKFV, the DUKFI and the RDUKFI are displayed
in Fig. 4.8 associated with its zoomed in version shown in Fig. 4.9. We observe from this
figure that both the DUKFV and the DUKFI yield large biases on the state estimates in
the presence of structural outliers. The DUKFV is less sensitive to this type of outliers than
the DUKFI and spends less time re-tracking the system true states. By contrast, thanks to
the multiple hypothesis testing and the robust GM-estimator, our RDUKFI can bound the
influence of the structural outliers, yielding very small biases on the state estimates when
outliers occur.

4.4.5 Computational Efficiency

The average computing times of the DUKFV, the DUKFI and the RDUKFI for Cases 1-
4 in each PMU scan are tabulated in Table. 4.1. All the tests are performed on a PC
with Intel Core i5, 2.50 GHz, 8GB of RAM. It is observed from Table. 4.1 that all three
methods have comparative computational efficiency and their computing times are much
lower than the PMU scan rate, which is 16.7ms for 60 sample/s. The DUKFI is the most
computational efficient approach, followed by the DUKFV. The proposed RDUKFI is the
most time consuming approach among them, which is expected as it needs additional multiple
hypothesis testing and robust regression procedures. However, these two procedures just
impose slight computing burden to the proposed method since the RDUKFI is implemented
at each local generator and very fast to execute. A closer look at the computing time of
the proposed method under different conditions reveals that it requires more time in Cases
2-4 than in Case 1. This is because more time is required to test multiple hypotheses when
outliers occur. In addition, it should be noted that we need to check all the three hypotheses
so that innovation and structural outliers can be distinguished while only two hypothesis are
required for the detection of observation outliers. Therefore, the computing times of Cases 3
and 4 are larger than that of Case 2. Finally, the proposed RDUKFI is implemented locally
and independent of other generators and other system wide-area measurements, it is thus
suitable for large-scale power system online applications.
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Table 4.1: Average Computing Times of the Three Decentralized Kalman Filters at Each
PMU Scan

Cases DUKFV DUKFI RDUKFI

Case 1 0.282ms 0.296ms 0.85ms

Case 2 0.396ms 0.286ms 1.07ms

Case 3 0.473ms 0.295ms 1.31ms

Case 4 0.275ms 0.264ms 1.35ms

4.4.6 Discussion of Practical Industry Application

The proposed robust DSE is implemented at each generator substation using generator
dynamic models as well as local PMU measurements. Since generator model and parameters,
measurement devices and local computer have been there already, no hardware modification
has to be carried out. The only requirement is to add an additional software block at the local
computers that performs the dynamic simulation using measured current phasors as inputs
and combine their simulation outputs with the measured voltage phasors and frequency for
dynamic state estimation. It should be noted that the results of the robust DSE can be used
for power system online monitoring, control and protection [91,93,94]. For example, a recent
patent by the vendor ABB demonstrated the value of the DSE for online monitoring [93].
The effectiveness of the DSE assisted adaptive protection scheme has been tested in real
system [94]. Thus, although some costs are needed to change the existing code for the
DSE implementation, its benefits for system online monitoring, control, and protection are
promising.

4.5 Conclusion and Future Work

In this chapter, a fast RDUKFI-based decentralized DSE is proposed. It is implemented
at each local generator and independent of the other generators, system parameters, and
thus suitable for large-scale power system online applications. Furthermore, our RDUKFI is
able to detect, distinguish and suppress the observation, innovation and structural outliers
while achieving high statistical efficiency in presence of both normal and large measurement
noise. We propose projection statistics-based multiple hypothesis testing approach for outlier
detection and processing. The identified outliers are suppressed by a generalized maximum-
likelihood type (GM)-estimator. Numerical results carried out on the IEEE 39-bus system
demonstrate the effectiveness and robustness of the proposed method.

It should be noted that the proposed robust DSE is general in that it can be easily extended
to estimate the dynamic states of other power system components, such as dynamic loads,
wind generators and various types of higher order exciters. In addition, the 9th-order two-
axis model with DC1A exciter is one of the recommended models by IEEE for transient
stability analysis [95]. Thus, we believe that our results have practical meanings.



Chapter 5

Robust Frequency Divider for Power
System Online Monitoring and
Control

5.1 Introduction

With the increasing penetration of renewable energy-based generations, the total inertia of
the synchronous power system is reduced significantly. As a result, the traditional capacity-
based requirements for primary reserve definitions may not be able to satisfy the frequency
RoCoF and nadir limits [96, 97]. To tackle this potential frequency instability issue, it is
expected by the transmission system operators (TSOs) that the wind farms [98], flexible
loads [100], and energy storage devices [101] would provide frequency regulations. However,
to enable effective frequency regulations, reliable and accurate knowledge of the local bus
frequency is a prerequisite.

In the literature, the numerical derivative of the voltage phase angle provided by Phasor
Measurement Unit (PMU) through a washout filter is used to define the local bus fre-
quency [102, 103]. However, as shown by Radman et al. [104], it may produce physically
implausible spikes in frequency due to the numerical derivatives and consequently may ex-
hibit instabilities if controls are taken based on them. An alternative way to obtain local bus
frequency is through the phase-locked loop (PLL) technique [105]. But it may be unreliable
in presence of large step-input speed changes, and has problems in presence of harmon-
ics, unbalance, etc. Furthermore, only a few load buses/substations have PMUs or PLLs
installed, which may prevent the system from taking full advantages of local frequency con-
trols. Finally, measurements provided by PMUs and PLLs are always subject to noise or
even gross errors, communication losses, etc [99]. For example, it is shown in [100] that
the measurement noise affects the performance of the frequency regulator significantly, not
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to mention the gross errors, measurement losses, etc. To address these issues, a model de-
pendent analytical expression of bus frequency is proposed in [106] assuming comprehensive
and accurate models of the system. Milano and Ortega [107] improved that approach and
proposed a transient stability simulation-based frequency divider. The main idea underlying
this method is to solve a steady-state boundary value problem, where the boundary con-
ditions are given by synchronous generator rotor speeds. However, both methods assume
accurate power system dynamic models for time-domain simulations, which is difficult to
achieve in practice. In addition, the time-domain simulations of large-scale power systems
are computational demanding, which may prevent them for the online control applications.

This chapter proposes a robust frequency divider (RFD) for online bus frequency estima-
tion [108]. Our RFD is not dependent on load models, and the knowledge of swing equation
parameters, transmission system line parameters and local PMU measurements is sufficient.
In addition, it is able to filter out measurement noise, suppress gross measurement errors,
handle cyber attacks as well as measurement losses. To develop the proposed RFD, it is
observed that to obtain an accurate estimation of bus frequency, accurate generator ro-
tor speeds are required. In the meantime, complicated generator and load models should be
avoided. To this end, we propose to divide RFD into two subproblems, namely the decentral-
ized estimation of local generator rotor speed using local measurements and the centralized
bus frequency estimation. To address the first problem, we decouple each generator from
the rest of the power system by treating metered real power injection as model inputs and
the frequency measurements provided by PMU, local meter devices or Frequency monitoring
Network devices [109] as outputs. As a result, only the swing equation is required for rotor
speed estimation and no detailed generator model is assumed. Since the local measurements
can be subject to data quality issue when implementing an estimator, a robust unscented
Kalman filter-based dynamic state estimator is proposed. Next, the local estimates are
transmitted to the control center for bus frequency estimations, yielding two benefits: 1)
the requirement of communication bandwidth is decreased notably as only estimated rotor
speeds are communicated instead of voltage and current phasors; 2) the wide-area generator
rotor angles are available for operator to achieve better situational awareness and carry out
other applications, such as oscillatory modes monitoring, rotor angle stability analysis, etc.
Last but not the least, thanks to the decentralized and centralized estimation scheme, the
proposed method is suitable for designing controllers of very large-scale power systems.

The remainder of the paper is organized as follows. Section 5.2 presents the problem formu-
lation. Section 5.3 describes the proposed RFD in detail and Section 5.4 shows and analyzes
the simulation results. Finally, Section 5.5 concludes the paper.

5.2 Problem Formulation

In this section, the analytical relationship between bus frequency and generator rotor speeds
will be presented first; then the limitations of this approach will be discussed thoroughly,
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and finally the problem statement will be declared.

5.2.1 Analytical Relationship between Bus Frequency and Gener-
ator Rotor Speeds

When a disturbance occurs, such as transmission line faults, load shedding or generator
tripping, power mismatch appears between the mechanical torque and electrical power at
the generator terminal buses. As a consequence, the generator rotor speeds will deviate
from their nominal values. To re-synchronize generator with the rest of the power system,
an increase or a decrease in the rotor speed is actuated, which causes rotor angle oscillations
as well. Due to such oscillations, the voltage phase angles of the buses that are adjacent to
generators will encounter changes, which in turn causes a power mismatch. In this way, the
electro-mechanical oscillations will be propagated throughout the entire power system with
limited speed. Since we are interested in electro-mechanical oscillations and the propagation
speed of such oscillations is much lower than that of the wave, the transient effects of wave
propagation are therefore neglected. Based on the analysis above, it is clear that the spatial
variations of the system frequency are characterized by synchronous generator rotor speeds.
Those frequency variations at each bus of the system are of vital importance for designing
local controllers to enhance the frequency regulation capability of a power system with high
penetration renewable energy integrations.

Note that electro-mechanical oscillations can be characterized by the magnitude and phase
angle modulations of voltages and currents as well since they are corresponding to the move-
ment of rotors of electric machines around the synchronous speed [110, 111]. Thus, to esti-
mate bus frequency of a transmission system, we first need to analyze the relationship of the
voltage or current phasors between generators and system buses. This relationship can be
expressed by the balanced current injection formula shown as follows:[

IG
IB

]
=

[
YGG YGB
YBG YBB + YB0

] [
VG
VB

]
, (5.1)

where IG are generator current injections; VG are generator internal electromotive forces
(emfs); IB and VB are current and voltage injections of the network buses, respectively;
YBB is the power network admittance matrix; YGG, YGB and YBG are admittance matrices
calculated by including the internal impedances of the synchronous generators; YB0 is a
diagonal matrix, which takes into account the internal impedances of synchronous generators
at the generator buses. Since the load current injections are negligible compared with that
of the synchronous generators [84, 107], (5.1) can be rewritten as:[

IG
0

]
=

[
YGG YGB
YBG YBB + YB0

] [
VG
VB

]
. (5.2)

By taking simple algebraic operations on the second row of (5.2), we can derive the relation-
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ship between bus voltage vector VB and the emfs of generators as follows:

VB = −(YBB + YB0)
−1YBGVG = DVG. (5.3)

Taking time derivatives on both sides of (5.3) in rotating reference frame, i.e., dq frame, we
get

dVB
dt

+ jω0VB = D · dVG
dt

+ jω0DVG, (5.4)

where ω0 is the nominal rotor speed. For more details of deriving (5.4), please see [107].
Define ΔωB = ωB−ω0, ΔωG = ωG−ω0, the analytical relationship between bus frequency
and generator rotor speeds can be derived from (5.4), which is expressed as follows [107]:

ωB = ω0 +D (ωG − ω0) . (5.5)

It can be observed from (5.5) that the bus frequency is correlated with each synchronous
generator in the system, but the degree of participation of each generator on bus frequency
is determined by the transmission parameters. To speed up the calculation of bus frequency
from (5.5) without a relevant loss of accuracy, the conductances of transmission lines utilized
to calculate D can be neglected [107].

Remark : Although the matrix D depends on the frequency, the consideration of this factor
has negligible impact on the frequency divider. Therefore, transmission lines are lumped
and assumed to have constant impedances. This assumption is consistent with the standard
model for transient stability analysis.

5.2.2 Limitations and Problem Statement

When implementing (5.5) to estimate bus frequency, there are two possible ways: i) the
dynamic simulation based-approach and ii) the measurement-based approach. In the for-
mer approach, the transient stability program is used to obtain the rotor speed of each
generator, followed by the calculations of the bus frequencies through (5.5). However, to
obtain good time-domain simulation results, accurate and detailed generator and load mod-
els are required, which may be difficult to achieve in practice. In addition, the time-domain
simulations of large-scale power systems are computational demanding, which may not be
suitable for the online control applications. By contrast, the measurement-based approach
does not have such issues, but the metered generator rotor speeds and frequencies by PMUs
or Frequency monitoring Network devices are assumed to be of high quality. However, this
assumption may not hold true for practical power systems as the PMU measurements are
usually subject to noise or even impulsive noise, gross errors, cyber attacks, communication
losses, etc. Under those conditions, this approach will produce significantly biased results and
subsequently the control actions based on them may make the system even worse. Further-
more, it should be noted that the frequency of each bus is correlated with most generators,
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thus if just one rotor speed measurement is corrupted, its error may propagate to many other
bus frequency estimations. It is thus indispensable to make sure that every generator rotor
speed is of good accuracy.

Problem statement : given a limited number of PMUs installed at the terminal bus of each
generator, a robust frequency divider is developed to address the data quality issues of PMU
measurements; in the meantime, it should be model independent so as to mitigate the strong
assumptions on the generator and load models, and finally, it should be fast to calculate and
suitable for large-scale system online control applications. Note that in this chapter, the
rotor speed and frequency of each generator at its terminal bus are assumed to be monitored
by PMUs. This is a reasonable assumption due to several reasons: 1) online monitoring of
generators plays a major role in power system operation and control, thus it is given a high
priority for PMU placement according to the NERC PMU placement standard [90]; 2) it is
required by NERC standard [112] to have PMUs installed at the point of interconnection for
power plant model validation and verification.

Figure 5.1: Proposed decentralized-centralized bus frequency estimation framework.

5.3 Proposed Robust Frequency Divider

By looking at (5.5), one may easily come up with the idea that this equation can be formu-
lated as a regression problem, where the generator rotor speeds are measurements provided
by PMUs while the frequency of each bus is the unknown state vector to be estimated.
However, since the number of rows of the matrix D is larger than that of the columns, (5.5)
cannot be treated as an estimation problem. Therefore, alternative approaches should be
developed.

Note that to obtain an accurate estimation of bus frequency, accurate generator rotor speeds
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are required. Thus, if measurement quality issues can be addressed locally at the gener-
ator bus through a local robust estimator, we are able to obtain accurate bus frequency
estimates. To this end, we propose a decentralized-centralized bus frequency estimation
framework shown in Fig. 5.1. Particularly, we first perform the robust unscented Kalman
filter-based dynamic state estimator at the local generator substation or phasor data con-
centrator (PDC) level by using the proposed model decoupling approach; then these local
estimates (generator rotor speeds and angles) are transmitted to control center for bus fre-
quency estimation through (5.5). Note that if the decentralized dynamic state estimation
at each generator substation is costly, the data of those generators associated with PMU
measurements will be transmitted to the PDC or regional system operating center for decen-
tralized estimation. After that, local controls can be initiated if required, otherwise, they will
be further communicated to the control center for bus frequency estimation and coordinated
control. In the following subsections, we will elaborate on each of the block.

5.3.1 Generator Model Decoupling Approach

Due to power unbalance and other control actions, the rotor of the generator will accelerate
or deaccelerate. Those electro-mechanical dynamics can be captured by the swing equations
shown as follows [84]:

dδ

dt
= ω − ω0, (5.6)

2H

ω0

dω

dt
= TM − Pe −Dp(ω − ω0), (5.7)

where δ is the rotor angle; H is the generator inertia constant; TM and Pe are the generator
mechanical power and electrical power outputs, respectively; it is assumed that TM remains
the same value as that in steady-state condition during transient process, which is reasonable
as the time constant of the governor is very large; Dp is the generator damping constant. Note
that the generator first swing dynamics are affected by Pe significantly. In other words, the
generator swing equation is coupled with its dq windings and the rest of the system through
Pe. For example, in the two axis generator model, Pe = E ′

dId+E ′
qIq + (X ′

q −X ′
d)IdIq, where

E ′
d and E

′
q are the d-axis and q-axis transient voltages, respectively; X ′

d and X
′
q are generator

d-axis and q-axis transient reactance, respectively; Id and Iq are the d and q axis currents,
respectively. For more detailed model, the expression is different.

Motivated by the aforementioned analysis, if Pe is measured and taken as the model input
while the measured frequency by PMUs is treated as outputs, the swing equation can be
decoupled from the rest of the system. Furthermore, no information of the d and q damper
windings is required. By doing that, no complex generator model is assumed. The physical
mean of this decoupling approach can be explained as follows: when there is a disturbance
at one point of the power system, synchronous generators will response to it through actions
on the rotors; these responses reveal themselves in their real power injections and frequency.
In other words, the generator swing dynamics are coupled with the rest of the system at
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the point of connection, and its interactions with the rest of the system are through the real
power injections and frequency. If real power injections and frequency are measured by a
PMU, its swing responses to the disturbance are captured completely and no other system
information is required.

5.3.2 Proposed Robust Decentralized Dynamic State Estimator

The model decoupling approach enables a generator swing equation to be decoupled from
the rest of the system model, which in turn allows us to rely only on local measurements to
estimate the rotor speed and angle of a generator. The discrete-time state representation of
the ith synchronous generator is

xik = fi
(
xik−1,u

i
k

)
+wi

k, (5.8)

zik = hi
(
xik,u

i
k

)
+ vik, (5.9)

where xik is the state vector, including the generator rotor speed ωi and rotor angle δi; z
i
k

is the measurement vector that contains rotor speed zk1 provided by PMUs and frequency
zk2 by local metering devices or frequency monitoring network devices [109]; fi(·) represents
the discrete-time form of (7.5) and (7.6) while zik = [zk1 zk2]

T and zk1 = ωi + vk1, zk2 =
(1 + Δωi)f0 + vk2; f0 is the nominal system frequency; hi(·) = H i

kx
i
k and H i

k is a constant
matrix that can be derived directly from the measurement equations of zk1 and zk2; w

i
k and

vik = [vk1 vk2]
T are the process and observation noise, respectively; they are assumed to be

Gaussian with zero mean and covariance matrices Qi
k and Ri

k, respectively; u
i
k is the input

that contains the real power injection of the ith generator.

Based on the derived discrete-time state space equations (5.8) and (5.9), the dynamic state
estimator (DSE) can be used to estimate the generator rotor speed and angle using local
measurements. In this chapter, the UKF is chosen as the basic DSE as it achieves a more
balanced performance between computational efficiency and ability to cope with strong sys-
tem nonlinearities than the extended Kalman filter, or the particle filter [113]. However,
UKF has been proved to be sensitive to gross errors, cyber attacks and loss of measure-
ments, etc [79, 80]. To handle these issues, a robust Generalized Maximum-likelihood-type
UKF (GM-UKF) is proposed. It consists of four major steps, namely a batch-mode regres-
sion form step, a robust pre-whitening step, a robust regression state estimation step, and a
robust error covariance matrix updating step. In the following subsections, we will discuss
them in detail. Note that the index i is neglected for simplicity but without the loss of
generality.
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Derive Batch-Mode Regression Model

Given a state estimate at time step k-1, x̂k−1|k−1 ∈ R
n×1, having a covariance matrix given

by P xx
k−1|k−1, its statistics are captured by 2n weighted sigma points defined as [113]

χi
k−1|k−1

= x̂k−1|k−1 ±
(√

nP xx
k−1|k−1

)
i
, (5.10)

with weights wi =
1
2n
, i = 1, ..., 2n, where n is the number state variables for each generator.

Then, each sigma point is propagated through the nonlinear system process model (5.8),
yielding a set of transformed samples expressed as

χi
k|k−1

= f
(
χi

k−1|k−1

)
. (5.11)

Next, the predicted sample mean and sample covariance matrix of the state vector are
calculated by

x̂k|k−1 =
2n∑
i=1

wiχ
i
k|k−1

, (5.12)

P xx
k|k−1 =

2n∑
i=1

wi(χ
i
k|k−1

− x̂k|k−1)(χ
i
k|k−1

− x̂k|k−1)
T +Qk. (5.13)

We define x̂k|k−1 = xk − Δk, where xk is the true state vector; Δk is the prediction error
and E

[
ΔkΔ

T
k

]
= P xx

k|k−1 . By processing the predictions and observations simultaneously,
we have the following batch-mode regression form:[

zk
x̂k|k−1

]
=

[
Hk

I

]
xk +

[
vk

−Δk

]
(5.14)

which can be rewritten in a compact form

z̃k = H̃kxk + ẽk, (5.15)

and the error covariance matrix is

Wk = E
[
ẽkẽ

T
k

]
=

[
Rk 0
0 P xx

k|k−1

]
= SkS

T
k , (5.16)

where I is an identity matrix; Sk is calculated by the Cholesky decomposition technique.

Perform Robust Pre-whitening

Before carrying out a robust regression, the state prediction errors of the batch-mode regres-
sion form need to be uncorrelated. This can be done by pre-multiplying S−1

k on both sides
of (7.32), yielding

S−1
k z̃k = S−1

k H̃kxk + S−1
k ẽk, (5.17)
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which can be further organized to the compact form

yk = Akxk + ξk, (5.18)

where E[ξkξk
T ] = I. However, if outliers occur, the use of S−1

k for prewhitening will cause
negative smearing effect. To handle this issue, we first detect and downweight the outliers
by means of weights calculated using the projection statistics (PS) [37] and a statical test
applied to them. Those weights contribute to the robust prewhitening and their functionals
will be shown later in the objective function. Specifically, we apply the PS to a 2-dimensional
matrix Z that contains serially correlated samples of the innovations and of the predicted
state variables. Formally, we have

Z =

[
zk−1 −Hkx̂k−1|k−2 zk −Hkx̂k|k−1

x̂k−1|k−2 x̂k|k−1

]
, (5.19)

where zk−1 −Hkx̂k−1|k−2 and zk −Hkx̂k|k−1 are the innovation vectors while x̂k−1|k−2 and
x̂k|k−1 are the predicted state vectors at time instants k-1 and k, respectively. The PS values
of the predictions and of the innovations are separately calculated because the values taken
by the former and the latter are centered around different points. The implementation of
PS can be found in [37].

Once the PS values are calculated, they are compared to a threshold to identify outliers.
According to our previous work [79, 80], Z can be shown to follow a bivariate Gaussian
probability distribution and the calculated PS values using Z follow a chi-square distribu-
tion with degree of freedom 2. As a result, the outliers can be flagged if their PS values
satisfy PSi > χ2

2,0.975 at a significance level 97.5% in the statistical test, and are further
downweighted via [79]

	i = min
(
1, d2
/
PS2

i

)
, (5.20)

where the parameter d is set as 1.5 to yield good statistical efficiency at Gaussian distribution.

Remark : Except for the occurrence of outliers in rotor speed measurements, outliers may
occur in the measured real power injections as well, and consequently, yielding incorrect
predicted states, called innovation outliers [79, 80]. In such condition, the predicted state
corresponding to incorrect real power injection will be flagged as outliers. Since the local
measurement redundancy is not high, we will not downweight it directly, instead we propose
to replace the current real power injection by its previous value and obtain the new state
predictions. By doing that, we can achieve a better statistical efficiency.

Carry out Robust Regression

To address the data quality issues, we develop a robust GM-estimator that minimizes the
following objective function:

J (xk) =

l∑
i=1

	2
i ρ (rSi

) , (5.21)
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where l = m + n and m is the number of measurements; 	i is calculated by (5.20); rSi
=

ri/s	i is the standardized residual; ri = yi − aTi x̂ is the residual, where aTi is the ith row
vector of the matrix Ak; s = 1.4826 · bm·mediani |ri| is the robust scale estimate; bm is a
correction factor; ρ(·) is the convex Huber-ρ function, that is

ρ (rSi
) =

{ 1
2
r2
Si
, for |rSi

| < λ

λ |rSi
| − λ2/2, elsewhere

, (5.22)

where the parameter λ is typically chosen to be between 1.5 and 3 to achieve high statistical
efficiency in the literature [82].

To minimize (5.21), the following necessary condition must be satisfied

∂J (xk)

∂xk
=

l∑
i=1

−	iai
s

ψ (rSi
) = 0, (5.23)

where ψ (rSi
) = ∂ρ (rSi

)/∂rSi
is the so-called ψ-function. By dividing and multiplying the

standardized residual rSi
to both sides of (5.23) and putting it in a matrix form, we get

AT
kΛ (yk −Akxk) = 0, (5.24)

where Λ =diag(q (rSi
)) and q (rSi

) = ψ (rSi
)/rSi

. By using the IRLS algorithm [37], the state
estimates at the j iteration can be updated using

Δx̂
(j+1)
k|k =

(
AT
kΛ

(j)Ak

)−1
AT
kΛ

(j)yk, (5.25)

where Δx̂
(j+1)
k|k = x̂

(j+1)
k|k − x̂

(j)
k|k . The algorithm converges when

∥∥∥Δx̂
(j+1)
k|k

∥∥∥
∞

≤ 10−2.

Update Error Covariance Matrix

After the convergence of the algorithm, the estimation error covariance matrix P xx
k|k of the

GM-UKF needs to be updated so that the state prediction at the next time sample can be
performed. Following the work from [79], we derive the estimation error covariance matrix
of our GM-UKF as

P xx
k|k =

EF [ψ2(rSi)]
{EF [ψ′(rSi)]}2

(
AT
kAk

)−1(
AT
kQ�Ak

)(
AT
kAk

)−1
(5.26)

where Q� = diag (	2
i ).

Remark: the proposed robust DSE is supposed to be performed for each generator substa-
tion. It can be implemented at the control center as well if all the generator data and PMU
measurements are transmitted from local substations to it. However, there exist several
concerns by doing so, such as increased communication burden that is discussed in the next



84

subsection and the delayed local control, etc. Indeed, if all the calculations are performed
at the control center while some local controls are required at this period, the estimated
bus frequency for those local controls can be delayed; by contrast, our robust DSE is first
conducted locally using local PMU measurements and its estimated rotor speeds and angles
can be used for local controls; in the meantime, they can be transmitted to control center for
bus frequency estimation and coordinated control. In practice, if it is costly to implement
the decentralized DSE for each generator substation, we can do it at the local phasor data
concentrator (PDC) level or regional system level. This can still save a lot of communica-
tion burden and enable the timely local control actions compared with the fully centralized
strategy.

5.3.3 Bus Frequency Estimation

When the rotor speed and rotor angle of each generator are obtained, they need to be com-
municated to the control center for bus frequency estimation. Depending on the applications,
there are two ways to communicate the estimation results.

• If the control center is only interested in monitoring and regulating the system fre-
quency, the rotor speed of each generator is transmitted and the bus frequency is
estimated using (5.5). Compared with the conventional strategy, that is, all the mea-
sured voltage magnitudes and angles, current magnitudes and angles, and frequency
by PMUs are communicated, the communication burden of our proposed approach is
only 20% of it;

• If the control center are interested in both frequency and rotor angle stability moni-
toring and control, rotor speed and angle estimates are communicated. In this case, it
only requires 40% communication burden of the conventional strategy.

Note that the total computing time of the proposed approach consists of two parts: the
decentralized DSE and the projection of the rotor speed to bus frequency through (5.5).
Since each robust DSE is performed locally and its estimates are communicated to the
control center through its communication link, the proposed DSE is independent of the size
of the power system. The only concern of the proposed RFD for very large-scale power
system online applications is that D becomes rather dense, which requires a lot of computer
memory. However, this is not a problem if we use the sparse matrices BBB, BG0 and BBG

instead of D for the projection of rotor speeds to bus frequencies (see equation (20) in [107]).
As a result, the computational burden of this step is negligible.

Remark : The reason that the complicated generator model is not required has been discussed
in the model decoupling section. We discuss here how the proposed RFD is not dependent
on load model. It is well-known that the power system dynamics are different if different load
models are assumed. However, although system dynamic behaviors are different, they are
reflected on the variations of the rotor speeds of synchronous generators. Since the proposed
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Figure 5.2: Comparing the estimated frequency at bus 34 by DUKF, RDUKF and D-method
with normal measurement noise in the IEEE 39-bus system.
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Figure 5.3: RMSE of DUKF, RDUKF and D-method with normal measurement noise in
the IEEE 39-bus system.

RFD is based on such variations, load models have been implicitly taken into account. This
conclusion has also been verified by extensive simulation results in [107].

5.4 Numerical Results

In this section, extensive simulations on the IEEE 39-bus test system will be carried out to
demonstrate the effectiveness and robustness of the proposed RFD. Specifically, at t=0.5s,
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Figure 5.4: RMSE of DUKF, RDUKF and D-method with large measurement noise in the
IEEE 39-bus system, where the noise covariance matrix is changed from 10−6I to 10−4I.

the Generator 4 connected to bus 33 is tripped to simulate system disturbance. The transient
stability simulations are performed to generate measurements and true state variables using
the Matlab-based software PST with some revisions [114]. The fourth order Ruger-Kutta ap-
proach is adopted with integration step t=1/120s to solve differential and algebraic equations.
The measured real power injection of each generator is taken as model input, while the mea-
sured generator rotor speed and frequency by PMU are treated as outputs/measurements. A
random Gaussian variable with zero mean and variance equal to 10−6 is assumed for system
process noise. The generator model assumed for transient simulation is the detailed two-
axis generator model, whose parameter values are taken from [70]. The root-mean-squared
error (RMSE) of all bus frequencies is used as the performance index while the estimated
frequency at bus 34 is taken for illustration. Note that, Generator 5 is connected to bus
34. The proposed non-robust UKF based method will be called DUKF, and the proposed
robust UKF based method is called RDUKF while the original proposal [107] that works on
D matrix directly will be called the D-method.

5.4.1 Estimation Results with Noisy Measurements

All the methods are tested with noisy measurements. Normal and large noise are consid-
ered; their noise covariance matrices are assumed to be 10−6I and 10−4I with appropriate
dimensions, respectively. The results are shown in Figs. 5.2- 5.4, where in Fig. 5.2 the rotor
speed of Generator 5 is shown. From Fig. 5.2, we observe that the rotor speed of Generator
5 is different from its terminal bus frequency. This difference is caused by two factors: (i)
generator internal impedance and (ii) severity of the transient (e.g., how much rotor speeds
differ from each other). On the other hand, by observing both Figs. 5.2 and 5.3, it is found
that the D-method is one of the most sensitive method to measurement noise while our
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Figure 5.5: Estimated frequency at bus 34 by DUKF, RDUKF and D-method with obser-
vation outliers in the IEEE 39-bus system, where the measured rotor speed of Generator 5
is contaminated with 20% error from t=4s to t=6s.

DUKF and RDUKF approaches are able to filter them out. This is because in D-method,
the noise is directly propagated through the rotor speed measurements to the bus frequency.
By contrast, our methods adopt the UKF to filter out the noise, yielding better performance.
When we increase the measurement noise level, i.e., the covariance matrix is changed from
10−6I to 10−4I, the results of D-method become even worse while our methods can achieve
comparable performance as those in the former case (see Fig. 5.4).

5.4.2 Impact of Observation and Innovation Outliers

Due to cyber attacks, imperfect phasor synchronization, the saturation of metering current
transformers or by metering Couple Capacitor Voltage Transformers (CCVTs), to name a
few, gross errors can occur in the PMU measurements [79, 99]. As for our decentralized
DSE-based bus frequency estimation problem, there are two ways to induce outliers: i) the
measured rotor speed by PMUs is contaminated with gross error, which is called observation
outlier; ii) since the real power injection measured by PMUs can be contaminated with
gross error, treating it as model input can yield incorrect rotor speed predictions, which
is called innovation outlier. Note that, as D-method is working directly with rotor speed
measurements, it is affected by observation outliers while being independent of the innovation
outlier caused by incorrect real power injection measurements. To this end, two cases are
considered:

Case 1 : the measured rotor speed of Generator 5 is contaminated with 20% error from t=4s
to t=6s to simulate observation outlier.
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Figure 5.6: RMSE of DUKF, RDUKF and D-method with observation outliers in the IEEE
39-bus system, where the measured rotor speed of Generator 5 is contaminated with 20%
error from t=4s to t=6s.

Case 2 : the measured real power injection of Generator 5 is contaminated with 30% error
from t=3s to t=6s to simulate innovation outlier.
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Figure 5.7: Estimated frequency at bus 34 by DUKF, RDUKF and D-method with innovation
outliers in the IEEE 39-bus system, where the measured real power injection of Generator 5
is contaminated with 30% error from t=3s to t=6s.

The test results for Case 1 are shown in Figs. 5.5 and 5.6. From these two figures, we find
that the estimation results of the DUKF and the D-method are significantly biased in the
presence of observation outliers. DUKF is less sensitive to the observation outlier compared
with the D-method. By contrast, our RDUKF is able to suppress the observation outliers
thanks to the robustness provided by PS and the GM-estimator, yielding negligible bias of
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Figure 5.8: RMSE of DUKF, RDUKF and D-method with innovation outliers in the IEEE
39-bus system, where the measured real power injection of Generator 5 is contaminated with
30% error from t=3s to t=6s.

the estimation. It should be noted that due to the smearing effect of applying (5.5) for bus
frequency estimation, the estimated frequencies at many buses are affected by the incorrect
rotor speed of the generator 5. This however does not happen in our RDUKF.

The test results for Case 2 are shown in Figs. 5.7 and 5.8. As expected, the results of DUKF
are biased in the presence of innovation outliers while the D-method is not affected. Due
to the robustness of the proposed DSE, this innovation outlier has been suppressed. By
comparison, RDUKF still outperforms D-method, yielding the best results.
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Figure 5.9: Estimated frequency at bus 34 by DUKF, RDUKF and D-method with
measurement losses from t=3s to t=6s in the IEEE 39-bus system.
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Figure 5.10: RMSE of DUKF, RDUKF and D-method with measurement losses from t=3s
to t=6s in the IEEE 39-bus system.
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Figure 5.11: RMSE of DUKF, RDUKF and D-method with normal measurement noise in
the IEEE 145-bus system.

5.4.3 Loss of PMU Measurements

Due to the failures of communication links between PMU and phasor data concentrator or
cyber attacks, the PMU placed at Bus 34, where Generator 5 is connected, is assumed to loss
its measurements from t=3s to t=6s. Therefore, the measurement set becomes unavailable
during this time interval and their values are set equal to zero for simulation purpose. Please
note that in this extreme case, both predicted and measured rotor speeds will be flagged as
outliers. To enable the estimation of bus frequency by the proposed method, we advocate to
either recover the missing data using [115] or perform short-term forecasting of the PMUs
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Figure 5.12: Estimated frequency at bus 73 by DUKF, RDUKF and D-method with
outliers in the IEEE 145-bus system, where 10% of the measured generator rotor speeds is

contaminated with 20% error from t=2s to t=5s.
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Figure 5.13: Estimated frequency at bus 73 by DUKF, RDUKF and D-method with
measurement losses in the IEEE 145-bus system, where 50% of the measured generator

rotor speeds are lost from t=3s to t=6s.

using their spatial and temporal correlations [116]. The test results are presented in Figs.
5.9 and 5.10. It can be seen from these two figures that the estimated bus frequencies of
both the DUKF and the D-method are biased significantly. But the DUKF approach is less
sensitive to the measurement losses than the D-method. As a result, the proposed RDUKF
can always track the bus frequency reliably and accurately. It should be noted that the
two mitigation approaches [115,116] can be used in the situation that the measurements are
temporally lost (a few seconds). For longer period, they may not be valid. Otherwise, the
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operator will be warned and the decentralized DSE stops before further careful investigations
are done.

5.4.4 Results on Large-Scale Systems

To demonstrate the applicability of the proposed robust frequency divider for large-scale
system, the 50-machine IEEE 145-bus system is used. The dynamic data can be found
through [117]. The generator located at bus 106 is tripped at t=0.5s to simulate the system
disturbance. The following three scenarios are considered and tested:

• Scenario 1: only normal Gaussian noise is added to the simulated data like the test
done in Section IV-A;

• Scenario 2: 10% of the measured generator rotor speeds is contaminated with 20%
error from t=2s to t=5s;

• Scenario 3: 50% of the measured generator rotor speeds are lost from t=3s to t=6s.

The test results of all three scenarios are displayed in Figs. 5.11-5.13, where the RMSE of
scenario 1 and the estimated frequencies of bus 73 under scenarios 2 and 3 are represented
accordingly. Note that bus 73 is close to the tripped generator. Based on these figures,
we conclude that our proposed robust frequency estimator still outperforms the other two
alternatives in a larger-scale system. These results are consistent with those for the IEEE
39-bus system. It is interesting to find that even without using missing data recovering
approach [115, 116], our proposed method is able to rely on good PMU measurements and
the predicted dynamic state variables for filtering, yielding good estimation results.

5.4.5 Computational Efficiency

To validate the capability of the proposed method for online estimation, that is, to be
compatible with PMU sampling rate, its computational efficiency is analyzed. All cases and
scenarios simulated in the previous sections are considered. All the tests are performed on
a PC with Intel Core i5, 2.50 GHz, 8GB of RAM. The average computing time of each
method for every PMU sample is displayed in the Table 5.1. We observe from this table
that all methods have comparative computational efficiency and their computing times are
much lower than the PMU sampling period, which are 16.7ms and 8.3ms for 60 samples/s
and 120 samples/s, respectively. On the other hand, although RDUKF is the most time
consuming method compared with RDUKF and D-method, its computing time is negligible
for practical applications considering the PMU sampling speed. Note that the decentralized
DSE for each generator can be carried out independently and in a parallel manner, which
are very fast to calculate and independent of the scale of the power system. For very large-
scale power systems, D becomes rather dense and a numerical stable and computational
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Table 5.1: Average Computing Times of The Three Bus Frequency Estimators At Each
PMU Sample

Scenarios D-method DUKF RDUKF

Section IV-A 0.02ms 0.15ms 0.37ms

Section IV-B Case 1 0.022ms 0.14ms 0.45ms

Section IV-B Case 2 0.021ms 0.16ms 0.46ms

Section IV-C 0.021ms 0.15ms 0.46ms

Scenario 1 0.08ms 0.66ms 1.6ms

Scenario 2 0.09ms 0.78ms 2.1ms

Scenario 3 0.085ms 0.79ms 2.14ms

efficient approach proposed in [107] is used to project the rotor speeds to bus frequencies.
The computational burden of this step has been shown to be negligible [107]. In conclusion,
the proposed method is suitable for large-scale power system online applications.

5.5 Conclusion

A robust frequency divider (RFD) is proposed to estimate the frequency of each bus in a
power system. Our RFD consists of two steps, namely the estimation of generator rotor
speeds through a robust decentralized UKF using local measurements, and the projection of
all generator rotor speeds to bus frequency. The proposed RFD is model independent, and
the knowledge of local PMU measurements at each generator terminal bus and transmission
system line parameters is sufficient. Furthermore, the proposed RFD is able to filter out
measurement noise, suppress gross measurement errors, handle cyber attacks as well as
measurement losses. Extensive results carried out on the IEEE 39-bus and 145-bus systems
demonstrate the effectiveness and the robustness of the proposed method. A possible issue of
the proposed RFD is that the decentralized and centralized scheme may produce some delays
for the estimated bus frequencies used for controllers. However, thanks to the advancement
of control techniques, the time delays can be effectively mitigated [118, 119]. In the future
work, we will design this type of robust frequency regulator based on our RFD.



Chapter 6

A Decentralized H-infinity Unscented
Kalman Filter for Power System
Dynamic State Estimation with
Uncertainties

6.1 Introduction

Real-time dynamic state variables of synchronous generators are of vital importance for
power system monitoring and implementing effective local and global system controls. With
the wide-area deployment of phasor measurement units (PMUs), online application of a
dynamic state estimator (DSE) becomes feasible.

To date, various Kalman filter-type DSEs have been proposed in the literature, includ-
ing the extended Kalman filter (EKF) and the unscented Kalman filter, among others
[22–27, 38, 86, 87, 120]. The proposed methods can be grouped into centralized and decen-
tralized ones. The centralized methods are based on a global DSE executed at the control
center, which processes information collected from all the system devices and the real-time
PMU measurements [22, 25, 27, 38, 120]. Since all the measurements are communicated to
the control center, a good global measurement redundancy is achieved, which in turn en-
hances the capability of the DSE to handle measurement losses and outliers. However, for
large-scale interconnected power systems, a global DSE may be incompatible with real-time
applications due to prohibitively large executing times. By contrast, decentralized methods
are implemented at each local synchronous generator, and therefore are independent of sys-
tem size. Consequently, they are suitable for large-scale power system online monitoring.
In [24, 86], a decentralized DSE based on EKF is proposed to simultaneously estimate the
states and the parameters of a classical generator model. In [26], a decentralized DSE based
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on UKF is advocated to overcome the weaknesses of the EKF in handling strong nonlinear-
ity of the dynamical model, yielding more accurate state estimates. In [23], a fourth-order
generator model is considered and the mechanical torque and field voltage of the exciter are
taken as system inputs when implementing the decentralized EKF-based DSE. Anagnostou
and Pal [87] improved that approach by proposing a derivative free UKF-based DSE, where
the unknown mechanical torque and field voltage of the exciter are estimated along with
the synchronous generator state variables. [23, 26, 87] showed that their methods are highly
sensitive to generator parameter uncertainties and large measurement noise with extensive
simulation results. However, they did not propose related mitigation approaches.

It turns out that all the decentralized DSE methods proposed so far in the literature do not
consider the cases of unknown or thick-tailed process and measurement noises, a possibility
demonstrated by a PNNL report [35]. Indeed, due to unknown disturbances and changes
of system inputs, the assumed dynamical model may not properly predict the dynamical
behaviour of a power system, yielding unknown process noise. Other problems include: 1)
measurement biases induced by CCVTs that are known to be sensitive to changing temper-
ature and to aging processes; and 2) additional noise induced by the synchronization process
of the received PMU measurements, yielding unknown or non-Gaussian measurement noise.
As a result, the performances of Kalman filter-type DSEs may significantly degrade, resulting
in unreliable state estimates.

To handle a variety of system uncertainties, we resort to robust control theory and develop
a decentralized H-infinity UKF for power system dynamic state estimation. Our choice of
an H-infinity filter is motivated by the fact that it has a proved performance in a variety
of engineering applications such as designing controllers to address measurement delays,
unknown inputs, signals that contain unknown noise statistics, among others [37, 121–123].
Unlike the Kalman filter that minimizes the mean-square error, the H-infinity filter minimizes
the maximum variance of the state estimates due to measurement and process noise and
model uncertainties [121]. To overcome the fact that the H-infinity filter is designed for linear
dynamical system and thus may not be effective for power system DSE applications, first-
order Taylor series approximations-based H-infinity EKF are proposed [124, 125]. However,
a power system may exhibit strong nonlinearity on the dynamical model when it is heavily
loaded or subject to large disturbances. As a result, first-order Taylor series approximation
will induce large estimation errors, which may cause a divergence of the H-infinity EKF.

To address the above challenges, this chapter proposes a decentralized H-infinity UKF [126]
that has the following salient features:

• It stems from the conversion of the traditional nonlinear UKF into an equivalent linear
like batch-mode regression form through the use of the statistical linerization approach.
Note that the latter does not involve any Jacobian matrix while being equivalent to the
unscented transformation; therefore, it is able to handle strong system nonlinearities.
By contrast, the first-order Taylor series approximation based H-infinity EKF involves
cumbersome linerization through the calculation of Jacobian matrices, which results
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in significant biased results in presence of strong nonlinearity;

• It involves a linear like batch-regression form that preserves all the properties of the
UKF when casted into the H-infinity framework, resulting in an H-infinity UKF whose
parameters can be tuned via an analytical method;

• It leverages two ways for the decentralized implementation using local PMU measure-
ments; their effectiveness are compared as well;

• It has better robustness to unknown process and measurement noise and uncertain
generator model and controller parameter values when compared to other approaches,
including the H-infinity EKF [125], the traditional decentralized UKF [26] and the
robust EKF [38].

The remainder of the paper is organized as follows. Section 6.2 presents the dynamical model
of synchronous generator and the problem statement. Section 6.3 describes the proposed
decentralized H-infinity UKF and Section 6.4 shows and analyzes the simulation results.
Finally, Section 6.5 concludes the paper.

6.2 Problem Formulation

6.2.1 Synchronous Generator Modeling

In this chapter, the two-axis generator model with the IEEE-DC1A exciter and the TGOV1
turbine-governor is considered. Note that this is one of the recommended models by IEEE
for transient stability analysis [95]. It consists of the following differential and algebraic
equations [84]:

Differential equations:

T ′
do

dE ′
q

dt
= −E ′

q − (Xd −X ′
d) Id + Efd, (6.1)

T ′
qo

dE ′
d

dt
= −E ′

d −
(
Xq −X ′

q

)
Iq, (6.2)

dδ

dt
= ω − ωs, (6.3)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs) , (6.4)

TE
dEfd
dt

= − (KE + SE (Efd))Efd + VR, (6.5)

TF
dVF
dt

= −VF +
KF

TE
VR − KF

TE
(KE + SE (Efd))Efd, (6.6)
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TA
dVR
dt

= −VR +KA (Vref − VF − V ) , (6.7)

TCH
dTM
dt

= −TM + PSV , (6.8)

TSV
dPSV
dt

= −PSV + PC − 1

RD

(
ω

ωs
− 1

)
, (6.9)

Algebraic equations:
Vd = V sin (δ − θ) , Vq = V cos (δ − θ) , (6.10)

Id =
E ′
q − Vq

X ′
d

, Iq =
Vd −E ′

d

X ′
q

. (6.11)

The discrete-time state space representation of the above equations can be expressed as

xk = f (xk−1,uk) +wk, (6.12)

zk = h (xk) + vk, (6.13)

where xk is the state vector that includes generator state variables ω, δ, E ′
d and E

′
q, exciter

state variables Efd, VF and VR, and governor state variables TM and PSV ; f (·) is the nonlinear
state transition function corresponding to the equations (7.3)-(7.11); note that ω is in radians
while the other state variables are in p.u., and after estimation, ω̂est = 1 + ω̂/ωs; uk is the
system input vector; zk is the measurement vector, including metered generator terminal
voltage or current phasors and frequency; h(·) is the vector-valued measurement function
corresponding to the equations (7.12)-(7.13); wk and vk are system process and measurement
noises, respectively, and their covariance matrices are Qk and Rk.

6.2.2 Problem Statement

To estimate the state variables of the synchronous generator using (6.12)-(6.13), several
decentralized EKF and UKF-based approaches have been proposed in [23,24,26,86,87]. These
Kalman filter-type DSEs work well if the following conditions are satisfied [121]: i) the system
process and observation noises are assumed to have zero mean and zero correlation at each
time instant; ii) the covariance matricesQk andRk are known; iii) the discrete-time nonlinear
state-space model is accurate. However, these assumptions may be violated for practical
systems. For instance, the disturbances and the system inputs may be unknown under some
operating conditions of the system; the synchronization process may induce additional noise
to PMU measurements, yielding unknown or even non-Gaussian measurement noise; the
synchronous generator reactance and transient reactance can vary [127] due to the magnetic
saturation of the iron core of the generator and to a changing temperature of the machine
windings; due to the aging process, the addition of new digital protective relaying packages,
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replacement of the old rotating pilot exciters and voltage regulators, and the controller
failures, to name a few, controller parameters can change from time to time [128, 129]. As
a result, their performances can be significantly degraded. To bound the influence of these
uncertainties on the state estimates while handling strong nonlinear dynamical system model,
we develop a decentralized H-infinity UKF as described next.

6.3 The Proposed Decentralized H-infinity UKF

This section presents two model decoupling approaches of a synchronous generator that en-
able the decentralized implementation of a DSE. Statistical linearization approach is used to
convert the traditional nonlinear UKF into an equivalent linear batch-mode regression form.
The latter allows us to resort to the linear H-infinity filter framework for the development
of an H-infinity UKF.

6.3.1 Discrete-Time State Space Model for Decentralized DSE

Evidently, the dynamics of a synchronous generator can be accurately captured if one pair
of the voltage or current phasors provided by PMUs are taken as inputs while the other pair
of measurements are considered as outputs [26]. By doing so, a synchronous generator can
be modeled as an isolated entity from a DSE prospective, without modeling the remaining
part of the system to which it is interconnected. Depending on the way of treating the
voltage and current phasors, two model decoupling approaches can be implemented. They
are presented below as Approach A1 and Approach A2. The comparisons between A1 and
A2 are conducted to demonstrate their advantages and disadvantages through extensive
numerical studies. Note that the i-th generator is used as an example and the q-axis is
assumed to lead d-axis.

Approach A1 : Consider a synchronous generator where the stator current phasor Ii∠φi
is supposed to be a known input, i.e., ui = [Ii φi]

T , and terminal bus voltage phasor
Vi∠θi and frequency fi as outputs. Consequently, we have Idi = real[Iie

j(φi−δi+π
2
)], Iqi =

Imag[Iie
j(φi−δi+π

2
)], Vdi = E ′

di + IqiX
′
qi, and Vqi = E ′

qi − IdiX
′
di. Furthermore, we have

zi = [z1 z2 z3]
T and their expressions can be shown as follows:

z1 = Vi =
√
V 2
di + V 2

qi + vV i, (6.14)

z2 = θi = δi − arctan(
Vdi
Vqi

) + vθi, (6.15)

z3 = fi = f0(Δωi + 1) + vfi, (6.16)

where vi = [vV i vθi vfi]
T is the measurement noise with zero mean and covariance matrix

Ri
k.
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Approach A2 : Consider a synchronous generator where the terminal bus voltage phasor,
Vi∠θi, is supposed to be known input, i.e., ui = [Vi θi]

T , and current phasor Ii∠φi and fi
are considered as outputs. Consequently, we have, Vdi = Visin(δi − θi), Vqi = Vicos(δi − θi),
Idi = (E ′

qi−Vqi)/X
′
di, and Iqi = (−E ′

di+Vdi)/X
′
qi. Furthermore, we have zi = [z1 z2 z3]

T and

z1 = Ii =
√
I2di + I2qi + vIi, (6.17)

z2 = φi = arg(Iqi − jIdi) + δi + vφi, (6.18)

z3 = fi = f0(Δωi + 1) + vfi, (6.19)

where vi = [vIi vφi vfi]
T is the measurement noise with zero mean and covariance matrix Ri

k.
It should be emphasized that in both approaches, the rotor speed deviation Δωi can be either
obtained from the PMUs or calculated using the approach shown in [23]. The measurement
or approximation error is characterized by vfi and treated as one of the uncertainties.

Consequently, the discrete time state-space model of the ith generator at the time sample k
is derived as

xik = fi
(
xik−1,u

i
k

)
+wi

k, (6.20)

zik = hi
(
xik
)
+ vik, (6.21)

where wi
k is the system process noise that includes the noise associated with the input

vector ui and the model approximation error. Under such condition, the covariance matrix
Qi
k becomes uncertain or even unknown since it has a nonlinear relationship with ui.

6.3.2 Derivation of the H-infinity UKF

The model decoupling approaches presented above allow us to estimate the state variables
of a generator through (6.20) and (6.21) using only local PMU measurements. As elabo-
rated before, the derived discrete-time state-space model is subject to uncertainties, which
will affect significantly the performance of the traditional UKF. To overcome this difficulty,
we develop an H-infinity UKF that bounds the influence of the uncertainties on the state
estimates, and thereby provides reasonably good state estimates of the synchronous gener-
ators. The proposed H-infinity UKF consists of two key steps, namely the derivation of an
equivalent linear regression form of the UKF and of the state filtering using the H-infinity
criterion. For the sake of simplicity, in the sequel the index i associated with the ith syn-
chronous generator under study is neglected.

Derivation of the Equivalent Linear Regression Form of the Nonlinear UKF

The main idea of the UKF is to rely on the unscented transformation for nonlinear state
transition and measurement prediction by strategically selecting sigma points within the
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Kalman filter framework. The use of the sigma points for statistical information propagation
avoids the linearization of the nonlinear state transition and measurement functions, and thus
yields accurate state estimates [113].

Given a state estimate with mean x̂k−1|k−1 ∈ R
n×1 and covariance matrix P xx

k−1|k−1 at time
step k-1, 2n weighted sigma points are generated through

χj
k−1|k−1

= x̂k−1|k−1 ±
(√

nP xx
k−1|k−1

)
j
, (6.22)

where the weights wj = 1/2n, j = 1, ..., 2n. These sigma points are propagated through the
nonlinear system process model (6.20) to obtain the following transformed sigma points

χj
k|k−1

= f
(
χj

k−1|k−1

)
. (6.23)

Then, the predicted state vector x̂k|k−1 and its covariance matrix are approximated by
the weighted sample mean and sample covariance matrix of the transformed sigma points,
respectively, yielding

x̂k|k−1 =

2n∑
j=1

wjχ
j
k|k−1

, (6.24)

P xx
k|k−1 =

2n∑
j=1

wj(χ
j
k|k−1

− x̂k|k−1)(χ
j
k|k−1

− x̂k|k−1)
T +Qk. (6.25)

Next, the sigma points are updated to capture the information of system process noise
through

χj
k|k−1

= x̂k|k−1 ±
(√

nP xx
k|k−1

)
j
. (6.26)

Then, the predicted measurement vector is given by ẑk|k−1 =
2n∑
j=1

wjh(χ
j
k|k−1

) and its associ-

ated error covariance matrix is estimated via

P zz
k|k−1

=
2n∑
j=1

wj(z
j
k|k−1

− ẑk|k−1)(z
j
k|k−1

− ẑk|k−1)
T +Rk, (6.27)

where zj
k|k−1

= h(χj
k|k−1

).

In the work [54], the unscented transformation has been shown to be equivalent to the
statistical linerization. As a result, the nonlinear regression model can be converted to its
equivalent linear regression form. Motivated by this property, we apply statistical linerization
to the nonlinear state transition and measurement functions around x̂k−1|k−1 and x̂k|k−1 ,
respectively, yielding

xk = Fk
(
xk−1 − x̂k−1|k−1

)
+ x̂k|k−1 + ek +wk, (6.28)

zk = Hk

(
xk − x̂k|k−1

)
+ ẑk|k−1 + εk + vk, (6.29)
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where Fk = (P xχ
k|k−1

)T (P xx
k−1|k−1

)−1;

P xχ
k|k−1 =

2n∑
j=1

wj(χ
j
k−1|k−1

− x̂k−1|k−1)(χ
j
k|k−1

− x̂k|k−1)
T , (6.30)

and ek is the statistical linearization error term on the nonlinear state transition func-
tion; it is normally distributed with zero mean and covariance matrix Lk = P xx

k|k−1
−

(P xχ
k|k−1

)T (P xx
k−1|k−1 )

−1P xχ
k|k−1

; Hk = (P xz
k|k−1

)T (P xx
k|k−1

)−1;

P xz
k|k−1

=
2n∑
i=1

wj(χ
j
k|k−1

− x̂k|k−1)(z
j
k|k−1

− ẑk|k−1)
T , (6.31)

and εk is the statistical linearization error term on the nonlinear measurement function; it
is normally distributed with zero mean and covariance matrix:

Σk = P zz
k|k−1

− (P xz
k|k−1

)T (P xx
k|k−1 )

−1P xz
k|k−1

. (6.32)

As a result, the nonlinear dynamical model expressed by (6.20) and (6.21) can be converted
into the following equivalent linear regression form:

xk = Fkxk−1 + x̂k|k−1 − Fkx̂k−1|k−1 + ek +wk, (6.33)

zk = Hkxk + ẑk|k−1 −Hkx̂k|k−1 + εk + vk. (6.34)

Note that Fk and Hk are no longer the Jacobian matrices, but ek and εk are the statistical
linearization errors that are used to preserve the nonlinearities of the state transition and
the measurement functions, respectively. These terms are implicitly contained in the original
unscented transformation-based UKF.

Derivation of the H-infinity UKF

The derived linear regression form allows us to resort to the original linear H-infinity Kalman
filter framework for the development of our H-infinity UKF. Note that we aim to design a
filter that guarantees a finite upper bound on the estimation error [121]. If the metered
sequence values are provided up to time N , the foregoing objective can be achieved by
satisfying the following inequality:

N∑
k=0

‖xk − x̂k|k‖2P−1
k|k

‖x0 − x̂0|0‖2P−1
0|0

+
N−1∑
k=0

‖wk‖2Q−1
k

+
N∑
k=0

‖vk‖2R−1
k

≤ γ2, (6.35)

where x0 and P0|0 are the initial state vector and its covariance matrix, respectively; γ is a
positive scalar parameter that bounds the uncertainties.
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By substituting (7.25) and (7.26) into (6.35) and using the dynamic optimization approach
advocated by Simon [121], we derive the filtered state vector as

x̂k|k = x̂k|k−1 +Kk[zk − ẑk|k−1], (6.36)

Kk = P xx
k|k−1

HT
k (HkP

xx
k|k−1

HT
k +Rk)

−1 (6.37)

= P xz
k|k−1

(P zz
k|k−1

)−1 (6.38)

P xx
k|k = (I − P xx

k|k−1[H
T
k I]R−1

e,k[H
T
k I]T )P xx

k|k−1 (6.39)

= P xx
k|k−1 − [P xz

k|k−1
P xx

k|k−1
]R−1

e,k[P
xz
k|k−1

P xx
k|k−1

]T , (6.40)

Re,k =

[
Rk +HkP

xx
k|k−1H

T
k (P xx

k|k−1H
T
k )

T

P xx
k|k−1H

T
k −γ2I + P xx

k|k−1

]
(6.41)

=

[
Rk + P zz

k|k−1
[P xz

k|k−1
]T

P xz
k|k−1

−γ2I + P xx
k|k−1

]
, (6.42)

and where I is an identity matrix.

To show the relationship between the tuning parameter γ and the estimation error covariance
matrix, we apply the matrix inversion lemma to (7.59), yielding

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 + [HT
k I]

[
Rk 0
0 −γ2I

]−1

[HT
k I]T (6.43)

= (P xx
k|k−1)

−1 +HT
k R

−1
k Hk − γ−2I. (6.44)

Thus, when γ tends to infinity, the H-infinity UKF will reduce to the traditional UKF.
Therefore, γ can be seen as a tuning parameter to balance the tradeoff between the H-
infinity and the minimum mean-square error performance. Extensive simulations reveal that
the H-infinity UKF always achieves a good performance as long as the chosen γ is not very
large. The suggested values for power system DSE vary between 10 and 20.

Another way to tune the parameter γ is motivated by the fact that the error covariance matrix
P xx
k|k must be positive-definite so that the sigma points can be generated [121,123,125]. This

means that (P xx
k|k)

−1 + HT
k R

−1
k Hk − γ−2I 
 0. In other words, the parameter γ should

satisfy

γ2 ≥ max{eig(P−1
k|k−1 +HT

k R
−1
k Hk)

−1}, (6.45)

where eig(A)−1 denotes the eigenvalue of matrix A−1. Interestingly, we find that both ways
of tuning γ yield negligible differences on the estimation results.

Remark : the system model is always with uncertainties and the measurement noise statistics
may change from time to time, yielding unknown and time-varying Q and R. It is thus
difficult to tune them for the traditional UKF in a real-time manner. By contrast, our
proposed H-infinity UKF adopts the min-max criteria to bound these uncertainties and does
not require the online tuning of them.
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6.4 Numerical Results

We carry out extensive simulations on the IEEE 39-bus system to demonstrate the perfor-
mance of the proposed DSE subject to various types of uncertainties. The two-axis model
provided with the IEEE-DC1A exciter and the TGOV1 turbine-governor is assumed for
each generator, where the parameter values can be found in [70]. Here, the transient sta-
bility simulations are performed to generate measurements and true state variables using
the Matlab-based software PST [114] with some modifications. The 4th order Ruger-Kutta
approach is adopted with an integration step of t=1/120 s to solve differential and algebraic
equations, which complies with the time requirement found in the literature. The simula-
tions consist of the following steps: Line 15-16 is tripped at t=0.5s to simulate a system
disturbance; the voltage phasor, current phasor and frequency at each generator’s terminal
bus are corrupted by additive noise to simulate realistic PMU measurements; the scan rate of
the PMU measurements is 20ms; note that if the integration step of the dynamic simulation
is different from the PMU sampling rate, interpolation technique [130] is used to coordinate
the simulations and real-time measurements. Of course, this would induce some errors. But,
they have negligible effects on the DSE as demonstrated in [130]. On the other hand, these
errors can be regarded as model uncertainties and are bounded by our proposed H-infinity
filter. Furthermore, the computing speed of our approach is smaller than the typical PMU
scan rate, i.e., 30-120 samples/s, which will be shown by simulation results. If the PMU
sampling rate is 120 samples/s, no interpolation technique is required; the tuning parameter
of the H-infinity filter is 10; the root-mean-squared error (RMSE) of all estimated generator
state variables is used as the overall performance index while the estimated state variables
of Generator 5 are taken for illustration. The RMSE is defined as follows:

RMSE =
1

Nm

Nm∑
i=1

√√√√ 1

Ns

Ns∑
j=1

(
x̂ij − xij

)2
, (6.46)

where Nm is the number of Monte Carlo runs, which is selected to be 100 in this chapter; xij
is the j-th true state variable at the ith run obtained from time-domain simulation results
while x̂ij is its state estimate; Ns is the total number of state variable at each run. Note
that the rotor angle is in degree while all other state variables are in p.u. The reasons
of choosing RMSE as the overall index are: i) To show the performance of different state
variables, all state variables may need to be displayed, which in turn would require a lot of
space; the use of RMSE is thus a convenient way to save space without losing its capability
of assessing the overall performance of each estimator; ii) most importantly, our proposed
H-infinity UKF is theoretically guaranteed to outperform other techniques that are not based
on robust control theory. In other words, if it outperforms other approaches from the RMSE
prospective, it is highly likely that every state variable obtained by the H-infinity UKF has a
better performance. This has been verified by simulation results, such as Figs. 6.5 and 6.8.
Three approaches are considered and compared, namely DUKFV, DUKFI and HDUKFI.
They are defined as follows:
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• DUKFV: decentralized unscented Kalman filter with measured terminal voltage phasor
as model inputs while treating the current phasor and frequency as outputs/measurements;
this is the existing approach proposed in [26];

• DUKFI: decentralized unscented Kalman filter with measured terminal current phasor
as model inputs while treating the voltage phasor and frequency as outputs/measurements;
this is one of our proposed approach but not based on H-infinity criteria;

• HDUKFI: proposed decentralized H-infinity unscented Kalman filter with measured
terminal current phasor as model inputs while treating the voltage phasor and fre-
quency as outputs/measurements.
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Figure 6.1: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI in the
presence of normal measurement noise.

6.4.1 Case 1: Known Gaussian Process and Measurement Noises

To test the sensitivity of each method to known Gaussian noises, Gaussian random variables
with zero means and different covariance matrices are assumed for process and measure-
ment noises. Specifically, normal and large noises are considered; they are assumed to be
distributed with zero means and covariance matrices Q = 10−6I9×9 and R = 10−6I3×3, and
Q = 10−4I9×9 and R = 10−4I3×3, respectively. The results are shown in Figs. 6.1-6.2, where
Figs. 6.1 and 6.2 display the root-mean-squared errors of the DUKFV, the DUKFI and the
HDUKFI in the presence of normal and large noises, respectively. The conclusions are as
follows. Our HDUKFI achieves the highest statistical efficiency among the three approaches
in both scenarios, followed by the DUKFI. The DUKFV is the most sensitive method to
noises and has significantly biased estimation results in presence of large noises. In addition,
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Figure 6.2: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI in the
presence of large measurement noise.
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Figure 6.3: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI with
unknown gaussian process and measurement noises. They are assumed to be normally dis-
tributed with zero means and covariance matrices Q = 10−4I9×9 and R = 10−6I3×3, respec-
tively.

the HDUKFI performs slightly better than the DUKFI with small noises. When the noise
level increases, the DUKFI has an larger increase in estimation error than the HDUKFI.
The latter has a bounded estimation error thanks to the H-infinity criterion.
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Figure 6.4: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI with
unknown gaussian process and measurement noises. They are assumed to be normally dis-
tributed with zero means and covariance matrices Q = 10−6I9×9 and R = 10−4I3×3, respec-
tively.

6.4.2 Case 2: Unknown Gaussian Process and Measurement Noises

In practical power systems, the process and measurement noises can vary under different
system operating conditions, yielding deviations from nominal values. In such cases, they
are unknown to the operator. There are two scenarios: (i) the process noise is larger than
the measurement noise and (ii) vice versa. In Scenario (i), the process and the measurement
noises are assumed to be normally distributed with zero means and covariance matrices
Q = 10−4I9×9 and R = 10−6I3×3, respectively, while in Scenario ii), Q = 10−6I9×9 and
R = 10−4I3×3 are assumed for process and measurement noises, respectively. Note that the
true covariance matrices are Q = 10−6I9×9 and R = 10−6I3×3. Simulation results of the
DUKFV, the DUKFI and the HDUKFI for Scenarios i) and ii) are displayed in Figs. 6.3
and 6.4, respectively. From these figures, we conclude that all the three methods achieve
comparable performances in Scenario (i) while the HDUKFI outperforms the other two
methods in Scenario (ii). In summary, the HDUKFI can bound the influence of unknown
process and measurement noises and provide good statistical efficiency.

6.4.3 Case 3: Non-Gaussian Process and Measurement Noise

Due to communication channel noises, the measurement noises associated with PMUs may
deviate from the Gaussian assumption. In addition, since the PMU measurements are taken
as system inputs, the system process noise is no longer Gaussian. To assess the sensitivity
of each method to non-Gaussian process and measurement noise, we assume they follow a
Gaussian mixture model, where 5% of the data are drawn with covariance matrices Q =



107

0 2 4 6 8 10
40

50

60

70

80

δ 5 [d
eg

re
e]

0 2 4 6 8 10

1

1.0002

1.0004

ω
5 [p

u]

0 2 4 6 8 10

0.48

0.5

0.52

0.54

0.56

E
’ d5

 [p
u]

0 2 4 6 8 10

0.95

1

1.05

E
’ q5

 [p
u]

0 2 4 6 8 10
1.75

1.8

1.85

1.9

1.95

E
fd

5 [p
u]

0 2 4 6 8 10
1.75

1.8

1.85

1.9

V
R

5 [p
u]

0 2 4 6 8 10
−0.01

−0.005

0

0.005

0.01

time [s]

V
F

5 [p
u]

0 2 4 6 8 10
4.95

5

5.05

time [s]

T
M

5 [p
u]

 

 

true value
DUKFV
DUKFI
HDUKFI

(a)

0 1 2 3 4 5 6 7 8 9 10
40

45

50

55

60

65

70

75

80

δ
5
 [d

eg
re

e]

True Value
DUKFV
DUKFI
HDUKFI

0 1 2 3 4 5 6 7 8 9 10
0.9999

1

1.0001

1.0002

1.0003

1.0004

1.0005

ω
5
 [p

u]

0 1 2 3 4 5 6 7 8 9 10
0.9995

1

1.0005

(b)

Figure 6.5: (a) Estimated state variables of Generator 5 by the DUKFV, the DUKFI and
the HDUKFI in the presence of non-Gaussian process and measurement noises; (b) Zoom in
rotor angle and speed estimation.
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Figure 6.7: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI when
process and measurement noises follow a Gaussian mixture model, where 10% of the data are
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Figure 6.8: Estimated state variables of Generator 5 by the DUKFV, the DUKFI and the
HDUKFI with model uncertainties.
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Figure 6.9: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI with
model uncertainties. Here, it is assumed that after the disturbance is applied, the transient
reactance of Generator 5 deviate from the nominal values by a percentage of 10%.

10−5I9×9 and R = 10−5I3×3 while the true covariance matrices are Q = 10−6I9×9 and
R = 10−6I3×3. The estimated state variables of Generator 5 as well as the root-mean-squared
errors of each method are displayed in Figs. 6.5-6.6. It can be observed that the DUKFV is
very sensitive to non-Gaussian noises and provides the worst estimation results. By contrast,
the DUKFI performs better than the DUKFV, but its statistical efficiency is much lower
than our HDUKFI. For example, from the zoomed in figure that represents the rotor angle
and speed estimates, we find that the difference can be several degrees, which is a lot and can
significantly affect the intended applications. When a higher percentage of data deviate from
the Gaussian assumption, say 10% data is drawn with covariance matrices Q = 10−5I9×9

and R = 10−5I3×3 while the true covariance matrices are Q = 10−6I9×9 and R = 10−6I3×3,
the root-mean-squared error of each method is shown in Fig. 6.7. It is observed that with
the increased degree of deviation from the Gaussian assumption, the estimation error of the
DUKFI increases significantly, which demonstrates its sensitivity to non-Gaussian noise. By
contrast, the increased estimation error of our HDUKFI remains small thanks to the H-
infinity criterion. In summary, our HDUKFI is able to bound the influence of non-Gaussian
process and measurement noise and provides the best state estimates.

6.4.4 Case 4: Robustness to Dynamical Model Uncertainties

The main scope of the paper is to address unknown non-Gaussian noise and model uncer-
tainties that are induced by uncertain generator or control parameters. The results shown in
Figs. 6.1-6.4 are to demonstrate the benefits of the proposed over others under other various
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operation conditions. In this section, the robustness of the proposed estimator to dynamical
model uncertainties is tested.

Due to aging processes, variations of the machine temperature during its operation, the effect
of saturation on generator inductances, to cite a few, the reactance and transient reactance
of a synchronous generator can change with time. In our simulations, we assume that after
the disturbances, the transient reactance of the generators deviate from the nominal values
by a percentage of 10%. Figs. 6.8-6.9 display the root-mean-squared errors of the DUKFV,
the DUKFI and the HDUKFI with model uncertainties and the estimated state variables of
Generator 5, respectively. Unlike the cases of unknown noises, both the DUKFV and the
DUKFI exhibit a high sensitivity to dynamical model uncertainties and provide significantly
biased estimation results; the reader is referred to the estimated d- and q-axis voltages of
Generator 5 as an example. By contrast, our HDUKFI bounds the uncertainties and provides
reasonably good state estimates. Further explanations of these conclusions can be stated as
follows:

• In theory, both EKF and UKF assume that the dynamical model is accurate and
the system noise statistics, and system inputs are known. Then, they can produce
good estimation results. If these assumptions are violated, the state estimates can
be significantly biased [121, 124]. Our results are consistent with these theoretical
conclusions;

• According to the work [43, 132, 133, 143] in terms of generator model validation and
calibration, it is found that only a few key parameters play the major role in the
responses of the generator. In other words, changes among these parameters can
affect the generator response significantly while the changes on other parameters induce
negligible difference. Furthermore, the sensitivity of parameters can change in presence
of different system disturbances. This has been validated and emphasized in NERC
standard [133] when performing parameter calibrations. Last but not the least, both
generator and controller parameters can have high sensitivities. Following [43, 132,
133,143], we carry out trajectory sensitivity analysis to Generator 5 with and without
parameter uncertainties on generator d- and q axis transient reactance, exciter gain
KA and governor TSV , respectively. Due to space limitation, the detailed results are
not shown here. The results show that the former two groups of parameters play the
major role in the responses of the generator. This demonstrates why uncertainties on
generator d- and q axis transient reactance can significantly affect EKF and UKF.

Since the controller parameters can change from time to time [128,129] due to aging process,
inappropriate tuning and controller failures, to name a few, we will investigate here the
influence of the exciter gain KA uncertainties on the state estimates. Fig. 6.10 displays the
root-mean-squared errors of the DUKFV, the DUKFI and the HDUKFI when the exciter
is with 10% uncertainties after the disturbance. It can be found that our HDUKFI still
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Figure 6.10: Root-mean-squared error of the DUKFV, the DUKFI and the HDUKFI with
model uncertainties. Here, it is assumed that after the disturbance is applied, the exciter
gain of Generator 5, KA, deviates from the nominal values by a percentage of 10%.

outperforms the DUKFV and the DUKFI, which is consistent with the case that generator
d- and q axis transient reactances are subject to uncertainties.

Furthermore, it can be found that the estimation accuracy of the internal state variables,
i.e., rotor speeds and angles, depends on the operating conditions. For example, all the
investigated approaches yield reasonable estimations of the generator rotor speeds and an-
gles in presence of model uncertainties while the DUKFV and the DUKFI produce quite
poor results for other state variables (see Fig. 6.8). On the other handle, the DUKFV and
the DUKFI yield relatively large estimation errors of rotor speeds and angles in presence of
unknown non-Gaussian noise (see Fig. 6.5). By contrast, our proposed HDUKFI outper-
forms all other approaches, yielding quite reasonable estimates in different conditions. The
estimation of TM5 is acceptable for our proposed HDUKFI while other approaches produce
large biases. Note that the speed governor has a large time constant and will slowly respond
to system disturbances. This may cause a slow drift of the estimation slowly. However, this
is not a problem for our proposed HDUKFI since it can quickly re-track TM5 (see Figs. 6.5
and 6.8).

6.4.5 Comparisons with Other Approaches

In this section, we carry out several representative tests to demonstrate the advantages of our
HDUKFI over other existing robust estimation approaches, such as the GM-IEKF [38] and
the H-infinity EKF (HEKF) [125]. Due to space limitation, we only test the GM-IEKF and
the HEKF with model uncertainties, where the simulations in Case 4 are used. The results
are shown in Figs. 6.11-6.12. It can be found that compared with the traditional UKF, the
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Figure 6.11: Root-mean-squared error of the GM-IEKF, the HEKF and the HDUKFI with
model uncertainties. Here, it is assumed that after the disturbance is applied, the transient
reactance of Generator 5 deviates from the nominal value by a percentage of 10%.

GM-IEKF and the HEKF have better capability of handling the model uncertainties. Thanks
to the H-infinity criteria from robust control theory in bounding the influence of model and
noise uncertainties, the HEKF achieves better statistical efficiency than the robust GM-
IEKF. However, our HDUKFI still outperforms the GM-IEKF and the HEKF. It worth
pointing out that, similar to Figs. 6.5 and 6.8, the proposed HDUKFI outperforms GM-
IEKF and HEKF for each state variable. Due to space limitation, they are not shown here.

6.4.6 Assessment of Computational Efficiency

To assess the computational efficiency of each method, the average computing times of the
DUKFV, the DUKFI and the HDUKFI for Cases 1-4 at each PMU scan are presented in
Table. 6.1. All the tests are performed on a PC with Intel Core i5, 2.50 GHz, 8GB of RAM.
From the table, we find that the DUKFV and the DUKFI have comparable computational
efficiency in all cases. The proposed HDUKFI is the most time consuming approach as it
proceeds with more matrix calculations. However, its computing time is much smaller than
the PMU scan rate, which is 20ms for 50 sample/s. In addition, the computing times of all
three methods vary slightly in different cases. In summary, the HDUKFI is able to keep up
with the PMU scan rate and suitable for large-scale power system online applications.

6.4.7 Practical Values of the Proposed HUKF

For practical power systems, the estimated dynamic state variables can be used for many
different applications, such as development of local and wide-area oscillation damping con-
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Figure 6.12: Root-mean-squared error of the GM-IEKF, the HEKF and the HDUKFI with
model uncertainties. Here, it is assumed that after the disturbance is applied, the exciter
gain of Generator 5, KA, deviates from the nominal values by a percentage of 10%.

Table 6.1: Average Computing Times of The Three Decentralized Unscented Kalman
Filters At Each PMU Scan

Cases DUKFV DUKFI HDUKFI

Case 1 0.37ms 0.32ms 1.19ms

Case 2 0.36ms 0.31ms 1.15ms

Case 3 0.38ms 0.35ms 1.20ms

Case 4 0.39ms 0.37ms 1.22ms

trollers [91], design of adaptive out-of-step protection scheme [134], model validation [43]
and performing dynamic security assessment, to name a few. Note that many dynamic state
variables are not measured by PMUs, such as field voltage, generator rotor angle, mechanical
power and so on. With the dynamic state estimator, all of them can be estimated online
and used for further power grid monitoring, control and protection.

In principle, the more accurate the estimated state variables are, the more effective the
developed damping controllers, adaptive out-of-step protection scheme, etc, will be. For ex-
ample, with poorly estimated rotor speeds and angles, the decentralized damping controller
may be ineffective and sometimes may induce adverse affects [91]. In addition, they may
lead to incorrect conclusions of the rotor angle stability and the failure of the out-of-step
protection scheme [134]. We would like to emphasize that there can be large differences
for the intended applications if the accuracy of the estimated dynamic state variables show
differences. For instance, the design of adaptive out-of-step protection schemes and damping
controllers may have much higher requirements on the state estimation accuracy than the
generator model parameter calibrations. On the other hand, our proposed H-infinity UKF
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significantly outperforms other approaches in presence of large model uncertainties, demon-
strating its capability for wide-area applications. The design of power system applications
based on the estimated dynamic state variables is beyond the scope of the paper. We will
investigate that in our future work.

6.5 Conclusions

In this chapter, a decentralized H-infinity unscented Kalman filter is proposed for power
system DSE with various types of uncertainties, including unknown process and measure-
ment noises, deviation from Gaussian assumptions and uncertain generator parameters. By
applying the statistical linerization approach and using a batch-mode regression model, we
derive a linear H-infinity Kalman filter formula along with an H-infinity UKF. We then uti-
lize model decoupling approaches to enable the decentralized estimation of generator state
variables through local PMU measurements. Extensive simulation results carried out on the
IEEE 39-bus system demonstrate that our H-infinity UKF outperforms the existing decen-
tralized UKF-based DSE in terms of statistical efficiency and robustness to uncertainties. In
the future work, we will investigate how to further improve the robustness of our H-infinity
UKF by resorting to the robust statistical theory.



Chapter 7

Robust H-infinity Unscented Kalman
Filter: Theory and Application to
Power System Dynamic State
Estimation

7.1 Introduction

7.1.1 Motivation

The enhancement of the reliability, security, and resiliency of electric power systems depends
on the availability of a fast, accurate, and robust dynamic state estimator (DSE) that pro-
cesses both model information and online measurements obtained from phasor measurement
units (PMUs). A DSE provides a better wide-area situation awareness of the system dy-
namics, leading to improved system oscillation monitoring and controls, enhanced dynamic
security assessment and system protection schemes [91, 134, 135], among others. Therefore,
it is of a critical importance that any power system DSE is robust to gross errors on the
measurements and the model parameter values while providing good state estimates in the
presence of large dynamical system model uncertainties and non-Gaussian thick-tailed pro-
cess and observation noises.

It turns out that most of the existing DSEs assume an exact dynamical system model,
accurate measurements and known Gaussian system process and measurement noise, etc.
However, due to unknowable system inputs, including noise, parameter variations and ac-
tuator failures [136] and inaccuracies of the model parameter values of the synchronous
generators, the loads, the lines, and the transformers, to name a few, the system is always
subject to uncertainties. On the other hand, the process and the observation noise of the

116
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system nonlinear dynamic models are non-Gaussian as verified by the Pacific Northwest
National Lab (PNNL) [35, 81]. Finally, outliers can occur that may corrupt the state esti-
mates [37]. Two types of outliers are commonly seen in power systems, namely innovation
and observation outliers. Observation outliers may result from large biases in PMU mea-
surements due to infrequent calibration, or instrument failures, or impulsive communication
noise [40,41]. As for innovation outliers, they may occur in several different ways. For exam-
ple, some of the generator models may not be well calibrated, resulting in highly inaccurate
model outputs that are inconsistent with the measurements. This was precisely the case in
the 1996 blackout, where the model being used predicted system stability while in reality
the system was undergoing numerous cascading failures, which resulted in a rapid system
collapse that occurred within minutes [42, 43]. Innovation outliers may also be induced by
the approximations in the state prediction model or by a system process impulsive noise.

To bound the influence of model uncertainties and unknown system process and measurement
noise, the first-order Taylor series approximations-based H-infinity extended Kalman filter
and the unscented transformation-based H-infinity unscented Kalman filter (UKF) have
been proposed [125,126]. However, they are vulnerable to non-Gaussian noise and any types
of outliers. To address gross errors on the PMU measurements, several robust DSEs are
developed. For instance, in [27], Rouhani and Abur propose a distributed two-stage robust
UKF-based DSE using the least-absolute-value (LAV) estimator that can handle observation
outliers. However, the authors do not address the vulnerability of the DSE to innovation
outliers. To handle both types of outliers, generalized-maximum likelihood type iterated EKF
and UKF are developed in [38, 88, 120]. However, their statistical efficiencies are low in the
presence of non-Gaussian system process and measurement noise. To effectively suppress
outliers while achieving a high statistical efficiency under a broad range of non-Gaussian
process and observation noise, the generalized-maximum likelihood type UKF (GM-UKF) is
proposed [79,92]. Its robustness and statistical efficiency for different noise distributions are
analyzed analytically. The main weakness of the GM-UKF is that it may yield biased state
estimates when the dynamical system has large uncertainties that are induced by inaccurate
model parameters and system inputs.

7.1.2 Contributions and Paper Organization

To address the aforementioned challenges, this chapter presents a general theoretical frame-
work that integrates both robust statistics and robust control theory to develop a robust
dynamic state estimator for power systems. Specifically, it yields the following contribu-
tions:

• The GM-estimator, the UKF, and the H-infinity filter are integrated into a unified
framework to yield the general robust H-infinity filter for nonlinear systems in the Krein
space. Since the GM-estimator and the H-infinity filter stem from robust statistics and
robust control theory, respectively, other combinations of robust estimators and filters
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can be easily developed to obtain a good balance between estimation efficiency and
robustness to outliers and model uncertainties.

• The proposed robust H-infinity UKF is able to handle large system uncertainties as
well as suppress outliers while achieving good statistical efficiency under a broad
range of non-Gaussian process and observation noises. Specifically, it leverages the
H-infinity criterion to bound system uncertainties while relying on the robustness of
GM-estimator to suppress outliers and filter out non-Gaussian noise.

• The statistical linerization is used to build a linear-like batch-mode regression form in
the Krein space. We show that the H-infinity UKF is just the Krein space Kalman
filter that minimizes the least squares criterion and has a bounded estimation error
in presence of system uncertainties. However, it is vulnerable to outliers and non-
Gaussian noise. It is worth pointing out that this is the first attempt to derive the
H-infinity UKF in the Krein space.

• A theoretical analysis is performed to demonstrate that in the absence of non-Gaussian
noise and outliers, the proposed robust H-infinity UKF reduces to the H-infinity UKF;
on the other hand, if the tuning parameter of the H-infinity criterion tends to infin-
ity, the proposed robust H-infinity UKF resembles the GM-UKF. This provides the
justification why both the benefits of the H-infinity filter and the GM-estimator are
maintained in the proposed robust H-infinity UKF.

• A comparative analysis is carried out, which shows that our proposed robust H-infinity
UKF outperforms the H-infinity UKF and the GM-UKF in terms of statistical efficiency
and robustness to outliers, non-Gaussian noise and model uncertainties.

The remainder of the paper is organized as follows. Section II presents the problem formula-
tion. Section III describes the theory of the proposed theoretical framework and Section IV
shows and analyzes the simulation results carried out on the IEEE 39-bus system. Finally,
Section V concludes the paper.

7.2 Problem Formulation

In general, a dynamical system can be described by a set of continuous-time nonlinear
differential and algebraic equations. These equations can be further discretized into the
following discrete-time state space form:

xk = f (xk−1,uk) +wk, (7.1)

zk = h (xk,uk) + vk, (7.2)

where xk ∈ R
n×1 and zk ∈ R

m×1 are the state vector and the measurement/observation
vector at time sample k, respectively; f and h are vector-valued nonlinear functions; wk
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and vk are the system process and observation noise, respectively; they are assumed to be
independent and identically distributed with zero mean and covariance matrices Qk and Rk,
respectively; uk is the system input vector.

As an illustrative example, let us consider the synchronous generator model. If the two-
axis generator model with the IEEE-DC1A exciter and the TGOV1 turbine-governor is
considered, its dynamical model can be expressed by the following differential and algebraic
equations [70]:

Differential equations:

T ′
do

dE ′
q

dt
= −E ′

q − (Xd −X ′
d) Id + Efd, (7.3)

T ′
qo

dE ′
d

dt
= −E ′

d −
(
Xq −X ′

q

)
Iq, (7.4)

dδ

dt
= ω − ωs, (7.5)

2H

ωs

dω

dt
= TM − Pe −D (ω − ωs) , (7.6)

TE
dEfd
dt

= − (KE + SE (Efd))Efd + VR, (7.7)

TF
dVF
dt

= −VF +
KF

TE
VR − KF

TE
(KE + SE (Efd))Efd, (7.8)

TA
dVR
dt

= −VR +KA (Vref − VF − V ) , (7.9)

TCH
dTM
dt

= −TM + PSV , (7.10)

TSV
dPSV
dt

= −PSV + PC − 1

RD

(
ω

ωs
− 1

)
, (7.11)

Algebraic equations:
Vd = V sin (δ − θ) , Vq = V cos (δ − θ) , (7.12)

Id =
E ′
q − Vq

X ′
d

, Iq =
Vd −E ′

d

X ′
q

, (7.13)

Pe = VdId + VqIq, Qe = −VdIq + VqId, (7.14)

where T ′
do, T

′
qo, TE, TF , TA, TCH and TSV are time constants, in seconds; KE , KF and KA

are controller gains; Vref and PC are known control inputs; E ′
q, E

′
d, Efd, VF , VR, TM and PSV

are the q-axis and d-axis transient voltages, field voltage, scaled output of the stabilizing
transformer and scaled output of the amplifier, synchronous machine mechanical torque and
steam valve position, respectively; Xd, X

′
d, Xq and X

′
q are generator parameters; V and θ are
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the terminal bus voltage magnitude and phase angle, respectively; Pe and Qe are the active
and reactive electrical power outputs; Id and Iq are the d and q axis currents, respectively.

By applying time discretization to (7.3)-(7.14) using numerical approaches, such as the 4th-
order Ruger-Kutta method, we get (7.1)-(7.2), yielding the state vector given by xk =
[δ ω E ′

d E
′
q Efd VF VR TM PSV ]. The relationships given by (7.3)-(7.11) and (7.12)-(7.14) are

represented in compact forms by the vector-valued function f (·) and by h(·), respectively.
The system input vector is denoted by uk = [Vref PC ]

T . The measurement vector zk contains
a collection of voltage phasor measurements V ∠θ and real and reactive power injections Pe
and Qe, which are obtained by the PMUs.

To estimate the system dynamic state vector or model parameters using Kalman-type filters,
a two-step procedure is applied, namely a prediction step using (7.1), which is a Markov
model, and a filtering/update step using (7.2). Specifically, given a state estimate at time step
k−1, x̂k−1|k−1 , with its covariance matrix, Pk−1|k−1 , the predicted state vector is calculated
from (7.1) directly or through a set of points drawn from the probability distribution of
x̂k−1|k−1 , which is dependent on the assumed probability distributions of wk and vk. As for
the filtering step, the predictions are used together with the observations at time sample k
to estimate the state vector and its covariance matrix.

The Kalman-type filters work well only under the validity of certain assumptions [121,122].
First, the system process and observation noise, wk and vk, are assumed to have at each
time instant zero means and known covariance matrices Qk and Rk, respectively. Secondly,
they are assumed to follow a Gaussian distribution, at which the filter is optimal with min-
imum variances. Finally, the system model is assumed to be known exactly. However, for
most practical dynamical systems, these assumptions do not hold. Indeed, Qk and Rk are
difficult to obtain in practice; the process and observation noise do not follow a Gaussian
distribution as verified in [35,81]; the functions f and h are approximate; for instance, they
may not account for all the nonlinearities of the system; some model parameter values may
be unknown or incorrect [87, 125]; and the received measurements may be strongly biased
due to impulsive communication noise, cyber attacks, to cite a few [40, 41]. To address
these challenges, this chapter presents a novel general theoretical framework that integrates
both robust statistics and robust control theory for robust dynamic state estimation. The
proposed robust H-infinity UKF within this framework is able to handle large system uncer-
tainties as well as suppress outliers while achieving good statistical efficiency under a broad
range of non-Gaussian process and observation noise.

7.3 Theory of Proposed Robust H-infinity UKF

In this section, the Krein space UKF will be derived first. Then its equivalence to the H-
infinity UKF will be proved. It will be further shown that Krein space UKF has a bounded
estimation error in presence of system uncertainties. By carrying out a theoretical analysis
of the weakness of the Krein space UKF to non-Gaussian noise and outliers, we propose
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a robust Krein space UKF, i.e., a robust H-infinity UKF, which combines the robustness
of the H-infinity criterion to model uncertainties and of the GM-estimator to outliers and
non-Gaussian noise.

7.3.1 Derivation of the Krein Space UKF

The statistical linerization is used to convert the traditional nonlinear UKF into an equivalent
linear-like regression form. The latter is further derived into the Krein space batch-regression
model that allows us to resort to the Kalman filter framework for the development of Krein
space UKF.

Derivation of the Linear-Like Regression Form of the Nonlinear UKF

The main idea of UKF is to use a deterministic sampling technique known as the unscented
transform to choose a set of sample points, termed sigma points, which have the same means
and covariances as the a priori state statistics under the Gaussian assumption [113]. These
sigma points are then propagated through the non-linear functions f and h, yielding an
estimation of the a posteriori state statistics by using the Kalman filter structure, i.e., the
mean and covariance estimates. Consequently, no calculation of Jacobian matrices is re-
quired, which for complex functions can be a difficult task by itself, requiring complicated
derivatives if done analytically or being computationally costly if done numerically. Specifi-
cally, given a state estimate with mean x̂k−1|k−1 ∈ R

n×1 and covariance matrix P xx
k−1|k−1 at

time step k-1, 2n weighted sigma points are generated through

χj
k−1|k−1

= x̂k−1|k−1 ±
(√

nP xx
k−1|k−1

)
j
, (7.15)

where the weights wj = 1/2n, j = 1, ..., 2n and the term

(√
nP xx

k−1|k−1

)
j

represents its jth

column vector. These sigma points are propagated through the nonlinear system process
model (7.1) to obtain the following transformed sigma points

χj
k|k−1

= f
(
χj

k−1|k−1

)
. (7.16)

Then, the predicted state vector x̂k|k−1 and its covariance matrix are approximated by
the weighted sample mean and sample covariance matrix of the transformed sigma points,
respectively, yielding

x̂k|k−1 =

2n∑
j=1

wjχ
j
k|k−1

, (7.17)

P xx
k|k−1 =

2n∑
j=1

wj(χ
j
k|k−1

− x̂k|k−1)(χ
j
k|k−1

− x̂k|k−1)
T +Qk. (7.18)
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Next, the sigma points are updated to capture the information of system process noise
through

χj
k|k−1

= x̂k|k−1 ±
(√

nP xx
k|k−1

)
j
. (7.19)

Then, the predicted measurement vector is given by ẑk|k−1 =
2n∑
j=1

wjh(χ
j
k|k−1

) and its associ-

ated error covariance matrix is estimated via

P zz
k|k−1

=

2n∑
j=1

wj(z
j
k|k−1

− ẑk|k−1)(z
j
k|k−1

− ẑk|k−1)
T +Rk, (7.20)

where zj
k|k−1

= h(χj
k|k−1

).

It is worth pointing out that the statistical linerization is equivalent to the unscented trans-
formation in terms of propagating the probability distribution of the state vector through
nonlinear function [54,79,92]. Thus, by applying statistical linerization to the nonlinear state
transition and measurement/observation functions around x̂k−1|k−1 and x̂k|k−1 , respectively,
we get

xk = Fk
(
xk−1 − x̂k−1|k−1

)
+ x̂k|k−1 + ek +wk, (7.21)

zk = Hk

(
xk − x̂k|k−1

)
+ ẑk|k−1 + εk + vk, (7.22)

where Fk = (P xχ
k|k−1

)T (P xx
k−1|k−1

)−1;

P xχ
k|k−1 =

2n∑
j=1

wj(χ
j
k−1|k−1

− x̂k−1|k−1)(χ
j
k|k−1

− x̂k|k−1)
T , (7.23)

and ek is the statistical linearization error term that is normally distributed with zero mean
and covariance matrix Lk = P xx

k|k−1
− (P xχ

k|k−1
)T (P xx

k−1|k−1)
−1P xχ

k|k−1
; Hk = (P xz

k|k−1
)T (P xx

k|k−1
)−1;

P xz
k|k−1

=

2n∑
i=1

wj(χ
j
k|k−1

− x̂k|k−1)(z
j
k|k−1

− ẑk|k−1)
T , (7.24)

and εk is the statistical linearization error term on the nonlinear measurement function; it is
normally distributed with zero mean and covariance matrixΠk = P zz

k|k−1
−(P xz

k|k−1
)T (P xx

k|k−1 )
−1P xz

k|k−1
.

Therefore, the nonlinear dynamical model expressed by (7.1) and (7.2) is converted into the
following equivalent linear-like regression form:

xk = Fkxk−1 + x̂k|k−1 − Fkx̂k−1|k−1 + ek +wk, (7.25)

zk = Hkxk + ẑk|k−1 −Hkx̂k|k−1 + εk + vk, (7.26)

where Fk and Hk are no longer the Jacobian matrices, but ek and εk are the statistical
linearization errors that are used to preserve the nonlinearities of the state transition and
the measurement functions, respectively.
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Remark 1 : by using the Linear Kalman filter framework, the recursive state estimation form
can be derived as:

Kk = P xz
k|k−1

(
P zz

k|k−1

)−1

, (7.27)

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (7.28)

P xx
k|k = P xx

k|k−1 −KkP
zz
k|k−1

KT
k , (7.29)

which is precisely the standard UKF.

Remark 2 : by taking the expectation on both side of (7.25) and using some mathematical
manipulations, we can get the predicted state vector x̂k|k−1 and its covariance matrix P xx

k|k−1

x̂k|k−1 = xk − δk, (7.30)

where δk is the prediction error and E
[
δkδ

T
k

]
= P xx

k|k−1 . By processing (7.30) and (7.26)
simultaneously, we get the following batch-mode regression form:[

zk +Hkx̂k|k−1 − ẑk|k−1

x̂k|k−1

]
=

[
Hk

I

]
xk +

[
vk + εk
−δk

]
(7.31)

which can be rewritten in a compact form as

z̃k = H̃kxk + ẽk. (7.32)

The error covariance matrix is given by

Wk = E
[
ẽkẽ

T
k

]
=

[
Σk|k−1 0

0 P xx
k|k−1

]
, (7.33)

Σk|k−1 = E[(vk + εk)(vk + εk)
T ] = Rk +Πk. By using the weighted least squares criterion

to (7.32), that is, min (z̃k − H̃kxk)
TWk

−1(z̃k − H̃kxk), we obtain

x̂k|k =
(
H̃T

k
Wk

−1H̃k

)−1

H̃T
k
Wk

−1z̃k, (7.34)

with estimation error covariance matrix

P xx
k|k =

(
H̃T

k
Wk

−1H̃k

)−1

. (7.35)

By using the matrix inversion Lemma and mathematical manipulations, it can be verified
that the results shown in (7.34)-(7.35) are the same as (7.27)-(7.29).
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Derivation of the Krein Space UKF

Before the derivation of the Krein space UKF, let us review the Krein space linear Kalman
filter. Following the main results shown in [137, 138], we reorganize the Krein space linear
Kalman filter into the following Lemma:

Lemma 5. For a Krein space discrete-time system,{
xk = Akxk−1 + ηk
yk = Ckxk + ζk

(7.36)

with the Gramian matrix〈⎡⎣ x0

ηk
ζk

⎤⎦ ,
⎡⎣ x0

ηk
ζk

⎤⎦〉 = diag[ P0|0 Qk Rk ] (7.37)

both of which can be obtained from Krein space mapping corresponding to the indefinite
quadratic function

J =
∥∥x0 − x̂0|0

∥∥2
P−1

0|0
+

N−1∑
k=0

‖ηk‖2Q−1
k

+

N∑
k=0

‖ζk‖2R−1
k
. (7.38)

If P0|0 � 0, Qk � 0 and Rk is invertible and [Ak Ck] has full rank for all k, the existence
condition for the Krein space Kalman filter is provided by

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 +CT
k R

−1
k Ck � 0, (7.39)

where x̂k|k−1 = Akx̂k−1|k−1, P
xx
k|k−1 = AkP

xx
k−1|k−1A

T
k +Qk and the state vector is updated by

the following equations

P xz
k|k−1

= P xx
k|k−1C

T
k , P zz

k|k−1
= CT

k P
xx
k|k−1Ck +Rk, (7.40)

Kk = P xz
k|k−1

(
P zz

k|k−1

)−1

, (7.41)

x̂k|k = x̂k|k−1 +Kk

(
yk −Ckx̂k|k−1

)
, (7.42)

P xx
k|k = (I −KkCk)P

xx
k|k−1

= P xx
k|k−1

−KkP
zz
k|k−1

KT
k

(7.43)

Remark 3 : it can be observed from the above equations that there is little difference between
the Hilbert space linear Kalman filter and the Krein space Kalman filter, except for the
condition that (P xx

k|k−1)
−1 + CT

k R
−1
k Ck � 0. The latter is in fact required by the Hilbert

space Kalman filter as well because an estimation error covariance matrix must be positive-
definite. On the other hand, it is worth pointing out that (P xx

k|k−1)
−1 + CT

k R
−1
k Ck can be
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indefinite for the Krein space Kalman filter [137, 138]. However, under this condition, it is
unable to achieve the minimum error covariance for the state estimates any more.

According to remark 2, if we define x̂k|k−1 = Akx̂k−1|k−1, P
xx
k|k−1 = AkP

xx
k−1|k−1A

T
k + Qk

and x̂k|k−1 = xk − ok, where E
[
oko

T
k

]
= P xx

k|k−1 , (7.36) can be organized into the following
batch-mode regression form:[

yk
x̂k|k−1

]
=

[
Ck

I

]
xk +

[
ζk
−ok

]
(7.44)

which can be further rewritten as

ỹk = C̃kxk + õk. (7.45)

where Ŵk = E
[
õkõ

T
k

]
= diag[Rk AkP

xx
k−1|k−1A

T
k +Qk].

Corollary 5.1. If P0|0 � 0, Qk � 0, Rk � 0, rank[Ak Ck] = n and

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 +CT
k R

−1
k Ck � 0, (7.46)

the Krein space linear KF can be derived by applying the weighted least square estimator to
(7.45).

Proof. Following the procedures shown in remak 2, we can get

P xx
k|k =

(
C̃T

k
Ŵ−1

k C̃k

)−1

=

[
CT
k R

−1
k Ck +

(
P xx

k|k−1

)−1
]−1

= P xx
k|k−1

− P xx
k|k−1

CT
k

(
CkP

xx
k|k−1

CT
k +Rk

)−1

CkP
xx
k|k−1

= (I −KkCk)P
xx
k|k−1

= P xx
k|k−1

−KkP
zz
k|k−1

KT
k

(7.47)

where the gain matrix is expressed as

Kk = P xx
k|k−1

CT
k (CkP

xx
k|k−1

CT
k +Rk)

−1 = P xz
k|k−1

(P zz
k|k−1

)−1. (7.48)

By following the similar rules and using the matrix inversion Lemma, we can derive the same
state vector updating form as (7.42).

Corollary 5.2. If P0|0 � 0, Qk � 0, Rk � 0, rank[Fk Hk] = n and

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 +HT
k R

−1
k Hk � 0, (7.49)

the Krein space UKF can be derived as follows:

Kk = P xz
k|k−1

(
P zz

k|k−1

)−1

, (7.50)

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (7.51)

P xx
k|k = (I −KkCk)P

xx
k|k−1

, (7.52)

where P zz
k|k−1

and P xz
k|k−1

are expressed in (7.20) and (7.24), respectively.
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Proof. The linear-like regression model of the UKF shown in (7.25)-(7.26) can be easily
organized into the similar one as (7.36). Thus, following Lemma 5 and Corollary 5.1, we can
get

P xz
k|k−1

= P xx
k|k−1H

T
k , P zz

k|k−1
= HT

k P
xx
k|k−1Hk +Rk. (7.53)

Then, the gain Kk and state estimates x̂k|k can be derived as (7.50) and (7.51).

Remark 4 : In fact, the positive-definiteness of (P xx
k|k−1)

−1 + HT
k R

−1
k Hk must be satisfied

by the traditional Hilbert space UKF. This is because in the state prediction stage, the
generation of new sigma points requires the square-root of P xx

k|k. The positive-definiteness of
P xx
k|k immediately implies (P xx

k|k−1)
−1+HT

k R
−1
k Hk � 0 according to the relationship between

them shown in (7.49). On the other hand, motivated by the Krein space UKF, the Krein
space H-infinity UKF can be derived as well. This is shown in the next section.

7.3.2 Derivation of the Krein Space H-infinity UKF

The H-infinity criterion aims to design a filter that achieves the smallest estimation error for
all possible disturbances with bounded energy. Specifically, the filter is designed such that
the following criterion is satisfied:

N∑
k=0

‖xk − x̂k|k‖2P−1
k|k

‖x0 − x̂0|0‖2P−1
0|0

+
N−1∑
k=0

‖wk‖2Q−1
k

+
N∑
k=0

‖vk‖2R−1
k

≤ γ2, (7.54)

where x0 and P0|0 are the initial state vector and its covariance matrix, respectively; γ is a
positive scalar parameter that bounds the uncertainties.

Theorem 6. If rank[Fk Hk] = n, there exists a filter that achieves the H-infinity criterion
shown in (7.54) if and only if the estimation error covariance matrix P xx

k|k for all k satisfies

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 +HT
k R

−1
k Hk − γ−2I � 0, (7.55)

and the recursive H-infinity UKF can be expressed as

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (7.56)

Kk = P xx
k|k−1

HT
k (HkP

xx
k|k−1

HT
k +Rk)

−1, (7.57)

= P xz
k|k−1

(P zz
k|k−1

)−1 (7.58)

P xx
k|k = (I − P xx

k|k−1[H
T
k I]R−1

e,k[H
T
k I]T )P xx

k|k−1, (7.59)

= P xx
k|k−1 − [P xz

k|k−1
P xx

k|k−1
]R−1

e,k[P
xz
k|k−1

P xx
k|k−1

]T , (7.60)
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Re,k =

[
Rk +HkP

xx
k|k−1H

T
k (P xx

k|k−1H
T
k )

T

P xx
k|k−1H

T
k −γ2I + P xx

k|k−1

]
; (7.61)

=

[
Rk + P zz

k|k−1
[P xz

k|k−1
]T

P xz
k|k−1

−γ2I + P xx
k|k−1

]
, (7.62)

and where I is an identity matrix.

Proof. The first step is to convert the suboptimal H-infinity filtering problem (7.54) to an
indefinite form so that the Krein space Kalman filter can be used. Formally, we get

J∞ =
∥∥x0 − x̂0|0

∥∥2
P−1

0|0
+

N−1∑
k=0

‖wk‖2Q−1
k

+

N∑
k=0

‖vk‖2R−1
k

− γ−2
N∑
k=0

‖xk − x̂k|k‖2P−1
k|k

= ‖x0 − x̂0|0‖2P−1
0|0

+
N−1∑
k=0

‖wk‖2Q−1
k

+

N∑
k=0

[
zk − h(xk)
xk − x̂k|k

]T[
Rk 0
0 −γ2I

]−1[
zk − h(xk)
xk − x̂k|k

]
(7.63)

Define ck = x̂k|k−1 − Fkx̂k−1|k−1 + ek, mk = ẑk|k−1 − Hkx̂k|k−1 + εk, yk = zk − mk,

C̃T
k = [HT

k I], m̃k = [yTk x̂Tk|k]
T and use the statistical linerization results shown in (7.25)-

(7.26), (7.63) can be rewritten as:

J∞ = ‖x0 − x̂0|0‖2P−1
0|0

+
N−1∑
k=0

‖wk‖2Q−1
k

+
N∑
k=0

[
yk −Hkxk
xk − x̂k|k

]T[
Rk 0
0 −γ2I

]−1 [
yk −Hkxk
xk − x̂k|k

]
(7.64)

that resembles the Krein space Kalman filter form (7.36). Therefore, according to Lemma 5
and Corollary 5.1, the estimation error covariance matrix is derived as

(P xx
k|k)

−1 = (P xx
k|k−1)

−1 + C̃kP
xx
k|k−1

C̃T
k

= (P xx
k|k−1)

−1 +HT
k R

−1
k Hk − γ−2I (7.65)
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It is clear that (P xx
k|k)

−1 � 0 must hold for true for the existence of H-infinity UKF. This
is because the positive-definiteness of P xx

k|k is needed for the generation of sigma points at

the next time instant. By applying the matrix inversion Lemma to (7.65) and using tedious
algebraic manipulations, we are able to derive

P xx
k|k = (I − P xx

k|k−1[H
T
k I]R−1

e,k[H
T
k I]T )P xx

k|k−1

= P xx
k|k−1 − [P xz

k|k−1
P xx

k|k−1
]R−1

e,k[P
xz
k|k−1

P xx
k|k−1

]T (7.66)

where the expression of Re,k is the same as (7.62).

In the meantime, according to the formula of the Krein space Kalman filter, the filtered state
vector is derived as

x̂k|k = x̂k|k−1

+ P xx
k|k−1

C̃T
k (C̃kP

xx
k|k−1

C̃T
k +Rk)

−1(m̃k − C̃kx̂k|k−1)

= x̂k|k−1 + P xx
k|k−1

[HT
k I]

[
I −R̂kHkP

xx
k|k−1

0 I

]

×
[

R̂k 0
0 −γ2I + ((P xx

k|k−1
)−1 +HT

k Hk)
−1

]−1

×
[

I 0

−P xx
k|k−1

HT
k R̂

−1
k I

][
zk − ẑk|k−1

x̂k|k − x̂k|k−1

]T
(7.67)

where R̂k = Rk + HkP
xx
k|k−1

HT
k = P zz

k|k−1
. Using the matrix inversion Lemma and mathe-

matical manipulations, we can finally get

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (7.68)

Kk = P xz
k|k−1

(P zz
k|k−1

)−1 (7.69)

It is interesting to notice that the H-infinity UKF shares the similar structure to that of the
the original UKF. One apparent difference is the updating of estimation error covariance
matrix. The latter drives the H-infinity UKF to achieve the smallest estimation error for
all possible disturbances. The bounded error performance of the H-infinity filter subject to
uncertainties can be proved following the procedures shown in [121]. On the other hand,
γ can be seen as a tuning parameter to balance the tradeoff between the H-infinity and
the minimum mean-square error performance. Indeed, when γ tends to infinity, the H-
infinity UKF will reduce to the traditional UKF. This indicates that the H-infinity norm of
the traditional UKF may be quite large, leading to poor robustness against uncertainties.
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Furthermore, indefinite covariance matrix

[
Rk 0
0 −γ2I

]−1

is involved during the proof when

deriving the Krein space H-infinity UKF, which is very different from that of the Hilbert
space H-infinity Kalman filter. The latter requires the positive-definiteness of a covariance
matrix.

Theorem 7. The H-infinity UKF derived in the Krein space is based on the weighted least
square estimator and thus lacks of robustness to non-Gaussian noise and any types of outliers.

Proof. Define x̂k|k = xk − nk, where E[nk] = 0 and E[nkn
T
k ] = −γ2I. According to

corollaries 5.1 and 5.2, the predicted state information can be used to construct the batch-
mode Krein space UKF instead of the form shown in (7.25). Thus, the state prediction error
form x̂k|k−1 = xk − δk is used, where δk is the prediction error and E

[
δkδ

T
k

]
= P xx

k|k−1 . On
the other hand, during the proof of Theorem 6, the following Krein space regression form is
actually used,

[ zk +Hkx̂k|k−1 − ẑk|k−1 − εk
x̂k|k−1

x̂k|k

]
=

[ Hk

I
I

]
xk +

[ vk
−δk
−nk

]
(7.70)

that can be rewritten as
z̃k = H̃kxk + ςk. (7.71)

where W̃k = E[ςkς
T
k ] = diag[Rk P

xx
k|k−1 −γ2I]. Applying the weighted least square estimator

to (7.71) yields

x̂k|k = E[
(
H̃T

k
W̃−1

k H̃k

)−1

H̃T
k
W̃−1

k z̃k]

= ([HT
k R

−1
k (P xx

k|k−1)
−1 −γ2I]

[ Hk

I
I

]
)−1H̃T

k
W−1

k E[z̃k]

= [HT
k R

−1
k Hk + (P xx

k|k−1 )
−1−γ2I]−1

×
[ R−T

k Hk

(P xx
k|k−1 )

−T

−γ2I

]T[ zk +Hkx̂k|k−1 − ẑk|k−1

x̂k|k−1

x̂k|k

]
(7.72)

Moving the term x̂k|k from the right-hand side to the left-hand side and applying matrix
manipulations, we can finally arrive

x̂k|k = x̂k|k−1 +Kk

(
zk − ẑk|k−1

)
, (7.73)

Kk = P xz
k|k−1

(P zz
k|k−1

)−1 (7.74)
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where P xz
k|k−1

= P xx
k|k−1H

T
k and P zz

k|k−1
= HT

k P
xx
k|k−1Hk+Rk. In terms of the estimation error

covariance matrix, it is expressed as

P xx
k|k = (H̃T

k
W̃−1

k H̃k)
−1

= [HT
k R

−1
k Hk + (P xx

k|k−1)
−1−γ2I]−1

= P xx
k|k−1 − [P xz

k|k−1
P xx

k|k−1
]R−1

e,k[P
xz
k|k−1

P xx
k|k−1

]T (7.75)

where Re,k is the same as (7.60). Therefore, it is clear that H-infinity UKF is based on
the least square estimator in the Krein space. According to the robust statistics [67, 82], it
is well-known that its influence function is unbounded and therefore lacks of robustness to
non-Gaussian noise and outliers.

Remark 5 : It is worth emphasizing that the proposed nonlinear H-infinity filter is very
general. The UKF is just used as an representative example. Other filters that share the
similar structure of UKF can be leveraged to derive their corresponding H-infinity filters in
the Krein space, such as divided difference filter, quadrature Kalman filter, cubature Kalman
filter, EnKF and so on [139–141]. On the other hand, instead of propagating statistics of the
state vector using sigma points, the first-order Taylor series expansion-based methods can
be used, yielding H-infinity EKF.

7.3.3 Derivation of the Robust H-infinity UKF

It is shown in Theorem 2 that the H-infinity filter is actually based on the Krein space
weighted least squares estimator. Despite of its bounded performance against system un-
certainties, it lacks of robustness to non-Gaussian noise and outliers. By contrast, the GM-
estimator derived from robust statistics is able to handle them but it may yield large estima-
tion errors in presence of system uncertainties. Therefore, to suppress the outliers and filter
out thick-tailed non-Gaussian measurement noise while bounding the system uncertainties,
we propose to apply GM-estimator to (7.71) instead of the weighted least squares, yielding
the following objective function:

J (xk) =

m+2n∑
i=1

	2
i ρ (rSi

) , (7.76)

where 	i are the weights to downweight outliers calculated by applying projection statistics
[38, 88] to innovation matrix Zk. The latter is defined as follows:

Zk =

⎡⎣ zk−1 − h(x̂k−1|k−2) zk − h(x̂k|k−1)
x̂k−1|k−2 x̂k|k−1

x̂k−2|k−2 x̂k−1|k−1

⎤⎦ , (7.77)

where zk−1 − h(x̂k−1|k−2) and zk − h(x̂k|k−1) are the innovation vectors while x̂k−1|k−2 and
x̂k|k−1 are the predicted state vectors at time instants k-1 and k, respectively; x̂k−2|k−2
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and x̂k−1|k−1 are the filtered state vectors at time instants k-2 and k-1, respectively; the
mathematical expression of projection statistics is defined as [38, 88]:

PSj = max
‖�‖=1

∣∣lTj �−medi
(
lTi �
)∣∣

1.4826 medκ |lTκ �−medi (lTi �)|
, (7.78)

for i, j, κ = 1, 2, ..., m+2n. where lTj is the jth row vector ofZk; � represents a set of directions
that originate from the coordinatewise medians of the Zk and pass through every data
point. The calculated PS values are compared to a statistical threshold to identify outliers.
Extensive Monte Carlo simulations and Q-Q plots reveal that the probability distributions
of the PS applied to Zk follow chi-square distributions with degree of freedom 2. As a result,
the points that satisfy PSi > χ2

2,0.975 are identified as outliers and downweighted through

	i = min
(
1, d2
/
PS2

i

)
, (7.79)

where the parameter d is set equal to 1.5 to yield good statistical efficiency at different
distributions.

In (7.76), rSi
= ri/s	i is the standardized residual; ri = z̃i − h̃Ti x̂ is the residual, where

h̃Ti is the ith row vector of the matrix H̃k; s = 1.4826 · bm·mediani |ri| is the robust scale
estimate; bm is a correction factor to achieve unbiasedness for a finite sample of size m+ 2n
at a given probability distribution; ρ(·) is the nonlinear function of rSi

expressed as

ρ (rSi
) =

{ 1
2
r2
Si
, for |rSi

| < λ

λ |rSi
| − λ2/2, elsewhere

, (7.80)

where the parameter λ is typically chosen between 1.5 to 3 in the literature.

To minimize (7.76), we take its partial derivative with respect to xk and set it equal to zero,
yielding

∂J (xk)

∂xk
=

m+2n∑
i=1

−	ih̃i
sσi

ψ (rSi
) = 0, (7.81)

where ψ (rSi
) = ∂ρ (rSi

)/∂rSi
; σi is the square-root of the ith diagonal element of matrix

W̃k. By dividing and multiplying the standardized residual rSi
to both sides of (7.81) and

putting it in a matrix form, we get

H̃T
k W̃

−1
k Q̂

(
z̃k − H̃kxk

)
= 0, (7.82)

where Q̂ =diag(q (rSi
)) and q (rSi

) = ψ (rSi
)/rSi

.

By using the iteratively reweighted least squares (IRLS) algorithm [38, 82], the state vector
correction at the j iteration is calculated through

Δx̂
(j+1)
k|k =

(
H̃T

k W̃
−1
k Q̂(j)H̃k

)−1

H̃T
k W̃

−1
k Q̂(j)z̃jk, (7.83)
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where Δx̂
(j+1)
k|k = x̂

(j+1)
k|k − x̂

(j)
k|k . It should be noted that z̃k needs to be updated at each jth

iteration as it contains x̂k|k . The latter changes at each iteration. Following similar steps of
Theorem 7, we move x̂k|k from the right-hand side of (7.83) to its left-hand side, yielding

Δx̂
(j+1)
k|k =

(
ΓTkΛ

−1
k Ξ(j)Γk

)−1
ΓTkΛ

−1
k Ξ(j)ξk, (7.84)

where Γ = [HT
k I]T ∈ R

(m+n)×n; Ξ ∈ R
(m+n)×(m+n) and Λk ∈ R

(m+n)×(m+n) are diagonal

matrices whose diagonal elements are the previous m + n diagonal ones of Q̂ and W̃k,
respectively; ξk = [z̃Tk x̂Tk|k−1]

T ∈ R
(m+n)×1. As a result, it resembles the GM-UKF. In fact,

(7.84) is recommended to obtain the state estimates. This is because matrices Γ and Ξ

have much lower dimensions compared with H̃k and Q̂, leading to improved computational

efficiency. Note that the algorithm converges when
∥∥∥Δx̂

(j+1)
k|k

∥∥∥
∞

≤ 10−2.

For the asymptotic error covariance matrix of the robust H-infinity UKF at time sample k,
we can derive it using the influence function of the GM-estimator. According to our previous
work [38], the influence function of the robust H-infinity UKF can be derived as:

IF (x; Φ,T ) = [

∫
1

s
ψ

′
(rSi

)H̃kH̃
T
k |T (Φ)

dΦ]−1	H̃kψ(rSi
) (7.85)

where Φ is the cpdf of the standardized residual rSi
; T (·) is the functional form of the robust

H-infinity UKF. Finally, the asymptotic error covariance matrix can be updated through

P xx
k|k = E[IF (x; Φ,T ) · IF (x; Φ,T )T ]

= α(H̃T
k W̃

−1
k H̃k)

−1(H̃T
k Q̂�W̃

−1
k H̃k)(H̃

T
k W̃

−1
k H̃k)

−1
(7.86)

where α =
EΦ[ψ2(rSi

)]

{EΦ[ψ′(rSi
)]}2 and Q� = diag(	2

i ).

Remark 6 : In the absence of non-Gaussian noise and outliers, no predicted state and mea-
surement are downweighted. Therefore, Q̂ = I and

x̂k|k =
(
H̃T

k W̃
−1
k H̃k

)−1

H̃T
k W̃

−1
k z̃k, (7.87)

P xx
k|k =

EΦ[ψ
2(rSi

)]

{EΦ[ψ′(rSi
)]}2 (H̃

T
k W̃

−1
k H̃k)

−1, (7.88)

where α is very close to 1. For example, under Gaussian noise, this value can be calculated
as 1.0369. As a result, (7.87) and (7.88) are the same of (7.72) and (7.75), respectively.
Thus, the robust H-infinity UKF reduces to the H-infinity UKF. On the other hand, when
γ tends to infinity, the H-infinity UKF reduces to the UKF. It is thus easy to conclude
that the robust H-infinity UKF reduces to the GM-UKF. Now, it becomes clear that the
proposed robust H-infinity UKF leverages the robustness of the GM-estimator to filter out
non-Gaussian noise and suppress outliers while relying on the H-infinity criterion to bound
system uncertainties.
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7.3.4 Application to Power System Dynamic State Estimation

With regard to power system dynamic state estimation using PMU measurements, both
centralized and decentralized versions have been proposed [38, 88]. The former one re-
quires accurate dynamical system model of each components, including synchronous gen-
erators, dynamic loads, etc, and wide-area PMU measurements, which may be hard to
achieve for practical power system. This motivates the development of decentralized DSE
that is implemented at each local synchronous generator. The proposed robust H-infinity
UKF can be implemented in both ways. However, only the decentralized one is used for
demonstration in this chapter. For dynamic state estimation, the state vector is xk =
[δ ω E ′

d E
′
q Efd VF VR TM PSV ]. The system input vector is denoted by uk = [Vref PC V θ]T ,

where V and θ are the generator terminal voltage magnitudes and angles obtained by PMUs.
The measurement vector zk contains a collection of real and reactive power injections Pe and
Qe obtained by the PMUs.
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Figure 7.1: Root-mean-squared errors of the GM-UKF, the H-infinity UKF and the robust
H-infinity UKF in presence of unknown non-Gaussian system process and measurement noise.

7.4 Numerical Results

Extensive simulations are carried out on the IEEE 39-bus system to assess the performance
of the proposed robust H-infinity UKF under various scenarios. Each synchronous generator
is assumed to be the two-axis model equipped with the IEEE-DC1A exciter and the TGOV1
turbine-governor. The parameters of the generator model can be found in [70]. The transient
stability time domain simulations are performed to generate measurements and true state
variables using the Matlab-based software PST [142] with some modifications. The 4th order
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Ruger-Kutta approach is adopted with an integration step of t=1/120 s to solve differential
and algebraic equations. The simulations consist of the following steps: Line 15-16 is tripped
at t=0.5s to simulate a system disturbance; the voltage phasor, current phasor and frequency
at each generator’s terminal bus are corrupted by additive noise to simulate realistic PMU
measurements; the sampling rate of the PMU measurements is assumed to be 60 samples/s.
The maximal number of iterations allowed for the IRLS algorithm is 20. The parameters
λ and d are set to 1.5. The convergence tolerance threshold of the IRLS algorithm is 0.01.
The tuning parameter of the H-infinity filter is 10; the root-mean-squared error (RMSE)
of all estimated generator state variables is used as the overall performance index while
the estimated state variables of Generator 5 are taken for illustration. The H-infinity UKF
proposed in this chapter and the GM-UKF [92] are used for comparison.
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Figure 7.2: Root-mean-squared error of the GM-UKF, the H-infinity UKF and the robust
H-infinity UKF with model uncertainties. Here, it is assumed that after the disturbance
is applied, the transient reactances of Generator 5 deviate from the nominal values by a
percentage of 10%.

7.4.1 Case 1: Non-Gaussian Process and Measurement Noise

Due to communication channel noises and GPS synchronization errors, the measurement
noises associated with PMUs may deviate from the Gaussian assumption. Therefore, if
part of the PMU measurements are taken as system inputs, the system process noise is
no longer Gaussian. Furthermore, due to the changes of system operation conditions and
non-stationary ambient environment, the assumed model to approximate the true one may
yield unknown characteristics. In order to assess the sensitivity of each approach to the
deviations from model and measurement assumptions, both system process and measurement
noise are assumed to be non-Gaussian. Since the Gaussian-mixture model can be used to
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Figure 7.3: Estimated state variables by the GM-UKF, the H-infinity UKF and the robust
H-infinity UKF with model uncertainties.

approximate any distribution, it is assumed in this chapter. Specifically, we assume they
follow a Gaussian mixture model, where 10% of the data are drawn with covariance matrices
Q = 5×10−5I9×9 and R = 5×10−5I2×2 while the true covariance matrices are Q = 10−6I9×9

and R = 10−6I2×2. The root-mean-squared errors of each method are displayed in Fig. 7.1.
It can be observed that the H-infinity UKF is sensitive to non-Gaussian noises and provides
the worst estimation results. The reason is that it is based on the weighted least squares
criterion in the Krein space and thus achieves very low statistical efficiency. By contrast,
both the GM-UKF and the proposed robust H-infinity UKF are able to withstand the non-
Gaussian noise thanks to robustness of GM-estimator. However, the proposed robust H-
infinity UKF outperforms the GM-UKF slightly. This is because the non-Gaussian noise
is actually unknown and the proposed robust H-infinity UKF first leverages the robustness
of GM-estimator to suppress it and then relies on the H-infinity criterion to further bound
these uncertainties, yielding improved statistical efficiency.
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7.4.2 Case 2: Dynamical Model Uncertainties

Because of aging processes, variations of the machine temperature during its operation, the
effect of saturation on generator inductances, the reactance and transient reactance of a
synchronous generator may change significantly. In this chapter, it is assumed that after the
system event, the transient reactances of the generators deviate from the nominal values by
a percentage of 10% random error simulated by the Gaussian distribution. The rational of
choosing transient reactance for simulation is as follows: according to the work [143, 144], a
few critical parameters of the generators are in charge of the system response. In other words,
the changes of these parameter values are able to affect the generator response significantly
while the changes on other parameters induce negligible difference. By using the trajectory
sensitivity analysis approach [143, 144], the transient reactances and the gain of excitor are
identified as these critical parameters. We anticipate that the uncertainties of them would
impose huge challenges to the dynamic state estimator.

Figs. 7.2-7.3 display the root-mean-squared errors of the GM-UKF, the H-infinity UKF
and the robust H-infinity UKF with model uncertainties and the estimated state variables
of Generator 5, respectively. It is observed from the results that the GM-UKF shows the
highest sensitivity to large dynamical model uncertainties and provides biased estimation
results; by contrast, thanks to the H-infinity criterion, the H-infinity UKF is able to bound
the uncertainties to a certain degree and achieves better results than the GM-UKF. Here,
we would like to emphasize that the estimation error covariance matrix of the GM-UKF
is robust thanks to the weights provided by the projection statistics as well as the GM-
estimator. In other words, the GM-UKF modifies the estimation error covariance matrix at
each iteration to achieve some robustness to system uncertainties, which is similar to the H-
infinity UKF. This justifies that why the H-infinity UKF does not outperform significantly the
GM-UKF. The proposed robust H-infinity UKF leverages both the robustness of estimation
error covariance matrix and the H-infinity criterion, yielding the best estimation results. Note
that the estimation error of rotor angle by the GM-UKF is about several degrees, which is
a lot and may lead to large errors to the rotor angle-based applications, such as rotor angle
stability assessment, out-of-step protection, causing serious concerns to the system security.
However, this is not the case for our robust H-infinity filter that can reliably always track
the system dynamic states.

7.4.3 Case 3: Observation Outliers

Due to imperfect phasor synchronization, the saturation of metering current transformers and
cyber attacks, to name a few, gross errors can occur in the PMU measurements [27, 38]. To
test the robustness of three methods to observation outliers, the measured real and reactive
powers of Generator 5 is contaminated with 20% error from t=4s to t=6s. The root-mean-
squared errors and the estimated state variables of Generator 5 for the three methods are
shown in Fig. 7.4 and Fig. 7.5, respectively. It can be found that the Krein space weighted
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Figure 7.4: Root-mean-squared error of the GM-UKF, the H-infinity UKF and the robust
H-infinity UKF in presence of observation outliers. Here, it is assumed that the real and
reactive power measurements of Generator 5 are corrupted with 20% errors from t=4s to
t=6s.
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Table 7.1: Average Computing Times of the GM-UKF, the H-infinity UKF and the Robust
H-infinity UKF at Each PMU Scan

Cases GM-UKF H-infinity UKF Robust H-infinity UKF

Case 1 1.34ms 1.20ms 1.46ms

Case 2 1.42ms 1.23ms 1.56ms

Case 3 1.55ms 1.30ms 1.83ms

least squares estimator-based H-infinity lacks of robustness to outliers, yielding significantly
biased state estimates. By contrast, thanks to the weights provided by projection statis-
tics and the GM-estimator, both the GM-UKF and the robust H-infinity UKF are able to
suppress outliers, achieving comparable performance. According to the results shown in
Cases 1-3, it is now clear that the proposed robust H-infinity UKF achieves the desired
performance, that is, leveraging the H-infinity criterion to bound system uncertainties while
relying on the robustness of GM-estimator to filter out non-Gaussian noise and suppress
outliers.

7.4.4 Computational Efficiency

To assess the computational efficiency of each method, the average computing times of the
GM-UKF, the H-infinity UKF and the robust H-infinity UKF for Cases 1-3 at each PMU
scan are presented in Table. 7.1. All the tests are performed on a PC with Intel Core i5,
2.50 GHz, 8GB of RAM. It is found from this table that the H-infinity UKF is the most
computational efficient approach, followed by the GM-UKF. Although the robust H-infinity
UKF is the most time consuming one, its difference with other two is negligible. Furthermore,
all three methods spend much less time than the PMU scan rate, which is 16.7ms. Thus,
they can be implemented for power system online applications.

7.5 Conclusions

In this chapter, a novel theoretical framework for robust dynamic state estimation is pro-
posed that integrates both robust statistics and robust control theory. The GM-estimator,
the unscented Kalman filter (UKF), and the H-infinity filter are integrated into a unified
framework to yield the general robust H-infinity UKF. The latter is able to handle large
system uncertainties as well as suppress outliers while achieving good statistical efficiency
under a broad range of non-Gaussian process and observation noise. Specifically, it lever-
ages the H-infinity criterion to bound system uncertainties while relying on the robustness
of GM-estimator to filter out non-Gaussian noise and suppress outliers. We also show that
the H-infinity UKF is based on the Krein space least squares estimator and thus lacks ro-
bustness to outliers and non-Gaussian noise. Comparative results show that our proposed
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robust H-infinity UKF outperforms the H-infinity UKF and the GM-UKF in terms of statis-
tical efficiency and robustness to outliers, non-Gaussian noise and model uncertainties. As a
future work, we will improve the statistical efficiency of the proposed robust H-infinity UKF
by resorting to other robust control strategies such as sliding mode control and probabilistic
robust control. The breakdown point of the robust H-infinity UKF will be investigated as
well.



Chapter 8

Conclusions and Future Work

In this dissertation, we have pioneered a general theoretical framework that advances both
robust statistics and robust control theory for robust dynamic state and parameter esti-
mation of a cyber-physical system. Specifically, the generalized maximum-likelihood-type
(GM)-estimator, the extended and unscented Kalman filter, and the H-infinity filter are
integrated into a unified framework to yield various centralized and decentralized robust dy-
namic state estimators. These new estimators are able to handle large system uncertainties
as well as suppress three types of outliers while achieving good statistical efficiency under a
broad range of non-Gaussian process and observation noise. In the chapter 2, a centralized
robust GM-IEKF is proposed for estimating power system state dynamics when subjected
to disturbances. The proposed GM-IEKF dynamic state estimator is able to track system
transients in a faster and more reliable way than the conventional EKF and the UKF thanks
to its batch-mode regression form and its robustness to innovation and observation outliers,
even in position of leverage. However, it achieves low statistical efficiency for non-Gaussian
process and measurement noise. To this end, in chapter 3, the theory of a new robust GM-
UKF is developed that is able to suppress observation and innovation outliers while filtering
out non-Gaussian process and measurement noise. The state estimates and residuals of our
GM-UKF are proved to be roughly Gaussian, allowing the sigma points to reliably approx-
imate the mean and the covariance matrices of the predicted and corrected state vectors.
The asymptotic error covariance matrix of the GM-UKF state estimates is derived from the
total influence function. The robustness our GM-UKF to outliers and cyber attacks is in-
vestigated; it is shown that it can handle at least 25% of incorrect PMU measurements and
predicted state variables. The GM-UKF is able to handle two types of outliers, namely the
innovation and observation outliers, but is fails to suppress structural outliers. To address
this challenge, in Chapter 4, a fast and robust DSE using multiple hypothesis testing is
proposed to detect, identify and suppress three types of outliers. Specifically, three hypothe-
ses corresponding to the occurrence of three types of outliers are assumed by constructing
three innovation matrices; these matrices are made up by time-correlated innovation vectors
and/or predicted states and/or measurements; then projection statistics are applied to each

140
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of the innovation matrix and its calculated projection values are checked by a statistical test
to validate the assumed hypothesis. The identified outliers are further suppressed by a gen-
eralized maximum-likelihood type (GM)-estimator. The proposed robust decentralized DSE
is further applied for the estimation of bus frequency in Chapter 5. It is worth pointing out
that although GM-UKF achieves good robustness to outliers and non-Gaussian process and
measurement noise, it produces biased state estimates in presence of system uncertainties.
To address this issue, the Chapter 6 presents a decentralized H-infinity UKF that leverages
the strength of the H-infinity criteria developed in robust control for handling system uncer-
tainties with the advantage of the UKF for addressing strong model nonlinearities. However,
the decentralized H-infinity UKF still lacks of robustness to outliers and non-Gaussian noise.
To this end, the GM-estimator, the unscented Kalman filter (UKF), and the H-infinity filter
are integrated into a unified framework to yield the general robust H-infinity UKF. The latter
is able to handle large system uncertainties as well as suppress outliers while achieving good
statistical efficiency under a broad range of non-Gaussian process and observation noise.
Specifically, it leverages the H-infinity criterion to bound system uncertainties while relying
on the robustness of GM-estimator to filter out non-Gaussian noise and suppress outliers.
We also show that the H-infinity UKF is based on the Krein space least squares estimator
and thus lacks robustness to outliers and non-Gaussian noise.

Based on the results presented in this dissertation, several extensions are identified to be
pursued in the future. They are briefly discussed below:

• Enhancement of the Proposed Theoretical Framework: the combination of
GM-estimator, the H-infinity filter and the UKF opens the door for the development
of more advanced robust dynamic state estimators that achieve good trade-off between
robustness to outliers, non-Gaussian noise and system uncertainties and statistical effi-
ciency. For example, other filters that share the similar structure of UKF can be lever-
aged to derive their corresponding robust H-infinity filters, such as divided difference
filter, quadrature Kalman filter, cubature Kalman filter, EnKF and so on [139–141]. We
will also investigate the concepts of finite-sample local and global breakdown points
for nonlinear dynamical structured regression models and determine the breakdown
points of the developed dynamic state estimators.

• Extension to Model Parameter Error Identification and Correction: the de-
veloped robust dynamic state estimators mainly focus on synchronous generators. They
can be extended for the model validation and calibration of various system components,
such as inverter-based renewable generation units, dynamic loads, transformers, etc.
In addition, the work can be used to detect the failures of various control devices,
including exciters, power system stabilizers, transformers and so on.

• Design of Power Oscillation Damping Controller: both local and wide-area
dynamic state variables obtained from a robust DSE are available, enabling the design
of effective local and wide-area controllers; for instance, the estimated rotor speeds and
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other estimated state variables can be used as input control signals of FACTS devices
to ensure global asymptotic stability of a power system by satisfying the Lyapunov
sufficient conditions for stability; the coherent generator groups can be identified using
estimated rotor angles so that effective wide-area control can be implemented; the
gains of the exciter/PSS can be tuned optimally online through the proposed robust
dynamic state estimator, contributing to the enhancement of system stability.

• Detection of Cyber Attacks: thanks to the robustness of the developed approaches,
they are naturally resistant to cyber attacks on the system inputs and online measure-
ments. We can extend the proposed estimators to detect and distinguish different types
of attacks on an cyber-physical system. In addition, novel detection approaches can be
proposed by appropriately combining the robust statistics with robust control theory.

• Dynamic State Estimation of Active Distribution System and Micro-grids:
the concepts, tools and methodologies will be extended from transmission system to
the active distribution system and the micro-grid. It is of interest to design robust
controllers for the enhancement of micro-grid stability in both grid-connected and
island modes. This will promote a new energy management system for micro-grid
operation and control.
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