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Abstract

Children born in the digital era are facing increasing privacy risks
and the need to control privacy in various contexts, suggesting
an urgent need to enhance their privacy literacy. While previous
research focuses on developing children’s privacy literacy by deliv-
ering privacy knowledge, it remains unclear how children process
the knowledge and apply it in various privacy situations. Further-
more, children’s desire for privacy controls remains understudied.
To fill the gap, we conducted two five-day co-design workshops
with 11 children (ages 6-11). We uncovered children’s sophisticated
expectations of everyday privacy management, such as staying
aware of their privacy situations, strong authentication methods,
and minimal privacy exposure. We further discovered that children
translated their privacy knowledge to privacy practices through an
iterative reflection and action process. We discussed key considera-
tions to support children’s privacy literacy development by lever-
aging this process and offered implications for children-friendly
privacy design.
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1 Introduction

Children today are born into a world where data collection is
ubiquitous due to their access to technology from early child-
hood [25, 53, 54, 58]. From the moment they interact with digital
devices, their data is collected, analyzed, and often exploited [44].
This relentless data collection poses significant privacy risks to
children [39, 71, 74]. However, despite growing up in this digital
landscape, children are generally ill-equipped to understand and
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manage such risks due to a lack of sufficient privacy literacy to nav-
igate various privacy situations [42, 46, 65, 71, 95]. Privacy literacy,
defined as the understanding of privacy knowledge, critical think-
ing, and abilities to make informed privacy decisions, is notably
deficient among children, especially the younger ones [33, 81].

One alarming consequence of this deficiency is that children may
begin to see surveillance as a normal part of life and their personal
data as mere commodities [44, 52]. This normalization can have
far-reaching implications on their perception of privacy and auton-
omy [35, 68]. For instance, children might share personal informa-
tion online without understanding the potential long-term conse-
quences, such as identity theft or cyberbullying [44]. Meanwhile,
children do face several privacy risks. Recent reports have high-
lighted incidents where children’s data was compromised, leading
to severe repercussions. For example, the hacking of smart home de-
vices has resulted in unauthorized surveillance and even direct com-
munication with children, posing immediate safety threats [49, 76].
These consequences demonstrate urgent needs to enhance chil-
dren’s privacy literacy [33, 68] so that they can understand pri-
vacy concepts and make informed privacy decisions.

Existing approaches to enhance children’s privacy literacy pri-
marily focus on teaching concepts and knowledge [21, 93] via ap-
plications [21, 96], e-books [91], and games [32, 55]. While these
efforts help children build a knowledge foundation of privacy, they
overlook the practical aspects of children’s privacy literacy, such as
taking actions to protect themselves from various privacy risks in
real life. It is not clear how children translate their privacy knowl-
edge into everyday privacy practices and what kinds of privacy
controls they desire when they are able to implement them. This
is an important step towards enhancing children’s comprehensive
privacy literacy and preparing them to handle complex privacy
situations. This paper aims to fill the gap and ask the following
research questions:

RQ1: How do children translate their privacy knowledge into ev-
eryday privacy practices?

RQ2: What are children’s needs and expectations for privacy con-
trols?

To answer the research questions, we conducted two five-day
co-design workshops with 11 children (ages 6-11) in total as well as
their parents. Co-design has been widely used in Human-Computer
Interaction (HCI) and privacy communities to study users’ needs [12,
84, 85]. In the Children-Computer Interaction (CCI) community, co-
design is also a common method to capture children’s perspectives,
especially about privacy [32]. This method allows us to prioritize
children’s needs and understandings by empowering them to take
ownership of the process and outcomes and foster their auton-
omy in privacy [55]. Additionally, recognizing the importance of
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parental involvement in privacy education and practices [2, 35, 66],
we also invited parents to participate as co-design partners on the
last day of the workshops.

We used a series of co-design activities, including the big paper
techniques [4, 79] and focus groups as data collection techniques
to explore children’s perceptions of privacy and their needs and
expectations of privacy controls. Our findings, rooted in the rich
data we collected, revealed children’s varying levels of perception
across different privacy contexts—interpersonal, institutional, and
commercial privacy. Additionally, we uncovered children’s expec-
tations of everyday privacy controls, such as staying aware of their
data processing and broader contexts of their interaction, strong au-
thentication methods, minimal privacy exposure, and real-time and
contextual assistance when they make privacy decisions. We also
noticed a discrepancy between children’s sophisticated privacy con-
trol expectations and their simple privacy control strategies when
facing privacy risks, such as unplugging devices. Then, we high-
lighted three fundamental aspects of children’s needs for privacy
controls: a sense of security to feel safe and protected, the ability
to detect privacy threats accompanied by clear and understandable
feedback, and simple, actionable solutions to effectively address
risks. Finally, we characterized an iterative reflection and action
process through which children internalized privacy knowledge
and translated it into practical control measures.

This paper makes three key contributions. First, through two
co-design workshops with 11 children, we uncovered children’s
expectations of desired privacy controls. Second, while previous
research focuses on educating privacy knowledge and concepts
to children [32], our work extends this landscape by specifically
examining how children translate privacy knowledge into practices.
We further discussed the opportunities to support this process to
enhance children’s privacy literacy development. Finally, we drew
implications on children-friendly privacy designs.

2 Related Work
2.1 Privacy Education for Children

Prior work has shown that children face significant privacy risks
online, including identity theft and cyberbullying [44, 52]. A promis-
ing approach to help children address these risks is through privacy
education. Research has primarily focused on three types of in-
terventions: (1) applications [21, 89, 96], (2) games [55], and (3)
interactive e-books [91]. Generally, the applications offer some
privacy guidelines and knowledge for children to enhance their
cognitive, situated, and thinking of online privacy issues, especially
privacy online risks [89].

Educational games and e-books offer an interactive privacy learn-
ing experience for children. For example, The Watches is a computer
game/board game hybrid, set in a fictional ‘Union City’, where chil-
dren act as secret agents to explore privacy-related scenarios [55].
“Cyberheroes” is an interactive e-book that teaches children about
various online privacy issues [91], while DOPA books combine
physical and digital elements to help early adolescents learn about
informational privacy [86]. These interactive methods engage chil-
dren actively in the learning process, making privacy concepts
relatable and easy to grasp.
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However, privacy literacy involves not only privacy knowledge
but also making informed privacy decisions. Rather than simply
listing do’s and don’ts, effective privacy education should teach
children to make autonomous decisions as they mature [32]. In
games, children often follow instructions from educators, parents,
or game guidelines, limiting their ability to learn about privacy in-
dependently. Ignoring children’s autonomy in the learning process
can reduce the effectiveness of these tools. E-books face similar
challenges, often becoming outdated due to the rapid evolution of
privacy issues online [86]. Moreover, they tend to present a fixed
view of privacy rather than encouraging children to reflect on and
shape their own privacy attitudes [19]. Privacy is not just a concept
to be learned; it is an active, everyday practice [33]. The ultimate
goal of privacy education is to empower children to control their
privacy in complex, real-world contexts. Understanding how chil-
dren translate privacy knowledge into practical control is essential
for helping them with privacy practices.

2.2 Privacy Design for Children

Children’s privacy is under significant threat in the digital age,
as apps and platforms often fail to provide adequate support. For
example, many children’s apps routinely share personal data with
trackers and ad networks, despite regulations like COPPA (Chil-
dren’s Online Privacy Protection Rule), which prohibit such prac-
tices [3, 57]. Research reveals that most family-oriented apps use
trackers, with many violating data privacy rules, creating long-term
risks for children [57]. While developers often aim to protect young
users, compromises are frequently made due to limited monetiza-
tion options and the lack of clear privacy guidelines [22]. Addi-
tionally, emerging technologies such as wearables present new and
evolving privacy risks for children [9, 37]. Despite these growing
challenges, current privacy designs fail to address children’s unique
needs effectively. Privacy features and request notifications are pri-
marily designed for adults, making them inaccessible or ineffective
for children [70, 73]. This gap highlights the lack of child-friendly
privacy design in today’s digital environments, where children’s
concerns are often overlooked, reinforcing the notion that they are
“not seen, not heard in the digital world [73]”

Moreover, there is a shortage of clear design guidelines tailored
specifically to children’s privacy needs. Dempsey et al’s research
on children designing privacy warnings demonstrates the value of
child-centered methods in improving privacy design. By involving
children in creating privacy-related warnings, organizations could
develop more meaningful and effective tools to communicate on-
line risks to young users [19]. However, efforts to address these
issues are hampered by insufficient regulatory and design support
for children’s privacy rights. There are growing calls for stronger
regulatory interventions to ensure more robust protections that
consider children’s unique vulnerabilities in the digital landscape.
Addressing these challenges requires not only improved design
practices but also prioritizing children’s privacy needs.

2.3 Co-designing with Children

Since Druin introduced a widely adopted model for involving chil-
dren in the design process—where children can take on roles as
users, testers, informants, or full design partners [20] — co-design
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has become a prevalent method in HCI and CCI research for under-
standing children’s needs and creating innovations for them. While
the roles of users and testers focus primarily on gathering feedback
or input at the end of the design cycle, the roles of informants
and design partners emphasize deeper involvement, positioning
children as equal stakeholders alongside adult designers [20]. Co-
design empowers children to propose solutions [61], facilitates a
deeper understanding of their needs [80], and encourages reflection
on technology use [13]. For instance, Wilson et al. used co-design
to help verbal children express themselves through actions and in-
teractions [80], while Wang et al. explored children’s expectations
for managing datafication through 10 co-design sessions [79]. Ad-
ditionally, Woodward et al. examined children’s conceptual models
of intelligent user interfaces [83].

In designing for children’s privacy, the principle “Nothing about
us without us” emphasizes the importance of prioritizing children’s
perspectives on privacy and security issues, rather than dismissing
their views as immature or naive [34]. One example is “The Watch-
ers; a hybrid computer and board game where children, acting as
secret agents, explore privacy-related scenarios [55]. Similarly, Ku-
mar et al. examine how games and storytelling can shape resources
for teaching children about online privacy [32]. In our study, co-
design with children enabled them to act as co-creators, allowing
us to learn their perspectives on various privacy contexts and their
needs and expectations of privacy control. On the other hand, co-
design activities also contributed to children’s literacy development
like empathy [77] and nature literacy [78]. By involving children
in several co-designing activities related to privacy, we provided a
relaxed environment where children could develop their privacy
literacy and allowed us to observe how they internalize and apply
privacy knowledge in practice.

3 Method

To answer our research questions, we conducted two five-day de-
sign workshops with 11 children (6-11 years old) to explore their
understanding of privacy, as well as their experiences and expec-
tations of managing their privacy and privacy learning support.
Recognizing the importance of parental involvement in children’s
privacy education [2, 35, 66], we invited the parents to join as co-
design partners in the final design session. Our study has been
carefully reviewed and approved by our university IRB office.

3.1 Participants Recruitment

In this study, we aimed to recruit children between 6 and 11 years
old. We focused on this age range as literature has suggested this
range to be a critically important time to educate young children
about privacy. This is because children start to gain some knowledge
and care about the basic idea of online privacy as young as 6 years
old [47]. Up to 11 years old, children value their privacy but cannot
fully understand what it means to be private online, and also have
flawed reasoning behind their understandings [6, 50, 91]. They also
show less competence in managing their online privacy settings
than older teens (aged 12-17) [8]. Prior work has primarily focused
on supporting privacy and security for children over age 12 [1, 51].
Because of these reasons, our study focused on children between 6
and 11 years old to fill the critical gap in the literature.
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Considering the interactive nature of the co-design workshops,
for the best results we aimed to only recruit in-person participants.
We posted our recruitment flyers in our local communities (e.g.,
bulletin boards in public libraries, community centers, and play-
grounds) and our local social media groups. We recruited 11 children
in total; all children speak English and come from the United States
of America. We then divided the children into two co-design groups
based on their ages, family backgrounds, and other demographic
information to ensure diversity in each group. Table 1 summarizes
the details of participants’ backgrounds and their group allocation.

3.2 Co-design Workshops

We held two co-design workshops in July and August of 2024.
The two workshops followed the same procedure. Each workshop
contained five co-design sessions, spanning five consecutive days.
Each design session had a self-contained topic and a set of activities.
The outcomes from the previous day shaped the activities of the
next day. Each design session lasted around 3.5 hours. Next, we
introduce the co-design workshop procedure and activities in detail.
The complete study guide and detailed activities in each design
session can be found in the Appendix 3.

3.2.1 Design Session 1(DS1, Day 1): Understanding Children’s Con-
ceptualization of Privacy. The goal of DS1 was to set up children’s
role as technology designers (as opposed to technology users) and
understand their current awareness of privacy and how they man-
age it in their daily lives. We began the first day by introducing
the children to the design session and asking everyone to briefly
introduce themselves to the group. We then moved on with a design
activity to initiate the discussion of privacy. To do this, we adopted
a scenario centers approach by asking the children to design a “lock”
to protect their privacy in a range of scenarios that the children
were familiar with, such as social media (e.g., Instagram), commu-
nication apps (e.g., Google Chat), video platforms (e.g., YouTube,
TikTok), learning devices (e.g., Chromebook), and smart home de-
vices (e.g., Amazon Echo, smart cameras). This activity not only
provided us with insights into children’s perspectives on privacy
and protection but also introduced them to the role of a designer
and encouraged them to proactively think about how to design for
privacy protection.

To engage the children deeply with various privacy concepts
and help them understand abstract privacy concepts, we narrowed
the wide range of scenarios down to one specific context (in line
with prior work [79], i.e., smart home devices for the two subse-
quent design sessions. We chose smart homes primarily for the
following two reasons. First, as context is essential for children’s
comprehension of privacy [32], investigating how children interact
with privacy risks in familiar environments is critical for creating
effective privacy protection strategies. Through DS1, in line with
the findings from prior work [14, 70, 72], we noticed that all chil-
dren were familiar with smart home devices, with some of them
considering smart home devices as an integral part of their family
lives. As a result, using smart homes as a scenario provides a unique
opportunity to engage all children actively in the design process.
Second, smart home devices offer a special context for both online
and offline challenges, especially for children [43, 90, 97]. For exam-
ple, children may use smart speakers to access online information
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ID Age Grade Gender Ethnicity Speakers Usage Parent involved Workshop
Emma 9 3 Female  Asian Extensive Mother WS1
Ethan* 7 2 Male Asian Frequent Mother WS1
Grace® 7 2 Female  Asian Frequent Grandmother WS1
Leo# 9 4 Male Asian Frequent Mother WS1
Lucas# 6 1 Male Asian Minimal Mother WS1
Mia 10 5 Female  Asian Frequent Father WS2
Chloe 9 4 Female = White/Asian Frequent Mother WS2
James 11 5 Male Asian Extensive Mother WS2
Lily 10 4 Female  Asian Extensive Mother WS2
Jack 9 4 Male Hispanic/Latino Origin  Frequent Father WS2
Henry 8 3 Male White Minimal Mother WS2

Table 1: Participants demographics. Siblings are denoted by * and #; C04 and C05 shared their mother during DS5. “Speakers
usage” means the child’s familiarity and use of smart speakers, such as Amazon Echo, Google Home, or similar voice assistant
devices; Minimal: they’ve tried using one a few times, but they don’t engage with it regularly. Moderate: they use a smart
speaker occasionally, but it’s not a significant part of their routine. Frequent: they use a smart speaker regularly for tasks like
listening to music or asking questions. Extensive: they rely on a smart speaker daily and understand how to use more advanced

features or settings.

(e.g., weather, asking questions) and purchase items. At the same
time, smart home devices are equipped with various sensors (e.g.,
microphones, cameras), enabling them to collect data of family
members and raising significant privacy concerns [27]. As a result,
smart homes naturally present a complex environment with dif-
ferent aspects of privacy issues, such as online and offline privacy,
children’s privacy, and the privacy of other family members, and
different types of data collection.

In the following DS2 and DS3, we situated our design activities
in the context of smart homes to dive deeply into children’s under-
standing of privacy and lay a solid foundation for different aspects
of privacy (as discussed in the next two sections). Building on the
knowledge, we further encouraged children to broaden their per-
ceptions and designs to broader privacy challenges across various
technological contexts in DS4 and DS5.

3.2.2 Design Session 2 (DS2, Day 2): Identifying and Mitigating
Privacy Concerns. The activities in DS2 aimed to understand how
children control their privacy in their everyday lives. Children first
freely interacted with an Amazon Echo while we observed their
interaction. They then discussed potential privacy issues they may
encounter in their interaction and collaborated with us to design
possible ways to mitigate these issues. We used a series of design
techniques to facilitate the collaboration. For example, we used Big
paper technique, a form of scenario-based design in which each
design group uses props (e.g., removable whiteboard, easel pads,
and craft materials) to act out a scenario [4, 79]. To understand
children’s desired privacy control mechanisms, we further asked
the children to design a button, a tangible artifact that would help
them protect their privacy while using Amazon Echo.

3.2.3  Design Session 3 (DS3, Day 3): Understanding Privacy Dynam-
ics Beyond Individuals. In DS3, our goal was to continue exploring
children’s understanding of privacy in smart homes and expanding
the concept of privacy beyond that of individual users, then con-
duct co-design activities to understand how children would design
privacy protection mechanisms with a broader conceptualization

Figure 1: Children interacted with the prototype during DS
3. A. The first workshop. B. The second workshop.

of privacy. To help children understand the smart home ecosystems
beyond individual users, we designed an interactive prototype that
demonstrated how smart speakers collect, transmit, and process
their conversation [67] with other stakeholders in this ecosystem.
This technique was inspired by prior work [79, 87]. For example,
Wang et al. used mockups of changes to mechanisms in the YouTube
to facilitate children’s discussion on their needs when navigating
through datafication practices and deriving age-appropriate design
implications. Given that many privacy concepts are highly abstract
and hard to understand for children, we intended to use the proto-
type to clarify abstract privacy concepts and as a prompt to inspire
children’s design ideas.

The design of the prototype in DS3 is grounded in Kumar’s pri-
vacy literacy framework [33]. This framework defines information
flow as the foundational step in helping children understand pri-
vacy. As such, the prototype focuses on visualizing the information
flow in a simplified smart home ecosystem (Figure 1).

At the beginning of DS3, we presented the prototype to the
children and allowed them to freely interact with it. After every
child had a chance to try the prototype, we conducted a focus group
in which the children reviewed the prototype and brainstormed
their own ideas to revise the prototype. The results shed light on
children’s desired privacy knowledge, particularly related to the
privacy of stakeholders beyond themselves.
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3.24 Design Session 4 (DS4, Day 4): Empowering Privacy Control.
The first three design sessions focused on building children’s foun-
dational privacy knowledge. The goal of DS4 was to understand
children’s desired privacy controls. We started the day with a focus
group, in which we guided the children to recap the foundational
privacy knowledge from the first three days. We then encouraged
them to design a tool that “teaches other children the most impor-
tant thing when controlling your privacy”, allowing us to closely
examine children’s needs and priorities in privacy controls. During
the process, we asked the following guiding questions to initiate
the design: 1) “Who will use your design? Why?” 2) “What do you
think is the most important thing about privacy?” 3) “How will your
design teach them? Show or provide something?” 4) “When and where
will they use your design?” We assisted them in articulating their
ideas and provided other help (e.g., cutting cupboards) as needed.

Upon completion, we asked everyone to create a poster to orga-
nize their thought process and present their designs as a way for the
children to document and reflect on the process. In the meantime,
the poster was also used in the forthcoming activities in DS5 to
receive feedback from their parents.

3.2.5 Design Session 5 (DS5, Day 5): Refining and Presenting Privacy
Solutions with Parents. The goal of DS5 was to allow the children
to reflect on their experiences in the first four days and iterate on
their designs of privacy controls with their parents. We started by
recapping the content of the previous four design sessions with
both the children and their parents. Then, the children presented
their poster to their parents and other children and answered any
questions they may have. Following the presentation, the children
and their parents worked together to refine their design ideas,
prototypes, and posters, before giving a final presentation and
participating in a Q&A session. This activity gave the children an
opportunity to iterate their privacy control design with their parents
and, at the same time, provide us with insights into how parents’
involvement impacts children’s privacy learning and control.

Upon completion, we offered each participating child $100 and
each participating parent $25 Amazon gift card. Additionally, we
also offered all participants the opportunity to participate in a
series of follow-up educational and research programs hosted by
our research lab, as all participating children and parents considered
the design workshop “educational” and “insightful”

3.3 Data Analysis

We recorded the video and audio for the entire workshop with
the children’s consent and their parents’ permission. We also pho-
tographed all children’s sketches and prototypes and took notes as
needed. In total, our study resulted in 35 hours of video recording
and 892 images. We first transcribed the videos using Kaltura!, and
then the co-authors reviewed and corrected the transcriptions. We
followed previous research practices to analyze the session record-
ings [69, 87]. We captured both textual content and relevant visual
data (e.g., a child pressing a button on the Amazon Echo or using a
camera cover) and linked these details to the children’s sketches and
field notes. The remaining co-authors then verified the accuracy

!Kaltura is a FERPA-compliant video content management system approved by our
university technology office and IRB office. The use of Kaltura was included in the
consent form and assent form for participants’ awareness.
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of the transcriptions and the established links. We then organized
all the data chronologically based on the design sessions (i.e., all
data belonging to one design session was grouped) and the partic-
ipants (i.e., all data belonging to one participant across five days
was grouped, such as each participant’s design ideas, sketches, pro-
totypes, and field notes). This approach provided a comprehensive
view of the workshop and enabled us to trace each participant’s
development in privacy literacy over the sessions.

We then conducted a thematic analysis on the transcriptions
and notes [7]. For the visual data, we applied narrative analysis to
construct participants’ design narratives and explored how they
visually represented their design ideas and learning processes [59].
Two coders thoroughly reviewed all video transcripts and images
multiple times and coded the data. The research group analyzed
the data from the first workshop collaboratively and created an
initial codebook with preliminary codes for each design session
(e.g., privacy control expectations, judgments on privacy contexts,
and privacy protection practices). In this collaborative process, the
group discussed any disagreement thoroughly to reach a complete
agreement. This process also aimed to ensure that we covered all
the aspects of our data and the links among them, given the multiple
types and sheer volume of our data. Then, one researcher coded
the second workshop independently using the initial codebook.
Upon completion, the group reviewed the codes together, discussed
any disagreements, and refined the codebook as needed until a full
agreement was reached. In this process, we did not observe new
clusters of codes emerge, suggesting that thematic saturation had
been reached and that our data effectively covered the key aspects
of our research questions [62]. As we collaboratively completed the
coding in multiple rounds and reached a complete agreement, the
inter-coder agreement was not required [45]. The codebook can be
found in the Appendix 2.

3.4 Ethical Considerations

As our research involved minors between the ages of six and eleven,
we paid extra attention to our research ethics. Before the workshop,
we ensured that all parents and children were well informed of the
study procedure, their rights, and measures they could take when
withdrawing from the study was desired. During the workshops,
similar to prior work [35, 36], we developed three strategies to
help children protect their privacy: (1) we employed child-friendly
language to remind them not to share sensitive information; (2)
when discussing sensitive topics like passwords or personal pri-
vacy, we instructed the children not to share specific details with us
first, then we had a discussion; (3) if a child showed any tendency
or behavior toward leaking private information, we immediately
reminded them not to share private information. We then reported
the incident to the parents after the session. Following the work-
shop, we conducted follow-up interviews with all parents to answer
any questions they had and provided suggestions as needed.
When storing the data for analysis, we followed the guidelines
from our university technology Office closely by using university-
approved software and cloud services, using pseudonyms or par-
ticipant codes instead of real names, and anonymizing personally
identifiable information during analysis and reporting.
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3.5 Limitation

There are various limitations in our study. First, we had 11 child
participants, which might seem to be a small number; however,
this is consistent with prior participatory design research with
children (e.g., [5, 32, 69, 88]). We held continuous five-day work-
shops. Compared to single or widely spaced sessions, continuous
workshops supported sustained and coherent learning for the chil-
dren, allowing them to reflect on their experiences. This format
also enabled us to observe the children’s complete learning pro-
cess. Since this study required in-person participation, we recruited
children from the town in which our university is located. As a
result, our participants and their families are skewed toward highly
educated, Asian-affiliated families. This demographic focus, com-
mon in similar studies [69, 87], limits the generalizability of our
findings. However, our participants represented different levels of
prior knowledge about privacy, allowing us to collect diverse in-
sights. Future research can address this limitation by recruiting a
broader demographic to explore potential cultural differences in pri-
vacy perspectives. Additionally, as a qualitative study, our research
shared the limitations common to qualitative methods. It lacked
generalizability, and personal experiences and interpretations can
introduce bias and constraints. Although we encouraged children
to share openly, their responses may still have been influenced by
peer pressure, social expectations, or other personal factors [18].

4 Results

In this section, we present findings on children’s varying levels of
perception across different privacy contexts, how they translate
privacy knowledge into practices, and their expectations of privacy
management and protection.

4.1 Understandings of privacy

The first theme is related to children’s varying levels of privacy
perception across different contexts. We further categorized these
perceptions into three main categories based on Livingstone’s pri-
vacy framework, including interpersonal privacy, institutional pri-
vacy, and commercial privacy [66]. We found that children played
dual roles depending on the context, indicating their multifaceted
view of privacy as something that shifts across interpersonal, in-
stitutional, and commercial settings. In the following sections, we
present the details.

4.1.1 Interpersonal Privacy: Understanding and Curiosity. Interper-
sonal privacy refers to privacy between an individual and other
individuals or groups. The children in our study demonstrated a
strong understanding of interpersonal privacy in three contexts,
i.e., in their rooms, regarding their passwords and accounts 2.
Interpersonal Privacy Ties to Children’s Physical Privacy.
Children’s understanding of interpersonal privacy is often strongly
associated with physical privacy. In DS1 of both workshops, when
we asked children about their thoughts on privacy, all their answers
associated the term “privacy” with examples like body privacy,
bathroom, and their rooms, echoing the finding of Oates et al [48].

ZFor children, passwords encompass both accounts and devices, but when they refer
to “accounts,” they are specifically talking about online accounts, aligning with Zhang-
Kennedy et al [94].
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Testing Interpersonal Privacy Boundaries with Passwords.
Interestingly, despite their awareness of privacy, many children
attempted to test the boundaries of privacy by trying to break
other family members’ passwords. Children often viewed this as a
challenge, especially when their families set strong privacy bound-
aries (e.g., consistently refusing to grant children access to their
accounts). Sometimes, family members do not have strong protec-
tion for their personal information, especially passwords. Children,
driven by curiosity, found loopholes and exploited them both offline
and online. For example, when we talked about passwords, Leo com-
plained about how his family tried to keep passwords away from
him, which only motivated him to figure them out: “Every time my
family tries not to let me know what their passwords are...Sometimes,
I figure them out from older passwords, and they forget they’re trying
to keep the passwords away from me and accidentally say that while
I ask them for the passwords. On my dad’s computer, he said ***3.
But then I figured it out because he forgot about it again... I figured
out the new password is ***” (Leo, 9, M, DS1, WS1).

4.1.2  Institutional Privacy: Blind Trust. Institutional privacy refers
to privacy between an individual with a public or third sector (not-
for-profit) organization. In our study, the children discussed their
privacy perceptions about their schools and the online learning de-
vices (e.g., Chromebooks) provided by their schools. They showed
very little concern about their information (e.g., names, ages) being
collected by the devices provided by schools and online learning
platforms on the devices. For instance, Lily said, “They (Chrome-
books) know my name, my age, my last name, and probably they
know more. I'm OK with it” (Lily, 10, F, DS1, WS2).

We consider this phenomenon as children’s “blind trust” towards
certain institutions, particularly schools. After learning privacy con-
cepts in class, they tend to develop trust in the institution without
critically questioning the extent or limits of that trust. Interestingly,
we noticed that this blind trust extended to us (the researchers), as
the children considered the researchers as university representa-
tives, and thus were trustworthy. For example, when we asked the
children if they had their own passwords, Lucas told us the pass-
word of his iPad?. When we asked why, Lucas just said, “because
you are the teacher, from the university” (Lucas, 6, M, DS2, WS1).

4.1.3  Commercial Privacy: Ambiguity and Uncertainty. Commercial
privacy refers to privacy which is between an individual and a com-
mercial (for-profit) organization (“commercial privacy”). Compared
to institutional privacy, the children were more sensitive to their
information being collected by commercial entities (e.g., Google,
Amazon, and social media companies). In DS3, a few children dis-
cussed the commercial privacy issues related to selling personal
information. James said, “They’re not really hackers. They’re just
advertising,” (James, 11, M, DS3, WS2) while Chloe added, “So then
they can sell the information to Spam also. And then Spam will call
you” (Chloe, 9, F, DS3, WS2).

Yet, it should noted that children often do not know the details
regarding commercial privacy. For example, many children were un-
certain about “who” were the entities that collected their data, thus

3When the child mentioned such passwords, we stopped them, advised them not to
share passwords again, and deleted the password from the recording.

4Similar to prior incidents, we paused the session, explained to the children, and
removed the information from the recordings.
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often mixed different companies. During a discussion about a boy
using Amazon Echo, when asked who would collect the boy’s data,
many children were unsure, with Jack responding, “Google!” (Jack,
9, M, DS1, WS2).

4.2 Children’s Expectations in General Privacy
Management

One key finding of our study relates to children’s expectations on
how to manage their privacy and protect themselves from various
privacy risks. Their designs centered around their right to know
about privacy-related matters, preferences for strong authentica-
tion, and their desired support for privacy decision-making.

4.2.1 Expectation: Stay Aware. Through their designs, the children
showed a strong desire to know different aspects of their privacy.
We identified two key aspects of their desires, including understand-
ing what has happened to their data and receiving potential risk
notifications, and grasping the broader context behind interactions,
such as the information flow and the stakeholders involved.

Staying Informed of Potential Risks. Children expressed
their desire to receive timely notification about potential privacy
risks. They wanted to know any signs related to possible privacy
risks or leakages, particularly those that might compromise their
personal information or physical safety. For instance, in DS3, as
Figure 2A shows, Leo described a lock that, “if you set the camera
to destroy mode, it will see if the person is an intruder or not” (Leo, 9,
M, DS3, WS1). Mia designed a lock that alerts users when incorrect
passwords are entered (Figure 2B). Grace suggested a recording
system for locks, where users can retrieve and review messages the
next day to learn what happened. Children also emphasized the
importance of receiving timely notifications about privacy risks.
Mia proposed a system that uses a tracker and camera to send alerts
if someone steals a key. Ethan, Grace, and Mia designed a system
that sends a notification if a key isn’t used within a set time frame,
“There’s going to be a lock and a time limit screen. And then, right here,
there is going to be a key to open it. And then, if the person doesn’t
open it, it’s going to send a notification” (Mia, 10, F, DS2, WS2). Lucas
and his mom created a button with a “beep” sound to alert him to
potential online privacy risks.

Understanding a Big Picture of the Privacy Ecosystem.
Even though most children showed a basic level of understanding
of privacy, they still expressed curiosity about the “big picture” of
the ecosystem regarding their privacy, such as which entities were
involved in the ecosystem and how data flew among these entities.
We learned this need from several children’s designs. For example,
Leo wanted more details about the various stakeholders involved in
information transfers , “I wanted more examples, like fake products,
fake information, and fake warnings” (Leo, 9, M, DS3, WS1). Emma
proposed a website that explains the data transfer process behind
Amazon Echo. Ethan suggested a 3D model to visualize the flow
of information, while Henry used a car analogy to illustrate the
direction of data flow, “I think we should put a car on here [pointed his
finger at the information flow]. There’s a switch. If you look in here, it
goes on here [pointed his finger at an information recipient]” (Henry,
8, M, DS3, WS2). As Figure 3B-i shows, James created a visualization
to show where personal data goes when posted on social media.
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4.2.2  Expectation: Strong Authentications. All children in the work-
shop have developed a sense of strong authentication to safeguard
their personal information. In their designs of locks and private
use of Amazon Echo, they expected to have similar measures to
safeguard their private information. They primarily suggested three
types of authentication, i.e., biometric authentication, multi-step
authentication, and adaptive authentication.

Biometric Authentication. The majority of children showed a
strong preference for biometric authentication methods, such as fin-
gerprints, facial recognition, and iris scanners. Emma, Jack, Chloe,
and Leo also chose biometric authentications when designing their
locks (Figure 2). They believed that passwords and keys could easily
be lost, forgotten, or cracked, whereas biometrics, being unique to
each individual, provided a more secure and trustworthy protection
method. For example, Emma designed a lock for money by using a
tail printer (Figure 2C-i), and she explained, “But they might steal
the key. Yeah, but they can’t do the tail print” (Emma, 9, F, DS1,
WS1). Leo envisioned a system that could recognize faces and even
adapt to changes, such as recognizing a newborn as they grow.
“You have to take photos and then install them. It’s not that hard. So
they [the lock and the system] know who it is, and you could always
make new people if you have a newborn” (Leo, 9, M, DS1, WS1). He
also selected Al to program this system because he wanted it to
update continuously, ensuring security while adapting to changes
in appearance.

Multi-Step Authentication. Children’s designs suggested their
expectations of using authentication that combines multiple meth-
ods for added security. Jack designed a lock that required four steps:
a rotating mechanism (Figure 2D-i), a password (Figure 2D-ii), an
eye scan (Figure 2D-iii), and a fingerprint scan (Figure 2D-iv). Emma
created a shell for her toy monkey’s use of smart home devices,
which involved a keyhole, a trail print, and a password, “This should
be a wire that you plug in, you also plug it into the lock, and then you
go to upload tail print, and then you click upload tail print, and you
put your tail print on the circle, this scoring shows upload tail print,
it’s loaded, it’s 80%. Once it’s 100%, it’s loaded, and you can use your
tail print to unlock it. You have to go through the three stages” (Emma,
9, F, DS2, WS1). Grace devised a personal box that used a key, pass-
word, and hidden battery placement, only known to her, to secure
her privacy, “I pick up the key, and I get a door password, and I put a
battery for the door password” (Grace, 7, M, DS5, WS1).

4.2.3  Expectation: Minimal Privacy Exposure. When the children
were prompted to design a privacy-enhancing feature for smart
home devices in DS2, they expressed a clear desire to minimize
data exposure and control the information collected by smart de-
vices. Emma, for instance, suggested deleting all data Amazon Echo
collects within five hours, explaining that this would prevent some-
one from hacking into the device and using personal information
for malicious purposes. She emphasized, “So no one can hack into
Alexa...there will be privacy” (Emma, 9, F, DS3, WS1). James echoed
similar sentiments, advising users to avoid sharing private infor-
mation online, not to create accounts, and to avoid engaging in
comment sections for safety.

To some extent, children demonstrated high sensitivity to cam-
era usage in smart devices. Henry stated that he only used his
smartwatch’s camera because it was not connected to the Internet.
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Figure 2: Children’s sketches and prototypes of lock designs: A. Leo’s: A lock equipped with a camera for facial recognition
and a shotgun to deter intruders. B. Mia’s: A lock featuring a keyhole and password. It alters functionality if compromised. C.
Emma’s: A lock designed for monkeys, incorporating a keyhole and a tail pointer. D. Jack’s: A multi-component lock with a
password, eye scan, fingerprint scan, and rotating mechanism.
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Figure 3: Children’s posters and prototypes designed to teach others about privacy: A. Emma’s: A button that eliminates spam,
phishing attempts, and hackers. B. James’s: A visualization showing the flow of information on social media, accompanied by a
story created with his mom. C. Henry’s: A robot with pointers to identify and present true and false information online and
offer real-time assistance when surfacing online. D. Lily’s: A robot named Scammer Scanner with a daily privacy tip box that
helps detect scammers and alerts users through a speaker. E. Jack’s: A privacy tip board that automatically provides suggestions

for teachers to educate students about privacy.

Lily said, “Alexa can hear you, something that was about you. Alexa
can see you do anything if you forget the camera. Someone can hear
Alexa. So they know about you” (Lily, 10, F, DS2, WS2). James added,
“Alexa can see your house through the camera if you'll turn it off. So
people know where you are, technically. Put that near a window, or
they can see the approximate place” (James, 11, M, DS2, WS2). To ad-
dress their concerns, children demonstrated creative ways to limit
the data collection and capabilities of devices. Chloe designed a
box with a one-way mirror for the cameras on smart home devices,
so “It can’t see anything, but you can see through” (Chloe, 9, F, DS2,
WS2). Similarly, both Lily and Henry designed a double-layered
box to prevent the cameras on smart home devices from seeing or
collecting visual information. In another approach, Emma and Leo
designed a button for smart home devices, so “you could just mute
it” (Emma, 9, F, DS2, WS1), giving users control over when smart
home devices can listen or watch.

Children’s awareness of camera privacy heightened after discus-
sions in DS2. When interacting with Amazon Echo in DS3, Ethan
proactively turned off the camera and got agreement from all the

children. Lily, who designed a robot to provide computer-use as-
sistance, specifically pointed out that “there is no camera on the
robot, so it can’t see you” (Lily, 10, F, DS5, WS2), further demon-
strating the children’s preference for devices that limit visual data
collection (Figure 3D).

4.24 Expect Real-Time and Contextual Assistance to Make Privacy
Decisions. In addition to understanding the privacy situations, chil-
dren also expressed a clear need for real-time, context-based support
when making privacy-related decisions. Many children needed as-
sistance, especially when adjusting privacy settings or deciding
how to share personal information. Ethan envisioned a website
that provides privacy knowledge and specific recommendations
for privacy management. James designed a system for social media
that helps users understand where their data goes after posting
or commenting (Figure 3B-i). Additionally, as Figure 3B-ii shows,
he offered practical privacy tips, such as never trusting strangers
online, using VPNs when browsing social media, and avoiding the
sharing of personal information. Figure 3E shows that Jack designed
a privacy tip board that automatically provides suggestions when
students need to make privacy decisions.
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In DS5, by involving parents, we also gained insight into what
parents expected for their children’s privacy management in their
daily lives. Parents echoed these sentiments, expressing more sup-
port for their children, particularly when navigating online spaces.
As Figure 3D shows, Lily proposed a robot equipped with a speaker
to notify users of potential scams, describing it as, “It can help you
know if there’s a scammer, it has a speaker to let you know about
the scammer” (Lily, 10, F, DS5, WS2). Lily’s mother extended this
idea with a “Tips Box” (Figure 3D-i), offering children privacy-
controlling tips every day.

Henry designed a robot that assists with online shopping, telling
users whether to input certain information, such as their address (Fig-
ure 3C). His mother added that the robot could also guide users on
which data was necessary to share for purchasing (e.g., address for
delivery) versus information that could be withheld (e.g., phone
number or birth date). This design helps users make informed deci-
sions about what to disclose, ensuring they balance privacy with
practical needs like receiving packages.

4.3 Children’s Expected Privacy Protection
Process When Facing Risks

In addition to children’s general expectations of privacy manage-
ment strategies, we also noticed children’s expectations of how
they should handle privacy issues when facing privacy risks.

4.3.1 Sense of Security. Children expressed a strong desire to feel
secure when confronting privacy threats. Many envisioned “om-
nipotent designs” to safeguard their privacy. For instance, Grace
designed a lock with a “super spy guy” who would physically remove
a stranger if they tried to breach the lock, while Leo envisioned
a button that would create a 100-meter radius jam to disable any
incoming privacy threats like viruses or hackers. Mia also imagined
a button that could be activated when privacy threats like hacking
or scamming were detected. She described it as “will be used when
you are hacked or scammed, bugs and more are found or detected. The
button can change and reset passwords, hackers, et cerate” (Mia, 10,
F, DS5, WS2). These designs highlight the importance of making
children feel that their privacy is being actively protected.

4.3.2  Privacy Threat Detection and Understandable Feedback. Many
designs focused on autonomous detection paired with actionable
alerts, highlighting the importance of tools that could intelligently
identify and address privacy threats. These privacy threats include
fake information, scammers, hackers, and spam. Henry envisioned
a robot that could discern truthfulness online, stating, “I made a
robot that will tell you if what it is true or if it [is not]... people don’t
tell you what’s true on the computer” (Henry, 8, M, DS5, WS2). Leo
iteratively refined his design across sessions. In DS4, he suggested
a warning system: “A warning that will say you are getting hacked.
So then you can just press” (Leo, 9, M, DS4, WS1). By DS5, Leo added
further sophistication, explaining, “If a device is trying to connect to
your device, but that device is connected to a different Internet away
from yours, or close to yours, it will warn you that somebody is trying
to hack into your device” (Leo, 9, M, DS5, WS1). Lily designed a
robot that detects scammers and alerts users through a speaker. Her
mother expanded on this by Al-supported functionality (Figure 3D),
noting, “And because it is AI-supported like my daughter said, now it
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can talk with you. It can help you and it can explain to you why this is
spam and why this is not spam”. These concepts illustrate children’s
and parents’ desire for proactive systems that detect privacy threats
and also provide understandable, real-time feedback.

4.3.3 Easy to Handle. Once aware of potential privacy threats,
children preferred simple and intuitive tools to neutralize them.
For example, in Leo’s design, after knowing the hacker, you just
need to press the button then the hacker would be removed. Emma
developed a “Bug Clear Button” (BCB) that users could press to
eliminate spam, phishing attempts, and hackers. She explained her
idea as “If you have bugs you just push the BCB and all the bugs
are gone” (Emma, 9, F, DS5, WS1). Her design showcased her so-
phisticated understanding of multi-layered digital threats and, at
the same time, her simple approach to addressing these threats by
pressing the button. Additionally, children often choose immediate
disconnection as a response to privacy risks. Strategies included
turning off devices, unplugging them, or disconnecting the Inter-
net or intruders, which they perceived as sufficient measures to
regain control. For example, Emma designed a button to eliminate
spammers and hackers (Figure 3A), while Lily envisioned a robot
that would delete scammers automatically (Figure 3D). Children
also preferred the interaction they were familiar with, like mouse
and clicking. Leo designed a computer mouse-like device with stan-
dard functions such as left-click, right-click, and scroll, alongside
a dedicated “disconnect” button. He explained, “If you press the
disconnect button and there are no hackers, you’ll just do nothing...
sometimes it’ll give you a message saying there are no hackers to
disconnect” (Leo, 9, M, DS5, WS1).

Unlike their desire to learn about privacy management skills and
their sophisticated strategies, children’s privacy protection strate-
gies when facing potential privacy risks remained straightforward
and focused on eliminating the threats. This comparison suggested
a critical gap in children’s privacy literacy development - how can
children’s ability to turn their privacy management skills into ef-
fective privacy protection strategies be better supported? We will
discuss this point in detail in Section 5.

4.4 Children’s Privacy Learning Process:
Internalizing Privacy Knowledge

Internalization refers to how children absorb privacy knowledge
and apply it independently. Rather than focusing on “what” they
learn, internalization is closely related to “how” they learn and what
the process looks like. In our study, we observed three key steps
during children’s internalization of privacy knowledge, including
establishing privacy autonomy, translating privacy knowledge into
concrete designs, and adapting their strategies to different contexts.
We present the details below.

4.4.1 Establishing Autonomy in Privacy. The children in the study
generally started their internalization by establishing autonomy in
privacy, meaning that they tried to make privacy personal. Estab-
lishing autonomy means that children understand privacy concerns
are relevant to themselves and recognize the need to control their
privacy. This autonomy serves as a key motivator in children’s
privacy learning. We observed the following three strategies that
the children used to establish autonomy.
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Foster Ownership of Privacy. Having a sense of ownership
is the first step in fostering autonomy of privacy. In DS1, when
discussing privacy, children often used terms like “my,” “your,” and
“our” to highlight personal control over spaces and belongings.
For example, when asked about privacy in their daily lives, most
children mentioned their rooms first. Lucas remarked, “It is your
room,” (Lucas, 6, M, DS2, WS1) while Ethan added, “It is his room,
he owns it” (Ethan, 7, M, DS1, WS1). As the workshop progressed,
we also noted children’s increasing usage of the terms “my” and
“our” to emphasize their privacy widely. In DS1 of both workshops,
children only used these terms to discuss what privacy is, then in
DS2, children started to use the same terms to refer to their personal
boundaries. For example, Emma used “my privacy” when she did not
want to share her drawings with others. They also used “that’s our
privacy” when they found the cameras. Furthermore, in DS2 of the
first workshop, Emma, Ethan, Grace, and Mia built a privacy space
using removable whiteboards and desks (Figure 4). They described
it as “our privacy space.” From DS3, they frequently referred to
this personal space as “our privacy space” and refused others to
enter these spaces. During the workshop, children increasingly
recognized and asserted ownership of their privacy, reflecting a
growing sense of control over their privacy and boundaries.

Establish a Sense of Privacy from Everyday Objects. As an
abstract concept, privacy can be difficult for children to understand.
In our study, all children’s understanding of privacy started with
items or objects that they were familiar with in their daily lives, such
as their houses or their rooms. Oftentimes, some children also used
analogies as a medium to understand privacy. For example, when we
discussed the information flow behind Amazon Echo, Leo provided
an analogy to help his little brother understand the concept of
information and hackers, “The information is in a store, and hackers
are like thieves” (Leo, 9, M, DS3, WS1). By mapping the concepts of
information and hackers to a story and thieves, respectively, Leo
was able to summarize a fairly accurate understanding of privacy.

Another related trend we observed is that children initially fo-
cused on visible, physical objects, such as cameras and private
rooms, before expanding their thoughts to more abstract objects,
such as online accounts and passwords. For example, when dis-
cussing how to mitigate privacy risks for Amazon Echo, children
in both workshops consistently suggested blocking the cameras
before considering other options, such as changing privacy settings,
switching accounts, and limiting device access.

Mixing Privacy and Safety. When discussing privacy, children
naturally mixed the concept of privacy with safety. They reacted
strongly to the potential negative consequences of their safety,
such as being scammed, hacked, or losing money. For instance,
when asked who might be interested in the information Amazon
Echo collected, the children listed several threats, including hackers,
scammers, and kidnappers. Emma said, “Maybe hackers, robbers, or
kidnappers” (Emma, 9, F, DS2, WS1), and Mia added, “Also criminals,
evil people, cutters” (Mia, 10, F, DS2, WS2). Emma added further,
“Bad people could use that information to hack you, rob you, or even
kidnap you” (Emma, 9, F, DS2, WS1). This concern for personal
safety strongly influenced their approach to designing privacy pro-
tections. Many children focused on eliminating safety threats. For
example, Leo designed a shotgun to prevent intruders from un-
locking his personal items, while Lily envisioned a robot capable
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of deleting scammers (Figure 3D). Parents also reinforced these
concerns. In DS5, James’s mother highlighted the financial risks by
emphasizing “bank accounts lost, money lost” as part of their design,
drawing attention to the broader security implications associated
with privacy (Figure 3B-iii).

4.4.2 Translate Knowledge into Concrete Designs. Another key step
for children’s privacy learning is to translate their knowledge into
concrete designs. In the study, we focused on understanding how
the children’s knowledge influences their design process and the
design outcomes, their thought process, and how their approaches
evolved across different design sessions. We found that in each
design session, children were able to reflect on their designs from
previous days, identify new privacy issues, and come up with new
solutions to mitigate those issues.

For example, as the workshops progressed, we observed how the
children began to put their understanding of privacy into practice,
particularly during break times when they were free to play. In DS1,
after discussing the concept of privacy, some children created a
“privacy space,” setting rules such as verifying who had access. As
Figure 4A, B show, they set a small entrance to control the access
of the “privacy space”. This process demonstrated how they started
to translate the discussions around privacy into practical actions,
reinforcing their ability to control access to their personal spaces.
By DS2, three children had controlled the “privacy space” in our
lab together. They have established clear boundaries and refused
others to enter without their permission (Figure 4). In DS3, they
further implemented new controls for the “privacy space” by setting
a password for entry and designating a single entrance for easier
management (Figure 4A, B). They treated this physical space as
containing “private information,” enforcing the use of the password
for anyone wanting to enter or exit. To safeguard the space, they
also volunteered to take turns as security guards (Figure 4C, D, E)
and set clear rules, such as not sharing the password with others.

Interestingly, they also demonstrated evolving strategies to han-
dle different situations. For example, in DS3, after giving one re-
searcher the password and allowing them to enter their “privacy
space”, the children demonstrated thoughtful consideration when
the researcher requested to take a photo of their whiteboard. Before
agreeing to the request, the children asked who else could access
the photo. After receiving a satisfactory explanation, the children
gave the researcher permission to continue recording.

The constant reflection also allows the children to discover new
privacy issues that were not noticed previously, as illustrated by
children’s attitude toward camera usage during the design work-
shops®. At the start of the workshop in DS1, children were informed
of the camera recording as part of our data collection. None of the
children questioned the presence of the cameras. After the dis-
cussion around privacy and the design activities in DS1, at the
beginning of DS2, some children immediately noticed the camera
usage. They reacted by saying, “Hey, it’s our privacy!” and inquired
about the purpose of the cameras. We explained the purpose of our
data collection and why it was necessary for the research, then ob-
tained their consent again before we continued the session. The two
examples showed children become curious about the contexts in

5The camera is owned by our lab and is used for collecting video and audio data, as
we discussed in the Method section.
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which privacy resides and make privacy decisions based on actively
sought information.

These voluntary progressions in children’s privacy knowledge,
awareness, and ability to take action showed how children were able
to reflect on the discussion and design activities in the workshop and
act accordingly based on their reflections. This reflection and action
process has been observed among multiple children in both design
workshops, suggesting a consistent pattern in children’s privacy
learning. We will further unpack this point in the Discussion 5.2.

4.4.3 Develop Context-Based Privacy Skills. As the workshop pro-
gressed, children showed an increasing ability to differentiate be-
tween various privacy contexts, indicating a context-based un-
derstanding of privacy. We also observed several factors that the
children used to assess the contexts, including timing, stakeholders,
and the nature of information.

Timing. Children appeared to assess the context and the privacy
issues based on timing. Initially, when they focused on physical
privacy, they used timing to determine what was considered private.
For instance, Emma emphasized that her room felt private when she
was out while Mia noted that her room was private only at specific
times of the day, not at night or early morning. James highlighted
the bathroom as a private space, “especially when occupied” (James,
11, M, DS1, WS2). After the children engaged in more discussions,
they used timing to assess the privacy situation of their digital
privacy. For example, Lily mentioned, “Because Alexa can listen at
any time. So if you’re talking about something private, I normally
close it” (Lily, 10, F, DS1, WS2). Similarly, Henry, Chloe, and Jack
proposed time-based controls to protect privacy when using smart
home devices, such as turning them off when sleeping or away.

Stakeholders. Another factor that the children considered when
assessing the privacy situation relates to the stakeholders that were
involved in the situation. They expressed a high level of trust in
family members, such as parents and siblings, and were comfortable
sharing their personal information with them. As discussed in Sec-
tion 4.1.2, their trust also extended to teachers who they believed
would handle their privacy responsibly. Additionally, the children
clearly differentiated sharing information with those they trust
(e.g., family members and friends) from strangers. Emma empha-
sized this, saying, “Why do I keep a password secret from my family
members? But it’s obvious for strangers” (Emma, 9, F, DS1, WS1).
This distinction between trusted and untrusted individuals was also
critical for some children when assessing privacy situations online.
James stated, “Don’t trust anyone online,” (James, 11, M, DS3, WS2)
while Lily warned against trusting gamers and scammers, saying,
“They can take your info” (Lily, 10, F, DS3, WS2).

Some children considered the stakeholder the only key factor
that affected their privacy decisions. For example, Chloe designed a
simulation game in which children would try to separate the “good”
players from the “bad” ones and decide with whom to share their in-
formation. In this game, the “bad” ones represented those who may
access their personal information in their real lives. This considera-
tion of the involved stakeholder also extends to commercial privacy.
While they generally trusted companies like Amazon, they were
more cautious about potential threats from hackers, scammers, and
kidnappers. For example, James created a color-based visualization
to show where his data went when he used social media, where
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blue represented trust in Amazon, yellow indicated moderate risk
for advertisers, and red signified high risk for malicious actors like
hackers and scammers (Figure 3B).

As mentioned in Section 4.4.1, children asked for more infor-
mation when they needed to make privacy decisions, such as the
recording of the workshops and photos of their drawings in their
“privacy space”. In their inquiries, they focused on asking who would
have access to this information. For example, Emma and Mia asked
“who else could see them but you? Your boss? Your mentor?” (Emma,
9, F, DS3, WS1). Upon learning that only trained and approved
researchers in our lab could view them and that they would not
be leaked, they permitted us to photograph their drawings in their
“privacy space.”

Nature of Information. Besides the previous two factors, chil-
dren also considered the nature of the collected data as a factor
when assessing the privacy situation. Children developed a hier-
archy of information to navigate privacy across different contexts,
shaped by factors such as the physical environment, perceived
risk, and their willingness to share. For instance, Lily and most
of the children were comfortable with security cameras outside
their homes for monitoring intruders but opposed indoor cameras.
They suggested that indoor cameras collected information about
their families, which they considered private, demonstrating a clear
boundary between public and private spaces. Henry suggested
placing Amazon Echo in the living room rather than the bedroom,
underscoring his concerns about his activities in the bedroom. Chil-
dren’s designs also reflected their consideration of the nature of
collected information. For instance, Lily designed a device to show
her the information flow behind Amazon Echo. This device would
use blue for less critical information, yellow for moderately impor-
tant data, and red for highly sensitive information—so sensitive and
private that even family members might not be aware of it.

5 Discussion

5.1 Children’s Needs and Expectations for
Privacy Controls

The design activities allowed us to closely study children’s privacy
needs and their expectations of privacy controls in different techno-
logical contexts. We noticed children’s distinct concerns and ways
to protect their privacy which were tied to the specific features and
risks of each type of technology or device.

Smart Home Devices. Children emphasized the need for ro-
bust control mechanisms to manage real-time data collection by
smart home devices, particularly cameras, and microphones, as
highlighted in Section 4.2.3, Section 4.4.1, and Section 4.4.2. They
preferred physical privacy controls (e.g., camera covers and mute
buttons) over digital options (e.g., in-app settings), citing the clarity
and immediacy of physical tools. Additionally, they stressed the im-
portance of determining the physical placement of these devices to
better control data collection within private spaces. These expecta-
tions reflect their need to prioritize tangible, user-friendly controls
to maintain privacy in shared, familial environments where these
technologies operate continuously.

Account Protection. When discussing online account protec-
tion, children emphasized the importance of having robust control
over account login and access to protect their personal information
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Figure 4: The “privacy space” activity involved children building a space. A. Children with permission to enter used the
designated entrance to access the “privacy space” B. Children with permission exited the space through the designated exit.
C. A child without access attempted to enter the “privacy space” D. The child assigned as the security guard asked for the
password to allow entry into the “privacy space.” E. The security guard child refused entry to the child after they failed to

provide the correct password.

and prevent unauthorized use. They expressed a strong prefer-
ence for multi-step authentication systems, particularly biometric
authentication, as a unique and secure method for safeguarding
accounts. These expectations, as discussed in Section 4.2.2, reflect
their understanding of account security as a vital aspect of privacy
control, especially for technologies that require personal logins or
store sensitive information.

Social Media Platforms. In Section 4.2.4 and Section 4.4.1, chil-
dren discussed the importance of privacy control for they actively
shared personal information, such as posts, messages, and pho-
tos, on social media platforms. They sought features that would
enable them to establish clear and strong boundaries for online
interactions, ensuring protection from strangers, scammers, and
spam. To do this, the expected privacy control should have easily
configurable settings to define different levels of access for vari-
ous groups, such as family members, friends, and online strangers.
These preferences demonstrated their desire for granular control
over who could view or engage with their content, reflecting their
need for tailored privacy management on social platforms.

Media Consumption. When engaging with media-focused
technologies (e.g., watching videos, listening to music, using voice
assistants for jokes or trivia), children desired to maintain con-
trol over personalized recommendations to align with their prefer-
ences. As discussed in Section 4.1.3, they expected their personal
information to be primarily used for advertising purposes. These
interactions were viewed as a lower priority for privacy control,
reflecting their passive and entertainment-oriented nature, which
they perceived as presenting minimal privacy risks.

5.2 From Knowledge to Practice: Children’s
Privacy Learning Process

The setup of our co-design workshop allowed us to observe how

children internalized the privacy knowledge they learned in one

context (i.e., smart homes) and translated their knowledge into
privacy designs in a broader set of contexts (e.g., social media, short

videos). We reflect on the process as their privacy learning process
can inform the development of effective educational strategies.
Specifically, our findings suggest two key steps in children’s privacy
learning process, i.e., reflection and action. In our study context, we
define reflection as children’s self-reflection process; we also define
action as how the children approach their designs in the co-design
sessions. These two steps are interconnected - the children self-
reflected on their actions to gain new knowledge about privacy, then
applied the new knowledge to inform their new designs, forming
an iterative learning cycle. This iterative process highlights the
importance of privacy learning through experiences rather than as
a static concept.

To further characterize the connection between the two steps
in children’s privacy learning, we used Donald Schén’s theory
of Reflection in Action and Reflection on Action as a valuable lens
to describe the learning process [64]. According to Schon, Reflec-
tion in Action refers to thinking about one’s experience during an
event—adjusting behaviors and decisions as the situation unfolds,
whereas Reflection on Action refers to evaluating past interventions
to improve future practices and preparing for future actions, often
with guidance from mentors [64]. In our study context, reflection
in action relates to children’s self-reflection on their designs as they
were designing them, while reflection on action refers to children’s
reflection on their designs during their debriefs and presentations.

Reflection in Action: Reflection on Immediate Decision-
Making. Children in our study frequently engaged in reflection in
action as the privacy problems started to unfold and they were work-
ing on new designs to mitigate these privacy issues. For example, in
DS2 of the first workshop, when children interacted with the Ama-
zon Echo, they initially just explored it casually, but soon, three
children independently discovered the physical camera blocker
feature and turned it off. With this experience, when we asked
the children to design a feature to help them mitigate the privacy
issues in Amazon Echo, they immediately began brainstorming
solutions like using one-way mirrors or creating covers for the
device. This immediate reflection suggested children’s “reflection
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in action” skills - consideration for privacy organically appeared as
they explored the device, urging them to make privacy designs on
the spot to address their concerns. Such reflections, however, tend
to remain at the surface level and are not comprehensive, mostly
because the children may not have the required skills and guidance
to reflect on things beyond the immediate privacy problems, such as
the cause of the privacy problems and the long-term consequences
of their privacy designs.

Reflection on Action: Reflection on Past Privacy Decisions.
The other type of reflection relates to children’s reflection on action.
In our study context, the children would reflect on the designs they
made during the activities through group discussions and presenta-
tions, during which they revisited their designs, collected feedback
from others, and thought critically about how they might design
differently. The children would iterate their original designs based
on the outcomes of such reflections, or take the reflection into con-
sideration when they designed new privacy mechanisms for the
next day’s co-design sessions. For instance, after designing privacy
controls for smart homes, some children realized they lacked knowl-
edge about certain privacy threats or the stakeholders involved in
data collection, allowing us to offer more targeted and, arguably,
more engaging privacy education to children. The increased knowl-
edge would help the children refine their understanding of privacy
and, in turn, influence how children adopt new privacy solutions.

Such reflections go beyond the surface level and help children
establish a deeper understanding of the complexities of privacy
management, prompting them to ask questions such as, “Who can
see my data, and what are they doing with it?” Thus, this reflect-
on-action process is crucial for fostering autonomy in children’s
privacy literacy development.

5.3 Support Reflection and Action in Children’s
Privacy Learning

The essence of reflection and action in children’s privacy learning,
from our perspective, is to realize that this is a long-term, iterative
process that requires support from different aspects. In this section,
rooted in our results, we discuss the elements that we deem impor-
tant in supporting children’s reflection and action in their privacy
learning process.

5.3.1 Beyond Digital Interfaces: Tangible Designs to Facilitate Easy
Reflection. Our findings showed that children often grasped the
concept of privacy by mapping them to physical privacy concepts
that they are familiar with, such as their home, bathrooms, or other
types of personal spaces (Section 4.1.1). These results are in line with
the findings from prior work where children connected the abstract
concept of privacy with physical, private objects, such as potty [48].
When the children debriefed their understandings in the workshop,
they were able to reflect on such understandings and translate them
into concrete, physical design ideas, from which we could easily
see the impact of such analogies, such as the one-way mirrors (e.g.,
“I can see Alexa, but it can’t see me”) and shells, covers, or boxes
for Amazon Echo to prevent data collection, etc. Similarly, other
designs, such as a physical representation of this process of social
media from James and a robot incorporated physical indicators to
inform users about “what is true and not true online” from Henry,
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also reflected children’s inclination to engage with privacy through
embodied and tangible methods.

Embodied learning is an educational approach that emphasizes
the body’s role in the learning process. It has proven effective in
teaching abstract concepts, like Al and digital literacy [26, 41], due
to its flexible content delivery [28, 75] and diverse forms [15, 38].
Compared to traditional privacy education methods, such as e-
books and games, embodied learning offers experiential oppor-
tunities that promote self-autonomy and reflection in a sensory-
immersive environment, minimizing real-life privacy risks [11, 60].

5.3.2 Beyond the Research Lab: Risk-Free Simulation Environment
to Support Reflection and Action. In our study, we observed chil-
dren’s increasing knowledge of privacy and their ability to translate
their knowledge into concrete design ideas, mostly for hypothetical
scenarios. For ethical and logistic reasons, we did not incorporate
real-world privacy incident cases in the study. The children in the
study also have not encountered major privacy incidents in their
lives. Consequently, their understanding of managing such situ-
ations remains theoretical, as they lacked practical experience to
reflect upon and learn from. As prior works showed, theoretical
knowledge alone cannot guide children to make informed privacy
decisions in their real lives [32, 56].

On the other hand, children’s designs suggested their need for a
risk-free environment that provides them with real-life experiences
so that they can practice and continue to reflect on their knowledge
and privacy skills. Chloe’s privacy simulation game, where children
faced the consequences for sharing information with “bad guys,’
points to the possibility of a privacy simulator or sandbox. For exam-
ple, Chen et al. proposed an empathy-based sandbox approach that
allows users to explore the connection between personal data and
the advertisement they see [10]. We envision a similar, hands-on
approach that allows children to practice making privacy-related
decisions in a controlled, risk-free environment. For example, we
imagine a sandbox in which children are presented with various
scenarios in which they need to make privacy decisions. When they
make a decision, the sandbox will provide children with immediate
feedback. This is crucial because it not only reinforces the impact
of their privacy decisions but also offers an opportunity for “reflec-
tion in action.” Children in our study expressed a strong preference
for real-time notifications and previews about their privacy. For
example, after changing the sharing preferences on a platform, they
should receive an instant visual representation of what informa-
tion becomes visible to others. This direct feedback helps children
understand the consequences of their actions, promoting better
privacy management over time.

We believe that such simulation-based approaches can offer
valuable opportunities for children to develop risk assessment and
decision-making skills, making privacy learning experiences more
impactful and engaging.

5.3.3 Beyond Singular Learning Support: Use Multiple Learning
Sources to Complement Reflection. In our study, we noticed chil-
dren’s reflection on their right to know the big picture about their
privacy and the stakeholders involved in addition to privacy con-
cepts (e.g., Section 4.2.1). This trend is reflected in their design
ideas. For instance, Ethan designed a website that provides privacy-
related knowledge, while Emma’s design visualized information
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transfer that includes multiple stakeholders in the Amazon Echo
ecosystem. Similarly, Leo expressed a strong desire to understand
more about the stakeholders who may access and be interested in
his data. This desire for a broader understanding mirrors trends in
other technological literacy, such as algorithmic literacy [79].

Yet, addressing this need requires support from multiple sources
(e.g., teachers, parents, communities) so that they can complement
each other. Existing research has already called for joint efforts to
enhance children’s privacy education, recognizing that long-term
and multi-angle scaffolding is crucial [35, 66]. For example, Living-
stone highlights the importance of a comprehensive system that
involves parents, educators, and child support workers to develop
children’s privacy literacy [66]. Such collaborative effort not only
provides sustained support but also helps children think about
privacy from multiple angles.

Privacy decisions are made within complex contexts involving
various stakeholders. As children grow older, they will need to navi-
gate privacy conflicts, including those with family members [24, 29].
In our study, younger children generally trusted their parents with
privacy matters, but literature indicates that this trust may evolve
into tension as children mature. Privacy education must therefore
help children manage these dynamics and develop awareness of
institutional privacy practices.

5.3.4 Beyond Privacy Knowledge: Support Privacy Management and
Privacy Control. In children’s designs, we found a distinction be-
tween children’s approaches to privacy management and privacy
protection. Although similar, the children considered privacy man-
agement as an ongoing, proactive process in their daily lives, and
privacy protection as a defensive response when actual privacy
threats happen, each of which has different implications for chil-
dren’s reflection and action process.

Proactive Privacy Management. Throughout the co-design
workshops, the children developed a sense of privacy manage-
ment that involved actively controlling who can access personal
information and how that information is shared. As a result, pri-
vacy management tools primarily increased children’s situational
awareness about privacy so that they could make informed privacy
decisions. For example, Ethan’s 3D model visualized data flow to
show where his information was going, while James’s data flow
visualization offered a real-time overview of information flow on
social media. These designs reflect children’s understanding that
managing privacy is an ongoing process that requires constant
attention, providing a way for children to implement “reflection on
action”

Reactive Privacy Control. In contrast, protecting privacy was
often framed as a more reactive process, focused on safeguarding
against specific threats. For instance, children frequently connected
privacy with personal safety, linking it to concerns such as being
kidnapped or losing money. This defensive approach to privacy
reflected their desire to shield themselves from harm, particularly
when they felt vulnerable. Children’s protective instincts were most
evident when they discussed and designed for specific privacy inci-
dents. For example, when asked to think about the consequences
of privacy violations, they quickly raised concerns about the risks
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of sharing personal information online, suggesting that their pro-
tective instincts were triggered when they perceived an immediate
danger, creating an opportunity for “reflection in action”

5.4 Implications for Child-friendly Privacy
Designs

In addition to insights that support children’s privacy learning, we
also drew implications for children-friendly privacy designs based
on the co-design outcomes from our study.

54.1 Age-Appropriate Privacy Languages and Elements. Like other
information provided to children [79], privacy language should
match children’s cognitive levels, avoiding technical jargon or legal
terms. For example, Leo’s information is in a store and hackers are
like thieves. Chloe used “good guys” and “bad guys” to represent
parties involved in the data process, and she also used “secrets” to
make privacy easy for other children to understand. Instead of “data
collection” or “third-party access,” terms like “your information”
or “people you don’t know” can make privacy more relatable and
easier to understand. Additionally, children’s approaches to privacy
are heavily shaped by visual metaphors, such as the color-coded
privacy indicators (red for “public” and green for “private”) on the
robot and one-side mirror to block the camera on Amazon Echo.
Thus, when communicating with children about privacy-related
information (e.g., display digital warning messages which were
often ignored [40]), designers can make the abstract concept of
privacy more comprehensible for children by using age-appropriate
privacy languages and design elements.

5.4.2  Autonomy-based Framing. According to the third-person ef-
fect theory [16], children may believe privacy risks affect others
more than themselves [17], limiting their critical thinking about pri-
vacy. To address this, privacy language should emphasize personal
relevance and autonomy. Asset-based framing encourages children
to see privacy as something they can control, rather than a vulner-
ability [82]. By building on their existing knowledge and mental
models, such as linking privacy with personal safety (e.g., avoiding
being hacked or losing money), children feel more empowered to
manage their own privacy. This approach promotes autonomy by
treating privacy as an active part of their everyday lives. High-
lighting both positive and negative consequences of privacy deci-
sions helps make abstract risks more understandable [30, 31, 92].
In our study, children responded more strongly to threats, like
being hacked or losing data, when they were shown concrete out-
comes. Thus, we suggest using clear, relatable scenarios to illustrate
these consequences to help children understand the risks and ben-
efits of privacy decisions. Incorporating asset-based framing and
demonstrating consequences can foster deeper understanding and
encourage children to take ownership of their privacy decisions.

5.4.3 Guided Privacy Choice. Currently, technologies targeting
ages 13 and older are attempting to design toward more user-
friendly privacy notice and choice [23, 63]. However, we did not
observe a similar trend for privacy choices in technologies that
target younger children, suggesting the need to support young
children’s privacy decision-making [88].

We suggest that privacy choice interfaces should include guided
assistance. Prompts and context-specific questions embedded within
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privacy options (e.g., “Would you like to share this content with
everyone or just friends?”) can encourage children to think criti-
cally about their choices. These design elements provide scaffolding
for children as they navigate complex privacy decisions, fostering
independent and informed thinking about their digital privacy.

6 Future Work

Our study highlights several opportunities for future research in
children’s privacy education and technology design. First, while
we explored how children internalize privacy knowledge through
co-design activities, further longitudinal studies are necessary to
examine how these privacy practices evolve over time. Observing
children’s behaviors and privacy decision-making as they mature
would provide valuable insights into the long-term effectiveness of
co-design approaches in fostering privacy literacy. Second, future
work should explore diverse cultural and socio-economic contexts
to understand how children’s privacy needs and expectations differ.
Our study focused on a specific demographic; expanding this to
include children from various backgrounds will allow for a more
comprehensive understanding of privacy challenges and design
solutions that can be universally applied. Lastly, future research
should involve deeper engagement with families, educators, devel-
opers, and policymakers to co-create privacy education frameworks
that can be applied across formal and informal learning environ-
ments. Developing scalable models of co-design for privacy educa-
tion, supported by stronger regulatory frameworks, can help ensure
that children’s privacy rights are upheld in increasingly complex
digital ecosystems.

7 Conclusion

In the digital age, children are increasingly exposed to privacy
risks as their data is continuously collected, tracked, and monetized.
Despite efforts to educate children about privacy, there remains
a gap in understanding how they apply this knowledge to their
daily practices and what privacy controls they expect. This study ad-
dressed these gaps by conducting two five-day co-design workshops
with 11 children aged 6-11 and their parents. Our findings revealed
distinct variations in children’s perceptions of privacy across inter-
personal, institutional, and commercial contexts. We also identified
a mismatch between children’s advanced expectations for privacy
management, such as robust authentication methods, and their
actual practices, which often involve simpler measures like unplug-
ging devices. Our paper made three significant contributions. First,
we provided a nuanced understanding of children’s expectations
for privacy controls and their practical applications. Second, we
extended existing research by exploring how children translate
privacy knowledge into everyday practices, emphasizing the need
for support systems that enhance their privacy literacy. Finally, we
offered actionable design implications for creating child-friendly
privacy designs that address these needs and expectations. These
findings not only advance our understanding of children’s privacy
literacy but also inform the development of more effective privacy
interventions and tools.
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Table 2: The Codebook

Themes Codes

Quotations

Understanding of interpersonal pri-

Interpersonal Privacy vacy

They (parents) check my iPad everything, they have my password.

Invade someone’s privacy

Every time my family tries not to let me know what their passwords are...
Sometimes I figured them out from older passwords, and they forget they’re
trying to keep the passwords away from me and accidentally say that while I
asked them the passwords. My dad’s computer, he said ****.

Institutional Privacy Understanding of institutional privacy

They (Chromebooks) know my name, my age, my last name, probably they
know more ... I'm OK with it.

Blind trust in institutions

Because you are the teacher, from the university.

. . Understanding of commercial privac
Commercial Privacy g P y

So then they can sell the information to Spam also. And then Spam will call
you.

Misunderstanding of commercial

RA: Who collects the boy’s data? Jack: Google!

privacy
Ownership It is “his” room, he owns it.
Establishing Autonomy in Start from everyday objects Information is in a store, and hackers are like thieves.
Privacy Mix privacy and safety Because they (bad people) know how to hack you, rob you, what you like to

bribe you so they can kidnap you.

Control access

Filed notes: kids set a tiny entrance for their “privacy space”.

Judge the timing

Translate Knowledge into

Because Alexa can listen at any time. So if you're talking about something
private, I normally close it.

Judge the stakeholders

Who else could see them but you? Your boss? Your mentor? Are you sure?

Concrete Designs Judge the type of information

I am ok with that area (point the outside of a house). But in my bedroom, no!

Judge the timing

Because Alexa can listen at any time. So if you’re talking about something
private, I normally close it.

Develop Context-Based
cvelop omiextase Judge the stakeholders

Who else could see them but you? Your boss? Your mentor? Are you sure?

Privacy Skills Judge the type of information

I am ok with that area (point the outside of a house). But in my bedroom, no!

Simulation It’s like a fish spam simulator. So there’s this Al-generated spam and you
practice how to get rid of it. That way, when you get actual spam, you know
how to get rid of it.

The Way They Want to Learn ~ Gamification I made a game to help kids with awareness of not just giving information

away to like anybody. So basically it’s a game that you can play. All the rules
are here, but basically you have a five-minute timer and there’s a bowl that
you pick out of, and you’re either trying to steal some of the information that
the other people have or you're trying to just know the information. And you
make up a fake secret like my phone number is 552.

Know the data flow

This red box is like a scammer. Yellow equals advertisers and blue equals the
database. The line means some information flow and the type of information.

Stay Aware Know the principle behind Who else could see them but you? Your boss? Your mentor? Are you sure?
Record and report You have to take photos and then install them in.
Adaptive authentication But it does if something does go wrong, it will destroy all code and make fresh
new ones.
Biometric authentication I'have a tail print. Like a fingerprint, but with a tail.
S Multiple authentications This should be a wire that you plug in. You also plug it into the lock, and then
Authentication

you go to upload tail print, and then you click upload tail print and you put
your tail print on the circle that says p short for tail print. This scoring shows
upload tail print, it’s loaded, and it’s 80%. Once it’s 100%, it’s loaded and you
can use your tail print to unlock it. You have to go through the three stages.

Control information collection

Filed notes: Ethan asked for other kids if he could turn off the camera by the
camera cover.

Minimal Privacy Exposure Physical management

This is the camera, and these are the covers, so he can’t really see us and listen
to us.

Reduce exposure

Don’t expose any private information. Don’t make an account. Try to just
don’t really go to the comment section if you want to be safe.

To be continued
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Themes

Codes

Quotations

Real-Time and Contextual
Assistance

Offer tips

I just designed a tips board so people get to know, like, tips about not getting
scammed accidentally.

Contextual assistant

You can ask it if like, on the computer it says something, then you can ask if
like what the computer says is true. It will answer.

Sense of Security Feel be protected The design will be used when you are hacked or scammed, bugs, and more are
found or detected. The button can change and reset passwords, hackers, et.
Identify threats Whenever the suspicious lock turns and, like, photographs a stranger and

Threat Detection and
Understandable Feedback

then makes him suspicious and then posts it into a wanted poster.

Understandable Feedback

But a warning that will say that you are at least trying- you are getting hacked.
So then you can just press- and if you like left click or right click then you
press this button and beep.

Easy to handle

Disconnection

I'like to plug it in case like Alexa usually you turn her off, she still listens.

Remove the threat/threat maker

When you press the button, Jams, viruses, and no 100-meter radius
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Table 3: The Protocol of Design Sessions

Session Design Questions / Project Goals Design Activities and Technique

Design Session 1 Set up children’s role as designers Throwing the Ball: Start with a warm-up game to help children get to know each
Understand privacy awareness and manage- other and introduce the topic. As they catch the ball, invite them to share their
ment answers to questions related to the privacy topic.

Focus Group: Introduce the concept of privacy through warm-up questions and
discussions of different privacy contexts, followed by exploring scenarios related
to interpersonal, institutional, and commercial privacy. Warm-up questions vary
depending on the group.
Design Task: Design a new door lock for your privacy. Children start by sketching
their design ideas on paper and then create design prototypes using DIY materials.
Show & Feedback: Children present their designs and give each other feedback.
Design Session 2 Learn about children’s privacy issues in Play with Alex: Children interact with an Echo device for 15 minutes while re-
their daily lives and how children control  searchers observe potential privacy risks. Then we encourage children to reflect on

their privacy in their everyday lives. their experiences.
Big Board: The Big Board guides children in reflecting on privacy issues during
their interactions, prompting them to consider what they said to the device, the
information it may have collected, who might access it, and who could have an
interest in it.
Brainstorming: Encourage children to reflect on their experiences and think cre-
atively.
Helping Hand: Present a scenario where friends need help because they are unfa-
miliar with social media and smart home devices and are concerned about privacy.
Encourage children to consider the potential privacy risks and practical strategies to
protect privacy while using technology.
Design Task: Create ideas for protecting privacy with smart home devices. Children
start by sketching their design ideas on paper and then create design prototypes
using DIY materials.
Showing Time: Children present their designs and give each other feedback.

Design Session 3 Explore privacy beyond individual usersand ~ Information Game: Introduce how information flows when interacting with tech-
expand children’s understanding through nology through a role-playing game (as Figure 5 shows).
games and prototypes. Prototype: Engage with a prototype to explore the information flow behind smart

home devices, and encourage children to discuss their likes and dislikes. Ask them

to suggest possible improvements to the prototype based on their thoughts and

experiences(as Figure 1 shows).

Design Task: Create a concept that teaches others about privacy or how to control

it. Children start by sketching their design ideas on paper and then create design

prototypes using DIY materials.

Showing Time: Children present their designs and give each other feedback.
Design Session 4 Identify children’s preferred methods for Design Task: Design a way to teach or help others about privacy control. Children

managing privacy. start by sketching their design ideas on paper.

Peer Reviews: Children share their initial designs and provide feedback to others.

Presentation Design: Children create their design prototypes using DIY materials

like Lego, clay, and cardboard. They then refine their ideas and develop design posters

to showcase their concepts and prototypes (as Figure 6 shows).

Design Session 5 Understand how children perceive privacy Recap Time: Review all activities from Design Sessions 1 to 4.
after the workshop and how parental in- Presentation Time 1: Children present their design posters, with each presentation
volvement affects their privacy learning. lasting 10 minutes, followed by a 5-minute Q&A session.

Co-design with parent: Children work with their parents to refine their designs.
Presentation Time 2: Children and parents present their revised designs. Each pair
has 10 minutes for the presentation, with a 5-minute Q&A session.
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